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XpoHonorusi Ha U3MeHeHusATa Ha AOKYMEeHTa

Bepcusa | ABtop (u) Data CbucrosiHue | KomeHTap

3.2 Oumntbp Hukonos | 13.01.2017 YTBbpAOEH M3meHeHns Ha JOKYMEHTA,
CBbP3aHu C npunaraHe Ha
PernameHTt 910/2014.

4.0 Oumntbp Hukonos | 01.06.2017 YTBbpAOEH PasgensHe Ha [dokymeHTa
Ha oO0wa npaktuka npu
npegocTaBsHe Ha
KBanuuuupaHm
YyAOCTOBEPUTENHN YCIyrn U
CbOTBETHU NOSNTUKM.
[JobaBsiHe Ha obLwa
npakTuka npu
npegocTaBsHe Ha
KeBanuguumpaHu
yOOCTOBEPEHUSA 3a
KBanuduuupaH enekTpoHeH
neyar.

[HobGaesiHe Ha obLwa
npakTuka npu
npegocraBsiHe Ha
Keanudpuumpanu
yaocToBepeHnst 3a obnaveH
KBanMpuunpaH enekTpoHeH
noanuc.

[JobaBsiHe Ha obLa
npakTuka 3a
KBanuduuupaHa ycnyra 3sa
BanuaupaHe Ha
KBanuduumnpaHm
€IeKTPOHHU
nognvcu/nevaTu.

5.0 Oumntbp Hukonos | 01.04.2019 YTBbpAEH [obGaBeHu
~KBanuduumpaHa ycnyra 3a
Banuanpaxe Ha
KBanuuuupaHm
€reKTPOHHM  MoAnuMcxh U
nedatn* un Ycnyra 3a
KBanuguuupaHo
CbXpaHsiBaHe Ha
KBanuduuupaHu
€NeKTPOHHM  MoAMUCU 1
neyatu

6.0 Oumntep Hukonos | 01.03.2020 YTBbpAOEH TexHnyeckn Kopekumnm

6.1 Oumntep Hukonos | 01.10.2020 YTBbpAOEH [onbnHeHn mnanckeaHus 3a
yCTaHOBSIBaHe Ha
CaMONNYHOCT

7.0 Oumntep Hukonos | 01.01.2021 YTBbpAEH HobaseH npouec no
oTOaneyeHo ycTaHoBsiBaHe
Ha camonu4yHocCT

71 Mapraputa boHeBa | 01.07.2021 YTBbpAEH Kopekuuu

"SOPUKA" Afl, 26 Anpun 2022 r. Crp. 2 ot 87




O6woa0CTLNEeH JOKYMEHT
NMPAKTUKA NP NPEOOCTABAHE HA KBANTMOULMPAHU YOOCTOBEPEHUA
N YOOCTOBEPUTEJIHU YCIIYTU OT ,,BOPUKA“ A

XpoHonorusi Ha U3MeHeHMATa Ha AOKYMeHTa
Bepcusa | ABtop (u) Data CbucrosiHue | KomeHTap
7.2 Oumntep Hukonos | 26.04.2022 YTBbpAOEH HoBu OCSP
YyAOCTOBEPEHUS

"BOPUKA" ALl, 26 Anpun 2022 . Ctp. 3 ot 87



O6woa0CTLNEeH JOKYMEHT
NMPAKTUKA NP NPEOOCTABAHE HA KBANTMOULMPAHU YOOCTOBEPEHUA
N YOOCTOBEPUTEJIHU YCIIYTU OT ,,BOPUKA“ A

CbAbPXAHUE

CBKPALLEHUA HA BBITTAPCKI EBUIK ...ttt ettt ettt e e st e e ettt e e st e e e emb e e e e antneeennneeas 8
CBKPALLUEHUA HA AHTTIMVICKU EBUIK ...t n et n s s enesaaeeeeee e nsnenenenenasnanansneanns 9
CBOTBETCTBUE UM YTTOTPEBA ...ttt ettt ettt e et e e sttt e ekt e e e amt et e e smne e e e abbeeeaaneeeeeanneeeeaneeeennee 11
oY 2 | PR 13
1 (0107 [01=] o |l N (@1 [0) 1= 12 F PRSP OPPR 13
1.1 [ocTaBunk Ha KBanNUULMPaHWN YOAOCTOBEPUTEITHU YCIYIM . ....veieirieeeiiieeeaiteeeeseseeeeatneeesate e e s seneeeeabreeennneeessnneeenas 13
1.2 e Y= TR L I (o) 1 oo ) o ST
1.3 VaeHTurkatopu B JOKYMEHTA ....

1.4  YyacTHMUM B MHAPACTPYKTYPATA HA B-TIUSI® ...t e e e e e s e annnes 17
1.4.1 YOOCTOBEPSBALLM OPTAHM ...eeeeeeiiiiitieieeeeeseatutseeseaessassssseesaaasasassssassaaassaasssssseaaesssasssssssaaesssassssseeaeessasssssenesaessansnsnes 17
L oY Y ea o1 To = TE N o] o] = T PP U RPNt 17
1.4.3 OpraH 3a nsgasaHe Ha KBannMUUMPaHN €NEKTPOHHN BPEMEBU MEUATU. ......uurieiureeeeatieeeeireeessneeeeasneeesaeneeesnneeas 18
1.4.4 KsanuduumpaHa ycnyra 3a BanvavpaHe Ha KBanuduumpaHn enekTPOHHN NOAMUCU/NEYATU ......cceverereerrereereneee. 18
1.4.5 VYcnyra 3a kBanuuumMpaHo cbxpaHsaBaHe Ha KBanuduumpaHu enekTPOHHU NOANUCU/MEYATU ....ocevvvererrveeeerenee. 19
1.4.6 TINaTdopMa 38 OBMAUEH KETT......ooiiiiiiiiiiie ittt se et e bt e st e sab e s b e e sab e e sabeesabeeenneenanes 19
L A O 102 ] e o1~ o] = 3 Y o OO PP SP PP PRI 20
L T N (o o115 (=Y 1 PP UPUUPRRRPINE 20
1.4.9 [1OBEPSBALUM CE CTP@HM ... ueeeieeeeiiuttreieeeeeaeaasueseeseaesaassssseseaaasaaasssaseaaassasassssssaaasassassssaseaaeessassssseeaeesaasssssenesaesaannsnes 21
1.5  YOOCTOBEPEHUS M YTOTPEOA ... iiiiiiiiee e e ettt et e e e e eeette et e e e e e e eaatbeeeeeeeeasnsbaeeeaaeeesnsssaeeeaeessansssseeeaeeesaasnssaneaaesaannnnnes 21
T B O Ty [ o T=Ya =T (oY o T PP S P UUPRRRRIN 21
1.5.2 YOOCTOBEPEHUA HA [IOCTABUMKA ......eeeeiieeiiiieiiieeeeeeaaaetteeeeaaeeaaaebeeeaaae e e e nteeeeeeaeaa e nnsseeeeaaaeaannnsseaeaaeeaaannsseeeaaeeaaannnens 21
1.5.3 YaocToBepeHNs Ha OPYTU OMEPATUBHM OPTAHM. ........vureiieriteriteeeeiteteeatreeesasseeesseneeesabreeesasse e e e sneeeeaasneeenanrneeenanneas 31
1.5.4 KsanudvumpaHu yooctoBepeHus 3a [MoTPEOUTENMN N MPUITOKNUMOCT ......eerureerurieiieesiriesreesireesneesibeesseeseneesneesanes 31
1.5.5 T[lpegHasHaveHune Ha kBanMULMpaHUTe YA0CTOBEPEHUS 33 MOTPEOUTEIIN .....oevuviiiiiiiiee e 35
1.6 YnpaBreHne Ha MPaKTUKATA HA [OCTABUMKA .........cceiuurrierieeeeeeiiteeeeaeeeesatreeeeaeeesseasssaeeaaeessansssseeeaeessansssseneaaesaansnsens 37
2 SAOBIMKEHWME 3A MYBITNMKYBAHE Y BOOEHE HA PETUICTDBP ..o 38
2.1 (o] a1 LT o 1= o Y o J PRSPPI 38
2.2 MTYBNNYHO XPAHMUITULLIE HA LOKYMEHTM ...eeiieeeiiiiiiieiieeeeeesttaeeeeeeeesatasseeaaeesaasssseeeaeessaassssaeeaaesaaassssessaeeseaassssneeaeeeaans 38
2.3  Ny6nukyBaHe Ha MHDOPMALNS 38 YAOCTOBEPEHUATA . .ccueiatriaueeetreanueeasteeaaseeastseaasesasteeaasesaabesaaseeasbeeasesssseesnsesss 38
2.4 UECTOTA HA MYDBITMKYBAHE ......eeiueeeitieuieaitteeaueeestteesuteestseeaaeeesbseaaaeeesbeeebe e e ket e abe e e ket e abe e e ket aabe e e ke e ebeeebeeenbeeenbeeenneean 38
2.5 [oCTbN 00 PErUCTHPA M O XPAHMITULLLETO .....eeeieiaeeeaiuteeeaaaaaaasueeeeaaaesaaasneeeeeaaasaaannsseeeaaeeaaannsseeeaaeeaaannsseeeaaaeaaansens 39
3 VMOEHTUOUKALINA N ABTEHTUDUKALINS ...ttt e et e e e ennae e e enneeas 40
3.1 VIMEHYBAHE .....ccoiiiitiieieee e e ettt e e e e e ettt e e e e e e e atb et eee e e e s atbeeeeeeeee s asasaeeeae e s s nsssseeeaeeeaaassssaeeaeeeeasssbaeeeeesaeanssbannaaaeeenn 40
3.1.1  VIBMOMBBAHE HA MIMEHA ... ...ee e iieeiee i ieieee et e e et tee ettt e e e ettt e e eaae e e e s st e e e nte e e e emseeeeaas bt e e e ntee e e smneeeeaasbeeeaaneeeeeanneeeeanneeeennee 40
T I ke T (oY g K T= =Y R TSN L= W (o1 =1=7a (o) 7, TN 40
3.1.3  3HAUYMMOCT HA UMEHATA MPU BIUCBAHE ......ceeeeeeeiuutteeteeeeeaiutsreeeaeeessasasseeeaeesaaasssseeeaaesaasassaseaaesssansssssseaseessansssneeeens 40
3.1.4 TlpaBuna 3a MHTEPNPETALNA HA MMEHAT .....ceeeeiuuuueeteaaaaaaaueueeeaaaaaaaauueeeeaaaasaaasnseseeaaaeaaansseeeaaasasaansasseaeaeesaansnsneeeens 41
3.1.5  YHUIKAIHOCT HA MMEHATE ... e ueeeeieeaaeeaaiueteeeeeaeeaaasaeaeeeeaaaaaameeeeeeaaeaeaannaseeeeaaeeaannnsseeeaaeeaaannsseeeaaasaeansanneaeaeasaannnnneeeans 41
3.1.6 Tlpu3sHaBaHe, aBTEHTUYHOCT U POSIA HA THPTOBCKUTE MAPKM . ...uureieiireieerireieeatteeesaiteeesseneeeeastreeesanneeesseneeesanreeennee 41
3.2 [MbpBOHaYanHa MAEHTUMUKALNS N YCTAHOBABAHE HA MAECHTUMHOCT ...ceee et iitiiieeaaeeeaaeaeeeeeaaeeaaannebeeeaaaeaaanenneeaaaeaannn 41
3.2.1 [JoKka3BaHE ObPXKAHETO HA HACTHUSI KITHOU ...eeeeeeeiuuiieieeeeeeeiutteeeeeeesssaasssseeaeesaasssseeeeaesaassnssaeeaaessssssssseaeeeessnnsssneeeens 43
3.2.2 YcTaHoBsBaHe Ha NOEHTUYHOCT Ha HPUANYECKO NULE UMM €OHOMNYEH ThPTOBELL....ceeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeaeeeenns 43
3.2.3 YcTaHoBSABaHE CaMOSMUYHOCTTA HA GOUBUHECKO JTALE ....cceeeieeeeeeeeeeeeeee e e e e e ee e e e e e e e e e e ee e e e e e e ee e e e e e e e e eaeesaeaeaeaeaeaeaeaeaeaeaeaeaens 44
B S @ loTo 1o =1 a 1 =k )03 1 APPSO 45
3.2.5 HeNOTBBPOEHA VHAOPMALIMS ...cceiuriieiuttiteaiteeea ettt e eaatet e e sase e e e st et e e aate e e e s se e e e aas b e e e e st et e e sane e e e abbe e e aanbn e e e aenreeeanreeenanee 45
3.3 MaeHTudmrkaums n yctaHoBsiIBaHe Ha MAEHTUYHOCT MPU MOLHOBABAHE ........uuuiieiaeeaiiiiiieaaaaaaaaneeeeeaaaeaaanereeeaaaaaanns 45
3.4  VigeHTudnKaunsa n aBTEHTUDUKALMS MPU CIIUPAHE ...oeeeeeiiuieeeieaaeaaaaueeeeeeaaaaaaannseeeeaaaaaaansseeeaaasaaaansnsseaaaaaeaannnnneeeans 46
3.5  VigeHTudumkaunsa n aBTEHTUDUKALMA MPU NMPEKPATABAHE ......eeeeeaeeiauereeeeaaaaaaaueeeeeaaaaaaaneseeeaaasaaaansssseaeaeasaansnsseeeens 46
3.6  VgeHTudumkaunsa n aBTEHTUDUKALMA CIIEL NMPEKPATABAHE .....ceeeieeiiiuureeeaaaaeaaaueeeeeaaaaaaaneseeeaaasaaaansasseaeaeasaaasneseeeens 46
4 OMEPATUVBHWN UBNCKBAHUA U TIPOLIELYPWU......ceeeee ettt 47
41 VICKaHE 32 N3AABAHE HA YIAOCTOBEPEHME ...ccieieeeeee e it e e et et e e e e e e e e e e e e e e e e e e e e e e e e e e s e e e e e e e e e saeaaaaaeaeaaaaaeaeaeaeaeaeaaaaaaaeaeaaasaeaeaeans 47
4,11 TIPOLEC HA BASIBABAHE ......uuveiiieeeiiiuiieeteaeeeasutteeteaasaasaassasseaaeassasassaeaaeessasssseeaaeessasssssaeeaeesaassssseeaeessansssssneaeesnansnsees 47
4.2 [TPOLEAYPA HA UBLABAHE .....ccceeeieeeeeeeeee et e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaaeaeeeaeeaaeeeaeaaaaaeaaaaaaaaaeaeaaaeaaaeaeanaeaeaeans 48
4.2.1 OYHKUMU NO MAESHTUDUKALMA N @BTEHTUMDMKALIAT .c..eeeeeeiieee e eiiieieeae e e e iteeeeaaa e e e e eaeeeeeaaeeaanneeneeaaeeaaannneneeaaaeeaannnens 48
4.2.2 NOEHTNPUKALMA N @BTEHTUKALIMS C ACUCTEHT ..eeeeiiiiiiieiieaaeaaattetteaaaesaataeeeeaaaeaaannnsseeeaaeeaannseeeeaaesaaannssneeaaaeaaannnens 48
4.2.3 TlloTBbpXKOaBaHE UMM OTXBBPIISIHE HA UCKAHE 38 UBLABAHE .......ueeiieaaaeaiiiiieeaaaaaaauteeaeeaaesaaannseeeeaaasaaannnsneeaaaaaaannnens 49
4.2.4 Cpok 3a 06paboTka Ha NCKaHe 33 N30ABAHE HA YOOCTOBEPEHME .......ceruviriiierurieiteesureesreesereesseesaneesnseesaneesnneesanes 49
4.3 ke Tat - E LT o Y T a o Yo Fo =TT o 1T - TR 49
4.3.1 [eACTBME HA YOOCTOBEPABALLUMS OPT@H. ... .uuuveiiieeeeeiutrreteeaeasaassssseesaesssasssseesaesssasssssessesssasssssnessesssaasssenssasseansnsnes 49
4.3.2 W3BecTtsBaHe Ha MoTpedbuTensa Ha YAOCTOBEPEHNE OT [JOCTABUMKA .........uvvverieeeieiiiriereeeseeiitreeeeeessessnnreneeaeseensnnnes 49
4.4 MpremaHe 1 NYGIMKYBAHE HA YOOCTOBEPEHMETO ...ccceeiuuiireieeeeeeeitureeeeaeesaaasasseeseaesaasssssaesaaessassssseseaessasassssneeaasenans 50

"BOPUKA" ALl, 26 Anpun 2022 . Ctp. 4 ot 87



O6woa0CTLNEeH JOKYMEHT
NMPAKTUKA NP NPEOOCTABAHE HA KBANTMOULMPAHU YOOCTOBEPEHUA
N YOOCTOBEPUTEJIHU YCIIYTU OT ,,BOPUKA“ A

4.5 ¥Ynotpeba Ha ABOMKATA KIOHOBE M HA YAOCTOBEPEHMETO ...ccuueeeurieiutienuteeateesuteeaateesareesmseesaseesnneesaneesnseesanessnneesanes 50
T B O I (o 4 o =17 =T PSPPSR 50
4,52 OT [OBEPSABALLUA CE CTP@HB . ....eeeeiiuurreeieaaeeaautterteaassaaassseteeasasaasssseeaaesssassssseesaesssassssssessesssassssssssesssassssssnssesssanssses 50
4.6 [TOOHOBSIBAHE HA YIOCTOBEPEHME. .. .ccieieeeeeeeeeeeeee et e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e saeaaaeaaaeaaaaaaaaaeaaaaaaasaaaeaeaeaaaeaeaeaeans 50
4.6.1 YcnoBusl 3a NOOAHOBSABAHE HA YAOCTOBEPEHME . ......cceuutvreieeeeeeietiteteeeeessasssaeeaaesssassssaesaessaaasssseeeeeesaaasssseneaasssansnsees 51
4.6.2 Kon Moxe Aa 3asBU NOAHOBABAHE HA YOOCTOBEPEHYE .......cvevveeeereeeierereeteeeeeeeeeeeeeeeeeeeeeeeeeeeeeerereeeeeeererererererererrreeee 51
4.6.3 [pouenypa Mo NOOHOBABAHE HA YAOCTOBEPEHUE .......cceiuriierutrieeireteeaatreeesasteeessneeeeasreeesansetessaneeeesabreeeaanreeeenaneeas 51
4.6.4 MWsBecTaBaHe Ha [loTpebuTten cneq NOAHOBABAHE HA YAOCTOBEPEHME .......ueerurieiieeririeareesiteesreesireesseesaneesneesanes 52
4.6.5 TlybnukyBaHe Ha NOAHOBEHO YOOCTOBEPEHME ......cerutiiiuteerutieauteesuteeanteesateeabeesaseeaabeesabeesaseesabeesabeesabeesnteesabeesnneesanes 52
4.7  TMopgmsaHa Ha OBOMKA KPUMNTOrPaAdICKM KIOHOBE B YAOCTOBEPEHME ....cccuvrieeriieieeririeeeatteeesaiteeessneeaessreeesanreeesnneeas 52
4.8 [TPOMSIHA B YAOCTOBEPEHUE .....ceieeeeeeeeeeeeeeeeee e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eaeeeaeeaeeaeaaaaeaaeaeaeaaaaaeaeaaaaaaaeaaasaeaeaeans 52
4.9 [MpeKkpaTaBaHE N CIIMPAHE HA YOOCTOBEPEHUE .. ...cceieieieieeeeeeeeeeeeee e e e e e e e e e e e e e e e e e e e e e e aaeaeaaaeaeaaaaaeaeaeaeaeasaeaeaeaaaeaaaeaeaeaeanas 52
4.9.1 YcnoBusl 3a NPEKPATABAHE HA YAOCTOBEPEHME .......c.uuvrreiieeeeeiiittreeeeeesaatssaeeaaesssasssseesaeesaassssseeeaeesaaasssseneaesssansnsees 53
4.9.2 Tpoueaypa 3a NPEKPATABAHE HA YAOCTOBEPEHME ......cvveeeeereeeeeeeeeeereeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeerererererereeerereeerrerrerernn 53
4.9.3 [paTuceH nepuod npean NPEKPaTABAHE HA YOOCTOBEPEHME .......cvuurieeiirireeiteieerreeeeatreeesaitetessneeeeassreeeaareeeenneeas 54
4.9.4 Bpewme, 3a KOETO Y0OCTOBEPSIBaLL, OpraH TpsibBa Aa U3MbIHN UCKAHE 38 MPEKPATABAHE. ........cceeruvierieerireeseee e 54
4.9.5 WanckeaHus koM [loBepsaBalum ce cTpaHu 3a NpoBepka Ha NPeKPaTEHO YAOCTOBEPEHUE ........ccueveervrereenreeeeninees 54
4.9.6 YectoTa Ha nybnukyBaHe Ha akTyaneH CnMCbK Ha NPEKPATEHN YOOCTOBEPEHMUS ..ccuvieiureeririeiteesireesneesireesneenanes 54
4.9.7 TybnukyBaHe Ha akTyaneH CnMCbK Ha NPEKPATEHN YAOCTOBEPEHMS .......uvvierieeeieiuirriereeeseasnrreeeeeeseessssreneaaeseannnnes 54
4.9.8 Bb3MOXHOCT 3a NpoBepKa Ha CTaTyC Ha YAOCTOBEPEHME B PEASTHO BPEME......cceveverererereeeeeeereeeeereeerereeereeeeerereeeeees 54
4.9.9 W3nckBaHUa 3a NON3BAHE HA OCSP .....ooiiiiiiiiii ettt e e ettt e e st e e e enb e e eaneeeeeenneeas 54
4.9.10 CbrnacyBaHe Ha nHdopmMaumaTa B Cnucbk Ha npekpaTeHn yaocToBepeHus M OCSP ..., 55
4.9.11 YCNoBUS 32 CMIUPAHE HA YOOCTOBEPEHME. ... . .ueeieeeeaaaueteeetaaaaaaaaueaeaaaaaaaaasaseeeaaaaeaaasnsseeeaaasaaannssneeaaesaaannssneeaaeaaaannnens 55
4.9.12 Kot Moxe [ia 3asiBU UCKaHE 33 CMIUPAHE HA YOOCTOBEPEHME ... ..uuuiieaeeiiieiieeaaaaeaaauueteeaaaesaaannsseeeaaesaaannnseeeaaaaaaannens 55
4.9.13 MNpouenypa 3a CUPAHE HA YOOCTOBEPEHME ......ceeeeeiiuiuieitaaeaaaauueeeaaaaaaaaasaeeeeaaaaaaaannsseeeaaasaaannssneeaaasaaanssseeaasesaannsens 55
4.9.14 OrpaH/yeHne Ha Nepruoaa Ha CIUPAHE HA YOOCTOBEPEHME. .......cccuurieeiirieeiaiteeeesreeeeaatreeesaanetessneeeeaasreeenanreeeenneeas 56
4.9.15 Bb306HOBSIBaHE AEACTBUETO HA CMIPSHO YOOCTOBEPEHME ......evvvviiieeeeeeiiieeeeeeessesasaeeeaeeseassstaeeeeeesaassssseeeaaessannnsnes 56
4.9.16 Mpouenypa 3a Bb30OHOBABAHE HA AENCTBMETO HA YAOCTOBEPEHME ......evvvviieeeeeieiiiiieeeeeseaitaeeeeeeseessnnreeeeaeseannnnnes 56
4,10  CTATYC HA YOOCTOBEPEHME ....oeeeeeiuuettiiieeeeeaatiteeteaeeaaaaatsasteaaeasaassssseeaaeessasssseeaaeessassassaeaaeessansssseeeaeesaansssseneaaessansnnees 56
4,11 TlpekpaTsaBaHe Ha JOTOBOP 33 YAOCTOBEPUTEITHM YCITYTU ..cceiiiiiiieeeeeeeeitteeeeaeessesnsseeeeeeseasssseesaeessassnnseneaaessansnnnes 57
4.12 Bb3CTAHOBSABAHE HA KITHOUOBE. ... ..eeetuteeeeiatteeeaaueeeessuueeaeasteeesaneeeeeamseeeessseeeaanseeeeamneeeessbeeeeanseeeeamneeeeasbeeeaanseeeeanneeas 57
5 CPEOCTBA, YINPABJIEHVE N OMEPATUBEH KOHTPOIJT ....coiiiiee et 58
51 O T T o e o oo ) 1 T TSP U PP UPPPR PPN 58
5.1.1 TlOMELLEHNST N KOHCTPYKLMSA HA MOMELLEHMATA ... .uueeeeeeaaeeaauiteeeeaaaaaaauuneeeaaaasaaannsseeeaaaeaaannsseeeaaaeasaansnnneaaaeaeaannnnneeeens 58
T VA 2T T =Yo7 I a o T ) PO PR 58
5.1.3 ENeKTprMYECcKO 3aXPaHBAHE M KITMMATUUHM YCITOBUS ......cciuuuvriieeeeeseeitteeeeeeeseesataeesaaeesassnssaeeeaessssnnssssseaeeessnnsssneeeens 58
LT I R o F= T =TV =T 1 N 58
5.1.5 TlpenoTBpaTABaHE Ha MOXAP M 3ALLUMTA OT MOMKAD «.vvrreeeeeeiiurrrerereeesiaiusrsreeeeesaassssseseaesssssnsseseeaessssmssssssesseessnssssseess 59
5.1.6 CbXPaHEHNE HA HOCUTEITM HA LL@HHW .......uveiiieeeeeiiiieeeeeeeeestseeeeaeeessaaasaeeeeeessaasasseeeeaeesassnssaseaaeeeesasssnseeaeeessnnsssaneeeas 59
5.1.7 Cpok Ha yNnoTpeba Ha TEXHUHECKN KOMIMOHEHTM ......eiiueeeiurieiteesuteeauteesateeaateesabeeaaseesabeeabeesabeesabeesabeeabeesabeeabeesnneeas 59
5.1.8 [ybnunpaHe Ha TEXHUUECKUTE KOMIMOHEHTM .....ccuuiiiutieiuteesuteesuteesuteeauteesabeesateesabeeaateesabessabeesabessabeesabeeanbeesabesabeesnneean 59
5.2 TTPOLIELYPEH KOHTPOIT «..tteeeiutteee ettt e et ee e ettt e et e e st e e ekt e e e st e e e e et e oo as et e e st et e e e ab e e e e ek bt e e e st et e e eane e e e e b b e e e nnnneeenanneas 59
Lo B A K 5T (o Ton 7 7 I (Y T To Lo 1 PR 59
5.2.2 Bpon Ha CAYXUTENMN 38 OMNPEAEIIEHA BALAUA .......ceieieeeeeeeeeeeeeeeeeeeeeeee e e e e e e e e e e e e e e aaaaaaaaaaaaaaaaaataaaeaeaaaaaaaeaaaeaeaaaaaeaeaeaeaes 59
5.2.3 VIOEBHTUMUKALMA HA LITBKHOCT .. eieeeieeeeeeeeeeeeeeee e e ea e e e e e e eeaeeaaaeasaeasaaaaaaaeaaaaaaaaasaaaaaaaaasaaaaaaaaaaaaasaaaaaaaaaaaaaeaeaaaeanaeeeaeenens 59
5.2.4 W3nckBaHMS 3a Pa3OeSITHE HA OTTOBOPHOCTUTE ...cieieieeeeeeeeeeeeeeeeeeeeeaeaeaeaeaeaeaeaeasaeasaeaeaaaaaeasaaaeaeaaaaaeaeasaeaeasasaeaeaeanaens 59
5.3 KBannuKaLma N OOYUEHME HA MEPCOHATT ... .uuuveiiieeeeeiiiteeeaeeeeeetsraeeeaesssassssseeeaeessaassssaesaaessaassssnseeesessassssneeaaseaans 59
5.4  W3roTBAHE M NOAABPKAHE HA XKYPHATIM ...eeiueiiieiiriteeatete e sttt e e sttt e et e e st e e e s b et e s aate e e e sane e e e e b b e e e santne e e nanneeeanreeennee 60
5.4.1 BaMNUCK HA BHAUMMUY CBOUTUIS....ceeeiiieeiiiiieeieiiee e etteeeeateeeesateeesasteeeaaneeeeeanseeeeasbeeeaansaeeesnnseaeasseeeaanseeaeannseaeansseeennnes 60
5.4.2 YeCTOTa HA Cb3AABAHE HA BAMMCH......c.ccceeeeeeeeee e e e e e e e e et e e e et et et e e e e et et e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eaeaeaeaeaeaeaaaeaans 60
5.4.3 T1eprOa HA CHOXPAHEHME HA BATMMCH ..c..uvriieiiiiee it e ettt e ettt e sttt e et e e st e e e b et e et e e e sane e e e ab b e e e aantn e e e naneeeeanreeennee 60
LN N = TN 17 b r= Y a =Y 1= 1 7o = TN 60
5.4.5 T1000BPKAHE HA PEBEPBHU KOMUS .cceieieieeeeeeeeeeeeeeeeeeeeeeaeaaaaaaaaaaeaaaaaaaaaaaeaaaaaaaaasaaaaaaaaaaaaaaasaaasasaaasasaeaeaaasasaeaeaeaeeeeeenees 61
5.4.6 YBeaomsiBaHe Crief, aHamnM3 Ha 3AMNMNCU B KYPHATIIA cooeeeeeeeeeeeeeeeeeeeeeeee et e eeee e e e e e e eaeaeaeaeaeaaaeeeaaaaaeaeaeaaaeaeaeaeaeaaaeaeaeaeaeeens 61
55  APXVB U NOOOBPKAHE HA GDPXMBA.....ccceieieieeeeeieeiaeaeaeaeaeaeasasaaasaaaaasaaaaaaasaaaaaaaaasaaasasaaaaasasaseeasesasesesesaeeeeeeeeeaeeeaeeeeeeeenns 61
TR T B =1 VT oIz To ) (1= OO PSP PP PP OPPPPRPTRPIN 61
5.5.2 TIEPUOM HA CHXPAHEHME. ... ueteee it ettt e ettt e e ee et e e et e e et e e ek et e e et et e e e se e e e e st e e e st et e e sane e e e e b b e e e sntn e e e nanneeeanreeenanee 61
5.5.3 3aLUNTA HA QPXMBHA VHDOPMALIMS ...ccoutriiiiiteee ittt e ettt e e sttt e e st e e et e e st e e e s et e e aate e e e sane e e e e b b e e e aantn e e e nanneeeanreeenanee 61
5.5.4 B1b3CTAHOBABAHE HA aPXUBHA MHMOPMALINS .....cuurireiutrieerieeee sttt e aaateeeesase e e e sb bt e e sastee e s saneeeeabreeeaannneesssneeeeanreeennee 61
5.5.5 W3nckBaHe 3a YAOCTOBEPSBAHE HA JATA M HA HAC.......ccceieeeeieeeeeeeeeeee e e e eeee e e ee e e ee e e ea e e e e e e ee e e e e e e s e eaeaeaeaeaeaeeeaeaeaeanaeaeaeaens 61
5.5.6 CbXPAHABAHE HA QPXMBA ........uuurrierieeeiaiuurreeeeaeeaaaattereeaaeessasssaeeaaesssaasssssesaeesaaasssseesaaesaassassassaaassssassssseeeseessnsssneeeens 61
5.5.7 TpnaobueaHe n NPOBEPKA HA MHPOPMALIMS B @PXMBA .......uvvrrieeeeeeiiirreeeeaeesaassssseessaessasssssseeaassssnssssssesseessnsssssseesns 62
5.6 (o o] B o= T = T T L TR 62
5.7 KomnpomeTupaHe Ha KIo4YOBE U Bb3CTAHOBSABAHE CIIEL ABAPMUM ...cceeeeeeeeeeeeeeeeeeeeeeeeeeee e e e e e e e e e e e e e ee e e e e e e e e e e eaeaeaeaea s 62
5.8  KOMMNPOMETUPAHE HA HACTEH KITHOU ..eeiuutiiieiutteeeitteeeeauteeeesaseeeeatseeeaaste e e e saseeeeas e e e este e e e sane e e e abr e e e antn e e e nsneeeeanreeenanee 62

"BOPUKA" ALl, 26 Anpun 2022 . Ctp. 5 oT 87



O6woa0CTLNEeH JOKYMEHT
NMPAKTUKA NP NPEOOCTABAHE HA KBANTMOULMPAHU YOOCTOBEPEHUA
N YOOCTOBEPUTEJIHU YCIIYTU OT ,,BOPUKA“ A

5.8.1 Ha Y OOCTOBEPABALL OPFAH ... ..ueeeeiititeeautttteatteee sttt e saatee e e sasee e e st b et e aaate e e e aaseeeeaasbe e e e aste e e e sane e e e abre e e smbeeeensneeeeanreeenanee 62
5.8.2 Ha YaCTEH KITIOU HA TTOTPEOMTEIT ....couitiiiiiie ittt ettt ettt et et e s b e et esab e e et e e et e e e beesabe e e beeennee s 62
5.9 MpekpaTaBaHe Ha AEMHOCTTA HA JLOCTABUMKA ..ceeeeeieeeeeeeeeeeeeeee e e e e e e ee e e e e e e e e e e e e e e e e e e e e e e eaeaea e e e e e e e e e aeaeaeaeaeaeaeaeaaaeanaeaeaeaeas 63
6 YMPABJIEHUNE N KOHTPOI HA TEXHUYECKATA CUTYPHOCT ..ot 64
6.1 "eHepupaHe Y MHCTaNMPAHE HA ABOMKA KITHOUOBE ......cceeeieeeeeeeeeeeeeeeeeeeeeeeaeeeeeeeeeaeaeaaaaaeaeaaaeaeaeaeaeaeasaeasaeaaaeanaeaeaeaneeas 64
6.2 ([ oTo TN =Y aNY o= Wy lo N L =T oI T o] T o= 1= TR 64
6.2.1 TeHepupaHe Ha KpunNTOrpadCkn KrMovoBe Ha YAoCToBEPSBaLL, OpraH Ha [JOCTABUMKA.........covvveeeeirieerreeeenireeenns 64
6.2.2 [eHepvipaHe Ha KpUNTOrPaPCKM KIMHOHOBE HA TTOTPEOMTE. ... .eoiuiiiiiiiiii ettt 65
(S T A (o Toa === W = W = Lo 17 I 1o L PPN 65
6.2.4 [ocTtaBka Ha NYOMNYHUS KITHOH MPU JLOCTABUMKE ... .eeeveieueeeiteianieeesteeeateeesteeeseeesbeeebeeasbeeabeeeabeeebeeabeeebeesbeeeneeas 66
6.2.5 [loctaBka Ha ny6nunyHms kntod Ha [loctaByumka Ha [JOBEPSABALLUM CE CTPAHM......uvveieeeeeeiiriiieeeeeeeseirrreeeeeeseennnneeeens 66
6.2.6  LIBIDKMHA HA KITHOUOBE.......ceeetiuieeeeeieeettiaaeeeeeetatta e aeeae e e sttt aaeeee e et saa aeaeeessssaaaeeeesssasaan s seaessssannnaeeessssssnnnseeesssessnnnns 66
6.2.7 T1aPAMETPU HA MYOTTAUEH KITHOU ....veerieeeieiitteeteeessasusseeseaessassssssseaaeassssssseeaaeessnssseseaaeessansssseeaaesssanssssseeeeessasnsnneeeas 66
6.2.8  VNBMOMBBAHE HA KITHOUE .....eeiieiiiiieiiiteee e e ettt e e e e e ettt e e e e e et ettt e e e 44 o aa b ettt e e e 24 s a b bt e et e e e a4 na b b e e et e e e e e aabbe et e e e e e e nannnneeeeas 66
6.3  3awmTta Ha YacTeH KIoY U KOHTPOI Ha KPUMTOMPAMCKMS MODYIT....eeeiuirirerieeiesaireeeeatreeessneeessnneeesanneeesnneeesnnneeenas 66
(O R B 0 = 17 =T o 1 T SRS P PP PP OPPPP RPN 66
6.3.2 KOHTPON Ha U3NON3BaHE N ChbXPAHEHNE HA HACTEH KITHOU .....ueeieiirieeeaaireee st ee s st e e ettt e e ssee e e s et e s annne e e nnneeesneneeenas 67
6.3.3 CbXpaHEHNE N apXMBUPAHE HA HACTHUS KITHOU. ... ureeeiiutreeeitteeesstreeesaatseeessseeesssneeesaabne e e ssneeesasneeeeanbneeennneeesanneeenas 67
6.3.4 TpaHcdep Ha YacTeH KIToY B Y OT KPUNTOTPAMICKM MOLYTT .eeeveieieieieieeeeeeeeeeeeeseeeeeeeseeeeeeeseseeeeesesereeeeeeeeeeereeereerreeeeee 68
6.3.5 MeTOA HA aKTUBALINS HA HACTEH KITHOU ...euuuiiitneeieeneeeetaeeeetaeeessaeeeesaeeeeaa e e s st eesaaneeseaaeseannesessaneesesnsesanneesesnneerrnnnns 68
6.3.6 MeTOoA Ha AE-aKTUBALIMA HA YACTEH KITHOU. ....uuuiiieeeeieu ettt eeeaaeeeesaeeeeaa e e saaaeeesaaeeseaa e eeanneeessnneerssneesanneesesneerrnnnns 68
6.3.7 YHULLOKABAHE HA HACTEH KITHOU ....evuuiiiirueieeitieeetteeeetaeeseaaeee s st eeesaeeee s e e e aaneesaanseseaa e s eaaneessnneesssneessnneesssnserrnnnns 68
6.4  [pyru acnekT Ha ynpaBreHNE HA OBOMKA KITHOUOBE ........ccecuureeiiurreeeatreeesuteeessureeesatneeessneeesaaneeesanneeesnneeesanneeenas 68
6.4.1 APXMBUPAHE HA MYDTIAUHU KITHOU ....ieuiiieitieiuteesitee sttt e stteesueeesbeeeaseeesbeeeaee e ebeeebeeeabeeeabe e e beeaabe e e ke e ebe e e beeeabeeenbeeenneean 68
6.4.2 Tlepuopa Ha BanMAHOCT Ha YAOCTOBEPEHME M YNOTPEOa HA ABOMKA KITHOHOBE ........eeueraieeaieeesieeenieeasieeeseeesieesneens 69
6.5 D BT T U= 1 1= =TI S 69
6.5.1 [eHepupaHe M MHCTANMPAHE HA JAHHM 38 @KTUBALMS ....cceeuurreiieeeeeeiitieeeeeeeessassseeeaaeessassaaeeaaesssassssseeeeessansnssneeens 69
6.5.2 [eHepupaHe M MHCTanNMpaHe Ha AaHHM 3a akTMBauMsa Ha obnadeH KEM . ... 69
6.5.3 3ALLUNTA HA JAHHU 38 GKTUBALM. .. ..ceeueneeneeeeieeeteee e e e e e e eee e e e e e e eeee e eeeeeeeae s eeeeeesasaaa e eeaeeeesaenn e eseesesessennseseeeenennnnns 70
6.5.4 [pyr acneKTy Ha OAHHUTE 38 AKTUBALMS ..cceveieeeeeeeeetieeeeeeeeeeteteteteteteeeteteteteteteteetettetetateteeeteeeteeteeteteterreereeereerereeene 70
6.6 CUrYPHOCT HA KOMMEIOTBPHUTE CUCTEMM ....veeieeeeeeiiiteeeeeeeeesassaseesaesssaassssseseeesaassssssnseeassssasssassaaasessassssseeaesssnnsssseneens 70
6.6.1  VNBVCKBAHMS 38 CUMYPHOCT ....eeeiuuteeeiiutete e ettt e sttt ee e sab et e e et et e e s ase e e e e asbe e e e aab et e e e st e e e e ae b et e e aab et e e aase e e e e aab e e e e anbn e e e nnneeennnreeenas 70
6.6.2  CTEMEH HA CUINYPHOCT ... eetiutitteetteee ettt eeeatse e e asee e e s s e se e e e aabe et e aasee e e e as b et e e aat et e e e se et e e aabe e e e e ab et e e aase e e e e eab et e e anbn e e e nnneeesnnreeenas 70
6.7  Pa3BON 1 eKCNNMOATALMS (PKMSBHEH LIMKBIT) ..eeeeureeeiiureeeaatreeesteeeesssnetesatseeessseeesssneeesaatee e e saseeeesasneeesanbneeennneeesanreeenas 71
(S A T == 1= To ) PSRRI 71
(ST o] 5 (o= r= 11 1< PP 71
6.8 LLOTTBITHUTEITHU TECTOBE........ceeeitiuieeeeeeeeetteeeeeeeeeat e eeeeeeeeeata e eeeeee s e ssaa e aeaeeesssaaaaeeesesessaanneeesesssannnnseessssssannsaneeerenes 71
6.9 Y [oT=y (o] = F Wt T Y] o 2 o oy LT 71
6.10  YIOCTOBEPSIBAHE HA BPEME ......uuuvviiiieeeieiiiieeteeaeeasatseeseaassaaassaaseeaaeessassaassaaaeassaassseeeaeeessansssaseaaeessansssseeeeeessasnsnneeens 71
7 OLLEHKA HA PUICKA ...ttt ettt e ettt e e ettt e e e ettt e e e ntae e e e nteeeeasbeeeeanseeeeennseeeeanseeeeansseeeanseeeeanseeeeasaeeeanes 72
8 MPOoNNN HA KBATTMOUNLINMPAHN YOOCTOBEPEHUA, HA CRL U HA OCSP ... 73
8.1 MPOOUIT HA KBATTMONUMPAHU YOOCTOBEPEHUA ...t 73
8.1.1  HOMED H BEPCUSE ..ttt ettt ettt ekttt e sttt e oo et e e e b et e ot e e e e e e b et e e e a b bt e e e asee e e e ek b et e s aabn e e e nnne e e s neneeeean 73
8.1.2 [onycTMMu pasinpeHns BbB DOPMATA HA YOAOCTOBEPEHME. .....ceeeeeeiuerrereeeeeeeiiatirereeeeessassseeeeaeessasnsseeeeeessansnsseeeens 73
8.1.3 WNpeHTMduKaTopm Ha anropUTMUTE HA ENEKTPOHEH MOLMMMC....eeieeeeeeierreieeeeeeesntrreeeaaeeesasssaeeaaeessasnsseeeeeessasnsneeeens 73
8.1.4  DOPMU HA VIMEHYBAHE .......ceeeeiiiiuuitieteeeeeeeitteeeeaeeeasatteeeeaeesasataaeeeaaeeasssbaaeeaaeaesnsaseeeaaeessansseaeaaaeessansssseaeeeessansnrnneeens 73
8.1.5 OIPAHNUEHMS HA MIMEHATA ...ccciiiiiiiiieeeeeeitieeeeae e e et eeeeaeseasantaeeeeaeeaasssbaaeeaaeeesnssseeeaaeeesanssaaeeaaeessansasseeeeeessnnsnraneeeas 73
8.1.6  NOEHTUMDUKATOP HA TTONTUTUIKA ....eeeiiteeeeeiiie ettt ettt et e e s et e e ettt e s e e e s eab e e e e et et e e nnnn e e e nnreeeeas 73
8.1.7 O3HayeHUe Ha KBaNUMULNPAHOTO YOOCTOBEPEHUE . ........eiirureeeirireeeeatteeesuteeessaseeesatreeesaseeeessabeeesasneeenaneeeessnneeenas 73
8.2 Mpodun Ha Cnncbka Ha NPEKPATEHN YOOCTOBEPEHMST ......eeieeeeeiaieeieeaaaaeaauneeeeaaaaaaaannsseeeaaasaaanssneeaaaeaaaansseneaaaeaaann 74
L I B = =T o o - B PP ER S 74
I > To o] = s L PP RP PRSP 74
8.2.3 DOPMAT HA EITEMEHT B CRL ... .eiiiiiiiiieei ettt e e e e e ettt e e e e e e st b e e e ee e e e s sasbeaeeeaeessansasseeeeeessasnraneeeas 74
L TG T [ ooTe o) Fa [N W @ L O3] = PP RPPRS RSP 74
9 MPOBEPKA N KOHTPOT HA EVMHOCTTA HA JOCTABUUKA ........ooeeieeeeeeeeeeeeeeeeeeee e 76
9.1 MeproanyHa Y OBCTOATENCTBEHA MPOBEPKA ... ...veeeiueeeeesureeesasereeaseeaeaasteeeaasseaeaasseaesssseeesansseessnsseeesasseeesansseessnnsees 76
9.2 KBannuKaLmsa Ha NPOBEPABALLMTE TIALLA ....c..uveeeeeaaeaaauiteeeeaaaeaaatueeeeeaaesaasnsseeeaaasaaannssneeaaaeaaannssneeaaasaaaansssneaaaeaaann 76
9.3 OTHOLLEHNS1 Ha NMPOBEPSABALUNTE ML C JLOCTABUMKA . ... eeeeieieeeeeaiiiieeeeaeeeaetteeeaaaeaaanebeeeaaaeeaaansaneeeeaeeeaannnnneeeens 76
R N O 1) G F- B T I oo =TT o] e - RO PPRT 76
9.5 O6cbxaaHe Ha pe3ynTaTtuTe N AeACTBUS C Orfef U3BBbPLUEHATA MPOBEPKA .....vveereeeeeeierrerreeeeeesirreneeeaeessesrsneeeens 76
10 OPYTUN BUSHEC YCNOBUA N MPABHU ACTIEKTI ...ttt 78
LT B W =T I = 1o PRSP UUPRRRRINE 78
T0.1.1 BBHATP@MKIEHYIS ...eeeeeeiiiiiieieeeeeeeeitteeeeeeessatatseeeeeesaassaeaeeeaeaeaaassssaasaaaeaaasssseseaaeeessssssaeeeaeesaansssseeeaeeesansssseneaaesaansnsnes 78
10.1.2 Bb3HarpaxaeHusi 3a ygoCTOBEPUTENHU, KpUNTOrpadCckm, MHOOPMALMOHHN U KOHCYNTAHTCKM YCIYTW ................. 78
LT B O F= 1 Y o] T o= 1T PSSP RERTRN 79

"BOPUKA" ALl, 26 Anpun 2022 . Ctp. 6 oT 87



O6woa0CTLNEeH JOKYMEHT
NMPAKTUKA NP NPEOOCTABAHE HA KBANTMOULMPAHU YOOCTOBEPEHUA
N YOOCTOBEPUTEJIHU YCIIYTU OT ,,BOPUKA“ A

10.1.4 BpbluaHe Ha yOOCTOBEPEHME N Bb3CTAHOBABAHE HA MIALLIAHE ....ceeeeeeiiuiieiiaaaeeaaiteeeeaaaesaanneeeeeaaeaaaannsseeeaaeeaaanneens 79
T0.1.5 BEBMMATHM YCITYTM. ..ttt ettt ettt ettt ettt ekt e e ettt e ettt oo s e et a2 e ab bt e e e st et e e eabe e e+ e b et e e e st et e e e et e e enne e e nanrneeenenneas 79
10.2  DOUVHAHCOBM OTTOBOPHOCTM ..eeeeeeeiiiuttreeeeeeesiauseseeseassaaassssessaaesaaassssassaaasaaasssssseaasassassssasesaesssassssseeeessaasssssensaaessansnsne 79
10.2.1 3aCTPAXOBKA HA [EMHOCTTA ..eeeeeiiiittieeeeesiaittteeeeeesaasautteeesaasaaasassaeeaaasasssssassaaaeassassssaeeeaeesaanssssseeaeessassssseneaaesaansnsnns 79
10.2.2 3aCTPAXOBATEITHO MOKPUTHIE ....ccetvieieeeeeeeeiitteeeeeeeeaaatteeeaeaeeaasasbaeeeaaesasnsssaaeeaaeeesnsssaeeeaeesaansssseeeaeeesansnssanesaesaensnnnes 80
10.3  KOHMOUOEHUMAMHOCT HA OMBHEC MHAIOPMALIMS. ... eeiiieeteeeeeeeiiiteeeeaeeeaastbeeeeaaeessstssaeeaaeessasssseeeaeessaassssensaaesaansnnnns 80
10.3.1 O6xBaT Ha KOHUAEHUMATHATA MHADOPMELINS ...eeeetieiteesitiesireesateeauteesateesateesabeesabeesabeeaaseesabeesabeesabeesaneesabeesnneesanas 80
10.3.2 HEKOHMDUOEHLMNATMHA VHAOPMALIMS .....eeeiiiiiieiiteee it eeeatee e e st e e s sene e e e et e e e ssee e e s saae e e e aas bt e e ssn et e e saneeeeabreeenanreeeeneneeas 81
10.3.3 3awwmTa Ha KOHPUOEHLUNATHATA MHIDOPMALIMS ....ceieeieiieieeeaeeaaeteeeeaaeaaaatteeeeaaeaeaannneeeeeaeaeaannseeeeaaeeaaannssneeaaaeaaannens 81
10.4  T1OBEPUTENMHOCT HA JINUHU JAHHMU. .....eeeiieeiiiuitieeaaeeaaaaeteeeaaaeaaaaaeeeeeaaaeaaanteeeeaeaeaa e nssseeaeaeaeaannssseeeaaeeaaannssneeaaeeaaannnens 81
10.5 T[paBa BbPXY MHTEMNMEKTYAITHA CODCTBEHOCT ... eeiieiiiiutiieetieeeeeeitteeeeeeeeasatraeeeaaeessastssaeeaaeessassssseeaeessassssseneaaesaannsnes 81
10.6  OTrOBOPHOCT M TAPAHLIMM . ...ceeeeeeiietiteeeeeeeseatttteeeeeesaasaatseeeaaeseaassssaeeaaaesaassseeeeaaeassssssseeeaeessansssseeeaeessansssseeeaaesaansnsnes 82
10.6.1 OTrOBOPHOCT U FAPAHLIMM HA JJOCTABUMKA. ......eeeeieeiiiiiiieetieeeeeaiiteeteeeeeasstaeeseaaeessssssaeeaaesssansssseeeaeessassssseneaaesaannnsnes 82
10.6.2 OTroBOPHOCT U FapPaHLMM HA PO/MPC ... .. .ottt e e e e e e e e e e et a e e e e e s eesanreeeaaesaenannees 83
10.6.3 OTrOBOPHOCT HA TTOTPEOMTEIS ...ttt sttt sttt h et sa e st e ese bt e sae e e sab e e sab e e sab e e sabeesabeeenneenanes 83
10.6.4 pw>ka 1 OTFTOBOPHOCT HA [JOBEPSABALLA CE CTPAHE . ..uuuvveeriaaaaaiuueteeeaaaaaaaauteeeeaaaeaaaannnseeaeaaasaaannsseeeaaesaaannssneeaaesasannsees 84
T0.7  OTKAS3 OT OTFOBOPHOCT ...eeeiutiiterutereesatretesautretessaeeesasseeesaasee e e aseeeeesase e e e aas bt e e e s se e e e eaRe e e e aas b e e e ene et e e eaneeeeasreeenannneeenanneas 85
10.8  OrpaHuUYeHNE Ha OTFOBOPHOCT HA JIOCTABUMKA ........uvieeiitiiteeitiee e st ee e ettt e e st e e e sine e e e e bt e e st e e sne e e e e s e e e nannn e e e neneeas 85
LHO R I o] V Ly o e Tor= YUY I = WA o Toa = 1= S 1 = (R 86
10.10 CPOK M MPEKPATABAHE .......uveiieeeeeiittreiereeesaaaueseeeeaesaasasseseaaasaaaasssassaaassasasssessaaaesssasssssseaesssaasssssssaeessanssssesssaessansnsnes 86
10.11 YBeaomsiBaHe M KOMYHUKALMSA MEXKAY CTPAHUTE ....cuuurriiiieeeeeiiiteeeeeeesasstteeeeeaesssassssaeeaaesssaassssseseesssaassssesesaessansnnnes 86
10.12 TIPOMEHM B LLOKYMEHTA .....veeiieeeiiiiiiiteieeeeesietttteeeeeesaaaatteeesaaeeaassssaeeaaeesaassssaeeaaaeeesssssaeeeaeesaansssseeeaeessansssseneaaesaansnsnes 86
10.13 PewaBaHe Ha CNOPOBE Y MACTO (MOACHAHOCT)...ceeiurrreearretesurreessuretesatreeesasseeesseneeeeaasreeesanseeeeaneeeeasreeenanrneeenanenas 86
10.14 TIPUIOMKMMO TIP@BO ... e utteeieaaeeeaatueteeaaaasaaaaaeeeeeaaaeaaannseeeeaaaeaaannsseeeaaaeaaansseeeaaaeaeaanssseeeeaeaeaannsseeeaeeeaaannssneeaassaaannnens 86
10.15 CHOTBETCTBUE C NMPUIOKMMOTO MP@BO. ... ..utreierueeeeesrireeeeaatretesseeeessuseeesasreeesasseeessaneeeeabbeeeaasseeeesaneeeeasreeenannneeenanneas 87

"BOPUKA" ALl, 26 Anpun 2022 . Ctp. 7 ot 87



O6woa0CTLNEeH JOKYMEHT

MPAKTUKA NP NPEOOCTABAHE HA KBAITUOULUPAHU YOOCTOBEPEHUA

N YOOCTOBEPUTENHU YCNYTU OT ,,BOPUKA" Al

CBbKPALWEHWA HA BBJITAPCKN E3NK

Al

B

OKYY

EMH

EM
3EOEYY
KEN

KY

KYY

KYKET
KYVYE
KYKEMNeyvaT
KYYEleuar
KPC

MTC

MPC
HOMAAyyY

OKEI
MNMH

MpakTuka

MNonunTtuka

PernameHT

PO
PO-BU
YEN
YEMNevaTt
YO

"BOPUKA" AL,

AKLNOHEPHO OpYXeCTBO

ObpxaBeH BECTHUK

[ocTaBunk Ha KBanMuUmMpaH1 yaocToBEPUTENHN YCIyrn

EavHeH rpaxgaHcku Homep

EnekTpoHeH nognuc

3aKoH 3a eNeKTPOHHUSA OOKYMEHT N eNeKTPOHHUTE YAOCTOBEPUTENHU YCIyri
KsanuduumpaH EnektpoHeH MNognuc

KsanuduumpaHo ygoctoBepeHune

KBanunuumpaHn yooctoBeputesiHi ycnyrm

KeanunduumpaHo ygoctosepeHue 3a KsanuduumnpaH EnektpoHeH NMognuc
KBanuduumpaHo yaoctoBepeHue 3a YcbBbpLleHcTBaH EnekTpoHeH Moanmc
KsanuduumpaHo ygoctosepeHue 3a KsanuduumpaH EnektpoHeH MNevat
KBanunduumpaHo yaoctoBepeHmne 3a YcbBbpLUEHCTBaAH EnekTpoHeH MNeyaTt
Komucus 3a perynmpaHe Ha cbobueHnsTa

MWHMCTEPCTBO Ha TpaHCcnopTa M cbobLleHnATa

MecTHa pernctpupawya cnyxba

Hapenba 3a oTroBopHOCTTa M 3a nNpekpaTsBaHeTO Ha [JeiHocTTa Ha
[AOCTaBYMLNTE HA YOOCTOBEPUTENHU YCIyTU

O6nauveH KEMNE-OKEIN EgHokpateH OKET
MNepcoHaneH ngeHTunkaunoHeH Homep

MpakTka npu npenocTaBsaHe Ha KY u KBanupuuupaHu yAOCTOBEPUTENHM
ycnyru

MonuTtuka 3a NpefocTaBsiHe Ha KBanMuunpaHu yaoCTOBEPUTENHN YCryri

PernameHT (EC) N2 910/2014 Ha EBponenckusa napnameHT n Ha CbBeTta oT 23
tornm 2014 rogMuHa  OTHOCHO EnekTtpoHHaTa naeHTudurkaums "
YpoctoBepuTenHuTe yCryrn Nnpu enekTPoHHM TpaHCaKL MM Ha BbTPELUHWS nasap
1 3a oTMsiHa Ha gupekTuea 1999/93/EOPO

Pernctpupaly opraH

Perunctpupaw OpraH Ypes otganedyeHa Buaeo naeHtTudpukaums
YcbBbplleHcTBaH EnektpoHeH Moanuc

YcbBbplleHcTBaH EnekTpoHeH Meyat

YpaoctoBepsBall, opraH

26 Anpun 2022r. Ctp. 8 or 87



O6woa0CTLNEeH JOKYMEHT

MPAKTUKA NP NPEOOCTABAHE HA KBAITUOULUPAHU YOOCTOBEPEHUA

N YOOCTOBEPUTENHU YCNYTU OT ,,BOPUKA" Al

CBbKPALLEHMNA HA AHITIMACKM E3MK

AES
AESeal
BG

Advanced Electronic Signature — YcbBbpLUEHCTBaH €NEeKTPOHEH NoANUC
Advanced Electronic Seal — YcbBbpLUEHCTBAH €MEKTPOHEH nevar
Bulgaria — bvnrapus

B-Trust QHSM Ksanudpuvumpan HSM B nnatdopmaTta 3a obnadeH KEIT, cbe 3awmten npodun,

CA
CC

CEN
CENELEC

CP
CPS

CRL
CQES
CQES_OT
DSA

DN
elDAS
ETSI

EU
FIPS

GDPR

HSM
IEC
ISO

P
OID
OCSP

PKCS

"BOPUKA" AL,

OTroBapsLl Ha U3MCKBaHMSATA 3a HMBO Ha curypHocT EAL 4+ vnu no-BUCOKO,
cbrnacHo CC vnun gpyra cneunduvkaums, onpegensiia ekBuBaneHTHN HUBa Ha
cuUrypHocTtTa

Certification Authority — YaoctosepsiBaLy opraH (YO)

Common Criteria for Information Technology Security Evaluation -
MexayHapoaeH ctaHgapT (ISO/IEC 15408) 3a nHdopmMaLMOHHa CUYPHOCT

European Committee for Standardization - EBponenckun craHgapTu3aumoHeH
KomuTeT

European Committee for Electrotechnical Standardization - EBponericku
KOMUTET 3a enekTpoTeXHUYecKka cTaHaapTM3auuns

Certificate Policy — MNonuTuka 3a npegocTaBsHe Ha YAOCTOBEPUTENHN YCIyTy

Certification Practice Statement - [lpaktka npu npegoctaBsHe Ha
yAOCTOBEPUTENHN yCryrn

Certificate Revocation List — Cnucbk ¢ npekpaTteHn n cnpeHn yaocToBepeHns
Cloud Qualified Electronic Signature — Ksannduumpan Obnaver KEMN/OKET
One Time CQES — EagHokpaTteH E-OKET]

Digital Signature Algorithm — Bug kpuntorpadckvm anropytbm 3a cb3gaBaHe Ha
noanuc

Distinguished Name — YHukanHo ume
EC Pernament 910/2014

European Telecommunications Standards Institute - EBponenckn MHCTUTYT 3a
TeNeKOMYHMKaLMOHHM CTaHd4apTH

European Union - EBponencku cbio3

Federal Information Processing Standard — ®egepaneH ctaHaapT 3a o6paboTka
Ha nHpopmMauus

PernameHT (EC) 2016/679 HA EBPOMEMCKUSA NMAPNIAMEHT U HA CBLBETA
oT 27 anpun 2016 roanHa OTHOCHO 3aluMTaTa Ha ou3nyeckuTe nuua BbB Bpb3ka
c 06paboTBaHETO Ha NUYHM JAHHWN M OTHOCHO CBOBOAHOTO ABWXKEHWE Ha TaknBa
AaHHU

Hardware Security Module — cneuunanuaupaHa xapgyepHa kpuntocuctema 3a
CbXpaHeHune 1 paboTa ¢ KpunTorpadICKm Kno4voBe

International Electrotechnical Commission - MexgyHapogHa
€NeKTPOTEXHMYECKA KOMUCUS

International Standardization Organization - MexayHapogHa opraHu3aums 3a
cTaHgapTusauus

Internet Protocol — IHTepHeT npoTokon
Object Identifier — UneHTudukaTop Ha obekT

On-line Certificate Status Protocol — NMpoTokon 3a oHnarH npoBepka Ha cTaTyca
Ha ya0CTOBEPEHWS

Public Key Cryptography Standards — Kpuntorpadcku ctaHgapT 3a nybnuyeH
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PKI

QC
QES
QESeal
RA
RSA

QSCD

QHSM
RQSCD

SAD
SAP
SAM
SCT
B-Trust SCT
SHA

SSL
S/MIME

TRM
URL
QCP-n-gscd

QCP-I-gscd

QCP-w

"BOPUKA" AL,

KoY
Public Key Infrastructure — HdopacTpykTypa Ha nyGrnn4Hms Knrod
Qualified Certificate — KsanuduumnpaHo ygoctosepeHve

Qualified Electronic Signature — KsanuduunpaH enekTpoHeH noanuc
Qualified Electronic Seal — KsanudpuumpaH enektpoHeH neyar
Registration Authority — Peructpupaly opraH

Rivest — Shamir - Adelman — Kpuntorpadckun anropntbM 3a Cb3gaBaHe Ha
noanuc

Qualified Signature Creation Device — (nokanHO) YCTPOMCTBO 3a CUrypHO
cb3aaBaHe Ha kBanuduumpaHn nognuc cbrnacHo EC PernameHnT 910/2014

HSM c HuBO Ha curypHocT Ha QSCD

Remote QSCD - cbpBbpHa KomnoHeHTa ¢ QHSM 3a curypHo cb3gaBaHe Ha
NOAMUC OT Pa3CcTosiHNE

Signature Activation Data — [JaHHM 3a akTuBauus Ha nognmca

Signature Activation Protocol — NpoTokon 3a akTueauusa Ha nognmca
Signature Activation Module - Moayn akTusmpaly reHepmpaHe Ha nognuc
Signature Creation Token — coptyepeH TokbH (PKCS#12 kpunTo-darin)
PKCS#12 — npeHocuM cTaHaapTeH KpunTo-goann (copTyepeH TOKbH)

Secure Hash Algorithm — Xew-anropuTsM 3a W3BNUYaHE Ha Xell-
naeHTMdukaTop

Secure Socket Layer — CurypeH kaHan 3a npegaBaHe Ha AaHHU
Secure/Multipurpose Internet Mail Extensions — [lpoTtokon 3a curypHo

npeaaBaHe Ha enekTpoHHa nowa npes3 NHTepHeT
Tamper Resistant Module — XapayepeHn moayn HenogaTnme Ha MHTEPBEHLNSA
Uniform Resource Locator — YHudumumpaH nokatop Ha pecypc

certificate policy for EU qualified certificates issued to natural persons with
private key related to the certified public key in a QSCD

Certificate policy for EU qualified certificates issued to legal persons with
private key related to the certified public key in a QSCD
Certificate policy for EU qualified website authentication certificates
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CbOTBETCTBUE U YINNIOTPEBA

To3n [IoKyMeHT:

e paspaboteH ot ,BEOPUKA" All, opnamMyeckoTo nvue, permctpupaHo B TbproBCKUSt PErncTbp
kbM AreHumaTta no snuceaHusTa ¢ EMK 201230426;

NoaAMEHS M3LANO BCUYKM JocerawHu pefakumm Ha “HapbyHuk Ha [loTtpebutens“ w/vnu
,[10NMTUKa 3a uM3gaBaHe Ha KBanuduuupaHu yooCcTOBEPEHUS 3a KBanuduumpaH eneKkTpoHeH
noanuc u MNpaktuka npy npegoctassaxHuTte ot ,6OPUKA® ALl kBanuurumpaHn yaoCcToBEPUTENHN
ycnyru';

Bnu3a B cuna Ha 01.07.2021 . ;

CbObpXa yCrnoBuaTa, CbrnacHo kouto [ocTaBymK Ha KBanuuumpaHm y4OCTOBEPUTENHN YCryri
(AKYY) ,BOPUKA* Al (OoctaBuuk) npepoctaBs Ha [loTpebuTtenu cpelly Bb3HarpaxgeHue
kBanudpuumnpaxdm yaoctoBepenns (KY) n ygoctoseputenumn ycnyrm (KYY) 3a enektpoHeH noanumc
(EIT), 3a obnayeH enekTpoHeH nognuc, 3a enektpoHeH nedvat (Elevat) n 3a aBTEHTUYHOCT Ha
yebcant (WEB), «kakTo n gpyrn MHOpMaLuNOHHW, KpUNTOrpadpCkmM U KOHCYNTAHTCKM YCNyrn noa
3anaseHata TbproBcka Mapka B-Trust, u4pe3 opraHusaumoHHo o060co6eHO 3BEHO -
YpaocTtoBepsBal, opraH B-Trust®, B CbOTBETCTBME C U3NCKBAHUATA Ha 3aKOH 3a €NeKTPOHHUSA
OOKYMEHT U eNneKTpoHHUTE yaoctoBeputenyum yenyrm (3EQEYY);

nMa xapaktep Ha o6y ycnoBus Mo cMucbina Ha 4n. 16 ot 3akoHa 3a 3agbikeHusATa U
porosopute (33[). Tesn ycnosusa ca yact oT nUcMeH [OroBop 3a yOOCTOBEPUTENHU YCIyrw,
KOWTO ce ckniouvsa mexay [JoctaBumnka u MNMotpebutenute Ha ocHoBaHue 4n.23 ot 3ELOEEYY.
[oroBopbT MOXe Oa CbObpXa cneuunanHu ycrioBus, KOUTO ce MnomnssBaT C NpeauMMCTBO npef
obLnTe yCcrnoBmsi B HAaCTOALMNSA JOKYMEHT;

BKIOYBa NogpobHO onucaHue Ha NpakTukaTa Ha [JocTaB4ymka npw npegoctaBsHe Ha KY n KYY 3a
TAX 1 e NyOnnyeH 4OKYMEHT C Lien yCTaHOBsIBaHe Ha CbOTBETCTBMUE Ha AeMHOCTTa Ha [locTaB4umka
cbe 3EAOEYY n HopmaTuBHaTta ypenoa;

e obwoaocTbneH MO BCAKO BpeMe Ha WHTepHeT-CTpaHuuaTta Ha [locTtaBuvMka Ha agpec:
https://www.b-trust.bg/documents;

MoXe da 6bae npomeHsH oT OKYY n BcAka HoBa pefakumns Ha ce nyGrvkyBa Ha WMHTEpPHET-
cTpaHuuaTta Ha [loctaBuuka;

Hactosawnar OOKYMEHT € U3roTBEeH B CbOTBETCTBUE C:

3aKOH 3a eNeKTPOHHMSA JOKYMEHT N eNeKTPOHHNUTE ygocTtoBepuTtenHu yenyrn (SEAEYY);
Hapenba 3a OTroBopHOCTTa M 3a MpekpaTaBaHETO Ha AerHOCTTa Ha [JocTaBuvuuTe Ha
yooctoBeputenyu yenyrm (HOMAAvy);

Hapenba 3a m3nckBaHuATa KbM anroputMuTe 3a Cb3JaBaHe W NpoBepka Ha KeanuduumpaH
enektpoHeH nognuc (HWAKETT);

PernameHTt (EC) Ne 910/2014 Ha eBponenckmsa naprameHT U Ha CbBeTa OTHOCHO eNeKTpoHHaTa
noeHTumKauns U yaocTtoBepuTenHuTe ycryru npu enekTpoHHW TpaHCakuun Ha BbTPELUHUS
nasap

CbAabpxaHNEeTO 1 CTPYKTypaTa Ha AOKyMeHTa e B cboTBeTcTBME ¢ PernameHT (EC) Ne 910/2014

1 ce No30BaBa Ha MHopMauust, CbabpKalla ce B CreaHuTe YTBbPAEHW MeXAyHapoaHU NPenopbKuy,
cneunduKauumn n cTaHgapTu:

RFC 5280: Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List
(CRL) Profile;

RFC 3739: Internet X.509 Public Key Infrastructure: Qualified Certificates Profile;

RFC 6960: X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP;
RFC 3161: Internet X.509 Public Key Infrastructure: Time-Stamp Protocol (TSP);

RFC 5816: ESSCertIDv2 Update for RFC 3161;

RFC 3279: Algorithms and Identifiers for the Internet X.509 Public Key Infrastructure Certificate
and Certificate Revocation List Profile;
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RFC 4055: Additional Algorithms and Identifiers for RSA Cryptography for use in the Internet
X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile;

ITU-T X.509 | ISO/IEC 9594-8: The Directory: Authentication framework; Public-key and attribute
certificate frameworks;

ETSI EN 319 401: General Policy Requirements for Trust Service Providers;

ETSI EN 319 411-1/2: Policy and security requirements for Trust Service Providers issuing
certificates;

ETSI EN 319 412-1/5: Certificate Profiles;

ETSIEN 319 421: Policy and Security Requirements for Trust Service Providers issuing Electronic
Time-Stamps;

ETSI EN 319 422: Time-stamping protocol and time-stamp token profiles;

ETSI EN 419 241, part 2 — Trustworthy Systems Supporting Server Signing - Part 2: Protection
profile for QSCD for Server Signing;

ETSI EN 419 241, part 3 — Trustworthy Systems Supporting Server Signing — Part 3: Protection
profile for Signature Activation Data management and Signature Activation Protocol(PP-
SAD+SAP);

ETSI EN 419 221-5 - Protection profiles for TSP Cryptographic modules - Part 5 Cryptographic
Module for Trust Services;

ETSI TS 119 312 — ESI Cryptographic Suites;

ETSI TS 119 495 — ESI Sector Spesific Requirements: Qualifed Certificates Profiles and TSP
Policy Requirements under the PSD2;

ETSI TS 119 431-1: Policy and security requirements for trust service providers; Part 1: TSP
service components operating a remote QSCD / SCDev.

Bcakakea nHgopmaumsa, cebp3aHa C TO3U JOKYMEHT, MOXe ga ce nonydm ot [locTaByMka Ha

agpec:

oyn. ,Llap Bopwuc l11" Ne 41

Codma 1612

,BOPUKA" ALl

TenedoH: 0700 199 10

nmenn agpec: info@borica.bg

Odmumanna ctpaHMua Ha goctaBumka: www.b-trust.bg
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BbBEAEHUE

MpakTukaTa npu npegoctaBsaHe Ha KY n KYVY 3a 1ax ot ,6OPUKA® ALl cbabpxa onucaHne Ha
yvyacTHUUUTE B UHJppACTpyKTypaTa Ha NybrmyHu knovose B-Trust® n Ha HEMHUTE KOMMOHEHTU, Ypes3
kouto [locTaBumka msgaea, nogabpxa, nybnukyesa mn ynpaensisa KY 3a KE[M/YEN, obnayen KEI,
KEMeyvat/YElNe4yaT n aBTeHTUYHOCT Ha yebcanT. OnmcaHm ca obwute onepaTuBHM Npoueaypv npu
3asBaBaHe Ha KY, vmgeHTuduumpaHe Ha 3asButenun, msgaBaHe W nybnvkyBaHe, OOCTaBSAHE U
npuemaHe Ha KY, nogapbxka M ynpasreHue Ha Te3n yOOCTOBEpPEeHUs, KakTo u npoueaypwu npuv
npegocTaBsHe OOCTHLI 3a NPOBEpPKa Ha yOOCTOBEpeHUATa.

MpakTvkaTa BKMOYBA OWE MEpPKUTE W CrieaBaHUTE TEXHUYECKM Npoueaypu OT CTpaHa Ha
[locTaBunka, KOMTO rapaHTMpaT CUypPHOCTTa U HagexaHocTTa Ha npegoctaBaHutTe KY n KYY 3a Tax
ypes nHpacTpyktypaTta Ha B-Trust® B cboTBeTCcTBME cbC 3EJEYY 1 HopmaTuBHaTa ypeanba.

[OoKyMeHTbT e pa3paboTeH B CbOTBETCTBME C (POPManHUTE WM3WNCKBaHWUS 3a CbAbpXaHue,
CTPYKTYypa n obxsaT, NOCoYeHN B MexayHapoaHata npenopbka RFC 3647, [OKONKOTO TS oTroBaps
Ha ynpaBrieHckaTta nonuTtuka Ha [locTaBuuka.

[OKYMEHTBLT BKMOYBA M OMbIHUTENHA MHCpOpMaLMsa C ornea Ha U3NCKBaHUSATa B HOpMaTUBHaTa
ypenba no 3EAEYY.

1 OCHOBHMU NOJTOXEHUA

1.1 [JocTtaB4YMK Ha KBanucpuumpaHu yaocTtoBepuUTeNHU ycnyru

1. ,BOPUKA®* ALl e ropuanyecko nvue - TbProeel, OCbLECTBABALLO AeNHOCT Ha OKYY cbrnacHo
3EOEYY n HopmaTuBHaTa ypeaba.

2. PKIl Ha ,BOPUKA” Al e narpageHa 1 ce ynpasrsiBa CblflacHO NpaBHaTa pamka Ha PernameHT
910/2014 v S3EQEYY 1 B cbOTBETCTBME C MeXAyHapoaHuTe cneumdukaumm n ctangaptv ETSI
EN 319 411-1/5un ETSI EN 319 412.

3. [HocTtaBunkbT m3nonsea maeHtudukatopn Ha obektn (OID) B B-Trust PKI- nHdppactpykTypaTta,
dopmmpaHn Ha 6asa kog 15862, npucsoeH Ha ,BOPUKA® AL ot IANA B KfoHa
iso.org.dod.internet.private.enterprise (1.3.6.1.4.1 - IANA —Registered Private Enterprise) n B
cboTBeTcTBUE CbC cTaHaapTuTe ITU-T Rec. X.660 and the ISO/IEC 9834-1:2005 (Procedures for
the Operation of OSI Registration Authorities: General Procedures and ASN.1 Object Identifier
tree top arcs).

4. B ka4yecTtBOTO cu Ha peructpupan LOKYY, ,BOPUKA® ALl ocbuiecTBsiBa cnegHUMTE MNpaBHO-
pernameHTMpaHn eNHOCTH No:

e u3paBaHe Ha KY:
o MpuvemMaHe Ha UCKaHe 3a MbpBOHaYanHoO M3fgaBaHe;
O YCTaHOBSIBAaHEe Ha MAEHTUYHOCT M BanuaHu aaHHu 3a Motpebutens;
o npegocTaBsiHE Ha yCryrn No Cb3AaBaHe Ha ABOVKWN KpUNTOrpadhCckm KnovoBe - YacTeH
n Ny6nuyeH Knro4
o noanucseaHe Ha KY ¢ ycbBbpLUEeHCTBaH enekTpoHeH nognuc/nevat Ha AKYY;
o 3anuc Ha nspgageHo KY.
e noagpbXka n ynpasneHue Ha KY:
o NoAHoBsiBaHe Ha uagageHo BanugHo KY;
o npomsiHa B cTaTyca Ha BanuaHo KY- cnnpaHe, Bb306HOBABAHE M NpeKpaTaABaHe;
o npoBepka Ha ctaTyca Ha KY;
o npoBepka Ha cTaTtyca Ha KY B peanHo Bpeme (OCSP cratyc).
e BOJEHe Ha perncTpu:
o BOAEeHe Ha nyGnuyeH perncTbp Ha BCUYkM usgageHu KY;
o nybnukyBaHe Ha usgageHo KY B nybnumyHmsa perncrobp;
o BOAEHE Ha CNUCHLK Ha BCUYKKU nNpekpaTeHu KY;
o HesabaBHO nybnvkyBaHe Ha npekpaTeHo KY B cnncbka ¢ npekpaTeHn yaoCTOBEPEHNS;
O

ocurypsiea noCtoAHeH O0CTbMN Ha TpeTu nnua Oo I'Iy6J'II/I‘-IHI/IFI pernctop n 4o Cnmcbka
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EEGENEN

Ha nNpeKkpaTeHn ygOoCTOBEPEHUS.

e rpoBepka (Banngauusi) Ha eneKTPOHHW NOAMUCH.

e npepoctaBsHe Ha QSCD 3a (nokanHo) reHepupaHe U CbXpaHeHue Ha Kpuntorpadcku
Kno4oBe 1 3a cb3gasaHe Ha KEI — cmapT kapTta/u.

e [IpepoctaBsHe Ha RQSCD 3a reHepupaHe U CbXpaHeHWe Ha KpunTorpadocku KroyoBe npwm
OKYY n 3a cb3gaBaHe Ha KEI ot pasctosHue (Obnaden KEIM/OKENM).

e M34aBaHe Ha KBanMduUMpaHu eNeKTPOHHN BPEMEBM NevaTu:

O Ha npeacTaBeHO CbAbpXaHWe Ha €enekTPOHHO noanucaH/mognevataH LOKYMEHT
(Bpeme Ha nognuceaHe/nogneyaTsaHe);
O Ha uMpoBO CbAbpXKaHWe B AafeH MOMEHT M HEMPOMEHMMOCT Ha CbAbpPXaHUEeTo
cnep 1031 MOMEHT
o [oKasaTernicTBeHa NpoBepKa Ha u3gageHuTe KBanuuumpaHu enekTpoHHN BpeMeBm
neyaTw.
HocTtaBunkbT npepgoctaBa nocoyveHnte KYY B cboTBeTCTBME C HacTtosiwarta [lpaktuka Ha
YpoctoBepsiBalLmsi opraH 1 nocoyeHarta B ygoctoepeHueTto NonuTuka.
[ocTaBunKbT MOXe Aa NpeaocTaBs v Apyrn KBanmduunpaH yaqocToBepUTENHK, Kpuntorpadcku,
MH(POPMALIMOHHWN N KOHCYNTAHTCKM YCNYru, CBbP3aHn C NPUNoXnMocTTa Ha yaoCTOBEPUTENHNTE
ycnyru, cneaBankm obonpmueTuTe NnpenopbKky, cneundrkauumn n ctaHaapTy.
[ocTaBunkbT MOXe ga nyonukyea oTaenHo obuwm ycrioBus 3a 1esnm KYY.

.2 Perynauusi n KOHTpon

[MbAHOTO HAaMMEHOBaHME Ha TO3M AOKYMEHT e ,[1pakTuka npu NnpeaocTaBsHe Ha KBanuduunpaHu

yooctoBepeHus u ygoctoseputenuu yenyrm ot ,60OPUKA* ALl (B-Trust CPS-eIDAS)”

,DOPUKA® ALl e yegomnno KPC 3a 3anousaHe Ha genHocT kato OKYY no peaa Ha 3EAEYY un

Aencrteawiata HopMmaTMBHa ypeaba.

AkpegutauusaTa Ha ,BOPUKA® ALl kato OKYY no 3E[EYY uenn Han-BMCOKO HUBO Ha CUIYPHOCT

Ha npegocTaBsaHnTe KYY 1 no-4o6po xapMoHM3MpaHe Ha Tasn OeWHOCT CbC CbOTBETHATA TakaBa

B CTPaHUTE-YNeHKM Ha EBponenckus cbos.

HocTtaBunkbT yBegomsiBa [loTpebutenute 3a cBosiTa akpeautTaumsi nNpyu NpefocTaBsHE Ha

nocoyeHute KYY B TO31 OKYMEHT.

B oTHoweHuATa ¢ MNoTpebutennTte n TpeTu nuua e BanugHa camo Bepcusita, KOATO € akTyanHa

KbM MOMEHTAa Ha nons3BaHeTo Ha ycnyrute Ha ,6OPUKA“AL.

Toan goKkyMeHT e NyGnnyHO OOCTbNeH Ha agpec: hitps://www.b-trust.bg/documents.

MpakTnkata npu npegocraBsHe Ha KYY e npunoxuma 3a cnegHute MNonutukn Ha [JoctaB4umka:

e [lonuTuka npu npegocTaBsHe Ha KBanuduuupaHu YAOOCTOBEPEHMS 3a KBanvduuupaH
enekTpoHeH  nognuc/obnadveH  enektpoHeH  nognuc/meyat  (B-Trust  CP-elDAS
QES/CQES/QESeal);

o [lonutuka npu npegocrtaBsHe Ha KBanuduumMpaHn YOOCTOBEPEHUS 3a YCbBbLPLUEHCTBAH
enekTpoHeH nognuc/neyart (B-Trust CP-eIDAS AES/AESeal);

e [lonuTuka npu npegocTaBsHe Ha KBanuduumMpaHu yOOCTOBEPEHUS 33 aBTEHTUYHOCT Ha
yebcant (B-Trust QCP-eIDAS QWAC);

e [lonuTuka Npu NpegocTaBsiHe Ha kKBanuduumpaH YO4OCTOBEPEHMS 3@ ENEKTPOHEH neYaT 1 3a
aBTEHTUYHOCT Ha yebcant Ha [JocTtaBumum Ha nnatexHu ycnyrun (B-Trust QCP-PDS2 QSealC
n QWebC).

Te3an NoOAUTUMKM U3NBIHABAT CNEeUMPUYHUTE U3UCKBAHUSA HA yOOCTOBEPUTESTHUTE MOMUTUKM,

nocoyeHn B ctaHgapta ETSI EN 319 411-2: QCP-n; QCP-n-gscd, QCP-l, QCP-l-gscd 1 QCP-w,

Konto ca 6asupaHun Ha obLwmTe nsnckeaHms B cboteeTHMTe nonutukn NCP n NCP+ noco4vexu B

ctaHgapta ETSI EN 319 411-1.

Monutuknte Ha [ocTaBuMka 3a KOHKpPETHWUTE TUMNOBE KBanuduumpaHu yOooCTOBEpPEHMs ca

nyonukyBaHn B OTAENHW OOKYMEHTM M ca nybnuyHo [OCTbNHM Ha agpec: https://www.b-

trust.bg/documents.
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1.3 WpeHTudmkaTopu B AOKyMeHTa

1. OGektute B B-Trust mHdpacTtpykrypata Ha ,BOPUKA® ALl 3a mn3gaBaHe u nopapbxka Ha
KBanuuunpaHnte ygoctoBepeHusitTa ce obosHadaBaT ¢ ugeHtudmkatopm (OID - Object

Identifier).

KBaJ'II/I(*)I/IU,I/IpaHI/ITe yaocCTtoBepeHua 3a noanuc, neyvyat 1 aBTEHTUYHOCT Ha ye6ca|7|T KaTto obekTH

Ha MHdpacTpyKkTypaTa ce naeHTudmumpaH Ypes3 MaeHTUKaTopuTe Ha NONUTUKKL 3a TSX, KOUTO
moraTt ga 6baaTt npoBepeHun B aTpubyTa CertificatePolicies Ha Te3n yaoctoBepeHus.
3. WpeHTudmkatopute Ha obektn B B-Trust ca nocoveHn B cnegHata Tabnuua:

O6GekT MaeHtudumkatop (OID)
BORICA AD 1.3.6.1.4.1.15862
B-Trust 1.3.6.1.4.1.15862.1
B-Trust Root Qualified CA 1.3.6.1.4.1.15862.1.6
B-Trust Operational Qualified CA 1.3.6.1.4.1.15862.1.6.1
B-Trust Personal qualified certificate QES 1.3.6.1.4.1.15862.1.6.1.1
B-Trust Professional qualified certificate QES 1.3.6.1.4.1.15862.1.6.1.2
B-Trust Organization qualified certificate QESeal 1.3.6.1.4.1.15862.1.6.1.3
B-Trust PDS 1.3.6.1.4.1.15862.1.6.2
B-Trust Qualified Time Stamp Authority 1.3.6.1.4.1.15862.1.6.3
B-Trust Qualified Time Stamp Authority PDS 1.3.6.1.4.1.15862.1.6.4
B-Trust Root Qualified OCSP Authority 1.3.6.1.4.1.15862.1.6.5
B-Trust Qualified OCSP Authority 1.3.6.1.4.1.15862.1.6.5.1
B-Trust Qualified Validation Service 1.3.6.1.4.1.15862.1.6.6
B-Trust Qualified Long-Terms Preservation Service 1.3.6.1.4.1.15862.1.6.7
B-Trust Remote QSCD (RQSCD)/Server Signing | 1.3.6.1.4.1.15862.1.6.8
Service Component

B-Trust Remote Signature Creation Service Component | 1.3.6.1.4.1.15862.1.6.9
B-Trust Remote Video Identification Service Component | 1.3.6.1.4.1.15862.1.6.10

B-Trust Root Advanced CA

1.3.6.1.4.1.15862.1.7

B-Trust Operational Advanced CA

1.3.6.1.4.1.15862.1.7.1

B-Trust Personal qualified certificate AES 1.3.6.1.4.1.15862.1.7.1.1
B-Trust Professional qualified certificate AES 1.3.6.1.4.1.15862.1.7.1.2
B-Trust Organization qualified certificate AESeal 1.3.6.1.4.1.15862.1.7.1.3
B-Trust Application qualified certificate 1.3.6.1.4.1.15862.1.7.1.4
B-Trust Domain Validation SSL qualified certificate (B- | 1.3.6.1.4.1.15862.1.7.1.5
Trust DVC SSL)

B-Trust Organization Validation SSL qualified certificate | 1.3.6.1.4.1.15862.1.7.1.6
(B-Trust OVC SSL)

B-Trust Organization qualified certificate AESeal PSD2 1.3.6.1.4.1.156862.1.7.1.7
B-Trust Organization Validation SSL qualified certificate | 1.3.6.1.4.1.15862.1.7.1.8
PSD2

B-Trust PSD2 PDS 1.3.6.1.4.1.15862.1.7.1.9
B-Trust Root Advanced OCSP Authority 1.3.6.1.4.1.15862.1.7.2
B-Trust Advanced OCSP Authority 1.3.6.1.4.1.15862.1.7.2.1

4. TpakTukaTa Ha [JocTaBuuka npu ugaesaHe u nogabpxaHe Ha KY ce ocbluecTBABa NOCPEeACTBOM

cnegHute onepaTtusHn YO:

OnepatuBeH YO

UpeHTtndumkartop (OID)

B-Trust Operational Qualified CA

1.3.6.1.4.1.

15862.1.6.1

B-Trust Operational Advanced CA

1.3.6.1.4.1.

15862.1.7.1

5. Monutuknte Ha [loctaBumka oTHOCHO BugoeeTe KY n npegoctaesaHute 3a Tax KYY ce o3HavaBaTt
B usgasaHunte KY cbc cnegHuTe ngeHTudukaTtopm:
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KBanuduumpaHo ygocroBepeHue

Monutuka

UpeHTtndmkatop Ha nonutuka (OID)

B-Trust Personal qualified certificate
QES
(MepcoHanHo
dusnyecko nuue)
B-Trust Personal Qualified certificate
CQES

(MepconanHo KY 3a o6nayeH KEN
Ha dm3nYecko nuue)

KYKEN Ha

B-Trust Personal qualified
certificates Policy (QCP-n-gscd)
(Monutnka Ha npegocTaBsHe Ha
KYKEM un KY 3a o6nayeH KEI Ha
dunsmyecko nuue)

1.3.6.1.4.1.15862.1.6.1.1
(0.4.0.1456.1.1)
(0.4.0.194112.1.2)

B-Trust Professional qualified
certificate QES

(MpodecnonanHo  KYKEM  Ha
dusnyecko nuue, acoummpaHo ¢
IOPMANYECKO NULE)

B-Trust Professional qualified
certificate CQES

(MpodrecnonanHo KY 3a obnayveH
KEN Ha dumsmnyecko niue,
acounvpaHo C Kpugnyecko nuue)

B-Trust Professional qualified
certificates Policy (QCP-n-gscd)
(Monutnka Ha npegocTaBsHe Ha
KYKEM un KY 3a o6nayeH KEI Ha
dusnyecko nuue, acoummpaHo c
IOpUANYECKO Nuue)

1.3.6.1.4.1.15862.1.6.1.2
(0.4.0.1456.1.1)
(0.4.0.194112.1.2)

B-Trust  Organization  qualified
certificate QESeal
(KYKEMeuaT Ha topuamnyecko nuue)

B-Trust  Organization  qualified
certificates Policy (QCP-I-gscd)
(Monutnka Ha npegocTaBsHe Ha
KYKElNeyat Ha topuamyecko nuue Ha
B-Trust QSCD)

1.3.6.1.4.1.15862.1.6.1.3
(0.4.0.194112.1.3)

B-Trust Personal qualified certificate
AES

B-Trust Personal
certificates Policy (QCP-n)

qualified

1.3.6.1.4.1.15862.1.7.1.1
(0.4.0.1456.1.2)
(0.4.0.194112.1.0)

(MepcoHanHo KYYEN Ha | (MonuTnka Ha npegocTaBsHe Ha

dusnyecko nuue) KYYETI Ha dounsmyecko nuue)

B-Trust Professional qualified | B-Trust Professional qualified | 1.3.6.1.4.1.15862.1.7.1.2
certificate AES certificates Policy (QCP-n) (0.4.0.1456.1.2)
(MpodecuonHanHo  KYYEM  Ha | (Monutnka Ha npepoctaBsaHe Ha | (0.4.0.194112.1.0)

duanyecko nuue acouumpaHo C
ropuanyecko nuue)

KYYEI Ha wmsmyecko nuue,
acoummpaHo C puan4ecko nuue)

B-Trust  Organization
certificate AESeal
(KYYEMeuaT Ha topMamyecko nuue)

qualified

B-Trust  Organization
certificates Policy (QCP-I)
(MonuTnka Ha npefocTaBsHE Ha
KYYENeuaT Ha topnanyecko nuue)

qualified

1.3.6.1.4.1.15862.1.7.1.3
(0.4.0.1456.1.2)
(0.4.0.194112.1.1)

B-Trust Domain Validation SSL
qualified certificate (B-Trust DVC
SSL)

(KY 3a aBTEHTUYHOCT Ha ye6caunT -
LOOMENH)

B-Trust certificate for Domain
Validation Certificate Policy (DVCP)
(Monutnka Ha npegocTaBsHe Ha
YAOCTOBEPEHWS 3@ aBTEHTUYHOCT Ha
yebcaiT - AJoMelH)

1.3.6.1.4.1.15862.1.7.15
(0.4.0.2042.1.6)

B-Trust SSL Organization Validation
qualified certificate (B-Trust OVC

B-Trust certificate for Organization
Validation Certificate Policy (OVCP)

1.3.6.1.4.1.15862.1.7.1.6
(0.4.0.2042.1.7)

SSL) (Monutuka Ha npepocTaBsHe Ha

(KY 3a aBTEHTUYHOCT Ha ye6CcaWlT - | y4OCTOBEPEHMS 32 aBTEHTUYHOCT Ha

opraHusaums) yebcanT - opraHnsaums)

B-Trust  Organization  qualified | B-Trust PSD2 Organization qualified | 1.3.6.1.4.1.15862.1.7.1.7

certificate  AESeal PSD2 (B-Trust
QSeal PSD2)

(KYMevaT Ha topuanyecko nuue —
nnartexdHa UHCTUTyums no PSD2)

certificates Policy (QCP-I)
(Monntuka Ha npepocTaBsHe Ha
KYYEleuaT Ha topuanyecko nuue —
nnaTtexHa UHCTUTYums no PSD2)

(0.4.0.1456.1.2)
(0.4.0.194112.1.1)

B-Trust SSL Organization Validation
qualified certificate PSD2 (B-Trust
QWebC PSD2)

(KY 3a aBTEHTM4YHOCT Ha yebcamnT —
opraHunsaums—nnaTexHa
MHCTUTYUMs no PSD2/KYYeb PSD2))

B-Trust certificate for PSD2
Organization Validation Certificate
Policy (OVCP)

(Monntuka Ha npepocTaBsHe Ha
yOOCTOBEPEHUS 338 aBTEHTUYHOCT Ha
yebcant — opraHusauus — nnatexHa
MHCTUTYUMst no PSD2)

1.3.6.1.4.1.15862.1.7.1.8
(0.4.0.2042.1.7)
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1.4 Y4yacTtHuum B uH(pacTpyktypaTa Ha B-Trust®

1.4.1 YpoctoBepsiBalm opraHm

1.

LyaoctoBepsBawms opraH” Ha B-Trust® nHa OKYY ,BOPUKA® ALl e opraH1saumoHHo o6ocobeHo
3BEHO, KOeTO OCbLLieCcTBABa AENHOCT NO u3gasaHe, No NpefocTaBaHe 1 No nogabpXkaHe Ha KY u
Ha KYY 3a tax. YO HaAmMaT camocToATenHa NpaBoCcybEeKTHOCT N BCUYKM OCbLLECTBEHN AEUCTBUSA U
aKTOBe Ha CnyXuTenuTe My ce M3BbpLUBAT B KAYEeCTBOTO MM Ha cnyxutenu Ha [loctaB4uvka, B
paMK/UTe Ha NpefoCTaBeHNTEe MM NMPaBOMOLLMS.

WHdppacTpykTypaTta Ha B-Trust® nma gsycreneHHa nepapxusa Ha YO 3a n3gaBaHe 1 nogapbxkka
Ha KYKETIT n KYKEleuaT, kakto cnegsa:

e bBbasos YO ,,B-Trust Root Qualified CA" - n3gaBa yooCTOBEPEHMS HA MOAYMHEHUTE B
nepapxmyHo oTHowleHne onepaTtuBHy YO Ha [JocTaBuymka v TakmBa Ha apyrv [JoctaBunum;

e OnepatuBeH YO ,,B-Trust Operational Qualified CA" - w3gaBa KYKEI n KYKElleuvar,
cbrnacHo lMNonutunkarta 3a npegoctaBsHe Ha Te3n KY;

WHdpacTpykTypaTta Ha B-Trust® nma gsycreneHHa nepapxus Ha YO 3a nsgasaHe 1 nogapbxka

Ha KYYET, KYYEleuaT n KY 3a aBTeHTUYHOCT Ha yebcawnT, KakTo cneaBa:

e bBbasos YO ,B-Trust Root Advanced CA" - n3gaBa yaoCTOBEpPEHWsI Ha MNOAYMHEHWUTE B
nepapxmyHo oTHowleHne onepatuBHm YO Ha [locTaBumnka v TakmBa Ha apyru [JoctaBumum;

e OnepatuseH YO ,B-Trust Operational Advanced CA" - msgasa KYYEI n KYYElleuar,
cbrnacHo lNonutnknTe 3a npegoctaBsiHe Ha Teaun KY.

AKYY cu 3anasBa npaBoTo Aa paswupun nHdpactpyktypata Ha B-Trust® ¢ gpyra rnepapxusa ot

YO.

1.4.2 Peructpupauy opraH

1.

,,PeFVICTpVIpaLU,I/IFIT opraH" € 3BEHO, KOeTo OCbLLECTBSABA AENHOCTU Ha D,OCTaB‘-IVIKa, KaKTO cJieaBa:

e npuema, NnpoBepsBa, ogobpsiBa UNM OTXBBLPIIA UCKaHMA 3a n3gaBaHe Ha KY;

e peructpupa nogageHu nckanna go YO 3a usgaBaHe u BHacs NpoMeHun B ctatyca Ha KY;

e OCblleCcTBsIBAa CbOTBETHWN MPOBEPKM 3a YCTAHOBSIBAHE Ha CaMOSIMYHOCTTA Ha u3nveckuTe
nMua M MOEHTMYHOCTTA Ha PUANYECKUTE NULA, KaKTO M Ha cneuudunyHM JaHHM 3a TaX C
AonycTumMuTe CpeacTsa;

o yBepomsaea YO ga usgage KY cneg ycnewHa ngeHtugukaums 1 sannateHa ycnyra;
npepgaBa Ha [loTpebutensa wnM Ha YNbIHOMOLWEHO OT Hero nuue wusgageHoto KY,
CbOTBETCTBALLIO Ha reHepupaHa ABoKKa KYOBE;

e Mpuema unv OTXBbPISA PEMMCTPUPAHN UCKaHUS 3a NogapbXka 1 ynpaereHue Ha KY;

e CKMOYBA [OrOBOPM 3a MpefocTaBAHE Ha yOOCTOBEPUTENHU W APYrn KpunTorpadpcku,
NH(OPMALIMOHHM M KOHCYNTaHTCKK ycryrn ¢ MoTpebuTtennte oT MMeTo Ha [locTaBumka.

PernctpupalymaT opraH ocbLUecTBABa ropemsbpoeHnTe 4eNHOCTH:

e B odnC Ha opraHa KaTo manckea hn3n4ecko NpuckbCTBMe Ha 3aasuten Ha KY (npucbcTBeHa
noeHTudmKauns, pernctpaums n ndgasaHe Ha KY);

e ype3 oOTganedeHa OHNaMH BUOEO WAEHTMdKaUMs Ha 3asButen (HenpucbhbcTBEHa
noeHtTudmkaums, permctpaums n nsgasadHe Ha KY 3a O6bnaden KEI).

Monutukarta u MNMpaktukaTta Ha PO, kOWTO n3nbiHsaBa genHocTuTe no 1.1 B odmc Ha opraHa, ca

Hegennma 4acT OT HACTOALLNA JOKYMEHT.

Monutmnkata u lNpaktukata Ha PO, KOMTO u3nNbNHABa AeWHOCTUTE no T.1 ype3 oTaanedeHa

OHNanH BMAEO MOEHTUdMKauMa ca B OTAEeNeH LOKYyMeHT — llonutuka u [paktnka npu

npegocrtaBsaHe Ha oThariedeHa BuOeo uaeHTudukaums 3a msgaBaHe Ha KBanuduumpaHu

yaocTtoBepeHus 3a obnadeH KEIM ot ,6OPUKA* ALl

PernctpupawmaTt opraH Ha [JocTtaBumka MoXe Aa NpeaocTaBsa YOOCTOBEPUTENTHM YCNyrM Ha
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9.

10.
11.

MoTtpebutenn B ocpuc (npucbcteeHo) upes MectHm Peructpupawm Cnyxéu (MPC).
PeructpupawmaT opraH moxe ga 6bae o60cobeHO 3BEHO B paMKuTe Ha puauyvecko nuue,
pasnunyHo oT [locTaBunka, Ha KOETO ca AernermpaHu npaea ga ocbllecTBsABa Te3n AEeNHOCTU Unu
Ha YacT OT TsIX OT MMeTo Ha [locTaBuuka.

Peructpupawmst opraH (PO) Ha [JocTaBurka Moxe Aa npeaocTaBs yAOCTOBEPUTENHN YCNyrn Ha
Motpebutenun ypes MectHn Pernctpupawm Cnyxébu (MPC).

Korato PO/MPC e caMOCTOATENHO HOPUANYECKO NUue, NPaBOMOLLMETO A OCbLLECTBSBA Ta3u
AeNHOCT MoXe fa 6bae orpaHMYeHo 3a onpeaeneHa TepuTopus, CPok, YAO0CTOBEPUTENHN YCITyTI
wnu 3a onpegeneHa karteropus  [loTpebutenu. [lMpaBomowmeTo ce yaocToBepsiBa npesa
3asButennTe 1 BCUYKU TPETU NMLa C NMMCMEHO UIn enekTpoHHo yaoctosepeHue 3a PO/MPC.

B cnyvaunte, korato PO e camocTosiTenHo opuanyecko nuue, MPC kbM TO31 opraH ce paskpusat
caMmo cnepg uspnyHo ogobpeHune oT cTpaHa Ha [locTaByuka.

OTHoweHuaTa mexay foctasumka n PO/MPCce ypexaaTt ¢ Aorosop.

[ocTaBunkbT rapaHTupa, Ye genHoctta Ha PO/MPC we 6bae cbobpaseHa c ycnoBusdta Ha
HacToAWMNA [JOKYMEHT.

1.4.3 OpraH 3a nsgaBaHe Ha KBanudnuupaHm eNnekTPoOHHU BpeMeBU ne4vyaTtu

1.

,LOpraH 3a msgaBaHe Ha KBanuduumpaHu enekTpoHHW BpemeBu nedvatn" e obocobeHo un
HeZenMMo 3BEHO KbM Y0OCTOBEPABALLNA OpraH, KOeTo OCbLeCcTBABa AeMHOCTU Ha [locTaBymka,
KaKkTo crnenaBa:

e rpuemMa 3asBKA 3a M3gaBaHe Ha KBanMUUMpPaHW EenekTPOHHWM BpeMeBM MNeyatn Ha
npeacTaBeHo CbabpXKaHME Ha enekTPoHeH AOKyMeHT oT [NoTpebutenu unm [oBepsiealla ce
CTpaHa;

e U3roTBS KBanuuuMpaH enekTpoHeH BpPeMeBM nevaT Ha MpeacTaBeHMs XeL-CTOMHOCT Ha
€NEKTPOHEH [OKYMEHT;

e ocurypsisa Bb3MOXHOCT 3a rnocreasallo (crneg nepuofa Ha BanuaHocT Ha KY) gokassaHe
CnpsiMO Npvemallarta cTpaHa Ha dakTa Ha noanuceaHe/noaneyYaTBaHe Ha U3sSIBNEHME UNN Ha
€NEKTPOHEH [OKYMEHT.

,B-Trust Qualified Time Stamp Authority " e YO 3a nsgasaHe Ha kBanuduumpaHn enekTpoHHU
BpeMeBu neyaTun Ha [locTaBuuka.

EnekTpoHHMaT noanuc Ha [JoctaBymka Ha KBanuuuupaHusi enekTpoHeH BpeMeBn nevar € CbC
cTaTycC Ha kBanuduumpaH enekTpoHeH nevar.

KBanuduumpaHm enekTpoHHW BpeMeBM nedatM MoraT fa ce WHTerpupat B npoueca Ha
Cb3gaBaHe MnM npuemaHe Ha nognucu/medaT KbM €NEKTPOHHU OOKYMEHTU W eNeKTPOHHU
TpaH3aKLmMK, Npy apxmBupaHe Ha eNeKTPOHHN AaHHW, B ENEKTPOHHM HOTapmuaTtu 1 Apyru.
HocTtaBunkbT paspaborBa u nybnukyBa otaenHa [lonutnka Ha YO 3a wmsgaBaHe Ha
KBanuduumpaHm enekTpoHHN BPEMEBU NevaTu.

1.4.4 KeanudumumpaHa ycnyra 3a BanuaupaHe Ha KBanudpuumpaHu eneKTPOHHU

2.

noanucu/neyaTun

KeBanuduumpaHata ycnyra 3a BanuavpaHe Ha KBanuguumpaHu enekTpoHHu nognucu/nedatu (B-

Trust QSVS) e 060cobeHo 1 Hegenmo 3BeHO KbM [JocTaBymMKa, KOETO OCbLUECTBSBA CreaHuTe

OEeNHOCTU:

e npuema nognucaHw/nognedataHn dannoBe/e-AOKYMEHTM C onpegeneHn dopmatm u
npocunu Ha nognuc/neyar 3a Banugupaxe;

e Banugupa nognucaHutTe/nognevataHu cdannose/e-GOKYMEHTU B CbOTBETCTBNE C PernameHT
910/2014 (un. 32, 33 n 40);

e 13roTBs M NpeaocTaBsa nogneyaraHu oT [JoctaBumka CTaTyc(M) u oTyeT OT BanuaupaHe Ha e-
noanuc(n)/neyat(n) B npuetute hannose/e-4OKyMEHTH;

e Ocurypsisa Bb3MOXHOCT 3a pasnedaTtBaHe (PDF dhopmat) Ha xapTus Ha aBTOpusnpaHng oT4eT
OT BanuanpaHe Ha nognuc(ute)/neyat(ute).

Ycnyrata aBTopuampa craTyca 1 oTtyeTa OT BanvaupaHe C KBanuuuupaH enekTpoHeH neyaTt
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n3ganeH ot [JoctaB4umka.

Cratycute Ha BanuavpaHe Ha KBanvdpuuupaHu e-nognucu/nedatv morat ga ce uHTerpupaTt B
npouecn Ha npuemaHe Ha nognucu/nedyaT KbM EEKTPOHHU LOKYMEHTU W  eNeKTPOHHU
TPaH3aKUuMK, NpW CbXpPaHEHMe Ha noAanuc/nedaTtv, KakTo M apXMBMpaHE Ha EeNeKTPOHHM
OOKYMEHTW, B ENEKTPOHHM HOTapmuaTtu 1 ap.

HocTtaBunkbT paspabotBa m nybnukysa otgenHa [lMMonutuka un [NpakTnka Ha ycnyrata 3a
kBanuduumnpaHo sanugupane Ha KEMN/KEMevyaTuw.

1.4.5 Ycnyra 3a kBanudumumpaHO CbXpaHfiBaHe Ha KBanuduuupaHun erneKTPOHHU

noanucu/neyaTun

Ycnyrata 3a kBanudumumpaHo CbxpaHsiBaHe Ha kBanudwuumpanu e-nognucu/nedaty (B-Trust
QSPS) e o6ocobeHO n Hegenumo 3BeHO KbM [locTaBuMka, KOETO OCbLUECTBABA CnegHute
JENHOCTU:

e npuema e-nognucu/nevaTn (nognucaHu/nogneyvataHun annose/e-gOKYMEHTH) C onpeaeneHm
dopmaTtu 1 npodunu Ha nognuc/neyaT 3a CbXpaHEHME;

e CUIYpHO CbXxpaHsiBa nognucaHuTe/nognevataHun dannoBe/e-0OKYMEHTU B CbOTBETCTBME C
PernameHTt 910/2014 (un. 34 n 40);

e UV3roTBA M CbXxpaHsABa nognevataHn oT [locTaBunka [okas3aTenicTBEHU 3anucu oT
CbXxpaHsBaHe Ha e-nognuc(n)/neyat(n) B npuetute dannoBe/e-qOKYMEHTH;

e V13roTBSA MO 3asBKa yBe4OMMEHUS crnepj ycnewHo cbxpaHsBaHe Ha dpannoBe/e-gOKyMEHTH C
noanuc(n)/neyat(n);

e ocurypsiBa Bb3MOXHOCT 3@ aBTOpM3MpaH AOCTbI, YeTeHe, moauduvumpaHe n n3TpuBaHe Ha
CbXpaHsaBaHu annose/e-40KyMeHTU ¢ nognuc(u)/neyat(m).

Ycnyrata aBTopu3vpa (QokasaTerncTBeHW) 3annucu 1M yBeAOMSIEHWUS 3a CbXpaHsBaHe u4pes
KBanuuumnpaH enekTpoHeH neyaT nagageH ot [loctaBymka.

HocTtaBunkbT paspabotBa u nybnukyBa otaenHa [Monutuka w [lNpakTuka Ha ycnyrata 3a
cbxpaHaBaHe Ha KEl/KEMeuaTun.

1.4.6 TMnatcopma 3a obnayveH KEI

1.

MnatdopmaTta 3a obnaden KEI BkntoyBa ABe YacTu:
e OrtpaneyeHa cbpBbpHa kKomnoHeHTa RQSCD (codTyep 1 HSM) npu [locTtaBuuika;
e Mob6unHo npunoxenue (B-Trust Mobile) B cmapTdoHa Ha MNoTpebuTen.
RQSCD e obocobeHa un Hegenvma KoMmnoHeHTa B B-Trust nHdpacTtpykrypata Ha [JoctaBuuka,
KOSITO U3MbIIHABA CreaHnTe ENHOCTH:
e reHepupa fABonka knioyvose 3a obnadeH KEMN B HSM npu [octaBumka no 3asBka Ha
yOocToBepeH oT Hero NoTtpebuten
CbXpaHsiBa CUrypHO reHepupaHaTta ABorika kntoyose npu [JoctaByunka
aKkTMBupa OT pa3cTosiHue reHepupaHe Ha undpos noanuc (PKCS#1)
reHepupa uudpos nognuc Ha Tutynap B8 HSM-a npu [loctaBumka ( O6naden KEM)
npepocTaBa Ha TUTYNsps reHepupaHvs NOAMUMC M CbOTBETCTBALWOTO YAOCTOBEpPEHME 3a
npoBepka Ha nognuca

3. RQSCD nony4yasa 3asBkuTe 3a n3gasaHe Ha obnadeH KEIN ypes PO/MPC Ha [JocTtaBumka cneg

yCMnewHo YAoCTOBepeH 3asBuTen U pPerncTtpypaHo MOOMITHO YCTPOMCTBO (CMapTdOH) Ha
3asButens Ha noanuc.

RQSCD usnonssa YO B-Trust Operational CA Ha [JocTaB4ynka 3a ga usgasa ksanuduumpaHo
yOOCTOBEPEHNe, CbOTBETCTBALLO Ha reHepMpaHus NOANUC OT Pa3CTOsIHUE.

MobunHoTto npunoxeHune B-Trust Mobile B cmapTdoHa Ha lNoTpebutensa cnyxun ga aktmeupa
reHepupaHeTo Ha uudgpos nognuc 3a O6nadveH KEMN B HSM-a Ha RQSCD camo cnep
yOOCTOBEPEH NepcoHaneH KOHTPOIT Ha YaCTHMSA KIOY Ha nognunca Ypes CTpora aBTeHTudmkauns
Ha Tutyndapsa v BbBegeH ot Hero [MNH (kog 3a akTmBMpaHe) 4pe3 MOOMHOTO YCTPOMCTBO
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(cmapTdboHa).

MpepoctaBeHnte ot [natdopmara umpos nognuc M CbOTBETCTBALLO KBanuduumpaHo
yooctoBepeHme Ha O6nauvnuns KEI moraT ga ce uHTerpupaT B KOHTEMHepa Ha nognucaHu
AokymeHTn ¢ ObnayeH KEI oT ycnyra 3a nognucBaHe, onepvpaHa oT [ocTaBuvka unu ot
BbHLWHa Takasa (npu MNMoTtpebuten/JoeepsBalia ce cTpaHa).

MnatdopmaTta 3a ObnaveH KEI ,npemecTtBa“/BupTtyanunsmpa umsmyeckata cmapT KapTa
(nokanHo QSCD) 3a KEIN Ha Tutynsapa 8 HSM Ha RQSCD npu OKYY. B RQSCD ce anokupa
,BUpPTyaneH cnoT' kaTo oTAaneyeH pecypc Ha TUTynapsa ¢ eKBMBanNeHTHU Kpuntorpadcku
napamMeTpu 1 XxapakTepUCTUKM Ha cMapT kapTtaTta (nokanHo QSCD.

1.4.7 OCSP cbpBbBp

1.

,LOCSP cbpBbp" € 060cobeHo n Hegenumo 3BeHO Ha YO, KoeTo oCblUecTBABa AEVHOCTU Ha
JlocTaB4yMKa KakTo crnefga:

e npuema 3aaBku ot lNoTpedbutenn unu [loBepsiBalla ce cTpaHa 3a NpoBepka B peariHo BpeMe
Ha cTaTyca Ha npeAcTaBeHO yaoCTOBepeHue, u3gageHo ot [JoctaBuumka;

e 13roTBs aBTOMATM4YHO B peariHO BpeMme EeNeKTPOHHO noanuMcaH OTroBOp 3a craTyca Ha
npeacTaBeHo yaOCTOBEPEHNE.

OCSP cbpebpute Ha [octaBumka ca: ,B-Trust Root Qualified OCSP Authority" n ,B-Trust
Qualified OCSP Authority", cvotBeTHO ,B-Trust Root Advanced OCSP Authority" n ,B-Trust
Advanced OCSP Authority".

Bcska noBepsaBallaTta ce cTpaHa, koraTo rnpuvema KY, Mmoxe fa 3asBu NpoBepka Ha cTaTyca Ha
yOOCTOBEPEHUsITa B peariHo BpeMe.

MpoeepkaTa Ha cTatyca Ha KY B pearnHo BpeMe He e 3aabrkuTenHa 3a [osepsBawiute ce
CTpaHu, Ho [loCcTaBYMKBLT NpenopbyBa Aa ce M3MNon3Ba Tasn ycryra U HEMHOTO MHTEerpypaHe npu
Cb3ZaBaHe uUnm npMemaHe Ha eneKkTpoHHO nognucaHn/nognevyataHn OKYMEHTU 1 Npy NpoBepka
Ha aBTEHTUYHOCTTA Ha yebCalT B eNTEKTPOHHN TPaH3aKUnu.

1.4.8 lMoTpebuten

1.

2.

MNMoTpebutenute ca U3NHECKN UK KOPUANYECKU NKLLE, KOUTO ca NOAANN UCKaHe 1 cnep ycnewHo
3aBbplLUBaHe Ha npouedyparta UM ce usgasa ksanuduumpaHo ygoctosepenue. lNpeaun aa 6vae
n3BbpLleHa nposepka u ga 6bae usgageHo kesanuduumpaHo yaoctosepenue, NotpebutensaT e
camo 3asaBuTen 3a ksanuduumpanun ycnyru Ha B-Trust.

OtHoweHuaTa mexay ,bOPUKA® ALl kato OKYY n NMotpebuten ce ypexgaT ¢ NMCMEH LOroBop.

1.4.8.1 Tutynsap

1.

2.

,1nTYNap" e Motpebuten-gpuanyecko nuue Ha KYKEMN/KYYEN nnu Ha KY 3a o6nayeH KEI, koeTo
Cb3JaBa efleKTPOHHMS noanuc.

TuTynapsT ocbLLECTBSABA OT CBOE MME UM OT MMETO Ha APYro nuue, KoeTo ToM NpeacTaBnsBea,
€MEKTPOHHU UN3SBMEHUS, KOUTO E€NEKTPOHHO MOAMMCBA B CbOTBETCTBME C NMpegocTaBeHaTa My
npeacTaBuTernHa BracT.

B KYKEMN/KYYEI n KY 3a obnadeH KEIT moxe ga ce nocounm n nuueTto, KoeTto TutynspsT
npegcraensiea.

EaouHctBeHo Tutynapat Ha KYKEM/KYYEI n KY 3a obnaveH KEI, uma npaBo Ha goctbn Ao
YaCTHMS KITHOM 3a NOAMNUCBaHE Ha eNEKTPOHHN U3SABIEHNS.

1.4.8.2 Cv3pnaTten

1.

,Cb3garen“ e [NoTpebuTen-topmManyecko nmue, KOeTo Cb3haBa €MeKTPOHEH nedvar, AaHHUTE Ha
KoeTo ca ygoctoBepeHu B KY, n3non3BaHoO 3a nNpoBepka Ha enekTpoHHusi nedat. Cb3gartenar
MOXe Aa 6bae camo pUaMYecko nuue.
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Opuanyeckn nmua“ no cmmcbna Ha [oroBopa 3a yHKUMOHMpPaHETO Ha EBponewnckns cbios
(APEC) o3HauyaBa BcuYkM 06pasyBaHuUs, yYpeaeHn unu pernaMmeHTupaHy CbrinacHo NpaBoTo Ha
AbpXXaBa YreHka, He3aB1MCMMO OT TAXHaTa npasHa opma.

EnekTtpoHHuaT lNMeyaTt He € NoAnMC Ha PUAMYECKOTO NULIE M CIYXM CaMO Ja yOooCTOBEpM
N3TOYHMKA W LEeNocTTa Ha nognevyaTaH enekTPoHEH AOKYMEHT UM U3ABIEHUE.

Korato topuanyecko nvue n3nonssa enekTpoHeH neyaTt, npenopbysa ce Aa 6bae yCcTaHOBEH
BbTPELLUEH KOHTPOMNEH MeXaHW3bM MNpU PUONYECKOTO NnLEe, NO3BONSBALLY, CaMO Ha (PM3N4ecKo
nvue, ynbHOMOLLEHO OT ToBa topuanyecko nuue (,Cbagaten®) oa cb3gasa nedarta (Hanpumep,
Aa ,HaTncHe® OyTOH 3a (aBTOMaTMYHO) Cb3aBaHe Ha eNeKTPOHHM nevatn).

B KY 3a enekTpoHeH nevat Moxe Aa ce nocoynm pu3n4eckoTo nuue, KOeTo npeacraBnsisa
,Cb3natens“.

EguHcTBEHO, TOBa (hm3MYECKO NuLe umMa npaBo Ha AOCTbM A0 YaCTHUSA KoY 3a reHepupaHe Ha
nevaTa.

KoraTo 3a gageHa TpaHcakums ce M3nckBa KBanuduumpaH eneKkTpoHEeH nedart OT Hpuanyecko
niue, KBanuUUUPaHUAT EeNEeKTPOHEH MOAMUC Ha  YNbiHOMOLWEHUS npeacTaBuTen Ha
IOPUANYECKOTO NNLIE Ce NpMemMa PaBHOCTOMHO.

1.4.9 [oBepsBaLwiu ce CTpaHu

1.

~1OBepsBaLLyM ce CTpaHn" ca agpecaTuTe Ha nognucaHu/nognedaraHn eneKTPOHHW U3SBNEHUSA K
OOKyMeHTM oT [MloTpebutenn, kouto nputexasaT u3gageHn ot [octaBuvka KY unu kpanHu
KNMeHTK, KOUTO agpecupat yebcanToBe, 3a KOMTO ca usgageHn yaooctoBepeHns ot [loctaBuvka.
[oBepsBawuTe ce CTpaHu crieaBa ga nmaT No3HaHUS U YMEHMSI OTHOCHO M3nosni3BaHeTo Ha KY u
ce poBepsiBaT Ha YyAOCTOBepeHWTe OBCToATencTBa B TAX CaMO C Orfieq Ha npunoxumarta
MonuTtuka, ocobeHo No OTHOLLIEHME Ha HMBOTO Ha CUIYPHOCT Npu npoBepka Ha MoTpebutenute
Ha Te3un KY.

[oBepsBalmTe ce CTpaHu MMaT NOCTOAHEH JOCTHN 4O perncTpmute Ha [locTaB4umka 3a npoBepka
Ha BanugHoctTa Ha KY, 3a ycrtaHOBsiBaHe Ha CboTBeTHUTEe [loTpebutenn wnu Ha Opyru
obcTodATENCTBa U JaHHKW, OTpPa3eHn B y4OCTOBEPEHMATA U BNUCAHW B TE3U PETUCTPMN.

1.5 YpoctoBepeHus u ynotpeba

1.5.1 OnpepeneHune

1.

.KBanuduumpaHo ygoctoBepeHue 3a nyénuyeH knto4" e nogneyataH ot [locTaByMKa eNeKTpoHEH
AOKYMEHT, CbAbpXaLl onpeaeneHy pekBnsnTK, yaoctoBepsasalimn Bpbakata mexay Notpebutens
n nyénunyHmna my kntod B KY, cboTBETCTBALL HA YaCTHUSA KoY Ha To3um [NoTpebuten u cnyxu 3a
npoBepka Ha nognuca/meyata B €NEeKTPOHHU OOKYMEHTU u OBeKkTu unu 3a npoBepka Ha
aBTEHTUYHOCTTA Ha yebcanrT.

KY moraT fa ce usnonseaT 3a 4eNHOCTU, KOUTO N3UCKBAT NOANUCBAHE Ha eNEKTPOHHU JOKYMEHTH,
aBTeHTUuKauma Ha [loTpebuten wmnn yebGcanT, KaKTO M 3a KpuUNTUpaHE Ha OaHHW npu
€MEeKTPOHHM TPaH3aKLUnKn, N3NCKBALLM HAa-BUCOKO UITM 3HAYNTENTHO HUBO HA CUTYPHOCT.

Camo ygoctoBepeHusaTa ¢ 03Ha4YEHMTE B TO3M OKYMEHT NOSIUTMKKU, KOMTO u3gasa [JOCTaBUYMKBT,
nMmart xapaktep Ha KY.

1.5.2 YpocTtoBepeHusi Ha [locTaBuMKa

basoBo ygocToBepeHme

BasoBo ygoctoBepeHne Ha [locTaBuvka € camou3fafdeHO W enekTPOHHO camornogneyaTtaHo C
6a3oBusa YacTeH kntod Ha [JoctaBunka KY 3a HeroBusa 6a3oB nybnuyeH knto4v. C 6a3oBust yacTeH
kntoy [JOCTaBYMKbT €eKTPOHHO MnoanedarBa yooCTOBEPEHMS 3a NyOnMYHW KMYOBE Ha CBOU
onepatneHn YO, KakTo M yOoOCTOBEpPeHUs Ha Apyru (Nod) AOCTaBYMLM Ha yOOCTOBEPUTENHU
ycnyru B MHppacTpykTypaTa Ha B-Trust.

B cvoteBetrctBne cbc 3EAEYY wn iepapxuata ot YO B wuHdpacTpykTypata Ha B-Trust,
HocTtaBunkbT npepoctaBa Ha KPC BanugHoTO ygoctoBepeHue Ha 6asoBus YO. OcHOBHUTE
pekBu3nTK Ha 6asoBoTo yaoctoBepeHne Ha YO ,B-Trust Root Qualified CA " Ha [locTaB4uka ca
KakTo cregga:
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B-Trust Root Qualified CA

Mone ATpubytmn 3Ha4yeHue/CTorMHOCT
Version - V3
Serial number - 01
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Root Qualified CA
ou = B-Trust
o= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Validity from - 2017-04-25T718:28:43Z
Validity to - 2037-04-25T718:28:43Z
Subject CN = B-Trust Root Qualified CA
ou = B-Trust
= BORICA AD
Organizationldentifier(2.5.4.97) [INTRBG-201230426
C= BG
Public key - RSA(4096 Bits)
Subject Key Identifier - f2 84 ee 2e 35 fe f0 fa d8 50 50 b0 9c 48 89 ea 5a 2f d9 ab
Authority Key Identifier |[KeyID = f2 84 ee 2e 35 fe f0 fa d8 50 50 b0 9c 48 89 ea 5a 2f d9 ab
Issuer Alternative Name |URL = http://www.b-trust.org
Basic Constraints Subject Type = CA
(critical) Path Length Constraint = None

Certificate Policies

[1] Certificate Policy:
Policy Identifier=All issuance policies
[1,1] Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.b-trust.org/documents/cps

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-TrustRootQCA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustRootQCAOCSP.cer

Key Usage (critical)

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

Thumbprint (Sha1)

c04d 7a 42 7f 5a 82 b1 2d a6 f0 94 88 11 66 8e 1a 67 Oa f6

Thumbprint (Sha256)

d3 38 95 e1 d5 11 23 f9 48 c8 c9 99 f7 f7 26 40 fa 05 05 fb d1
5a b0 93 e8 98 db 27 dd 29 14 e8

B-Trust Root Advanced CA

Mone ATpunbyTn 3Ha4yeHune/CToMHOCT

Version - V3

Serial number - 01

Signature algorithm - Sha256RSA

Signature hash - Sha256

algorithm

Issuer CN = B-Trust Root Advanced CA

Oou = B-Trust
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O=

BORICA AD

Organizationldentifier(2.5.4.97)

NTRBG-201230426

C= BG
Validity from - 2017-04-24T718:55:40Z
Validity to - 2037-04-24T718:55:40Z
Subject CN = B-Trust Root Advanced CA

ou = B-Trust

= BORICA AD

Organizationldentifier(2.5.4.97) INTRBG-201230426

C= BG
Public key - RSA(4096 Bits)
Subject Key Identifier - 88 db 42 ed 89 05 32 Oc 72 27 Oc 46 1b e1 c6 09 5e ec c9 21
Authority Key Identifier |KeyID = 88 db 42 ed 89 05 32 0c 72 27 Oc 46 1b e1 c6 09 5e ec c9 21
Issuer Alternative Name |URL = http://www.b-trust.org
Basic Constraints Subject Type = CA
(critical) Path Length Constraint = None

Certificate Policies

[1] Certificate Policy:
Policy Identifier=All issuance policies
[1,1] Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.b-trust.org/documents/cps

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-TrustRootACA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustRootQCAOCSP.cer

Key Usage (critical)

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

Thumbprint (Sha1)

ba 11 d6 ad 94 b2 4f c9 16 11 3a f6 82 cd 76 2a b3 bf d7 75

Thumbprint (Sha256)

fb 2c 73 6f 3c f1 ad 7c 89 ec 36 €8 60 c9 Oc d6 be 87 {7 0d 66
09 8e 0a cc d5 4a 49 ea fa 2c a9

3. Ha ocHoBaHne PernameHt 910/2014 enekTpoHHUTE neyaTu Ha [locTaBuuka,

KOUTO cCa

npuaopyxeHum ot ©asoBuTe MYy yOoCTOBEpEeHNA Cca KBaJ'II/I(*)VILI,VIpaHI/I.

4. [ocTaB4MKbT

MoXe [Ja

MHCTanupa u

nMHdpacTpykTypata Ha B-Trust.

nogabpka apyrm 0as3oBM  yOOCTOBEPEHUS B

1.

2.

OnepaTtuBHU yaocToBepeHusa Ha [locTaBunka

YaocTtoBepeHne Ha onepatuBeH YO Ha [JocTaBumka € KBanmpuuMpaHOTO YAOCTOBEPEHME 3a
ny6nuyHMsa Koy Ha onepaTtuBHus YO, enekTpoHHO nognedyataHo ¢ 6a3oBMSA YacTeH KoY Ha
HocTaBunka. C 4aCTHUAT KoY, CbOTBETCTBALL, HA YAOCTOBEPEHUS MyBNNYeH Koy, onepaTtuBHUS
YO enekTpoHHO nogneyaTBa usgasaHute ot [loctasumka KY Ha NoTpebutenure.

OcHOBHUTE PEKBU3NTW Ha onepaTuBHOTO ygocTtoBepeHue Ha YO ,B-Trust Operational Qualified
CA" Ha [locTaBuuka ca:

B-Trust Operational Qualified CA
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Mone ATpunbyTH 3Ha4yeHue/CTonMHOCT
Version - V3
Serial number - 69 Oe 4f b7 9a ed 13 94
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Root Qualified CA
ou = B-Trust
0= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Validity from - 2018-06-01T16:44:50Z
Validity to - 2033-05-31T16:44:50Z
Subject CN = B-Trust Operational Qualified CA
Oou = B-Trust
= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Public key - RSA(4096 Bits)
Subject Key Identifier |- 27 cf 08 43 04 f0 c5 83 37 67 81 17 4d fc 05 e6 db 65 8b b0
Authority Key Identifier |KeylID = f2 84 ee 2e 35 fe f0 fa d8 50 50 b0 9c 48 89 ea 5a 2f d9 ab
Issuer Alternative Name |URL = http://www.b-trust.org
Basic Constraints Subject Type = CA
(critical) Path length Constraint = 0

Certificate Policies

[1]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.6.1
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.b-trust.org/documents/cps
[2]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.6.1.1
[3]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.6.1.2
[4]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.6.1.3

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-TrustRootQCA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustRootQCAOCSP.cer

Key Usage (critical)

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

Thumbprint (Sha1) - ad 4c 9243 9a 5b 83 28 13 1e b8 45 65 d1 46 2b f0 3d 3d 55
Thumbprint (Sha256) - 499a9ca8 b4 7e e8 44 37 f9 Ob 96 b 40 41 3e a2 93 f9 b3
94 2a 16 08 37 a0 c6 7b Oe c5 ba Oc
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B-Trust Operational Advanced CA

Mone ATpubyTtn 3HauyeHue/CToMHOCT

Version - V3
Serial number - 55 6¢ c1 9f35f1 95 ca
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Root Advanced CA

ou = B-Trust

Organizationldentifier(2.5.4.97) INTRBG-201230426

0= BORICA AD

C= BG
Validity from - 2018-06-01T16:29:34Z
Validity to - 2033-05-31T16:29:34Z
Subject CN = B-Trust Operational Advanced CA

ou = B-Trust

0= BORICA AD

Organizationldentifier(2.5.4.97) INTRBG-201230426

C= BG
Public key - RSA(4096 Bits)
Subject Key Identifier - 07 dc aa 30 76 98 b7 85 4b 6d 03 18 c8 e3 cd a7 7b 36 82 ef
Authority Key Identifier |KeyID = 88 db 42 ed 89 05 32 Oc 72 27 Oc 46 1b e1 c6 09 5e ec c9 21
Issuer Alternative Name |URL = http://www.b-trust.org
Basic Constraints Subject Type = CA
(critical) Path length Constraint = 0

Certificate Policies

[1]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.15862.1.7.1

[1,1]Policy Qualifier Info:

Policy Qualifier Id=CPS
Qualifier:
http://www.b-trust.org/documents/cps

[2]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.15862.1.7.1.1
[3]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.15862.1.7.1.2
[4]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.15862.1.7.1.3
[5]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.15862.1.7.1.4
[6]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.15862.1.7.1.5
[7]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.15862.1.7.1.6
[8]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.15862.1.7.1.7
[9]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.15862.1.7.1.8

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL= http://crl.b-trust.org/repository/B-TrustRootACA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
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Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)

Alternative Name:

URL=http://ca.b-trust.org/repository/B-
TrustRootQCAOCSP.cer

Key Usage (critical)

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

Thumbprint (Sha1)

2d 11 f1 fb 79 b9 46 0a d5 e7 04 bf 36 18 8d a6 b6 e8 d8 c4

Thumbprint (Sha256)

e7 42 69 82 c0 26 4b 78 6b 94 25 ce 45 f3 63 58 7f 34 83 4f a3
4a 6a 7f fd d5 05 67 41 76 ad 0d

Ha ocHoBaHne PernameHTt 910/2014 enekTpoHHUTE ne4yaTu Ha [ocTaBuuMka, KOUTO ca

npuaopyxeHum oT Te3n onepaTtnBHN yaooCTtoBEepeHUA Cca KBaJ'II/Id)VIU,I/IpaHI/I.

nHdpacTpykTypata Ha B-Trust.

"BOPUKA" AL,

26 Anpun 2022 r.

[locTaBuUMKLT MOXe [a WHCTanuMpa W noaabpxa ApYrM onepaTUBHW YOOCTOBEPEHUS B

CTtp. 26 ot 87




O6woa0CTLNEeH JOKYMEHT

MPAKTUKA NP NPEOOCTABAHE HA KBAITUOULUPAHU YOOCTOBEPEHUA
N YOOCTOBEPUTENHU YCNYTU OT ,,BOPUKA" Al

YnocTtoBepeHud Ha OCSP cbpBbpy Ha [JocTaByMKa

B-Trust Root Qualified OCSP Authority

Mone ATpubyTtn 3Ha4yeHue/CTorMHOCT
Version - V3
Serial number - 03
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Root Qualified CA
ou = B-Trust
= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Validity from - 2022-04-21T14:49:02Z
Validity to - 2027-04-21T14:49:02Z
Subject CN = B-Trust Root Qualified OCSP Authority
Oou= B-Trust
= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Public key - RSA(2048 bits)
Subject Key Identifier - 34 3184 22 6534 4146 e00d 03 2a 9f a1 0a 29 42 93 7b 5¢
Authority Key Identifier |KeyID = f2 84 ee 2e 35 fe f0 fa d8 50 50 b0 9c 48 89 ea 5a 2f d9 ab
Issuer Alternative Name |URL = http://www.b-trust.org
Subject Alternative URL= http://ocsp.b-trust.org
Name
Basic Constraints Subject Type = End Entity
Path length Constraint = None

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-TrustRootQCA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0n-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustRootQCAOCSP.cer

Key Usage (critical)

Digital Signature, Non-repudiation

Enhanced Key Usage

OCSP Signing (1.3.6.1.5.5.7.3.9)

OCSP No Revocation |- 05 00
Checking
Thumbprint (Sha1) d2 87 af f7 b5 aa b4 7b 6e Oc a1 a1 99 86 da 82 62 a9 b9 5f
Thumbprint (Sha256) 99 49 df ¢5 19 04 84 b0 d8 38 44 85 5c e7 34 09 b1 49 fe 5¢
20422517 81¢c10c5f83 140 7c
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B-Trust Qualified OCSP Authority

Mone ATpubyTH 3Ha4yeHune/CTonMHOCT
Version - V3
Serial number - 23 C3 46 00
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Operational Qualified CA
Oou= B-Trust
= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Validity from - 2022-04-21T15:45:58Z
Validity to - 2027-04-21T15:45:58Z
Subject CN = B-Trust Qualified OCSP Authority
ou= B-Trust
= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Public key - RSA(2048 bits)
Subject Key Identifier - be €5 83 42 fa 25 a5 58 4a 39 a5 0f 42 ea ef f4 42 05 95 2e
Authority Key Identifier |KeyID = 27 cf 08 43 04 f0 c5 83 37 67 81 17 4d fc 05 e6 db 65 8b b0
Issuer Alternative Name |URL = http://www.b-trust.org
Subject Alternative URL= http://ocsp.b-trust.org
Name
Basic Constraints Subject Type = End Entity
Path length Constraint = None

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-
TrustOperationalQCA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustOperational QCAOCSP.cer

Key Usage (critical)

Digital Signature, Non-repudiation

Enhanced Key Usage

OCSP Signing (1.3.6.1.5.5.7.3.9)

OCSP No Revocation - 0500
Checking
Thumbprint (Sha1) 87 58 €8 62 72 be 7b 24 c3 12 ec 22 65 f3 f9 d6 aa a5 35 1b
Thumbprint (Sha256) ad 92 1e6310c076 28 77 41 fa 37 66 b8 74 fb f3 71 f8 91 2a
94 c4 91 fa 30 b5 e5 fa 0a 9f 68
"SOPUKA" Afl, 26 Anpun 2022 r. Crp. 28 ot 87



http://www.b-trust.org/

O6woa0CTLNEeH JOKYMEHT

MPAKTUKA NP NPEOOCTABAHE HA KBAITUOULUPAHU YOOCTOBEPEHUA
N YOOCTOBEPUTENHU YCNYTU OT ,,BOPUKA" Al

B-Trust Root Advanced OCSP Authority

Mone ATpubyTHn 3HayeHue/CToOMHOCT
Version - V3
Serial number - 03
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Root Advanced CA
ou = B-Trust
O= BORICA AD
Organizationldentifier(2.5.4.97) [INTRBG-201230426
C= BG
Validity from - 2022-04-21T14:52:472
Validity to - 2027-04-21T14:52:472
Subject CN = B-Trust Root Advanced OCSP Authority
Oou = B-Trust
0= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Public key - RSA(2048 bits)
Subject Key Identifier - Oa fe c2 5d 35 50 0a e1 00 2a c9 a7 09 2a Oa 4c fO c5 cf 41
Authority Key Identifier |KeyID = 88 db 42 ed 89 05 32 Oc 72 27 Oc 46 1b e1 c6 09 5e ec c9 21
Issuer Alternative Name [URL = http://www.b-trust.org
Subject Alternative URL= http://ocsp.b-trust.org
Name
Basic Constraints Subject Type = End Entity
Path length Constraint = None

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-TrustRootACA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0n-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustRootACAOCSP.cer

Key Usage (critical)

Digital Signature, Non-repudiation

Enhanced Key Usage

OCSP Signing (1.3.6.1.5.5.7.3.9)

OCSP No Revocation |- 05 00
Checking
Thumbprint (Sha1) c8 a5c0 14 dd 06 16 b0 01 9b fb 91 da d2 d2 88 c2 97 3e a9
b0 22 50 cc 6b 54 41 19 cc 28 38 ad 92 30 d9 64 b5 f6 46 c6 84
Thumbprint (Sha256) c2 a7 cc 5¢c a7 de e1 b4 34 39 1d
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B-Trust Advanced OCSP Authority

Mone ATpubyTHn 3HayeHue/CToOMHOCT
Version - V3
Serial number - 29 B9 27 00
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Operational Advanced CA
ou = B-Trust
O= BORICA AD
Organizationldentifier(2.5.4.97) [INTRBG-201230426
C= BG
Validity from - 2022-04-21T15:28:49Z
Validity to - 2027-04-21T15:28:49Z
Subject CN = B-Trust Advanced OCSP Authority
Oou = B-Trust
0= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Public key - RSA(2048 bits)
Subject Key Identifier - 30 9c 5 49 43 6¢ af 46 3d 6f eb 5e ad 2e 55 06 de 6 30 de
Authority Key Identifier |KeyID = 07 dc aa 30 76 98 b7 85 4b 6d 03 18 c8 e3 cd a7 7b 36 82 ef
Issuer Alternative Name [URL = http://www.b-trust.org
Subject Alternative URL= http://ocsp.b-trust.org
Name
Basic Constraints Subject Type = End Entity
Path length Constraint = None
CRL Distribution Points [1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-TrustRootACA.crl
Authority Information [1] Authority Info Access
Access Access Method=0n-line Certificate Status Protocol

(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustOperationalACAOCSP.cer
Digital Signature, Non-repudiation
OCSP Signing (1.3.6.1.5.5.7.3.9)

Key Usage (critical)
Enhanced Key Usage

OCSP No Revocation |- 05 00
Checking
Thumbprint (Sha1) 7¢ 58 b5 7f 52 cc ae 79 2 94 62 9e 09 cf 08 35 31 2d cb 94
41 b8 28 6e ef 2c 47 74 11 5f ad 96 a9 82 24 35 a8 30 17 b1 ae
Thumbprint (Sha256) 3b b0 33 b6 8c 82 2a 47 5¢ c0 03

1. YpoctoBepeHueto Ha OCSP cbpebpa Ha [JoctaBunka ,B-Trust Root Qualified OCSP Authority" e
KY 3a HeroBus nybnuuyeH krtod, nognevataHo ¢ 6asoBust YacteH kntod Ha YO ,B-Trust Root
Qualified CA*“ Ha JocTtaBumka. C 4yacTHMA ko4 Ha asownkarta kno4voBe Ha OCSP cbwpebpa ,B-
Trust Root Qualified OCSP Authority" [loctaBunkbT nogneyaTsa pesynrtata OT npoBepkaTa B
peanHo Bpeme Ha ctatyca Ha npegcraseHu KY, nsgagenu ot YO ,B-Trust Root Qualified CA".

2. YpoctoBepeHneto Ha OCSP cbpBbpa Ha JocTtaBuuka ,B-Trust Qualified OCSP Authority" e KY
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Ha HeroBusa nNybnuueH KN4, NOAMEeYaTaHo C YacTHWUS KMy Ha onepaTtmBHua YO “B-Trust
Operational Qualified CA" Ha [JoctaBunka. C 4yacTHMS KIOd Ha ABoukata knodvoBe Ha OCSP
cbpBbpa ,B-Trust Qualified OCSP Authority" [JocTtaBuvMkbT nognevatBa pesynrtata oT
npoBepkata B peanHo BpemMe Ha crtatyca Ha npeactaBenun KY, msgagenm ot YO “B-Trust
Operational Qualified CA".

YaoctoBepeHneto Ha OCSP cwpebpa Ha [JoctaBunka ,B-Trust Root Advanced OCSP Authority"
e KY 3a Heroeusa nybnudyeH ko4, nogneyataHo ¢ 6a3oBust yacteH knod Ha YO ,B-Trust Root
Advanced CA* Ha [JoctaBumka. C 4yacTHMA KoY Ha ABovikaTa kntodoBe Ha OCSP cbpBbpa ,B-
Trust Root Advanced OCSP Authority" [JocTaBunkbT nogneyaTtsa pesynrtaTa OT npoBepkata B
peanHo BpemMe Ha ctatyca Ha npegcraseHu KY, nsgagenu ot YO ,B-Trust Root Advanced CA”
YpoctoeepeHneto Ha OCSP cbpebpa Ha JocTtaBunka ,B-Trust Advanced OCSP Authority" e KY
Ha HeroBusa nNybnuyeH KN4, NOAMNeYaTtaHo C YacTHWUS Koy Ha onepaTtmBHua YO “B-Trust
Operational Advanced CA" Ha [ocTtaBumka. C yacTHMS KoY Ha ABoKkaTa krntoyose Ha OCSP
cbpebpa ,B-Trust Advanced OCSP Authority" [JocTtaBumkbT nognedarBa pesynrtata oT
npoBepkata B peanHo BpemMe Ha crtatyca Ha npeactaBenun KY, msgagenm ot YO “B-Trust
Operational Advanced CA".

EnekTpoHHUTE NneyaTn Ha [locTaB4ymka, KOMTO ca NPUAPYKEHM OT Cy>XeOHUTE yO0CTOBEPEHMS HA
OCSP cbpebpute Ha docTtaBumka ca KElMeuaTu.

1.5.3 YpocTtoBepeHusi Ha Apyru onepaTuBHU OpraHu

1.

HocTtaBunkbT MOXe Aa nsgasa onepatuBHu KY Ha gpyrn YO B MHpacTpykTypaTta Ha B-Trust,
KakTo 1 Ha apyru [loctaBumum, Korato nocriegHuTe:

e OCblUecTBABAT [OEWHOCT W3BbH MNpaBHO pernameHtpaHata B 3EOEYY, c¢ uen
YHKUMOHMPAHE KaTo LOCTaBuUK;

e B3aMMHO YygocToBepsiBaT NyonuyHMTE OMnepaTMBHM KOYOBE C Orfieq MoBULWIABaHE Ha
AO0BEPUETO B NpeaoCTaBAHUTE yAOCTOBEPUTENHN ycnyrn (Kpoc-cepTudnumpaHe);

e OCbLlecTBSIBAT NpaBHO pernameHTupaHa genHoct Ha [KYY cernacHo 3EAEYY .

N3naBaHeTO Ha Te3n yaoCTOBEPEHNS Ce OCbLLEeCTBSABa Ha Ga3aTta Ha KOHKpeTHa AOroBOPEeHOCT
CbC CbOTBETHUTE AOCTaBYULIN.

YnoctoBepeHueTo Ha YO ,B-Trust Qualified Time Stamp Authority“ e npegcraseHo B otgeneH
AoKymeHT lMonuTtuka m MNpaktuka 3a npegoctasaHaTta ot ,6bOPUKA® ALl kanuduumpaHa ycnyra
3a nsgaBaHe Ha KBanuduumpaHm enekTpoHHM BpEMEBK NeYaTu” Ha TO3M opraH.

1.5.4 KBanudmumpaHum yaoctoBepeHus 3a lNotpedbutenu n npunoxmmocTt

1.5.4.1 KBanucdmumpaHm yaoctoBepeHus 3a KBanupuumpaH eneKTpoHeH noanuc

1.

HoctaBunkbT m3gaBa KYKEIM u KY 3a o6nadeH KEI B 3aBucumoct ot [lloTpebutenute,
NPUIIOXKHOTO Nore 1 NpeaHasHaYeHne Ha enekTPOHHUS NoAMNNC, KakTo cneBa:

MepconanHo KYKEI ,B-Trust Personal Qualified Certificate QES";

MepconanHo KY 3a obnaveH KEI ,B-Trust Personal Qualified Certificate CQES”;
MpodecunonanHo KYKEI ,B-Trust Professional Qualified Certificate QES";
MpodecunonanHo KY 3a obnaven KEI ,B-Trust Professional Qualified Certificate CQES”.

Mpaktukata n MNonutukata Ha [JoctaBunka 3a Te3m KY onpenensat npouenypute, dpopmata m
N3NCKBaAHUATa 3a CUFYPHOCT, MPUIIOXMMU Npy nsgasaHe u usnonssaHe Ha KYKEN wn KY 3a
obnayeH KEIN. CvotBeTHUTEe Monutukn n npocdpunute Ha KY 3a KEIN u 3a obnayeHn KEI ca
eHaKBW.

HoctaBunkbT nsgasa KYKET n KY 3a obnadeH KEIN camo Ha MoTpebutenu - ousnyeckun nuua.
MepconanHo KYKEI ,B-Trust Personal Qualified Certificate QES" n KY 3a obnauveH KEI ,B-Trust
Personal Qualified Certificate CQES" ce nsgasa nepcoHanHo Ha cduanyecko nuue (Tutynsap).
MpodecnonanHo KYKEI ,B-Trust Professional Qualified Certificate QES" u KY 3a obnadeH KEI
,B-Trust Personal Qualified Certificate CQES" ce usgaBa Ha dwmsmyecko nuue (Tutynsp),
npeacTaBnsaBaLlo PUANYECKO nuue Mo cunata Ha 3akoHa Unu ynbrnHOMOLLLaBaHe.
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WNckaHeTo 3a pernctpaumnsa n nsgasaHe Ha Te3n KYKEI ce npaBu otaaneyeHo (No enekTpoHeH
cnocob) mnu nokanHo (Ha macto) B PO/MPC, kaTo npouegypaTta no vaeHTUdukauma ypes
yCTaHOBSIBaHe Ha camofnn4yHocTTa Ha [loTpebuTtensa mMauckea NUYHO NPUCHCTBUE WUMN U3PUYHO
ynbfHOMOLWaBaHe OT cTpaHa Ha [loTpebutens-Tutynsp. lNMpoBepsiBa ce U MOEHTUYHOCTTA Ha
NpeAacTaBnsiBaHOTO fuUe, PECNeKTUBHO Ha YMbIIHOMOLLEHOTO (bM3M4ecko nuue (ako uma
TakoBa). VpoeHTudukaumoHHaTa npouegypa M npoueaypute nNpu reHepupaHe Ha gBonkarta
KntodoBe, npu usgaeaHe u npegoctasaHe Ha KYKEI u KY 3a obnayven KEI Ha MNoTtpebutens
rapaHTupaTt Han-BUMCOKO HMBO HA CUIYPHOCT Ha YAOCTOBEPEHWUTE AaHHM B YAOCTOBEPEHUETO U
Bpb3KaTta UM C NyONYHUS KITHOu.

KYKEM ,B-Trust Personal Qualified Certificate QES" n ,B-Trust Professional Qualified Certificate
QES" 1 cboTBETCTBALLNUTE MM YACTHU KINOYOBE Ce reHepupaT, CbXpaHaBaT U NPeaocTaBAT Ha
MoTtpebutena-Tutynap 3agbmkmutenHo Ha B-Trust QSCD.

KY 3a obnauyeH KEI ,B-Trust Personal Qualified Certificate CQES" n ,B-Trust Professional
Qualified Certificate CQES" n cboTBeTCTBALLNTE MM YACTHU KITOHOBE Ce reHepupar, CbxpaHasat
n nonaeat ot oTpebutens-Tutynap 3agbkutenHo Ha HSM B RQSCD Ha nnaTtdgopmara 3a
obnayeH KEI Ha JocTaBuunka

CpokbT Ha BanugHocT Ha KYKEI n KY 3a O6bnadveH KEI e 1(egHa) unu 3(Tpun) roguMHn, CHMTaHO
OT gaTtarta Ha usgaBaHe 1 ce onpenens B gorosopa 3a KYY.

1.5.4.2 KBanucpuumpaHm yaoctoBepeHUs 3a yCbBbPLUEHCTBAH €IeKTPOHEH noanuc

1.

B w

8.

HocTtaBunkbT nsgaea asa suga KYYEIN B 3aBucnmocTt oT NoTpebutennte, NpUnoXHOTO none u
npeaHasHavyeHne Ha enekTPOHHMA NoANUC, KaKTo cneaga:

e nepcoHanHo KYYEI ,B-Trust Personal Qualified Certificate AES";

e npodecuonanHo KYYEI ,B-Trust Professional Qualified Certificate AES".

Mpaktukata u MNonutukata Ha [JoctaBunka 3a Te3n KY onpenenat npouenypute, dpopmata u
N3NCKBaAHNATA 3a CUTYPHOCT, MPUNOXMMUK NpU nsgasaHe n nsnonasaHe Ha KYYET.

HocTtaBunkbT nsgasa KYYEI camo Ha Motpebutenu - pmnsmnyeckn nuua.

MepconanHo KYYEI ,B-Trust Personal Qualified Certificate AES" ce unsgaBa nepcoHanHo Ha
duraundecko nuue (Tutynap).

MpodecnonanHo KYVYEN ,B-Trust Professional Qualified Certificate AES" ce u3gaBa Ha
dusnyecko nuue (Tutynap), NpeacTaBnsiBalLo HPUOMYECKO NMUe MO curaTa Ha 3akoHa unu
ynbSIHOMOLLLABaHe.

WckaHeTo 3a peructpauusa n nsgasaHe Ha Te3n KYYEI ce npaBu otganeyeHo (No enekTpoHEH
cnocob) mnu nokanHo (Ha mscto) B PO/MPC, kato npoueaypaTta no naeHTudumkaumsa ypes
yCTaHOBsIBaHE Ha camonu4YyHocTTa Ha [oTpebuTtensa mM3uckBa NMUYHO NPUCHCTBUE WUIN U3PUYHO
ynbflHOMOLWaBaHe OT cTpaHa Ha [MoTpebutens-Tutynsp. lNMpoBepsiBa ce U MOEHTUYHOCTTA Ha
NpeAcTaBnsiBaHOTO NALE, PECNEKTMBHO HA YMbSIHOMOLLLEHOTO (PU3NYECKO NnLIE (aKko MMa TakoBa).
NaoeHTudumkaumoHHaTa npoueaypa v npoueaypuTe Npu reHepupaHe Ha gBovikaTa KIodoBe npu
n3gaBaHe n npegoctaBdaHe Ha KYYEI Ha [lMotpebutens rapaHTupaT 3HA4YMTENTHO HMBO Ha
CUIYPHOCT Ha YAOCTOBEPEHUTE JAHHWN B YAOCTOBEPEHMNETO U Bpb3Kata UM C MNyONMYHNA KITHO.
KYYEI ,B-Trust Personal Qualified Certificate AES" n ,B-Trust Professional Qualified Certificate
AES" n cboTBeTCTBaALLUTE MM HYaCTHM KIMKOYOBE Ce reHepupar 4Ypes cneunannsvpaH, yTBbpaeH oT
[ocTtaBunka codpTyep 1 ce cbxpaHsiBaT U NpefocTaBsaT Ha [oTpebuTtens-Tutynap Ha copTyepeH
TOoKbH B-Trust SCT (PKCS#12 kpuntodpann).

CpokbT Ha BanugHocT Ha KYYET e 1(egHa) rogmHa, cHMTaHo OT AataTta Ha n3gaBaHe.

1.5.4.3 KBanudumumpaHo yaoctoBepeHue 3a efieKTpoOHeH neyar

1.

JocTtaBunkbT u3gaBa gBa Buaa KYEleyaT B 3aBUCMMOCT OT NPUMOXKHOTO none i
npegHasHadeHne Ha eneKkTPOHHMS Nneyar, KakTo crneqga:
o KanudguumpaHo ygoctoBepeHue 3a ksanuduumpax ElMevat “B-Trust Organization Qualified

"BOPUKA" ALl, 26 Anpun 2022 . Ctp. 32 ot 87



O6woa0CTLNEeH JOKYMEHT
NMPAKTUKA NP NPEOOCTABAHE HA KBANTMOULMPAHU YOOCTOBEPEHUA
N YOOCTOBEPUTEJIHU YCIIYTU OT ,,BOPUKA“ A

10.

11.

Certificate QESeal” (KYKEleuarT);
e KeanuduumpaHo ygoctoBepeHue 3a ycbBbpLueHcTBaH lNeyar ,B-Trust Organization Qualified
Certificate AESeal” (KYYElNeuar);
MpaktukaTta n MNonutukaTta Ha [ocTtaBumka 3a Tesn KY onpepensart npouenypute, dopmarta u
N3NCKBaAHUATA 3a CUIYPHOCT, MPUMOXMMN Npu n3gasaHe n nsnonssaHe Ha KYElevar.
HocTtaBunkbT n3gasa KYEleyaT camo Ha NoTpebuten—topugmyecko nuue (Covsgaten).
WckaHeTo 3a perncTtpauus n nsgasare Ha tesu KYEleuat ce npaBu otganeyeHo (No enekTpoHeH
cnocob) nnu nokanHo (Ha mscto) B PO/MPC, kato npouegypaTta no uaeHTudukaums ypes
yCTaHOBSIBaHE Ha CamMoONU4YHOCTTa Ha [loTpebuTtena mMauckea NUYHO NPUCHCTBUE UM U3PUYHO
ynbfIHOMOLaBaHe oT cTpaHa Ha NoTpebutena-Cb3gaten. NpoBepsiBa ce U MOEHTUYHOCTTA Ha
IOPNONYECKOTO NnLE, PECMEKTUBHO HA YMbIHOMOLLEHOTO (PM3NYECKO Nuue (ako uma Takosa).
WpeHTudukaunmoHHata npouenypa u npu wmsgaesaHe u npepoctaBaHe Ha KYEleyaT Ha
MoTpebutensa rapaHTMpaT HaW-BMCOKO HMBO Ha CUIYpPHOCT Ha YyOOCTOBEPEHUTE AaHHM B
yOOCTOBEPEHNETO M Bpb3KkaTa MM C NyONUYHMA KoY.
Mpouenypata npu reHeprpaHe Ha aBonkata kntovose 3a KYKEleuaT nsnonasa B-Trust QSCD u
rapaHTMpa Han-BMCOKO HMBO Ha CUFYPHOCT. YaCTHMAT KIOY Ce CbXpaHsiBa M NpefoCTaBAT Ha
Cb3paTens 3agbimkutenHo Ha B-Trust QSCD.
Mpoueayparta npu reHepmpaHe Ha ABonkaTa krtovose 3a KYYEleyat nsnonasea cneumannanpaH
codpTyep, yTBbpAeH oT [locTaBuynka 1 rapaHTUpa 3Ha4YMTENHO HUBO Ha CUIYPHOCT. YaCTHUAT KoY
ce cbxpaHsBa n npegoctassa Ha Cwagatend Ha B-Trust SCT (PKCS#12 kpuntodpainn).
KYEleyaT HAMa 3Ha4YeHMeTO Ha enekTPOHEH NoAnuc U ce M3Mnon3Ba caMo Aa aBTeHTuduumpa
N3TOYHWUKA N UHTErpuTeTa Ha eneKTPOHHUSA AOKYMEHT UK U3sSBMEHME.
KYEleyaTt moraT fa ce n3nonaeart oLe Npu 3awmTeHO U KPUNTMPAHO M3npaLlaHe Ha eNeKTPOHHM
CbOOLLUEHNST M 3alUTEHM U KPUNTUPaAHM KOMYHMKAUWMWM, OOCTbM A0 WMHGOPMAaLMA WU OHMaWnH
TPaH3aKLMM U3NCKBALLN HaN-BUCOKO UMW 3HAYUTENHO HMBO Ha CUMYPHOCT.
CpokbT Ha BanuagHocT Ha KYKEleuat e 1(egHa) wnun 3(Tpu) rognHn, cyMtaHo OT gartarta Ha
n3gaBaHe U ce onpeaens B goroesopa 3a KYY.
CpokbT Ha BanuaHocT Ha KYYEleuat e 1(egHa) rogmMHa, cuntaHo OT gatata Ha u3gaBaHe U ce
onpenens B gorosopa 3a KYY.
B cvoTtBeTcTBME ¢ PernameHT 910/2014 EC, KYEleuaT He cneaBa ga ce 1M3nonaea U npunara
KaTo enekTpoHeH noanuc Ha topuandecko nuvue. KoraTo 3a gageHa TpaHcakuus ce M3uckBa
KBanuuuupaH enekTpoHeH neyaT OT PUAMYECKO Nuue, KBanUUUUPAHUAT erneKkTPOHeH
noanuc Ha YMbSIHOMOLLIEHMSA NPEACTaABUTESN Ha IOPUANYECKOTO fMLE Ce NpuemMa PpaBHOCTOMHO.

1.5.4.4 KBanudumumpaHo yaoctoBepeHue 3a aBTEHTUYHOCT Ha yebcaunTt

1.

JocTaBunKkbT M3gaBa KBanMdUUMpPaHW YOOCTOBEPEHUS 3a aBTEHTUYHOCT Ha yebcanT, KakTo

cnepga:

o KBanuduumpaHo yaocToBepeHne 3a aBTEHTUYHOCT Ha yebcanT (gomeniH) ,B-Trust Domain
Validation SSL Certificate” (B-Trust DVC SSL);

o KpanuduumpaHO yOoOCTOBEpPEHME 3a aBTEHTMYHOCT Ha yebcanT (opraHusaums) ,B-Trust
Organization Validation SSL Certificate” (B-Trust OVC SSL).

Monutnkata Ha [ocTaBumka 3a Te3u YAOCTOBEpeHMs onpefens npoueaypata, dopmarta u

N3NCKBaHWSATA 3@ CUTYPHOCT, NPUNOXUMU NPU U3gaBaHe N M3MNOM3BaHe Ha yAOCTOBEPEHUSATa 3a

aBTEHTUYHOCT.

[ocTaBuMKBLT M3gaBa yaoCTOBEPEHUS 3a aBTEHTMYHOCT Ha yebcanT Ha NoTpebuTten—dunsmnyecko

UNn 1PUONYECKO Nnue.

NckaHeTo 3a peructpauusa M msgaBaHe Ha Te3n yOOCTOBEPEHMS Ce NpaBu oTaaneyeHo (no

enekTpoHeH cnocob) nnu nokanHo (Ha macto) B PO/MPC, kaTo npoueaypaTa no ngeHtugpukaumns

Yype3 yCTaHOBSABAHE Ha CaMOMMYHOCTTa Ha (OU3MYECKOTO /U Ha IOPUANYECKOTO NULE N3NCKBA

NINYHO NPUCBCTBME UIM U3PUYHO YMbITHOMOLLLABaHe OT cTpaHa Ha lNMoTpebutens. MNposepsBa ce

N MOEHTUYHOCTTA Ha IPUANYECKOTO NULE, PECNEKTUBHO HA YMbAHOMOLEHOTO (PM3N4EeCKo nuue
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10.

(ako nma TakoBa) M ce U3NbIHABA NPOBEpKa Ha NpeAcTaBeHUTe AaHHU 3a HaMMeHOBaHue Ha
AOMEVH, U3NCKyeMn eneMeHTH 3a agpeca U peructpaumoHeH Homep (B NyGnu4HUTE perncTpum).
MpoeHTudukaumoHHata npouegypa npu msgasaHe W NpefocTaBAHE Ha YAOCTOBEpeHue 3a
aBTEHTUYHOCT Ha yebcaWT rapaHTMpaTr BWCOKO WU 3HAYUTENHO HMBO Ha CUIYPHOCT Ha
yAOCTOBEPEHNTE JaHHU B YAOCTOBEPEHMNETO U Bpb3KaTa UM C NyBGIUYHUS KITHOY.

Mpouenyparta npu reHepupaHe Ha gsonkaTta kntodose 3a KY B-Trust DVC SSL u B-Trust OVC
SSL usnonsea cneunanuanpaH codTtyep, YTBbpAeH OT [JocTaBuMKa M rapaHTupa 3Ha4uTenHo
HMBO Ha CUIYPHOCT. YaCTHMAT KoY ce CbXpaHsiBa 1 npegocTass Ha NoTpebutenst Ha NpeHocMM
codptyepeH TokbH (PKCS#12 kpuntodhainn).

CpokbT Ha BanugHocT Ha KY B-Trust DVC SSL n B-Trust OVC SSL e 1(egHa) unn 825 aHw,
cuMTaHoO OT JaTaTa Ha u3gaBaHe 1 ce onpeaens B JOroBopa 3a yaoCTOBEPEHUATA.
YpoctoBepenue B-Trust DVC SSL cnyxu ga vageHtudmumpa nputexaTtensa Ha AoMenHa, KOUTo
XocTBa yebcanTa, KaTo rapaHTupa 3Ha4uMTeNHO HMBO Ha CUrYpPHOCT 3a knuneHTa ¢ 6pay3bpa. ToBa
yoocTtoBepeHme mMoxe fa cbabpxa ,Wildcard” (*) 3a nmeTto Ha xocTa (Hanpumep, *.b-trust.bg).
M3paBa ce B cboTBeTcTBME ¢ nonutuka DVCP B ETSI EN 319 411-1.

YpoctoBepeHnve B-Trust OVC SSL cnyxu ga ugeHTudumumpa nputexaTtens Ha AOMerHa U
akpeguTaumsaTa Ha opraHmMsauusitTa, KaTo rapaHTUpa 3Ha4YMTENHO HMBO Ha CUIYPHOCT 3a KWeHTa
c bpaysbpa, Yye canTa KOWTO AOCTbMNBa NPUHAANEXN HA OopraHu3auusTa, naeHtTuduumpaHa B
yaooctoBepeHneto. ToBa ygoctoBepeHne moxe aa cbabpxka ,Wildcard” (*) 3a umeTto Ha xocTa
(Hanpumep, *.b-trust.bg). N3naBa ce B cboTBeTcTBME € nonuTtukata OVCP B ETSI EN 319 411-1.

1.5.4.5 KBanudvumpaHu yaocrtoBepeHus 3a [loctaBuUMLMN Ha NNATEXHU YCIyru

1.

JocTtaBumKbT n3gaBa kBanuduLumMpaHn yaocToBepeHns Ha [ocTaBumLmM Ha NnaTexHu ycrnyru no

PSD2, kakTto cnepaBa:

e KVYleuatr PSD2 (QSealC PSD2) - KsanuduumpaHo ygoctoBepeHue 3a EnektpoHeH lMevat
(Ha nnaTtexHa uHcTUTyumna) 3a PSD2;

e KYYeb PSD2 (QWebC PSD2) KsanuuumpaHo yaocToBepeHne 3a aBTEHTUYHOCT Ha yebcanT
(Ha nnaTexHa nHcTuTyums) 3a PSD2.

Tesn YAOOCTOBEPEHUA WMMAT Xapaktep Ha KBaJ'II/ICbI/ILlI/IpaHI/I yYAOCTOBEPEHNA MO CMUCHIIA Ha

2.

PernameHTt 910/2014.

Monutukata Ha [ocTaBuMka 3a Te3n y[4OCTOBEPEHMs onpedens npoueayparta, dopmara u
N3NCKBaHWNSTA 3@ CUTYPHOCT, NPUNOXUMWN NMPU 13gaBaHe U M3MNos3BaHe Ha yaOCTOBEpPEHUsaTa oT
[ocTtaBununTe Ha NNATEXHU YCNyru.

[ocTaBunKbT n3gaBa Te3mn kBanudmumpaHn yaoctoBepeHms camo Ha MNotpebutenu- topuanyeckm
nuua, KouTo ca [loctaBumLm Ha nnaTexHn ycnyri no PSD2.

3a n3gaBaHe Ha Te3n yaocToBepeHusa ce nanckea nmyHo npucecteue npeg PO/MPC B B-Trust
Ha ,BOPUKA® Al Ha ynbrnHoMOLLeHO OT [locTaBumka Ha nnaTexHarta ycnyra omsn4ecko nuue 3a
NpoBepKa Ha MAEHTUYHOCTTA Ha PUOANYECKOTO NMLE U HAa CaMOMMYHOCTTA Ha YNMbHOMOLLEHOTO
OT Hero nuue.

Mpouenypata no uaeHtudukauus B PO/MPC Bkno4yBa npedcTaBsHe Ha AokasaTencrea 3a
MOEeHTUYHOCTTa M aBTopM3aumaTa Ha [locTaBunKa Ha NNaTEXHUTE YCyrn U Ha MOEHTUYHOCTTA Ha
YNbSIHOMOLLLEHOTO NMLE N TXHATa NpoBepKa.

[ocTaBuymnk Ha nnaTexHa ycnyra Moxe cam [a reHepupa ABOWKaTa Kr4oBe 3a CbOTBETHOTO
yOOCTOBEPEHME KaTo m3nonsea yTebpaeH ot ,6OPUKA® ALl unn apyr nuueHsnpaH codTyep ¢
€KBMBaNEHTHO HUBO Ha CUIYPHOCT, KOUTO € CbBMECTUM C MH(PpacTpykTypaTa Ha B-Trust.

Korato gBorkaTa kntodoBe ce reHepupa B ,BOPUKA® ALl, u3agageHnte ygoCTOBEPEHMST Ha
[ocTaBumnka Ha nnaTexHa ycnyra, ygoctopepsBawm nyornMyHUTe KroyoBe CbOTBETCTBALLM Ha
yacTHUTE TakuBa, Ce 3anucsBaTt B npeHocumun kpuntorpadckm coptyepHn TokbHM (PKCS#12)
3aegHo cbC cnyxkebHute ypoctoBepeHna Ha [OKKY wn ce npepoctaBAT Ha [JocTaBumka Ha
nnaTtexHara ycnyra.

CpoKkbT Ha BanMAHOCT Ha KBanuduumpaHuTe yoocToBepeHus Ha [locTaBuvuM Ha nnaTexHu
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ycnyrm no PSD2 cboTBeTcTBa Ha CpOoKa Ha BalimgHOCT Ha CbOTBETHUTE CTaHOApPTHU
KBaJ'IVI(bI/IU,I/IpaHVI yOooCTOBEPEHUA 3a nedaTt h aBTEHTUYHOCT Ha ye6cal7|T (OpFaHVISaLl,I/IFI).

1.5.5 lpeaHasHa4vyeHne Ha KBanucuumpaHuTe yaoctoBepeHus 3a NMotpedburtenn

1.

10.

11.

N3papeHuTe ot JoctaBunka KY Ha MoTtpebutenu ce nanonsear no npegHasHadeHne cbobpasHo
cboTBETHUTE [NoNUTHKK 3a Te3n ygoctoBepeHus. [loctaBumkbT MMa obuwa (egHaksa) MonuTtuka
3a KYKET n 3a KY 3a obnayeH KET.

Bcsiko KY cbabpka KaTo pekBM3WT norne 3a npegHasHavyeHme Ha yoocToBepeHNETo. PekBuantoT

ce ngeHtndpmumpa kato "Key Usage" B cbotBeTctBnEe ¢ RFC 5280 1 moxe ga ce nsnonaear ¢

eHO UNN eJHOBPEMEHHO C HAKOJSIKO OT CredHuTe npeaHasHadYeHus:

e uudpoBo noanuceaHe (digitalSignature) - pa ocurypu BB3MOXHOCT 3a LMPPOBO
noanuceaHe/noaneyaTBaHe Ha €neKTPOHHO M3ABMEHWE WKW Ha CbAbpXaHWe U HeroBaTa
npoBepKa;

e [a aBTeHTUduumpa [lMoTpebutena kato TuTynsp Ha nognuMca unvM ga asTeHTMdUumMpa
n3toyHuka (Cbagatens) n MHTerpuTeTa Ha nognedyaraHuTe JaHHU U Ha U3SIBITIEHUETO;

e HeoTMeHMMOCT (nonRepudiation) - ga ocurypy BB3MOXHOCT 3a MOCneABalo [oKa3BaHe
cnpsmo MoTpebutensa Ha hakTa Ha nognucBaHe/noaneyaTBaHe Ha eNeKTPOHHO U3SBMEHME
UNKN Ha CbabpPXXaHNe 1 Ha HEBBL3MOXXHOCT 3a OTKa3 OT MNONOXEHUSA eNEKTPOHEH nognuc/neyar,

e KpunTupaHe Ha knio4voBe (keyEncipherment) - ga kpuntupa w/unu gekpuntupa Knio4voBe,
N3Mnon3BaHn Npu WnpPoBaHe Ha AaHHY;

e KpunTMpaHe Ha AaHHu (dataEncipherment) - ga kpunTupa u/unu gekpunTnpa AaHHW.

Upes peksusnt ,Extended Key Usage" B cwvotBeTcTBUME ¢ RFC 5280, kOMTO CbLO MOXe fa ce

cbaobpXka B u3gaBaHute oOT [octaBumka KY, ce peTtannuavpa nNpunoXumMoctta Ha

yOOCTOBEPEHNETO C ornef npegHasHayeHneTo My.

N3pnaBaHuTe kBanudpuumpaHi yaoctoBepeHns Ha [JocTaBuMLM Ha NaTeXHU YCNyrn cbabpxar

aTpnbyTn cbC cneumduyHn LaHHKW, KouTo ce umauckeat oT PSD2 (s3nonssat ce atpubytu

,QCStatement® n ,organizationldentifier”).

KYKEMN n KY 3a obnayeH KEI nma 3Ha4yeHMETO Ha caMoOpbYeH MOAMMC CAPSIMO BCUYKWU MO
cvucbna Ha 4n.13, an.3 Ha SEAEYY un ngentudmumnpa MNotpebutens kato Tutynsp Ha KEI.
KYKEM n KY 3a obnadeH KEIl moxe ga ce m3nonssBa owe Mpy 3aWMTEHO M KPUNTUPaHO
n3npawiaHe Ha eneKkTPOHHU CbOOLLEHMA U 3aWUTEHU U KPUNTUPAHM KOMYHWUKaLMK, AOCTbN A0
NMHopMaLMa 1 OHMNaH TPaH3aKUUN N3NCKBALLM HAaN-BMCOKO HMBO Ha CUIYPHOCT

KYVYEI Hama 3Ha4eHneTo Ha caMopbYeH NoaMnmnc CnpsiMo BCUYKM Mo cMucbna Ha vn.13, an.3 Ha
3ELEYY, Ho ngeHtndumumpa NoTtpebutens kato Tutynap Ha YEI.

KYYEIT moraT ga ce 13nonsear oLle Npu 3awWwmTeHO N KpUNTUPAHO M3NpallaHe Ha eneKTPOHHU
CbOOLLEHNST N 3aLUUTEHN N KPUNTUPAHU KOMYHWUKaUWUW, OOCTbM OO0 MHGOPMauus 1 OHMamH
TpaH3aKLMM U3MCKBALLUUN 3HAYUTENHO HMBO Ha CUMYPHOCT.

B cvotBeTcTBME C¢ PernameHT 910/2014 EC, KYEleuat He cnegga Aa ce ua3nonsea v npunara
KaTo enekTpoHeH noanuc Ha topuaundecko nuue. KYElevat cnyxu camo Aa aBTeHTuduumpa
n3tovyHmka (Cb3gaTtens) M WHTErpyteTa Ha noaneyaTaHW eneKTPOHHM OOKYMEHTU WUnun
N3SABIEHNS.

OcBeH Npu yooCTOBEPSIBAHETO HA aBTEHTMYHOCTTA Ha JOKYMEHT, U34afeH OT opuanvecko nuue,
€NeKTPOHHMTE MnevaTM MoraT ga ce M3MonsBaT 3a YOOCTOBEepsiBaHE Ha aBTEHTUYHOCTTA Ha
LMGPOBUTE aKTMBM Ha HOPMANYECKO NnLE, KaTo COPTyEPEH KOA U CbpPBBLPM.
KBanucuvumpaHoTo yaoCTOBEpPEHNEe 3a aBTEHTUYHOCT Ha yebcanmT gaBa Bb3MOXHOCT fa ce
YCTaHOBM aBTEHTMYHOCTTA Ha yebcanT, KaTo ro CBbp3Ba C (PM3MYECKOTO UMK OPUGNYECKOTO
nuue, Ha koeto [KYY e nsgan ygoctoBepeHMeTo B CbOTBETCTBUE C U3UCKBaAHMATA Ha PernameHT
(EC) Ne 910/2014.

KeanuduumpaHuTte yagoctoBepeHust Ha [locTaBumLmMTe Ha NaTeXHW yCnyru ca ¢ NPUIioXxHo none,
CbOTBETCTBALLO Ha NPUMOXHOTO MOSe Ha CbOTBETHUTE KBaNMdULMpaHM YAoCTOBEPEHNS C 0OLLIO
npegHasHadeHue.
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12. MpnnoxHoTo none Ha nagaBaHuTe oT [JoctaBymka Tvnose KY e kakTo cneasa:

KBanudmumupaHo yaocroBepeHue

MpunoxHo none

MepcoHanHo KYKEN Ha dmsunyecko nuue
,B-Trust Personal Qualified Certificate
QES"

MepcoHanHo KY 3a obnayeH KEM Ha
dusmyecko nuue

,B-Trust Personal Qualified Certificate
CQES"

MepcoHanHa wuaeHTM4HOCT Ha [loTpebutena kato Tutynap Ha KElM/o6nayeH KEM B
NPUMNOXEHNS!, U3UCKBALLM HAN-BUCOKO HUBO Ha CUIYPHOCT - yeb-6asupaHu NpunoxeHust 3a
eNeKTPOHHa ThProBUsl, €NEeKTPOHHO NoAnucBaHe Ha JAOKYMEHTW, ENeKTPOHHO NOAMNMCBaHe Ha
noroBopu, 6aHKOBU TpaH3aKuuW, BOAEHE Ha KOPECMOHAEHUMS U U3BBbPLUBAHE Ha U3SABIEHNS
OT 1 0O AbPXXaBHU OpraHu 1 opraHn Ha MeCcTHOTO camoynpasneHne no cMucbna Ha 3EJEYY.

MpodpecnorHanHo KYKEI Ha dumanyecko
nvye ,B-Trust Professional Qualified
Certificate QES"

MpocecnoHanHo KY 3a obnadeH KEIM Ha
¢pusmyecko nuue ,B-Trust Professional
Qualified Certificate CQES"

MpodecnoHanHa npeHtTnyHocT Ha [MoTpebutensi kato Tutynsap Ha KEM/o6nayeH KEI B
NPUNOXEHNS, N3UCKBALLM HAN-BUCOKO HMBO Ha CUIYPHOCT - yeb-6asmpaHu npunoxeHus 3a
€NeKTPOHHa ThProBUsl, €NEeKTPOHHO NoAnucBaHe Ha JAOKYMEHTW, ENeKTPOHHO NOAMNMCBaHe Ha
noroBopu, 6aHKOBU TpaH3akLuW, BOAEHE Ha KOPECMOHAEHUNS U U3BBLPLUBAHE Ha U3SIBNIEHUS
OT 1 [0 AbPXXaBHU OpraHn 1 opraHn Ha MECTHOTO camoyrnpaBrneHue no cmucbna Ha 3EAEYY.

MepcoHanHo KYYETI Ha cdusnyecko nuue
.B-Trust Personal Qualified Certificate
AES*

MepcoHanHa wpeHTUYHOCT Ha [MoTpebutenss kato Tutynsp Ha YEM B npunoxeHus,
M3NCKBALLM 3HAYUTENHO HMBO Ha CUIYpPHOCT - yeb-6asupaHn MpUIoXeHus 3a eneKkTpoHHa
TbProBusl, €NeKTPOHHO MoANUCBaHe Ha AOKYMEHTW, eNEKTPOHHO NMOAMMCBaHe Ha [OoroBopw,
6GaHKOBM TpaH3aKUuM, BOAEHE Ha KOPECMOHAEHLUMS U U3BBLPLUBAHE Ha U3SIBNEHUS OT U [0
ObPKABHU OpraHn 1 opraHy Ha MECTHOTO caMoynpaefieHne no cmucbna Ha SEJEYY.

MpodpecnorHanHo KYYET Ha dusmyecko
Nnue ,B-Trust Professional Qualified
Certificate AES"

MpodecnoHanHa naeHTUYHocT Ha [lMoTpebutenst kato Tutynap Ha YEI B npunoxeHus,
M3NCKBALLUM (JOCTaTbYHO) BMCOKO HMBO Ha CUrypHOCT - yeb-6a3vpaHu npunoxeHus 3a
€eKTPOHHA TbProBus, €NeKTPOHHO NOANMCBAHE Ha AOKYMEHTU, €NEKTPOHHO NoAanvMcBaHe Ha
norosopu, 6aHKOBM TpaH3aKUMKW, BOAEHE Ha KOPECTMOHAEHLIMS U 3BbPLLUBAHE Ha U3SBMEHUS
OT 1 0O AbPXXaBHU OpraHu 1 opraHn Ha MeCcTHOTO camoynpasnieHne no cMucbna Ha 3EJEYY.

KYKEMeuat Ha topuanyecko nuue ,B-Trust
Organization Qualified Certificate QESeal”

EnekTpoHHa aBTeHTUdMKALMA Ha M3TOYHMKA U HA MHTErpuTeTa Ha eneKTPOHHN AOKYMEHTH 1
U3SBNEHUst B NyGnNnYHM 1 GU3HEC eneKTPOHHM TpaH3akummn (B CMUCHI Ha ,eNEKTPOHEH oduc”
Ha opuanyecky nvua), N3MCKBaLLa Ha-BUCOKO HUBO Ha CUTYPHOCT.

OcBeH npu yaocToBepsiBaHETO Ha aBTEHTUYHOCTTA Ha AOKYMEHT, U3gafeH OT opuanvecko
nuue, enekTPoOHHUTE NeyaTn MoraT Aa ce M3MNon3BarT 3a y[40oCcToBepsiBaHe Ha aBTEHTUYHOCTTa
Ha LMdPOBUTE aKTUBW Ha OPUANYECKO NULe, KaTo COTYEPEH KOoA UM CbPBBHPY.

KoraTo 3a papgeHa TpaH3akuMs ce MW3MCKBA KBanUMULUMPaH enekTpoHeH noanuc Ha
lopuandecko  nuue,  KBanuUUMpaHWSAT — enekTPOHEeH MOANMC Ha  YMbMHOMOLLEHUS
npeAcTaBUTEN Ha PUANYECKOTO NKLE Ce NpremMa paBHOCTONHO.

KYYETeyaT Ha topugnyecko nuue ,B-Trust
Organization Qualified Certificate AESeal”

EnekTpoHHa aBTeHTUdMKALMA Ha M3TOYHMKA U HA MHTErpuTeTa Ha eneKTPOHHN AOKYMEHTH 1
U3SBNEHUs B Ny6NMYHM 1 BU3HEC ENEKTPOHHU TPaH3aKUumM (B CMUCHIT Ha ,eNEKTPOHEH odmc”)
Ha lopnanMyecky nmua, N3McKaalla 3Ha4YMTENHO HMBO Ha CUMYPHOCT.

OcBeH npu yaocToBepsBaHETO Ha aBTEHTUYHOCTTA Ha AOKYMEHT, U3gafeH OT opuanvecko
nuue, enekTPoOHHUTE NeyaTn MoraT Aa ce M3MNon3BarT 3a y[40CcToBepsiBaHe Ha aBTEHTUYHOCTTa
Ha LMdpOoBKTE aKTUBW Ha IOPUANYECKO NULe, KaTo CoOTYEpeH Koa N CbpBBLPY.

KoraTo 3a papgeHa TpaH3akuMs ce MW3MCKBA KBanUMULUMPaH enekTpoHeH noanuc Ha
lopuandecko  nuue,  KBanuUUMpaHWSAT — enekTPOHEeH MOANMC Ha  YMbMHOMOLLEHUS
npeAcTaBUTEN Ha PUANYECKOTO NKLE Ce NpremMa paBHOCTONHO.

KY 3a aBTEHTUYHOCT Ha yebcanT (aomenH)

MpeHTndmumpa nputexatens Ha [OOMeNHa, KOWTO xocTBa yebcaWita, kaTo rapaHTupa

Validation qualified certificate”

“B-Trust Domain Validation qualified|3HaunTenHo HMBO Ha cUrypHOCT 3a knMeHTa ¢ bpay3sbpa.

certificate”

KY 3a aBTeHTM4HOCT Ha yebcawT|/geHTuduumpa nputexatens Ha AOMeNHa W akpeauTauusaTa Ha opraHvM3auusTa, KaTto
(opranusaums)  “B-Trust  Organization|rapaHTvpa cbC 3HaYWTENHO HMBO HA CUrYpHOCT 3a knueHTa ¢ Bpaysbpa, Ye canTa KOUTO

[OCTbMBa NPUHAANEXM Ha OpraHM3aumnsiTa, naeHTuduumMpaHa B yaoCcTOBEPEHNETO.
KpunTupaHe Ha KOMyHVKauusiTa Mexay knueHta u yebcanta (TSL/SSL npotokon).

1.5.5.1 OrpaHuyeHue Ha y4OCTOBEPUTENTHOTO AEeACTBUE

1. Axo KY ce nsgaBa c orpaHnyeHmne Ha yaocToBepuTenHoTo aencteune, MNpaktukata Ha [JocTaB4ynka
A0onycKa a ce BrnvcBa B YAOCTOBEPEHNETO OrpaHMYeHne no OTHOLLIEHME Ha LieNn U/mnmn CTOMHOCT
Ha cgenku mexay lMNotpebutenu n [oBepsaBawm ce CTpaHu NpU U3MNON3BaHE Ha E€NeKTPOHEH

[ocTaBunkbT 3aabimknTenHo nanonsea peksnsnt "Qualified Statements” B KY.
OrpaHnunTenHoTo gencTeme Ha usgageHu KY no oTHoOLWEHMe Ha CTOMHOCTTa Ha COenk1uTe, KOUTo

nOTpe6I/ITeJ'IVITe CKn4BaT nocpeancTtBoM KU3MNOJS13BaHE Ha €NiekKTpOoHEeH noanuc, ce CblacyBa
MeXay TAX 1N BCAKa ﬂOBepﬂBaLLla ce CTpaHa n € n3BbH obxBaTa Ha HacTosLWwms OOKYMEHT.

B cvotBetcTBUE ¢ PernameHT 910/2014 EC, KYEleuat He cnegea Aa ce nsnonssa v npunara

KaTo enekTpoHeH noanuc Ha topuandecko nuue. KYElevart cnyxmn camo ga aBTeHTuduumpa
N3TOYHMKA U MHTErpuTeTa Ha NnogneyvyaTaHy enekTPOHHU AOKYMEHTU UK n3sBneHns (B CMMcbna
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1.5.5.2 YnoTtpeba Ha yaocTOBEepEeHUA U3BBH NPUSIOXKHOTO NoJie U orpaHnYeHusTa

1. Korato [Motpebuten unu [JoBepsiBawla ce cTpaHa u3nonseaT M ce goBepsieaT Ha KY c
npegHasHadeHne, pasnuMyHo OT ykasaHute B pekeusntu "Key Usage", "Extended Key Usage",
,Certificate Policy" nnn ,Qualified Statements", oTroBopHOCTTa € n3Usno TAXHa U He aHraxupa C
OTroBOPHOCT [JOoCTaByMKa MO HUKAKbB HAYMH.

1.6 YnpaBneHue Ha lpakTukaTta Ha [locTaB4YMKa

1. lMpakTnkaTta Ha [JocTaByMKka NoANeXu Ha agMUHUCTPATMBHO yrNpaBfieHne U KOHTPOS OT CTpaHa
Ha CbBeTa Ha gupektopute Ha ,BOPUKA” ALl

2. [onyckat ce NpoMeHMW, pedakumMm u OOMbIIHEHWUS!, KOUTO He 3acsaraTt npaBaTa M 3adblihKeHus,
npov3TU4aLLmn oT TO3M AOKYMEHT U CTaHAapTHUA AoroBop mexay JoctaBuuka u MNMotpebutenute
cnepd cbrnacyBaHe M yTBbpxaasaHe oT CbBeTa Ha ANpeKkTopuTe.

3. Bcska npencraBeHa n ogobpeHa HOBa Bepcus Unu pedakums Ha To3u JOKYMEeHT He3abaBHO ce
nybnukyBa Ha canta Ha [JoctaBumnka. KomeHTapu, 3annTBaHnsa 1 pas3siCHEHUSA MO TO3M AOKYMEHT
MoraT Aa ce OTnpaBsT Ha:

e eNeKTPOHeH agpec Ha YaocToBepsiBaly opraH: info@b-trust.org;
e enekTpoHeH agpec Ha [ocTaBumka: info@borica.bg;
e Ten.: 0700 199 10
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2 3A0BIIXEHUE 3A NYBJIIMKYBAHE U BOOEHE HA PETUCTBP

2.1 MNyGnuyeH perucTbp

1.

[ocTaBunkbT BoaM enekTpoHeH ybnnyeH pernctsbp, B KOMTO Ny6nukyBa BCuYkn nsgagexHn Ky
Ha NoTpebuTtenu n aktyaneH Cnuckk Ha npekpaTeHnte KY (CRL), kakTo n Ha cBOUTE Cry>KebHM
YOOCTOBEPEHWS;

My6nuYHnAT perncTbp Ha BCUYKM U3gadeHn yaoctoBepeHns u aktyanHute CRL ca noctosHHO
AOCTBIMHU, OCBEH B CryyauTe Ha CbOuTUSA, U3BBH KOHTpora Ha [loctaBuvka 1 Npu HaACTbMWM
dopcmarkopHu obcTosTencTea.

MoTtpebuten Ha KY, nsgageHo ot [loctaBumka, € ANbXKEH Aa NPOBEPU BEPHOCTTa U MbIHOTATa
Ha MHopMauumsiTa B y4OCTOBEPEHMETO, HE3ABUCUMO, Ye TO € NPUETO.

[ocTaBunKbT MpegocTaBs Ha BCSKO TPETO Nnuue npu MoucKBaHe MHopMauusaTa kKacaella
cratyca Ha wusgageHo KY. [ocTtaBuukbT npedocTaBd MHOpMaUmMdaTa, CbAbpXalla ce B
n30ageHoTo yAOCTOBEpPEHME, NPU Hannume Ha HOPMaTUBHO YCTAHOBEHO 3aAdbiDKeHue Aa 4
npegocTaBun 1 NpU HagIeXHO UCKaHe OT ONPaBOMOLLEH OpraH unu nuue.

AktyanHuat CRL cbabpxa nHdopmaums 3a BCUYKU npekpaTeHn u cnpeHn KY oo MomeHTa Ha
nybnukyBaHeTo My B pernctbpa. CnpsiHo ygoctoBepeHue ce nogabpxa B CRL 3a nepwog ot
BpeMme, pernameHTupaH ot 3EOEYY w© npegBugeH B HacToAWMS OOKYMEHT. Ako
yaocToBepeHneTo 6bae Bb30OHOBEHO WM u3Teve perrnamMeHTMpaHus nepuog oT BpeMe Ha
cnupaHe, TO ce oTcTpaHsiBa n aktyanuanpanmsat CRL ce nybnvkysa 6e3 Hero.

2.2 MyGnuyHO XpaHUnNuue Ha JOKYMEHTH

1.

JocTaBunkbT Ny6nvkyBa 1 NOAABPXKA B €NEKTPOHHO XpaHWUMULLE akTyanHn 1 npeavwHn Bepcum

Ha:

o [ly6nununn Jeknapauun Ha Joctasumka (PDS);

MpakTuka npu npegoctaBsaHe Ha KY n KYY;

Monutukn npu npegoctaBsaHe Ha KY n KYY 3a T1x;

[orosop 3a KYY;

Tapwudpa Ha npegoctassaHuTe KYY;

Mpasuna 3a nsgaesaHe Ha KY;

Ycnosua u pep 3a u3nonssaHe Ha KY, BKTOYATENHO M3UCKBaHMATA 3a CbXpaHsiBaHe Ha

YaCTHUS KNHOY;

e [loKkyMeHTW, W3UCKyeMn npu nbpBOHa4YanHO wusgaBaHe Ha KY, npu nogHoBsiBaHe U
cnupaHe/npekpataBaHe Ha KY;

e [pyrn pokymeHTu, nanckyemu no S3EJEYY n HopmaTuBHaTa ypenba.

2.3 NyGnukyBaHe Ha MHOpMaLIMA 3a yAOCTOBEPEHUATA

1.

2.

HocTtaBunkbT HesabaBHO nybnukyBa B Perncrbpa vsgageHo BanuagHO yOOCTOBEpPEHWE cneq
nsgaBaHeTo My oT onepaTtuseH YO.

HocTtaBunkbT HeszabaBHO nybnvkyBa aktyaneH CRL, nognucaH oT onepatuBeH YO cneg
npekpaTtsiBaHe/cnMpaHe Ha BCSKO BanugHoO ygoctoBepeHue. AktyanHuaT CRL BknoyBa M
npekpaTeHoTO U/MnNn CNpsiHo Y4OCTOBEPEHME.

EdektnBHMAT nepuoa Ha BanuaHOCT Ha nybnukyBaHusa aktyaneH CRL e 30 gHu, ocBeH ako He
Ce M3BbPLUM akTyanuaaumsita my.

2.4 YecTtoTa Ha ny6nukyBaHe

1.

AkTyanusauma Ha nyonuyHuss Pernctbp Ha wu3gageHuTe yOoOCTOBEPEHMSI Ce OCbLLecTBSABa
aBTOMaTM4YHO W He3zabaBHO cneg nybnvkyBaHe Ha BCSIKO  HOBOWM3A4aAeHO  BanugHo
yOOCTOBEpPEHHUE.

AkTyanusaumsa Ha Tekywma CRL ce ocbliecTBsiBa aBTOMaTUYHO Ha He noBeye oT 3 (Tpu) yaca
nnun HezabaBHO cnep npekpaTsiBaHe Unn cnpaHe/Bb30b6HOBABAHE Ha BanvaHO YAOCTOBEPEHME.
Bbe Bcuukm CRL [KYY ykassa BpemeTo 3a crieaBawoto n3gaHme Ha CRL.
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3.

My6nukyBaHe Ha HOBa pefakums unu Bepcusi Ha MNonuTukmute n MNpakTukaTa, KakTo U Ha gpyru
cbnbTCTBAWM AokymeHTn no SEOEYY, ce ocbliecTBABa He3abaBHO.

2.5 [Joctbn oo Perncrbpa m A0 XpaHUNULWLETO

1.

2.

HocTtaBunkbT Boan [ybnuyeH perMctbp Ha M3gageHuTe yOOCTOBEPEHMS, KOUTO € OHNanH
ny6nnMYHO 4OCTHNEH.

[ocTaBunKbT HE MOXe ga orpaHmym goctbna o Nybnuunms permctbp. C ornen sawmra Ha
NUYHUTE gaHHW Ha NoTpebuTtenute OCTLNBLT Ha TPETU NMua 3a U3TernsHe Ha nybnmMkyBaHuTe
yOOCTOBEPEHUS € OrpaHu4eH, OCBEH ako CbOTBETHMAT [loTpebuten u3puMyHO He e nouckan
JOCTbMNbT Aa 6bae cBoboaEeH.

Hsima orpaHudeHne go MNonutukute u MNpaktnkata n Ha cbobpXawmTe ce B TAX ycrnosusi. Besko
3anHTEPECOBaHO NULE MMa NpaBo Ha A4OCTbN A0 Ny6NnKyBaHUTE JOKYMEHTMW.

Hama orpaHnyeHne Ha ocTbNa 3a TbpCeHE Ha U3gaaeHo 1 NnybnvkyBaHO yaOCTOBEPEHME C Len
npoBepka Ha cTtaTyca My. Bcsiko 3aMHTepecoBaHO nuue MoOXxe ga Tbpcu nybnukyBaHO
yaocToBepeHune (BannaHo uinm ¢ N3Tekbi CPOK Ha BanvaHOCT) NO onpeaeneHn atpudyTu.

Bcsiko 3amHTEpecoBaHO nuue uMma npaBoO Ha CBOOOAEH LOCTBM 3a YETEHE U U3TEMNSAHE MO
enekTpoHeH nbT Ha CRL.

Bcsiko 3anHTEpecoBaHO nvue uMa npaBo Ha cBOOOAEH AOCTbM 4O CryKebHUTe ya0CTOBEPEHMS
Ha [JocTaBuuka.

HocTtaBunkbT ocurypsisa cBobogeH AOCTbN A0 BCUYKM 6a30BK 1 onepaTUBHU YAOCTOBEPEHWS Ha
CBOUTE aKTUBHM YOOCTOBEPUTENHW OpraHu, Kakto m cBobogeH AOCTbN [0 Te3n Ha BCUYKM
HEeaKTUBHM TakmMBa 3a CPOK He Mo-manbk OT 2 (4BEe) roOAMHW cCned M3TU4aHe Ha cpoka Ha
BanNMOHOCT Ha Te3n yOOCTOBEPEHMSI.
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3 WAEHTU®UKALUUNA W ABTEHTUDOUKALIUA

1.

[ocTtaBunkbT, Ypes ceon PO/MPC:

e [puema uckaHus 3a usgasaHe Ha KY;

e OCblleCcTBSIBA NpPOBepKka 3a YCTaHOBsIBAHe Ha camMonuyHocTtTa Ha [loTpebutens u Ha
crneundunyHN JaHHW 3a HEro ¢ AoNyCTUMKU CpeacTBa;

e yTBbPXAaBa crieq ycrnelwHa NnpoBepKa Uin OTXBbPASA PErMCTpupaHnTe NCKaHus;

e yBegomsiBa YO ga nsgage MCKaHoTO yAOCTOBEPEHME.

PO/MPC cbbupa wn nonyyaBa Heobxogmmata wHdopmaums 3a wugeHTudukaums wu

aBTeHTUduKaumsa Ha NoTpebutens.

ABTeHTUdMKaumsaTa/maeHTudmkaumaTa Ha NoTpebutena crnen peructpaums n npegu ga ovae

nsgageHo KY, wusanckea HEroBo 5fAMYHO NPUCHLCTBME WU MPUCBCTBME Ha YNBIIHOMOLLEH

npeactasuten Ha 3aasutens 8 PO/MPC.

JocTaBunkbT rapaHTupa, 4Ye U3NYeckuTe U 1pugudeckMTe nuua ca  npaBuITHO

naeHTuduunpann, aBTeHTMdUUMPaHN N 4Ye 3aaBkMTe 3a u3gasaHe Ha KY ca HanbsiHO,

BHUMATENMHO N HAAMNEXHO NPOBEPEHN U 040OPEHUN, BKITHOYUTESHO: MbIHOTO MME/HauMeHOBaHMe

N NpaBHMA CTaTyC Ha CbOTBETHOTO (PM3MYECKO/IOpUaNYECKO NULe; AoKa3aTencTea 3a Bpb3kata

MeXay yaoCTOBEPEHUTE AaHHU U PU3NYECKOTO /UMK IOPUONYECKOTO NULE.

3.1 WmeHyBaHe

3.1.1 N3non3BaHe Ha MMeHa

1.

KY ca ¢ dopmaTt, cboTrBeTcTBaw, Ha cTtanHgapTta X.509. PO/MPC, paboTtel, OT MMETO Ha
[docTaBunka yTBbpXadaBa, Ye MMeHaTa B 3asdBKUTE 3a YAOCTOBepeHus cbbniogaBat ctaHgapTa
X.509.

Moneto ,Subject" B yaoctoBepeHNEToO eneKkTpoHHO maeHTuduumupa MNoTpebutens, cBbp3aH C
nyénnyHms kntod B KY.

MmeTo 1 gpyrv nHigmemayanuampawm 6enesn Ha MNotpebutens B CbOTBETHUTE MoNneTa 3a BCEKM
TMN ygoctoBepeHune ca B cbotBeTcTBue ¢ DN (Distinguished Name), hopmumpalo ce cbobpasHo
crangapta X.500 n X.520.

CnyxebHuTe ygoctoBepeHusa Ha [locTaBumka cbaobpxaT B noneta "Subject" u "Issuer" atpnbyt
DN copmumpalll HEroBOTO YHUKaNHOTO UMeE.

OetannHa cneundukauua Ha wmsgaBaHuTe KY ce cbabpka B CbOTBETHUTE [AOKYMEHTU 3a
MonnTtukn Ha [locTaB4ymka 3a Te3n y4OCTOBEPEHMS.

3.1.2 N3non3BaHe Ha NceBAOHUM

1.

[ocTtaBunkbT MoXe fa nsgasa KY kato nsnonsea ,nceBgoHMM”, 3a ga umeHysa [lotpebutens
camo crneg kato PO/MPC cbbepe HeobxoaumaTa uHcpopmaums 3a CamonM4yHOCTTa My U YCNeLHO
ro ngeHtTmduumpa.

He ce gonycka uanonssaHe Ha ,nceBgoHMM” B KY 3a enekTpoHeH nevar, 3a Ja Cce MMeHyBa
Cb3paTtens Ha nevyara.

3.1.3 3HauMMOCT Ha UMeHaTa npu BNUcBaHe

1.

YpoctoBepeHuaTa Ha YO Ha [locTaBuvka CbObpXKaT YHUKANHUM MMeHa ¢ obuiopasbupaema
CeMaHTUKa, MO3BOMsiBalla oOnpedensHeTo Ha WAeHTUYHOCTTa Ha [ocTaBumka, cybekT Ha
yOOCTOBEPEHMNETO.

KY cbaobpXaT MMeHa, cbBrnagawy C aBTEHTUUUMPAHUTE WAEHTUMPUKALMOHHW MMEHa Ha
MoTpebutenute, cybekTn Ha Te3n yaoCTOBEPEHUS.

3a no-ygobHa enekTpoHHa koMyHuKauus ¢ MNotpebuten, [JocTaBUNKLT M3UCKBA M YOOCTOBEPSIBA
B KY HeroB umenn agpec. B cnyyan, 4ye nocnegHnAT He pasnonara ¢ Takbs, [JOCTaBUMKBT MOXeE
4a My npegocTtasu umenn agpec B fomenHa B-Trust.
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3.1.4 lpaBuna 3a UHTepnpeTauua Ha NMeHaTa

1.

HocTtaBunkbT BrtouBa B KY MHopmaums 3a enekTpoHHa naeHtudukauma Ha [lotpebutenu,
KOATO e ycnewHo npoBepeHa u notBbpaeHa ot PO/MPC, Bb3 OoCHOBa Ha npencTtaBeHuUTe
OOKYMEHTM 32 CaMOSNYHOCT.

BbB BCU4YkM yOocTOBepeHusi, B KOMTO ce Bnucea [loTpebutens, noneto 3a obuyanHO ume
(Common Name, CN) cbaobpxa nme Ha PU3NYECKOTO UMW OPUAMYECKO NuLe, C KOeTo TO €
obunyanHo obo3HavYaBaHoO B JEeNHOCTTA CU.

B npodecnoHanHoTo ygoctoBepeHue, atpubyTsbT 3a yHuUkanHo nve (DN) cbabpxa nHdopmauns
N 3a MAEHTUYHOCTTA Ha NuueTo, koeTo MNoTpebutena npeacTasnsea.

B ypoctoBepeHueTo 3a topugudecko nuvue, atpubyTbT 3a yHukanHo ume (DN) cbaobpxa
NHopMaLma U 3a MAEHTUYHOCTTA Ha YNMbIHOMOLLEHUS NpeACTaBUTEN Ha PUOANYECKOTO NULE.

3.1.5 YHUKanHoOCT Ha nmeHaTta

1.

2.

EnektpoHHaTa ngeHtndukaums Ha Notpebutensa Ha usgageHo ot [ocrtasumka KY e Ha 6asarta
Ha DN.

MoneTto "Subject" B ynoctoBepeHneTo ce chopmupa oT nHdopmauuata 3a lNotpebutens, koaTo
ce NpefocTaBs OHNarH UM Ha XapTusa OT 3asBuUTenNs UM OT YMbITHOMOLLEH NpeacTaBuTen npu
perncTpaums Ha NbpBOHAYariHO MCKaHe 3a n3gaBaHe Ha YOOCTOBEPEHME U KOATO ce NpoBepsiBa
B PO/MPC Ha 6asaTta Ha npefcTaBeHUTE AOKYMEHTH.

[ocTtaBunkbT rapaHTupa yHukanHoct Ha ,DN" Ha [lloTtpebutensa B gomenHa B-Trust upes
pobaBsHe Ha PeKBM3UT, KOMTO rapaHTUpa TakaBa YHUKANHOCT.

MoTtpebuten ¢ yHukaneH DN B gomenHa B-Trust moxe ga uma noBeye OT €4HO M3AaAEHM
pencrteutenHn KY.

Bcsako n3gageHo yaoctoBepeHne nma yHukaneH cepueH Homep ("SerialNumber") B obxBaTa Ha
cboTBeTHUA YO Ha [octaBumka. KombuHaumaTta Ha noneta ,lIssuer”, "SerialNumber" n ,Validity
from“ rapaHTMpa yHMKanHoCTTa Ha U3gageHoTo YAOCTOBEPEHME B NyONNYHMA JOMENH.

3.1.6 lpusHaBaHe, aBTEHTUYHOCT U POJSIA Ha TbProBCKUTE MapKu

1.

2.

MoTpebuTtensT HAMa NpaBo Aa 3asiBsiBa U34aBaHe Ha YAOCTOBEPEHMS C U3NOM3BaHe Ha MMeHa,
KOMTO HapyLuaBaT YyXXau MMYLLECTBEHN NN HEMMYLLIECTBEHW NpaBa.

MputexxaTenu Ha TakMBa NpaBa y4oCTOBEPSsIBAT TOBA CBOE NMpaBo C ouumaneH AOKYMEHT npes
PO/MPC npu nckaHeTo 3a nsgaBaHe Ha y4oCTOBEPEHUNETO.

[ocTaBYMKbLT HE HOCKM OTFOBOPHOCT, KOraTo M3Mnon3BaHu MMeHa B y4OCTOBEPEHMS HapyllaBaT
YyXXOM NpaBa BbpXy TbProBCKO MMe, TbProBcKa Mapka, JOMENHW, aBTOPCKM Npasa 1 ap.

B cnyyan Ha Bb3HWMKHAM Cnop No OTHOLLUEHME Ha U3NoN3BaHN MMeHa, [JocTaBYMKBLT CU 3anasBa
NpaBOTO Aa He u3fgaze yooCcTOBEPEHME UM aKO TakoBa € U3fgafeHo, Aa ro npekparu.
[loCTaBUYMKBLT He BKIOYBA THProBCKM MapKu, 3anaseHun 3Haum unu apyr rpaduyeH matepuan B
yAOCTOBEpPEHUsITa, KOUTO U3aaBsa.

3.2 lMbpBOHavanHa uaeHTUMKauma n yctaHoBsiBaHe Ha UAEHTUYHOCT

1.

2.

3a nbpBOHavanHa uvaeHTudmkauusa/yctaHoBaBaHe caMonunyHocTTa Ha [loTpebutens Ha KY,

[ocTaBUMKBLT M3MCKBA PErMCTPMPAHO NCKaHe 3a MbpBOHAYanHo M3fgaBaHe Ha y4OCTOBEPEHMETO.

3agasuten/notpebuten Ha KY 3a obnadyeH KE[ TpsibBa ga mma MOOWMHO YCTPOWCTBO CbC

3apeaeHo mobunHo npunoxenune B-Trust Mobile 3a Android nnun 3a iOS.

WckaHeTo 3a nbpBoHavanHo usgasaHe Ha KY npeg PO/MPC Ha [JoctaByuka e npouenypa, 4pes

KosiTo [locTaBuMKbT M3nckBa, Cbbmpa 1 nonyyasa Heobxoanma nHopmaLms 3a naeHTudmkaums

Ha [loTpebuTtensa B yOOCTOBEPEHMETO KAKTO U WOEHTUMUKALMOHHW [aHHM 3@ MOOMITHOTO

YCTPOMCTBO/MOBUITHOTO MPUITOXKEHUE.

Mpoueayparta no perucrpaums BKIOYBa:

e ronbfBaHe Ha permcTpaunoHHa opma 3a usgasaHe Ha KY;

e reHepupaHe Ha OBOVKa KMYOBE;

e OAroTBSIHE Ha €neKTPOHHA 3asiBKa, CbAbpXalla NyonuMyHMS KoY, 3a KOWTO ce u3gasa
yOOCTOBEPEHUNETO;
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e pencTtaBsiHe Ha m3nckyemute gokymeHtn B PO/MPC cbrnacHo NMonutukaTta npu nsgasaHe
Ha KY;

e BDb3MOXHOCT 3a 3a8BsiBaHE Ha ApYru yCnyrn, CBbp3aHn C N34aBaHOTO YAOCTOBEPEHME.

5. YcTaHoBSIBaHETO Ha camonMYHOCTTa Ha [loTpebuTen ce nsBbpLIBa cneg perncTpauus 1 npegu
n3gaBaHe Ha 3asaBeHoTO KY ypeas:

e oOTganedeHa Buaeo naeHtudpukauusa npeg PO-BU;

e ype3 NNYHO NpuUcbCTBUE Ha [loTpebutens mnm Ha ynbAHOMOLLEH HEroB npeacTaBuTEN B
PO/MPC.

C uen npegoTBpaTaABaHe Ha HEOTOPU3NPAHO U3MON3BaHE Ha YCnyruTe, U C ornes ocurypsisaHe

Ha Bb3MOXHOCT 3a MPOBEpPKa Ha aBTEHTMYHOCTTA Ha AaHHWUTE, NpegocTaBeHun ot MNMoTpebutens,

KakTo M npensug pasnopegbata Ha un. 24, nap. 1, T. ,BY, CbrnacHO KOWTO MpoBepka Ha

CaMOSMYHOCTTa Ha NMLETO, Ha KOEeTO Ce n3aasa KBanuduumpaHo yaqocToBepeHme, Moxe aa bbae

npoBepeHa Ype3 yOOCTOBEPEHME 3a KBanNUULMpaH enekTpoHeH noanuc, B MHTEPEC KaKTo Ha

MoTpebutens, Taka n Ha [JocTaB4Mka € NOCTUraHe Ha MaKCUMarnHO BMCOKO HMBO Ha CUIYpPHOCT

Yypes3 CHEMaHEeTO Ha Konue OT LOKYMeHTa 3a CaMOSIMYHOCT Ha [1oTpebuTens n cbxpaHsBaHETO My

B XapTWEH U eNEKTPOHEH BMA. YrOBOpPKa 3@ CHEMaHe U CbXpaHsBaHe Ha Konue OT JOKYMEHTa

3a caMmonunyHocT Ha [MoTpebutena moxe aa G6bae BKNHOYEHA B CKIMIOYEHUSA MexXOy CTpaHuTe

[oroeop 3a yaoctoBeputenHu ycnyrn. B cnydyai, 4ye cbrnacve 3a CHEMaHe U CbXpaHeHue Ha

Konue OT AOKYMEHT 3a CaMOSIMYHOCT He 6bae nocturHato, [JOCTaBUMKBT MOXe Aa OTKaxe

npeaocTaBsAHETO Ha KBanuduumpaHa yaocToBepuTenHa ycnyra npeasug HeBb3MOXHOCTTa Aa

rapaHTupa 6e3npensiTcTBEHOTO U 3a NbiHMS 06eM OT yCnyrm npyeMaHe Ha KBanmuumpaHoTo
yOOCTOBEPEHNE OT LOBEPSBALLM Ce CTPaHU, 3a KOUTO NOCTUTAHETO HA MAKCMMariHO BUCOKO HMBO

Ha CUrypHOCT € NpuopuUTEeT, B TOBA YMUCNO OOCTABYMUM HA NNATEXHU YCIyru, KOUTO, CbrnacHo

NPUIOXMMOTO 3aKOHOLATENCTBO 3@ MEPKUTE CPeLLy M3NUPaHEeTO Ha napw, ca 3agbihkeHu fa

cbbupaT 1 CbxpaHaBaT Konue Ha AOKYMEHTa 3a CaMOSIMYHOCT Ha KINMeHTa KaTo 4acT OT npoleca

no HerosaTta naeHTUmkauus.

6. [NbpBOHaYanHaTa naeHTUUKaUMs U NOTBbPXAaBaHe Ha CaMONIMYHOCTTA BKITHOYBA:

e [ObpXaHeTO Ha YacTHUA Koy oT [NoTpebuTtens unm ot N3pU4HO YMbITHOMOLLLEHO OT Hero nuue,
CbOTBETCTBALL Ha nybnuyHMs KoY, npeactaBeH Ha [locTaBuMka 3a u3gaBaHe Ha
yOOCTOBEPEHUNETO;

e MPUHAONEXHOCT Ha MOOUNHOTO YCTPONCTBO/MOBUNHOTO NpuUNoXxeHme oT
3aasutens/lMotTpebuten nnmn ot M3PUYHO YNBIHOMOLLEHO OT HEro nuue

e npoBepka W MNOTBbpXAaBaHe Ha camonuyHoctTa Ha [loTpebutens Ha w3gaBaHOTO
yOOCTOBEpPEHHUE.

7. Cnep ycnewHa npoBepka Ha caMonuyHocTTa Ha [loTpebutens, oTopuanpaHuaT onepaTtop B
PO/MPC:

e npeanara porosop 3a KYY nognucaH oT umeTo Ha [ocTaBumka M CbXpaHsiBa BCUYKM
npeacTaBeHn JOKYMEHTU KbM JOrOBOpPa;

e NOTBbPXOABa WMCKaHETO 3a M3gaBaHe W u3npala enekTpoHHa 3asiBka 3a u3gaBaHe Ha
yaocTtoBepeHue Ao onepatneHusa YO Ha [JocTaBuuka;

e MOXe Aa 3anvuwe usgageHoto ygoctosepeHue Ha B-Trust QSCD (3a KEI/KElMeyaT) n ga ro
npegage Ha NoTpebuTtens unu Ha ymbITHOMOLLEHOTO N1LE;

e MOXe fa 3anue nsgageHoto ygocrtosepenme (3a YEMN/YEMeyvaT) Ha B-Trust STC (PKCS#12
KpunTtodhann) kato uanonssa ytBbpaeH ot [doctaBumka codptyep (CSP/Crypto Service
Provider).

8. WNapapeHo KY 3a obnayeH KEI He ce npepaBa Ha [Motpebutena-Tutynap. JocTaBYMKbT ro
ny6nukysa B B-Trust My6nnyHna pernctbp Ha yaocToBepeHusita n ro cbxpaHsasa B RQSCD Ha
nnatgpopmata 3a obnadveH KEI kato ro acouuunpa B notpebutenckua akayHT Ha TuTynaps c
HEeroBoTo MOBUMHO YCTPONCTBO/MOBUNHO NpunoxeHue (cmaptdoHa) 1 C reHepypaHaTa ABOWKa
kntoyose B HSM 3a To3n obnaveH KET.
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3.2.1 [oka3BaHe AbpPXaHETO Ha YaCTHUS KNy

1.

2.

PO/MPC u3BbpLiBa NpoBeEpKa 3a CbOTBETCTBME Ha NpeacTtaBeHus NybnuyeH Knod, KOMTOo ce
yaoCToBepsiBa B U34aBaHOTO yaocToBepeHue oT [locTaBumka ¢ YacTHUS KoY Ha Motpebutens.
EnekTpoHHaTa 3asiBka ¢ NyGrMyYHUS KoY, KOATO Ce reHepupa 3a usgasaHe Ha KY ot 3assutens,
cnegBa ga 6bae nognmMcaHa C 4acTHUA KoY, KOWTO KopecnoHaupa € nyenuyHusa Koy B
3asBkarta. EnektpoHHaTa 3asiBka crieBa Aa € BbB hopMart, KOMTO No3BosifBa Ha [JocTtaBuuka,
ype3 PO/MPC, ga npoBepu AbpXaHETO Ha YaCTHUS KITHOM.

OHnarH uckaHusTa 3a agMUHUCTPMpaHe Ha yaoCToBepeHus cnegsa ga 6baaT NoanvMcBaHn oT
3asBuUTens ¢ YaCcTHUS KIKOY, KopecnoHaupall ¢ nyernmyHna Koy B YAOCTOBEPEHNETO, 0BEKT Ha
3aaBkarta. [loctaBunkbT, Ypes PO/MPC, npoBepsiBa NOMOXEHUsS1 €NEKTPOHEH Nognuc.

PO/MPC npeanpvema JONbfHATENHM CTbMKW 3@ aBTEHTUMUKALUNA Ha ObpXaTens Ha YacTHUS
KMoy 1 hakta Ha AbpKaHEeTO Ha KN4va, B 3aBUCMMOCT OT 3asiBEHUS TUN YOOCTOBEpeHue
cbrnacHo npunaranaTta lNonuTuka.

ABTeHTUMMKAUNSA Ha ObpXaTens Ha 4YacTHua knod 3a KY Ha obnadeH KEIM gonbnHuTenHo
BkntoyBa TOTP-cxema, 6asnpaHa Ha MOOMMAHOTO nNpuUNoXeHne B MOOWMAHO YCTPOWCTBO M
acoLMMpaHnNAT NOTpebuTENCKN akayHT, 3a KOWTO Ce reHepupa ABOWKaTa KI4oBe.

[BonkaTa kntovoBe 3a KEIM n KEle4yaTt, cboTBeTCcTBaWla Ha nagasaHoto oT JJoctaBumka KY,
3agbrkuTenHo ce reHepupa B QSCD () nnu B ytBbpAEH oT [locTtaB4umka codptyep (Crypto Service
Provider/CSP) 3a YEI/YEleuarT.

[BorikaTa Knio4yoBe, CbOTBETCTBAlLla Ha u3gaBaHo oT [ocTtaBumka KY 3a obnaden KEI,
3agbrkuTenHo ce reHepupa B HSM (CC EAL 4+) Ha RQSCD Ha nnaTdgopmaTa 3a obnadeH KEI
N ce cbxpaHsBa npu [octaBymka Ha 6asa yTBbpPAEHM BbTPELUHN KPUNTO-CXEMW 3a NEpPCOHAreH
koHTpon B cbotBeTcTBME ¢ SAD/SAP/SAM (Signature Activation Data/Signature Activation
Protocol/Signature Activation Module) Ha ETSI EN 419 241 (part 2/3) n 3awuteH npocpun (PP)
cbrnacHo EN 419 221-5.

[oCTbNbT KAKTO M OTAANEYEHUAT AOCTHMN 4O YACTHUA KINY ce AbpXu camo oT Tutynaps Ha KET
nnn Ha O6bnaveH KEI (sole control).

3.2.2 YctaHOBfiBaHe Ha WAEHTUYHOCT Ha KPUAUYECKO JUuue WU efHOoNINYeH

Tbprosey,

YpoctoBepsiBaHe Ha MOEHTUYHOCTTA M aBTEHTUYHOCTTA Ha HOPUONYECKO NuLe uma ABe Lenu:

e [a Cce foKaxe, Ye Mo BPEME Ha pasrnexaaHe Ha 3asiBkaTa HopUMAMYECKOTO NnLe CbLUEeCTBYBa;

e [a ce AOKaxe, Yye NpeacraBMTENHOTO NuvuUe, KOETO KaHOuaaTCcTBa 3a yOooCTOBEpEHUE e
nony4nno paspeLleHne OT IPUaNYECKoTO NuLe Aa ro npeacrasnsasa

YcTaHoBSIBaHE M MpoBepkaTa Ha WOEHTMYHOCTTA Ha KOPUAMYECKOTO NUUEe WM eOHONUYEH

Tbprosey, ce ocbliectBsBa oT PO/MPC Ha [octaBuMka cbriacHo cboTBeTHata [lonutuka npu

n3gaBaHe Ha yAOCTOBEPEHME U ApYrnTe BbTPELUHN JOKYMEHTH Ha [JocTaBumka.

YCTaHOBSIBAHETO Ha MAEHTUYHOCTTA Ha OPUAMYECKO NMLE NN €4HONWYEH TbproBel, AaHHUTE

3a KoeTo ce Bnncea B KY, nsmckea B PO/MPC ga ce gB1 ynbSIHOMOLLEH NpeacTaBMTeN Ha NNUETO

N oa NpeacTaBu U3NCKYEMUTE AOKYMEHTU, [OKa3BaLLW NpaBHUS My CTaTycC.

YCTaHOBSIBAHETO HA MAEHTMYHOCTTA Ha ObIrapcko pUAMYECKO NMUE Ce OCblUecTBsBa OT

PO/MPC Ha [ocTtaBuyuka, 4pe3 npoBepka B CbOTBETHMUTE pernctpy no npepoctaseH EWK,

cboTtBeTHO BYJICTAT no pega Ha 3EY. Cnyxuten Ha PO/MPC moxe aa npoBepu peructpaumdara

nocpeacTBOM BCUYKM AOCTBHMHU NyONNYHM YCyrn CbrnacHO 6bnrapckoTo 3aKkOHOA4ATENCTBO.

3a ObnrapckuTe HOPUAMYECKM NMuA, KOMTO He ca TbProBUM, KAKTO U 3a YyXOECTPaHHUTE

topuanNYeckun nmua, 3a KOMTo He MOXe [a Ce M3BbPLUM OHMarH (MNn aBToMaTU3npaHa) NpoBepka

ce npeacTaBsaT:

e CbaebHo pelueHne unu apyr JOKYMEHT, YAOCTOBEPSBALLN Bb3HUKBAHETO Ha IOpPUANYECKOTO
nvue;

e [IOKyMEHT, yOOCTOBEpPSIBALY, aKTYaNIHOTO CbCTOSIHME HA NULETO;

e YHUKaneH HaunoHaneH naeHtudukaTop.

Cnuncbk ¢ n3nuckyemu JoKymeHTu e nybnukysaH Ha B-Trust cavita Ha OKYY. Cnepg konupaHe Ha
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3.2.3
1.

BCUYKN U3UCKYEMMU [OKYMEHTU, CbC CbITIacMeTo Ha NMLETO Nogarno 1ckaHe, Konusita octasaT B
apxuBa Ha [JocTaBuuKa.
KoraTo BMecCTO topyvauM4ecko nuvue ce sBsiBa HEeroB YMbMIHOMOLWEH npeacTaBuTen,
yAOCTOBEPSIBAHETO Ha MHpopMaLMsiTa, KOSITO Ce CbabpXKa B NpeAcTaBeHNTe LOKYMEHTM CTaBa
ypes:
e 3aBepka ,BsipHO ¢ opuriHan” n camopbyeH NOoANUC BbPXY AOKYMEHTUTE npen CrhyXuTen Ha
PO/MPC;
e HoTtapuanHo 3aBepeHV OOKYMEHTY;
MNMoanucBaHe Ha MPUNOXEHUTE EeNeKTPOHHM dopMaT Ha [AOKYMEHTUTE C BanugHo
yAOCTOBEPEHME 3a KBanumumnpaH enekTpoHeH noanuc.

YcTtaHoBsfiBaHe CaMOJSIMYHOCTTa Ha (p3nyecko nuue

YcTaHoBsiBaHe 1 MpoBepka Ha CaMOSNIMYHOCTTa Ha puanveckoTo nuue kato Motpebuten Ha KY
UNK KaTo NpeacTaBUTEN Ha APYro N1Le, KaKTo U OBRlacTaBaHETo My, ce ocbluecTBaBa ot PO/MPC
Ha [JocTaBuuka npu cnefBaHe Ha npouefypHUTe npasuna U CTbIKW, MOCOYEHU B CbOTBETHATA
MonuTtuka n apyrnte BbTPELLUHM JOKYMEHTHN Ha [locTaB4uka.

YCTaHOBSIBAHETO Ha CaMOMMYHOCTTa M3NCKBa (PM3NM4ECKOTO nuue kato lMotpebuten unu kaTo
YyMbNHOMOLLEH MpeacTaBuTernl Ha Apyro gu3M4ecko nuue wunu Ha lpuandecko nvue aa
npegctaesm B PO/MPC cnegHuTe AOKYMEHTU:

HanmeHoBaHue Ha KY

Heo6xoaMmmn OOKYMEHTH

MepconanHo KYKEN

,B-Trust Personal Qualified Certificate QES"
MepcoHanHo KY 3a o6nayeH KEN

,B-Trust Personal Qualified Certificate CQES"

[okymeHTH, JoKassalu camonunyHocTTa Ha
MoTpebuTens - Npu NMUYHO SIBSBaHe.
[oKymMeHTH, JoKassaly camosMYyHocTTa Ha

YNBAHOMOLLEHOTO NMLE M MbIIHOMOLLHO — MpU ABSIBaHE
Ha yMbIIHOMOLLIEHO NKULE.

YT1BbpAEHO OT [locTaBumka MOOWMHO MNPUIIOXEHUE B
MOBUITHO YCTPOMCTBO (3a obnayeH KEM).

MpodecnonanHo KYKENN

,B-Trust Professional Qualified Certificate QES"
MpodecnorHanHo KY 3a obnauyeH KEN

,B-Trust Professional Qualified Certificate CQES"

LokymeHTn, Jokassawm CcaMonMyHoCTTa Ha
MoTpebutens, nAEHTUYHOCTTA Ha PUONYECKOTO nuue
W npeacTaBuTenHaTa Bnact Ha MNoTpebutens cnpsmo
IOPUONYECKOTO NnLLE.

YTBbpAeHO OT [locTaBuvka MOOWIHO MPUIIOXKEHUE B
MOGUITHO YCTPOMCTBO (3a obnadeH KEM).

MepconanHo KYYE
.B-Trust Personal Advanced Certificate AES"

[okymeHTH, JoKasBaliu caMonunyHocTTa Ha
MoTpeGuTens - Npy NUYHO SIBSIBaHE.
[okymeHTH, JoKasBaliu caMonunyHocTTa Ha

YNBbJHOMOLLEHOTO Nnuue N NbJIHOMOLHO — Npu ABABaHe
Ha yNbJIHOMOLLEHO NnLie

MpodecnonanHo KYYEN
,B-Trust Professional Advanced Certificate AES"

[oKyMeHTH, AoKa3Balin CaMOJTIM4YHOCTTa Ha
nOTpeGMTeJ’Iﬂ, WOAEHTUYHOCTTa Ha puan4vyeckoTo nuue
M npencrasuTenHaTta BJacCcT Ha nOTpe6VITeJ'I9I cnpamo
ropnanyeckoTo Jmue.

KYKEMeuar
KYKEMeyat Ha topugunyecko nuue ,B-Trust Organization
Qualified Certificate QESeal”

[oKyMeHTH, AoKa3Balin CaMOJTIM4YHOCTTa Ha
nOTpeGMTeJ’Iﬂ, WOAEHTUYHOCTTa Ha puan4yeckoTo nuue
1 npeacrasuTenHarta BlacT Ha nOTpe6VITeJ'I9I cnpamo
ropnanyeckoTo Jmue.

KYYENeuart
KYYENeuaT Ha topuguyecko nuue ,B-Trust Organization
Qualified Certificate AESeal”

,D,OKyMeHTI/I, AoKa3Baluun CaMOJTIM4YHOCTTa Ha
nOTpe6VITeJ'I$|, MWOEHTUYHOCTTa Ha ropuanyeckoTo nuue
n npeacraButTenHaTta BnacT Ha nOTpe6MTeﬂﬂ cnpamo
ropnan4eckoTo Jnue.

KY 3a aBTeHTM4YHOCT Ha yebcaunT
,B-Trust Web authentication Qualified Certificate”

[okymeHTH, JoKasBaliu caMonuyHocTTa Ha
MoTpeGuTens - Npy NUYHO SIBSIBaHE.
[okymeHTH, Jokassaliu caMonun4HocTTa Ha

YMbIHOMOLLEHOTO NULE M MbJIHOMOLLHO — MpU siBSIBaHe
Ha yMbIHOMOLLIEHO NnLE.

[okymeHTU, fokasBallM NpUHaANexHoOCT Ha yebcanTta
(aomeniHa) Ha MoTpebutens.
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3.2.4 OcobeHu aTpubyTn

1.

2.

[ocTaBunKbT MOXE Aa BKMOYBA B N34aBaHOTO yAocToBepeHne ocobeHn atpmubyTu, CBbp3aHn C
MoTpebutens, ako yqoCTOBEPEHNETO Ce N34aBa 3a KOHKPETHa Len no CboTBeTHaTa NonuTuKa.
Taaun nHdopmaums noanexun Ha nposepka ot PO/MPC.

3.2.5 HenotBbpaeHa uHcpopmauus

1.

2.

3.

HenoTtBbpaeHa wvHpopmaumnsa € BCsika WHgopMaumsi, u3BbH obxBata Ha npoBepsiBaHaTa
3agbIkMTENHA MHoOpMauus, KOATo cneasa Aa 6bae BKOYeHa B YAOCTOBEPEHMETO.
[locTaBUMKBLT MOXE Aa BKIOYBA B M34aBaHOTO YOOCTOBEPEHME N HENOTBbPAEHA MHOpPMaLUs
3a Tutynaps, KoaTo He noanexu Ha npoeepka ot PO/MPC.

[ocTaBuMKbT HE HOCK HMKAKBa OTFOBOPHOCT 3a BKMOYeHaTa B Y4OCTOBEPEHMETO HEMOTBbPAEHA
MHopMaums.

3.3 UpeHTudukaumsa u yCTaHOBsiBaHe Ha UOAEHTUYHOCT Npun nogHoBsABaHe

1.

10.

JoctaBunkbT Moxe ga nogHosu BanuaHo KYKETT, KY 3a obnadeH KEI unu KYKEMeyaT, koeTo
He e NpeKkpaTeHO B CpOKa My Ha BanuAHOCT, MO ABa HayuHa:

e KaTO 3anasu reHepupaHaTta [4BOWKa Ko40oBe 3a TEeKyLOoTO yaocToBepeHune (Renew);

e KaTo reHepupa HoBa ABouka kntodose (Re-key).

MogHoBsiBaHe Ha KYYEN un KYYElMNeyatr He ce ponycka. Mo wuckaHe Ha [loTpeburtens,
HoctaBunkbT wn3sgasa HoBo KYYEN wnn KYYEleyaTr kato u3nbiHABa MbpBOHA4YarnHa
naeHTMdmKaumsa n yctaHoBsiBaHE Ha CaMOfNIMYHOCTTa My.

YaocTtoBepeHue ce NOAHOBSIBA 3a CbllaTa ABONKa aCUMETPUYHK KitovoBe (Renew) Ha TeKyLoTo
KY, ako vHopmMaumsaTa B yOOCTOBEPEHMETO, KOETO ce MNOAHOBSABAa, € WAEHTUYHa C Tasu B
Tekywoto. Camo nepuogbT Ha BanvMaHOCT B NOAHOBEHOTO y4OCTOBEPEHME € pasfinieH OT TO3U B
TEKyLLOTO.

JocTaBunkbT gonycka MHOrokpaTtHO nogHoBsBaHe Ha KY, kaTo 3anasBa TekywlaTta ABoKka
kntoyoBe (Renew), HO NpenopbyBa Ta3u NpakTUKa ga ce orpaHnyaBa C Len aa ce Hamanm pycka
OT KOMMPOMETUPAHE Ha YaCTHUS KoY.

JocTtaBunkbT We nogHosu Tekywo KY ¢ HoBa AaBovika kntoyvose (Re-key), camo ako MNoTtpebutens
3a8BM WCKaHe 3a TOBa W Aeknapupa, Y€ HsaMa HacTbnNunau NpPOMEHW B yOOCTOBepeHaTa
WHopMaums B TeKywWoTo yaocToBepeHue. [MOAHOBEHOTO YOOCTOBEPEHWE uMa pasfnunyeH
nyénnyeH Knio4v, HOB Mnepuog Ha BanuMOHOCT M HOB CeEpUEH HOMeEp, KaTo yaocToBepeHaTta
nHdopmauma ce 3anassa.

Cnep nogHoBsiBaHe TEKYLLOTO YAOCTOBEPEHME HE Ce NpeKkpaTsaBa U oCTaBa BanugHoO B CPOKa My
Ha BanuaHOCT.

3a ugeHTUMKaumns, ycTaHOBSIBaHE Ha WAEHTMYHOCT M CaMONIMYHOCT Ha [loTpebutens Ha
yOOCTOBEPEHME, KOETO CE MOAHOBSIBA, HE CE U3MCKBA TAXHOTO NNMYHO npuckereme B PO/MPC Ha
[ocTaBuunka.

Mpn HacTbLNUNKU NpomMeHn B MHpopmaumsaTa 3a MNMoTpebutensa Ha KY, TekywoTo yaocToBepeHme
He ce nogHoBsaBa. [locTaBuUMKbT n3gasa HoBo KY, kKaTo cneasa nbpBoOHavaniHa naeHTugukaums
N yCTaHOBsIBAHE HA CaMOSIMYHOCTTa My U NpekpaTsiBa He3abaBHO TEKYLLOTO YAOCTOBEPEHNE.
MogHoBsiBaHe Ha ypoctoBepeHue Ha YO Ha HoctaBumka ,BOPUKA” ALl He ce gonycka. Npwu
BCUYKM OOCTOSITENCTBA, KOUTO HanaraTt nogMsiHa Ha YOOCTOBEPEHNETO, BUHArN ce n3gasa HOBO
yoocTtoBepeHue Ha YO.

[ocTaBunkbT cbbniogasa crnegHUTE BPEMEBU OrPaAHUYEHUs] N U3UCKBAHWUS 3a MAaeHTUdMKaLms
npuv nogHoBsaBaHe Ha KY:

BpemeBu nHtepsan MogoHoBsAABaHe N3ncksaHe

[o 30 gHu npegm nstnu4aHe cpoka |- Ype3 Renew 1. a Hama npomsHa B ,DN" Ha yaocToBepeHneTo

Ha BanuaHOCT Ha ygocToBepeHue, |- ype3 Re-key 2. YpoocTtoBepeHueTo ga e 6uno nagageHo Ha QSCD
KOETO He e NMpeKpaTeHo 1 KOeTo 3. 3asiBkaTa 3a nogHoBsABaHe MoXe Aa 6bae M3BbpLUeHa
HsiMa NpoMsiHa B y4OCTOBEpeHaTa B oTaanevyeHo

Hero nHgpopmaums

[o 30 gHu cned n3TudaHe cpoka Ha |- Ype3 Renew 1. a Hama npomsHa B ,DN" Ha yaocToBepeHneTo
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BannaHOCT Ha yoocToBepeHue, - ype3 Re-key 2. YpoocTtoBepeHueTo ga e 6uno nagageHo Ha QSCD

KOETO He € NpeKpaTeHo U KOeTo 3. 3aaBkaTa 3a nogHoBsiBaHe ce nogaea Ha msicto (PO/MPC)
HsIMa NpoMsiHa B y4oCTOBepeHaTa B
Hero nHgopmaums

Moseue oT 30 AHU cnef cpoka Ha He ce nogHoBsiBa
BanMOHOCT Ha YOOCTOBEPEHME

3.4 WpeHTudpukaumsa n aBTeHTUDMKaLUA Npu cnupaHe

1.

2.

3.

HocTtaBunkbT € anbxeH, ypes PO/MPC, ga cnpe OeNcTBMETO Ha BanvAaHO YAOCTOBEPEHME Npu
NOCTBLNWUIO UCKaHEe 3a CnMpaHe, HO He 3a noBseYe OT 24 vaca.

HocTtaBunkbT, Ype3s PO/MPC, He nsebpuiBa ngeHTudmkaums n asTeHTudmkaums Ha 3assutens n
cnvpa He3abaBHO AENCTBMETO Ha yOOCTOBEPEHME.

HoctaBunkbT, 4pe3 PO/MPC, Bb300OHOBABA AOENCTBMETO Ha CMPsSiHO YOOCTOBEPEHWE B
CbOTBETCTBME C Yn. 26, an. 6 Ha 3E[IEYY.

3.5 WUpeHTUdMKauma n aBTeHTUUKaALMA NPpU NpeKkpaTsBaHe

1.

2.

3.

4.

HoctaBunkbT, 4pe3 PO/MPC, npekpatsiBa AEWCTBMETO Ha BanuaHO yOOCTOBEPEHME NpwU
NOCTBLNNIO UCKaHe 3a NpekpaTsiBaHe B CbOTBETCTBME C un. 27 Ha 3E[EYY.

HocTtaBunkbT, ypes PO/MPC HesabaBHO cnvpa OeNCTBMETO Ha yOOCTOBEPEHMETO M M3BBLPLUBA
nocnegsaila naeHTudmrkaumnsa n aBTeHTMdnUKauma Ha 3aasuTens.

HocTtaBunkbT, ypes PO/MPC, cnegBa ga u3sbplun MaeHTUdMKaumaTa M aBsTeHTUdmnKaumnsa Ha
3asButens B paMKuTe Ha JONYCTMMUS CPOK 3a CrvMpaHe Ha OeNCTBUETO Ha yAOCTOBEPEHUETO,
KOWTO e 24 yaca.

HoctaBunkbT, ype3 PO/MPC, npekpaTaBa ENCTBMETO Ha yOOCTOBEPEHME CaMO Cref ycnellHa
naeHTndmrKaums n aBTeHTUdUKaUMs Ha 3asBUTENs U YTOYHEHa NpuyYMHa 3a npekpaTsiBaHe. B
NPOTMBEH CNny4Yan yaoCTOBEPEHNETO Ce Bb30OHOBSBA.

3.6 UpeHTudpukaumsa n aBTeHTUDMKaALNA crien NpeKkpaTsaBaHe

1.

2.
3.

He ce ponycka nogHoBsiBAHEe Ha ygoctoBepeHue u4pe3 ,Renew" unm ,Re-key“ cneg
npekpaTsiBaHETO My.

MoTpebuten Ha NpeKkpaTeHO yAOCTOBEPEHNE MOXE Aa 3asiBU U3gaBaHe Ha HOBO yOOCTOBEPEHME.
HoctaBunkbT, 4Yped PO/MPC u3nbnHaBa NbpBOHaYanHa wmaeHTUdUKauMs, yCTaHOBSIBaHE Ha
NMOEHTMYHOCT Ha lNoTpebutens, ako Ton 3asBM HOBO YAOCTOBEPEHME.
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4 ONEPATUBHU U3SUCKBAHUA U NPOLIEOYPU

1.

HocTtaBunkbT, Ypes PO/MPC, B pamknte Ha ckntodeH [Joroeop 3a KYY, npegoctass cnegHute
onepaumoHHu npoueaypu 3a KYY, npunoxmmm kem KY:

e perucTpauusi Ha UCKaHe 3a U3gaBaHe;

0bpaboTka Ha nckaHe 3a u3gaBaHe;

n3gaBaHe;

npeaaBaHe Ha U3fgafeHo;

ynotpeba Ha aBorkarta kno4vose u KY;

nogHossiBaHe 4ype3 “Renew”;

nogHossiBaHe 4pe3 “Re-key”;

cnvpaHe/Bb30OHOBABAHE;

npekpaTaBaHe;

e crTatyc Ha KY.

HocTtaBunkbT, Ypes PO/MPC, gonycka NoTpebuten ga npekpatu [JoroBopa 3a yA0oCTOBEPUTENHU
YCIyru Mexay TsX.

4.1 WckaHe 3a nsgaBaHe Ha yaoctoBepeHue

1.

2.

N3paBaHeTO Ha yaoCTOBEpPEHWE Ce Mpeaxoxpa OT perncrpupaHe Ha uckaHe OT CTpaHa Ha
3assutens npeg PO/MPC Ha [JocTtaBuuka.

WckaHe 3a wu3gaBaHe Ha YAOCTOBEpPeEHME MOXe fa HanpaBu NuyHo oOT [loTpebuten wunu
YNBHOMOLLIEHO NULe.

. NckaHeTto 3a 3asBsiBaHe Ha KY 3a obnayeH KE[ ce npegxoxga OT WHCTanupaHe w

UHUUManu3MpaHe/akTuBupaHe Ha MOOUNHOTO npunoxeHne 3a obnadveH KEIM B moGunHoTo
ycTponcTBo Ha 3agasutens/oTpebuTens.

. 3asBUTENAT pernctpupa MckaHe 3a M3gaBaHe Ha YAOCTOBEpPEHMEe B OHMaliH PeXxum Unm 4pes

onepatop B PO/MPC Ha [JocTaBuuka.

OnepaTtop Ha PO/MPC, kaTo oTopuaupaH npeactaBuTen Ha [loctaB4yvka, MOXe Aa U3MbIHABA
ponsi Ha 3asBuTen, KaTo perncTpupa OHNavH WUCKaHe 3a u3gaBaHe Ha YAOCTOBEpeHue B
npucbCTBMETO Ha MNMoTpebutens.

4.1.1 Tlpouec Ha 3asiBAIBaHe

1.

7.

WckaHeTo 3a nsgaBaHe BkNOYBa uanata nsmckyema nHgopmauunsa no 3EAEYY 3a MNoTtpebutens
n TMNa Ha yOoCTOBEPEHNETO, KOeTO ce 3asaBsiBa. MIckaHeTO MoXe Aa BKIYBa U AOMbIIHUTENHA,
HenpoBepsieMa UHopMaLums, 4acT OT KOATO Ce YAOCTOBepsBa, a Apyra 4acT yrnecHsaBa KOHTakTa
Ha [ocTaB4ynka c nuueTo.

MpouechbT Ha 3aaBABaHE NpeoCcTaBs Bb3MOXHOCT Ha onepatop Ha PO/MPC unu Ha MNoTpebuten
a reHepupa gsovikarta kpuntorpaddCku KIo4oBe U Aa BKNHYM NyOnnyHus KoY B nHpopmauusaTa
3a n3gaBaHe Ha y4OCTOBEePEHMETO.

[BownkaTta kpuntorpadcku knodose 3a usgasaHe Ha KYKEIN u KYKElMNeuat 3agbrmkutenHo ce
reHepupa B B-Trust QSCD, oTroBapswo Ha n3nckBaHMsITa 3a HUBO Ha CUIYPHOCT 3a Cb3faBaHe
noanuca/neyara.

[BonkaTta kpunTtorpadpcku KniodoBe 3a m3gaBaHe Ha KY 3a obnauveH KEI 3agbmkutenHo ce
reHepupa npu Joctasunka B HSM-a B RQSCD Ha nnatdopmaTa 3a obnadeH KEI.

[Bonkata kpuntorpadckm kniodose 3a msgasaHe Ha KYYEN n KYYElewat ce reHepupa
cogpTyepHo ypes yTBbpaeH oT [JoctaBunka codptyep (Crypto Service Provider/CSP), otroBapsiy
Ha W3NCKBaHMATA 3a [JOMNYCTUMOTO HMBO HaA CUTYPHOCT/OCUTYPEHOCT 3a Cb3gaBaHe
YyCbBbpPLUEHCTBAH nognuc/neyar.

EnekTpoHHUAT bopmaT Ha UCKaHeTO 3a usgaBaHe Ha yoCTOBepeHne ¢ MHgopmaumsaTa, KOSTo
LLle ce BKITYN B yOOCTOBEPEHUETO € CTPYKTYpa, NognmMcaHa C YaCcTHUS KIoY OT reHepupaHata
[ BOWKa KIHOYOBeE.

B cnyvaute, korato e Heobxogmmo, PO/MPC npepoctaBa Ha [loTpebutensa wnm Ha
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9.

YMbSTHOMOLLLEHO OT HEro nuue B 3alMTeH BMA MHpopMaums/Koa 3a AOCTbN 40 YaCTHUS KoY.
Ako 3asiButenaT He npuTtexxaBa QSCD, korato npeacTtaes uckaHe 3a nsgasaHe Ha KY Ha PO/MPC
Ha [locTaBuvka, TOM caMO BbBexda MHdopMauusita 3a umaeHtuduumpaHe Ha [loTpebutens,
KakTo ¥ gpyra gonbfHWTenHa TakaBa, 6e3 ga reHepupa kpuntorpadcka ABOWKa KNO4OoBE 3a
nckaHoto ygoctosepeHune. Kpuntorpadckata aBonka kniovose ce reHepupa npy PO/MPC Ha
JocTaBuuka.

KomyHukaunnte wmexay [lotpebutenute v 3awmteHn VIHTepHeT CTpaHuuM Ha canTa Ha
HoctaBunka ce 6asupat Ha HTTPS npotokon.

10. OgobpeHuTe 3asBKM 3a u3gaBaHe u yrnpaeneHue Ha KY ca nognucanu ot [JoctaBumka.

4.2 Tpoueanypa Ha uspaBaHe

4.2.1 ®yHKuum no naeHtudmnkauma n aBTeHTudmnKkaums

1.

2.

PO/MPC wusBbpwBa uaeHTuduMkaums n aBTeHTUdMKaLMs Ha 3asiBUTEnst Ha WUCKaHeTo 3a

nsgaBaHe Ha ygoctoBepeHue - [NoTpebuTten unu ynbnHOMOLLEHO OT HEro nuue.

Cneg nbpBOHayanHa uvaeHTMUKaUMA W cnopen YTBbpPAEHUM BbTPELWHWM nNpoueaypu Ha

HocTtaBunka, Ha Gas3a NOCTLNWUNO UCKaHE 3a u3gaBaHe Ha YO4OCTOBEPEHME U MNpeacTaBeHU

nokymeHtn, PO/MPC npoBepsiBa u noTebpxgasa npeg [JoctaB4umka:

e camonuyHocTTa Ha [NoTpebuntens unm ynbaHOMOLLEHOTO NULUE;

e rpeactaBuTenHata BRacT Ha (PM3MYECKOTO CNpsiMO  HOPUOUYECKOTO 5uue U Ha
YMbITHOMOLLLEHOTO N1LE;
npoBepsBa yNbIHOMOLLABaHETO;

e ObpXaHEeTO Ha YaCTHUSA KIoY, CbOTBETCTBALL Ha Ny6NMYHMA KNtoY (koraTo ABOMKaTa KntovoBe
e reHepvpaHa npu lNotpebuten);

e (3a obnayeH KEI) ycnewHo mHUUManuanpaHe/aktuBupaHe Ha MOOGWMHOTO NPUMOXeHNe B
MOBUITHOTO YCTPOMCTBO N perncTpmpaHe (T.e., acCoLuMMpaHeTo My C NOTPEOUTENCKUA akayHT,
ypes ckaHupaHe Ha usnpateH QR-kog) oT [JocTaBuuka ;

e (3a obnayeH KEI) npuHagnexHocT/nputexxaHme Ha MOBUMHOTO YCTPOMCTBO C MOOBMMAHOTO
npunoxeHue 3a obnaveH KEIN ot 3aseutens/lMotpedbuten ype3 TOTP-mexaHnsbm/cxema;

e [JonbnHUTENHaA WHGOPMaUMsA, 3asiBEHa 3a BKIOYBaHe B YOOCTOBEPEHUETO, KaKTO U
AonycTuMa HeENOTBbpAEHa TaKaga;

e nognuceaHe Ha [loroBop 3a y4OCTOBEPUTENHM YCIYrn 1 Cbrnacue C yCrioBusaTa B HaCTOALLMS
OOKYMEHT.

Ako pOBonkata knw4voBe e reHepupaHa npu [NoTtpedbutens, PO/MPC cnenosa na nposepwu

npepocTaBeHaTa enekTpoHHa 3asdBKa M M3UCKBAHMATA 3@ HUMBOTO Ha CUIYpPHOCT Ha ABOMWKaTta

Krnto4oBe.

4.2.2 WpeHTdUKaUMA n aBTEHTUKALUA C aCUCTEHT

1.

KoraTto 3aaButenat/[1oTpedbuTensaT e rpaMoTeH, HO € HAM, TyX UK FMyXOHAM, rIyxusaT TpsioBa
caM Ja npoyeTe rnacHo OOKYMEHTUTe, KOMTO MOAMMCBa, M Aa 00siBU Janu e CblfaceH Cbe
CbObPXAHNETO MM, @ HEMUST UMW FNyXOHeMUAT TpsabBa cnej npoynTaHe Ha OOKYMEeHTa Ada
Hanvwe cobCTBEHOPBYHO B HErO, Y€ ro € NPoYesn 1 Ye € CbrnaceH CbC CbAbPXKAHNETO MY.
KoraTto 3assutenat/[oTpebutendar e HerpamoTeH, CbLUMAT credea ga OCUrypu rpamoTHO nuue
(TbNKOBHUK), KOETO ga My npedade CbAbpXaHMeTO Ha nognexawmte Ha nognuceaHe
AOKyMeHTW. [lognnceaHeTo Ha JOKYMEHTU OT HErpamoTHO fuLe Ce M3BbpPLUBA Ypes nonaraHe Ha
NPbCTOB OTNeYaTbK OT AecHuA My naneu. B cnyyan, 4ye nonaraHe Ha NPbCTOB OTNEYaTbK OT
AeCHVs nanew, e HEBb3MOXHO, B IOKYMEHTa ce 0TOens3Ba npuynHaTa 3a ToBa, KakTo 1 C KO apyr
NPBLCT € CMOXEH OTrNeYaTbKbT.

Korato 3asButenat/lotpebutenat e cnan, cblWMAT cnegBa ga ocCUrypu ABamMa rpaMoOTHM
cBuaeTenu, KOMTo Aa ro 3ano3HasT CbC CbAbPXKAHNETO Ha AOKYMEHTUTE, KOMTO NoAnucea, 1 aa
npunoanuLLIaT CbLUNTE.

PO/MPC yctaHoBsiBa CaMOMMYHOCTTa Ha TbIKOBHMKA W CBMAETEnuTe no peda Ha T. 3.2.3. oT
HacTosALWMA JOKYMEHT. [laHHWTe 3a CaMONMYHOCTTa Ha ThIKOBHUKA U CBUAETENUTE ce 3anucear
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B AOKYMEHTUTE, B NoAnNnMcBaHeTO Ha KOUTO CbLUUTE ydHacTBarT.

4.2.3 loTBbpXKOAaBaHE UIU OTXBBLPIISHE HAa UCKaHe 3a u3aaBaHe

1. Cnea ycnewHo HanpaBeHWUTe MPOBEPKM WM 3annawaHe OT cTpaHa Ha 3assutens/[oTpebuTen,
otopusupaH onepatop Ha PO/MPC ytebpxagaBsa npeq [ocTaBuMka MCKaAHETO 3a M3gaBaHe Ha
yAOCTOBEPEHHE.

2. PO/MPC oTxBbpnsi UCKaAHETO 3a u3gaBaHe Ha YAOCTOBEPEHME, aKO YTBbPXAABaHETO €
HeyCneLHO Uy He € N3MbIHEHO 3annallaHe B 5-OHEBEH CPOK OT 3asBEHOTO MCKaHe 3a u3gaBaHe
Ha KY 3a obnadveH KEI.

3. PO/MPC He3abaBHO yBegomsiBa 3asiBUTENs M NOCOYBA NPUYUHUTE 3a OTXBBLPIISIHE.

4. 3asBuTen C OTXBbPJIEHO UCKaHe 3a M3gaBaHe Ha yOoOCTOBEPEHME MOXEe OTHOBO Aa Hanpasu
nckaHe, crnepf Kato e OTCTPaHUIT NOCOYEHUTE NPUYNHK 3@ OTXBBPIISIHE.

5. PO/MPC HagnexHo cbXpaHaBa W apxuBupa npeacTtaBeHUTe LOKYMEHTW W NOoTBbpAeHaTa
erieKTpOHHa 3asiBKa 3a usgaBaHe Ha yOoCTOBEPEHHUE.

6. PO/MPC koHTponupa u yTBbpxaasa npeq [JoctaBuvka BEPHOCTTA M TOMHOCTTA Ha BKIOYEHaTa
NHopMaumsa B yqOCTOBEPEHNETO CaMO KbM MOMEHTA Ha U34aBaHETO My.

7. lMotpebuten Ha KY nma 3agbmkeHMeTo He3abaBHO Aa nHdopmupa [JocTtaBumka 3a HAaCTLNUMK
NpPOMeHU B yaoCTOBepeHaTa UHopmaLumsa cneg n3gaBaHeTo My.

4.2.4 Cpok 3a obpaboTka Ha UCKaHe 3a usgaBaHe Ha yaocToBepeHue

1. PO/MPC Ha [ocrtaBuvMka He3abaBHO, B npucbCcTBMeTo Ha 3assutens/[oTpebuten wnu
YMbIIHOMOLLEHO OT HEro nuue, U3NbiHsABa BCUYKM (PYHKUMM MO NMpoBeEpKa, Crned Kato Ton e
npeacTaBun HeobxooumuTe 3a TOBa AOKYMEHTM U yTBbpXAaBa npeactaBeHaTa MHdopmaums
ypes HanpaBeHOTO MCKaHe 3a n3gaBaHe Ha yoOCTOBEpPEHME.

2. [onycka ce 5-aHeBeH cpok 3a obpaboTka Ha nckaHe 3a n3gasaHe Ha KY 3a ob6nadeH KEI, npes
konTo lNoTpebutenaT Moxe Aa 3annaTu OHNaWH 3asiBEHOTO yaoctoBepeHune. Crnea To3u CpoK,
MOBUITHOTO NpunoxeHune 6rioknpa nsnonssaHeTo Ha obnavHma KENN. Ako TO3M CPOK He e N3TeKbn
unu 3asiBkaTta € noTebpaeHa (cneg 3annawade) ot PO/MPC, MoGUnHOTO NpunoXeHne n3mckea
MotpebutenaT na ebBeae NNH-koa 3a obnayvHns KENM.

3. YO Ha [ocTtaBuuka nsgasa HeszabaBHO yoocToBepeHUeTo cneq ytebpxgasaHe ot PO/MPC Ha
eneKkTpoHHaTa 3asiBKa 3a nsgaBaHe.

4.3 WN3paBaHe Ha yaocToBepeHue

4.3.1 [encrtBue Ha YaocToBepsABaWMA OpraH

1. YO Ha [ocTtaBunka enektpoHHo maeHtudmumpa PO/MPC, yTBbpann enekTpoHHaTa 3asiBka 3a
n3gasaHe Ha KY.

2. YO reHepupa 3aaBeHOTO KY cbrnacHo usbpaHua npodusn, NOANMCBA o C eNeKTPOHHUSA nognuc
Ha [JocTtaBuuka n ro nybnmkyesa He3abaBHo B [My6rnyHUA Ccu perncTobp.

4.3.2 WU3BecTtsABaHe Ha lNoTpebutensa Ha yaoctoBepeHue oT [locTaBuYMKa

1. [HoctaBuukbT, Ypesd Cnyxbata 3a ussectasaHe Ha [oTpebutenu Ha KYY, He3abaBHO n3BecTsaBa
MoTpebutens Ha nsgageHoTo n NyGrMKyBaHO YAOCTOBEPEHME.

2. Cnyxb6aTa 3a nsBectsiBaHe manpawa 4o Notpebutens enekTpoHHO M3BECTUE MO UMEWNI UNu
push-HOTUMKaUNA 4O MOBUIHOTO NpunoXxeHne ¢ nHdopmauusa 3a nsgageHoto KY, Herosus
CEepueH HoMep 1 nepuoaa My Ha BanvaHOCT, OCBEH B CriyvauTe, Korato nuncea MMmenn agpec.

3. [HoctaBumkbT [ocTaBa WM3gageHOTO yaocToBepeHue Ha [loTpebuTtensi, pecnekTMBHO Ha
YMbHOMOLLEHOTO OT Hero nuue, Ypes PO/MPC.

4. OtopusmpaH onepatop Ha PO/MPC 3anucBa KY Ha B-Trust QSCD wunu Ha B-Trust SCT
(PKCS#12 «kpuntodpann), B 3aBMCMMOCT OT TOBa kbAe € Owuna reHepupaHa ABonkaTta
KpunTorpadcku Krnto4oBe 3a ToOBa YAOCTOBEPEHME, KOraTo TOBa € Bb3MOXHO.

5. HocrtaBunkbT, ype3 PO/MPC goctaBa  mM3gageHOTO  yOOCTOBEpPEHME Ha Motpebutens,
PECNEKTUBHO HA YMbIHOMOLLEHOTO OT HEro nuue.

6. B cnyuas, korato lNoTpebuTten e reHepupan gBoMKaTta KIlo4YOBE M YACTHUSA KoY € Ha Heros
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KOMMIOTHbP, TOM cneasa Aa aoctaBu/3apean nsganeHoto KY Ha To3u KOMMTbP OT NOCOYEHUs
agpec (URL) B umenna.

'eHepupaHeTo Ha 3awmTeH npeHocum codpTyepeH TokbH (PKCS#12 dhann) e 3agbrkeHne Ha
MoTpebutens wunuM Ha YNbLAHOMOLWEHO InuMUe cref Kato [octaBu um3gageHoto KY wu
yaocToBepeHusaTa Ha [loctaByuka.

4.4 TlpuemaHe n ny6nukyBaHe Ha yA4OCTOBEPEHMNETO

1.

2.

[ocTtaBunkbT, 4pes onepatmBHus YO nybnukyBa Hes3abaBHO M34adeHOTO yOOCTOBEPEHME B
My6nuyHna perncTbp Ha M3gageHuTe yaooCcToOBEPEHUS.

MoTpebutensaTt Mmoxe Aa Bb3pasu npeq [ocTtaBynka, ako U3gageHoTo yaoCTOBEPEHUE ChabpXKa
rPELUKM U HENBIHOTK, B 3(TpWU) AHEBEH CPOK OT Ny6riMkyBaHeTo My B [yGnnyHmsa pernctsp. Te
ce OTCTpaHaBaT He3abaBHO oT [locTaBuMka 4pe3 usgaBaHe Ha HOBO yaocToBepeHue 6e3
3annallaHe Ha Bb3HarpaxxaeHue, OCBEH ako ce AbrhkKaT Ha NpeaoCcTaBsHE Ha HEBEPHU JAHHW.
Mpu nunca Ha Bb3paxeHue oT cTpaHa Ha MoTpebuTtens B NnocoveHust No-rope CPokK ce CMsATa, ve
CbObpPXXAHNETO Ha yOOCTOBEPEHMETO € MpPUEeTO.

4.5 Ynotpeba Ha gBOMKaTa KNn4Y0Be U Ha YAOCTOBEPEHUEeTOo

4.5.1 Ot loTpebutensn

1.

2.

YacTHMAT KMoy, CbOTBETCTBALY, Ha YAOCTOBEPEHMSA NyOGNMYeH Ky e Nof KOHTporia caMo Ha

MoTpebutensa. OTroBOpHOCTTA 3a M3MON3BAHETO HA YacTHUSA Koy e Ha [NoTpebuTens.

MoTpebuten ynoTpebsiBa yOoOCTOBEPEHMETO WM CbOTBETCTBALLATa [BOWKA KIHOYOBE Ha

yAOCTOBEPEHNETO, KaKTO creaga:

e B CbOTBETCTBME C O3Ha4YeHaTa B ygoctoBepeHueTo Nonutuka "Certificate Policy" n cbrnacHo
aTpmnbyTtute keyUsage" n ,extendedKeyUsage";

e 3a noraraHe Ha EneKTPOHEH MOAMUC WM ENEKTPOHEH MevYaT B PaMKUTE Ha CpoKa Ha
BanuaHOCT Ha yOOCTOBEPEHUETO;

e MpoBepKa Ha NOMOXEH eNeKTPOHEH NOAMUC UNN ENEKTPOHEH neyar;
A0 MOMEHTa Ha NpeKpaTsiBaHe Ha YAOCTOBEPEHNETO;

e KOraTo YOOCTOBEPEHWETO € CMpPsSIHO, HEe M3MONi3Ba 4YaCTHUS KIOY 3a Cb3gaBaHe Ha
€NeKTPOHEH NOANMC U Ha eNeKTPOHEH nevyar;

e cbrnacHo [loroBopa 3a yaoCTOBEPUTENHM YCyrn Mexay Hero n [loctaB4uka.

4.5.2 OT poBepsBalla ce cTpaHa

1.

2.

My6nuyHmaT ktod B KY, cboTBETCTBALL Ha AbpXaHus OT [oTpebutens YacTeH koY, e ny6nunyHo

AOCTBIMEH 33 BCUYKW.

Bcsika noBepsiBawa ce ctpaHa, BknioumtenHo onepatop B PO/MPC cnegsa ga mnsnonsesa KY u

ny6nuyHns knioy Ha MoTtpebuten, kakTo crneaga:

e B CbOTBETCTBME C O3Ha4yeHaTa B ygoctoBepeHueTto nonutuka "Certificate Policy" n cbrnacHo
aTpubytute ,keyUsage" n ,extendedKeyUsage;

e CaMO crnepj npoBepka Ha cTtatyca Ha yAOCTOBEPEHMETO U NPOBEpKa Ha YCbBbPLUEHCTBAHUS
eneKkTpoHeH neyvart Ha [locTaByuka;

e [0 NpeKkpaTsaABaHe Ha yAOCTOBEPEHNETO;

e KoraTo yAOCTOBEPEHUETO e CrpsaHO, NyBnuYHMAT Koy He Tpsbsa Aa ce U3nonaea.

4.6 lNopHoBsABaHe Ha yaocToBepeHue

1.

2.

MogHoBsiBaHeTO Ha KY 3anasBa wWHdoOpMauuaTa OT TeKywoTO YAOCTOBEPEHME, KaTo B
NOAHOBEHOTO YAOCTOBEPEHME CE MPOMEHS Nepmoaa Ha BanvaHOCT.

KYYE, KYYEMNeuat n KY 3a obnayeH KElN He ce nogHoBsiBa. [oTpebutenat mMoxe ga 3assu
n3pasaHe Ha HoBo KY 3a nognuc, 3a ne4yat unu 3a oobnadveH KET.

MogHoBsiBaHeTO Ha KY ce npeoxoxaa OT pernctpupaHe Ha UCKaHe 3a MNOoAHOBsIBAHE npen
PO/MPC.

MogHoBsiBaHe Ha KY, KoeTo He e BMo NpekpaTeHo B Nepuoga My Ha BanuMAHOCT, MOXe Ada ce
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8.

9.

N3MbITHW NO ABa Ha4MHa:
e 3anasBa Ce reHepvpaHaTa ABOVKa KM4YoBe 3a TEKYLLOTO yaoctoBepeHme (Renew);

e reHepwupa ce HoBa ABovika kntoyoBe (Re-key).

MckaHeTo 3a nogHoOBsIBaHE Ha yoOCTOBEPEHME Ce perncTpupa oHnawvH, korato NoTpebutenat
nma sanmgHo KYKETIT, koeTo TpsabBa aa nogHoBW.

Korato ygocTtoBepeHMETO € C M3TEKbST CPOK Ha BanMOHOCT U MUCKAHETO 3a MOAHOBSABaHE €
CbIMAcHO MOCOYEHUTE BPEMEBU OFPaHWYEHUss M U3NCKBaAHUA 3a WaeHTUdUKaumMs npwm
nogHossiBaHe, lMoTpebutenat unu ynbnHOMOLWEHO OT Hero nuue TpsabBa NMYHO Aa noceTu
PO/MPC Ha HdocTaBuuka.

MoTpebuten nnn ynbiHOMOLLEHO OT HEro nvue MoXe Aa NogHOBM MHOroKpaTHO cBoe KY npwu
cbbntogaBaHe Ha NOCOYEHUTE NO-40NY YCNOBKSA 3a NOAHOBSABAHE.

JocTaBunkbT He Oonycka M3norn3BaHe Ha ABOWKa Kr4voBe 3a nepuof, no-ronsm ot 3 (Tpwm)
rOONHW.

[locTaBuMKbLT He npenopbyBa MHOrOKPaTHOTO nogHoesiBaHe Ha KY uypes ,Renew" ¢ uen ga ce
Hamanu pucka oT KOMNPOMETUPaHE Ha YaCTHUS KITHO.

10. JocTaBunKbT NpenopbyBa Ha [MoTpebuTtensa ga NOAHOBKM CBOE yaocToBepeHue ypes ,Re-key”.

4.6.1 YcnoBus 3a nogHOBSiIBaHe Ha yAOCTOBepeHue

1.

PO/MPC we nogHoBu egHo KY upes ,Renew" npu cbbnogasaHe Ha criegHUTE YCroBUS:

e yOOCTOBEPEHMETO HE e NpeKkpaTeHo B neproga My Ha BanugHocT;

e [loTpebuten wunuM ynbAHOMOLWLEHO OT HEro nuue pAeknapvpa, 4e Hsma npomsiHa B
yaocToBepeHaTa MHopmauns B TEKYLLLOTO My YAOCTOBEPEHUE;

e UCKaHe 3a NoAHOBsIBaHe e HarnpaBeHo Ao 30 AHM Npeaun unu creq U3TudaHe Ha nepuoda Ha
BanuMaHOCT Ha YAOCTOBEPEHNETO;

e CTPOro M3nbrHsBa WAeHTUMKAUMSATA M yCTaHOBSIBA WMAEHTMYHOCTTA Ha 3asBuTtensa wm
cbbnogaBa NOCOYEHNTE BPEMEBU OrpaHNYeHNs NpU NOAHOBSBaHE.

PO/MPC we nogHoBu egHo KY ypes ,Re-key" npu cvbniogaBaHe Ha criegHUTe yCrnoBus:

e YOOCTOBEPEHUETO HE € NpeKpaTeHo B CPOKa My Ha BarnuaHOCT;

e [loTpebuten wunuM ynbAaHOMOLWLEHO OT HEro nuue pAeknapupa, 4Y4e HsiMa npoMmsiHa B
yAoCTOBEpeHaTa MHGOpMaLms B TEKYLLOTO My YAOCTOBEPEHNE;

e VCKaHe 3a nogHoBsiBaHe € HanpasBeHa o 30 AHM npeau vnu cneg M3TUYaHe Ha cpoka Ha
BannaHOCT Ha YAOCTOBEPEHNETO;

e CTPOro U3nbiiHABa MAEHTUMMKALUNATA U YCTAaHOBABAHE Ha WOEHTMYHOCTTa Ha 3asBuTens m
cbbnogaBa NOCOYEHNTE BPEMEBU OrpaHNYeHns Npu NOAHOBSABaHE;

BbB BCMYKM cnyyaun, korato nma npomsiHa B yaocToBepeHaTa nHgopmauns 3a MNotpebutens Ha

TeKyLOTO YAOCTOBEpPEeHMe, NOCNeaHOTO He NMOAMEXM Ha NoaHoBsIBaHe, a [locTaBunKbT M3gaBsa

HOBO Y1OCTOBEpPEHNE.

4.6.2 Kou moxe Aa 3asBM NOQHOBSAIBaHe Ha yAOCTOBEpPeHUe

1.

MoTpebuTen unu YyNbIHOMOLLEHO OT HEro nuue Moxe [a 3asiBu NoJHOBsIBAaHE Ha
yOOCTOBEPEHMETO Npu CbbntofaBaHe Ha BpeMEBUTE OrpaHWYEHUs], U3UCKBAHMS U YCNOBUS 3a
nogHoBsIBaHe.

4.6.3 lpouenypa no nogHOBSAAIBaHe Ha yAOCTOBEpPEHMUe

1.

2.

MogHoBsiBaHeTo Ha KY ce npegxoxga oT pernctpupaHe Ha UCKaHe 3a MOoAHOBsIBaHe npeq
PO/MPC Ha JocTtaB4uka.

VMckaHeTo 3a nogHOBsIBaHe Ha YAOCTOBEPEHME Ypes eNneKkTpoHHa 3asaBka ce yaoctoBepsiBa ¢ KET
. B cnyvain, ye ypoctoBepeHMETO, KOETO ce MNOoAHOBHABaA € C U3TEKbST CPOK Ha BanuaHOCT,
MoTpebutenat mnn ynmbrHOMOLLEHO OT Hero nuue Tpsbea ga nocetn nudHo PO/MPC Ha
HoctaBunka. PO/MPC cTporo cneaBa U3WCKBaHWATa 3a MOEHTUMUKAUMA U yCTaHOBABAHE Ha
NMOEHTUYHOCT Ha 3asaBuUTENS 1 Ha yCnoBuaTa 3a NOgHOBSIBAHE.

Cnen ycnewHa wvgeHTuduvkaumss M NpoBepka Ha ycrnoBuaTa 3a nogHossBaHe, PO/MPC
noTBbPXKAAaBa UCKAHETO 3a NOAHOBsBaHe npeq onepatneHms YO Ha [JocTaBuumka.
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4. Cnep ycnewHa enekTpoHHa aBTeHTudukauma Ha PO/MPC upe3 oTopusuMpaHusa onepartop,
onepatmBHua YO n3nbrHsiBa NOTBbPAEHOTO NCKaHe 3a NOAHOBSABAHE Ha YyAOCTOBEPEHNETO.

5. lMpn HeycnewHa wugeHTMdUKaAUMA UM NpoBepka Ha ycnosusitTa 3a nogHoBsiBaHe, PO/MPC
OTXBbpPSSA UCKAHETO 3a NOHOBSIBAHE HA YAOCTOBEPEHMETO M He3abaBHO n3BecTABa 3aaBuTens
3a npuynHarTa.

6. 3asBuTen c OTXBbPIIEHO NCKaHE 3a NOAHOBSIBaHE, MOXE Aa 3asBu nsgasaHe Ha Hoeo KY.

4.6.4 WU3BectaBaHe Ha [loTpebuTen cnea noaHoBsiBaHe Ha yAoCTOBepeHue

1. [ocTtaBuukbT, 4ype3 CnyxbaTa 3a nssectsaBaHe Ha [loTpebutenn Ha yaoCTOBEPUTENHU YCNYIN,
He3abaBHO nsBectsABa [loTpebuTensa Ha NOQHOBEHOTO N NYGNUKYBaHO Y4OCTOBEPEHME.

2. Cnyxb6aTa 3a usBectsaBaHe m3snpawa go lotpebutenss enekTpoHHO M3BECTME MO MMEWN uUnu
push-HOTUMMKaUNA Ha MOBUITHOTO NpunoxeHne ¢ nHdopmauusa 3a nsgageHoto KY, HeroBus
CepueH HOMep 1 nepuoaa Ha BanuMAHOCT Ha NOAHOBEHOTO yaocTtoBepeHne u agpeca (URL), ot
KOWTO MOXe [a LOCTaBu NOAHOBEHOTO YAOCTOBEPEHME.

3. Korato 3agaButensaTt 3a nogHoBsiBaHe Ha ygoctoBepeHue nocewasa PO/MPC, lMotpebuten
nony4asa NOAHOBEHOTO YAOCTOBEPEHUE OT OTOPU3NPAHUS OnepaTop, KOWTO nNpu HeobxoaumMocT
ro 3anucsa Ha B-Trust QSCD, B KOeTO e reHepupaHa gBovikaTa Kpuntorpadgcku Kniovose 3a
yOOCTOBEPEHUNETO.

4. TopgHoBeHo KY 3a o6bnayeH KEI He ce pocTtaBa Ha [loTpebutens, camo ce 3anucBa B
noTpebuTenckua  akayHT, CbOTBETCTBAlW, Ha  acouMMpaHoTO C  Hero  MoOOumHO
NpunoXxeHme/MoBUITHO YCTPONCTBO.

4.6.5 lNybnukyBaHe Ha NOAHOBEHO YAOCTOBEpPEHUE

1. [octaBuukbT, ype3 onepatuBHua YO nybnukysa He3abaBHO NMOOHOBEHOTO YyO4OCTOBEPEHME B
My6nuyHua pernctsbp.

4.7 lNopmsaHa Ha gBoMKa KpunTtorpadCcku Kro4yoBe B yaoCTOBEpeHUE

1. [ocTaBumKkbT gonycka nogmsiHa Ha kpuntorpadcka gsovika krnovose B KYKEI upes ,Re-key",
caMo Npwu cna3BaHe Ha U3MCKBaHUSTA M Ha YCrnoBMATa 3a NOAHOBSABAHE Ha yAOCTOBEPEHMNE UMK
KaTo nsgage HoBO yAOCTOBEPEHWE.

4.8 [MpomsiHa B yaocTtoBepeHue

1. [JocTaBuyuKbT Aomnycka NpOMeHU B CbObpXaHMeTO Ha MHopMauusa B u3gageHo u nybnukysaHo
KY camo npu cnassaHe Ha U3NCKBaHUATA M Ha YCrOBUSATa 3a U3gaBaHe Ha HOBO YAOCTOBEPEHME.

2. [octaBuukbT He gonycka npomsiHa B npoduna Ha KY, cneunduumpaH B NonutukaTta 3a ToBa
yOOCTOBEpPEHHME.

3. [HoctaBunkbT He npegnara ycnyrata "Mogudukauma Ha ypoctoepeHue" (Certificate
Modification).

4.9 [lpekpaTtsiBaHe U cnMpaHe Ha yaoCTOBepeHue

1. Ha npekpaTtsiBaHe nognexart caMo BanvaHu yaoCTOBEPEHUS, T.€. yA0OCTOBEPEHUS, YANTO CPOK Ha
BanWaHOCT HE € U3TEeKbI.

2. Tlpu npekpaTtaBaHe Ha yaOCTOBEPEHNETO Ha onepaTuBHMA YO 3a u3gaBaHe v nogabpXaHe Ha
KY, oencTBmeTo Ha BCMYKM U3gageHn OoT Hero v BanvuaHu YAoCTOBEPEHUS Ce NpeKkpaTaBa.

3. Camo onepatuBHuaT YO, usgan ygoocToBepeHue, MoXe fa npekpatn OEeWCTBMETO Ha ToBa
yAOCTOBEPEHWE.

4. Ako npekpaTaBaHeToO € CreAcTBME OT onepaTopcka rpeLuka unu crnegcrTeme ot KoMnpomeTnpaHe
Ha onepaTMBeH YacTeH koY Ha [locTaBymka, [OBENU A0 NpekpaTsBaHe Ha YAOCTOBEPEHNETO Ha
onepatmeHua YO, [loCTaBYMKbT LWe n3gane 3a CBos CMeTKa EKBUBANEHTHO yOOCTOBEPEHME.

5. Ycnyrute no ynpasneHne Ha npekpaTsaBaHe 1 cnupaHe Ha eNCTBUETO Ha YAOCTOBEPEHME Ca Ha
pasnorioXXeHne AEHOHOLWHO, 7 OAHWM B ceamuuarta. 3a cnewHo cnupaHe Ha AEeNCTBMETO Ha
yoocToBepeHue (Hanpumep, nsrybeHo/otkpagHato QSCD ycTponcTBO Unm MOBUITHO YCTPOMCTBO
¢ MOBMNHO NpunoxeHune) e Heobxoanmo ToBa Aa ce 3aaBu Ha TenedoH: 0700 199 10.

6. [lpu cpuB B cuctemata, ycnyrute unv apyrn oaktopu, Kouto ca u3sBbH KoHTpora Ha YO, OKYY
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nonara MakcumarnHu ycunug, 3a ga rapaHtupa, Ye ycrnyrata He nuncea 3a nepuog, no-abnbr oT
MaKkcumarnHus nepuog oT Bpeme, KOUTOo B cnyyasd e 3 (Tpum) yaca.

BpemeTo B cuctemnte, CBbp3aHW CbC CNMpaHe W npekpaTsaBaHe Ha YOOCTOBEPEHUs ce
cuHXxpoHu3npa cnpsamo UTC noHe BeagHbX Ha 24 yaca.

4.9.1 Ycnosusa 3a npekpaTtsiBaHe Ha yaocToBepeHue

1.

[ocTaBunkbT NpekpaTtssa nsgageHo ot Hero KY npwu:

e CMbPT UMK NOCTaBsiHe nop 3anpelleHne Ha [oTpebuten c npekpaTaABaHe Ha HOPUANYECKO
nuue Ha lMNotpebutens;

e pekpaTaBaHe Ha npegcTaBuTenHaTa Bnact Ha [loTpebutens cnpsamo 1opruan4eckoTo nuue,

KOeTO NpeacTaBnsBa;

yCTaHOBsIBaHe Ha HEBEPHU JaHHU NPU U3aaBaHe Ha yAOCTOBEPEHNETO;

CTaHana BrnocreacTBMe HeBSApHa yaoCTOBEpeHa MHopMaLms;

npv NpomMsiHa B YAOCTOBEpeHa BeYve nHdopmauns Ha MNotpebutens;

KOMMpOMeTMpaHe Ha YaCTHUS KITHoY;

3ary6a Ha B-Trust QSCD mnnu mobunHo yCTponcTBO C MHULManmnanpaHo/akTuBupaHo MobuHo

npunoxexue unu 3anuyaesaHe (delete) Ha MOBGMNHOTO NpUNoXeHne B MOBUNHOTO YCTPOWUCTBO;

e 3abaBa B 3annawaHeTo Ha ObJ/PKMMO Bb3HarpaxaeHue;

e 1CKaHe 3a npekpaTsaBaHe, crnej KaTto ce yBepu B CaMOMMYHOCTTa M B NpeacTaBuTenHarta
Bnacrt Ha NoTtpebutens.

[ocTaBunkbT npegnpuema He3abaBHO MpekpaTaBaHe Ha OEWCTBMETO Ha magageHoTto KY npwm

BCSAKO €QHO OT NOCOoYeHUTe no-rope obcTosTencrea.

[ocTaBunKbT NpekpaTaBa n3gageHnTe oT Hero yaoCTOBEPEHUS, ako NpekpaTh AenHocTTa cu 6e3

Aa 9 NpexBbpnvn Ha Apyr 4OCTaBYuK.

[locTaBunKbT MOXKe da crnpe u npekpaTtu ygoctoBepeHne Ha YO oT uHdpacTpykTypara, ako ca

HanvLe oCHOBaTENHN CbMHEHNs 3@ KOMNPOMETUPaHe Ha YacCTHUS KoY Ha TO3M OpraH.

4.9.2 lpoueaypa 3a npeKkpaTsiBaHe Ha yAOCTOBepeHue

1.

2.

10.

MpekpaTaBaHe AeCTBMETO Ha yOOCTOBEPEHUE ce Npeaxoxaa OT perncrpvpaHe Ha uckaHe 3a
npekpatsiBaHe npeg PO/MPC Ha [ocTtaBuuka.

WckaHeTo 3a npekpaTsiBaHe Ha y4OCTOBEPEHME MOXe Ja ce peructpupa enekTpoHHO, caMo
korato [loTpebutens mma (gpyro) BanMAHO M OOCTLMNHO 3a MON3BaHe ygocToBepeHue. B
NPOTMBEH CNy4Yai ce NpaBu UCKaHe Ha MACTO npepn oTopuampaH onepaTtop B MPC.
MpekpaTsiBaHETO Ha yOOCTOBEPEHUE Ype3 MCKaHe MO eNeKTPOHeH cnocob ce ygocToBepsiBa C
nonaraHe Ha BanugeH KEl, cboTBeTCcTBaL, Ha BanuaHo ygoctoBepeHmne Ha MNoTtpebutens.
OTtopuanpanuat onepatop B PO/MPC He3abasHo, 6e3 aa nageHtudpuumnpa Motpebutensa, cnupa
OencTBMEeTO Ha YOOCTOBEPEHNETO 3a He rnoBeYe OT 24 vaca.

BbB Bcuukm criyyau, MotpebutensaTt unm ynbnHOMOLLEHO OT HEro nuue TpsibBa Aa NoceTu NIMYHO
PO/MPC Ha [octaBuMka 3a nocnegeawia npoBepka Ha WAEHTMYHOCTTA, PECNEKTUBHO
CaMOfMYHOCTTa My.

PO/MPC ctporo crneaBa msncksaHusitTa 3a naeHtudukaumnsa n yctaHoBsBaHe Ha MAEHTUYHOCT,
PECNEKTUBHO CaMONNYHOCT Ha NoTpebutens n npuYnHUTE 3a NpekpaTaBaHe.

Cnep ycnewHa enekTpoHHa aBTeHTUdMKaums Ha PO/MPC 4ype3 oTopuaupaHusi onepaTop,
onepatmBHua YO m3nbrHsBa NOTBbpAeHaTa 3asBKa 3a NpekpaTsiBaHe Ha YAOCTOBEPEHMETO.
Mpn HeycnewHa waeHTUdUKaLMA W NpoBepka Ha ycnosusTa 3a npekpatsasaHe, PO/MPC
OTXBbpfS MWCKAHETO 3a MpekpaTsiBaHe Ha y4oCTOBEpeHMeTo W He3abaBHO Wu3BecCTsBa
MoTpebutensa 3a npuumMHUTE 3a TOBA.

MoTpebuten, c OTXBbPMEHO NCKaHE 3a NpekpaTsaBaHe Ha yaOCTOBEPEHUE, MOXe Aa Nofaae HOBO
nckaHe 3a npekpaTtsBaHe Ha y4OCTOBEPEHUETO, crnen KaTo OTCTPaHWM MOCOYEHUTE MPUYMHM 3a
oTKasa.

Cnen npekpaTtsiBaHe Ha yaooCToBeEPEHMETO, [JoCTaBUMNKBLT, Ype3 cBod onepatnBeH YO, He3abaBHO
nybnukyBa npekpateHoTo yaoctoBepeHne B CRL, kaTo n3gasa HOB CNUCHK.
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11. Cnen npekpatsiBaHe Ha ypoctoBepeHueTo, [octaBumkbT, ype3 Cnyxbata 3a msBecTaBaHe
He3abaBHO yBegomsBa [loTpebutens uype3 e-menn mnum push-HoTudpmkauna Ha MOOBUNHOTO
YCTPOMCTBO/MOBUITHOTO MPUIOXEHUE HA NPEKPaTEHOTO YAOCTOBEPEHNME.

12. MNMpekpateHo ypoctoBepeHne Ha [loTpebuten He nognexu Ha Bb30OHOBSABAHE WNM Ha
noaHoBsIBaHe.

13. [locTbn 0O UCKaAHETO 3a MnpeKpaTsiBaHe U OTYETUTE OT U3MbIIHEHWETO Ha MpeKkpaTsBaHe Ha
yAOCTOBEPEHNE nMaTt OTOpU3npaHun nuua oT nepcoHana Ha [JoctaByuka.

4.9.3 lpatuceH nepuopa npeau npekparsiBaHe Ha yaoCcToBepeHue

1. lNpeon pa npekpatu gencTtBMeTo Ha BanuaHo KY, HocTtaBuukbT 4pe3 cBosi PO/MPC cnuvpa
OENCTBMETO Ha YOOCTOBEPEHMNETO 3a He noBeYe OT 24 vaca.

2. B pamkuTe Ha TO3M rpatuceH nepmog [ocTtaBumkbT, Ype3d ceoss PO/MPC, tpsabea ga masbpLum
BCUYKN NPOBEPKM 3a YCTAHOBABAHE Ha MAEHTMYHOCTTA Ha [loTpebuTtena n Ha npuyMHUTE 3a
npekpaTtsiBaHe.

3. lpn HeycnewHa npoBepka WM cred W3TMYaHe Ha rpatucHus nepmog, [ocTaBunMKbT
Bb306HOBSABA AENCTBMETO Ha YAOCTOBEPEHNETO.

4. [ocTtaBuMKbT Bb30OHOBSIBA [AEWCTBMETO Ha YOOCTOBEPEHMETO MO W3PUYHO WCKaHe Ha
MoTpebuTtensa nnmn ynbHOMOLLEHO OT HEro nuue npeau Aa usteye rpaTMcHUSA nepuoa.

4.9.4 Bpeme, 3a KoeTO YaocToBepsiBalw, opraH TpAOBa Aa M3NbJIHA MUCKaHe 3a
npeKkparsiBaHe

1. [ocTaBuuKbT TpsibBa Oa M3NbIHWM MCKaHe 3a NpekpaTsiBaHe Ha yOoCTOBepeHue 3a rnepuog oT
BpemMe, He MOo-rofisiM OT MOCOYEHMs1 FpaTUCEeH Mepuoa M camo crieq YChewHo 3aBbplleHa
rMpoBepka Ha ycroBMsaTa U Ha NPUYNHUTE 3a NpekpaTsiBaHe.

4.9.5 N3uckBaHMA KbM [loBepsiBallM ce CTpaHU 3a MNpoBepKa Ha MnpeKkpaTeHo
yAocToBepeHue

1. Bcsaka [oBepsiBawia ce cTpaHa npuvema msgageHo ot [octaBumka KY camo cnep ycnelwHa
npoBepKa Ha cTaTyca Ha yaocTtoBepeHneTo Ypes akTyanHusa CRL nnmn 4pes npoBepka Ha TekyLmns
cTaTyC Ha yaocToBepeHneTo B peanHo Bpeme ype3 OCSP cbpBbpa Ha [JocTaBumka.

2. [loCcTaBYMKBbT HE HOCKM OTrOBOPHOCT 3a HACTBLNWUIKN BPEeAn N NOCNEACTBUS OT HEU3MbIIHEHNE Ha
NOCOYEHNTE U3NCKBAHUS.

4.9.6 YecrtoTa Ha nybnukyBaHe Ha akTyaneH CnuMcbK Ha npeKkpaTeHn yaoCcToBepeHus

1. [HocTaBuuKbT, Ypes cBod onepaTtmBeH YO, nybnukyBa He3abaBHO HOB akTyaneH CRL, Bcekn nbT
KoraTo ce npekpaTu AercTBmeTo Ha BanugHo KY, nsgageHo oT 1031 opraH.

2. [octaBuukbT, Ypes ceod onepatmBeH YO, nybnukysa nepunogmyHo aktyaneH HoB CRL cbc cpok
Ha BanugHocT 1 Mecell.

3. CpokbT Ha BanuaHOCT 1 MeceL Baxu 3a BCceku nybnunkyBaH HOB akTyaneH CRL Ha onepaTuBHusA
YO.

4.9.7 lNyb6nukyBaHe Ha akTyaneH CnucbkK Ha NpeKpaTeHn yaoCTOBEePEHUA

1. ,D,OCTaBHVIK'bT cBOEBPEMEHHO I'Iy6J'IVIKyBa aKkTyarlieH CRL crnegq aBToMaTudeH 3arimc Ha
npekpaTteHo Unn cnpaHo ygoctoBepeHune.

2. TybnukyBaHeTo Ha akTyanHua CRL e aBToOMaTu4YHO.

4.9.8 Bb3MOXHOCT 3a NpoBepKa Ha CTaTyC Ha yAOCTOBepeHue B peariHo Bpeme

1. [locTaBuymKbT NpegocTaBsi OHNarH NpoBepka B peasnHo Bpeme no OCSP npoTokon Ha cTaTyca Ha
n3gageHute KY.

4.9.9 UsuckBaHusa 3a nonssaHe Ha OCSP

1. TllpoBepka Ha cTtaTyc Ha KY B peanHo Bpeme (no OCSP npoTtokon) uauckea ga ce usnonssa
HeobOxoaumMaTa TEeXHUKa M TEXHOMOMMW, KakTo M OoHnamH goctbn npe3 WHtepHetr go OCSP
cbpBbpa Ha [JocTaBuKKa.

"BOPUKA" ALl, 26 Anpun 2022 . Ctp. 54 ot 87



O6woa0CTLNEeH JOKYMEHT
NMPAKTUKA NP NPEOOCTABAHE HA KBANTMOULMPAHU YOOCTOBEPEHUA
N YOOCTOBEPUTEJIHU YCIIYTU OT ,,BOPUKA“ A

2. TlpoBepka Ha ctatyc Ha KY B peanHo Bpeme (no OCSP npoTokon) Moxe Aa ce M3nbiHu 1 npes3
NHTepHeT cTpaHuyaTa Ha [JocTtaB4uka.

4.9.10 CbrnacyBaHe Ha uHdopmauusaTa B CNMCHK Ha npekpaTteHu yaoCcToBepeHust u
OCSP

1. Tbnkato JocTaBuvkbT NoaabpKa ABa MeToaa 3a NpoBepKa Ha cTaTyc Ha yaoctoBepeHne (OCSP
n CRL) cblecTByBaT npoueaypu 3a nogabpkaHe Ha e4HaKBOCT Ha MHdopMauumsiTa 3a cTaTyc.
2. VIHdopmaums 3a cTaTtyca Ha yaoCTOBEpPEHME ce akTyanuampa Han-Hanpeg no OCSP, cnepf koeTo
Ce CUHXpoHM3Mpa W cboTBeTHMA ChNMCbK Ha npekpaTteHn ygocTtoBepeHus. Pasnukata B
nHopmMaumaTa 3a cTaTyca Ha yaoCTOBEPEHME MMa Nepuoa Ha yeaHakBsiBaHe B 3aBUCUMOCT OT
YpocToBepsiBawus opraH, n3gasall CboTBeTHMA CNUCHK Ha NpeKkpaTeHu YAOCTOBEPEHMS, KaKTo
cnepaga:
e 3a B-Trust Root Qualified CA n B-Trust Root Advanced CA — nepuvoa ao 2 yaca;
e 3a B-Trust Operational Qualified CA n B-Trust Operational Advanced CA — nepvog go 2
MUHYTW.

4.9.11 YcnoBusa 3a cnupaHe Ha yaocTtoBepeHue

1. [ocTaBuuKbT, Ype3 cBosi onepatmeeH YO, cnupa gencteneTto Ha BanuaHo KY npu onpenenexun
YyCroBM1S 1 3a CPOK A0 24 yaca.

2. [octaBuyukbT npeanprema HesabaBHM OENCTBUS MO UCKAHETO 3a CNupaHe Ha YO4OCTOBEPEHNME.

3. 3a BpemeTo, Npe3 KOETO YOOCTOBEPEHMETO € CMAPSIHO, TO Ce CuYMTa 3a HeBanMgHO N BCUYKM
€NeKTPOHHU NOANMCHK, NPOBEPSIBAHM C TOBA YAOCTOBEPEHNE Ca HEAEUCTBUTENHN (HEBANWAHW).

4.9.12 Kon moxe na 3asBM UCKaHe 3a CNUpaHe Ha yaoCToBepeHue

1. [ocTaBuyMKbT Cnupa u3gageHo OT HEero BanvagHo yOOCTOBEPEHME aKo:

e MOCTBbMM UckaHe Ha MNoTpebuten nnm ynbnHOMOLLEHO OT Hero nuue, 6e3 ga e AnbXeH ga ce
yBEPU B MAEHTMYHOCTTA UNKN B NpeacTaBUTenHaTa My Bnacr;

e OCTBLMN UCKaHE Ha Nuue, 3a KOeTO cnopen o0cToATencTeaTa € BUAHO, Ye MOXe Oa 3Hae 3a
HapyLLUEHUS HA CUITYpHOCTTA Ha YaCTHUS KoM, KaTo NpeacTaBuUTEN, CbAPYXKHMK, CIYXUTEN,
Ap-;

e nocTbnu nckaHe Ha KPC;

e nMma pelwleHue Ha npeacenartenda Ha KPC, korato e Hanuvue HenocpeacTBeHa OMacHOCT 3a
WHTEpecuUTe Ha TpeTu nuua unu nNpu HanuyMe Ha AOCTaTbYyHO AaHHW 3a HapylueHue Ha
3EOEYY.

4.9.13Mpouenypa 3a cnupaHe Ha yaoCToBepeHUe

1. CnupaHe OelCcTBMETO Ha yAOCTOBEPEHME Ce NPpeaxoxaa OT perncTpupaHe Ha uckaHe 3a cnvpaHe
npeg PO/MPC.

2. WckaHeTo 3a cnupaHe Ha y4OCTOBEPEHME MOXE [a ce perncTpmpa 4Ypes eneKkTpoHHa 3asiBka unu
ce npaBu 1UckaHe npef otopuanpaH onepaTtop B MPC Ha [JocTaBuunka.

3. VickaHeTo 3a cnvpaHe Ha yoocToBepeHue Ypes enekTpoHHa 3asaBka ce yaoctoBepssa ¢ KEIM (1nu
YEM) unun obnayen KErT.

4. Otopusmpanunat onepatop B PO/MPC HesabasHo, 6e3 aa naeHtuduumpa Notpebutens, cnupa
AENCTBMEeTO Ha yaocToBepeHneto. CnvMpaHeTo Ha YAOCTOBEPEHMETO Ce W3BbpLUBa 4pes
BPEMEHHOTO My BNUCBaHE B CMMCbKa Ha NpekpaTeHUTe YAOCTOBEPEHUs], CbrnacHo un. 26, an. 5
ot SEJEYY.

5. Cnep ycnewHa enekTpoHHa aBTeHTUMKaAUMA Ha oTopuanpaHus onepatop B PO/MPC,

onepatmBHuga YO n3nbrHsBa NOTBbpAEHaTa 3asiBKa 3a CnnpaHe Ha yooCTOBEPEHMETO.

PO/MPC He moxe fa OTXBbprs UICKaHETO 3a cnnpaHe.

Cnen cnupaHe Ha ypoctoBepeHueTo, [ocTaBumkbT upe3 cBos onepatmBeH YO HesabaBHO

ny6nukyBa cnpsiHoTo yaoctoBepeHne B CRL ypes nsgasaHe Ha HoB CRL.

8. Cnen cnupaHe Ha ygoctoBepeHueTo, [ocTaBuukbT 4pe3 cBosdAta Cnyxba 3a usBecTsiBaHe
He3zabaBHO yBegomsaBa [loTpebutena udpes e-menn wmnu push-HotTudukaums Ha MOBMAHOTO

No
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YCTpOI7ICTBO Ha CnNpAHOTO yAOCTOBEPEHNE.

4.9.14 OrpaHuyeHue Ha nepuoaa Ha cnMpaHe Ha yaocToBepeHue

1.

2.

JocTtaBunkbT cnupa gencteueTto Ha KY 3a nepuog fo 24 yaca OT noflydyaBaHe Ha MCKaHeTO 3a
cnvpaHe.

JocTaBunkbT BpeMeHHO cnupa [0 24 yaca [JeUucTBMeTo Ha yOooCToBepeHue, npeau
npekpaTsiBaHETO My.

4.9.15 Bb306HOBsIBaHe AeMCTBMETO Ha CNPAHO yAOCTOBEpPEHUe

1.

2.

[ocTaBunkbT Bb30OHOBSIBa 4ENCTBMETO Ha cnpsiHo KY:

e [0 24 yaca cnepf HEeroBoTo Cnupaxe;

e crief KaTo nsteye cpoka 3a cnmpaHe (24 4yaca) n He e NOCTbNUMO UCKaHe 3a NpekpaTaBaHe;

e crnepg KaTo oTrnagaHe OCHOBAHMETO 3a CnvpaHe, Npean aa ustede nepuoga Ha Cnupaxe;

e no uckaHe Ha lNMotpebutens, cnep kato [JocrtaBumkbT, cboTBETHO KPC Cce yBepu, ye Ton e
y3Han npuvynHaTa 3a CnMpaHeTo, KakTO M Ye MCKaHETO 3a Bb30OHOBsBAHE € HarnpaBeHo
BCNeacTBMe Ha y3HaBaHETO.

Cnep Bb306HOBABaHE Ha YAOCTOBEPEHME, NOCNEQHOTO Ce CcHMTa 3a ENCTBUTESTHO.

4.9.16 Npouenypa 3a Bb30O6HOBsIBaHe Ha AeMCTBUETO Ha yAOCTOBEpPEeHUe

1.

2.

PO/MPC Bb30o6HoBsBa cripsiHo KY cnea kaTo nosnyyun nckaHe 3a Bb3obHoBsBaHe oT [oTpebuTtens
n cnepg ycnewHa npoBepka 3a naeHtudmkaums.

PO/MPC Bb306HOBsIBa CNpsiIHO Y4OCTOBEPEHME CMeA KaTo Nofy4yn NMCMEHO pa3snopexaaHe unm
nucmeHa 3anoseq oT KPC, cbotBeTHO Ha npeacepmatend Ha KPC 3a Bb3oOHOBsIBaHE Ha
yAOCTOBEPEHNETO.

PO/MPC He3abaBHO Bb30OHOBsIBA CMpPSIHO YAOCTOBEPEHME Crief KaTo M3Teve HOpMaTUBHUS
nepvog Ha cnupaxe (24 yaca).

BbB BCuukm cnydaum, npouenyparta no Bb3oOHOBSABaHe M3Baxda CNPSIHOTO YAOCTOBEpeHME OT
Tekywmnsa CRL n nybnukysa HoB CRL.

4.10 CtaTtyc Ha yaocToBepeHue

1.
2.

Bewnuku gencrteutenHn KY, kouto [loctaBumkbT nsgasa ce nybnukysat B [y6nMyHna perncrop.

Bcsiko nybnukysaHo ygoctoBepeHue B Pernctbpa e:

e CbC CTaTyC ,BanngHo" - NnepnoabT Ha BanNUOHOCT, MOCOYEH B YOOCTOBEPEHMETO HE € N3TeKbI
KbM MOMEHTa Ha NpoBepKa Ha cTaTyca;

e CbC CTaTyC ,HEBaANUAHO" - NEPMOABLT Ha BanNMAHOCT, NOCOYEH B YOOCTOBEPEHMETO € N3TEKbI
KbM MOMEHTa Ha NpoBepKa Ha cTaTyca.

Bcunukm npekpaTeHn ygoctoBepeHus ce Bkntousat B CRL, konTo ce nybnvkysa nepmognuyHo unm

He3abaBHO cnep NpPoMsHa Ha CTaTyC Ha y4OCTOBEPEHME.

EnemeHTsT B CRL, CbOTBETCTBALL, Ha CNpsiHO/MpeKpaTeHO YAOCTOBEPEHNE Chbabpxa aTpubyT,

KOWTO yKa3Ba npuymHaTta 3a npekpaTtasaHe Ha yaoctoBepeHuneto (,CRL Reason").

CnpsiHo yaocTtoBepeHune ce BkrntodBa B CRL go HeroBoTo Bb30o6HOBsIBaHe u atpubytsT ,CRL

Reason" B cboTBETCTBaLWMA MYy enieMeHT oT Cnuckka e cbe 3HadeHue ,certificate Hold".

CraTyc Ha ygoctoBepeHue, npoeepsiBaH yYpe3 CRL-mexaHmsbMm (4pe3 CrnmcbK Ha npekpaTteHu

yOOCTOBEpPEHNS), ce onpeaens oT 3HayeHneTo Ha atpubyTta ,CRL Reason".

CraTyc Ha ygocTtoBepeHue, npoeepsiBaH 4ype3d OCSP-mexaHusbm (4pe3s OCSP npoTokon), ce

onpegensa oT 3HadyeHueTo response Status" B otroeopa, nonyyeH ot OCSP cbpBbpa, KakTo

cnepgga:

e ,good"- yooCTOBEpPeHVETO He e CnpsHO/MpekpaTeHO, HO He YTBbpXAdasa, Ye BpemMeTo Ha
OTroBOpa € B paMKuTe Ha nepuvoaa Ha BannaHOCT Ha TOBa y4OCTOBEPEHME;

o revoked"- ygocTOBEpPEHUETO € NpeKkpaTeHO NN BpeMeHHO cnpsiHo (on hold);

e ,unknown"- OCSP cbpBbpa HAMa WHpOpMaLMa 3a ToBa yOoCTOBepeHue (Han-BepOsATHO
yOOCTOBEPEHNETO € u3gageHo ot Apyr [loctaByuik).
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4.11 MNpekpaTsaBaHe Ha AOrOBOpP 3a YAOCTOBEPUTESTHU YCNyrun

1. [oroBopbT 3a yaocToBEpUTENHN yenyru mexay [loctaBunka n MNMoTpebuTens ce npekpartsasa creq
N3TUYaHe Ha cpoka Ha BanMAHOCT Ha NOCneaHOTO U3AaAeHo yaoCTOBEPEHUE, NpeKpaTsiBaHe Ha

BCUYKM BanuaHW YOOCTOBEPEHMsI MO TO3W [OroBOP, UMW Ha [APYro OCHOBaHWe, MOCOYEHO B
Aorosopa.

4.12 Bb3cTaHOBABaHe Ha Knw4oBe

1. [JocTtaBunkbT He npeanara ycnyrata "EckopTupaHe Ha KoY U Bb3CTaHOBSABaHe Ha knoy" (Key
Escrow and Key Recovery).
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5 CPEAOCTBA, YNPABJIEHUE U ONEPATUBEH KOHTPOI

5.1 ®Pusnyeckum KOHTpon

1.

2.

[ocTaBunkbT ocurypsisa mamyecka 3alimMta U KOHTPOS Ha OOCTbMa Ha NOMeLWeHnaTa, Kb4AeTo
MMa MHCTaNMpaHu KPUTUYHM KOMMOHEHTU Ha MHAdpaCcTpyKTypaTa Ha B-Trust.

KpuTu4HM KOMNOHEHTN Ha nHdpacTpykTypaTa B-Trust Ha [locTaBuumka ca:

e bBasoB YO ,B-Trust Root Qualified CA";

BasoB YO ,B-Trust Root Advanced CA”;

OnepaTtmeeH YO ,B-Trust Operational Qualified CA";

OnepatumeeH YO ,B-Trust Operational Advanced CA”

Peructpupaly, opran;

My6nuyeH perncrop;

OpraH 3a nsgaBaHe Ha kBanuUUMpaHW enekTpoHHW Bpemesu nedatu ,B-Trust Qualified
Time Stamp Authority";

RQSCD B nnatdopma 3a ObnaveH KETT;

OCSP cbpBbp ,B-Trust Root Qualified OCSP Authority";

OCSP cbpBbp ,B-Trust Qualified OCSP Authority";

OCSP cbpBbp ,B-Trust Root Advanced OCSP Authority";

e OCSP cbpebp ,B-Trust Advanced OCSP Authority".

WHudppacTpyktypata B-Trust Ha [ocTtaBumka e pumsmdeckm u normdeckn obocobeHa m He ce
n3nonsea npv apyrm geHoctu, kouto ,6BOPUKA” ALl ocbLiecTBsBa.

5.1.1 MNomeLweHnA N KOHCTPYKLMA Ha NOMeLLeHuATa

1.

[ocTaBuMKbT pasnonara CbC CrneuManHo KOHCTpyMpaHo M o6opyaBaHO MOMELLeHNe ¢
eneKTpoMarH1MTHa 3allmTa U Ha-B1UCOKa CTEMEH Ha KOHTPOI Ha (OU3NYECKN AOCTbM, B KOETO ce
nomMellasaTt YO Ha [locTaBuMKa U BCUYKUTE LEHTPanH1 KOMMOHEHTU Ha MHdpacTpykTypaTa — ,B-
Trust Root Qualified CA®, ,B-Trust Operational Qualified CA”, ,B-Trust Root Advanced CA®, ,B-
Trust Operational Advanced CA”.

5.1.2 ®dusunyecku gocton

1.

2.

®dU3nYeCKMAT 4OCTHbN 40 CNeumanu3npaHoTo NoMeLLeHe ce KOHTPonMpa OT CUCTEMM 3a KOHTPO
Ha JocTbna, BuAeoHabnoaeHne, CUrHanHo-M3BeCTUTENHN CUCTEMU U ap.

CuctemunTe 3a KOHTPON Ha (PU3MYECKMS LOCTHLM Ce MHCMEKTMPAT NepMoanyHO 1 ce noaabpxat
HeobXoaMMUTE XXypHanu.

OenacTeHuTe nuua OT nepcoHana Ha [locTaByvka CTpPOro cnaseaTt W crneaeat paspaboTeHu
BbTPELUHM NpoLeaypv 3a AOCTbIM A0 PasfUYHUTE 30HU Ha NOMELLLEHNETO C OrpaHUYeH pranyeckn
AOCTbN.

Bcsiko nvue ot nepcoHana Ha [loctaByvka € NepcoHUdULMPaHo B CUCTEMUTE 3a KOHTPONMpaHe
Ha JOoCTbMa A0 NoMeLLIeHNETO U Ce M3NCKBa CTpora Bepudukaums.

5.1.3 EnekTpuyecko 3axpaHBaHe U KIIMMaTU4YHU YCIOBUA

1.

EnekTtposaxpaHBaHETO Ha BCUYKM KPUTMYHM KOMMOHEHTU Ha uHdpacTpyktypata B-Trust Ha
[ocTaBuuka ca 3aWwmnTeHn cpeLLy npekbCcBaHe Ha enekTpocHabassaHeTo. Enekrpo3axpaHBaHeTo
Ha MOMEeLLEeHNETO € C BUCOKa CTEMeH Ha 3almuTa U € eKpaHMpaHo cpeLly BbHLUHU UHTEPBEHLNN.
BeHTMnaumoHHaTa cuctema e cneumnanHo npegHasHadeHa 3a TakbB Krac nomeLleHusl, KaTto He
Jonycka KomnpomMeTupaHe Ha (pusnyeckaTta u enekTpomarHuTHaTa 3almrTa Ha ToBa nomMeLleHue,
KakTo 1 HopMmanHata paboTta Ha UHCTanupaHUTe KOMMIOTbPHN KOMMNOHEHTMU.

5.1.4 HaBogHeHwue
1. NpeaBnaeHn ca cneumantin Mepkn cpeLly HaBogHEHME Ha MOMELLEHUETO.
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5.1.5 lpepoTBpaTABaHe Ha Noxap 1 3awmTa OoT Noxap

1. ,D,OCTaB‘-IVIK'bT cna3Ba BbBegeHUTe HOopMaTMBHM W CTaHAAPTU3AUMOHHU TMPOTUBONOXapHU
M3NCKBAHUA 3a TaKbB Kilac nomMmeLleHnA.

5.1.6 CbxpaHeHMe HAa HOCUTENN Ha JaHHU

1. B nomelleHneTo ca pasnosnoxeHn cendoBe C pasnuyHa CTeneH Ha duandecka 3awmra cpely
OTBapsHe, B KOMTO Ce CbXxpaHaBa nHdopmMauuaTa, ksanuduumpaHa kato KoHpuageHumanHa.

5.1.7 Cpok Ha ynoTpeb6a Ha TeXHU4YECKN KOMMOHEHTHU

1. EkcnnoatauMoOHHUMAT CPOK Ha (U3MYECKUTE €eneMeHTM B CbCTaBa Ha BCUYMKA  KPUTUYHMU
KOMMNOHEHTU Ha nHdpacTpykTypaTta Ha B-Trust ce cvbniogasa n cneq npeaBuMaeHnst nepmog Ha
paboTa, Te ce nsBexagar ot ynotpeba.

5.1.8 [lybnupaHe Ha TeXHNYECKNTE KOMMOHEHTU

1. BCUYKM KPUTMYHM KOMNOHEHTU B MHGPACTpyKTypaTta B-Trust Ha [locTaBunka ca gybnupaxu.
2. KomnoHeHTUTe B MHpPACTPYKTypaTa, KOMTO NpeoCTaBAT yCryrn B peanHo Bpeme, CBbp3aHu C
n3gageHnTe yaocToBepeHusi, ca U3MbIHEHU MO CXema 3a HENPEeKbLCBAEMOCT Ha ycrnyruTe.

5.2 lpouenypeH KOHTpoOn

1. OnepaTtuBHMTE Npoueaypu B HAaCTOALLMA AOKYMEHT, OTHOCHO UH(bpacTpykTypaTa Ha B-Trust, ce
N3NBbIHABAT B Mb/THO CbOTBETCTBUE C pa3paboTeHn BbTPELLHM NpaBuna, ykazaHusa v MonuTuka
3a curypHocT Ha [loctaBumka.

5.2.1 ONBbXHOCTU U AENHOCTH

1. JocTaBunKbT nogabpxa KBanuduuupaHu CrRyXUTenu Ha OIbXKHOCTW, KOUTO ocurypsasaT
N3Nb/IHEHNETO Ha 3a4biKEeHNATa My BbB BCEKM MOMEHT NPU OCbLLECTBABAHETO HA AENHOCTTa
no usgaeaHe, nogapbxka n ynpasneHue Ha KYKET, B cboTBeTCTBME C HOpMaTMBHAaTa ypeaba.

2. [ocTaBuYuKbT ocurypsisa 4ENHOCTTA C CbC COBCTBEH NepcoHann.

3. 3a onpeaeneHn genHocTy, [IoCTaBYMKBT MOXE Aa NPUBMMYA U BbHLUHM Nyua.

5.2.2 Bbpow Ha cnyxXuTenu 3a onpeaeneHa sagava

1. 3a Bcsika OT NocoyeHuTe AeNHOCTM B HOpMaTMBHaTa ypenba, [locTaBumkbT nogabpka noHe no
€[HO nuLe, KOeTo Aa U3NblHABa NocTaBeHUTE 3a4aun.

5.2.3 UpeHTudpukaumsa Ha ANMBXKHOCT

1. [ocTaBuYuKbT € pa3paboTurl ANbXHOCTHM XapaKTEPUCTUKM 3a BCsSIKa eaHa OT ANMbXHOCTUTE Ha
nepcoHana, KonTo U3NbIIHABa AeNHOCTTa My.
2. [nbXHOCTUTE OT nepcoHarna Ha [locTaByuMka BKOYBAT NOHE criegHUTe JENHOCTMU:
e TeHepupaHe 1 NogaobpXKaHe Ha MHAPACTPyKTypaTa Ha NyonnyHus knod Ha [JoctaBumka Ha
yOOCTOBEPUTENHN YCIYIu;
*  aAMWHUCTPUPAHE N OCUTYPSABAHE CUTYPHOCT Ha CUCTEMUTE;
e Ccb3gaBaHe u ynpasreHne Ha KY, BKNOUNTENHO Cb3daBaHe Ha [BOWMKA KMOYOBE - YacTeH n
ny6nuyex 3a KY;
e CbXpaHEeHWe Ha AaHHU N apXMBUpPaHe.

5.2.4 WN3nckBaHuA 3a pasgensHe Ha OTFTOBOPHOCTUTE
1. [enHocTuTe Ha nepcoHana Ha [JocTaBymka ce M3NbIHABAT OT pasnuyHu nuua.

5.3 KBanudukauma n obyvyeHune Ha nepcoHan

1. lMepcoHanbT Ha [ocTaBuMka npuTexaBa Heobxogumarta KBanudukaumsi, npodecnoHanHm
NO3HaHWA M ONWUT B creaHuTe obnacTu: TeXHoNnormM 3a CcurypHocT, kpuntorpadwus, PKI -
TEXHOMNOIMS, TEXHUYECKM HOPMW 32 OLEHKa Ha CUIypHOCTTa, WMH(OPMALMOHHU CUCTEMM,
KOMYHMKaLMKN U Op.

2. JlnyaTta oT nepcoHana Ha [loctaByMka NnpeMuHaBaT HavamnHo 1 nocrnensallo KBanupukaumoHHO
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obyyeHure no ekcnnoaTtaums Ha KOMNOHEHTUTE Ha MHdpacTpykTypaTta B-Trust.

3. WanckBaHuATa 3a OonbnHUTENHA KBanuMduKauusi, ONpecHUTENHU W APYrn MeponpusaTus ca
pa3nucaHu BbB BbTPELLHM JOKYMEHTU Ha [locTaBymka.

4. [locTaBYMKbT NOArOTBSA U aKTyanusnpa BbTPEeLLHN MHCTPYKLMK 3a paboTa, KOUTO NpeaocTaBs Ha
nepcoHana 3a Luenute Ha camooby4yeHve 1 NnoBuLIaBaHe Ha kBanudukaumsTa npu padora.

5.4 WsrortesiHe U nogabpXKaHe Ha XXypHanu

5.4.1 3anuncu Ha 3HaYUMMU cBLOUTUA

1. [ocTaBYMKbT CbXpaHsiBa 3anucu, Cb3gaBaHM OT OMepauuoOHHUTE CUCTEMM Ha KOMMIOTbPHUTE
nnatdopmm B UHdpacTpykTypaTta B-Trust, kakto cnepga:
® [pU UHCTanNMpaHe Ha HOB U/UNW JoMbIIHUTENEH codTyep;
e [pW CNUpaHe 1 cTapTUpaHe Ha CUCTEMUTE U NPUNOXeHUATa B TAX (AaTta, Bpeme);
e MpW YCMNELUHN N HEeYCMNEeLIHN ONUTK 3a CTapTMpaHe Ha U 4OCTbN 4O XapAyepHU 1 coTyepHn
PKI-koMNOHEHTM Ha cUCTEMUTE;
e [pU CUCTEMHU COMPTYEPHU U XapOyepHW CPUBOBE Ha CUCTEMUTE WU OPYrn aHOManuu B
nnartcgopmuTe.
2. [locTaBYMKBbT CbXxpaHsiBa 3anucu, Cb3gaBaHM OT KOMMOHEHTUTe (codpTyep M xapayep) B
NMHpacTpykTypata Ha B-Trust oTHOCHO:
e reHepupaHe u ynpasreHne Ha ABONKUTE KoyoBe 1 ygoctoBepeHus 3a YO 1 KOMNOHEHTH B
WHdpacTpykTypaTa Ha B-Trust;
ynpasnenune Ha HSM Ha ,B-Trust Root Qualified CA” n ,,B-Trust Operational Qualified CA;
ynpasnenune Ha HSM Ha ,B-Trust Root Advanced CA” n ,B-Trust Operational Advanced CA*;
CbAbpXXaHWe Ha u3gageHnTe yaoCTOBEPEHUS;
reHepvpaHe 1 ynpaBrieHne Ha LBONKMTE KIo4YoBe M yaoCcToBepeHust Ha MNoTpebutenuTe;
yCcnewHa unuM HeycnewHa obpaboTka Ha 3asiBKM 3a u3gaBaHe Wunu nopgapbXka Ha
yOOCTOBEPEHUS;
reHepupaHe Ha CRL;
ny6nvkyBaHe Ha usgageHun BanuaHu yaoctoBeperms B MyonnyHua permctsbp;
KOHGUrypupaHe Ha Npodunm Ha yaoCTOBEPEHUS;
cTaTyC Ha yaOCTOBEpPEHME B pearnHo Bpeme;
n3gaBaHe Ha KBanuduvumpaH enekTpoHEH BpeMeBM nevaTt Ha NpeacTaBeHo CbAbpXXaHue.
3. Hoctbn go wuHdopmMauusaTa Ha 3anucute umMaT camMO OBfacTeHW nuua OT nepcoHana no
noagpbXKKa Ha cuctemuTe.
4. [ocTaB4YMKBbT CbXpaHsiBa 3anucu, kouto ce cbagaeaT B PO/MPC oTHOCHO:
e NOCTBLNWUMAW AOKYMEHTU 3a permctTpupaHe c Len ycTtaHoBsABaHe Ha MOEHTUYHOCT U Ha UCKaHWS
3a usgaBsaHe, NogHoOBsIBaHe, CnnpaHe/Bb306HOBSIBAHE M NpeKpaTaBaHe Ha yaOCTOBEPEHUS;
e BbTPELUHM Npoueaypu 3a naeHTUduKkauma n permcrTpaums.
5. CwobxpaHsiBaT ce 3anucu, Cb3gageHn OT KOMYHUKALMOHHUTE KOMMOHEHTU B MH(pacTpyKTypaTa.
6. CbxpaHsBaT ce 3anucu B AOKYMEHTAINHUA apXxyB - CTapu M akTyanHu Bepcumn Ha [llonutuka 3a
n3gaBaHe Ha KesanuduumpaHu yOoOCTOBEPEHMS 3a KBanuduumpaH enekTpoHeH noanuc u
Mpaktuka npu npegocraessaHuTe ot ,BOPUKA® ALl kBanuduunpaHn yaocToOBEPUTENHU YCyrn®,
3a8BKN-POpPMYNApU, MHCTPYKLUMK 3a paboTa u ap.

5.4.2 YecTtoTa Ha cb3paBaHe Ha 3anucum

1. VHdopmaumsiTa 3a enekTPOHHUTE XXypHanu ce reHepupa aBTOMaTU4YHO.
2. 3anucuTte 1 NoroeBeTe NepMoaNYHO Ce aHanMaupaT OT OBMACTEHM CNYXUTenu Ha [locTaBymka.

5.4.3 lepuop Ha cbXpaHeHUe Ha 3anucu
1. XKypHanute ce cbxpaHsiBaT 3a nepuog oT 7 (ceqem) rogmHu.

5.4.4 3awmTa Ha 3anucute
1. WHdopmaumsaTa oT 3anucute B NIOroBeTe NepumogudHo ce 3anuceBa Ha U3NYECKM HOCUTENMW,
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KOUTO Ce CbXxpaHsaBaT B creuuwaneH cend, Hamupal, ce B NOMELLEHME C BMCOKa CTeneH Ha
dusnyecka 3awmTa n KOHTPON Ha A4OCTbNA.

2. Cawmo kBanuduumpaHu oBnacTeHu nvua ot nepcoHana Ha [JoctaBumnka nmat npaBo Ha SOCTbM U
paboTa c Te3n 3anncu 1 forose.

5.4.5 MopabpxaHe Ha pe3epBHU KoNuUs

1. TMNooabpxaT ce pe3epBHU KOMUSA OT 3anuncuTe B NIOFOBETE Ha CUCTEMUTE, KOUTO Ce CbXpaHsaBaT
HageXaHo.

5.4.6 YBegomsiBaHe crnep aHanv3 Ha 3anvMcum B XXypHana

1. TlepvoguyHo ce aHanMaupaT 3anucuTe B XXypHarna no OTHOLLUEHWE Ha YS3BMMOCT U HagexXaHoCT
Ha cucTemMuTe 1 ce yBeaoMsiBaT KOMNETEHTHUTE opraHy Ha [locTaByMKa 3a B3eMaHe Ha Mepku Nno
ynpaBrneHne Ha CUrypHoOCTTa, ako e Heobxoaumo.

5.5 ApxuB 1 noaabpKaHe Ha apxuBa

1. WHdopmauuaTta 3a 3Ha4nmMm cbouTtns ce apxmeupa B €NeKTPOHEH BUA NEPUOANYHO.

2. Ha xapTveH HocuTen unu B eNeKTPOHEH BUA, ce apxmBupa 1 uanarta nHpopmaums, cBbp3aHa CbC
UCKaHeTO 3a u3gaBaHe, MOAHOBABaHEe, CrnvpaHe/Bb30oOHOBsIBAHE W MNpekpaTsBaHe Ha
yOOCTOBEPEHUS U MbIHUSA JOKYMEHTO060poT mexay [JoctaBunka n NoTpebutenute.

3. [ocTaBuMKbT CbxpaHsBa apxvBa BbB opmaTt, MO3BOMsBall, Bb3NpousBexpgaHe W
Bb3CTaHOBSAIBaHe.

5.5.1 BupoBe apxuBu
1. [locTaBuyMKbT NOAObPXKA XapTUEHN U ENEKTPOHHM apXMBM.

5.5.2 lepuop Ha cbXxpaHeHue
1. ApxuBBLT ce CbxpaHsaBa 3a cpok oT 10 (geceT) roamHu.

5.5.3 3awwmTa Ha apxmBHa nHcpopmauus

1. CurypHocTTa Ha apxmBa ce obeaneyaBa, KakTo crnejBa:
e apxuBHUTE dhannoBe B eMeKTPOHHa doopma ca efieKTPOHHO NOAMMUCaHMU;
o cneundunyHUTEe CLOUTUA WM OaHHW, KOUTO Ce 3anucBaT B apxvMBa ca onpeneneHn u
OOKyMeHTUpaHu oT [locTaBumka;
e CbXpaHsiBa Ce Ha HaOeXOHW EeIIeKTPOHHU HOCUTENW, KOMTO He MoraT ga Obaar necHo
YHULLIOXXEHWN UIN U3TPUTU Npe3 Nnepmoga Ha CbXpaHeHe Ha apXuBa;
o YO enekTpoHHO NognuceBa BCUYKM YOOCTOBEPEHMS M CAUCBHUM Ha MPEeKpaTeHW U CripeHn
yOOCTOBEPEHMS;
e CaMoO OBIlaCTeHM LA OT NepcoHarna no NoadpbXKka Ha cucTeMuTe paboTHaT CbC 3aluuTeHaTa
apxmBHa nHdopmMauus;
® ENIeKTPOHHUTE KOMYHMKALMKM MeXAY JOKarHUTEe KOMMOHEHTUM Ha WHGpacTpykTypaTa ca
3awmTeHn Ha 6asa crangapTta PKIX;
e OTAaneyeHuTe enekTPOHHU KOMYHMKaL MK ca 3alumTeHn n ca 6asnpanun Ha ctaHgapTa PKIX;
2. [JocTaBuMKbT npeueHsiBa WM3MOM3BaHETO Ha MOLLUEHCKM W KYPUEPCKU YyCrnyru u @akc ¢
MotpebutenuTe.

5.5.4 Bb3cTtaHoBsiBaHe Ha apxuBHa UHdopmauus
1. Tlpun HeobxoanmocT [JocTaBYMKBLT Bb3CTaHOBSIBA MHbopMaL s OT apXu1Ba.

5.5.5 UsuckBaHe 3a yaocTtoBepsiBaHe Ha AaTta U Ha yac
1. OtgenHuTe apxusm ce obesneyasar ¢ yA0CTOBEPSABAHE HA TOYHOTO BpEME Ha NOAMNCBAHETO UM.

5.5.6 CbxpaHsBaHe Ha apxuBa

1. BbTpewHa (KypHanHa) M BbHLWIHA (QOKYMEHTanHa) UHgopmMaumsl ce CbXpaHsiBa HagieXHO B
cneumarneH cend B NOMeELLEHME C BUCOKA CTENEH Ha hm3anyecka 3awmTa.
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5.5.7 MNpupo6muBaHe n npoBepka Ha MHOpMaLMA B apxmBa

1.

3.

MybnuyHaTa apxuBHa MHdopmMauus Ha JocTtaBymka ce nybnukyesa un e goctbnHa B [y6nuyHus
pernctbp M CRL n B gokymeHTanHua peructep. [Opyra nHgopmauus, KoaTo ce cbbupa npu
NCKaHe 3a n3gaBaHe Unu ynpaeneHne Ha yaoCTOBEPEHNE € AOCTbMHA camo 3a nuuara, noganm
NCKaHeTO UMK 3a CbOTBETHO YMbIIHOMOLLEHW OT TAX Nuua.

,[lonnuTtuka 3a usgaBaHe Ha KBanMMUUMpPaHW yOAOCTOBEPEHUs 3a KBanuduumMpaH enekTpoHeH
nognuc u MNpaktunka npu npegoctaesaHute ot ,6OPUKA* ALl ksanuduumnpaHn yooctoBepuUTESHM
ycnyrn® v [JoroBopbT 3a yAOCTOBEPUTENHWU YCNyrn ca nybrnmyHo AOCTbNHW B AOKYMEHTarHus
peructbp Ha [locTtaBuvka u Morat Aa ce nonyyat U musternsaTt oT MHTepHeT cTpaHuuarta Ha
[ocTtaBuuka.

[ocTaBunkbT ocurypsisa nybnmyHata apxvBHa MHOPMaLMs B YETUM BUA.

5.6 [NpomsiHa Ha KIitoY

1.

2.

[locTaBuUMKBLT MOXE Aa NPOMEHM KNkoya, CbOTBETCTBALL Ha n3gageHo KY, camo kaTo nsgage HoBo
yOOCTOBEPEHME MMM NOAHOBM TeKyLoTo € ,Re-Key”.

MpomsHa Ha kntoya, cboTBeTcTBawy Ha KYYET, obnaveH KEIM n KYYElNeuaT ce nanbnHasa camo
KaTo ce u3gane HoOBO YAOCTOBEPEHNE.

5.7 KomnpomeTupaHe Ha Kn4yoBe U Bb3CTaHOBsIBaHe crej aBapum

1.

[ocTaBunkbT nonara AbfmxMMmara rpuxa, 3a Aa nogabpXa HenpekbCBaeMOoCT U LSNOCTHOCT Ha
yOOCTOBEPUTENHUTE YCNYrKM, CBbP3aHW C YOOCTOBEPEHUATa, KOUTO u3gaBa, noaabpxa Wu
ynpasnsBa.

[ocTaBunKbT nonara MakCUMarnHu rpuxun B pamKUTe Ha Bb3MOXHOCTUTE U pecypcute cu, Aa
MUHUMU3NPA pUCKa OT KOMMpPOMeTMpaHe Ha kroyoBeTe Ha YO Bcneactsme OT NPUPOAHU
GencTeusa nnun asapun.

B cnyyan Ha cpuBoBe B KOMMNIOTbPEH pecypc, B copTyep unm B nHopmaumaTa, [JocTaBunksT
yBegomsea [loTpebutennte, Bb3CTaHOBABA KOMMOHEHTUTE HaA uMHGpacCTpykTypata W
nprvopuTeTHO Bb30OHOBSABa AocTbna Ao [y6nuyHma pernctop 1 CRL.

MNpn KoMnpomeTMpaHe Ha W3nonseBaH Kpuntorpadcku anroputsbMm, [JocTaBYMKbLT MHGOPMUpPa
Motpebutenute n [loBepsaBalumTe ce CTpaHu CbC CbobLLEeHNe Ha ouLmanHusa cu yeb canT.

5.8 KomnpomeTupaHe Ha YacTeH Knov

5.8.1 Ha YpocTtoBepsiBawy opraH

1.

[locTaBuMKbLT Npednpuema crnegHvWTe OeWCTBMSA MPU KOMNPOMEeTMpaHe Ha 4acTHMSA KoY Ha
onepatmeHua YO:

e npekpaTaBa He3abaBHO yAOCTOBEPEHNETO Ha ONepaTUBHUS OpraH;

nsnasa u nyénukysa HoB CRL oT 6a3oBus oprah;

yBegomsBa [oTpebutenute 1 [loBepsasalumTte ce CTpaHu;

cnupa onepatmeHus YO;

yBegomsisa KPC;

n3bpLuBa HezabaBeH aHanNn3 1 U3roTBA AoKag 3a npuynHaTa 3a KOMNPOMETUPAHETO;
MHULMKMpa npoueaypa no reHepupaHe Ha HoBa ABOWKAa OnepaTUBHU KIOYOBE;

n3aaBa HOBO YAOCTOBEpeHWEe Ha opraHa oT ba3oBusi opraH.

[ocTaBunKbT Npednpuema crnegHWTe OEVCTBUA MPU KOMMPOMETMpaHe Ha 4acTHUS KoY Ha
6a3osus YO:

e npekpaTsaBa He3abaBHO yaocToBepeHeTo Ha 6a3oBums oprah;

e cCrne[Ba BCUMYKU CTBIKM NO NpeaxogHaTa TOYKa;

e yBegomsaBa KPC v akpeguTtunpa/pernctpupa HoBM yooCTOBEPSIBALLM OPraHu.

5.8.2 Ha yacTteH kntoy4 Ha lNMoTpebuTten

1.

Mpy KOMNpoMeTMPaHe Ha YacTeH KntoYy Ha [MoTpebuten, nocnegHUsT e 3aabikeH HesabaBHO Aa
yBegomu [locTaBumka, 3a Aa MHULMKUPa Npoleaypa no npekpaTsiBaHe Ha Y4OCTOBEPEHMETO.
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5.9 [lpekpartsaBaHe Ha AeUHOCTTa Ha [locTaB4YMKa

1. [enHocTTa Ha [locTaB4umka ce npekpartsia no pega Ha HOMQOAYYy.
2. Tlpwu npekpaTtsiBaHeToO Ha genHocTTa cn [1oCTaBUNKLT:

yBegomsiea KPC 3a HamepeHMeTO cu, He No-KbCHO OT 4 Meceua npegu gaTtata Ha
npekpaTsiBaHe;

He3aBUCMMO OT U3NCKBAHETO MO NpeaxoaHaTta Touka, [loctaBunkbT yBegomsasa KPC B cnyyan
Ha nCK 3a 0bsBABaHE Ha APY>XECTBOTO B HECBLCTOATENHOCT, 3a 00s1BsABaHE Ha OPYXECTBOTO
3a HeencTBUTENHO UK 3a APYro UCKaHe 3a NpekpaTsaBaHe UM 3a 3ano4vBaHe Ha npoleaypa
no NUKBMAALUS;

nonara BCUMKM YCUNUSE W TPWXKW, 3a [[a NPOABLIDKM [OENCTBMETO Ha wusgageHuTe
yOOCTOBEPEHMS;

yBegomsiea nucmeHo KPC un MNoTtpebutenute ganu genHocTtTa Ha [loctaBumka ce noema oT
APYr peructpupaH OOCTaBYMK, KAKTO M OTHOCHO MMETO MY, HaW-KbCHO KbM MOMEHTa Ha
npekpaTsiBaHe Ha AenHoCcTTa. YBegomneHue ce nybnukysa M B UHTepHeT cTpaHuuaTa Ha
[ocTaBuunka;

yBegomsiea [loTpebutenute OTHOCHO YCroBMATa NO NOAAPBLXKKA Ha MNPexBbprieHuTe
yOOCTOBEpPEHMS KbM [JOCTaBUYMKA-IPUEMHIIK;

OKYY npomeHsa cTaTyca Ha CBOMTE YOOCTOBEPEHMST W HagfexHo npefaBa usnaTa
OOKyMeHTaums, CBbp3aHa ¢ OeNHOCTTa My Ha npuemawmsa [JocTaB4uMK, 3aedHO C BCUYKM
apXMBU, KAKTO U BCUYKM M34adeHN yOOCTOBEPEHUS (BanNUOHW, NPEKPaTEHN N CNPEHN);
M3BbpLUBa HEOOXOANMUTE OENCTBUS 3a NPEXBBLPIISHE HA 3a4blPKEHMATA 3a Nogapbxka Ha
MHdopMaumsaTa KbM NpuemMallms [JoctaBymK, BKNIOYUTENHO apXmnB Ha CbbuTnATa 3a NpomsiHa
Ha cTaTyC Ha usgageHuTe YOOCTOBEPEHUS 3a CbOTBETHMSA nepuod. Tasu mHdpopmauus ce
npegaea Ha npuemaiymsi [JoctaBumnk Npu CbLUUTE YCIOBMS, KaTo TE3N ONMCaHM B HacTosiLwaTa
NONUTUKA;

ynpaBneHneTo Ha Bede usgageHuTe YOOCTOBEPEHUS 3a KpamHW KAWEHTU MpeMmnHaBa KbM
npuemalms [loctaBymk;

B cnyyan, 4Yye [1oCTaByYMKbT He ycnee ga NpexBbpin OeMHOCTTa CU Ha Opyr perncrpupaH
[OCTaB4YKK, TON NpekpaTaBa AENCTBUETO Ha BCUYKU M3ganeHu YOOCTOBEPEHUS U npedasa
uanarta gokymeHTaumsa Ha KPC;

KPC nopabpxa peructsp cbe CRL.
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6 YNPABJIEHUE U KOHTPOJ1 HA TEXHUYECKATA CUT'YPHOCT

6.1 leHepupaHe M MHCTanupaHe Ha ABOWKA KI1HOYOBEe

1.

2.

Kpuntorpadhcknte ABOMKM KNOYOBE 3a CNyxebHUTe yaocToBepeHuss Ha [JocTaBumka ce

reHepupaTt 1 MHCTanmMpaT CbrNacHO UHCTPYKUMUTE U NpoueaypuTe B TO3M JOKYMEHT.

[ocTaBunKbT M3Non3Ba CBOUTE YaCTHW KMOYOBE CaMoO 3a LenuTe Ha OerHOCTTa CW, KakTo

cnepga:

e [a noanvuceBa wu3gageHn cnyxebHu yaoCTOBEPEHUA Ha onepaTUBHM OpraHuM B CBoOsATA
MHPaCTPYKTYpa;

e [a nognucea usgasaHuTe u nybnukysaHn CRL;

e [a nognucea BCUYKM n3gaBaHu 1 nybnukysaHu KY Ha MNoTtpebutenuTe.

Kpuntorpadpckute (RSA) gsonkn kntovosBe Ha u3gaBaHute KYKEI B mHppacTpykTypata Ha

[ocTtaBunka ce reHepupart, KakTo cnegsa:

e 0T [NloTpebutens - ¢ xapayep n copTyep unm camo ¢ yTBbpaeH ot [loctaBynka coptyep
(Crypto Service Provider/CSP), KonTo € nof HEroB KOHTPO!T;

o o7 PO/MPC Ha [locTaBuuka - ¢ xapgyep 1 coptyep nnu camo ¢ yTBbpaeH ot [locTaBymka
codpTyep (Crypto Service Provider/CSP), koWTo € nog KOHTpPON Ha onepaTop Ha
[ocTtaBuunka.

Kpuntorpadpckute (RSA) asonku kniovose Ha usgasaHu KY 3a obnadeH KEI ce reHepupat Ha
HSMa B RQSCD Ha nnatdopmara 3a obnadveH KEI npu [JoctaBumka ¢ M3MCKyeMOTO HUMBO Ha
curypHocT (CC EAL 4+ 1 no-BUCOKO).

HoctaBunkbT Moxe Ha 6asaTa Ha JOrOBOPHU OTHOLIEHUS Aa npegocTaBu Ha [loTpebutenute
0000peHn OT Hero TeXHWYeCKU CpedcTBa, KOMTO OTroBapsiT Ha W3MCKBAHMATA 3a HMBO Ha
CUIYpPHOCT.

CamMO eneKkTpoHHWM noanuMcKM WM nevyaTn, Cb3AafeHW C YacTeH KMY Ha [BOWKa KroyoBe
reHepupaHn B QSCD n RQSCD Ha nnatdopmata 3a obnadeH KEIN nmat xapaktepa Ha KEIT,
KElMeyvaTt n obnayeH KErT.

MoTpebuTtenar ce 3agbkasa Aa U3nonaea yTBbpAaeH oT [locTtaBynka copTyep Unm nuueH3npaH
TakbB 3a paboTa ¢ KY n c acoummpaH (cbotBeTeH) ¢ TX TokbH (QSCD nnn SCT/PKCS#12 cann).

6.2 [lpouenypa no reHepupaHe

6.2.1 leHepupaHe Ha kKpuntorpadCkM Kr4YoBe Ha YAocTtoBepsiBaw, OpraH Ha

JocTaBuuka

HocTaBunkbT reHepupa ABoviku kpuntorpadckn (RSA) kntoyoBe Ha 6a3oBMA U Ha onepaTUBEH
YO kato usnonassa HSM ¢ ygoctoBepeHo HMBO Ha curypHocT FIPS 140-2 Level 3 nnn no-Bucoko,
cboTBeTHO CC EAL 4+ unu no-Bncoko.

OTopuanpanm nuua OT nepcoHana Ha [ocTaByuMka WM3MbIHABAT CTbMNKATE MO reHepupaHe,
WHCTanMpaHe U CbxpaHsiBaHe Ha ABOMKMTE Kno4yoBe Ha basosute M Ha OnepaTtusHute YO,
cboTBeTHO ,B-Trust Root Qualified CA", ,B-Trust Operational Qualified CA" wn ,B-Trust Root
Advanced CA", ,B-Trust Operational Advanced CA", cbrnacHo OOKyMeHTUpaHa BbTpeLLHa
npoueaypa, cbrnacyBaHa u yTBbpaeHa oT pbKOBOACTBOTO Ha [locTaBymka.

Mpouenyparta ce M3NbIHSABA B NPUCHLCTBME Ha NpeacTaBUTEN Ha BMCLLETO PbKOBOACTBO Ha
,DOPUIKA” ALl n Ha HOTapuycC.

[eowika kntoyoe Ha YO Ha [locTaBuMKa ce reHepupa camo creg nHmumnanunsaumns Ha CbOTBETHUS
CNnoT B XapayepHaTta kpuntocuctema, obcnyxpatla To3n OpraH.

Mpn mMHUUManNu3aumMs Ha BCEKM CNOT Ce BbBeEXAAT NpeaBapuTerniHO MOArOoTBEHW KOO4OBE 3a
KOHTPOS Ha AoCTbNa 40 4YacTHMA Kntod Ha OpraHa B TO3M CNoT.

KogoBeTe 3a 4OCTHMN 40 YaCTHMSA KoY ca HE3aBUCUMO MOAENEHN MeXAay NoHe ABEe OTOPU3NpaHu
nvua oT nepcoHana Ha [loctaByuka, € ornef Ha HEBb3MOXHOCT 3a NepcoHarnHa akTMBauus Ha
AO0CTbMa 0O CbOTBETHUS YaCTEH KITHOM.

Cb3pgapeHuTe YacTHM kntodose Ha YO ce cbxpaHsaBaT pasgenHo Bbpxy otaenHn QSCD, Bcsko
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OT KOUTO e NoJ KOHTpora Ha NoBeYe OT e4HO OTOPU3NPaHO NuLEe OT NepcoHana Ha [locTtaB4umka.
Pa3genHoTo cbXxpaHeHWe Ha YacTHUTE KMIYOBE U MHOMBMAYANHUSA KOHTPOM Ha AOCTbM A0
CbXpaHsABaHMTE 4acCTU Ha 4acTHu Kntodose Ha YO B otgenHute QSCD He nosBonsBa Te3n
KnoyoBe Aa ObaaT KOMNPOMETUPaHU W/WNW  HepernameHTUpaHo penpoayuMpaHn U3BbH
[ocTtaB4unka.

6.2.2 leHepupaHe Ha KpunTorpadcku KnroyoBe Ha MoTpedbuten

1.

2.

[Bownkata kntovose Ha [MoTpebuten ce reHepupa C M3Non3BaHe Ha YTBbPAEH crneunannuanpaH
copTyep, KOUTO € U3LANO MO HEroB KOHTPOS.

B cnyuan, korato [loctaBumkbT reHepupa [dBorkarta krntodoBe Ha lMoTpebutens, Tom manonssa
cneumnanuaupaH 1 yTBbpaeH codTyep, NPoBEPEH 3a ycnewHa paboTta npe3 nHrepdencnte Ha
nHdpacTpykTypata Ha B-Trust.

[eowkata krtovoBe Ha [MoTpebuTten ce reHepupa B ogodpeH ot JoctaBumka QSCD ¢ npoBepeHo
HMBO Ha CUIYPHOCT 1nn Ypes yTBbpaeH ot Hero codptyep (Crypto Service Provider/CSP). Korato
aownkata krtodvose 3a KEM/KEleuart ce reHepupa npu [loctaB4unka, BUHarn ce nanonasa B-Trust
QSCD. YacTHuAT KNtod Ha reHepupaHaTa ABoika Kno4oBe He Moxe Aa 0bae nsseneH ot QSCD.
[BorikaTa kntodoBe Ha MNoTpebuten Ha obnayveH KEIM BuHaru ce reHepupa B HSM Ha RQSCD B
nnatdopmaTa 3a obnadeH KEIN Ha [JocTaBymnka, CbXxpaHsiBa ce Npu HEero Ypes yTBbpaeHa KpunTo-
CXema M ce JOCTbMBa OT pa3cTosiHMe (OTAaneyvyeHo) KaTo ce rapaHTupa nepcoHaneH KOHTPon Ha
YaCTHMS KITIOM B CbOTBETCTBME C 3awmTeH npodun Ha SAD/SAP/SAM cwrnacHo ETSI EN 419
241-2/3.

KOHTpONbT Ha YacTHUA KIoY € Ypes Ko 3a 4OCTbI, a AbMmknHata Ha RSA kntoya e noHe 2048
6uTa. NoTpebntenaT n3nonaea 4YacTHMA KM 3a Aa Cb3dade nognuca, Kato BbBeXaa koga 3a
AOCTbN 0 Hero.

Korato pBovikaTa kniovoBe ce reHepupa npu [loTpebuten, [JocTaBuMKbT npenopbyBa
nocnegHuAT ga wuanona3ea opobpeHo B UHpacTpyktypata Ha B-Trust peweHue wnu
€eKBMBaNeHTHO TaKkoBa.

3a uenute Ha nonaraHe Ha KEI/KEMeyaT [ocTaBuvkbT npenopbyBa [loTpebutendar na
nanonasa B-Trust QSCD unun gpyro QSCD, cbBMeCcTUMO B MHGpaCTpyKTypaTa Ha B-Trust.

3a uenute Ha nonaraHe Ha obnayveH KEI [JocTaBumkbT 4OCTaBA YTBLPAEHO OT HEFrO MOOMIHO
npunoxexHme 3a  cmapTgoH, koeto  [loTpebutensat cnegBa ga  MHCTanupa,
NHUUManuampa/perncTpmpa u n3nonsea nNpu akTMBMpaHe Ha nognuca.

3a uenute Ha nonaraHe Ha YE[/YElNeuatr [JoctaBumkbT npenopbuBa [lotpebutenaTt ga
nanonaea B-Trust SCT (PKCS#12 dann) nnun gpyro SCD, cbBMecTumMo B MHpacTpykTypaTta Ha
B-Trust.

6.2.3 [locTaBKa Ha YaCTHUA KIOY

1.

KoraTto aBovikata knto4voBe 3a KEIMN/KEMeuaT ce reHepupa npu [JoctaBuuka, [NoTpebutenaT nnm
N3PMYHO YMbITHOMOLLLEHO OT Hero nuue nonyydasa ot PO/MPC Ha [JocTaBumka 4aCTHMSA KoY U
n3gageHoTo ygoctoBepeHue Bbpxy QSCD.

KoraTto gBovikaTa kntoyvoBe 3a YE[/YEleuvat ce reHepupa npu [JoctaBumka, [oTpebutenaT nnm
N3PMYHO YMBITHOMOLLEHO OT Hero nuue nonydasa ot PO/MPC Ha [ocTaBumka 4aCTHMSA KoY U
nsgageHoTo yagoctoepeHue ypes B-Trust STC (PKCS#12 kpunTtodann).

Mpn nsgasane Ha KYKEM/KYKElNeyaT yacTtHms kntod u n3gageHoTo yaocToBepEHue ce npegasat
Bbpxy B-Trust QSCD, kbaeTo e reHepupaH 4YacTHus knod. QSCD rapaHTupa Ha-BUCOKO HUBO
Ha CUIYPHOCT 1 3alimMTa Ha YaCTHUA KN4 1 ce NpeaocTaBs 3aedHO C HayaneH kKog 3a JOCTbI.
Mpn nsgaeaHe Ha KY 3a obnayveH KEIN yacTHMAT KoY, CbOTBETCTBALL, Ha YAOCTOBEPEH NybnnyeH
KnKoY B yOOCTOBEPEHUNETO, ce cbxpaHsiBa B HSM-a Ha RQSCD B nnatdgopmata 3a obnaveH KEI
npv JJocTtaBuymnka 4Ypes yTBbpAeHa KpMNTo-CXema, rapaHTmpalla nepcoHaneH KOHTPOI Ha YaCcTHUS
KMNIOY; AOCTbMBLT A0 KNtova € B CbOTBETCTBUE C 3awmTeH npodun Ha SAD/SAP cwrnacHo ETSI
EN 419 241-2/3.

MoTpebuTtenaTt e 3aabimKeH Aa CMEHWN NpeaoCTaBeHUsA HavaneH Ko4 3a AOCTbM U BbBeae CBOW
nNYeH.
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6. Korato lNMoTpebuten reHepupa aBorikaTa Kno4voBe npu cebe cu, To HOCK Lsinata OTTOBOPHOCT
3a rapaHTMpaHe Ha ObpPXaHeTO Ha YacTHUS KN4 OT Hero.

7. Korato [loTpebuten reHepupa pfBonkata knwo4voBe npu cebe cu, Ton Aeknapupa npeg
[ocTtaBunka, 4ye OBoMKaTa KNOYOBE HaAMbMHO OTroBapsd Ha M3UCKBaHUATA 3a nonaraHe Ha
eneKkTpoHeH noanuc/nedat B cboTBEeTCTBUE C PernameHTa.

6.2.4 [octaBKa Ha ny6nu4HuA Kntoyd npu [loctaBuymka

1. M3anbnHgaBa ce camo oT [NoTpebuTten, npn KOMTO Ce reHepupa OBOWKa KNOYOBE U KOMTO creaBa
Aa gocTtaBu cBos NybnuyeH kniodv Ha [JocTaBuMKka 3a HYXAWTe Ha npoueca Ha u3gaBaHe Ha
yAOCTOBEPEHUETO.

2. lMotpebutenat gocrtaesa 4vpe3 PO/MPC Ha [octaBumka nyGmnmMyHMS KoY OT reHepupaHarta
[BOWKa KIto4oBe.

3. lNoTpebutensat mMoxe Aa NpeaocTaBu enekTpoHHaTa 3asiBka Ha Hocuten, nuyHo B PO/MPC,
3aegHo C apyrute OKyMeHTU cbrnacHo MNonutukute Ha [JoctaBumka 3a nsgasaHe Ha KY, npes
NHTepHeT-cTpaHuuaTta Ha [locTaB4yMKa unv no gpyr noaxoasil HaumH.

4. PO/MPC Ha [ocTaBuMKa 3aabImKUTENTHO NpaBu NpoBepKa Ha ObpXaAHETO Ha YaCTHMSA KoY OT
Motpebutens.

6.2.5 [loctaBKa Ha ny6nu4HuA Kntoy Ha [loctaBuMKka Ha [loBepsiBalym ce CTpaHu

1. My6bnuyHute kntoyoBe Ha [ocTaBuvka ca nybnv4yHO [OCTBMHM B VHTEpHeT cTpaHuuata
[locTaBumnka, KbaeTo ca nybrnmkyBaHu HeroBuTe crnyebHu Y40CTOBEPEHMSI.

2. Bcsika [loBepsiBalla ce cTpaHa marpaxaa gosepve kbM [JocTaBumka, KaTto npueme v 3apeam B
CUCTEMUTE NOA HEVH KOHTPOS Cry>kebHMTe yaoCcToBEpPeHUS Ha [locTaBymka.

6.2.6 [ObmKuHa Ha Kno4voBe

1. ObmxnHaTta Ha 6a3oBuTe RSA-knovoBe Ha [loctaB4ymka e 4096 buta.

2. [OwvmxkunHaTta Ha geovikata RSA-knto4voBe Ha onepatnBHuTe YO ,B-Trust Operational Qualified CA"
n “B-Trust Operational Advanced CA" e 4096 6uTta.

3. IvbmkmHaTta Ha gBonkaTta RSA-kntoyoBe Ha onepatmBHuTe opranu ,B-Trust Root Qualified OCSP
Authority", ,B-Trust Qualified OCSP Authority" n “B-Trust Root Advanced OCSP Authority", ,B-
Trust Advanced OCSP Authority" e He no-manka ot 2048 6uTta.

4. [OvmkuHata Ha asonka kntovoBe (RSA) 3a KEIM/KEMe4ar, obnaven KEIM u YEM/YElNeyaT Ha
MoTpebuten, reHepupaHa 4pe3 nHdpacTpykTypata Ha [loctaB4unka e noHe 2048 GuTa.

5. ObmknHaTa Ha aBonka kriovoBe (RSA) 3a KEl/KElMeuvat u YE[M/YElevaTt Ha [NoTpebuten,
reHepvpaHa n3BbH MHPACTpyKTypaTa Ha [loctaBynka € noHe 2048 GuTta.

6. HesaBucuMo kbae e reHepupaHa ABoKkaTa KnovoBe 3a n3gaBaHe Ha KY, knoybT TpsbBa aa e ¢
ObIDKMHA Hal-manko oT 1024 6uta 3a anroputmmn RSA.

6.2.7 MapameTpu Ha NnyGnuyeH Knroy

1. lMapameTpute Ha NyGNMYHUA KNOY Ca MOCOYEHUN U yOOCTOBEPEHN B yOOCTOBEPEHMETO, KOETO
D,OCTaBHVIK'bT Mn3agaBa 3a To3n ny6r|1/|qu KN4, CbOoTBETCTBALL, HA YAaCTHUA KITHO4.

6.2.8 U3nonsBaHe Ha Krnro4va

1. lMapameTpute Ha M3Non3BaHe Ha ABoKMKaTa KNn4oBe, CbOTBETHO Ha YaCTHUS KN4, Ce CbabpXaT
B yOOCTOBEpeHMEeTO, koeTo m3gaBa [locTtaBuvka 4vpe3 aTpubytute "keyUsage" u ,extended
keyUsage".

6.3 3awwuTa Ha YacTeH KoY U KOHTPOI Ha KpunTtorpad)ckus moayn

6.3.1 Cranpaptu

1. KniovoBuTe KOMMNOHEHTU B nHpacTpykTypaTa Ha B-Trust ,B-Trust Root Qualified CA", ,B-Trust
Operational Qualified CA", ,B-Trust Root Advanced CA", ,B-Trust Operational Advanced CA",
RQSCD B nnatcopmata 3a obnadeH KEIN n OCSP cvpebpute nanonssat HSM ¢ ygoctoBepeHo
HMBo Ha curypHoct FIPS 140-2 Level 3(cbotBetTHo CC EAL 4+ wunuv no-BMCOKO), KOSTO
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yOO0BMeTBOpsiBa HOPMATUBHUTE U3UCKBAHWS.
B-Trust QSCD, pecnektuBHo HSM-a B RQSCD Ha nnatgopmata KbOeToO Ce reHepupa u
CbXpaHsiBa YacTHUSA KoY Ha NoTpebutens e ¢ HMBo Ha curypHoct CC EAL 4+/FIPS 140-1 Level
2, pecnektmBHo Level 3.

CodbTyepbT 3a reHepupaHe Ha aBovika kntodose (Crypto Service Provider/CSP) e yTBbpaeH oT
[ocTtaBunka n npoBepeH 3a paboTa B MHpacTpykTypaTta Ha B-Trust.

Bcunukn QSCD n3BbH MHppacTpykTypaTa Ha B-Trust, kouTo MoTpebutenat moxe ga nonsea, 3a
Aa reHepupa OBOWKa K4YoBe U Aa CbxpaHsaBa vactHua kntod 3a KET/KElMevar, Tpsabsa ga ca
cepTudmumpaHn 3a ekBuBaneHTHO HMBO Ha curypHoct CC EAL 4 1 no-B1coko.

6.3.2 KoHTpon Ha um3nonsBaHe U CbXpPaHeHUe Ha YaCTeH KoY

1.

YacTtHute knovoBe Ha YO Ha [ocTtaBumka ce wuanons3sat camo B HSM u ca [gocTbnHM
nocpeacTBOM KOAOBE 3a [AOCTbM, pasfeneHM Ha HAKOMKO 4acTh, KOMTO ca M3BECTHM Ha
OTOpM3MpPaHK nuua oT nepcoHana Ha [JoctaByuka.

EnoHoBpemMeHHO € reHepupaHe Ha fBouka knovoBe Ha YO ce m3nbfiHaBa M npouedypara no
CbXpaHsBaHe Ha YaCTHUS KIoY B CbOTBETCTBUE C YTBbPAEHA BbTPELLHA npoueaypa.

YactHuart kntod Ha KEIMN/KEMNeyat Ha lMoTpebuten ce manonsea camo B B-Trust QSCD wunu B
QSCD ¢ ekBMBaneHTHO HMBO Ha CUIYPHOCT U € OCTbIEH NOCPEeACTBOM fIMYEH Ko 3a 4ocTbn. B
TO3W Ccrlyvan eAHOBPEMEHHO C reHeprpaHe Ha [BOVKa KITo4OBE Ce U3MbJIHABA CbXpaHsiBaHe Ha
YacTHus krtod B QSCD.

YacTHuaTt kntov Ha obnaveH KEIM Ha MNotpebuten ce mnanonssa camo B HSM-a Ha RQSCD B
nnatdgopmata 3a obnaveH KEIN n e goctbneH nocpeactsom SAD/SAP/SAM cxema 1 nNnYeH kopg
3a goctbn B cboTBeTCTBUE C ETSI EN 419 241-2/3. B TO31M Crnyyan eAHOBPEMEHHO C reHepupaHe
Ha [BOMKA KIOYOBE Ce U3MbIIHABA CbXpaHABaHE Ha 4YacTHWUS KNov Ha 6asa yTBbpaeHa
KpunTocxema oT [JocTaBumka, OcuUrypsiBallia 3awmra u nepcoHaneH KOHTPOn Ha Knova.
YactHuat kntod Ha YET/YEleuaT Ha lMoTpebuten ce nsnonssa camo C nuueHanpaH codtyep
ypes B-Trust SCT (PKCS#12 kpuntodann) n e 4OCTbNEeH NOCPEACTBOM NIMYEH KOA 3a A4OCTb.

6.3.3 CbxpaHeHue U apXMBUPaHE Ha YaCTHUSA KITHOY

1.

YactHute kntoyoBe Ha YO ce cbxpaHsiBaT Ha 4acTu pasgenHo Bbpxy otgenHm QSCD cbe
3awmteH npocoun CC EAL 4+ nnu no-BUCOK, kKaTo 4OCTbNBLT A0 Besiko QSCD ce koHTponupa ypes
KOA 3a 4OCTbN OT CbOTBETHOTO OTOPU3NPAHO N1LEe OT nepcoHana Ha [loctaByuka.

KoabT 3a goctbn oo Bcsko QSCD e nu4yeH 3a BCAKO OTAENHO OTOPU3MPaHO Nuue oT nepcoHana
Ha [JocTaByuka.

Pa3genHoTo cbxpaHeHne Ha YacTHuTe kntodose Ha YO Bbpxy HAKONKO QSCD 1 nnyHnsA KOHTpon
Ha poctbn Ao Tean QSCD He nos3BonsiBa KNwo4voBeTe Aa ObOoaT KOMMPOMETUPAHU UMK
HepernameHTMpaHo penpoayLumpann n3sbH [loctaBumka.

PenpogyuupaHeto Ha 4acTHM knodvoBe Ha [locTaBuvMka Bbpxy pesepBeH HSM cnep
pedekTnpaHe Ha onepaTMBHaTa TakaBa, Ce M3NbJIHABA CaMO B MPUCHLCTBME Ha MOHe 2
OTOPU3MpPaHK NnLa, BCAKO OT KOMTO KOHTPONuMpa goctbna Ao Heroeoto QSCD.

YactHuat kntod Ha KEM/KEleyvat Ha NoTpebuTten ce cbxpaHsasa camo Ha QSCD u He moxe ga
ce penpoayuupa Ha gpyro QSCD. lMNMpu gedektnpaHe Ha QSCD, MotpebuTtenat Tpsbea aa ro
NoAMEHN 1 Aa 3asBM M3gaBaHe Ha HOBO YAOCTOBEPEHME.

YacTHuat knod Ha obnadveH KEIM Ha Motpebuten ce cbxpaHsaBa camo B HSM-a Ha RQSCD B
nnatdopmaTta 3a obnadeH KEI n He Mmoxe aa ce penpogyumpa Ha Apyra Takaea nnatgopma. B-
Trust nnatdopmaTta 3a obnaveH KEI e pe3epBrMpaHa OTHOCHO KPUTUYHUTE KOMMOHEHTUN B He,
BkrtountenHo 1 HSM mopayna.

YactHuat knod Ha [/KYYEMNeyat Ha [NoTpebuten ce cbxpaHsiBa cOPTYEpPHO U MOXe ga ce
penpogyumMpa Ha gpyra cuctema camo nog koHTpon [lotpebutens. lNpu gedektupaHe Ha
yacTHus kntod, NoTpebutenaT TpsibBa Aa kaTo 3asiBU n3gaBaHe Ha HOBO y4OCTOBEPEHUE.
[oCTaBuMKbT NO HWUKAKbB HaYMH He CbXpaHsBa M He apxvBupa 4acTeH KMy 3a
KYKET/KYKENeuaT Ha NoTpebuTten, He3aBUCMMO Kbe U Kak ce reHepupa ABonkaTa KIo4oBe.
[ocTaBuMKbLT CbXpaHsiBa YacTeH kniov Ha obnadeH KEIN camo Ha 6a3a yTBbpAeHM Kpuntorpamm
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3a 3aluMTa 1 rapaHTMpaH nepcoHaneH KOHTPOs BbpXy Kro4va oT cTpaHa Ha MoTpebutens.

6.3.4 TpaHcdep Ha YacTeH KJ1HOY B U OT KpunTtorpadgcku moayn

1.

TpaHcdep Ha yacTeH kntod Ha YO Ha JocTtae4ymka oT HSM ¢ uen cbxpaHeHne 1 Bb3CTaHOBSIBAHE
B pe3epBHa TakaBa Ce U3MNbIiHABA NOA U3KIHYMTENEH KOHTPON M caMo npu [lJocTaB4ymKa CbrnacHo
AOKYMEHTUPaHUTE U YTBbPAEHW BBbTPELUHM Mpouedypy 3a reHepupaHe M CbXpaHeHve U 3a
Bb3CTaHOBsIBaHE Ha krtoyoBeTe Ha YO.

TpaHcdep Ha YacTeH kntod Ha [NoTpebuTten kbMm 1 OT [JocTaBymKa C Liefl CbOTBETHO CbXpaHeHMe
1 Bb3cTaHoBsaBaHe B Apyro QSCD/HSM vnnu B codpTyep ce nogabpxa.

YacTtHuat kntod Ha KEM/KEMeyvat Ha MoTpebuten ce cbxpaHsaBa camo Ha QSCD, B KoeTo ce
reHepuvpa gBovikaTa Kro4YoBe U He MOXe Aa ce TpaHcdepupa/penpoayumpa Ha Apyro MSACTO.
YactHuat knod Ha YE[M/YEleuvat Ha lMoTpebuten ce cbxpaHsBa COPTyepHO M MOXe fa ce
penpoayumpa Ha gpyra cucteMa camo nog KoHTpon MNoTtpebuTens.

6.3.5 MeTtoa Ha akTMBaLUA Ha YacTeH Koy

1.

YacTteH kno4 Ha [JocTaBumka ce akTMBMpa MocpeacTBOM MOAENEeH CUCTEMEH KOA 3a AOCTb,
OTAENHUTE YacTW Ha KOWTO Cca U3BECTHU Ha NOBEYE OT €4HO OTOPM3MPaHO N1Le OT NepcoHana Ha
JocTtaBuuka.

Camo B npucbCTBME Ha Te3n Nnuua, cneq BbBeXdaHe Ha BCUMYKM YacTu Ha Koda 3a OOCTbI, ce
paspeluaBa oocTbnbT A0 cnota B HSM n ce akTnBMpa 4acTHUS KITou.

YacTeH kntod Ha NoTpebuten ce aktuemnpa, Ypes BbBeEX4aHe Ha NOTpedbuTenckna kog 3a 4oCTbN
00 MSCTOTO, KbOEeTO 3aliUTEHO Ce CbXpaHsiBa Khya uMnM ce u3nonsea Apyr cnocob Ha
naeHTudukaums.

YacTteH kntov Ha obnadeH KEN Ha MNoTtpebuten B RQSCD Ha nnatdopmarta ce akTusmpa vpes
n3nbnHeHne Ha cxema 3a TOTP-aBTeHTMdMKAUUA 3@ NPUHAONIEXHOCT Ha cmapTdoHa u
BbBeXaaHe Ha notpebutenckusa koa 3a goctbn (MNH) 3a obnayven KEIN B cboTBETCTBME CbC
SAD/SAP/SAM Ha ETSI EN 419 241-2/3. YacTHuaT kntod 3a obnadveH KEI ce aktusupa camo ako
CblUecTBYBaT nognucaHun nckaHe 3a ngasaHe Ha Obnadex KEIN n [loroeBop 3a yaoctoBeputenHu
ycnyru ot NoTtpebutens. NognuceaHeTo Ha Te3M AOKYMEHTM MOXe [a CTaHe crnej usgaBaHe Ha
yaocTtoBepeHune 3a ObnayeH KEI.

6.3.6 MeTog Ha ge-akTuBaLUA HA YAaCTEH KN4

1.

YacteH kntod Ha [loctaBumka B kpuntocuctemata Ha YO ce pgeaktusumpa (npekpartsBa ce
Bb3MOXHOCTTa 3a W3MoNi3BaHe) rnocpeacTBOM MpeyCcTaHOBABaHE Ha NOrnyecknss AoCTbn [0
CbOTBETHUSA KITHOY B HES.

YacTteH kntod Ha NoTpebuTten ce geaktmBupa (npekpaTsdBa ce Bb3MOXHOCTTA 3a M3MON3BaHe)
nocpeacTBOM MpeyCcTaHOBSIBAHE Ha NOrMyeckus OOCTbN A0 MSACTOTO, KbAETO 3alUUTEHO ce
CbXpaHsiBa Knto4a.

6.3.7 YHULWOXaBaHe Ha YacTeH KNy

1.

YacTeH kntoy Ha [locTtaBumka B kpyntocuctemarta Ha YO ce yHuLoxaBa nocpeacTBOM U3TpuBaHe
Ha KIo4a UM cboTBeTHUS cnoT. Npn HeobxoaMMOCT ce U3TpmBaT U CbXpaHABaHUTE B apxuBa
HOCUTENW 33 Bb3CTaHOBSIBAHE.

YacTteH kntod Ha KEM/KElMeyvat Ha MoTpebuTen ce yHu1LOXaBa NoCpeACcTBOM U3TPUBAHETO My OT
QSCD wnu yanocTtHOTO M3TpuBaHe Ha QSCD.

YacTteH kntoy Ha obnaveH KEI Ha MNoTpebuTten ce yHuoxaBa nocpeacTBOM U3TPUBAHETO MY
(Ha kpunTOrpamarta 3a Hero) oT noTpebuTenckmsa akayHT 3a obnadeH KET.

YacteH kntoy Ha YEI/YEMNeyaT Ha [NoTpebuTten ce yHuLoxaBa nocpeacTBOM U3TPMBAHETO MY
OT MACTOTO, KbAETO 3aUTEHO Ce CbXpaHsBa Krioya.

6.4 [pyru acnekTu Ha ynpasrieHUe Ha ABOMWKa KIo4oBe

6.4.1 ApxuBupaHe Ha NyGNNYHMA KIHOY

1.

My6nunyHute kntodoBe Ha YO ce cbaobpxaT B u3gageHuTe cnyxebHu yOooCTOBEpPEHMs Ha
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[ocTaBunka 1 ce CbxpaHsaBaT BbB BbTpelleH pernctbp. Chlumute ca ny6rmyHO AOCTbMHU Ypes
nybnukyBaHe Ha yaocToBepeHusiTa Ha [JocTaB4uka.

My6nnyHuTe knovoBe Ha YO ce apxuBupaT M CbxpaHsaBaT 3a nepmog ot 10 roguHm cnepg
n3TM4aHe Ha nepuoaa Ha BanuaHOCT UIK NpeKkpaTaABaHETO Ha CbOTBETHUTE YAOCTOBEPEHMS.
My6nuyHuTe kntovoBe Ha [MoTpebutenu ce cbaobpxaT B usgageHuTe 3a TsX YAOCTOBEPEHUS,
KouTOo ca nybnvkyBaHu B [y6nuyeH pernctbp 1 ce CbxpaHsaBaT BbB BbTPELLEH PerncTbp.
My6nuyHute knoyoBe Ha [loTpebuTenu ce cbxpaHaBaT W apxvBupaTt 4pe3 NepuoauyHO
apxvBUpaHe Ha BbTPELLUHWUS PErucTbP.

6.4.2 lNepuopn Ha BanUAHOCT Ha yAOCTOBepeHue n ynotpeba Ha ABOMKa Kno4voBe

1.

KY umat cnegHuTte cpokoBe Ha OENCTBMIE:
e Ha 6asosusa YO ,B-Trust Root Qualified CA" n ,B-Trust Root Advanced CA" - 20 (aBageceT)
rOOVNHY;
e Ha onepatmBHute YO ,B-Trust Operational Qualified CA" n ,B-Trust Operational Advanced
CA" - 15 (neTHageceT) roguHu;
e Ha OCSP cbpBbpU — 5 (NET) rognHu;
Ha NoTpebuTen — cbrnacHo gorosopa mexay [ocrtaBuuka u NoTpebutens, Ho He noBeYe OT
3 (Tpw) roamHu.
Korato ce nsnonaea kntoya 3a nognucBaHe/nognevatsaHe cneg u3Tekbi Nepuod Ha BanuaHocT
Ha y4oOCTOBEPEHMETO, MOANUCHT/NeYaTbT € HeBanvMaeH M CbOTBETHUS MoanucaH/nogneyaTaH
06eKT nu n3sBneHve cneasa a ce cynTaTt HegenCTBUTENHM.
LLlecT meceua npeaun M3TM4YaHETO Ha Nepuoaa Ha BanuaHocT Ha YO, [locTaBYMKbT reHepupa HoBa
OBOMKa KIT04OBE M Nnpunara BCUYKM HEOOXOOUMM OENCTBMSA 3a HEHapyllaBaHe Ha paboTaTa Ha
[loBepsiBawmTe ce CTpaHW, KOUTO pasyuTaT Ha cTapaTa gBoMKka KrtodoBe. HoeaTta gBoiika
kntoyoBe Ha YO ce reHepupa v nybnuyHaTta 1 4acT ce pasnpocTpaHsaBa CbrfacHO nonutukaTa B
TO3WN JOKYMEHT.

6.5 [aHHM 32 akTMBaUus

6.5.1 leHepupaHe M MHCTanNMpaHe Ha AaHHU 3a aKTUBaUus

1.

2.

Mpn reHepupaHe Ha gBouka KrtodoBe oT [loTpebuten, nocnegHus cam cb3gaBa U ynpaensiBa
AaHHUW 3a aKTMBaUus.

Mpun reHepupaHe Ha ABoNKa kntoyoBe Ha NMoTpebutens ot [JoctaBunka, nocneaHusa npegasa Ha
MoTpebuTtensa KOHTpoNa Ha AaHHW 32 aKTUBaLUMS 3ae4HO C YaCTHUSA KITHOM.

Mpn nbpBOHaYanHoO usgasaHe Ha ygoctoBepeHne Bbpxy B-Trust QSCD, npean reHepupaHe Ha
ABowka kno4oee, B-Trust QSCD ce uHuumanmsmpa un ce cb3gaBaT crieqHUTe KoJoBe 3a AOCTbN:
Motpebutenckn ("User") n AgmuHuctpatmeeH ("SO") n cbOTBETHO, 3@ NepcoHaneH AoCTbN 40
yacTHus krtod B QSCD u 3a gebnokmpaHe Ha 6rnokmpaHo QSCD.

HavanHuat MNoTtpebutenckn n AoQMMHUCTpaTUBEH Ko, 3a AOCTbN U 3a AebnokupaHe Ha B-Trust
QSCD ce npegoctaBaTt Ha [NoTpebuTtensa unm Ha ynbAHOMOLLEHOTO OT HEro nmue B 3anevaTeH,
Henpo3payeH XapTUEH NIInK.

MoTpebutenaTt e 3agbimkeH Ha CMeHU NbpBOoHavanHus NoTpebuTtencku kog 3a gocTbn Ao B-Trust
QSCD nocpeactsoM codpTyepa, KOUTO ce NpeaocTaBs C HEro.

HocTtaBunkbT npenopbyBa [oTpebutenaT ga cMeHs nepuogmyHo ceos MoTpebutenckn kopg 3a
poctbn oo B-Trust QSCD.

MoTpebutenat cneaBa Aa nsnonasa NpPeaocTaBeHUAT AOAMUHUCTPATMBEH KOA 3a OOCTBbM C Len
aebnokvpaHe 6noknpaHo B-Trust QSCD.

6.5.2 leHepupaHe M MHCTanNMpaHe Ha AaHHW 3a akTuBauusa Ha obna4eH KEI

1.

2.

[BownkaTta kno4yoBe 3a obnadeH KEI ce reHepupa B HSM-a Ha RQSCD B nnaTtdgopmata 3a
obnadveH KEI kaTo 4acTHMAT KIHOY 3alLMTEHO Ce CbXxpaHsiBa npu [JoctaBumka.

Mpn nbpBOHavanHo ngaesaHe Ha KY 3a obnaveH KEI, npean reHepmpaHe Ha OBOMKa Kro4oBe,
MoTpebutenaTt cnegBa ga 3apean M vHMUManuanpa/aktuempa MOOWUNHOTO MPUMOXKEHWe 3a
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obnayeH KEIN B cmapTdoHa.

3. WHnumnanusauusta/aktmBaumsta Ha MOOUNHOTO MPUMOXEHWE Ce U3NbMHABA aBTOHOMHO B
cmapTdoHa, a perucrTpaumaTa Ha MOOWUNHOTO MPUMOXKEHUS Ce W3MbIHSABA CbLBMECTHO C
nnatdopmara 3a oonaveH KEIN Ha [JocTaB4ymka kaTo BKMOYBAT:
¢ Cb3gaBaHe Ha napona;

e Peructpauus (acoummpaHe) Ha NPUNOXeHNeTo/MOBMMHOTO YCTPOMCTBO B NnatdopmaTta 3a
obnaveH KEI (Bb3gaBaHe Ha noTpebutencku akayHT, obmeH Ha obw (shared) kntou 3a TOTP-
CXema Ha aBTeHTMdUKaums, Koy 3a 3awmuTa Ha N1H-a);

¢ CurypHo CbxpaHsiBaHe Ha ABaTa Krtoya B MOBUNHOTO YCTPOMCTBO /NPUSNOXKEHNETO — €AUHUAT
ce usnonsea 3a TOTP-aBTeHTUMKaUMA (NpuUTeXaHne Ha MOOWUMHOTO YCTPOMCTBO OT
Motpebutensa, opyruat — 3a 3awmTa Ha lNMH-a 3a gocTbn 4O YaCTHUA KitoY);

o [eHepupaHe Ha oBoKa krtoyoBe cref BbBexaaHe Ha NMUH upe3 MobunHoTo npunoxeHue ot
MoTpebutens; YyacTHUS KIOY Ce 3aliMTaBa uype3 yTBbpAeHa KpunTocxema, rapaHtupalia
nepcoHaneH KOHTPOS 40 YaCTHUS KITOY U Ce CbXPaHsBa;

4. [aHHuTe 3a aktmBaums Ha obnayHua KEM (obw knioy 3a TOTP-aBTeHTU(DMKaAUMS, KoY 3a
3awwmTa Ha NMH) ca nog koHTpona Ha MoTpebutens.

5. TOTP-aBTEHTU(MUKALUMOHHNA MEXaHM3bM U KPUNTOCXEMaTa 3a 3alimMTa Ha 4acTHUS KoY Ha
obnauveH KEI BbBexagaT v rapaHTupaH nepcoHaneH KoHTpon Ha [NoTtpebutens o 3awmTeHus
yacTeH Kntoy Ha obnaynus KET.

6.5.3 3awmTa Ha AaHHM 3a aKTUBaLUA

1. |_|0Tp66I/ITeJ'IFIT € 3a4bJDKEeH Ja CbXpaHdaBa U Na3n OT KOMMNPOMEeTUpaHe KogoBeTe 3a AOCTbIM A0
MACTOTO, KbAeTO 3alnUTEHO Ce CbXpaHABa YaCTHUA KITHO4.

6.5.4 [pyru acnekTu Ha AaHHUTEe 3a aKTUBaLUA

1. Cnep onpeaeneH 6poi HeycneLH ONUTK 3a BbBEXAaHe Ha KOPEKTEH Ko 3a AOCTbM 40 YaCTHUS
kntod Ha MoTtpebutensa, B-Trust QSCD ce 6nokupa.

2. Cnep onpeaeneH 6pow HeycneLwHy ONUTY 3a BbBEXaHe Ha KOPEKTEH KO 3a AOCTbMN 40 YaCTHUS
kntod Ha obnadeH KEI Ha MoTpebutens, kpuntorpamaTa C YacTHMS KoY B NOTpebuTenckms
akayHT ce 6nokupa.

3. lMoTpebutenat Tpsabea Aa nsnonsesa NpegocTaBeHnAT My AQMUHUCTPATUBEH Ko 3a AOCTbM, 3a
Aa gebnokmpa 6nokupaHo B-Trust QSCD.

4. lMoTtpebutenar Ha obnaveH KEI TpsGBa ga uv3non3sa npegoctaBeH My AOMbIHUTENEH
(a@munHMCTpaTMBEH) KOA, 3a Aa Aebnokupa KkpuntorpamaTa CbAbpKalla YaCcTHUSA KITHo.

6.6 CuUrypHoCT Ha KOMNIOTbLPHUTE CUCTEMMU

6.6.1 WM3uckBaHus 3a CUTypHOCT

1. KomnioTbpHute nnatdopmn, Ha KOUTO paboTAT BCUYKM KPUTUYHM  KOMMOHEHTU Ha
MHdpacTpykTypata Ha B-Trust, ca obopyaBaHu n koHdUrypmpaHm cbC CpeacTBa 3a fokanHa
3awmTa Ha goctbna go codpTyepa n nHdopmaumndara.

2. [ocTaBuYuKbT ocurypsiea METOAM M M3MON3Ba NpoLeaypy 3a aadMUHUCTPUPaHE U yrnpasrneHne Ha
CUIypHOCTTa Ha uanata WHgpacTpyktypa Ha B-Trust, B cboTBeTcTBME C obwonpuetn B
MexayHapogHaTta npakTvka CTaHg4apTu 3a ynpasrneHne Ha MHpopMaunoHHaTa CUrypHoCT.

3. HapexpgHocTTa Ha W3NON3BaHWUTE CUCTEMMU, TEXHWYeckaTa M KpunTorpadcka CUrypHOCT Ha
OCbLUECTBSIBAHNTE Ype3 TAX NPOLIECK, CE OCUTYpsBa Ype3 TECTOBE M NPOBEPKM HA TEXHUYECKOTO
obopyaBaHe 1 TEXHONOrMUTE CbINacHO MeToAMKa 3a OLeHKa Ha CUrypHOCTTA.

4. TlpoBepkM M TECTOBE Ce M3BbLPLUBAT NEPUOAMYHO, KAKTO M MpWU BCsKa NPOMSsIHA, KOATO 3acsara
CUIypHOCTTa Ha UHdpacTpykTypara.

6.6.2 CTeneH Ha CUrypHOCT

1. CTeneHTa Ha CUIypHOCT Ha U3MNON3BaHUTE CUCTEMU B UHGpACTpyKTypaTa Ha B-Trust oTroBaps Ha
HOPMaTUBHUTE M3NCKBaHWS 3a U3NbIHEHME HA AeWHOCTTa Ha [locTaBuvka 1 ce onpeaens Ypes
AokymeHTa MonuTrka 3a curypHocT Ha [locTaBymka.
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6.7 Pa3Bou u ekcnnoatauus ((KM3HEH LUKBLI)

6.7.1 PasBon

1. Pa3BoAT Ha NpoayKkTM M yOOCTOBEPUTENHW YCryri, CBbp3aHuM C M3gaBaHWUTE U NoaabpXKaHu
yaocToBepeHus oT [JocTaBymKa, Ce OCbLUECTBABA Ha OTAENHN CUCTEMU, HANBIIHO HE3AaBUCUMM
OT Te3n B pegoBHa ekcnnoaraums.

2. TpogykTtun, codTyep u ycnyru, KoMTo ce npeanaraTt oT [JoctaBumuka, ce TeCTBaT MbpBOHAYasnHo Ha
pa3BoONHUTE cUCTEMU, Npeamn Aa 6baaT BbBEAEHM B ekcnnoatauus.

3. HoBuTe npoaykTn n yaocTtoBepuTenHu ycnyri, Kouto [JocTaBYMKbT npegnara, ce CbnpoBoXaaT
OT NpoLeaypu No ekcnnoataumsi U UHCTPYKLUN 3a Non3sBaHe.

6.7.2 Exkcnnoartauus

1. BbBegeHuWTe B ekcnnoaTauus ygoCTOBEpUTENHW YCnyrm UM npoayktm oT [ocTtaBumka ce

noaabpXxat nocpeactsom ob6ocobeHnTe 3a Tasm Len ekcnioaTaumoHHN KOMMTbPHU CUCTEMMN.
2. Ypes ekcnnoaTaumoHHUTE cuctemmn [10CTaBuUMKbLT NPEAOCTaBst BCUYKM yOOCTOBEPUTENHN YCIYTN.
3. [lpoayktute n ycnyrmute Ha [locTaByMka ca TeCTBaHM B YCIIOBUSA Ha peanHa paboTa.

6.8 [donbnHuUTesnHu TecToBe

1. [locTaBuyMKbT NpenoctaBs Bb3MOXHOCT 3a M3BbPLUBAHE Ha TecToBe 3a paboTocnocoOHOCT Ha
n3gageHuTe KksanudunuupaHn yagocToBepeHus Ha ouumanHaTa cu cTpaHuua.

6.9 MpexoBa CUFypHOCT

1. [ocTaBYMKbLT M3N0N3Ba CbBPEMEHHN TEXHUYECKN CPEACTBa 3a 0OOMEH 1 3alumTa Ha MHpopmaums
B MHpacTpykTypaTa Ha B-Trust, 3a ga rapaHTMpa mpexoBaTa CUrypHOCT Ha CUCTEMUTE CpeLly
BBbHLUHW MHTEPBEHLMWN U 3annaxu.

6.10 YaocTtoBepsiBaHe Ha Bpeme

1. [ocTtaBunkbT NybrvkyBa B oTAENEH JOKYMEHT [MNonuTrkaTa n npakTukata Ha OpraHa 3a u3gaBaHe
Ha KBanMduLMpaHn enekTpoHHU BpeMEBUM NevaTu.
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7

OLUEHKA HA PUCKA

OTunTarkn ycraHoBeHu BU3Hec n TexHn4eckn npobnemmn npym JOCTaBka, onepupaHe 1 nogapbkka
Ha yaocToBepuTenHute ycnyru, [loctaBuMKbT U3BBbPLLBA OLIEHKA Ha pyUCKa 3a Aa ngeHtuduumnpa,
aHanusunpa v oLueHN CBbP3aHNTE C TOBA PUCKOBE.

N3bupaT ce noaxoasawm mMepku 3a nsbsareaHe Ha MAEHTMULMPAHM PUCKOBE KaTto ce oTymTaT
pesynTtatute OT oueHKaTa Ha pucka. lNMpuemaHuTe Mepku rapaHTMpaT HMBO Ha CUIYpHOCT,
CbU3MEPUMO CbC CTENEHTa Ha NAEHTUMULUPAHUTE PUCKOBE.

JocTaBunkbT OokymMeHTupa ypes [pakTukata u cboTBeTHUTEe [lonnTnkn Ha npegocTtaBsHUTE
yOOCTOBEPUTENHU YCIyrM W3NCKBAHUATA KbM CUFYpHOCTTa W onepaTMBHUTE npouenypw,
HeobxoanmKM 3a n3barsaHe Ha NOEHTUPULUPAHN PUCKOBE.

MepuoguyHo ce wu3NbNHABaA Mpernes WM OueHKka Ha pucka C uen npeogonsisaHe Ha
naeHTUdUUNPaHN PUCKOBU haKkTopM.

MeHUpKMBHTBT Ha [locTaBunka ogobpsiBa pesynratute OT OueHKaTa Ha pucka, npegnucaHure
MEpKU 3a npeofonsaBaHe Ha MAEHTUUUMPAHN PUCKOBU (PakToOpuM M Npuema YyCTaHOBEHUTE
OCTaTb4yHU PUCKOBE.
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8 MNPOPUIIN HA KBATIUDGDULIMPAHU YOOCTOBEPEHUA, HA CRL
N HA OCSP

8.1 NPOdUIN HA KBANNIMGPULIMPAHU YOOOCTOBEPEHUA

1. MbnHoTO cbabpxkaHue (npocdun) Ha KY ce cbabpka B MNyGnvMKyBaHUTE OOKYMEHTUTE 3a
cboTBeTHUTe MonuTtnkn Ha [JoctaB4uka.

8.1.1 Homep Ha Bepcus

1. HocTtaBumkbT nsgasa KY BbB oopmat X.509, v3.
2. Bepcusara ce Bnvcea B nsgasaHoto KY.

8.1.2 [donycTtumum paswmpeHus BbB (popmaTa Ha yaoCTOBEpPEHMEe

1. Atpubyt ,Subject Key Identifier"- dopmmpa ce oT nybnmyHMa Kno4, yOoOCTOBEPEH B
YAOCTOBEPEHNETO KaTO XeLU-CTOMHOCT Ha NyGNUYHUS KINHoY.

2. Atpubyt ,Authority Key ldentifier"- ¢oopmupa ce kaTto Xew-CTOMHOCT Ha NyGnMYHMUS KoY Ha
onepatmeHusa YO Ha [JocTaBuuka.

3. Atpubyt ,Issuer Alternative Name"- cbabpxa URL-CTpUHr KaTo anTepHaTMBHO WMe Ha
[ocTtaB4uka.

4. Atpubyt ,Basic Constrains"- onpegens Tuna Ha ygoCTOBEpPeHMETO U nma ctomHocT End entity”
B y4oOCTOBEpPEHMETO Ha [NoTpebuTens.

5. Atpubyr ,Certificate Policy" - onpegens ngeHtudukatopa Ha lNMonutukarta 3a KY.

6. AtpubyTt ,Key Usage" - aTpubyT, KOMTO onpeaens ynotpebata u orpaHudeHusta B ynotpeba Ha
yOOCTOBEPEHNETO.

7. Atpubyt ,Extehanced Key Usage" - ponbnea 3HavyeHneTo Ha aTpubyT "Key Usage" n ykassa
AOMbITHUTENHUTE U CNEUUPUYHN NPUNOXEHMSA HA YOOCTOBEPEHUETO.

8. ATtpubyt ,CRL Distribution Point" - cbabpxa nuHk kbm aktyanHua CRL Ha onepatuBHus YO Ha
[ocTtaBuuka.

9. Atpubyt ,Authority Information Access" - cbaobpxa URL-agpeca Ha OCSP cbpBbpa 3a
Banuaaumsi Ha yaoCTOBEPEHNETO.

10. ATpnbyTt ,Qualified Statements" - aTpubyTbT CbabpXka yKasaHue, 4e yOOCTOBEPEHMETO €
KBanmduumpaHo 1 ganu 4acTHUS KoY e reHepupaH n ce cbxpaHsia Bbpxy QSCD.

8.1.3 UpeHTndukaTopm Ha anropuTMUTE Ha efIeKTPOHEH noanuc

1. AtpubyTtbT ,Signature algorithm" naoeHtndununpa anroputmmte (kpuntorpadpckmte MexaHnsmm),
KOUTO ce u3nonssar.

8.1.4 ®opmu Ha umeHyBaHe
Bwx cekuna ,MIMmeHyBaHe" OT TO3U JOKYMEHT.

8.1.5 OrpaHu4yeHus1 Ha UMeHaTa
Bwx cekuna ,MIMmeHyBaHe" OT TO3U JOKYMEHT.

8.1.6 WUpeHTndukarop Ha Nonutuka

1. KY ce nsgasart cbrnacHo lNonutunka Ha [loctaBymka, ngeHtndmkatopsT (OID) Ha KosATO ce Bnucea
B aTtpubyTta ,Certificate Policy" Ha ygocTtoBepeHueTo. Tasu [lMonutnka Ha [ocTaBuymka € B
CbOTBETCTBME C MEXAYHAapOOHO YCTaHOBEHUTE NONUTUKK, cbrnacHo ETSI/ITU-T B gokymMeHTU
EN 319 411-1/2. Bux Tabnuua B 7.1.3 Ha AOKYMEHTa.

8.1.7 O3HaueHue Ha KBanupuLMpaHOTO yAOCTOBEpPEHMUE

1. [octaBuukbT M3nonaea B KY ¢ npodun no craHgapta X.509 v.3 atpubyTa ,Qualified Statements"
C wmaeHTudukatopu: ,id-etsi-qcs-QcCompliance” (OID=0.4.0.1862.1.1), ,id-etsi-qcs-QcSSCD*
(OID=0.4.0.1862.1.4) n ,id-etsi-qcs-QcType“ (OID=0.4.0.1862.1.6) cbCc cTOMHOCT ,id-etsi-qct-
esign® (0id=0.4.0.1862.1.6.1) n ,id-etsi-qct-eseal” (0id=0.4.0.1862.1.6.2) u ,id-etsi-qcs-QcPDS*
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(0id=0.4.0.1862.1.6.5).

8.2 MMpodumn Ha CnucbKka Ha NpeKkpaTeHn yAOCTOBepeHUs

8.2.1 Bepcus

1. [HoctaBuukbT, 4pe3 ceoute YO wusgasa, nybnukyBa u nogabpka Cnucbuu Ha npekpaTeHu
yooctoBepeHus (CRL) BbB dhopmata X.509 v.2.
2. Bepcusara ce envcea B nsgagenusa CRL.

8.2.2 ®dopwmar

1. [HocTtaBuukbT m3gaBa, nybnukyBa un nopgabpxa CRL, yunto dopmat e B CbOTBETCTBME C
n3nckBaHudATa B MexxgyHapogHaTta npenopbka RFC 5280.
2. YO Ha [JocTtaBuuka nsgaeat, nyonmkyBaTt U nogabpxxat camoctoaTenHu nbiHn CRL-u kaTo B TAX
3anuceaTt camo NpekpaTeHn yAOoCTOBEPEHMUS, KOUTO ca n3ganeHn ot cboTBeTHUsA YO.
3. [ocTtaBunKbT HE u3gaBa M He nogabpxa cxema Ha ,dactmdeH" (delta) CRL, Ho 3ana3sa npaeo
npu HeobxoaAMMOCT Aa BbBee TakaBa cxema.
4. OcHoBHuTe CRL-aTpubyTu ca:
e ,Version"- Bepcus;
o lIssuer Name" - ugeHtnduumpa YO, nsgan v nognucan Cnmcoka;
o Effective Date"/"This update" - Bpeme Ha nsgaBsaHe Ha CnnCbKa;
o ,Next Update"- BpemeTo Ha BanuaHocT Ha Cnuckka. Cnep nocodeHoTo Bpeme, YO mnsgasa
nepuoamnyHo HoB Cnnckbk. [pes3 neprofa Ha BanuaHoOCT, B Cryvan Ha NnpekpaTsaBaHe/cnnpaHe
Ha ygocTtoBepeHue, YO nsgasa HesabasHo HOB CRL;
e "Signature algorithm" - o3HavyaBa kpunTorpadckua MexaHnsbM/anroputTbma 3a enekTpPoHeH
nognuc Ha CRL;
e "Signature hash algorithm" - xelWw-pyHKUMSATa B MEXaAHN3MA Ha eNEKTPOHHUSA NOANUC.
5. HonbnHutenHun CRL-aTpnbyTn ca:
o Authority Key ldentifier"- ngentudgpukatopa Ha YO, konto msgasa u nognmcea Cnucbka.
Covaobprka 3HauveHueTo Ha ,subjectKeyldentifier" ot ygoctoBepeHueTo Ha YO, KOWTO nognucea
Cnucbka.

8.2.3 ®dopwmart Ha enemeHT B CRL

1. CRL Ha YO cbabpxa enemMeHTn 3a BCUYKM NpekpaTeHu ygoctoBepeHus ot YO. Tean enemeHTn
ca noctosiHHM B Cnucbka.
2. CRL Ha YO cbabpxa enemeHT 3a BCAKO cnpsHo ygoctoBepeHue oT YO. TakbB enemMeHT e

BpeMeHeH B Cnncbka 40 MOMeHTa Ha Bb30OHOBSIBaHe Ha y4OCTOBEPEHUETO.

3. AtpubyTtute Ha enemeHT B CRL ca:

e "Serial number" - cepunHNAT HOMEpP Ha MpeKkpaTeHo/cnpsHO yaocToBepeHue; "Revocation
date"- Bpeme Ha npekpaTaBaHe/cnupaHe Ha y4OCTOBEPEHME;

e "CRL Reason Code" — kog, ngeHTuduvumpall npudmHaTa Ha npekpartsiBaHe/cnvpaHe.

4. 3Ha4veHuATa Ha NpuynHaTa 3a npekpaTsaBaHe/cnMpaHe Ha yaoCTOBEPEHME Ca KaKTo criefBa:

o "keyCompromise" - koMnpomMeTupaH YyacTeH kntod Ha NoTpebutens;

e "CACompromise" - KomnpoMeTupaH YacTeH Koy Ha onepaTtuseH YO Ha [locTaBuunka;

o '"affiliationChange" - npomeHeH ctatyc Ha [MoTpebuten cnpsamo Apyro nuue - NpoMsiHa B
npeactaBuMTenHarta BnacT, OTHEMaHe Ha npeacTaBuTenHaTa BMacT, MpekpaTsiBaHe Ha
TPYAOBO NPABOOTHOLLEHME U T.H.;

e "superseded" - yqocTOBEpeHNETO € 3aMeCTEHO C ApYro;

e ‘"certificateHold" - gencTBMeTO Ha YOOCTOBEPEHMETO BPEMEHHO € CMPSIHO.

8.3 Mpodmn Ha OCSP

1. OCSP cbpBbpa Ha [JocTaBumka paboTu n npegocTass ycrnyrarta ,,OHflalriH NpoBepKa Ha cTaTyc Ha
yOOCTOBEPEHNE B pearnHo Bpeme" B CbOTBETCTBME C MEXAYHapoOHO yTBbpAeHaTa npenopbka
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IETF RFC 6960.
2. VIHdopmaums 3a npoduna Ha 3asiBka U Ha oTroBop npu padota ¢ OCSP cbpBbpa ce cbabpxa
B ropenocoyveHarta TeXHn4ecka npenopbka, nybnmyHo gocTbnHa oT canta Ha IETF.
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9 MPOBEPKA Y KOHTPOJ1 HA JEMHOCTTA HA JOCTABYMKA

9.1 lNepmnoaun4yHa u obCcTOATENICTBEHA NPOBEpPKA

1.

4.

5.

KoHTpon Ha npaBHO-pernameHTMpaHaTa AevHOCT Ha [locTaB4ymka, CBbp3aHa C ya0CTOBEPEHUATa
3a eNeKTPOHEH Noanuc u HelHaTa Ccbobpas3HOCT ¢ nanckeaHuaTa Ha 3EJEYY n HopmaTMBHaTa
ypenba ce ocblecTBaABa 0T KomucusaTa 3a perynvpaHe Ha CboOLeHnsaTa, B paMKUTe Ha HEMHUTE
KOMMeTeHunun.

BbTpelleH KOHTpon Ha AerHocTTa Ha [locTaB4ymka ce HazHa4asa OT OnepaTUBHOTO PbKOBOACTBO
n/vunn CbBeTa Ha AUPEKTOPUTE Ha HPUANYECKOTO nNuue Ha [locTaBunka Kato peabT U 06xBaTbT
Ha NpoBepKUTE € CbobpaseH C BbTPELLUHN JOKYMEHTU Ha HOPUONYECKOTO NnLe.

PbkoBoacTBOTO Ha [locTaBuMka OCbHLLECTBABA MOCTOSIHEH OMepaTUBEH KOHTPOJST 3a TOYHOTO
N3NbITHEHNE Ha MHCTPYKUUUTE Npu paboTa OT nepcoHana Ha [JoctaByuka.

PvwkoBoactBoto Ha ,BOPUKA® ALl HasHayaBa nepuvoauydHM MPOBEPKM 3a CbLOTBETCTBME HA
Tekylwlata AenHOCT ¢ yTBbpaeHuTe NpakTtuka v MNonMTuku oTHOCHO AenHOoCTTa Ha [JocTaBuumka.
[ocTaBUnKBLT M3NBNHABA NOCTOSIHEH KOHTPON BbpXY AenHoctta Ha PO/MPC.

9.2 Ksanudukauua Ha npoBepsABawnTe nuua

1.

2.

MpoBepsiBalm nuua moraT ga 6bAaT camo nuua, KOMTO MMaT NpaBo Aa U3MbIHSBAT TakMBa
OYHKLMM B CbOTBETCTBUE C BLINPUETU B MEXAYHapoAHaTa NpakTMka U3NCKBAHNA N OOKYMEHTMU.
MpoBepsiBawnTe nuua crnedea ga ca akpeauTupaHu OT MeXayHapodHa akpeguTauMoHHa
opraHusaums na nsnbiHaBaT Takmea NPOBEPKM.

BbTpewHuTe npoeepkn Ha pabotata Ha PO/MPC ce nanbnHsBaTt OT cnyxutenu Ha [JoctaBymka,
KOUTO Ca OTOPU3NpaHKn 3a Tasn SENHOCT.

MpoBepsiBalLK nvua He MoraT fAa ynbiHOMOLaBaT Apyr1 nuua Aa n3BbpLuBat YyacT Unu uanarta
npoBepKa, OCBEH C M3PUYHOTO Cbrnacue Ha [ocTaByuka.

MpoBepsiBawnTe nuua HOCAT OTFOBOPHOCT 3a MpoBepeHuTe daktu un obCToATencTea,
He3aBMCUMO fanu ca NPEBb3NOXKUIM YacT UNK LganaTa npoBepka Ha ApYrv nvua CbC CbrnacueTo
Ha [JocTaBuuka.

9.3 OTHoweHNA Ha NnpoBepsaABawWMTe NMua ¢ [loctaBumnka

1.

2.

MpoBepsiBawmMTe Nuua TpsibBa Aa 6bAaT He3aBUCUMU, Aa HE ca NPSIKO UM KOCBEHO CBbP3aHu U
Aa HAMAaT KOHMINUKT Ha MHTepecu ¢ [locTaBumka.
OTHoLeHusATa mexay [JocTaBunka 1 NpoBepsiBalLo BbHLUHO NWLe ce ypexaaT ¢ A0roBop.

9.4 OO6xBaT Ha npoBepKaTa

1.

MpoeepkaTa OT cTpaHa Ha OpraHu 3a oueHsBaHe Ha cboTBeTcTBMETO ¢ PernameHnt 910/2014
obxBaLla HOpMaTUBHO perfaMeHTUpaHUTe N3MCKBaHUA KbM AENHOCTTa Ha [locTaB4YMKa CbrnacHo
3EOEYY .
BbTpeluHaTa npoBepka Moxe ga obxealla BCAKO 0OCTOATENCTBO UMW SEMHOCT, MOCOYEHU B TO3M
OOKYMEHT, KaKTo U:
e CbMNOCTaBKa Ha MPaKTUKU K Npoueaypu NOCOYEHN B TO3N AOKYMEHT C TAXHaTa npakTnyecka
peanusaumsi Npu M3nNbiiHEHNE Ha AenHocTTa Ha [locTaBumka;
e [rpoBepKa Ha AeHOCTTa Ha NOAU3NbIHUTENM - BbHWHU PO/MPC;
apyrm obctoaTtencrea, haktu M OEeWHOCTU, CBbp3aHn ¢ WHppacTpyktypata B-Trust, no
npeueHka Ha PbkoBoacTBOTO Ha [locTaBymKa.

9.5 OG6GcbXxpaHe Ha pe3ynTaTuTe U AeUCTBUSA C orfen U3BbpLUeHaTa npoBepkKa

1.

2.

3.

Bb3 ocHOBa Ha HanpaBeHUTe OLEeHKN W oKMnaga oT nposepkaTta, PbkoBoacTBO Ha [locTaByumka
HabenasBa MepKM 1 CPOKOBE 3a OTCTPaHABAHE HAa KOHCTATUPaHUTE NPONYCKN 1 HECHOTBETCTBUS.
MNepcoHanbT Ha [ocTaBunka npeanpuema KOHKPEeTHU OEUCTBUS 3a TAXHOTO OTCTPaHsiBaHe B
NOCOYEHUTE CPOKOBE.

Pesyntatnte ot nssbpLleHaTa NpoBepKa ce CbXpaHsiBaT HAAEXHO B apxuBa Ha [locTaBuumka.
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10 OPYIT' BU3HEC YCITOBUA U NMPABHU ACTIEKTU

10.1 LleHn u Takcum

1.

2.

o o

10.

JocTaBunkbT nogabpxa [OokymMeHT "Tapuda 3a npegocTtaBsaHUTE  YOOCTOBEPUTENHMU,
MHAOPMALIMOHHW, KPUNTOrPadOCKN N KOHCYATaHTCKK yCryrn®.

[ocTaBunKbLT MMa NpaBo Aa NPOMeEHsl eqHOCTpaHHO Tapudarta no BCsIKoO BpeEMe OT AENCTBUETO
Ha [oroBopa, kaTto yBegomsiBa 3a ToBa [loTpebutenute nocpeactBoM nybnukyBaHe Ha
nNpomMeHnTe Ha VIHTepHeT CTpaHuuaTa.

MpomaHaTa nma gencrtame cnpsamo MNotpebuten oT geHs, cnefsall AeHsa Ha nybnvkaumaTa.

B 5 (neT) AHeBeH CPOK OT AaTaTa Ha NpoMsAHaTa U JOKOMKOTO € Hanvue yBernMyeHne Ha LeHunTe,
MoTpebutenat mma npaBo ga npekpaTu e4HOCTPaHHO AoroBopa C OTNpaBsHE Ha MUCMEHO
nssectme [0 [locTtaBuMka, CYMTAHO OT fgaTtaTa Ha M3TUYaAHE Ha Cpoka Ha MocrneaHoTo
yaocToBepeHune. B To3n criyyanm 4oroBopbT Ce cuMTa NpekpaTeH OT AaTata Ha npoMsiHaTa, KaTto
nnateHuTe No [JOroBopa Bb3HArpaXxaeHust 3a MNon3BaHe Ha YCrnyrm He noanexar Ha
Bb3CTaHOBsIBaHe.

Mpn nunca Ha n3BecTre 3a NpekpaTsaBaHe ce CUMTa, Ye [oTpebuTensT e cbrnaceH ¢ NpoMsiHaTa.
lMpomsiHaTa Ha Bb3HarpaXKaeHUsiTa He MOXKe Oa 3acerHe Bede 3anfaTteHn Bb3HarpaXKaeHusl.

.1.1 Bb3HarpaxaeHus

CTorHoCTTa Ha gorosopa BKNOYBa €4HO UMW HAKOSKO OT CriefHUTEe Bb3HarpaxxaeHus:

e Bb3HarpaxgeHue 3a usgasaHe n nogabpkaHe Ha KY;

e Bb3HarpaxgeHue 3a nogHoBsiBaHe Ha KY;

e Bb3HarpaxaeHue 3a U3BbpLUEHM NO UckaHe Ha MoTpebuTensa KOHCynTauumn n TEXHOMNOrMYHa
MOMOLL;

e LleHa 3a 3aKyrneHo unu npegoctaBeHo nog Haem ot [loctaBunka obopyaBaHe;

e Bb3HarpaxgeHue 3a nepcoHanuanpaHe Ha PU3NYEeCcKn HocuTen.

Obmknmnte Bb3HaArpaxgeHusa m cymym ce 3annawaTt Ha [JocTtaBumMka B pa3Mepu, CbracHO

Tapucdata 3a npegocraesHute ot ,BOPUKA® AL kBanuduumpaHn yaoCTOBEPUTENHN,

MHAOPMAaLIMOHHU, KpUnTOorpaddCkn M KOHCYNTAHTCKU YCAYTN U B CPOKOBE M MO HAYMHU, MOCOYEHM

B [loroBopa v NpunoXxeHnsiTa KbM Hero.

[lOKONMKOTO MMa YroBOpeHO aBaHCOBO MM abOHaMEeHTHO Bb3HarpakaeHue 3a U3nonsBaHe Ha

ycryra, CbLOTO He MNOASMeXW Ha Bb3CcTaHOBsABaHe, ako [loTpebuTensat He e KoHcymupan

npegocTaBsHaTa ycnyra npe3 CbOTBETHMS CPOK, 3@ KOWTO Ce OTHAcA aBaHCOBOTO WU

aboHaMEHTHOTO Bb3HarpaxaeHue.

LleHaTa He BkntouBa HauUCreHUTE OT TENEKOMYHUKAUMOHHUTE KOMMaHMM CyMU BbB Bpb3ka C

nonasaHu ot [NoTpebuTtens ycnyrm ot Tax 3a uenuTe Ha npegoctaBaHuTe ycnyri ot [JloctaBymka.

Te ce gbmkaT u3uano ot [NoTpebutensa Ha cbOoTBETHATa TENeKOMYHMKaLUMOHHA KOMMaHus.

[ocTaBuUMKLT HE ObITKN N HE HOCU OTTOBOPHOCT 3a 3annallaHeTo Ha Te3n CyMu.

Bemukun pasxogm v Takcu 3a npeBexaaHe Ha AbImKUMUTE CyMUM Mo cMeTkaTa Ha [locTaBuuka,

BKITHOUUTENHO M TE€3M KOPECNOHAEHTCKM BaHKK, ca 3a cMeTka Ha [NoTpebutens.

1.2 Bb3HarpaxgeHus 3a yaocToBepuUTernHU, Kpuntorpadcku, MHPOPMaALMOHHU U
KOHCYNTaHTCKM yCrnyru

3a ycnyrute no npegocTtaBsHe M u3nonssaHe Ha KY 1 cBbp3aHuTe C TSX yCrnyrn ce 3annawia
AbKnma cyma npuv 3asBsiBaHe Ha ycnyrata. B octaHanute cnyyam nnawaHeTo ce M3BbpLUBa B
10-gHEBEH CPOK OT nosiy4aBaHe Ha hakTypaTa Unmn CbrfacHO CKITYEHUs JOroBop.

Ycnyrute CBbp3aHM C OCbLECTBSIBAHE Ha TEeXHONormyHa MnoMmoL, M npegocTaBsHeE Ha
KOHCyNnTauum 3a wu3rpaxgaHe W nogabpkaHe Ha WHpacTpykTypa W peleHus 3a
NHOPMAaLIMOHHa CUIYPHOCT ca Ha 6a3a "JyoBekoyac" 1 ce 3annallaT Bb3 OCHOBa Ha [BYCTPAHHO
noanucaH nNpoToKkon 3a u3BbpweHa pabota. LleHnte Ha vacoBaTta cTaBka B npurnoxeHaTa
Tapuca ca BanuoHM B paMmKMTE Ha YCTaHOBEHOTO paboTHO Bpeme. [Npu pabota B U3BBLH
YyCTaHOBEHOTO paboTHO Bpeme, LEeHWUTe ce yBenuyaBaT CbC CbOTBETEH MPOLIEHT, CbINacHO
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Tapudarta.

3a ycnyra ,I3agaBaHe Ha KBanuduuupaHu enekTpoHHN BpeMeBU nedatn” npu cbriacyBaHO HUBO
Ha obcnyxBaHe (SLA, Service Level Agreement) ce 3annaiia CbrinacHo OroBOPHUTE YCrOBUS
3a [OCTaBKa M Non3BaHe Ha ycrnyrara.

LlenaTa Ha 3aKyneHo nnv npegoctaBeHo nog Haem oT [loctaBynka obopyaBaHe ce yroBaps 1 ce
ObIMKN CbrMacHo ycnosuaTa Ha pJorosopa. [lpasBooTHoweHusitTa Mexay [ocTtaBuvka U
MoTpebutena ce ypexgar cbrinacHo obwuTe nNpaBunia Ha [oroBopa 3a npogaxba, pecn.
AOroBopa 3a Haewm.

Mpun 3abaBsiHe Ha NnawaHusTa cnen AoroBopeHnst cpok MNoTpebutensaTt abmkn Ha JocTaBunka
3aKoHOBaTa NxBa 3a NepuoAa A0 OKOHYATENHOTO M3nnaliaHe Ha AbMKUMUTE CyMMU.
Mon3BaHeTo Ha NyGnvkyBaHn AOKYMeHTU B IHTepHeT cTpaHumuaTa Ha [loctaBunka e 6e3nnaTHo.
3a 3anuc n npegocTtaBsHE Ha Te3n OOKYMEHTUM BbpXy (U3MYECKM HOCUTEN ce 3annaila
cebecTonMHOCTTa Ha TO3M HOCUTEN U KyPUEePCKUTE Pa3HOCKMU.

10.1.3 ®akTypupaHe

HocTtaBunkbT n3gaea Ha MNoTpebutens gaktypa 3a NpeaoCcTaBaAHUTE yCryru.

HenonyyaBaHeTo Ha dakTypa He ocBoboxaasa MoTpebuTtensa ot 3agb/PKEHNETO My Aa 3annatu
AbMKMMUTE Bb3HarpaXxgeHusi B yroBOpeHUTE CPOKOBeE.

Benukun gbmknmm no gorosopa cymu ce 3annawiar ot lNotpebutensa B 6pon nnm no 6aHKoB NbT.
MnawaHeTo no 6aHKOB NbT Ce CYMTa U3BBPLLUEHO CbC 3aBepsiBAaHETO Ha BaHkoBaTa cMeTKka Ha
[ocTaBunka c NbNHUS pa3mep Ha AbIMKUMUTE CyMU.

Bcnukun 6aHKOBM KOMUCUOHHW, TakCy U Pa3HOCKM BbB Bpb3ka ¢ 6aHKOBUTE NPeBOAM Ca 3a CMEeTKa
Ha MoTpebutens.

10.1.4 BpblwaHe Ha yaoCcTOBepeHME U Bb3CTaHOBSIBaHe Ha nnaiyaHe

MoTpebuten Moxe Oa Bb3pasM OTHOCHO HETOYHOCT UMM HEMbMHOTa B CbAbPXKAHMETO Ha
nsgageHo KY B 3-gHeBeH cpok creq nybnunkysaHeTo My B [NyGnnyHus perncrsbp.

AKO npuumHa 3a HEBSIPHOTO CbAbpKaHMe Ha ygoctoBepeHueTo € B PO/MPC, [doctaBunkbT
npekpaTsiBa yYAOCTOBEPEHMETO U U3gaBa HOBO C BSIPHO CbAbpXKaHME 3a CBOSA CMeTKa unu
Bb3CTaHOBSBA HanpaBeHOTO MfawaHe 3a npeKkpaTeHOTO YOOCTOBEPEHUE C  HEBSAPHO
CbAbpXaHue.

AKO MpyYMHA 3a HEBAPHOTO CbAbpXKaHWe Ha yOOCTOBEPEHMETO € No BuHA Ha [loTpebutens,
[ocTaBunkbT npekpaTsBa YO4OCTOBEPEHMETO M HEe Bb3CTAHOBSIBA HaMNpaBeHOTO nnallaHe.
[ocTaBunkbT MOXe Aa n3gage HOBO C BSPHO CbAbpiKaHue 3a cmeTka Ha MoTpebutens.
MoTpebutenaTt moxe ga oTkaxe magageHo KY ¢ BApHO cbabpKaHue, koeTo [oCTaBuMKLT LWe
npekpatn HeszabaBHO ©6e3 [ga Bb3CTAHOBM HaNpaBeHOTO nMfallaHe 3a npekpaTeHOTO
yOOCTOBEpPEHME.

10.1.5 BeannaTtHu ycnyru

1.

[ocTaBunkbT npefoctaBa 6e3nnaTHO PErucTbpHM U MHGOPMALMOHHU YChyrKM, CBbp3aHn C
nonssaHe Ha [y6nnyHns perncTbp, KakTo cneasa:

e rnpoBepka Ha nybnukyBaHo B peructbpa KY Ha lNMoTtpeburten;

e MpoBepKa 3a BanuaHOCT Ha usgageHo ygoctosepeHue B [y6nnyHnsa pernctbp; npoBepka Ha
cTaTyc Ha yOoOCTOBEPEHUE B peasiHoO BPEME;

yOOCTOBEpPEHME 3a BpEME Ha NpeaCcTaBeHO CbabpXXaHNe/eneKTpoHHO nsssrneHne 6e3 SLA;
nsternsHe Ha aktyaneH CRL n goctbn go apxmea cbc CRL-u;

n3ternsiHe Ha cnyxebHuTe ygoctoBepeHus Ha [locTaBuuka;

nsternsiHe Ha ny6nuyHM OKyMeHTW Ha [locTaBuvka; Opyru ycryru.

10.2 ®HAHCOBU OTFOBOPHOCTH

10.2.1 3acTpaxoBKa Ha AeMHOCTTa

1.

[ocTaBUMKBLT CKMOYBa 3a4biDKMTENHA 3acTpaxoBka Ha 4erHOCTTa cu Kato permctpupad OKYY
ot KPC;
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wnN

3agbmkuTenHaTa 3acTpaxoBka € C HeNpeKbCBaeM CPoK U ce NOAHOBSABA NEPUOLNYHO.

MpeomeTt Ha 3acTpaxoBkaTa € OTrOBOPHOCTTA Ha [JocTaByMKa 3a OCblUecTBsABaHaTa OT Hero
JEeVNHOCT cbrnacHo uanckeaHuata Ha 3EAEYY n HOMQAYY.

JocTaBunKbT MMa 3agb/KUTENHA 3aCTpaxoBKa B pa3Mep Ha 3acTpaxoBaTeNHN CyMU MOCOYEHN B
HOMAAYY.

3agbokMTenHata 3acTpaxoBka MOKpMBa OTFOBOpPHOCTTa Ha [loctaBumka kbM [loTpebutenn,
CcbOTBETHO [loBepsiBalun ce CTpaHu 3a NPUHYUHEHM UMYLLLECTBEHN N HEMMYLLECTBEHM Bpean Ao
rpaHuumTe onpegenexdn B 3EAQEYY n HOMAOOYY.

Cnepn HacTbnBaHe Ha CbOMTME, KOETO MOXEe [a NO3BONM npeasBsBaHE Ha MCK MOKPUT OT
3acTpaxoBKkaTa, 3acerHaToTo nuue Tpsabea ga yBegomm nucMmeHo [loctaBunka n 3actpaxoBsaTens
B CPOK OT 7 AHM crej KaTto CbOMTUETO My CTaHe U3BECTHO.

10.2.2 3acTpaxoBaTeniHO NOKpUTUE

1.

2.

3acTpaxoBaTeNHOTO MOKPUTME 3a HAHECEHW HEMMYLLECTBEHW W/Wnn UMYLLECTBEHM Bpeaun Ha

MoTpebuten He HagxBBLPNS pasmepa yctaHoseH ot HOMAAYY.

3acTpaxoBkaTa He NOKpMBa CriyvamTe No 0TKas Ha OTFTOBOPHOCT, B YACTHOCT 3a Bpean NPUYMHEHN

OoT:

e HecrnasBaHe Ha 3aabrkeHuaTa Ha [NoTpebuTen;
KomnpomeTmpaHe mnu 3aryba Ha 4acteH ko4 Ha lNoTpebuten nopagn He nomnaraHe Ha
AbIKnmata rpmwka 3a orna3saHe npu n3nona3saHe;

e Hecrna3BaHe Ha M3MCKBaHWSTa 3a NpoBepKa Ha BanuOHOCTTa Ha eNeKTPOHHUA MOoANUC U Ha
yAoCTOBepeHneTo oT [loBepsiBalla ce CTpaHa;

e (opCMaxopHM 1 apyrn 06CTOATENCTBA, U3BBbH KOHTPONa Ha [locTaBumka.

10.3 KoHcdmaeHumanHocT Ha 6u3Hec nHdopmauums

10.3.1 O6xBaT Ha KOHdMaeHUManHaTa uHpopmaumns

1.

Nudopmauusa 3a lMNMotpebuten, KoATO He e BKYeHa B usgageHute ygoctoBepeHns n B CRL
CbCTaBNsABa NMMYHN JAHHM MO CMUCBIa Ha 3akoHa 3a 3awmTta Ha nnyHuTe aadHu (33110), ce cuuta
3a KOH(unaeHumnanHa.

MHdbopmauuaTa no npegxogHata Todka ce cbbupa oT [JocTaBumka camo [LOKOSIKOTO €

Heobxoanma 3a HyXauTe Ha u3gaBaHe U NnogaobpXKaHe Ha yA4oCTOBEpPeHUusaTa.

CunTtaHara 3a koHpuaeHumanHa nidopmaumns He Moxe ga o0bae npedocTaBsiHa Ha TPETU Nnua,

6e3 M3pMYHO cbrnacue Ha npefoCTaBUNNTE s NMua C UBKIKYEHME Ha cryvauTe, Npyu KOUTO

[locTaBuYMKBLT € 3a4bIMKEH NO cunaTa Ha 3akoH, B TOBa YMCIO Mpu:

e [lpoBepkn Ha KomncusaTta 3a 3awmra Ha NMYHU JaHHW;

e [lpoBepku Ha BBLHLUHM U BbTPELUHU OAUTOPU 3a AOKa3BaHE CbOTBETCTBME KbM CTaHOapTH,
3aKOHW, Hapeadw, NpaBUNHULN U APYTX perynaTopHyu U3NCKBaHUS, U3PUYHO Heobxoammm 3a
peanusnpaHeTo Ha 6usHec npouecuTe Ha [locTaBuunka;

e [lpepocTtaBsiHe Ha AbpPXaBHW MHCTUTYLMW, KOraTo TOBa € 3aKOHOCBbOOPa3HO M M3PUYHO ce
M3NCKBA.

KoHdumaeHumanHaTa nHopMaumsa ce CbXxpaHsiBa Ha MSICTO, AOCTbNbT A0 KOETO € OrpaHuyeH

camo 3a nvua oT nepcoHana Ha [JoctaBuuka, oBlacTeHU ga onepupart ¢ AaHHUTE 1 ce paskpusa

caMo cnef M3pUYHO cbrnacve Ha [loTpebutens ¢ U3KMYEeHWe Ha criyyauTe, Npu KOUTO

JlocTaBYMKbT € 3a4bIKEH No cunaTta Ha 3akoH.

Hukown oceeH MNoTpebuTen, BknioumTenHo v [lJoctaBynka, HamMa NpaBo Aa U3non3Ba YacTHUS KoY

3a cb3gaBaHe Ha enekTpoHeH nognuc. [JoctaBumkbT npenopbyBa lNoTpebutensa ga He manara

noTpebuTenckms Kog 3a 4OCTbM A0 YacTHUS kitod Ha KY, gopu ako Tor e wndpoBaH.

Bcurykm yacTHM KNoYoBE Ha nvua OT NepcoHana u 3BeHa B MHppacTpykTypaTa Ha [locTaBymnka ca

HageXaHo 3alMnTEHN CpeLly KOMNPOMETUPaHe U pasnpocTpaHeHme.

3anncu B KypHanuTe U JoroBete OT cucTemMmute Ha [ocTaBuvMka ce pasrnexgar Karto

KOHbmaeHUnanHa nHdopmMaLums 1 ca 3allnMTeHn oT HeENPaBOMEPEH A0CTbMN N Bb3OeNCTBME.
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10.3.2 HekoHcpumaeHumanHa nHdopmauus

1.

O6wopocTbnHa e Bcska nHdopmaums, cbabpxalwa ce B MNMybnuyHma pernctbp NO OTHOLLEHWE
Ha u3gageHuTe yaoocToBepeHus, (ocBeH ako [loTpebutenaT e nocouyun onuus ,3abpaHa Ha
aoctbna“) kakto n B nyénukysaHusa aktyaneH CRL 1 B apxmBHUTE KONKUSA HA TO3U CMIUCHK.

10.3.3 3awumTa Ha KoHMAaeHUManHaTa Hcpopmauusa

1.

[octaBunkbT u [loTpebuTtenaT HaAMaT npaBoO fAa pasnpocTpaHsBaT wWnvM ga gornyckart
pasnpocTpaHsaBaHe Ha MHopMaLUus, cTaHana UM U3BECTHa NPW UMK Mo NoBo/ U3MNbIIHEHME Ha
3aabIKeHusaTa UM no [orosopa, BKMHOYMTENHO OTHOCHO NnaiwiaHus, 6e3 npenBapuTeNHO
N3PUYHO NMCMEHO paspeLleHne oT gpyraTta cTpaHa.

10.4 NoBepUTENHOCT Ha SIMYHU AAHHU

1.
2.

[ocTaBUYMKBLT € permcTpmpaH kKaTo agMUMHUCTPATOP Ha NMYHK AaHHKU no pega Ha 33J14.

B kayectBOTO cv Ha AOMMHMCTPATOP Ha NWYHM daHHW, [JOCTaB4YMKbT CTpOro cubbnogasa

N3NCKBAHUATA 3a NMOBEPUTENHOCT M HEPA3NPOCTPaHEHME Ha NUYHUTE AaHHW Ha [loTpebutenu,

cTaHanu My M3BeCTHW Npu N3MbITHEHWE Ha AenHoCcTTa cu kaTo OKYY.

JInyunte gaHHK, komto [JoctaBunkbT cbbupa, cbrnacHo 1.10.3.1, ce cbxpaHsiBaT n obpaboTteaT

€OVHCTBEHO U CaMO 3a LennTe Ha npegocTtaBsaHuTe oT [locTaBuMka yooCTOBEPUTENHN YCNYrn B

CbOTBETCTBUE C n3nckBaHusiTa Ha SEJEYY, gencreawata HopmatueHa ypeaba n GDPR

CovrnacHo ytBbpaeHute lMonutuknm Ha KY, enemeHTM Ha WHopmaumsaTa B TaX Morat ga

cbaobpXKaT NMUYHM gaHHW. C ornen OoCblLecTBSABAHETO Ha AEWHOCTTa CUM M Ha onpeaeneHu

M3NCKBaAHNSA Ha nNybnuyHUTE €enekTPOHHM YCIyrM KbM yOoCTOBEpeHaTa MHdopmaums,

[ocTaBunKbT S NpaBu A4OCTbMNHA 3a TPETU Nyua Ypes u3gageHnTe yaqoctToBepeHusl, OCBEH ako B

NCKaHeTo 3a u3gaBaHe Ha yOOCTOBEPEHME HE € MOCoYeHa onumsaTa ,3abpaHa Ha goctbna".

MoTpebuTtenaT, B KAYECTBOTO CM Ha CYOEKT Ha NMMYHWN JaHHWM MMa NPaBOTo:

e [la nsnckea ot [locTtaB4umka ga kopurupa, unm orpaHmym oo6paborBaHeTo Ha HErOBUTE NTUYHU
AaHHW UK a HanpaBu Bb3paXKeHne cpeLly TAXHOTO obpaboTBaHe;

e [la uanckea ot [JoctaBumka ga m3tpue 06e3 HeHyXHO 3abaBsiHE HEroBUTE NUYHW LaHHW,
KOETO Lue ce n3sbpln ot [locTaB4umka, ako ca Npunoxumm ycnoesuata Ha yn.17 ot GDPR;

e [la nonyuyu cBOUTE NUYHU AAHHW MPU NOUCKBaHe No CbOTBETHUSA ped, onucaH B T.10.11.

e Ha npeHocumocCT 3a nu4HM gaHHW, npu ycnosuaTa Hac Yn.20 ot GDPR v HopmaTuBHa a
ypenba B cTpaHaTa.

e [la 6bae yBeAOMEH 3a M3BbPLUEHNTE KOPEKLUMW, HanpaBeHO U3TpMBaHE M OorpaHMyaBaHe B
obpaboTkaTa Ha HErOBUTE NNYHW OAaHHW, aKO U3PMYHO NOUCKa TOBa.

e [la nogaea xanba go HagsopHus opraH — Komucudata 3a 3awmrta Ha JIMYHUTE daHHW, MO
OTHOLLUEHNE Ha HErOBUTE NNYHU AaHHW, KOUTO ca NpeaocTaBeHn Ha [JocTaB4ymka

10.5 MNpaBa BbpXy MHTENEeKTyanHa co6CcTBeHOCT

1.

PasnuyHn paHHW, BKMKOYMEHM B U3gaBaHW yaocToBepeHus unu nybnukyBaHu B [ly6nunyHua
perncTbp ca oBeKkT Ha npaBa BbpXy WHTernekTyarnHata COB6CTBEHOCT U APYrM UMYLLECTBEHU U
HenmyLLecTBeHM npasa.

OTHOoweHuATa nNo noBog Ha Te3n npasa Mexay [locTaBunka W ApyruTe yvacTHAUM B
nHdppacTpykTypaTa Ha B-Trust, kato BbHWHM PO, MPC n gp. ce ypexaaT ¢ JOroBop.

Becnukun nsgageHn ygoctosepeHus ot [JoctaBumnka ca o6ekT Ha aBTOPCKO NpaBo Ha [JocTaBuuka.
Bcuukm npaBa Bbpxy usnonssaHu ot [octaBumka GusHec mapku (Hanp., B-Trust®), kakto u
CbObpXallM ce B yqOCTOBEPEHUATA TbProBCKM HauMeHoBaHWA n3nonasanu oT MNMotpebutennu, ce
3anassaT OT cob6CTBEHMLMTE UM W ce Uu3nonssBaT caMO 3a HyXauTe Ha npefocTaBsHUTE
yOOCTOBEPUTESTHM YCIYTN.

[BonkuTe Knio4oBe, KopecnoHaupalln Ha yaoctoBepeHuaTa Ha [octaBumka u Ha [pyrute
y4acCTHUUM B MHPpACTpyKTypaTa Ha B-Trust kKakTo 1 CbOTBETHUSI CEKPETEH MaTepwuan, ca obekT
Ha npaBa Ha [locTaBuMka M Ha CbOTBETHUTE y4YacTHULN, HE3AaBMCMMO OT COOCTBEHOCTTA BbPXY
U3nYeCKNs HOCUTES Ha KIoYoBETE.
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10.6 OTroBOpPHOCT U rapaHuumn

10.6.1 OTroBOpPHOCT U rapaHuum Ha [loctaBuuMKa

1. [ocTaBuMKbT OTrOBOPS M rapaHTupa, 4e crnasBa TOYHO YCMOBMSATA B HACTOSLMS OOKYMEHT,
nancksanunata Ha 3EJEYY n Ha HOpmaTuBHaTa ypeaba npu ocbLieCcTBABaHE Ha AEVMHOCTTa Ha
pernctpupar OKYY.

2. [locTtaBumMKbT OCbLUECTBSIBA AEMHOCTTa Ha pernctpmpar OKYY kaTo:

n3nonseBa TexHu4ecko obopydBaHe W TEXHOMOrMu, KOUTO OCUrypsiBaT HadeXOHOCT Ha
CUCTEMU M TEXHMYECKaTa U KpunTorpadcka CUrypHOCT Mpu OCbLLECTBABAHE Ha npouecuTe, B
TOBA YMCNO U CUTYPEH 1 3alUUTEH MEXAHU3BbM/YCTPOMCTBO 3a FrEHepuUpaHe Ha Kro4yoBe 1 3a
Cb3aBaHe Ha eNeKTPOHEH Noanuc B CBOsITa MHAPACTPYKTYpa;

nsgaea KY cneg kato npoBepu € OONyCTUMKM OT 3akoHa CcpeacrtBa npeAcTaBeHaTa
nHdopmaums;

CbXpaHsiBa M nogabpxa WHOpMaLMs, CBbp3aHa C M3gaBaHUTE YOOCTOBEPEHUS U
onepaTtuBHaTa paboTa Ha cuctemuTe;

cnasBa yCTaHOBEHMTE npouenypu 3a pabota M npaBuna 3a TEXHUYECKM U PU3NYECKM
KOHTPOJS1, B CbOTBETCTBME C YCNOBMATA B TO3N JOKYMEHT;

npy WCKaHe wu3gaBa CbOTBETHUTE TUMOBE YAOCTOBEPEHUHA, Cha3Baviku ycrnoBuata WU
npoueaypute B TO3M AOKYMEHT U CbOTBETHUTE [oNUTUKMY;

yBefowmsiBa NoTpebutenuTte 3a hakta Ha akpeautTaumsita cu;

Cb3aaBa Bb3MOXHOCT 3a He3abaBHO cnnpaHe 1 npekpaTaBaHe Ha gencteneTo Ha KY;
npekpaTtsBa M cnvpa AeWCTBMETO Ha YAOCTOBEPEHMS MpU YyCnoBusTa U NO peda Ha
cboTBeTHaTa NonuTuka;

yBefoMsiBa He3abaBHO cnepn cnupaHe Ha yaoctoBepeHue NotpebuTen;

ocurypsiea yCnoBms 3a TOYHO OMpefensHe Ha BpeMeTo Ha usgaBaHe, Ccrnupade,
Bb306OHOBSABaAHE M NpekpaTaBaHe Ha AeCTBMETO Ha YAOCTOBEPEHUATA;

ocurypsiBa Mepku cpeLly nognpassiHe Ha yaOCTOBEPEHUATa U NOBEPUTENHOCTTA Ha JaHHUTE,
[0 KOUTO MMa AOCTHM B Npoueca Ha Cb3daBaHETO Ha NOANuCa;

n3non3Ba HageXaHn CUCTEMU 3a CbXpaHsBaHE M yrpaBreHne Ha yOOCTOBEPEHUATA;
ocurypsiBa Camo HagJf1eXXHO OBMaCTEHUN CIYXUTENM Aa nMmat 4OCTbN 3@ BHAacsiHe Ha NPOMEHW,
yCTaHOBsIBaHE Ha aBTEHTUYHOCTTa U BanuaHOCTTa Ha yOOCTOBEPEHUATA,;

npyv Bb3HMKBAHE Ha TEXHU4YEeCKM Npobrnemu BbB Bpb3ka CbC CUrypHOCTTa, TOBA Aa CTaBa
He3abaBHO JOCTOsIHME Ha obcnyXBalmsi nepcoHart;

C M3TU4aHe Ha CpoKa Ha BanuaHocT Ha KY ga oTMeHu BanuMaHoCTTa My,

nHpopmmpa lMoTpebutennte n TpeTn AOBEPSABALLU Ce CTPaHM 3a TeXHUTE 3a4bIDKEHUSA U
AblKnumaTta rpuxa Ha noBeaeHve npy M3nosn3BaHeTo M LOBEPSIBAHETO HA NpefoCcTaBsaHUTE
oT [locTaB4yvka YyOOCTOBEPUTENHW YCAYrn, KakTO W OTHOCHO MPaBWUIIHOTO W CUFYPHO
n3non3saHe Ha nsgageHuTe yaoCTOBEPEHNSA N yOOCTOBEPUTENHUTE YCAYIN, CBbP3aHn C TAX;
M3Mnon3Ba u CbxpaHsaBa cbbpaHaTa Nu4yHa 1 apyra nHgopmalmsa camo 3a Lenute Ha cBosTa
AENHOCT no npedocTaBsiHE Ha yOOCTOBEPUTENHW ycnyrm no cmucbna Ha 3EOEYY u B
CbOTBETCTBME C pasnopeabute Ha 33J1[0 v gpyrute OTHOCUMM NPaBHU HOPMMU;

He CbXxpaHsBa UMW He Konupa JaHHW 3a Cb3[aBaHe Ha YacCTHU KIOYOBE;

nogabpxa pasnonaraeMu cpefcTtsa, KOUTO OcurypsisaT Bb3MOXHOCT 3a M3BbpLUBaHE Ha
OenHoCTTa My;

3acTpaxoBa 3a BpemMeTO Ha CBOATa EeNHOCT 3a BpeauTe OT HEM3MNblHEHWE Ha 3adbIKeHnaTa
my no 3EJIEYY, B cboTBETCTBME CbC 3acTpaxoBaTenHata nosinTuka;

noagabpXa nepcoHan, npuTexasal, HeobxoaumuTe eKCnepTHUM 3HaHus, OnuT U
KBanudukaums 3a n3BbpLUBaHE Ha OENHOCTTA;

nybnukyBa 1 ocurypsisa 4oCTbN 40 YTBbPAEHO MOOBUITHO NpunoxeHue 3a obnaveH KETT;
nogabpxa Pernctbp, B konto nybnukyBa wuspageHute KY, aktyaneH CRL, pgpyru
obcToAaTencTea 1 eneKkTPOHHU LOKYMEHTU, CbINAacHO To3n AokymeHT u 3EAEYY;
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ocurypsisa 4octbn go Perncrbpa no enekTpoHeH NbT 24 yaca B AEHOHOLWMETO;

ocurypsiea 3awWuta cpelly BHaAcsiHe Ha npoMeHn B noaabpxaHus Peructbp oT
HepernameHTMpaH 1 HenpaBoOMepeH JOCTLM UMY Nopaan CryyanHo cbbutue;

nybnukysa B nybnuiHna Pernctbp Ha KY HesabaBHO wu3gageHuTe M NOAMMCaHU
yAOCTOBEPEHNS;

Cb3aBa YCroBUsi Ha BCsKa JoBepsiBalla ce CTpaHa [da npoBepw cTaTyca Ha u3gageHo U
ny6nnkyBaHo ygocToBepeHme B nydnunyHms Pernctbp Ha yoocToBeEpEHus:;

npy u3BbplBaHe Ha obuyanHata AerHocT Ha BOPUKA no npepoctaBsHe Ha BCUYKU
yOOCTOBEPUTENHN yCnyrn oT nopTcdonmoTto Ha bopuka ALl, OCTaBYMKLT HE OUCKPUMUHMUPA
MO HMKaKbB HAYNH CBOUTE KIMEHTU U CITYXXUTENMW.

3. [JocTtaBuukbT oTroeapsa npen MNotpebuten u [loBepspalla ce cTpaHa 3a:

3adbJDKeHUuATa C Nno npegxogHarta TO4YKa,
HEeBEPHU nnun nmncealin oaHHM B yOoCTOBEpEHME MO Heroesa BMUHA,
nponyckn B yCtaHoBsABaHe Ha WOEHTUYHOCTTA Ha 3aasutens.

10.6.2 OTroBopHOCT U rapaHuuu Ha PO/MPC

HocTtaBunkbT rapaHtupa, ye PO/MPC wusnbnHsBa cBoute OYHKUMM U 3a0bIDKEHUS B MbIHO
CbOTBETCTBUE C YCMNOBUATA B TO3U JOKYMEHT, C U3UCKBaHMATA U npouedypute B [onutukute n
n3gageHnTe BbTPELUHW ONepaTUBHN MHCTPYKLMN.

2. [octaBuukbT oTroBaps 3a gencremata Ha PO/MPC B nHdpacTpykTypaTa Ha B-Trust.

10.6.3 OTroBopHoCT Ha lNoTpebutensn
MoTpebutenar Tpsibea ga:

crnasBa TOYHO YCrnoBuATa U npoueaypuTe Ha Tasn AOKYMEHT U cboTBeTHaTa [lonutuka npu
UCKaHe 3a u3gaBaHe Ha yOoCTOBEPEHMS N NOM3BaHeTo Ha APYrnTe yaoCTOBEPUTESTHU YCNYIu;
3annawia OBIMKUMOTO Bb3HarpaxgeHue KbM [ocTtaB4unka CbrnacHo
[oroBopa w1 NpunNoXeHusiTa KbM HEro;

MMa OCHOBHM MO3HAHUSA OTHOCHO N3MNON3BAHETO Ha YOOCTOBEPEHUS 3a ENEKTPOHEH NOLMMC U
PKI TexHomnoruu;

npeaocTaBsa BApHA, TOMHA U MbJiHA MHPOPMaUus, KOATO [OCTaBYMKBbT M3UCKBA CbINACHO
3aKoHa M TO3M [OOKYMEHT MNpwv nofaBaHe Ha MCKaHe 3a u3fgaBaHe M ynpaBfieHne Ha
yOOCTOBEpPEHHUE;

ocurypsiBa curypHa v HagexaHa cpega v npoueaypa (HagexaHu TeXHUYeCKu cpeacrtsa u
copTyep), KoraTo reHepupa gBorkaTa KniodoBe U3BBH MHpacTpykTypaTa Ha [locTtaBuunka, ¢
orrnen onassaHe TarvHaTa Ha YaCTHWUS KITHou;

n3nonaea anroputMu, cbobpasHo nanckeanHuaTa Ha HWAKEN npu reHepupaHe Ha gBonkarta
KNHOYOBE;

yBegoMn HeszabaBHO [locTaBumka, B Crnyyah Ha KOMMpoOMETUpaHe WM CbMHEHMS 3a
KOMMpOMEeTMpaHe Ha YaCTHUSA KIY KaTo M3npaTtu 3asiBKa 3a CnuvpaHe Wnn npekpaTtsBaHe
OENCTBMETO Ha yOOCTOBEPEHUNETO;

CbXpaHsiBa 1 3alumMTaBa HagexXaHO CBOS YaCTeH KoY Npes LanoTo BpemMe Ha BanvaHOCT Ha
yOOCTOBEPEHNETO cpeLly 3aryba M KOMNpOMeTMpaHe B CbOTBETCTBME HA M3MCKBAHMATA Ha
cboTBeTHaTa [Nonutrka. Bcsko n3nona3eaHe Ha YaCcTHUSA KIToY Ce NpyemMa Kato U3BbpLLEHO OT
MoTpebutens gencreue;

npuemMe u3gageHoO YAOOCTOBEPEHME 3a eNeKTpoHeH noanuc HesabaBHO crieq HEeroBoTo
npeacraBsHe OT cTpaHa Ha [locTaByuka;

npoBepu MbrHOTaTa M BEPHOCTTA Ha CbAbMKAHMETO Ha yOOCTOBEPEHME B CPOK OT 3 (TpK)
OHW oT nybnukyBaHeTo My. B cnyyam Ha HecbOTBETCTBME Mexady npeAacTaBeHaTa
WHdopMaLMs No cunaTta Ha JoroBopa N CbAbpPXKaHNETO Ha YOOCTOBEPEHNETO, Aa yBeaoMU
He3abaBHo [locTaB4yuKKa;

N3BECTM 3a HacTbNusa NPoMsiHa B yAOCTOBepeHaTa MHdopmaunsa u a novcka npekparsasaHe
Ha YOOCTOBEPEHNETO;
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e yBegomu [locTaBumKa 3a BCAka NpomsiHa B MHopMaundaTa, KOATO He € BKIoYEeHa B 3gageHo
HEeroBo YyOOCTOBEpeHue, HO KOATO € npefocTaBeHa B rpoueca Ha wu3gaBaHe Ha
yOOCTOBEPEHMNETO;

e CMEHM CBOSI MbpBOHAYarneH Kog 3a 4ocTbn 40 YacTHus kntod B QSCD, npegun ga usnonsea
yOOCTOBEPEHMNETO;

e M3MNon3Ba nsgageHuTe My ya4oCTOBEPEHUS CaMO C NUUEH3upaH Kpuntorpadpcku copryep;

e 13MNON3Ba M34afdeHO YAOCTOBEPEHME CaMO B CbOTBETCTBME C OTOENnA3aHOTO B HeEro
npegHasHadeHne 1 cbrnacHo npunoxmmara lNMonntuka, KakTo 1 ¢ ornen orpaHuyeHuaTa npm
KOUTO e n3gageHo;

e He M3Mon3Ba YacTHUS KoY 3a Cb3daBaHe Ha €NEKTPOHEH Noanuc crieq u3TudaHe cpoka Ha
BanNUAHOCT Ha yOOCTOBEPEHME UMK Cried CnupaHe unu npekparasaHe 4eNCTBUETO MY;

e uH(opmupa Bcska [loBepsiBalia ce CTpaHa OTHOCHO HeWHaTa rpma WU OTrOBOPHOCT Mpu
posepsiBaHe Ha KY;

e [pvema ycrnoBusTa 3a rpuxata M OTFOBOPHOCTTa Npu JoBepsiBaHe Ha KY, B cnyyan 4e
nencTea kaTo [loBepsBalla ce cTpaHa.

2. TloTpebutenar e otroBopeH ako e npuen KY, u3pmageHo ot [JocTaBuMka Bb3 OCHOBa Ha
npegocTaBeHN OT HEFO HEBEPHM aHHU, CbOTBETHO Bb3 OCHOBA Ha NPeMbII4aHu Un NMNcBaLm
JaHHMN.

3. [ocTaBuuKbT Le perpecupa crnpsamo NoTpebuTtens npeTeHumst 3a BCUYKM NPETbPNeHn Bpeau,
BCNeACTBME OT peanu3vMpaHa OTroBOPHOCT Ha [locTaBuMka, MOpaguM HEU3MbIIHEHME Ha
npoun3Tn4aLLM OT TO3M OOKYMEHT UMK LOroBopa 3agbJDKEHMUs], KoraTo:

e € 13Mon3Ban anropuTbM, KOMTO He OTroBaps Ha nsmnckesaHuaTa Ha HUAKETT;

e He M3NbIHSBA TOYHO M3UCKBaAHUATA 3a CUIYPHOCT, onpegeneHun ot [JocTaBuuka;

e He Nnoucka npekpaTsiBaHe OeNCTBMETO Ha yOOCTOBEPEHUE, KOraTo € y3Harsl, Ye YaCTHUAT KoY
e Oun n3non3BaH HEenpPaBOMEPHO WIIM CbLIECTBYBA OMACHOCT OT HEMNPaBOMEPHOTO My
M3Moni3BaHe;

e € npuen yAOCTOBEPEHWETO MNpU HEroBOTO m3gaBaHe, korato [loTpebutenar He e 6un
OBracTeH Oa AbPXW 4YacTHUS KIHOY, CbOTBETCTBALL, Ha MOCOYEHUS B YAOCTOBEPEHNETO
nyonunyeH Krov;

e € npuven ygocToBEPEHMETO NP HErOBOTO M3daBaHe, KAaTO € HanpaBuil HEBEPHUN N3SIBIIEHMS
npen [JocTaBymka, UMaLLM OTHOLLEHNE KbM CbObpPXXaHNETO Ha YAOCTOBEPEHUETO;

e e npuen ygoctoBepeHuneTo, koraTto NoTpebuten He e 6Gun oBnacTeH Aa novcka nsgaBaHeTo
Ha YOOCTOBEPEHMNETO.

10.6.4 N'puxka n OTroBOPHOCT Ha [loBepsiBalla ce cTpaHa

Nuuara, kouto ce posepsBaT Ha KY TpabBa ga nputexasaT OCHOBHWM MO3HaHUS OTHOCHO
NPUHUMNUTE Ha U3MON3BaHe U NPUNOXKMMOCT Ha eneKTPOHHMSA nognuc/nevaT u Ha ycnyrute,
CBbP3aHu ¢ ynotpeba Ha yaOoCTOBEPEHUNETO.

2. [losepsBaluara ce cTpaHa crnefsa Aa rnonoxu AbKuma rpuxa, Karto:

e Cce [oBepsABa Ha YyAOocTOBepeHWsaTa camo C ornes Ha [lonMtukata OTHOCHO
npeaHasHa4YeHneTo 1 Ha orpaHUYeHnsiTa n yCcroBsusaTa, Npu KOUTO € N3[afeHo;

e U3BbLPLWM MNpPOBeEpka Ha cTaTyca Ha YAOCTOBEpPEHVWeTO B noaabpxaHus oT [locTaBymka
My6nuyeH pernctbp. lNpoBepkaTta Ha enekTpoHHaTa aBTEHTUYHOCT U Ha MHTEerputeTa Ha
yaocToBepeHneTo u3BbH [NybnnyHmns Pernctbp nnu B HeaktyaneH CRL-cnvcbk He ocurypsiBa
npoBepKka 3a HeroBaTa BanWAHOCT M BCUMYKM HACTbLNWAW Bpeau OT Npeanpuetu OencTBus,
crep, ocbluecTBsiBaHe €QUHCTBEHO Ha TakaBa MpoBepka, ca 3a cMmeTKka Ha [loBepsBaliara
CTpaHa;

e rpoBepsiBa BanWAHOCTTa Ha noanuca/nedara, Kakto W BanWOHOCTTa Ha enNeKTPOHHWUS
noanuc/neyat Ha [loctaBymka No Bepurarta oT yaocToBepeHus 40 6a30BOTO YAOCTOBEPEHME;

e Ce yBepu, Ye MpUIoXeHusaTa, C KOUTO Ce M3MNOon3Ba YAOCTOBEPEHUETO ca (PYHKLUMOHANHO
NpUNoOXnMn 3a npegHasHavyeHneTo, 3a KOMTO € u3gafeHo, KakTo U C orfed HMBOTO Ha
CUIypHOCT, NOCOYEHU B CboTBeTHaTa Nonutuka.
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Obmkuma rpwka Ha [loBepsiBaliata ce cTpaHa e ga manonssa curypHa (kBanuduumpaxa)

npoBepka (Banuaauusi), KoATo rapaHTupa, Ye:

e NyGRUYHUAT KMHOY, KOWTO Ce M3MNON3Ba 3a NPOBEpPKa Ha noAnuca/neyarta CbOTBETCTBA Ha TO3M,
KOMTO ce NpeACcTaBs B yAOCTOBEPEHUNETO;

e [poBepkaTa 3a M3Nosfi3BaHe Ha YacTHUS KINOY € HagexaHo MoTBbpAeHa U pesyntaTute oT
Tasn NpoBepKa KOPEKTHO ce NPeacTaBaT;

e Mpu HeobXOAMMOCT MOXe [a Ce YCTaHOBM CbAbpXXaHMETO Ha nognucaHus/moanevaTaH
€NEeKTPOHEH [OKYMEHT/U3SABNEHUE;

e QaBTEHTMYHOCTTA M  BanMOHOCTTa Ha  YOOCTOBEpPEHWeTO KbM  MOMEHTa Ha
nognuceaHeTo/noanedYaTBaHe HageXaHo ce NPoBepsiBarT;

e pesynTaTuTe OT NpPOoBepKaTa 1 erlekTpoHHaTa AeHTUYHOCT Ha MoTpebuTens Ha KY npaBuniHo
ce NpeacTaBaT;

e BCSIKAKBM NPOMEHM, PENEBAHTHU 3a CUTYPHOCTTa ca YCTaHOBMMM.

[locTaBUMKLT He HOCM OTrOBOPHOCT 3a HacTbnNunM Bpeau Ha [oBepsiBaliaTa ce cTpaHa oT

HenonaraHe Ha AbIKMMaTa rpuxa.

10.7 OTKa3 OT OTTOBOPHOCT

1.

2.

C usknodeHne Ha cnyyYamte Ha MNpeTbprneHn Bpeau OT u3nonssaHe M goBepsiBaHe Ha KY,

[locTaBUMKBLT HE OTroBaps 3a CBOUTE HEOPEXHN OENCTBUS.

[ocTaBunkbT He oOTroBaps B ClyyauTe, KOraTo HacTbnunuTe Bpeau ca creacTeme ot

HEBPEXHOCT, OTCLCTBME Ha MOSIOXKEHa rpwxa WM nunca Ha OCHOBHW MO3HAHWS OTHOCHO

TEXHONMOrMNTE Ha eneKkTPOHEH NOANUC OT cTpaHa Ha NoTpebuTtensa unu [JosepsaBalm ce CTpaHu.

[ocTaBuMKbT MO HUKaKbB HAYMH HEe MOXe [a OTroBaps 3a criyyamte, B KOUTO MOAMUCaHU U

NPUAPYXEHW C BanuaHW YOAOCTOBEPEHUS U3ABIEHNSA ca BUnn oTTerneHun.

[ocTaBunkbT He OTroBaps B ClyyawuTe, KOrato € nognucaH codTyep unm MHOPMaLMOHHM

00€eKTn 1 CbLuMTE Ca NpUYMHUNIM Bpean Ha [loBepsiBalia ce cTpaHa.

[locTaBUMKBLT HE NpoBEpPsiBa U HE Crean 3a HapyLlaBaHe Ha npasa Ha TPeTU N1ua No OTHOLLEHUE

Ha TEXHW TbProBCKM MapKkW, TbProBCKM HAUMEHOBaHMS WNU OpYyrn UMYLLECTBEHU WMn

HEeUMMYyLLLECTBEHW MpaBa, Korato MHdopMauus, cbabpXkalla ce B U3gageHn yooCTOBEPEHUS €

JoBena [0 TakMBa HapylweHusi. B cnyyam Ha npeTbprneHn Bpean OT cTpaHa Ha [ocTaByumka

nopaau TakmBa HapyLLUEeHUs, CbLUMAT MOXe Aa v npeTeHaupa ot [NoTtpebutens.

[ocTaBunMKbT HE OTrOBOPSA 3a MPEKU UMM KOCBEHMW, NPeaBuanMn Unu HenpeaBuavMu Bpeau,

HacTbLNWUIM BCREACTBUE OT U3NOM3BaHe UNn AoBEpPsiBaHEe HA CNPEHN, MpeKpaTeHn Unu ¢ N3TEKBLI

CPOK Ha BanuaHoOCT Y4OCTOBEPEHMS.

N3BbH cnydyanTe nNo npeaxoaHuTe Toukn, [locTaBYMKBT HE HOCKM OTFOBOPHOCT 3a:

e TOYHOCTTa, aBTEHTUYHOCTTA, NMbMHOTATa WM CbOTBETCTBMETO Ha MHAOPMAUUS, KOATO €
BKMtoYeHa B TeCTOBM, Be3nnaTtHU Unn 4eMOHCTPALMOHHN YOOCTOBEPEHUS;

® KayecTBOTO, (OYHKUMUTE WM TEeXHOMNormata Ha CcoTyepHUTE MPOAYKTU U XapOyepHu
YCTPOWCTBA B UH(ppacTpykTypaTta Ha B-Trust, nanonaeanu ot Notpebutenn unm Josepsasawim
ce CTpaHu;

® 3a CBOEBPEMEHHO npekpaTaBaHe 1 crnvpaHe Ha yooCcToBepeHus U/unm npoBepka Ha ctaTyca
Ha yO4oOCTOBEPEHUs nopaam NpuUYMHU, KOUTO Ca M3BBH HEroBMS KOHTPOM (Hanp. HernonaraHe
Ha ObIMKMMa rpmxka oT cTpaHa Ha [JoBepsiBalla ce cTpaHa, HegobpoCbBECTHN AENCTBUSA OT
cTpaHa Ha NoTpebuTten, TeNeKOMyHUKaUMOHHN N EHEPTUNHN CMYLLEHWUS U 4.

[ocTaBunKbT He OTroBaps 3a Bpegu, NpUYMHEHU OT um3nonseBaHe Ha KY u3BbH obxBaTa Ha

BMMCaHUTE B HEr0 OrpaHUYeHns 1 NpegHa3HaYeHus.

10.8 OrpaHu4yeHne Ha OTrOBOPHOCT Ha [locTaBuYMKa

1.

2.

3a nsgasanun KYKET/KYKEeuaT, [JocTaBYMKbT OTroBaps B paMKUTE Ha MakCMMarneH NUMUT Ha
otroBopHocT 40000 n..

lMocoyeHnTe NUMUTM Ha OTFOBOPHOCT CE CcuYMTaT 3a OrpaHM4YeHMst Ha OTrOBOPHOCTTA Ha
JocTtaBuuka.
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10.9 KomneHcauuun 3a loctaBumKa

1. 3a BCMYKM crnyyam Ha HeusnbISIHEHWE Ha 3aablihkeHusaTa OT cTpaHa Ha [loTpeburtens,
[ocTaBuMKBLT LWe aHraxmpa OoTroBOpHOCTTAa Ha [loTpebutens 3a Bpeau u we Mma npasBoTo Aa
npekpaTn He3abaBHO N3aaAeHO yaOCTOBEPEHME.

10.10 Cpok un npekpartsaBaHe

1. Pasnopenbute B HacToAWMA AOKYMEHT, KakTO M acouuupaHute C Hero [lonutuku Ha
npepoctaesiHe Ha KY u ygoctoBeputenHu ycnyrn ot [loctaBynka ca BanugHu 0o u3gaBaHe U
nybnukyBaHe Ha cnefgalla TAxHa Bepcus/peaakums B XpaHUULLETO 3a AOKYMEHTM Ha canTa Ha
[ocTaB4uka.

2. [oroBopbT 3a ygoctoBepuTenHu ycnyrm mexay [octaBumka u oTpebuten e cbC CpoK Tpu
roAvHW NN 0O M3TUYaHe Ha Cpoka Ha BanvAaHOCT Ha NOCNEAHOTO U3afeHo YAOCTOBEpPEHME Mo
Jorosopa.

3. C npekpaTaBaHe Ha genHocTTa Ha [locTaBuMka ce npekpaTtaBaTt pasnopeabute, MNpaktukaTta u
MonuTuknTe acoummpaHm ¢ TO31 OOKYMEHT.

4. B crnyvan Ha HeeACTBUTENHOCT Ha OTAENHa Knaysa oT TO3U JOKYMEHT, BanuaHoCTTa Ha Lenuns
OOKYMEHT Ce 3ana3sBa 1 He ce HapyLluasa gorosopa c NMotpebutensa. HegencreurtenHata knayasa
ce 3aMecTBa OT NOBENUTENHUTE HOPMM Ha 3aKOHa.

5. [oroBopbT 3a ygoctoBeputenHu ycnyrin mexay [doctaBunka u MNoTpebuten ce npekpartsiBa C
n3TM4yaHe Ha CpoKa Ha BanMAaHOCT Ha NOCNeaHOTO M3gafAeHo yaoCTOBEPEHME NO 4OroBopa unm ¢
npekpaTsiBaHe Ha BCUYKM U34ageHN YOOCTOBEPEHUS MO AOroBOpa.

6. [locTaBUMKBT CbXpaHsaBa HAAMEXHO N CUIYPHO BCUYKU MPESULLHN BEPCUN HA TO3U OOKYMEHT U
acouummpanuTte ¢ Hero MonuTtuku.

10.11 YBegomsiBaHe U KOMYHUKaLIMA MeXAY CTpaHuUTe

1. [locTaBuyMKbT M3MNonsea ussBneHusl, nucma un cbodbuweHmns Ha PO/MPC kakTto n enekTpoHHU
yBeOMIEeHNs, KoUTo nybnvkyBa Ha cBosiTa IHTepHeT-CTpaHumua.
2. KnuneHtute Ha B-Trust morat ga mnsnpawaT cbobLleHUs:, MMcMa, NPenopbKX, BbMPOCKU 1 Xanbtu
0o [loctaBumnka KaTo n3nonseaT crieqHUs agpec 3a KOHTaKTu:
noweHckn agpec: Codums 1612, 6yn. ,Llap Bopuc IlI" 41
TenedoH: 0700 199 10
umenn agpec: info@b-trust.org
OdmumanHa cTpaHuua Ha gocTtaBuuka: https://www.b-trust.bg
3. B cnyyan Ha nony4yaBaHe Ha xanba, [JocTaBunKbT M3BbpPLUBA He3abaBHa NpoOBeEpKa M u3npaila
OTroBOp 40 XanbonogaTensi B CPOK OT 2 paboTHU OHMW.

10.12 NMpomeHu B [lokymMeHTa

1. [ocTaBuMKbT MOXe Oa NpaBU pPedakLMOHHW MPOMEHW B TO3W AOKYMEHT, KOUTO He 3acdaraT
CbAbPXKaAHNETO Ha NpaBaTa U 3a4bIIKEHNSTA B HErO.

2. T[lpomeHu, KOMTO BOOAT A0 HOBa Bepcus/pedakums Ha AoKyMeHTa ce nybnukysaTt Ha UHTepHeT
cTpaHuuaTta Ha [locTtaBumka.

3. TlNpomenuTe ce cbobwaeat Ha KPC n 3amHTepecyBaHuTe nuua.

4. Bcsko nuue Moxe Aa oTnpaBs NpeanoXeHns 3a NPOMEHN N OTCTPaHsABaHe Ha A0MyCHaTM MPeLUKM,
KaTo M3nons3Bsa NocovYeHUTe No-rope KOHTakTu ¢ [loctaBymka.

10.13 PewaBaHe Ha cnopoBe U MACTO (NOACBHAHOCT)

1. BCKMYKM BB3HUKHANM cnopoBe Mexay CTpaHute no Ooroeopa 3a yaoCTOBEPUTESTHU yCnyrn ce
ypexngart no cnopasymeHne Mmexay CtpaHute, 4pes p836V|paTeJ'ICTBO M B OyX Ha no6pa BOJ14, a
ako TakoBa He Obae nNocTurHaTo, ce pewaBaTt OT KOMNETEHTHUA 6'bJ'II'apCKVI CbAa.

10.14 NMpunoxunmo npaBo
1. 3a BcUYKM BbMNPOCU, HeypedeHU B HacTodwnAa OOKYMEHT Cce npunarart pa3nopep,6|/|Te Ha
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61BN rapckoTo 3aKoOHOOAaTes1ICTBO.

10.15 CroTBeTCTBUE C NMPUSTOXKUMOTO NpaBo

1. HacTtoawumaT gokymeHT e paspaboTteH B cboTBeTCTBME CbC SELEYY 1 gencTeawata HopmaTneHa
ypenba.
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