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"BOPUKA" AL,

AKLNOHEPHO OpYXeCTBO

ObpxaBeH BECTHUK

[ocTaBunk Ha KBanMduumMpaHu yaocToBEPUTENHN YCIyrn

EavHeH rpaxgaHckn Homep

EnekTpoHeH nognuc

3aKoH 3a eNeKTPOHHUSA OOKYMEHT N eNeKTPOHHUTE YAOCTOBEPUTENHU YCIyri
KeanundpuumpaH EnekrtpoHeH MNognuc

KsanuduumpaHo ygoctoBepeHue

KBanunuumpaHn yooctoBeputesiHi ycnyrm

KeanunduumpaHo ygoctosepeHue 3a KsanuduumnpaH EnektpoHeH NMognuc
KBanuduumpaHo yaoctoBepeHue 3a YcbBbpLleHcTBaH EnekTpoHeH Moanmc
KsanuduumpaHo ygoctosepeHue 3a KsanuduumpaH EnektpoHeH MNevat
KBanunduumpaHo yaoctoBepeHune 3a YCcbBbpLUEHCTBAH EnekTpoHeH MNevaTt
Komucus 3a perynmpaHe Ha cbobLeHunsaTa

MWHMCTEPCTBO Ha TpaHCcnopTa M cbobLleHnATa

MecTHa pernctpupawia cnyxba

Hapenfa 3a oTroBopHOCTTa M 3a MpekpaTsBaHeTO Ha [JeiHocTTa Ha
[AOCTaBYMLNTE HA YOOCTOBEPUTENHU YCNyrU

Hapen6a 3a mMsuckeaHusiTa KbM anropuTMuTe 3a Cb3gaBaHe W MpoBepka Ha
KBanuuumpaH enekTpoHeH noanuc

O6nayen KsanngpuumpaH EnekrtpoHeH MNognuc
lMepcoHaneH naeHTudmrKkaumoHeH HoMep

MNpakTnka npu npegoctaBaHe Ha KY 1 KBanuuumpaHu yagocToBEPUTENHM
ycnyru

MNonuTtnka 3a npeanocrtaBAHeE Ha KY u KBaJ'II/Id)I/ILWIpaHM YAOCTOBEPUTEITHN YCNYTU

PernamenTt (EC) Ne 910/2014 Ha EBponenckua napnameHT n Ha CbBeTa ot 23
torm 2014 rogMuHa  OTHOCHO EnekTtpoHHaTa naeHTudpuKaums "
YpocTtoBeputenHuTe ycryru npu enekTpoHHN TpaHCaKumMm Ha BbTPELLHUS nasap
1 3a oTMsiIHa Ha aupektuea 1999/93/EOPO

Pernctpupaly opraH
YcbBbpleHcTBaH EnekTpoHeH Moanuc
YcbBbplleHcTBaH EnekTpoHeH MevaT

YpoctoBepsBall, opraH
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Advanced Electronic Signature — YcbBbpLUEHCTBaH €NeKTPOHEH NoANUC
Advanced Electronic Seal — YcbBbpLUEHCTBAH €MEKTPOHEH nevar
Bulgaria — Bvnrapus

CbpBbpHA KOMMOHEHTa B nnatdopmata 3a obnaveH KEIN Ha B-Trust 3a curypHo
Cb3aBaHe Ha NoAnuC OT pasCTosiHUE

Certification Authority — YooctosepsBauy opraH (YO)

Common Criteria for Information Technology Security Evaluation -
MexgyHapogeH ctaHgapT (ISO/IEC 15408) 3a nHdopmMmaLmMoHHa CUrypHoCT

European Committee for Standardization - EBponenckn ctaHgapTu3aumoHeH
KomuteT

European Committee for Electrotechnical Standardization - EBponericku
KOMUTET 3a eNnekTpoTeXHMYecka cTaHaapTu3auns

Certificate Policy — NonnTtuka 3a npegoctaBsHe Ha YAOCTOBEPUTENHN YCNyru

Certification Practice Statement — [lpaktka npu npegocTtaBsHe Ha
yOOCTOBEPUTESTHM YCIYTn

Certificate Revocation List — Cnucbk ¢ npekpaTteHn n cnpeHy yaocToBepeHnst
Cloud Qualified Electronic Signature

Digital Signature Algorithm — Bug kpuntorpadckv anropytbm 3a cb3gaBaHe Ha
nognuc

Distinguished Name — YHukanHo nme

European Telecommunications Standards Institute - EBponenckmn nHCTUTYT 3a
TEeNeKoOMyHMKaLNOHHN CTaHaapTh

European Union - EBponencku cbio3

Federal Information Processing Standard — ®egepaneH ctangapt 3a obpaboTka
Ha WHdopmaums

Hardware Security Module — cneuunanuaupaHa xapgyepHa kpuntocuctema 3a
CbXpaHeHune 1 paboTa ¢ KpunTorpadyCKn KNo4voBe

International Electrotechnical Commission - MexayHapoaHa
€MNeKTPOTEXHNYECKA KOMUCUS

International Standardization Organization - MexayHapogHa opraHu3auus 3a
cTaHgapTusauus

Internet Protocol — IHTepHeT npoTokon
Object Identifier — peHTudmkaTop Ha obekT

On-line Certificate Status Protocol — MpoTokon 3a oHnarH npoBepka Ha cTaTyca
Ha Y4OCTOBEPEHMS

Public Key Cryptography Standards — Kpuntorpadcku ctanHgapT 3a nybnuyeH
Koy

Public Key Infrastructure — HdpacTpykTypa Ha nyGrnyHus Knrod
Qualified Certificate — KsanuduunpaHo ygoctosepeHve

Qualified Electronic Signature — KsanuduunpaH enekTpoHeH noanuc
Qualified Electronic Seal — KsanuduunpaH enekTpoHeH neyat
Registration Authority — Peructpupaly, opraH

Rivest — Shamir - Adelman — KpunTtorpadcku anroputbM 3a Cb3gaBaHe Ha
noanuc
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3A YCBBBPLUEHCTBAH EJIEKTPOHEH NOAMUC/MEYAT

QSCD

SAD
SAP
SCT
B-Trust SCT
SHA

SSL
S/MIME

TRM
URL
QCP-n-gscd

QCP-l-gscd

QCP-w

"BOPUKA" AL,

Qualified Signature Creation Device — KBanuguumpaHo yCTpOMUCTBO 3a CUTYpHO
cb3gaBaHe Ha nognuca

Signature Activation Data — [laHHu 3a akTMBauusa Ha nognuca

Signature Activation Protocol — lNpoTokon 3a akTMBauusa Ha nognuca
Signature Creation Token — codptyepeH TokbH (PKCS#12 kpunto-chann)
PKCS#12 — npeHocum cTtaHgapTeH kpunto-dann (copTyepeH TOKLH)

Secure Hash Algorithm — Xew-anropuTsMm 3a W3BNUYaHE Ha XeLl-
naeHTugukaTop

Secure Socket Layer — CurypeH kaHan 3a npegaBaHe Ha gaHHu
Secure/Multipurpose Internet Mail Extensions — [lpoTokon 3a curypHo

npegaBaHe Ha enekTpoHHa nowia npe3 HtepHeT
Tamper Resistant Module — XapayepeH moayn HenogaTtnme Ha MHTEPBEHLUSA
Uniform Resource Locator — YHucuumpaH nokatop Ha pecypc

certificate policy for EU qualified certificates issued to natural persons with
private key related to the certified public key in a QSCD

Certificate policy for EU qualified certificates issued to legal persons with
private key related to the certified public key in a QSCD
Certificate policy for EU qualified website authentication certificates
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O6woaocTbLNEeH AOKYMEHT
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3A YCBBBLPLUEHCTBAH ENNIEKTPOHEH NOAOMUC/MEYAT

CbOTBETCTBUE U YINOTPEBA
To3n [IoKyMeHT:

e paspaboteH o1 ,BEOPUKA" All, ropnamMyeckoTo nvue, permctpupaHo B TbproBCKUsSt PErncTbp
kbM AreHumaTta no snuceaHusTa ¢ EMK 201230426;

Bn13a B cuna Ha 10.03.2023 r.;

e C HaumeHoBaHue ,[lonuTuka nNpu npegocTaBsaHe Ha KeBanuduuMpaHu yOoCTOBEpeHWUs 3a
YCbBbPLUEHCTBAH enekTpoHeH nognuc/nedatr ot ,BOPUKA® AL (B-Trust CP-elDAS
AES/AESeal/CAESeal)’;

ce acouuupa c nybnukyBaHaTa akTyarnHa Bepcus Ha AoKymeHTa ,[lpakTuka npu npegocraBsiHe
Ha KBanuduumMpaHm yaocToBepeHns n ksanuduumpann ygoctoseputenym yenyrm ot ,bOPUKA®
AL (B-Trust CPS-eIDAS)“, koaTo cbabpxa obwuTe yCcrnoBma U U3UCKBaHUSA KbM npoueaypute
npu naeHtTudmrkaumsa, npu nsgasaHe n nogabpxaHe Ha KY, kakTto 1 M3NCKBaHMATa 3a HMBO Ha
CUIYPHOCT NpW reHepaunsi U CbXpaHaBaHe Ha YaCTHUSA KIIOY 3a Te3n y40CTOBEPEHUS;

e pa3paboTeH B CbOTBETCTBME C (POPMArHUTE N3MCKBaHUS 3a CbAbpXaHue, CTPyKTypa 1 obxear,
nocovyeHn B MexayHapogHata npenopbka RFC 3647, BknoYBankM cekumuTe, KOUTO ca
cneunduYHN 1 NPUNOXKMMU 3a BKIMOYEHUTE B JOKYMEHTa KBanuduumpaHm yooCTOBEPEHMS;

nMa xapaktep Ha obwm ycnoBus No cMucbna Ha 4n. 16 oT 3akoHa 3a 3aabinKkeHuATa U
porosopute (33[). Tesn ycnosusa ca yact oT nUCMeH [JoroBop 3a yAOCTOBEPUTENHU YCIyrw,
KoUTO ce cknwyBa Mexay [octasBuvka n [lNoTpebutenute. [oroBopbT MOXe Oa CbAbpxa
cneumanHu ycrioBusi, KOUTO ce Nons3eaTt C NPeavMMCTBO npen obluTe YCrnoBWs B HaCTOALLUS
AOKYMEHT;

e nybnuyeH OOKYMEHT C Len yCTaHOBSiBaHe Ha CbOTBETCTBME Ha AevHocTTa Ha [locTaBymka
,DOPUKA® ALl cbc SEEYY n HopmaTuBHaTa ypenba;

e OOLoAoCTbMEeH MO BCAKO BpemMe Ha WHTepHeT-cTpaHuuaTta Ha [loctaBuvka Ha apgpec:
https://www.b-trust.bg/documents;

Moxe ga 6bae npomeHsH ot OKYY u Bcska HOBa pefakumsi Ha AOKyMeHTa ce nybnukyea Ha
NMHTepHeT-cTpaHuuaTa Ha [loctaB4uka.

Hactosawnar OOKYMEHT € U3roTBEH B CbOTBETCTBUE C:

3aKOH 3a eNeKTPOHHMSA OJOKYMEHT N eNeKTPOHHNUTE ygocTtoBepuTtenHu yenyrn (SEAEYY);
Hapenba 3a oOTroBopHOCTTa W 3a npekpaTdABaHEeTO Ha [JeWHOCTTa Ha [JocTaByuuuTe Ha
yaoctoBeputenHu yenyrmn (HOMAAYY);

Hapenba 3a usnckBaHusATa KbM anropytMuTe 3a Cb3gaBaHe M NpoBepka Ha KeanuduumpaH
enektpoHeH noanuc (HUAKEN);

PernameHT (EC) Ne 910/2014 Ha eBponenckmsi napfriameHT U Ha CbBEeTa OTHOCHO efleKTpOHHaTa
noeHTndmKaums U yaoCToBepUTENHUTE YCINyrn NpU eNeKTPOHHW TpaHCaKuun Ha BbTPELUHUS
nasap

CobObprkaHUETO 1 CTPYKTypaTa Ha JOKyMeHTa e B cboTBeTcTBME ¢ PernameHt (EC) Ne 910/2014

1 ce No3oBaBa Ha UHGopMaLMs, CbabpXalla ce B crnegHuUTe YTBbPAEeHM MeXayHapoaHW NPEnopbKu,
cneumdmrKauum n ctaHaapTu:

RFC 5280: Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List
(CRL) Profile;

RFC 3739: Internet X.509 Public Key Infrastructure: Qualified Certificates Profile;

RFC 6960: X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP;
RFC 3161: Internet X.509 Public Key Infrastructure: Time-Stamp Protocol (TSP);

RFC 5816: ESSCertIDv2 Update for RFC 3161;

RFC 3279: Algorithms and Identifiers for the Internet X.509 Public Key Infrastructure Certificate
and Certificate Revocation List Profile;

RFC 4055: Additional Algorithms and Identifiers for RSA Cryptography for use in the Internet
X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile;
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o ITU-T X.509 | ISO/IEC 9594-8: The Directory: Authentication framework; Public-key and attribute
certificate frameworks;

e ETSIEN 319 401: General Policy Requirements for Trust Service Providers;

e ETSI EN 319 411-1/2: Policy and security requirements for Trust Service Providers issuing
certificates;

e ETSIEN 319 412-1,2,3 n 5: Certificate Profiles.

BcsikakBa MHbopMaums, cBbp3aHa C TO3M OOKYMEHT, MOXe fa ce nonyyun ot [loctaBymka Ha

agpec:

6yn. ,Lap Bopwuc [II" Ne 41

Codua 1612

,BOPUKA" Al

Tenecdon: 0700 199 10

nmenn agpec: info@b-trust.org

Odmumanna ctpaHmua Ha gocTtaBumka: https://www.b-trust.bg
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O6woaocTbLNEeH AOKYMEHT
MNONMUTUKA NMPU NPEAOCTABAHE HA KBAITUOULMUPAHU YOOCTOBEPEHUA
3A YCBBBLPLUEHCTBAH ENNIEKTPOHEH NOAOMUC/MEYAT

BbBEOEHUE

Tasun Nonutuka:

e BU3MpPa CaMO KBanuuuMpaHUTe yOOCTOBEPEHUS 3a YCbBbPLUEHCTBAH eMNeKTPOHEH noanuc
unu neyart, nsgasaHun ot ,6OPUKA* ALl B cbotBeTcTBMNE ¢ PernameHT (EC) Ne 910/2014 n
NpUNoXMMOTO 3akoHoaaTencTeo B Penybnvka bvnrapus;

e OnUCBa KOHKPETHUTE YCIOBUS N U3NCKBaAHWUA, KOUTO [lOCTaBYMKBbT U3MbIIHABA NpU U3gaBaHe
n nogaopwxka Ha KYYEI nnn KYYEleuaT, Kakto 1 TAXHaTa NpUNoXMMOCT C Orfie4 Ha HUBOTO
Ha CUIYPHOCT N OrpaHnUYeHnsaTa npu n3non3BaHeTo uUMm;
onpenens TexXHu4ecknTe Npodunm N cbabpXKaHne Ha KBanuuunpaHnTe yaoCTOBEPEHNS;

e Ce u3NbfHABa 4pe3 obwuMTe TexHMYecKku npoueaypy K OTroBaps Ha TEXHWYeckute
M3NCKBAHNSA 3a HMBO Ha CUIYPHOCT MpU FEHepuMpaHe M CbXpaHsiBaHe Ha 4acTHUSA KIod,
CbOTBETCTBAL, Ha NybnuMyeH KNY B YOOCTOBEpeHuaTa, nocodeHn B [lpakTukata Ha
JlocTaBuuka;

e onpefens npuUrnoXuUMoCTTa U cTerneHTa Ha JoBepue B yaoctoBepeHuTe daktn B KYYE un
KYYETleuar.

Mpuema ce, Ye MoTpebuten, KOWTO NON3Ba TO3WN LOKYMEHT, MMa NO3HaHUS 1 pa3bupaHe OTHOCHO
WMH(ppacTpykTypaTa Ha nyoGrvMYyHM KIOYOBE, YOOCTOBEPEHUATA M KOHUENUUATa 3a eneKTPOHEH
noanuc/neyat. B npoTvBeH criyyan, npenopbyBa ce TOW [a Ce 3ano3Hae C Te3n KOHLUEMNLMN KaKTo 1
Cc pokymeHTa llpakTMkata npu npegocTaBsaHe Ha  KBanuuumMpaHu YOOCTOBEPEHMS U
KBanuguuupaHn ygoctoseputenHn ycnyrn Ha ,BOPUKA* ALl (B-Trust CPS-elDAS)*, npean ga
nons3ea HacToAWMNA OOKYMeHT. [pu BCUMYKM criyyaun, HacToAWMS OOKYMEHT crnejBa fa ce nonssa
cbBMeCTHO c lNMpakTukaTta Ha [locTaBuumka.

WHdpacTpyktypata 3a nybnuyHu knoyose (PKI) B-Trust® Ha ,BOPUKA” ALl e n3rpageHa v
YHKUMOHMpPA B CbOTBETCTBME C MNpaBHaTa pamka Ha PernameHt 910/2014 wn 3EOEYY un c
MexgyHapogHuTte cneuundukaumm n ctangaptv ETSI EN 319 411-1/5 n ETSI EN 319 412.

HocTtaBunkbT nsnonasa naeHtudumkatopm Ha obektute (OID) B B-Trust PKI-uHpacTpykTypaTa,
dopmmpaHn Ha 6asa kog 15862, npucBoeH Ha L,BOPUKA® A ot IANA B kNoHa
iso.org.dod.internet.private.enterprise (1.3.6.1.4.1 — IANA Registered Private Enterprise) u B
cboTteeTcTBUE ¢ cTaHgapTuTe ITU-T Rec. X.660 and the ISO/IEC 9834-1:2005 (Procedures for the
Operation of OSI Registration Authorities: General Procedures and ASN.1 Object Identifier tree top
arcs).

,DOPUKA* ALl e ysegomuno KPC 3a 3anoyBaHe Ha gerHocT kato OKYY no pega Ha 3ELEYY u
AencTteawata HopmatMBHa ypenba. [octaBuvkbT yBeaomsaBa [loTpebutenute 3a cBodATta
akpeauTaumsa npy npegoctaBsiHe Ha nocoyeHnTe KY B TO3M JOKYMEHT.

AkpegutauusaTa Ha ,BOPUKA® ALl kato [KYY B cboTBeTcTBUE ¢ PernameHta u 3EAEYY uenn
Han-BMCOKO HUBO Ha CUrypHOCT Ha npepoctaBaHuTe KY cbrnacHo Tasu [Nonutuka n no-gobpo
XapMOHM3MpaHe Ha Ta3n AEeVHOCT CbC CbOTBETHaTa TakaBa B CTpaHWTe-urieHkn Ha EBponeinckus
Cbi03.

B oTHoweHusiTa ¢ MNMoTpebutennte 1 TpeTn nuua e BanuaHa camo BepcusTa Ha [onuTukara,
KOSITO € aKkTyarnHa KbM MOMEHTa Ha nonssaHe Ha KY 3a yCbBbpLUEHCTBAH efleKTPOHEH nognuc/neyar,
n3gasaHun Ha ,BOPUKA“AL.
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O6woaocTbLNEeH AOKYMEHT
MNONMUTUKA NMPU NPEAOCTABAHE HA KBAITUOULMUPAHU YOOCTOBEPEHUA
3A YCBBBLPLUEHCTBAH ENNIEKTPOHEH NOAOMUC/MEYAT

1 OBLUA XAPAKTEPUCTUKA HA YOOCTOBEPEHUATA

CovrnacHo Tasu [lNonutuka, OKYY ,BOPUKA® ALl vsgaBa v nogabpXka crnegHute TUMNoOBe
KBanvdpuunpaH yaoCcToBEPEHUS:
e [lepcoHanHo KYYET (B-Trust Personal qualified certificate AES);
MpodecnonanHo KYYET (B-Trust Professional qualified certificate AES);
KYYEeuat (B-Trust Legal qualified certificate AESeal);
KY 3a obnauveH YEleuart (B-Trust Legal qualified certificate CAESeal).

Tes3n yaocToBepeHns umaTt xapaktep Ha kBanvduumpaH yaoCTOBEPEHNS 3a YCbBBbPLUEHCTBAH
enektpoHeH nognuc (YEI) u 3a ycbBbplueHcTBaH enekTpoHeH nedvat (YElMevaT) no cmucbna Ha
PernameHTt 910/2014.

1.1 MepcoHanHo KYYEN

1. YpgocToBepeHWeTO 3a enekTpoHeH MOoAMuC, M3gageHo no Tasu MNonuTUKa, MMma xapaktep Ha
KYYETI no cmucbna Pernament 910/2014 v Ha un. 16 ot SEAEYY.

2. TMNepcoHanHo KYYEI ce u3gaBa Ha dmsmyecko nuue - Tutyndap Ha YEI un ynoctosepssa
ereKTpoHHaTa MAEHTUYHOCT Ha TUTYynapsa Ha nognuca 1 Bpb3kaTta Ha TUTynapsa ¢ nyonumyHmus my
KMntoY B yOOCTOBEPEHMETO.

3. 3a nsgaBaHeTO Ha TOBa YAOCTOBEPEHME ce M3MCKBa NMYHO npucbkceteue npeg PO/MPC  Ha
TuTynaps nnu ynbiiHOMOLLLEHO OT HEro nuue 3a NpoBepKa Ha CaMOMYHOCT. YA0CTOBEPSABAHETO
Ha NMYHOCTTa Ha TUTYNApSa MOXe Aa Ce U3BBbPLUN U Ype3 CPeACTBO 3a efeKTpoHHa/oThane4vyeHa
naeHTMdukaums.

4. [poueaypata no naeHTMdUKaums BKoYBa NpeacTaBaHe Ha JoKasaTencTBa 3a CaMoSIMYHOCTTa
Ha TuTynapa n TaxHaTa npoBepka.

5. TlpoBepkaTa Ha uckaHeTo 3a msgaBaHe Ha [llepcoHanHo KYYEI ce m3BbpwBa no pena Ha
NpeaxogHUTe TOYKM M OCUrypsiBa HaW-BUCOKO HUBO Ha CUFYPHOCT MO OTHOLUEHWe Ha
NOeHTUYHOCTTa Ha TUTynaps n Bpb3kata My C NyBrIMYHKA KoY.

6. TuTynapat Moxe cam [a reHepupa ABorikaTta Knio4voBe, kKaTo M3non3ea yTBbpAeH oT [locTaB4mka
UNn gpyr nuueHanpaH coTyep C EKBUBANEHTHO HMBO Ha CUIYPHOCT, KOWTO € CbBMECTUM C
WMHpacTpykTypaTta Ha [JocTaBuuka.

7. YacTHuaT KoY 3a cb3gaBaHe Ha [lepcoHanHo KYYEI Ha dumsnyecko nuue ce reHepupa C
YTBbPAEHUS NN NULEH3MPaH codpTyep, CbxpaHsiBa ce B COPTYEPHO B MPEHOCUM KpunTorpadcku
dann n moxe ga 6bae npeHeceH B cuctemun Ha NoTpedutens.

8. WspapeHoto [MepconanHo KYYEI Ha dwusmyecko nuue, yaoocToBepsiBaWO MyOnuyeH Krou
CbOTBETCTBALY Ha YacCTHWS TakbB Ce 3anuceBa B NPEHOCUM COPTyepeH TOKbH 3ae4HO CbC
cnyxebHnte yooctoBepeHnsa Ha [docTtaBumka (PKCS#12 dpann), korato gBorkaTa KIouvoBe ce
reHepupa npu Joctaeunka (B MPC) 1 ce npegoctaeda Ha TuUTynsaps.

9. Korato gBovikaTta knio4oBe ce reHepupa npu MNMotpebutens-TUTynsip, OTTOBOPHOCT 3a Cb3aBaHe
Ha nNpeHocum codpTyepeH TokbH MMa NoTpebutena-Tutynsap.

10. Jonycka ce Tutynapart ga nsnonsea xapAayepeH ToKbH, CbBMecTUM ¢ B-Trust nHgpactpyktypaTta
Ha [ocTaBuuKa 3a reHepupaHe 1 CbXxpaHsaBaHe Ha ABownkaTta kntodose 3a KYYET.

11. MepcoHanHo KYYEIN He ce nogHoBsiBa, [loTpebutenat-Tutynap moxe aa 3asBu npeg
JocTtaBumka ga n3paae Hoo KYYEI ¢ HoBa gBonKa Knto4voBe.

12. JocTaBunKbT 3anas3Ba npaBo MNpyv HeobxoouMMoCT Aa AobaBa AOMbAHUTENHU aTpubyTn KbM
MepconanHo KYYET Ha dymnsnyecko nuue.

1.2 TMMpodecnonanHo KYYEI

1. YpocToBepeHWeTO 3a enekTpoHeH MOoAMuC, M3gageHo no Tasu MNonuTuvKa, MMma xapaktep Ha
KYYEI no cmucbna Ha PernameHTta n un. 16 ot S3EQEYY.

2. TlpodecroHanHo KYYEI ce nsgasa Ha Tutynap - omsmyecko nvue, KOeTo € acouumpaHo ¢
IopnaNYEeCcKo Nuue 1 ygoctoBepsiBa enekTpoHHaTa MOEHTUYHOCT Ha Tutynaps Ha nognuca u
Bpb3KaTta Ha TUTynspsa ¢ Ny6rMyHua My Koy B yAOCTOBEPEHNETO.

3. 3a mn3gaBaHeTO Ha TOBa y4OCTOBEpPEHME Ce M3UCcKBa NMYHO npucbkeTBue npeg PO/MPC  Ha
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10.

11.

12.

13.

TuTynaps nnmn ynbIHOMOLLEHO OT HEro Nvue 3a NpoBepka Ha CaMONUYHOCT. YO0CTOBEPSIBAHETO
Ha NMYHOCTTa Ha TUTYNApSa MOXe Aa Ce U3BBbPLUN 1 Ype3 CPEACTBO 3a efeKTpoHHa/oThane4vyeHa
naeHTudukayms.

Mpouenypata no naeHTMdUKaLma BKNOYBa NpeacTaBaHe Ha JoKasaTernicTBa 3a CaMoSIMYHOCTTa
Ha TUTynapsa 1 3a yNbIHOMOLLI@BaHETO M TAXHATa NpoBepkKa.

lMpoBepkaTa Ha uckaHeTo 3a usgaBaHe Ha lMpodecnonanHo KYYEI ce nsbpluBa no pega Ha
NpeaxogHNTe TOYKM M OCUrypsiBa HaW-BUCOKO HUBO Ha CUFYpPHOCT MO OTHOLUEHWEe Ha
MOEeHTUYHOCTTa Ha TuTynapsi, Bpb3kata My C Ny6nuuHMA KM M acoummpaHeTo My C
IOPULMNYECKOTO NnLie.

TuTynapaT Moxe cam ga reHepupa ABorkaTta Kino4voBe, KaTo M3non3sa yTBbpAeH oT [locTaB4ymka
UNn gpyr nuueHaupaH coTyep C eKBUBANEHTHO HMBO Ha CUTYPHOCT, KOWTO € CbBMECTUM C
NHcpacTpykTypaTa Ha [locTaB4umka.

B uckaHeTo 3a u3gaBaHe Ha [podecmoHanHo KYYEIT Ha dusnyecko nuvue, acouumpaHo ¢
lopuanNYecKko nuue ce nocoysa W nuueTo, KoeTo Tutynapsa npeactaensea. lNposepsiBa ce u
WOEHTUYHOCTTAa 1 Ha ToBa nuue.

YacTHmaT Kkntod 3a cb3gaBaHe Ha YEI Ha cdomsmyecko nuue, acoummpaHo ¢ puanvecko nuue, ce
reHepupa C yTBbPOEHUS WNKN NUUEH3NpaH codTyep, CbxpaHsBa ce COPTYEepHO B MPEHOCUMM
kpuntorpadckm dann n moxe ga 6bae npeHeceH B cuctemn Ha Notpeburens.

M3gapeHoTo lNepcoHanHo KYYEN Ha dmamyecko nuue, acouumupaHo ¢ lpuandecko nuue ce
3anuncea B NPeEHOCUM COPTYyepEH TOKbH 3aeAHO CbC CNyXebHMTe yaocToBepeHns Ha [locTaB4mka
(PKCS#12 cpann), korato gBovikaTa knwovoBe ce reHepupa npu JoctaBuuka (B MPC) n ce
npegocTtassa Ha TUTynApA.

KoraTto gBonkarta kno4yoBe ce reHepupa npu Notpebutens-Tutynsap, OTTOBOPHOCT 3a Cb3daBaHe
Ha npeHocuM (M/nnn cbxpaHuM) codpTyepeH TOKbH uma NoTpebutena-Tutynsap.

[onycka ce TUTynapaT Aa n3nonssa xapayepeH ToOKbH, CbBMeCTUM ¢ B-Trust nHgpacTpykTypaTa
Ha [ocTaBuuka 3a reHepupaHe 1 CbXxpaHsaBaHe Ha ABownkaTta kntodose 3a KYYET.
MpodecnonanHo KYYEI He ce nogHoBsBa, lMoTpebutensat-TuTynap Moxe Aa 3asBu npepq
[octaBumka ga nsgage Hoo npodecnoHanHo KYYEI ¢ HoBa aBowka KntoyoBse.

[ocTaBunkbT 3anas3Ba nNpaBo MNpu HeobxooMMocT Aa [oGaBsA AOMBbAHUTENHM aTpUbYTU KbM
MpodecnonanHo KYYEI Ha husnyecko nuue, acounmmpaHo ¢ ipuandecko nuue.

1.3 KYYEleuar

1.

2.

YaocToBepeHNETO 3a eNneKkTpPoOHeH nedyart, M3gafeHo No Tasu MNonuvTuKa, MMa XapakTtep Ha
KYYEleuat no cmuckna Ha PernameHT 910/2014 n Ha 3EJEYY.

KYYEleuaTr ce usgaBa camo Ha topuagmyvecko nuue - Cb3gaTen Ha neyat U Cnyxu ga
aBTEHTUUUMPA M3TOYHMKA W WHTErpuTeTa Ha AaHHUTE WUNU ENEKTPOHHUTE WU3ABMNEHUS U
Bpb3kaTa Ha Cb3gaTtens ¢ nybnuyHmsa my K.

3a n3gaBaHeTO Ha TOBa y4OCTOBEpeHMe ce uauckea nuyHo npucbcteue npeg PO/MPC  Ha
Cobspatena wnM  yNbiHOMOLWIEHO OT Hero nuvue 3a nMpoBepka Ha CaMOSIMYHOCT.
YpocTtoBepsaABaHETO Ha NMMYHOCTTa Ha Cbh3gaTtens MOXe Aa Ce M3BbpLIM M Ype3 CpeacTBo 3a
eneKkTpoHHa/oTAane4YyeHa ngeHTudmkaums.

Mpouenyparta no ngeHTMdUKaumnsa BKNOYBa NpeacTaBsaHe Ha AoKa3aTencTBa 3a MAEHTUYHOCTTa
Ha Cb3gaTens v Ha ynbAHOMOLLEHOTO NuLE U TAXHaTa NpoBepKa.

lNpoBepkaTa Ha UCkaHeTO 3a u3gaBaHe Ha KYYElevaT ce u3BbpliBa NoO peda Ha npeaxogHuTe
TOYKM M OCUrypsiBa HaW-BUCOKO HMBO Ha CUMYPHOCT MO OTHOLUEHME Ha MOEHTMYHOCTTa Ha
Cb3pgatens u Bpb3kaTta My € Ny6nu4HMs Krtou.

B uckaHeTo 3a m3gaBaHe Ha KYYEleyaT moxe ga ce nocoyBa U OM3MYECKOTO Nvue, KOeTo
CobspaTtena e ynbnHoMoOWMN ga ro npeacrtasnsiea. lNpoBepsiBa ce CaMONUYHOCTTa M Ha
HPM3NYECKOTO NnLLe.
Cb3pgaten Moxe cam fa reHepupa ABovikaTta KI4oBe, KaTo M3non3ea yTBbpAeH oT [JocTaBumnka
UNu gpyr nuueHaupaH coTyep C eKBUBANEHTHO HMBO Ha CUTYPHOCT, KOWTO € CbBMECTUM C
WMHpacTpykTypaTa Ha [JocTaB4umka.
YacTHuaT ko4 3a cb3gaBaHe Ha KYYElevat ce reHepupa ce reHepupa C YTBbLPAEHUA Unu
NUUEH3NpaH codpTyep, CbXpaHsBa ce codpTyepHO B NpeHoCUM Kpuntorpadckm hann n moxe ga
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10.

11.

12.

13.

Obae npeHeceH B cuctemu Ha lMNoTtpebutens.

NspapeHoto KYYElMeyar Ha topugudecko nuvue, YyOocToBepsBawo nybrivyeH koM
CbOTBETCTBALL, Ha 4YacTHMS TakbB Ce 3anuceBa B NpPeHocMM codTyepeH TOKbH 3aedHO CbC
cnyxebHute ygoctoBepeHus Ha [octaBumka (PKCS#12 chann), korato gBoMKaTta Kro4oBe ce
reHepupa npu [octasumka (B MPC) n ce npegoctaesa Ha Cb3agartens.

Korato pBowkata knoyoBe ce reHepupa npu [otpebutena-Cbhagaten, OTrOBOPHOCT 3a
Cb3gaBaHe Ha NpeHocuMM codbTyepeH TokbH nma NoTpebutens-CbwagaTen.

Honycka ce Cb3gatenar p[a uM3non3ea XxapayepeH TOKbH, cbBMmecTum ¢ B-Trust
NHdpacTpykTypaTa Ha [locTaBuMKa 3a reHepupaHe M CbXxpaHsiBaHe Ha ABoMkaTa K4voBe 3a
KYYETlleuar.

KYYETlleuat He ce nogHoBsiBa, [MoTpebutensar-Cb3gaten Mmoxe aga 3aseu nped JocTaBumka aa
n3pane Hoeo KYYElevaT c HoBa ABoOMKa Kto4oBe.

[ocTaBunkbT 3anas3Ba nNpaBo MNpyv HeobxooMMOCT Aa Ao0aBsA AOMbAHUTENHWM aTpPUBYTU KbM
KYYElleuyaTt Ha ropuanyecko nuue.

1.4 KY 3a oonaueH YEleuaT

1.

KYYElNeuat ce u3gaBa camo Ha topuandecko nuue - Cb3gaTten Ha nedat M Cnyxu ga
aBTeHTUUUMPA M3TOYHMKA W UHTErpuTeTa Ha LaHHUTE WNU ENEKTPOHHUTE W3ABMEHUS U
Bpb3kaTa Ha Cb3gaTtens ¢ nybnuyHmsa my K.

3a u3gaBaHeTo Ha TOBa YAOCTOBEpPEHME ce M3nCkBa NnYHO npucbeTeue npeg PO/MPC  Ha
Cobspatensa wnM  yNbfHOMOLWEHO OT Hero nuue 3a [MpoBepka Ha  CaMOSIMYHOCT.
YaocTtoBepsiBaHETO Ha NMYHOCTTa Ha Cb3gaTens MoXe [a ce M3BbpLUM U Ypes3 CpedcTBo 3a
eNeKTpoHHa/oTaane4YyeHa naeHTudukaums.
Mpouenypata No naeHTMdUKaLma BKNOYBa NpeacTaBaHe Ha JoKasaTenicTBa 3a CaMoSIMYHOCTTa
Ha Cb3gaTtens uanyecko nuue, AokasaTencTBo, Ye MO BpemMe Ha WUCKaHeTo 3a u3gaBaHe
IOPUANYECKOTO NKLE ChbLLeCcTBYBa U, Ye Cb3gaTtens om3n4ecko nuue e nony4vmn paspeLleHne ga
npeacTaBnsiBa PUANYECKOTO NMLE, KaKTO U TAXHaTa NPOBEpPKa.
lMpoBepkaTa Ha uckaHeTo 3a m3gaBaHe Ha O6nadeH YEleuat ce u3BbpliBa MO peda Ha
NPeaxogHNTE TOYKM M OCUrypsiBa HaW-BUCOKO HMBO Ha CUFYPHOCT MO OTHOLUEHWe Ha
naeHTnYHocTTa Ha Cb3gaTtens u Bpb3kata My C Ny6GnNu4HMS Koy,
B nckaHeTo 3a n3gasaHe Ha ObnaveH YEleyaT moxe ga ce nocousa n hU3NYECKOTO NnLe, KOETO
Cb3pgatena e ynbnHOMOWMN fa ro npeactaensea. [lpoBepsiBa ce M CaMONUYHOCTTA U Ha
hm3n4eckoTo nuue.
YacTHuAT KoY 3a cb3gaeaHe Ha KY 3a obnadveH YEleuaT e curypHo 3awuTeH B nnatgopmara
3a obnayveH KEI ype3 yTBbpAeHN KpunTorpadCkm CXemMmn C eKBMBANEHTHO HMBO Ha CUMYPHOCT,
cboTBeTCTBaLLO 3a B-Trust QSCD yctponcTtso.
N3papeHoTo KY 3a obnadeH YEleuwaT He ce npegoctaBs Ha Cb3gartens, a ce nybnukysa B
My6nuyHua pernctbp Ha [JocTaB4ymka U € AOCTBMNHO 3a NpoBepKa Ha BanngHOCT
[ocTaBunkbT 3anas3Ba npaBo MNpyv HeobxooMMOCT Aa [obaBA AOMbAHUTENHWM aTpPUBYTU KbM
O6nadeH YEleyaT Ha ropnanyecko nuue.

1.5 WpeHTtudmkatopmn Ha NMNonutukara

1.5.1 MepcoHanHo KYYEI - o603HavYeHne Ha MonuTtukara

1.

[ocTaBunkbT nogabpxka v npunara obuwa nonuTtuka, obosHadveHa B [lepcoHanHo KYYEI c
naeHtTndukaTop Ha Tekywarta nonutmuka O.1.D. = 1.3.6.1.4.1.15862.1.7.1.1, KOATO CbOTBETCTBA
Ha nonutuka ,QCP-n“ (OID 0.4.0.194112.1.0) no ETSI EN 319 411-2.

HocTtaBunkbT gonbnHuTenHo BnuceBa B [lepcoHanHo KYYEI nonutuka ,qcp-publict (O.1.D. =
0.4.0.1456.1.2) no ETSI EN 101 456, ¢ koeTo 0603Ha4aBa, Ye YaCTHWUS KIOY HE € reHepupaH, He
ce cbxpaHsiBa 1 He ce nanonaea B QSCD.

HocTtaeunkbT BNncea B [NepcoHanHo KYYE B atpubyTta ,,Qualified Statements" ngeHtudumkatop
.id-etsi-qcs-QcCompliance “ (OID=0.4.0.1862.1.1), ¢ koeTo 0603Ha4YaBa, Ye yaOoCTOBEPEHNETO €
KBanuduumpaHo.
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4.

HocTtaBunkbT Bnucea B nepcoHanHoTo KYYEN B arpubyta ,Qualified Statements”
noeHtndukatop id-etsi-qcs-QcType” (OID=0.4.0.1862.1.6), cbC cToMHOCT ,id-etsi-qct-esign”
(0id=0.4.0.1862.1.6.1), ¢ koeTo 0603Ha4YaBa, Ye yaOCTOBEPEHMETO CE U3MOM3Ba 3a nosfiaraHe Ha
YCbBBbPLUEHCTBAH €MEeKTPOHEH NoAanuC.

HoctaBunkbT Bnucea B [lepcoHanHo KYYEMN B atpubyta ,Qualified Statements”
noeHtndpukatop id-etsi-qcs-QcPDS” (OID=0.4.0.1862.1.5) cbc cTOMHOCT 0bo3Ha4aBalla
agpeca, Ha konTo e nybnukysaHa B-Trust ,[y6nuyHa deknapauma” (Disclosure Statements) Ha
[ocTtaB4uka.

1.5.2 lMpodpecnonanHo KYYEI — o603HauveHne Ha NMonutukara

1.

[ocTaBunkbT Nogaobpka 1 npunara obua nonutuka, obosHaveHa B [NpodecrnoHanHoTo KYYET
Ha U3nYECKO NnLe, acoLumMmMpaHo C PUANYECKO N1LE, C AEHTUdMKATOP Ha TeKyLaTa nonuTnka
O..D. = 1.3.6.1.4.1.15862.1.7.1.2, koATO cCbOTBETCTBA Ha nonutnka ,QCP-n“ (OID
0.4.0.194112.1.0) no ETSI EN 319 411-2.

HocTtaBunkbT gonbriHuTENHO BnNucea B MNMpodecnonanHo KYYET nonutuka ,qcp-public (O.1.D. =
0.4.0.1456.1.2) no ETSI EN 101 456, c koeTo o603Ha4yaBa, Y€ YaCTHUSA KoY HE e FeHepupaH, He
ce cbxpaHsiBa 1 He ce n3nonsea B QSCD.

HoctaunkbT Bnmncea B [MpodecnonanHoto KYYEI B atpubyta ,Qualified Statements”
noeHtndukartop ,id-etsi-qcs-QcCompliance “ (OID=0.4.0.1862.1.1), ¢ koeTto obo3HayaBa, 4e
yAOCTOBEPEHNETO € KBanMuuupaHo.

HocTtaBunkbT BnMcBa B npodgecnoHanHoto KYYEI B artpubyta ,Qualified Statements”
naeHtndgukaTop ,id-etsi-qcs-QcType” (0OID=0.4.0.1862.1.6), cbc cTomHoOCT ,id-etsi-qct-esign”
(0id=0.4.0.1862.1.6.1), ¢ koeTo 0603Ha4aBa, Ye yaOCTOBEPEHNETO CE U3MNON3Ba 3a nosiaraHe Ha
YCbBBbPLUEHCTBAH €NeKTPOHEH Noannc

HoctaunkbT Bnucea B [lpodecuonanHo KYYEN B aTtpubyta ,Qualified Statements"
naoeHtndukatop id-etsi-qcs-QcPDS” (0OID=0.4.0.1862.1.5) cbCc cTOMHOCT 0OO03Ha4aBalla
agpeca, Ha KonTo e nybonukyeaHa B-Trust ,[Ty6nununa Oeknapaumsa” (Disclosure Statements) Ha
JocTtaBuuka.

1.5.3 KYYENeuat/ O6nayeH KYYEMNeuaT — o603HauyeHue Ha Monutukarta

1.

JocTaBunkbT nogabpxa 1 npunara obula nonutuka, obosHavyeHa B KYYEle4yaTt Ha topuamyecko
nuue ¢ mnageHtudpukatop Ha Tekywata nonutuka O.1.D. = 1.3.6.1.4.1.15862.1.7.1.3, kosATO
cboTBeTcTBa Ha nonutuka QCP-| (OID=0.4.0.194112.1.1) no ETSI EN 319 411-2.

HoctaBunkbT pgonbnHutenHo Bnmcea B KYKElewar nonuntmka ,qcp-public” (O.1.D. =
0.4.0.1456.1.2) no ETSI EN 101 456, c koeTo 0603Ha4aBa, Ye YaCTHWUS KINoY HE € reHepupaH, He
Ce CbXxpaHsiBa 1 He ce uanonaea Bbpxy QSCD.

HoctaBunkbT Bnvcea B KYYEleyvat B atpmnbyTa ,Qualified Statements" ugeHTudpmkatop ,id-etsi-
gcs-QcCompliance” (OID=0.4.0.1862.1.1), ¢ koeTo o06O3Ha4yaBa, Y€ YAOCTOBEPEHWETO €
KBanuuumnpaHo.

HoctaBunkbT Bnvcea B KYYEleyvat B atpubyta ,Qualified Statements" ngeHtudpmkartop ,id-etsi-
qcs-QcType” (OID=0.4.0.1862.1.6), cbCc cTOMHOCT ,id-etsi-qct-esign” (0id=0.4.0.1862.1.6.2), ¢
koeTo obo3HayaBa, 4Ye YOOCTOBEPEHMETO Ce W3MNon3Ba 3a fosflaraHe Ha YCbBbPLUEHCTBAH
€reKTPOHEH neyar.

HoctaBunkbT Bnvcea B KYYEleuat B atpmnbyTa ,Qualified Statements" ungeHTudpukatop ,id-etsi-
gcs-QcPDS” (OID=0.4.0.1862.1.5) cbc cTOMHOCT oOOO3HaYaBalla agpeca, Ha KOWUTO e
nybnukysaHa B-Trust ,[ly6nuunHa Oeknapauus” (Disclosure Statements) Ha [locTaBumka.

1.6 [lpeaHa3HayvyeHMe M NPUTOKMMOCT Ha YOOCTOBEPEHUATA
1.6.1 MepcoHanHo KYYEN

1.

2.

MepconanHo KYYEI Ha cmsmyecko nuue moxe ga ce uanonaea npu cb3gaBaHe Ha YEI ot
HPM3NYECKOTO NKLLE MOCOYEHO KAaTO TUTYNAP B YAOCTOBEPEHNETO, KbM E€NEKTPOHHN OOKYMEHTU U
B NMPUNOXEHUS, KOUTO N3UCKBAT 3HAYUTENHO HUBO Ha MHPOPMALMOHHA CUTYPHOCT.

Ovmkuma rpwka Ha [osepsiBawara ce CTpaHa € aa MnpoBepu npeaHasHayYeHMeTo WU
NPUIOXKMMOCTTA Ha YOOCTOBEPEHNETO U COPTYEPHUTE MPUIOXKEHUS!, C KOUTO CE Cb3adaBa U
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npoBepsiBa MNognuca, KoraTo ce [oOBepsiBa Ha enekTPOHHWS MNOoANUC, MpuapyXeH OT ToBa
yOOCTOBEpPEHME.

[oBepsBawarta ce cTpaHa cnegsa fda npoeepu B [lepcoHanHo KYYEIN ob6osHayeHaTa
nonutukata, npunoxuma KbM ToBa yaoctoBepeHue (aTpubyTt "Certificate Policy") un
npegHasHa4YeHNeTo U OrpaHUYeHusiTa Ha [OeWCTBMETO Ha YOOCTOBEPEHMEeTO, OnucaHu B
atpubytnte "Key Usage" n "Extended Key Usage", npegu ga ce QoBepu Ha MOMOXEHUs
eneKTPOHEeH nognuc.

MepconanHo KYYETI Hama 3HayeHneTo Ha caMOopbyeH NOoANUC CNPAMO BCUYKM MO CMUCHIIA Ha
PernameHTt 910/2014 r. n Ha 4n.13 Ha SEAEYY n ngeHtuduumpa nuueto kato Tutynsap Ha YETI.
MepconanHo KYYEI moxe ga ce nsnonssa owe npu 3awuTeHo U KpUNTMpaHo usnpallaHe Ha
€ITeKTPOHHN CHOOLLEHMA U 3aLLUUTEHN U KPUNTUPAHU KOMYHUKaLUKW, JOCTBM A0 MHGOPMaUUa m
OHNaWH TPaH3aKLMN N3UCKBALLM 3HAYUTENTHO HMBO HA CUFYPHOCT.

1.6.2 [podpecnonanHo KYYEN

1.

MpodecuonanHo KYYEI Ha dusnyecko nuue, acoummpaHo € HOPUANYECKO NMLEe MOXe Ada ce
nsnonsesa npu cb3gasaHe Ha YE[ oT @usnmyeckoto nvue nocoyeHo kato TuTynsp B
yOOCTOBEPEHNETO, KbM €MNEKTPOHHMN AOKYMEHTU N B NPUNOXEHUS, KOUTO U3UCKBAT 3HAYMTENHO
HMBO Ha MH(OPMAaLMOHHA CUTYPHOCT.

Obmknva rpmxka Ha [JoBepsiBawata ce cTpaHa € p[a npoBepu npegHasHayeHneTo U
NPUAOXMMOCTTa Ha YAOCTOBEPEHNETO U COPTYEPHUTE MPUMIOXKEHMS, C KOUTO Ce Cb3adasa U
npoBepsBa MoAnuca, Korato Cce [OBepsiBa Ha EeNieKTPOHHUA nognuc, npuapyXxeH OT ToBa
yOOCTOBEpPEHME.

[oBepsiBawara ce cTtpaHa crneasa ga nposepu B lNpodecnonanHoTo KYYEI obo3HadeHaTa
nonutukaTa, npunoxuma KbM ToBa ygoctoBepeHue (aTpubyTt "Certificate Policy") un
npeaHasHa4yeHMeTo W OrpaHWYeHusiTa Ha [OEeUCTBMEeTO Ha YAOCTOBEPEHWETO, OnucaHu B
aTpnbytnte "Key Usage" n "Extended Key Usage", npean Oa ce OoBepu Ha MOMOXEHUS
erieKTpOHEH Noanuc.

MNpodecnonanHo KYYEI HAMa 3Ha4eHMETO Ha CaMOpbYEH NOAMNNC CNPSIMO BCUYKM MO CMUCHNA
Ha PernameHT 910/2014 r. n Ha un.13 Ha SEAEYY v ngentudpmumpa MNMotpebutens kato Tutynsp
Ha YETII.

MNpogecnonanHo KYYEI moxe ga ce n3nonsea owle npu 3awmuTeHo U KPUNTUPaHO mManpallaHe
Ha eneKTPOHHU CbOOLLIEHNA M 3aLLMUTEHN U KpUNTUPAHM KOMYHUKaLMK, [OCTBbN 40 UHopMaLums n
OHIanH TpaH3aKUUN N3UCKBALLM 3HAYUTESTHO HMBO HA CUTYPHOCT.

1.6.3 KYYEMNeuar

1.

KYYETleuat Ha topugndecko nuue ce uanonsea npu cb3gaBaHe Ha YEleuyat ot Cvb3patens
MOCOYEH B YOOCTOBEPEHMETO KbM E€MEKTPOHHU OOKYMEHTU U B €NEKTPOHHU TpaH3aKLMK, KOUTO
N3NCKBaAT 3HAYNTENHO HMBO Ha MHCPOPMALIMOHHA CUTYPHOCT.

B cvotBeTcTBME C¢ PernameHT 910/2014 EC, KYYEleuat He crneasa ga ce uanonssa v npunara
KaTo eneKkTpoHeH nognuc Ha topuandecko nuue. KYYEleyaT cnyxm camo ga aBTeHTUdMUMpa
N3TOYHMKA N MHTErpMTEeTa Ha NOANeYaTeHN eNeKTPOHHM JOKYMEHTU/U3ABNEHNS (OT ,,eNTIEKTPOHEH"
oduc/opraHmnsaumnd). KoraTto 3a pageHa TpaH3akuus ce U3NCKBA EereKTPOHeH Moanmc Ha
IopuaMyecko nuue, KBannuUUMPaHUAT UMW  YCbBbLPLUEHCTBAHUAT E€NEeKTPOHEH MoAnnc Ha
YMb/HOMOLLEHUS NPEACTAaBUTEN Ha HOPUANYECKOTO NMLE Ce NpuemMa paBHOCTOMHO.

Obmkuma rpwka Ha [oBepsiBalwlaTta ce CcTpaHa € [da npoBepu npeaHasHadeHneTo W
NPUNOXMMOCTTa Ha YOOCTOBEPEHNETO U COPTYEPHUTE MPUITOXKEHUSI, C KOUTO CE Cb3daBa U
npoBepsiBa nevara, Korato ce goBepsBa Ha KBanuduuupaH enekTpoHeH neyat, NpuapyXeH oT
TOBa y4OCTOBEPEHME.

[oBepsiBawaTta ce cTpaHa cnegea ga npoeepu B KYYEleyar oGo3HayeHaTa nonurtukaTa,
npunoxmma KbMm ToBa ygoctoBepeHue (atpmbyT "Certificate Policy") n npegHasHadeHneTo u
orpaHuMyeHusTa Ha OEWCTBMETO Ha yOOCTOBEpPEHMETO, onucaHum B atpubyTtute "Key Usage",
"Extended Key Usage", n ,Qualified Statements" npegun aa ce noBepu Ha NONOXEHUSI ENEKTPOHEH
neyar.

OcBeH npu yaoCTOBEPSIBAHETO Ha ABTEHTUYHOCTTA Ha LOKYMEHTWU, M3gafdeH OT HpUan4ecko
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nvue, enekTpoHHMTE neYaT MoraT Aa ce U3ron3saT 3a YA0CTOBEpPsIBAaHE Ha aBTEHTUYHOCTTA Ha
LUMGPOBUTE aKTUBM Ha IOPUANYECKO NnLe, KaTo COTYEPEH KOA UMW CbPBBHPMU.

1.7 OrpaHunyeHMe Ha yAOCTOBEpPUTENTHOTO AenUCTBUe

1.

wnN

Ako KY ce nsgasa ¢ orpaHudeHne Ha ygoCToBEPUTENHOTO AencTBume, MNpakTukaTta Ha [JocTaBumnka
Aornycka Aa ce BNucea B y4OCTOBEPEHNETO OrpaHMYeHMe NO OTHOLLEHNE Ha Lenu unm CTOMHOCT
Ha caenkn mexay MNMotpebutenn n [loBepsBalim ce CTpaHu Npy U3nonsBaHe Ha KBanuduuupaH
eNeKTPoHEeH nognuc/neyar.

[ocTaBuMKbLT 3agbIDKUTENHO n3nonssa pekeuant "Qualified Statements” B KY.
OrpaHnunTenHoTo AencTBME Ha n3gaaeHu KY no oTHOWEHWE Ha CTOMHOCTTA Ha cOENKUTE, KOUTO
MoTpebutenute ckniovBaT NOCPEACTBOM W3MNOM3BaHE Ha €NeKTPOHEeH noAanuc, ce cbrnacysBa
MeXay TsX 1 Bcsika [loBepsiBalla ce CTpaHa U e N3BbH 00xBaTa Ha HaCTOALLMS LOKYMEHT.

B cvoTtBetcTBMe ¢ PernameHt 910/2014 EC, KY 3a KElleuyat He cneaBa ga ce v3nonaea U
npunara kato enekTpoHeH nognuc Ha topuamdecko nuue. KY 3a KElleuwat cnyxm camo fa
aBTeHTUMUMPA WU3TOYHMKA W WMHTErpuTeTa Ha aBTOMATUYHO noAaneyaTeHn eneKkTPOHHU
AOKYMEHTW/M3ABNeHns (,eNeKTpoHeH” oduc/opraHnsaums).

1.8 Ynortpeba Ha yaocToBepeHUsi U3BLH NPUIIOXKHOTO MoJsie U orpaHu4YeHusTa

1.

Korato [lMoTtpebuten wunu [doBepsiBawla ce cTpaHa wu3non3eaTr U ce goBepsieaT Ha KY ¢
npegHasHadeHne, pasnnMyHo OT ykasaHute B peksumsntn "Key Usage", "Extended Key Usage",
,Certificate Policy" nnn ,Qualified Statements", oTroBopHOCTTa € n3uano TAXHa U He aHraxupa c
OTroBOPHOCT [locTaB4YMKa NO HUKAKbB HA4MH.

1.9 YnpaBneHue Ha lNMonutukata Ha [locTaBYmMKa

1.

2.

Monutukata Ha [JocTaBymKka (TO3U OOKYMEHT) NOASfexu Ha agMUHUCTPATUBHO ynpaBreHue U
KOHTpon oT cTpaHa Ha CbBeTa Ha gupektopute Ha ,BOPUKA” ALl

[donyckaT ce nNpomeHu, pefakumMm U OOMbIIHEHMSA, KOUTO He 3acsaraT npasBaTa U 3agbiiKeHus,
npovsTU4aLyn oT TO3M AOKYMEHT U CTaHAapTHUA JoroBop Mexay [octasuuka u MNMotpebutenunte
cnepd cbrnacyBaHe u yTBbpxaasaHe oT CbBeTa Ha aAvpekTtopuTe.

Bcska npeacrtaBeHa n ogobpeHa HoBa Bepcus Unu pefakums Ha To3n JOKYMeHT He3abaBHO ce
nybnukyBa Ha canta Ha [JoctaBuuka.

KomeHTapw, 3anMTBaHus 1 passiCHEHMS MO TO3M JOKYMEHT MoraT Aa ce OTnpaBsaT Ha:

e eneKTPOHEH agpec Ha YaocToBepsBaly opraH: info@b-trust.org;

e efleKTpoHeH agpec Ha [JocTtaB4uka: info@borica.bg;
e Ten.: 0700 199 10.

2 NMPOPUIIN HA YOOCTOBEPEHUATA

2.1 Mpodun Ha MNepcoHanHo KYYEI

1.

HoctaBunkbT mspasa lMepcoHanHo KYYEN Ha dmsundecko nuue (B-Trust Personal qualified
certificate AES) ¢ noco4eHunsa no-gony npodcpwmn:

Mone ATpubyTtn 3HauyeHune/CTonHOCT

Version - V3

Serial number - [serial number]

Signature - Sha256RSA

algorithm

Signature hash - Sha256

algorithm

Issuer CN = B-Trust Operational Advanced CA
Oou = B-Trust
0= BORICA AD
Organizationldentifier(2.5.4.97 INTRBG-201230426
) -
C= BG

Validity from - [Ha4ano Ha nepuoaa Ha BanuaHOCT]
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Validity to - [Kpan Ha nepuoga Ha BanngHocT]
Subject CN = [O6uyaiiHo nme: N3bpaHo OT dm3nyeckoTo nuue nme. Ako He e
n3bpaHo, ce BNMCBa MbIIHOTO MME Ha PU3NYECKOTO numue]
= [CobcTBEHO MME Ha DU3NYECKOTO NKLEe Cnopes AOKYMEHT 3a
camonnyHocT]
SN = [®PamnnHo nme Ha pmanyeckoTo nuue cnopes JOKYMEHT 3a
caMonmyHocT]
SERIALNUMBER = [MpeHTudmkaTop Ha dunsmyeckoTo nuue.
e  3a 6bnrapcku rpaxkgaHuH - eQvH OT CregHuTe:
o PNOBG-XXXXXXXXXX 3a EMH
o PASSBG-XXXXXXXX 3a HoMep Ha nacnopt
o IDCBG-XXXXXXXXX 3a HOMep Ha Nnu4yHa
KapTa
o TINBG-XXXXXXXXX 3a OOC Homep Ha
ursmyecko nuue
o PEBG-XXXXXXXXXX 3a nuyeH HoMep Ha
yyxaeHeLl
o BT:BG-XXXXXXXXXX 3a HOMep Ha
duanyecko nuue, usgageH ot B-Trust YO
e  3a 4vyxOecTpaHHO nuue — €4uH OT CriefHuTe:
o PNOYY- XXXXXXXXXX 3a HaumoHaneH
NNYEeH HoMep
o PASSYY- XXXXXXXX 3a Homep Ha nacnopTt
o IDCYY- XXXXXXXXX 3a HaunoHaneH Homep
Ha NM4Ha KkapTa
kbaeTo YY e oBybykBeH ko Ha AbpxaBaTa Ha
duanyeckoTo nuue cnopeg ISO 3166
]
E= [Mmenn agpec]
C= BG
Public key - RSA(2048 bits)
Subject Key Identifier |- xeL Ha ,Public key"]
Authority Key Identifier |KeyID = xeL Ha ,Public key " Ha ,Issuer”]
Issuer Alternative URL = http://www.b-trust.org
Name
Basic Constraints Subject Type = End Entity
Path length Constraint = None

Certificate Policy

[1] Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.7.1.1
[1,1]Policy Qualifier Info:
Policy Qualifier ID=CPS
Qualifier:
http://www.b-trust.org/documents/cps
[2] Certificate Policy:
Policy Identifier=0.4.0.1456.1.2
[3] Certificate Policy:
Policy identifier=0.4.0.194112.1.0

Enhanced Key Usage

Client Authentication, Secure Email

CRL Distribution Points

[1] CRL Distribution Point

Distribution Point Name:
Full Name:
URL= http://crl.b-trust.org/repository/B-
TrustOperational ACA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0n-line Certificate Status Protocol
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustOperational ACAOCSP.cer

Key Usage (critical)

Digital Signature, Key Encipherment
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Qualified Certificate
Statement:

Qualified Statement

id-qcs-pkixQCSyntax- v2
(0id=1.3.6.1.5.5.7.11. 2)

id-etsi-qcs-semanticsld-
Natural
(0id=0.4.0.194121.1.0)

id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)

id-etsi-qcs-QcType
(0id=0.4.0.1862.1.6)

id-etsi-qct-esign
(0id=0.4.0.1862.1.6.1)

PdsLocations
PdsLocation=https://www.b-
trust.org/documents/pds/pds_e
n.pdf

language=en

id-etsi-qcs-QcPDS
(0id=0.4.0.1862.1.5)

2.2 Tpodun Ha MNpocecnonanHo KYYE
1.

HocTtaBunkbT nsgaea MNpodecuonanyo KYYEN Ha dunanyecko nuue, acoummpaHo ¢ ipuagmyecko

nuue (B-Trust Professional qualified certificate AES) ¢ nocoueHus no-gony npodwun:

Mone ATpubyTHn 3HauyeHune/CTonmHOCT
Version - V3
Serial number - [serial number]
Signature - Sha256RSA
algorithm
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Operational Advanced CA
Oou = B-Trust
O= BORICA AD
Organizationldentifier(2.5.4.97 INTRBG-201230426
)=
C= BG
Validity from - Havano Ha nepuoga Ha BanugHocT]
Validity to - Kpai Ha nepuoga Ha BanngHocT]
Subject CN = [O6BuyaiiHo nve: N3bpaHo OT PU3NYECKOTO NuLe nme. AKO He e
n3bpaHo, ce BNUCBa MbIIHOTO UME Ha (PU3NYECKOTO Nunue]
= [CobcTBEHO MME Ha U3MYECKOTO NuLe cnopea AOKYMEHT 3a
CamMOnn4yHocT]
SN = [®amnnHo nme Ha hranyeckoTo nuLe cnopes AOKYMEHT 3a
CamMOnn4yHocT]
SERIALNUMBER = [MoeHTudumkaTop Ha hu3nN4eckoTo nuue.
e  3a Gbnrapcku rpaxxaaHuH - eQuH OT CrieHuTe:
o PNOBG-XXXXXXXXXX 3a EMH
o PASSBG-XXXXXXXX 3a Homep Ha nacnopt
o IDCBG-XXXXXXXXX 3a HOMep Ha Nu4yHa
KapTa
o TINBG-XXXXXXXXX 3a OOC Homep Ha
duanyecko nuue
o PEBG-XXXXXXXXXX 3a nnueH HoMep Ha
yyxxaeHew,
o BT:BG-XXXXXXXXXX 3a Homep Ha
duanyecko nuue, usgageH ot B-Trust YO
e  3a yyxgecTpaHHO Nn1ue — €4WH OT CriegHUTE:
o PNOYY- XXXXXXXXXX 3a HaumoHaneH
NN4eH Homep
o PASSYY- XXXXXXXX 3a Homep Ha nacnopTt
o IDCYY- XXXXXXXXX 3a HauuoHaneH Homep
Ha Nu4yHa kapTa
kbaeTo YY e AByOykBeH KoA Ha ObpKaBaTa Ha
duanueckoTto nuue cnopeg ISO 3166
]
E= [Mmenn agpec]
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NOJINTUKA NPU NPEAOCTABAHE HA KBAITUOPULIMPAHU YOOCTOBEPEHUA
3A YCBBBPLUEHCTBAH EJIEKTPOHEH NOAMUC/MEYAT

C= BG
Public key - RSA(2048 bits)
Subject Key Identifier |- xeL Ha ,Public key"]
Authority Key Identifier |KeyID = xeL Ha ,Public key " Ha ,Issuer”]
Issuer Alternative URL = http://www.b-trust.org
Name
Basic Constraints Subject Type = End Entity
Path length Constraint = None

Certificate Policy

[1] Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.7.1.2
[1,1]Policy Qualifier Info:
Policy Qualifier ID=CPS
Qualifier:
http://www.b-trust.org/documents/cps
[2] Certificate Policy:
Policy Identifier=0.4.0.1456.1.2
[3] Certificate Policy:
Policy identifier=0.4.0.194112.1.0

Enhanced Key Usage

Client Authentication, Secure Email

CRL Distribution Points

[1] CRL Distribution Point

Distribution Point Name:
Full Name:
URL= http://crl.b-trust.org/repository/B-
TrustOperational ACA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0On-line Certificate Status Protocol
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustOperational ACAOCSP.cer

Key Usage (critical)

Digital Signature, Key Encipherment

Qualified Statement

Qualified Certificate
Statement:

id-qcs-pkixQCSyntax- v2  |id-etsi-gcs-semanticsld-
(0id=1.3.6.1.5.5.7.11. 2)  [Natural
(0id=0.4.0.194121.1.1)

id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)

id-etsi-qcs-QcType
(0id=0.4.0.1862.1.6)

id-etsi-qct-esign
(0id=0.4.0.1862.1.6.1)

id-etsi-qcs-QcPDS
(0id=0.4.0.1862.1.5)

PdsLocations
PdsLocation=https://www.b-
trust.org/documents/pds/pds_e
n.pdf

language=en

2.3 TlMpodcdun Ha KYYEMNeuaTt/ O6naveH KYYEleuar

1. [NoctaBumkbT wmsgaea KYYElMeuat (B-Trust legal qualified certificate AESeal/CAESeal)
NoCoYeHnsa No-aony Npogus:

Mone ATpubytmn 3Ha4yeHue/CToMHOCT
Version - V3
Serial number - [serial number]
Signature - Sha256RSA
algorithm
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Operational Advanced CA
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ou-= B-Trust
O= BORICA AD
Organizationldentifier(2.5.4.97 [INTRBG-201230426
) -
C= BG
Validity from - [Havano Ha nepvoga Ha BanugHocT]
Validity to - [Kpan Ha nepvoga Ha BanngHocT]
Subject CN = [HanmeHoBaHue Ha Cb3gaTens (O6uvanHo nme)]
o= [HanmeHoBaHue Ha Cbw3gaTens (OpraHusaums unm topmuauyecko
nuue)l
2.5497= [WpeHTudumkatop Ha Cb3paTtens. EQuH ot cnegHuTe:
(organizationldentifier) o VATBG-XXXXXXXXX — 3a 1C Homep
o NTRBG-XXXXXXXXX — 3a EUK (BYJICTAT)
]
E= [Mmenn agpec]
C= BG unu YY
kbaeTo YY e aBybykBeH ko Ha Abpxaata cropep 1ISO 3166,
KbOETO € pernctpupaH Cvagartens
Public key - RSA(2048 bits)
Subject Key Identifier |- [xew Ha ,Public key"]
Authority Key Identifier |KeyID = [xew Ha ,Public key" Ha ,Issuer]
Issuer Alternative URL = http://www.b-trust.org
Name
Basic Constraints Subject Type = End Entity
Path length Constraint = None

Certificate Policy

[1] Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.7.1.3
[1,1]Policy Qualifier Info:
Policy Qualifier ID=CPS
Qualifier:
http://www.b-trust.org/documents/cps
[2] Certificate Policy:
Policy Identifier=0.4.0.1456.1.2
[3] Certificate Policy:
Policy Identifier=0.4.0.194112.1.1

Enhanced Key Usage

Client Authentication, Secure Email, Code Signing

CRL Distribution Points

[1] CRL Distribution Point

Distribution Point Name:
Full Name:
URL= http://crl.b-trust.org/repository/B-
TrustOperationalACA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0On-line Certificate Status Protocol
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustOperational ACAOCSP.cer

Key Usage (critical)

Digital Signature, Key Encipherment

Qualified Statement

Qualified Certificate
Statement:

id-qcs-pkixQCSyntax- |id-etsi-qcs-Semanticsld-Legal
v2 (0id=0.4.0.194121.1.2)
(0id=1.3.6.1.5.5.7.11.
2)

id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)

id-etsi-qcs-QcType
(0id=0.4.0.1862.1.6)

id-etsi-qct-eseal (0id=0.4.0.1862.1.6.2)

id-etsi-qcs-QcPDS
(0id=0.4.0.1862.1.5)

PdsLocations
PdsLocation=https://www.b-
trust.org/documents/pds/pds_en.pdf
language=en
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3 3AOBIMKEHUE 3A NYBJIIMKYBAHE U BOOEHE HA PETUCTBP

3.1 Tly6nuueH Peructbp

CobrnacHo T.2.1 OT akTyanHa Bepcusi Ha pAokymeHTa [lpakTvka npu npegocTaBsHe Ha
KBanuduumnpaHn ygoctoBepeHust u ksanuduumpaHu yooctoseputendu yenyrm ot ,6OPUKA® ALl (B-
Trust CPS-elDAS).

3.2 y6nu4yHo XpaHuUNuLLie Ha AOKYMEHTHU

CobrnacHo T.2.1 OT aKkTyanHa Bepcust Ha [JokymeHTa llpakTuka npu npegoctaBaHE Ha
KBanuuunpaHn yaoctoBepeHust 1 ksanuduuupanu ygoctoseputeniu yenyrm ot ,6OPUKA* ALl
(B-Trust CPS-eIDAS).

3.3 My6bnukyBaHe Ha MH¢popMaLMA 3a yAOCTOBEpPEeHUATa

CobrnacHo T.2.1 OT aKkTyanHa Bepcusi Ha AokymeHTa [lpakTvka npu npeaocTaBsHe Ha
KBanuduumnpaHn ygoctoBepeHust n ksanuduumpaHu ygoctoseputendu yenyrm ot ,6OPUKA* ALl (B-
Trust CPS-elDAS).

3.4 YectoTa Ha nyb6nukyBaHe

CobrnacHo T.2.1 OT aKkTyanHa Bepcusi Ha AokymeHTa [lpakTvka npu npeaocTaBsHe Ha
KBanuduunpaHm yaocToBepeHnst 1 ksanuduunpaHm yaoctoseputentu ycnyrm ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).

3.5 [octbn oo Perncrbpa 1 A0 XpaHUNULLETO

CobrnacHo T.2.1 OT akTyanHa Bepcusi Ha AokymeHTa ,[lpakTvka npu npeaocTaBsHe Ha
KBanvduunpaHm yaocToBepeHnst 1 KBanuduumnpaHm yaoctoseputentu ycnyrm ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).

4 WOAEHTUO®UKAUUA U ABTEHTUPUKALIUA

41 WmeHyBaHe

CovrnacHo T1.3.1 OT akTyanHa Bepcus Ha [JokyMeHTa [lpakTuka npu npegocTaBsiHE Ha
KBanvduunpaHm yaocToBepeHnst 1 kBanuduumnpaHdm yaoctoseputentu ycnyrm ot ,60PUKA* ALl (B-
Trust CPS-elDAS).

4.2 [lbpBOHaYanHa naeHTUUKaUMAa U yctaHoBsIBaHe Ha UAEHTUYHOCT

CovrnacHo T.3.2 OT akTyanHa Bepcus Ha [JokyMeHTa [lpakTuka npu npegocTaBsiHE Ha
KBanuduunpaHm yaocToBepeHnst 1 KBanuduumnpaHm yaoctoseputenHu ycnyrm ot ,60PUKA* ALl (B-
Trust CPS-elDAS).

4.3 WpeHTncpukauma um yctaHoBsABaHe Ha MAGHTUYHOCT NPU NOAHOBSABaHe

CobrnacHo Tasu Nonutuka, [JoOCTaBYMKBT HE MOOHOBSBA KBanuduuupaHu yoocToBepeHus 3a
YCbBbPLUEHCTBAH €enekTpoHeH nognuc/medat. Bwxk T1.3.3 OT akTyanHa Bepcus Ha [OOKYMEHTa
.[IpaKkTMka npu npegocTaBAHe Ha KBanUuUMpaHn YAOOCTOBEPEHMS U KBanuduumpaHm
yooctoBeputenHu ycnyrm ot ,6OPUKA® ALl (B-Trust CPS-elDAS).

4.4 WpeHnTndunkauma m aBTeHTUMKaLUA npm cnmpaHe

CobrnacHo T.3.4 OT aKkTyanHa Bepcusi Ha AokymeHTa ,[lpakTuka npu npegocTaBsHe Ha
KBanuduunpaHm yaocToBepeHnst n KsanuduumnpaHm yaoctoseputenHu ycnyrm ot ,60PUKA* ALl (B-
Trust CPS-elDAS).
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4.5 WpenTncdpukaumsa n aBTeHTUPUKaALUA Npu NnpeKkpaTaBaHe

CobrnacHo T1.3.5 OT akTyanHa Bepcus Ha pAokymeHTa [lpakTvka npu npeaocTaBsHe Ha
KBanuuumnpaHn ygoctoBepeHust u ksanuduumpaHu ygoctoseputenndu yenyrm ot ,6OPUKA* ALl (B-
Trust CPS-elDAS).

4.6 WpenTncdpukauma n aBTeHTUPUKaALUA NpU NpeKkpaTaABaHe

CobrnacHo T1.3.6 OT akTyanHa Bepcus Ha AokymeHTa [lpakTMka npu npeaocTaBsHe Ha
KBanuduunpaHm yaocToBepeHnst n KBanuduunpaHm yaoctoseputenHu yenyrm ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).

5 ONEPATUBHU USUCKBAHUA U NPOLIEAYPU

1. [ocTtaBuukbT, Ypes PO/MPC, B pamknte Ha ckntodeH [orosop 3a KYY, nanbnHsiBa crnegHute
onepaTtuBHU nNpouenypu 3a KYY, npunoxumu kbm KY ot Tasu MNonutuka:

pernctpaumsi Ha UCKaHe 3a U3gaBaHe;

0bpaboTka Ha nckaHe 3a u3gaBaHe;

n3gaBaHe;

npegaBaHe Ha U3ganeHo;

ynotpeba Ha gBonkarta knto4vose u KY;

cnnpaHe/Bb306HOBSIBaHE;

npekpaTtsiBaHe;

e cTaTyc Ha KY.

Tes3n onepateBHU Npoueaypy Ha [loctaBumka ca obwm 3a KYYEN n KYYElevar.

HocTtaBunkbT, Ypes PO/MPC, gonycka Motpebuten (Tutynsap/Cbwagaten) Aa npekpaTtu goroesopa
3a yOOCTOBEPUTENHN YCNYrn MeXay TAX.

w N

5.1 WckaHe 3a nsgaBaHe Ha yooCTOBepeHue

CobrnacHo T.4.1 OT aKkTyanHa Bepcus Ha AokymeHTa [lpakTvka npu npeaocTaBsHe Ha
KBanuduunpaHm yaocToBepeHnst n KBanuduunpaHm yaoctoseputenHu yenyrm ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).
5.2 T[poueaypa Ha usgaBaHe

CobrnacHo T. 4.2 OT akTyanHa Bepcusi Ha AokyMeHTa ,[lpakTvka npu npegocTtaBsiHE Ha
KBanuduunpaHm yaocToBepeHnst 1 kBanuduumnpaHm yaoctoseputentu ycnyrm ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).
5.3 WspaBaHe Ha yaocToBepeHue

CobrnacHo T.4.3 OT akTyanHa Bepcusi Ha AokymeHTa ,[lpakTuka npu npegocTaBsHe Ha
KBanuduunpaHm yaocToBepeHnst 1 KsanuduumnpaHdm yaoctoseputentu ycnyrm ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).
5.4 TpuemaHe n ny6nukyBaHe Ha yAOCTOBEpPEHUETO

CovrnacHo T.4.4 oOT akTyanHa Bepcuss Ha [JokymeHTa [lpaktuka npu npegocTaBsiHE Ha
KBanuduunpaHm yaocToBepeHust 1 ksanuduumnpaHm yaoctoseputentu ycnyrum ot ,60PUKA* ALl (B-
Trust CPS-elDAS).
5.5 Ynortpeba Ha AoBoMKaTa KIl0YOBE U Ha YAOCTOBEPEHUETO

CovrnacHo T.4.5 oOT akTyanHa Bepcus Ha [JokymeHTa [lpaktuka npu npegocTaBsiHE Ha
KBanuduumnpaHn ygoctoBepeHust u ksanudunumpaHu ygoctoseputenHu yenyrm ot ,6OPUKA® ALl (B-
Trust CPS-elDAS).

5.6 [lMogHoBsIBaHe Ha yaocTOBepeHue
CovrnacHo Tasu lMonuntuka, [JocTaBumMKbT HEe NogHOBSBa KBanuvduumpaHu ygoCTOBEpPEHUsT 3a
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YCbBbPLUEHCTBAH €feKTPoHeH noanuc/nedar. Bux T1.4.6 OT akTyanHa Bepcuss Ha [OOKYMeHTa
JfIpaKkTMka npu npegocTaBsAHe Ha KBanuuuMpaHun YyAOOCTOBEpPEHUs U KBanuduumpaHm
yooctoBeputenHu ycnyrm ot ,6OPUKA* ALl (B-Trust CPS-elDAS).
5.7 MoamsHa Ha ABOMKa Kpuntorpadgcku KnoyoBe B yAOCTOBEPEHUE

CobrnacHo T.4.7 OT aKkTyanHa Bepcusi Ha AokymeHTa [lpakTMka npu npegocTaBsHe Ha
KBanuduunpaHm yaocToBepeHnst 1 ksanuduumnpaHm yaoctoseputentu ycnyrm ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).
5.8 [lpomsaHa B yaocTtoBepeHue

CobrnacHo T.4.8 OT aKkTyanHa Bepcus Ha AokymeHTa ,[lpakTMka npu npeaocTaBsHe Ha
KBanuduunpaHm yaocToBepeHust 1 KBanuduumnpaHm yaoctoseputentu ycnyrm ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).
5.9 [pekpaTtsiBaHe n cnupaHe Ha yaocToBepeHue

CobrnacHo T1.4.9 oOT aKkTyanHa Bepcusi Ha AokymeHTa ,[lpakTuka npu npegocTaBsHe Ha
KBanuduumpaHm yaocToBepeHnst n kBanuduumnpaxdm yaoctoseputentu ycnyrm ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).
5.10 Ctatyc Ha yaocTtoBepeHue

CovrnacHo T1.4.10 OT aKkTyanHa Bepcust Ha AOKyMeHTa ,[lpakTvka npu npegoctaBsiHE Ha
KBanuduunpaHm yaocToBepeHnst n ksanuduunpaHm yaoctoseputenHu ycnyrm ot ,60PUKA* ALl (B-
Trust CPS-elDAS).
5.11 lMpekpaTsABaHe Ha AOroBOp 3a yAOCTOBEPUTESTHM YCNYrH

CovrnacHo T1.4.11 OT aKkTyanHa Bepcust Ha AOKyMeHTa ,[lpakTvka npu npegoctaBsiHE Ha
KBanuduunpaHm yaocToBepeHnst n ksanuduunpaHm yaoctoseputenHu ycnyrm ot ,60PUKA* ALl (B-
Trust CPS-elDAS).
5.12 Bb3cTtaHOBsIBaHe Ha Kno4yoBe

CovrnacHo T1.4.12 OT aKkTyanHa Bepcusi Ha AOKyMeHTa ,[lpakTvka npu npegoctaBsiHE Ha
KBanuuumnpaHn ygoctoBepeHust 1 ksanuduumpaHu ygoctoseputendu yenyrm ot ,6OPUKA® ALl (B-
Trust CPS-elDAS).

6 CPEOCTBA, YINPABJIEHUE U ONEPATUBEH KOHTPOI

6.1 ®unsun4eckum KoHTpon

CobrnacHo T1.5.1 OT aKkTyanHa Bepcusi Ha AokymeHTa ,[lpakTuka npu npegocTaBsHe Ha
KBanuduunpaHm yaocToBepeHnst 1 KBanuduumnpaHdm yaoctoseputentu ycnyrm ot ,60PUKA* ALl (B-
Trust CPS-elDAS).
6.2 [pouenypeH KOHTpoON

CobrnacHo T1.5.2 oT akTyanHa Bepcusi Ha AokymeHTa ,[lpakTvka npu npegocTaBsHe Ha
KBanuduumnpaHn ygoctoBepeHust n ksanuduumpaHu ygoctoseputendu yenyrm ot ,6OPUKA* ALl (B-
Trust CPS-elDAS).
6.3 Ksanudukauma n obyvyeHme Ha nepcoHan

CbrnacHo T1.5.3 OT akTyanHa Bepcusi Ha [oKymeHTa ,[lpaktvka npu npegoctaBsiHe Ha
KBanuuunpaHn ygoctoBepeHunst 1 ksanuduumpaHu ygoctoseputenHu yenyrm ot ,6OPUKA® ALl (B-
Trust CPS-elDAS).

6.4 W3rorBsiHe M noaAbpPXKaHe Ha XypHanu
CbrnacHo T1.5.4 ot adKTyaliHa BepCnd Ha [OOKyMeEHTa ,,npaKTVIKa npn npegocraBsdHe Ha
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KBanuduunpaHm yaocToBepeHnst n ksanuduumnpaxdm yaoctoseputenHu ycnyrm ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).
6.5 ApxuB 1 nogabpxKaHe Ha apxuBa

CovrnacHo T1.5.5 oT akTyanHa Bepcus Ha [JokymeHTa [lpaktuka npu npegocTaBsiHE Ha
KBanuduunpaHm yaocToBepeHnst 1 KBanuduumnpaHm yaoctoseputentu ycnyrum ot ,60PUKA* ALl (B-
Trust CPS-elDAS).
6.6 [lpomsaHa Ha Kno4

CobrnacHo T1.5.6 oT akTyanHa Bepcusi Ha AokymeHTa ,[lpakTuka npu npegocTaBsHe Ha
KBanuduunpaHm yaocToBepeHnst n KBanuduunpadm yaoctoseputentu ycnyrm ot ,60PUKA* ALl (B-
Trust CPS-elDAS).
6.7 KomnpomeTupaHe Ha KNO4YOBe U Bb3CTaHOBAABaHe crneg aBapum

CovrnacHo T1.5.7 OT akTyanHa Bepcus Ha [JokymeHTa [lpaktuka npu npegocTaBsiHE Ha
KBanuduumnpaHn ygoctoBepeHust n ksanuduumpaHu ygoctoseputendu yenyrm ot ,6OPUKA* ALl (B-
Trust CPS-elDAS).
6.8 KomnpomeTupaHe Ha 4YacCTeH KIou

CobrnacHo T1.5.8 oT akTyanHa Bepcusi Ha AokymeHTa [lpakTuka npu npegocTaBsHe Ha
KBanuuumnpaHn ygoctoBepeHust 1 ksanuduumpaHu ygoctoseputendu yenyrm ot ,6OPUKA® ALl (B-
Trust CPS-elDAS).
6.9 [pekpaTsAiBaHe Ha geMHOCTTa Ha [locTaBuYMKa

CovrnacHo T1.5.9 oT akTyanHa Bepcus Ha pAokymeHTa [lpakTvka npu npeaocTaBsHe Ha
KBanuduumnpaHn ygoctoBepeHust n ksanuduumpaHu yooctoseputendu yenyrm ot ,6OPUKA* ALl (B-
Trust CPS-elDAS).

7 YNPABJIEHUE U KOHTPOJ1 HA TEXHUYECKATA CUTYPHOCT

7.1 TleHepupaHe n MHCTanupaHe Ha ABOMKa KNno4yoBe

CobrnacHo T.6.1 OT aKkTyanHa Bepcus Ha AokymeHTa ,[lpakTMka npu npeaocTaBsHe Ha
KBanuuumnpaHn ygoctoBepeHust n ksanuduumpaHu yooctoseputenHu yenyrm ot ,6OPUKA* ALl (B-
Trust CPS-elDAS).

7.2 Tpoueaypa no reHepupaHe

CobrnacHo T.6.2 OT aKkTyanHa Bepcusi Ha AokymeHTa ,[lpakTvka npu npegocTaBsHe Ha
KBanuduunpaHm yaocToBepeHnst 1 KBanuduumnpaHm yaoctoseputentu ycnyrm ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).

7.3 3awmTa Ha YacTeH KIo4Y U KOHTPON Ha KpunTtorpadgckus moayn

CobrnacHo T1.6.3 OT akTyanHa Bepcusi Ha AokymeHTa [lpakTuka npu npeaocTaBsHe Ha
KBanuduunpaHm yaocToBepeHnst n KBanuduumnpaHm yaoctoseputenHu ycnyrm ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).

7.4 [lpyru acnekTtu Ha ynpasrieHue Ha ABOWKa Kno4yoBe

CobrnacHo T.6.4 oOT akTyanHa Bepcusi Ha AokymeHTa ,[lpakTuka npu npegocTaBsHe Ha
KBanuduumpaHm yaocToBepeHnst n kBanuduumnpaHm yaoctoseputenHu ycnyrm ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).

7.5 [daHHM 3a akTBauus

CobrnacHo T.6.5 OT aKkTyanHa Bepcusi Ha AokymeHTa ,[lpakTuka npu npegocTaBsHe Ha
KBanuduunpaHm yaocToBepeHnst n KBanuduumnpaHm yaoctoseputenHu ycnyrm ot ,60PUKA* ALl (B-
Trust CPS-elDAS).
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7.6 CurypHoOCT Ha KOMMIOTHLPHUTE CUCTEMU

CobrnacHo T.6.6 OT akTyanHa Bepcus Ha pAokymeHTa [lpakTMka npu npeaocTaBsHe Ha
KBanuuumnpaHn ygoctoBepeHust n ksanuduumpaHu yooctoseputendu yenyrm ot ,6OPUKA* ALl (B-
Trust CPS-eIDAS).

7.7 Pa3Bown u ekcnnoataums ((KU3HEH LUKbI)

CobrnacHo T.6.7 OT akTyanHa Bepcusi Ha AokymeHTa ,[lpakTMka npu npeaocTaBsHe Ha
KBanvduunpaHm yaocToBepeHnst 1 ksanuduunpaHm yaoctoseputenHu ycnyrm ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).

7.8 [JonbinHUTEsNIHU TecToBe

CobrnacHo T1.6.8 oT akTyanHa Bepcus Ha pAokymeHTa ,[lpakTMka npu npeaocTaBsHe Ha
KBanuduunpaHm yaocToBepeHnst 1 KBanuduunpaHm yaoctoseputentu yenyrm ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).

7.9 MpexoBa curypHocT

CovrnacHo T1.6.9 oOT akTyanHa Bepcus Ha [JokyMeHTa [lpakTuka npu npegocTaBsiHE Ha
KBanuduunpaHm yaocToBepeHnst 1 KsanuduumnpaHm yaoctoseputenHu ycnyrm ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).

7.10 YgocToBepsiBaHe Ha Bpeme

CovrnacHo T1.6.10 OT aKkTyanHa Bepcusi Ha AOKyMeHTa ,[lpakTuka npu npegoctaBsiHE Ha
KBanuduunpaHm yaocToBepeHnst n Ksanuduumnpaxdm yaoctoseputentu ycnyrum ot ,60PUKA* ALl (B-
Trust CPS-elDAS).

8 NMPOBEPKA U KOHTPOJl HA OEMHOCTTA HA JOCTABYMKA

8.1 [lMepuogunyHa u obcToATeNcTBEHa NpoBepKa

CovrnacHo T1.9.1 oOT akTyanHa Bepcuss Ha [JokymeHTa [lpaktvka npu npegocTaBsiHE Ha
KBanuduunpaHm yaocToBepeHnst 1 ksanuduumnpaHm yaoctoseputentu ycnyrm ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).

8.2 Kpanudumkaumsa Ha npoBepsiBawmTe nuuya

CovrnacHo T1.9.2 OT akTyanHa Bepcus Ha [JokymeHTa [lpaktvka npu npegocTaBsiHE Ha
KBanuduunpaHm yaocToBepeHnst n KBanuduumnpaHm yaoctoseputenHu ycnyrum ot ,60PUKA* ALl (B-
Trust CPS-elDAS).

8.3 OTHoweHuA Ha npoBepsABaLwmUTe nuua ¢ [loctaBumka

CovrnacHo T1.9.3 OT akTyanHa Bepcus Ha [JokymeHTa [lpakTuka npu npegocTaBsiHE Ha
KBanuduunpaHm yaocToBepeHnst 1 ksanuduumnpaHm yaoctoseputentu ycnyrm ot ,60PUKA* ALl (B-
Trust CPS-elDAS).

8.4 OO6xBaTt Ha npoBepkKaTa

CbrnacHo T.9.4 oOT akTyanHa Bepcusi Ha [okymeHTa [lpaktvka npu npepoctaBsiHe Ha
KBanuuumnpaHn ygoctoBepeHust n ksanuduumpaHu ygoctoseputendu yenyrm ot ,6OPUKA® ALl (B-
Trust CPS-elDAS).

8.5 0OO6ctbxpaHe Ha pe3ynTaTuTe U 4EUCTBUSA C ornea u3BbpLueHaTa npoBepka

CbrnacHo T1.9.5 oT akTyanHa Bepcusi Ha [okymeHTa [lpaktvka npu npenoctaBsiHe Ha
KBanuduumnpaHn ygoctoBepeHust n ksanuduumpaHu yooctoseputendu yenyrm ot ,6OPUKA* ALl (B-
Trust CPS-elDAS).
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9 APYI'M BU3HEC YCNoBUA U NMPABHWU ACMNEKTU

9.1 LleHu n Takcu

CovrnacHo T1.10.1 OT akTyanHa Bepcuss Ha [OOKymeHTa ,[lpakTuka npu npegoctaBsHE Ha
KBanuduunpaHm yooctoBepeHus n ksanupuumnpaxdm ygoctoseputeniu yenyrn ot BOPUKA* ALl (B-
Trust CPS-eIDAS).
9.2 ®unHaAHCOBU OTFOBOPHOCTU

CovrnacHo T1.10.2 OT aKkTyanHa Bepcuss Ha [OOKymeHTa ,[lpakTuka npu npegoctaBsHE Ha
KBanuduunpaHm yaocToBepeHnst 1 ksanuduumnpaHm yaoctoseputentu ycnyrm ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).
9.3 KoHdwmaeHumanHocT Ha 6u3Hec nHpopmauunsn

CovrnacHo T1.10.3 OT aKkTyanHa Bepcust Ha OOKymeHTa ,[lpakTvka npu npegoctaBsHe Ha
KBanuduunpaHm yaocToBepeHnst n KBanuduumnpaHm yaoctoseputenHu ycnyrm ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).
9.4 [MoBepUTENHOCT Ha NMNYHN OAHHU

CovrnacHo T1.10.4 OT aKkTyanHa Bepcust Ha AOKymMeHTa ,[lpakTvka npu npegocrtaBsHe Ha
KBanuduunpaHm yaocToBepeHnst 1 KBanuduumnpaHm yaoctoseputenHu ycnyrm ot ,60PUKA* ALl (B-
Trust CPS-elDAS).
9.5 [paBa BbpXy MHTeNeKTyarnHa cooCcTBeHOCT

CovrnacHo T1.10.5 OT aKkTyanHa Bepcust Ha AOKyMeHTa ,[lpakTvka npu npegoctaBsHe Ha
KBanuduunpaHm yaocToBepeHnst n ksanuduunpaHm yaoctoseputentu ycnyrum ot ,60PUKA* ALl (B-
Trust CPS-elDAS).
9.6 OTroBOpPHOCT M rapaHuumn

CovrnacHo T1.10.6 OT akTyanHa Bepcusi Ha AOKyMeHTa ,[lpakTvka npu npegocrtaBsiHE Ha
KBanuuumnpaHn ygoctoBepeHust 1 ksanuduumpaHu ygoctoseputenHu yenyrm ot ,6OPUKA® ALl (B-
Trust CPS-elDAS).
9.7 OTKa3 OT OTTOBOPHOCT

CovrnacHo T1.10.7 OT aKkTyanHa Bepcust Ha AOKyMeHTa ,[lpakTvka npu npegocrtaBsiHE Ha
KBanuduumnpaHn ygoctoBepeHust 1 ksanuduumpaHu ygoctoseputenHu yenyrm ot ,6OPUKA® ALl (B-
Trust CPS-elDAS).
9.8 OrpaHu4yeHue Ha OTroBOpPHOCT Ha [locTaBuYMKa

CovrnacHo T1.10.8 OT akTyanHa Bepcuss Ha [OOKymeHTa [lpakTuka npuv npegoctaBsHE Ha
KBanuduumnpaHn ygoctoBepeHust n ksanuduumpaHu yooctoseputendu yenyrm ot ,6OPUKA* ALl (B-
Trust CPS-elDAS).
9.9 KomneHcauuu 3a [loctaBYMKa

CovrnacHo T1.10.9 oT akTyanHa Bepcuss Ha [OOKymeHTa [lpakTuka npu npegoctaBsHE Ha
KBanuuumnpaHn ygoctoBepeHust u ksanuduumpaHu ygoctoseputendu yenyrm ot ,6OPUKA® ALl (B-
Trust CPS-eIDAS).
9.10 CpokK u npekpaTsiBaHe

CovrnacHo 1.10.10 oT akTyanHa Bepcus Ha [okymeHTa ,[llpakTuka npu npegocTaBsiHe Ha
KBanuduumnpaHn ygoctoBepeHust n ksanuduumpaHu ygoctoseputenHu yenyrm ot ,6OPUKA* ALl (B-
Trust CPS-eIDAS).
9.11 YBeaomMsaiBaHe U KOMYHUKaLIMA MeXAyY CTpaHuUTe

CovrnacHo 1.10.11 oT akTyanHa Bepcus Ha [oKymeHTa ,[llpakTuka npu npegoctaBsiHe Ha
KBanuduunpaHm yaocToBepeHnst 1 KBanuduumnpaHm yaoctoseputentu ycnyrm ot ,60PUKA* ALl (B-
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Trust CPS-elDAS).

9.12 NpomeHu B [lokymeHTa

CovrnacHo T1.10.12 oT akTyanHa Bepcusi Ha OokymeHTa ,llpakTtuka npu npegocTaBsdAHE Ha
KBanuduumnpaHn ygoctoBepeHust n ksanuduumpaHu ygoctoseputendu yenyrm ot ,6OPUKA* ALl (B-
Trust CPS-elDAS).

9.13 PewaBaHe Ha crnopoBe U MSACTO (MOACBHAHOCT)

CovrnacHo 1.10.13 OoT akTyanHa Bepcus Ha [oKymeHTa ,[lpakTuka npu npegoctaBsiHe Ha
KBanuduumnpaHn ygoctoBepeHust n ksanuduumpaHu yooctoseputendu yenyrm ot ,6OPUKA* ALl (B-
Trust CPS-elDAS).

9.14 Mpunoxumo npasBo

CovrnacHo T1.10.14 oT akTyanHa Bepcus Ha [oKymeHTa ,[llpakTuka npu npegoctaBsiHe Ha
KBanuduunpaHn ygoctoBepeHust n ksanuduumpaHu ygoctoseputenHu yenyrm ot ,6OPUKA* ALl (B-
Trust CPS-eIDAS).

9.15 CboTBeTCTBME C NPUNOXKUMOTO NpaBo

CovrnacHo T1.10.15 oOT akTyanHa Bepcuss Ha p[okymeHTa ,llpakTuka npu npegoctaBsiHe Ha
KBanuuumnpaHn ygoctoBepeHust n ksanuduumpaHu yooctoseputendu yenyrm ot ,6OPUKA* ALl (B-
Trust CPS-eIDAS).
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