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"BEOPUKA" AL,

AKLNOHEPHO OpYXeCTBO

[dbpxaBeH BECTHUK

[ocTaBunk Ha KBanMduumpaHm yaocToBEPUTENHN yCryrn

EQvHeH rpaxgaHckn Homep

EnekTpoHeH nognuc

3aKoH 3a eNeKTPOHHUSA OOKYMEHT U eNeKTPOHHUTE YAOCTOBEPUTENHU YCIyri
KeanndpuumpaH EnekrpoHeH MNognuc

KsanuduumpaHo yaoctoBepeHune

KBanunpuumpaHn yaocTtoBepuTenHN yCrnyrm

KeanunduumpaHo yooctosepeHue 3a KeanuduumnpaH EnekrtpoHeH NMognuc
KsanuduumpaHo yaoctoBepeHue 3a YcbBbpLleHcTBaH EnekTpoHeH Moanmc
KeanuduumpaHo yaoctosepeHue 3a KsanuduuupaH EnektpoHeH Mevat
KBanunduumpaHo yaoctoBepeHune 3a YCbBbpLUEHCTBaH EnekTpoHeH Mevar
Komucus 3a perynmpaHe Ha cbobLleHunsita

MWHMCTEPCTBO Ha TpaHcnopTa M cbobLleHMATa

MecTHa pernctpupalia cnyxba

Hapenfa 3a oTroBopHOCTTa M 3a nNpekpaTsBaHeTO Ha [JeiHocTTa Ha
[AOCTaBYMLNTE HA YAOCTOBEPUTENHM YCIyri

Hapen6a 3a mnsuckBaHusiTa KbM anropuTMuTe 3a Cb3gaBaHe W MpoBepka Ha
KBanuuumupaH enekTpoHeH noanuc

O6nayveH Keanuduumnpan EnekrpoHeH Mognuc
lMepcoHaneH naeHTudmrKkaumoHeH HoMep

Mpaktnka npu npepocrtaBaHe Ha KY u kBanuduuupaHn yooCTOBEPUTESTHU
ycnyru

Monutuka 3a npegocrtaBAHe Ha KY n KBaﬂMd)VILl,MpaHVI YAOCTOBEPUTEITHN YCNYTU

PernameHt (EC) Ne 910/2014 Ha EBponenckuns napnameHT n Ha CbBeTa oT 23
tonm 2014 rogMuHa  OTHOCHO EnekTtpoHHaTa naeHTuduKaums n
YOoctoBepuTenHUTE yCryrn Npu enekTPoHHM TpaHCaKLMM Ha BbTPELUHWS Nasap
N 3a oTMsIHa Ha gupektusa 1999/93/EOPO

Peructpupaly, opraH
YcbBbpLieHcTBaH EnektpoHeH MNognuc
YcbBbplleHcTBaH EnekTpoHeH Mevat

YpaocTtoBepsBaly, opraH
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"BOPUKA" ALl,

Advanced Electronic Signature — YcbBbpLUEHCTBaAH €MNeKTPOHEH Nnoanuc
Advanced Electronic Seal — YcbBbpLlUEHCTBAH €MEKTPOHEH nevar
Bulgaria — bvnrapus

CbpBbpHA KOMMOHeHTa B Nnatdopmata 3a obnayveH KEI Ha B-Trust 3a curypHo
cb3daBaHe Ha MoAnuC OT pas3CTosiHUE

Certification Authority — YaoctosepsBauy opraH (YO)

Common Criteria for Information Technology Security Evaluation -
MexgyHapogeH ctaHgapT (ISO/IEC 15408) 3a nHdopmMaumoHHa CUrypHocCT

European Committee for Standardization - EBponelickn ctaHgapTusaumoHeH
KoMuTeT

European Committee for Electrotechnical Standardization - Esponencku
KOMUTET 3a eNeKTpoTEXHMYECKa CTaHAapTn3auus

Certificate Policy — Nonntuka 3a npegocrtaBsHe Ha YAOCTOBEPUTENHUN YCIyTn

Certification Practice Statement — T[lpakTuka npu npegoctaBsHe Ha
YAOCTOBEPUTENHMN YCIyrK

Certificate Revocation List — Cnncbk ¢ npekpaTeHn u cnpeHn yaocToBepeHus
Cloud Qualified Electronic Signature

Digital Signature Algorithm — Bug kpuntorpadckvm anropytsbm 3a cb3gaBaHe Ha
noanuc

Distinguished Name — YHukanHo ume

European Telecommunications Standards Institute - EBponeiickn MHCTUTYT 3a
TenekoMyHMKaLMOHHU cTaHaapTn

European Union - EBponencku cbto3

Federal Information Processing Standard — ®egepaneH ctaHgapT 3a o6paboTka
Ha UHopmaums

Hardware Security Module — cneunanusmpaHa xapgyepHa kpuntocuctema 3a
CbXxpaHeHune n paboTa ¢ KpunTorpagcku Knovose

International Electrotechnical Commission - MexayHapoaHa
€NeKTPOTEXHNYECKa KOMUCUS

International Standardization Organization - MexayHapogHa opraHusauusa 3a
cTaHaapTusauus

Internet Protocol — MHTepHeT npoTokon
Object Identifier — UaeHTnbmkaTop Ha 06EKT

On-line Certificate Status Protocol — NpoTokon 3a oHnanH NnpoBepka Ha cTaTyca
Ha yOOCTOBEpEHUS

Public Key Cryptography Standards — Kpuntorpadckm ctaHgapT 3a nybnuueH
KMoy

Public Key Infrastructure — MHdpacTpykTypa Ha ny6nunyHmus knioy
Qualified Certificate — KsanuduumpaHo ygoctoBepeHve

Qualified Electronic Signature — KsanuduumpaH enekTpoHeH noanumc
Qualified Electronic Seal — KsanuduuupaH enekTpoHeH nevar
Registration Authority — Peructpupaly opraH

Rivest — Shamir - Adelman — Kpuntorpadckn anropytbm 3a Cb3gaBaHe Ha
nognuc
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NOJINTUKA NPU NPEAOCTABAHE HA KBAITUGPULIMPAHU YOOCTOBEPEHUA

3A YCBBBPLUEHCTBAH EJIEKTPOHEH NOAMUC/MEYAT

QSCD

SAD
SAP
SCT
B-Trust SCT
SHA

SSL
S/MIME

TRM
URL
QCP-n-gscd

QCP-l-gscd

QCP-w

"BEOPUKA" AL,

Qualified Signature Creation Device — KBanuuumnpaHo yCTPONCTBO 3a CUTYPHO
cb3aBaHe Ha nognuca

Signature Activation Data — [JaHHK 3a akTuBaung Ha nognuca

Signature Activation Protocol — NpoTokon 3a akTuBauuna Ha nognuca
Signature Creation Token — codTyepeH TokbH (PKCS#12 kpunto-dhann)
PKCS#12 — npeHocum cTtaHgapTeH kpunTo-dann (copTyepeH TOKLH)

Secure Hash Algorithm — Xew-anroputeM 3a wu3BAMYaHE Ha XeL-
noeHTngukaTop

Secure Socket Layer — CurypeH kaHan 3a npegaBaHe Ha JaHHU
Secure/Multipurpose Internet Mail Extensions — T[lpoTokon 3a curypHo

npegaeaHe Ha enekTpoHHa nowa npea VIHTepHeT
Tamper Resistant Module — XapayepeH moayn HenogaTtnue Ha MHTEPBEHLMS
Uniform Resource Locator — YHucuumnpaH nokatop Ha pecypc

certificate policy for EU qualified certificates issued to natural persons with
private key related to the certified public key in a QSCD

Certificate policy for EU qualified certificates issued to legal persons with
private key related to the certified public key in a QSCD
Certificate policy for EU qualified website authentication certificates
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O6woanocTbLNEeH AOKYMEHT
MNONMUTUKA NPU NPEOOCTABAHE HA KBAITUOULUPAHU YOOCTOBEPEHUA
3A YCBBBPLWEHCTBAH ENEKTPOHEH NOAOMUC/MEYAT

CBbOTBETCTBUE U YINNIOTPEBA
To3n [IoKyMeHT:

e paspaboteH ot ,BEOPUKA" All, opnanMyeckoTo nuue, permcTpupaHo B TbproBCKUsSt PErUCTbP
kbM AreHumaTta no snmceaHusaTa ¢ EMK 201230426;

Bnun3a B cuna Ha 10.03.2023 r.;

e C HaumeHoBaHue ,llonuMTuka Npyv NpefocTaBAHE Ha KBanuduuMpaHu yaoCTOBEpPEeHUsa 3a
YCbBbPLUEHCTBAH enekTpoHeH noanuc/nedyat ot ,BOPUKA® ALl (B-Trust CP-eIDAS
AES/AESeal/CAESeal)’;

ce acouuupa c nybnukysaHaTa akTyarnHa Bepcus Ha AoKymeHTa ,[lpakTuka npu npegocraBsiHe
Ha KBanuduuupaHu yaoctoBepeHnsa u ksanuduumnpanu ygoctoseputenim ycnyru ot ,bOPUKA®
ALl (B-Trust CPS-eIDAS), koATo cbaobpa obLuMTE YyCNoBUS U U3UCKBaAHUSA KbM npoueaypute
npy naeHTuduKkaums, Npu ngasaHe n nogabpxaHe Ha KY, KakTo U M3nckBaHusTa 3a HMBO Ha
CUTYPHOCT NPW reHepauuns 1 CbxpaHaBaHe Ha YaCTHWUS KITHOY 3a Te3N yOOCTOBEPEHUS;

e pa3paboTeH B CbOTBETCTBUE C POPMANTHUTE U3NCKBAHUSA 3a CbAbpXKaHUe, CTPYKTypa 1 obxear,
nocoyeHn B MexayHapogHata npenopbka RFC 3647, BkmouBamkv cekuumuTe, KOUTO ca
cneunduyHn U NPUNOXMMU 3a BKITIOYEHUTE B JOKYMEHTA KBannuumpaHn yagocToBEpPEHUS;

nMa xapaktep Ha obwm ycrnoBus NO cMucbiNa Ha 4n. 16 or 3akoHa 3a 3agbipKeHusATa u
porosopute (33[). Tesn ycrnosusa ca 4acTt oT nMcMeH [JoroBop 3a YAOCTOBEPUTENHU YCNyr,
KOWTO ce ckniouBa mexay [octaBumka n [NoTpebutenurte. [OroBopbT MOXeE Aa CbAbpXxa
crneumanHu ycrioBusi, KOMTO ce MnomnseaT C NpPeauMcTBO npen obLuTe yCrnoBusi B HACTOSLLUA
OOKYMEHT;

e nybnuyeH OOKYMEHT C Len yCTaHOBsiBAaHE Ha CbOTBETCTBME Ha AeWHOCTTa Ha [JocTaBumka
,DOPUKA* Al cbc BELEYY n HopmaTuBHaTa ypeaba;

e obwoaocTbneH MO BCAKO BpeMe Ha WHTepHeT-CTpaHuuaTa Ha [loctaBuvka Ha agpec:
https://www.b-trust.bg/documents;

Moxe Aa 6bae npomeHsaH oT KYY n Bcsika HOBa pepakuusa Ha AOKYMeHTa ce nybnukyeBa Ha
WHTEepHeT-CTpaHuuaTa Ha [loctaB4uka.

Hacrosawmar OOKYMEHT € U3roTBeH B CbOTBETCTBUE C:

3aKoH 3a eNeKTPOHHMSA OOKYMEHT N eNeKTPOHHUTe yaocTtoBeputenHu yenyru (SEQEYY);
Hapenba 3a OTroBOpHOCTTa WM 3a NpekpaTaABaHETO Ha [OeWHOCTTa Ha [JocTaByuuuTe Ha
yooctoBeputenHu yenyrm (HOMAAvy);

Hapenba 3a usnckBaHusATa KbM anropyuTtMuTe 3a Cb3daBaHe M NpoBepka Ha kBanuduumpaH
enektpoHeH noanuc (HUAKE);

PernameHTt (EC) N2 910/2014 Ha eBponenckmsa napnameHT 1 Ha CbBeTa OTHOCHO eNeKTPOHHaTa
naeHtTumKauma n yaocToBeputenHuTe yCryru npu enekTpoHHW TpaHCaKLMM Ha BbTPELUHUS
nasap

CbabpxaHNeTo 1 CTPyKTypaTa Ha AOKyMeHTa e B cboTBeTcTBue ¢ PernameHT (EC) Ne 910/2014

1 ce No3oBaBa Ha MHGopMaLMs, CbabpXalla ce B CriegHuTe YTBbPAEHU MeXOAyHapOoaHN NPenopbku,
cneunduKauumn 1 cTaHaapTu:

RFC 5280: Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List
(CRL) Profile;

RFC 3739: Internet X.509 Public Key Infrastructure: Qualified Certificates Profile;

RFC 6960: X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP;
RFC 3161: Internet X.509 Public Key Infrastructure: Time-Stamp Protocol (TSP);

RFC 5816: ESSCertIDv2 Update for RFC 3161;

RFC 3279: Algorithms and Identifiers for the Internet X.509 Public Key Infrastructure Certificate
and Certificate Revocation List Profile;

RFC 4055: Additional Algorithms and Identifiers for RSA Cryptography for use in the Internet
X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile;
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O6woaoCTLNEeH JOKYMEHT
MNONMUTUKA NPU NPEOOCTABAHE HA KBAITUOULUPAHU YOOCTOBEPEHUA
3A YCBBBHLPLUEHCTBAH ENNEKTPOHEH NOAOMUC/MEYAT

o ITU-T X.509 | ISO/IEC 9594-8: The Directory: Authentication framework; Public-key and attribute
certificate frameworks;

o ETSIEN 319 401: General Policy Requirements for Trust Service Providers;

e ETSI EN 319 411-1/2: Policy and security requirements for Trust Service Providers issuing
certificates;

o ETSIEN 319 412-1,2,3 u 5: Certificate Profiles.

Bcakaksa mHdopmaums, cBbp3aHa C TO3M JOKYMEHT, MOXe [a ce nonydu oT [loctaByMka Ha

agpec:

6yn. ,Liap Bopwuc ll1" Ne 41

Codomsa 1612

~BOPUKA* ALl

Tenedon: 0700 199 10

umenn agpec: info@b-trust.org

Odmumanna ctpaHmua Ha goctaBumka: https://www.b-trust.bg
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O6woanocTbLNEeH AOKYMEHT
MNONMUTUKA NPU NPEOOCTABAHE HA KBAITUOULUPAHU YOOCTOBEPEHUA
3A YCBBBPLWEHCTBAH ENEKTPOHEH NOAOMUC/MEYAT

BbBEOEHUE

Tasun MNonuTtuka:

e BU3MpPaA CaMO KBanMuLUMpaHUTe YOOCTOBEPEHUS 3a YCbBbPLUEHCTBAH €MNeKTPOHEH noanuc
unu nevart, nsgasann ot ,6OPUKA* ALl B cbotBeTcTBME ¢ PernameHTt (EC) Ne 910/2014 un
NpUNoXmnMoTo 3akoHoaaTencTeo B Penybnuka bvnrapus;

e OnuCBa KOHKPETHUTE YCrOBUSI N U3NCKBAHUA, KOUTO [JOCTaBYMKBbT U3MbIIHABA NpU M3gaBaHe
n noggpwxka Ha KYYEI nnu KYYEle4vaT, kKakto n TaxHaTa NpunoXmMMocT ¢ orfes Ha HUBOTO
Ha CUIYPHOCT N OrpaHNYeHnsITa Npu N3NOs3BaHETO UM;
onpegens TeEXHU4YecKknTe Npodunm 1 cbabpXXaHne Ha KBanndnumpaHntTe yogoCTOBEPEHMS;

e Ce u3NbfHABaA 4pe3 obwuMTe TexHMYecku npoueaypy W OTroBaps Ha TEXHUYecKute
N3NCKBAHUSA 3@ HMBO HA CUIYPHOCT MpU FeHepupaHe N CbXpaHsiBAHE Ha YaCTHUS KoM,
CbOTBETCTBAW, Ha NybnuMyeH KN4 B YOOCTOBEPEHusTa, nocoveHn B [lpakTukata Ha
[ocTaBunka;

e onpegens NpuUroXuUMOCTTa U CcTeneHTa Ha goBepue B yaoctoBepeHuTe daktn B KYYEI un
KYYElleuar.

Mpuema ce, ye NoTpebuTen, KONTO NON3Ba TO3M AOKYMEHT, MMa NO3HaHWs N pa3brpaHe OTHOCHO
WMH(pacTpykTypaTa Ha NyoGnvMYHM KNHOYOBE, yOOCTOBEPEHUATA M KOHUENnuusaTa 3a eneKkTpoHeH
noanuc/neyat. B npoTvBeH criyqan, npenopbyBa ce TOW [a Cce 3ano3Hae C Te3n KOHLEMNLMN KaKTo n
Cc pokymeHTa llpaktMkata npu npegocTaBsHe Ha KBanuduumpaHu yOooCTOBEPEHUS W
kBanudpuumnpann ygoctoBeputenHn ycnyrn Ha ,BOPUKA® ALl (B-Trust CPS-elDAS)*, npean ga
nonsea HacToAWMSA OOKYMEHT. [pn BCUMYKM criydam, HacToAWMS OOKYMEHT criedBa Aa ce nonasa
CbBMeCTHO c [MpakTukata Ha [JocTaBuuka.

MHudbpactpykTtypaTta 3a nyonuunu kntodose (PKI) B-Trust® Ha ,EOPUKA” ALl e nsrpageHa n
dYHKUMOHMpPA B CbOTBETCTBME C NpaBHaTa pamka Ha PernameHt 910/2014 wn 3EOEYY un ¢
MexayHapoaHuTte cneuundukaumm n ctangapti ETSIEN 319 411-1/5 n ETSI EN 319 412.

HocTtaBunkbT nsnonasa naeHtudukatopm Ha obektute (OID) B B-Trust PKI-nHdpactpykryparta,
dopmupaHn Ha 6asa kog 15862, npucBoeH Ha L,BOPUKA®* AD ot IANA B KnoHa
iso.org.dod.internet.private.enterprise (1.3.6.1.4.1 — IANA Registered Private Enterprise) n B
cboTBeTcTBUE C cTaHgapTute ITU-T Rec. X.660 and the ISO/IEC 9834-1:2005 (Procedures for the
Operation of OSI Registration Authorities: General Procedures and ASN.1 Object Identifier tree top
arcs).

,DOPUIKA®* Al e ysegomuno KPC 3a 3anouBaHe Ha genHocT kato AKYY no pega Ha 3EJEYY u
Jencteawata HopmatmBHa ypegba. [octaBumkbT yBegomsBa [loTpebutenute 3a cBosiTa
akpeauTaumsa npy npegocTtaBsiHe Ha nocoyeHnTe KY B TO3M JOKYMEHT.

AkpeauntauuaTta Ha ,BOPUKA® ALl kato OKYY B cbotBeTcTBME C PernamerHta n S3EAEYY uenn
HaN-BMCOKO HMBO Ha CUrypHOCT Ha npepocTaBsHMTe KY cbrmacHo Tasu lNonutuka n no-gobpo
XapMOHM3MpaHe Ha Ta3n AeVHOCT CbC CbOTBETHaTa TakaBa B CTpaHWTe-YrieHkn Ha EBponenckus
Cbi03.

B oTHoweHusATa c MNoTpebutennte n TpeTn nuua e BanugHa camo Bepcusita Ha [NonuTtukaTa,
KOSITO € aKkTyarnHa KbM MOMEHTa Ha nonssaHe Ha KY 3a yCbBbpLUEHCTBAH eNeKTPOHEH nognuc/neyar,
n3gaBaHun Ha ,6OPUKA“AL.
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O6woanocTbLNEeH AOKYMEHT
MNONMUTUKA NPU NPEOOCTABAHE HA KBAITUOULUPAHU YOOCTOBEPEHUA
3A YCBBBPLWEHCTBAH ENEKTPOHEH NOAOMUC/MEYAT

1 OBLUA XAPAKTEPUCTUKA HA YOOCTOBEPEHUATA

CbrnacHo T1asm lNonutuka, OKYY ,BOPUKA® ALl nsgaBa v nogaobpxa cnegHUte Tunoee
KBanMduumpaHm yaoCcToBepeHus:
o [lepconanHo KYYEI (B-Trust Personal qualified certificate AES);
MpodecnonanHo KYYETI (B-Trust Professional qualified certificate AES);
KYYEeuat (B-Trust Legal qualified certificate AESeal);
KY 3a obnauveH YEleuart (B-Trust Legal qualified certificate CAESeal).

Te3n ygocTtoBepeHus umaTt xapaktep Ha KBanvpuumpaHm yaocToBEPEHNS 3@ YCbBbPLLUEHCTBAH
enektpoHeH nognuc (YEI) n 3a ycbBbplueHcTBaH enekTpoHeH nedat (YEleuaT) no cmucbna Ha
PernameHTt 910/2014.

1.1 TMNepconanHo KYYEN

1. YpocToBepeHWeTo 3a enekTpOHeH MOAMUC, M3gageHo Mo Tasu NONUTMKA, MMa XapakTep Ha
KYYETI no cmucbna PernameHt 910/2014 v Ha yn. 16 ot SEOEYY.

2. MepcoHanHo KYVYEI ce u3gaBa Ha cdmsmyecko nuue - Tutynap Ha YEIN un ypoctosepsBa
eneKkTpoHHaTa MAEHTMYHOCT Ha TUTYNspsa Ha nognuca n Bpb3kaTa Ha TUTynsaps ¢ nyonmyHmus my
KrntoY B yOOCTOBEPEHMETO.

3. 3a n3paBaHeTO Ha TOBA YAOCTOBEPEHME Ce M3MUCKBA NN4YHO npucbkerBue npeg PO/MPC  Ha
TuTynaps nnm ynbSIHOMOLLEHO OT HEro nvue 3a NpoBepka Ha CaMOSIMYHOCT. Y4OCTOBEPSIBAHETO
Ha NUYHOCTTAa Ha TUTyNsapsa MOXe Aa ce U3BBbPLUM M Ype3 CpeacTBO 3a eNeKTpoHHa/oTAaneyeHa
naeHTudurkaums.

4. TpouegypaTta no ngeHTUMMKaUna BKoYBa NpeacTaBaHe Ha JoKasaTeNicTBa 3a CaMOSIMYHOCTTa
Ha TuTynapsa n TaxHaTa npoBepkKa.

5. Tlpoeepkata Ha nckaHeTo 3a u3gaBaHe Ha [lepcoHanHo KYVYEI ce u3BbpwBa no pega Ha
npeaxoaHnTe TOYKM U OCUrypsiBa HaW-BUCOKO HMBO Ha CUIYPHOCT MO OTHOLWIEHME Ha
NMOeHTUYHOCTTa Ha TuTynaps u Bpb3kata My ¢ Ny6nu4HMs Koy,

6. TuTynapaT Moxe cam a reHepupa ABoKKaTa Kr4voBe, KaTo M3nosi3ea yTBbpAaeH oT [locTaBumka
UNu gpyr nuueHanpaH coTyep C EeKBUMBANEHTHO HMBO HA CUIYPHOCT, KOWTO € CbBMECTUM C
WHpacTpykTypaTa Ha [JocTaB4umka.

7. YacTHuaT Koy 3a cb3gaBaHe Ha [lepcoHanHo KYYEI Ha dumsnyecko nuue ce reHepupa C
YTBBPAEHUS UMW NMLEH3MpPaH copTyep, CbXxpaHsiBa ce B COPTYEpHO B MPEHOCUM KpunTorpadcku
dann n moxe ga 6bae npeHeceH B cuctemn Ha lNoTtpebutens.

8. WspapeHoto lMepconanHo KYYEI Ha ¢usmyecko nuue, yaoctoBepsiBawio nyobnuyeH Krou
CbOTBETCTBALL, Ha YaCTHWS TakbB Ce 3anucBa B MNPEHOCUM COPTyepeH TOKbH 3aedHO CbC
cnyxebHute yaooctosepeHnsa Ha [docTtaBumka (PKCS#12 ¢hann), korato gBounkaTa KroyoBe ce
reHepupa npu Joctasudnka (B MPC) n ce npegoctasda Ha TuUTynsaps.

9. KoraTo gBonkara krnto4oBe ce reHepupa npu Notpebutena-Tutynsap, OTTOBOPHOCT 3a Cb34aBaHe
Ha NpeHocuM copTyepeH TOKbH nma Motpebutena-Tutynsap.

10. Jonycka ce TUTynsapsT ga n3nonssa XxapayepeH TOKbH, CbBMecTuUM ¢ B-Trust uHpacTpykTypata
Ha [locTaBuuKa 3a reHepupaHe 1 CbXxpaHsaBaHe Ha ABonkaTta kntodyose 3a KYYET.

11. MNMepcoHanHo KYYEI He ce nogHoBsABa, [loTpebutenat-Tutynap Moxe ada 3assu npeg
JocTtaBuumka ga usgaae Hoso KYYEI ¢ HoBa aBowika knto4oBe.

12. locTaBYnKbT 3anasBa npaso Npuv HeobxoauMMoCT Aa AobaBsa AOMbAHUTENHUM aTpubyTn KbM
MepcoHanHo KYYET Ha dusnyecko nuue.

1.2 MpocpecuoHanHo KYYEI

1. YpocToBepeHWeTO 3a erekTpoHeH MOAMuC, M3gageHo Mo Tasu MNonuTvka, MMma xapakrep Ha
KYYEI no cmucbna Ha PernamenTa 1 un. 16 ot 3EAEYY.

2. TpodecuoHanHo KYYEI ce usgaBa Ha Tutynap - pmsmyecko nuue, Koeto e acouumpaHo ¢
IOPUONYECKO NUuUe U yooCTOBEpPSBA ereKTPOHHaTa MOEHTUYHOCT Ha Tutynaps Ha nognvca u
Bpb3kaTta Ha TuTynapsa ¢ nybnmyHua My KIod B YAOCTOBEPEHUNETO.

3. 3a mn3gaBaHeTO Ha ToBa YAOCTOBEpPEHME ce M3uckea nuyHo npucbketsue npeg PO/MPC  Ha
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O6woanocTbLNEeH AOKYMEHT
MNONMUTUKA NPU NPEOOCTABAHE HA KBAITUOULUPAHU YOOCTOBEPEHUA
3A YCBBBPLWEHCTBAH ENEKTPOHEH NOAOMUC/MEYAT

10.

11.

12.

13.

TuTynaps nnn ynbHOMOLLEHO OT HEero fnuvue 3a npoBepka Ha CaMONUYHOCT. YO0CTOBEPSBAHETO
Ha NUYHOCTTa Ha TUTYNsapa MOXe Aa ce U3BBbPLUM U Ype3 CPeacTBO 3a enekTpoHHa/oTaanevyeHa
naeHTudurkaums.

Mpouenypata no naeHTudmrKaums BkNoYBa NpeacTaBsHe Ha JoKasaTerncTsa 3a CaMoNUYHoCTTa
Ha TuTynapsa 1 3a ynbIHOMOLLABaHETO U TAXHaTa NpoBepkKa.

lMpoBepkaTa Ha nckaHeTo 3a nsgasaHe Ha lNpodecnonanHo KYYEI ce nssbpluBa no pega Ha
npeaxoaHnuTe TOYKM W OCUrypsBa HaW-BUCOKO HUBO HA CUFYPHOCT MO OTHOLWIEHME Ha
MOEHTUYHOCTTa Ha TuTynapsi, Bpb3kata My C NyGnuuHMA KN4 M acoummpaHeTo My C
IOpPUANYECKOTO Nnue.

Tutynapat Moxe cam a reHepupa ABorkaTta KniovoBe, KaTo U3nonssa yTBbpAeH oT [locTaB4mka
UM apyr nuueHsnpaH coTyep C eKBMBANeHTHO HMBO Ha CUrYPHOCT, KOWTO € CbBMECTUM C
MHdpacTpykTypaTta Ha [JoctaB4umka.

B uckaHeTo 3a usgaBaHe Ha [MpodecnonanHo KYYEI Ha dmamyecko nuue, acoummpaHo ¢
IOpUaOMYECKO NUuUe ce nocoyBa U nuueTo, KoeTo Tutynapsa npeacTtaendasa. lNMpoeepsiBa ce U
WOEHTMYHOCTTA M Ha ToBa Nmue.

YacTHuAT koY 3a cb3gaBaHe Ha YET Ha dmnsndecko nvue, acounmnmpaHo ¢ topngnuyecko nuue, ce
reHepupa € YTBbPOEHUA MMWN NMUEH3MpaH copTyep, CbXpaHsaBa ce COPTyepHO B MPEHOCUM
KpunTorpadcku avin n Mmoxe aa 6bae npeHeceH B cuctemm Ha lNMotpebutens.

N3papeHoTo lNepcoHanHo KYYEI Ha du3nyecko nuue, acouumpaHo C opuguyecko nuue ce
3anuncea B NPEHOCUM CoPTyepeH TOKbH 3aeHO CbC CNnyxebHuTe yaoctoBepeHns Ha [locTaB4mka
(PKCS#12 cpann), korato ABovkaTta KniodoBe ce reHepupa npu Hoctasumka (B8 MPC) u ce
npegocTtass Ha Tutynsaps.

KoraTto gBownkara krtodoBe ce reHepupa npu lNotpebutena-Tutynsap, OTrOBOPHOCT 3a Cbh3gaBaHe
Ha npeHocuM (U/Mnmn cbxpaHuM) codpTyepeH TOKbH MMa NoTpebuTtena-Tutynsap.

[onycka ce TutynapaT Aa n3nonsea xapayepeH ToOKbH, CbBMeCTUM ¢ B-Trust nHdppactpyktypata
Ha [locTaBuuKa 3a reHepupaHe 1 CbxpaHsaBaHe Ha ABonkaTta kntoyose 3a KYYET.
MpodecnonanHo KYYEI He ce nogHoBsiBa, lMoTtpebutenat-Tutynap mMoxe ga 3asBu npeg
[ocTtaBunka ga nsgane Hoeo npodgecnoHanHo KYYEI ¢ HoBa aBownka KnioyoBe.

JocTtaBunkbT 3anas3Ba npaBo MNpyv HeobxoaMMOoCT Aa [obaBa AOMbAHUTENHM aTpubyTn KbM
MpodecnonanHo KYYEI Ha uandecko nuue, acoummpaHo ¢ ipuandecko nuue.

1.3 KYYENeuar

1.

2.

Y[OoCTOBEPEHMETO 3a €neKTPOHEeH nevaTt, usgageHo no Tasu NofuTMKa, MMa XapakTep Ha
KYYEleuaTt no cmncwna Ha PernameHt 910/2014 n Ha SELEYY.

KYYEleuaT ce usgaBa camo Ha topuamdecko nuue - Cb3gaTen Ha neyaT U Cnyxu aa
aBTeHTUMUUMPA M3TOYHMKA W WHTErpuTeTa Ha AaHHUTE WU eNeKTPOHHUTE WU3SBNEHUs W
Bpb3kaTa Ha Cb3gaTens ¢ ny6nuyHmsa my Knwou.

3a u3gaBaHeTo Ha TOBa YAOCTOBEpPEHWe ce M3nckBa nnyHO npucbeTeue npeg PO/MPC  Ha
Cb3gatena wnM  yNnbfHOMOLIEHO OT Hero nuue 3a npoBepka Ha CaMOJSIMYHOCT.
YpnoctoBepsiBaHETO Ha NMYHOCTTA Ha Cb3gatenss MOXe Aa Ce M3BbpLIM M Ype3 CpeacTBo 3a
eneKkTpoHHa/oTaaneyvyeHa naeHTudukaums.

Mpouenypata no naeHTUMKauna BKOYBa NpeacTaBsHe Ha AokasaTencTBa 3a MAEHTUYHOCTTa
Ha Cb3gaTens M Ha ynbHOMOLLEHOTO NMLE M TAXHaTa npoBepka.

lNMpoBepkaTa Ha nckaHeTo 3a usgasaHe Ha KYYEleuat ce nssbpluBa no pega Ha npeaxogHute
TOYKM U OCUrypsiBa HaN-BMCOKO HUBO HA CUIFYPHOCT MO OTHOLIEHME Ha MOEHTUYHOCTTa Ha
Cbapgatens u Bpb3kaTta My € Ny6nuyHms Koy,

B uckaHeTto 3a uzgaBaHe Ha KYYEleuat moxe ga ce nocoyBa n (pm3nyeckoTo nuvue, KOEeTo
Cob3gatena e ynbnHOMOWMA Aa ro npeacraenssa. [lpoBepsiBa ce CaMOMMYHOCTTa M Ha
du13n4ecKoTo nuue.
Cbapgaten Moxe cam Ja reHepupa ABovikaTa KI4oBe, KaTo M3Mnon3Ba YTBbpAeH oT [JocTaBymka
UnNu gpyr nuueHanpaH coTyep C EeKBUMBANEHTHO HMBO Ha CUIYPHOCT, KOWTO € CbBMECTUM C
WHdpacTpykTypaTa Ha [JocTaB4uKa.
YacTHuAT kntod 3a cb3gaBaHe Ha KYYEleuaT ce reHepupa ce reHepupa ¢ yTBbpAEHUS Unn
nuueHsunpaH codpTyep, CbxpaHsiBa ce COOTyYepHO B NPEHOCUM KpunTorpadckm damnn n moxe ga
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10.

11.

12.

13.

6bae npeHeceH B cuctemu Ha MNMoTtpebutens.

NspapeHoto KYYElMewar Ha topugudecko nuvue, YOOCTOBepsBaWo MybnvyeH  Kiod
CbOTBETCTBALL, Ha YaCTHWSA TakbB Ce 3anucBa B MPEHOCUM COPTyepeH TOKbH 3aedHO CbC
cnyxebHute ygoctoepeHus Ha [octaBumka (PKCS#12 cpann), korato gBoMKaTa KrnovoBe ce
reHepupa npu Joctasunka (B MPC) u ce npegoctasda Ha Cbh3gaTtens.

Korato pBonkata krnoyoBe ce reHepupa npu [otpebutena-Cw3gaten, OTrOBOPHOCT 3a
Cb3gaBaHe Ha NpeHocuMM codbTyepeH TokbH nma MNoTpebutens-CwagaTen.

HOonycka ce Cb3pgaTenaT Qa wusnons3ea xapayepeH TOKbH, CbBMecTMM C  B-Trust
MHdpacTpykTypata Ha [ocTaBymKka 3a reHepvpaHe M CbXpaHABaHe Ha ABownkaTa KIo4yoBe 3a
KYVYEIlleuar.

KYYEleuaT He ce nogHoBsBa, [NoTpebutenat-Ch3gaten moxe Aa 3assu npeq [JocTaByuvka Aa
n3gage HoBo KYYEleuaT ¢ HOBa gBonka Kro4yoBe.

[docTaBunkbT 3anas3Ba npaBo MNpyv HeobxoaMMOCT Aa AobaBsA AOMbAHUTENHM aTpubyTn KbMm
KYYEleuaT Ha topuan4ecko nuue.

1.4 KY 3a oobnaueH YElNeuar

1.

KYYElMNeuat ce usgaBa camo Ha topuamyecko nuue - Cb3gaTen Ha neyaTt U Cnyxu Aa
aBTEHTUUUMPA M3TOYHMKA W UHTErputeTa Ha OaHHUTE WU ENEKTPOHHUTE U3SABMNEHUS U
Bpb3kaTa Ha Cb3gaTtens ¢ nyGnuyHmsa my Knwou.

3a n3gaBaHeTO Ha TOBa y4oOCTOBeEpeHue ce uauckea nuyHo npucbceteue npeg PO/MPC  Ha
Cob3patensa wnM  yNbiHOMOLLEHO OT Hero nuvue 3a TnMpoBepka Ha CaMOJSIMYHOCT.
YaocToBepsABaHETO Ha NMYHOCTTA Ha Cb3gaTens MoXxe ga Cce M3BbPLUM U 4Ype3 CPpedcTBO 3a
eneKkTpoHHa/oTaane4vyeHa naeHTudunkaums.
Mpouenypata no naeHTudmrkaums BKNoYBa NpeacTaBsHe Ha AoKkasaTerncTBa 3a CaMoNIMYHOCTTa
Ha Cwb3gaTtens u3anyecko nuue, OOKA3aTeNncTBO, Y€ MO BPEME Ha MCKAHETO 3a M3gaBaHe
OPUAMYECKOTO ML chllecTByBa U, Ye Cb3gatend hmMsmyecko nuue e nonydnn paspeLleHme na
npeacTaBnsiBa lOPUANYECKOTO NMLE, KAKTO U TsIXHaTa NpoBepka.
lMpoBepkaTa Ha uckaHeTo 3a u3gaBaHe Ha ObnaveH YEleuyaT ce u3BbplwBa No pega Ha
npeaxogHNTe TOYKM M OCUrypsiBa HaW-BUCOKO HUBO Ha CUFYpHOCT MO OTHOLLEHWe Ha
naeHTnYHocTTa Ha Cb3gatens u Bpb3kaTta My C NyOnNnYHUA Krtou.
B nckaHeTo 3a n3gaBsaHe Ha ObnaveH YEleuyaT moxe aa ce nocousa 1 nU3nN4eCcKoTO N1Le, KOETO
Covs3paTtensa e ynbnHOMOLWMN Oa ro npeacrtaenssa. [lpoBepsiBa ce M CaMONIMYHOCTTA M Ha
dM3nM4ecKoTO NmLe.
YacTHmAaT kntod 3a cb3gasaHe Ha KY 3a obnaveH YElNeuaT e curypHo 3awmTeH B nnatgopmara
3a obnadveH KEI ype3 yTBbpaeHN KpunTorpadCkm CXemm C eKBMBANEHTHO HMBO Ha CUTYPHOCT,
cboTBeTcTBawWo 3a B-Trust QSCD ycTtponcTtso.
N3pnapeHoTto KY 3a obnaveH YEleyat He ce npepoctaBa Ha Cb3gaTens, a ce nybrnvkyea B
My6nuyHuna pernctbp Ha [locTaB4ymka u € AOCTBMNHO 3a NpoBepKa Ha BanngHOCT
[ocTaBunkbT 3anasBa npaeo npu HeobxooumocT ga aobaBsi AOMbLIHUTENHW aTpubyTu KbM
O6naveH YEle4vaT Ha topnanyecko nuue.

1.5 WpeHtudmukatopu Ha Nonutukara

1.5.1 MepconanHo KYYEI — o603HayeHne Ha NMonutukara

1.

[octaBunkbT nogobpxka v npunara obwa nonutuka, obosHaveHa B [MepcoHanHo KYYEI c¢
noeHTndmkatop Ha Tekywarta nonutuka O.1.D. = 1.3.6.1.4.1.15862.1.7.1.1, koAaTO CbOTBETCTBA
Ha nonutuka ,QCP-n“ (OID 0.4.0.194112.1.0) no ETSI EN 319 411-2.

[ocTtaBunkbT gonbnHuTenHo Bnucea B [lepcoHanHo KYYEIN nonutuka ,qcp-public® (O.1.D. =
0.4.0.1456.1.2) no ETSI EN 101 456, c koeTo o603Ha4yaBa, Y€ YaCTHUS KoY HE e reHepupaH, He
ce CbxpaHsiBa 1 He ce usnonssa B QSCD.

HoctaBunkbT Bnucea B MNepcoHanHo KYYEI B atpubyTa ,Qualified Statements" naoeHtudukatop
»id-etsi-qcs-QcCompliance “ (OID=0.4.0.1862.1.1), ¢ koeTo o603Ha4aBa, Ye yoOCTOBEPEHMETO €
KBanuduumnpaHo.
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4.

HocTtaBunkbT Bnucea B nepcoHanHoto KYYEN B arpubyta ,Qualified Statements”
noeHtndukatop id-etsi-qcs-QcType” (OID=0.4.0.1862.1.6), cbCc cToMHOCT ,id-etsi-qct-esign”
(0id=0.4.0.1862.1.6.1), c koeTo 0603Ha4YaBa, Ye yAOCTOBEPEHNETO CE M3MOM3Ba 3a NnofiaraHe Ha
YCbBBbPLUEHCTBAH €NEKTPOHEH NOAMNMC.

HoctaBunkbT Bnucea B [lepcoHanHo KYYEMN B atpubyta ,Qualified Statements”
noeHtncpukatop id-etsi-qcs-QcPDS” (OID=0.4.0.1862.1.5) cbCc cTOMHOCT 0OBO3Ha4YaBalla
agpeca, Ha KouTto e nybnukyBaHa B-Trust ,[y6nununa Oeknapauusa” (Disclosure Statements) Ha
[ocTtaBuuka.

1.5.2 MMpodchecnoHanHo KYYEI — o603Ha4yeHue Ha lNMonuTtukara

1.

[ocTaBunkbT Nogabpka n npunara obuia nonutuka, obo3HaveHa B [NpodecrnoHanHoTo KYYET
Ha pmanyecko nuue, acoLMnpaHo ¢ PUANYECKO NULE, C MAEHTUdUKATOP Ha TeKyLaTa nonuTmnka
O..D. = 1.3.6.1.4.1.15862.1.7.1.2, koATO CbOTBETCTBA Ha nonutuka ,QCP-n“ (OID
0.4.0.194112.1.0) no ETSI EN 319 411-2.

[ocTtaBunkbT gonbrHMTenHo Bnucea B NpodecnonanHo KYYET nonutuka ,qcp-public (O.1.D. =
0.4.0.1456.1.2) no ETSI EN 101 456, c koeTo o603Ha4yaBa, Y€ YacCTHUS KoY HE € reHepupaH, He
ce CbxpaHsiBa 1 He ce nanonsea B QSCD.

HoctaBunkbT Bnmncea B [MpodecnonanHoto KYYEI B atpubyrta ,Qualified Statements”
noeHtndukartop ,id-etsi-qcs-QcCompliance “ (OID=0.4.0.1862.1.1), ¢ koeTto ob6o3HayaBa, 4e
yOOCTOBEPEHNETO € KBanMduumnpaHo.

HocTtaBunkbT BnMcBa B npodgecumoHanHoto KYYEI B artpubyta ,Qualified Statements”
noeHtndukatop id-etsi-qcs-QcType” (OID=0.4.0.1862.1.6), cbCc cTomHOCT ,id-etsi-qct-esign”
(0id=0.4.0.1862.1.6.1), c koeTo 0603Ha4YaBa, Ye yAOCTOBEPEHNETO CE M3MOM3Ba 3a NnoslaraHe Ha
YCbBbPLUEHCTBAH €MeKTPOHEH NoAnnc

HoctaBunkbT Bnucea B [lpodecuonanHo KYYEIN B atpubyta ,Qualified Statements”
noeHtndpukatop id-etsi-qcs-QcPDS” (OID=0.4.0.1862.1.5) cbCc cTOMHOCT 0Ob6O3Ha4YaBalla
agpeca, Ha kouTto e nybnukyBaHa B-Trust ,[y6nununa Oeknapauusa” (Disclosure Statements) Ha
[ocTtaBuuka.

1.5.3 KYYENeuat/ OonayeH KYYElMNeuyaT — o603HauyeHne Ha Monutunkarta

1.

[ocTaBunkbT nogabpxa v npunara obuwa nonutuka, o6o3HaveHa B KYYEleuart Ha topngmyecko
nvue ¢ uageHtTudumkatop Ha Tekywarta nonmtuka O.1.D. = 1.3.6.1.4.1.15862.1.7.1.3, kosaTO
cboTBeTcTBa Ha nonutuka QCP-| (O1D=0.4.0.194112.1.1) no ETSI EN 319 411-2.

HoctaBunkbT ponbnHutenHo Brnmcea B KYKElewar nonutmka ,qcp-public” (O.1.D. =
0.4.0.1456.1.2) no ETSI EN 101 456, ¢ koeTo 0603Ha4aBa, Ye YaCTHUA KIOY HE € reHepupaH, He
ce CbXpaHsiBa 1 He ce nsnonssa Bbpxy QSCD.

HocTtaeunkbT BNucea B KYYEleuaT B atpmnbyTta ,Qualified Statements" wuaeHtudmkatop ,id-etsi-
gcs-QcCompliance” (OID=0.4.0.1862.1.1), ¢ koeTo o603HayaBa, 4e€ YAOCTOBEPEHUETO €
KBanudnumnpaHo.

HocTtaBunkbT BNucea B KYYEleyaT B atpmbyTta ,Qualified Statements" ngeHtudukatop ,id-etsi-
qgcs-QcType” (OID=0.4.0.1862.1.6), cbCc cTtomHocT ,id-etsi-qct-esign” (0id=0.4.0.1862.1.6.2), c
koeTo ob6o3HayaBa, 4Ye YOOCTOBEPEHMETO Ce W3MOon3Ba 3a fnofaraHe Ha YCbBbPLUEHCTBAH
€NeKTPOHEH neyar.

HocTtaeunkbT BNucea B KYYEleuaTt B atpmnbyTta ,Qualified Statements" wugeHtudumkatop ,id-etsi-
gcs-QcPDS” (OID=0.4.0.1862.1.5) cbCc cTOMHOCT oOOO3Ha4yaBalla agpeca, Ha KOWUTO €
nybnunkysaHa B-Trust ,[Ty6nuuHa Oeknapauusa” (Disclosure Statements) Ha [locTaBumka.

1.6 lpepHasHayvyeHMe U NPUSTOXKUMOCT Ha YAOCTOBEpPEHUATA
1.6.1 TNepcoHanHo KYYEN

1.

2.

MepcoHanHo KYYEI Ha dmamyecko nuue Moxe da ce M3nonssa nNpu cb3gaBaHe Ha YEI ot
U3NYECKOTO NKLLEe MOCOYEHO KaTo TUTYNAP B YAOCTOBEPEHNETO, KbM €NEKTPOHHU AOKYMEHTU U
B MPUNOXEHUS, KOUTO N3NCKBAT 3HAYNTENHO HUBO Ha MH(OPMALMOHHA CUIYPHOCT.

Ovmkuma rpwka Ha [oBepsiBawlaTa ce CcTpaHa € [fJa npoBepwu npegHasHadeHneTo W
NPUAOXMMOCTTa Ha YAOCTOBEPEHNETO U COPTYEPHUTE MPUMIOKEHMS, C KOUTO Ce Cb3adaBa U
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npoBepsiBa nognuca, Korato ce AoBepsiBa Ha enekTPOHHWA MoAnuC, NpuapyXeH oT ToBa
yOOCTOBEpPEHHUE.

[oBepsBawata ce cTpaHa cnegea da npoeepu B [lepcoHanHo KYYEI ob6osHayeHaTa
nonutukaTa, npunoxumma KbM ToBa yaoctoBepeHue (aTpubyTt "Certificate Policy") un
npegHasHa4YeHNeTo M OorpaHnyeHusiTa Ha [OEWCTBMETO Ha YOOCTOBEPEHMETO, OMMCaHu B
atpubytnte "Key Usage" n "Extended Key Usage", npean na ce goBepu Ha MOMOXEHUS
eneKTPoHeH nognuc.

MepcoHanHo KYYET Hama 3HayeHneTo Ha caMopbyeH NOANUC CNPSMO BCUYKM MO CMUCHIIA Ha
PernameHTt 910/2014 r. v Ha yn.13 Ha SELEYY v naeHtndumumpa nuueto kato Tutynsp Ha YETI.
MepcoHanHo KYYEI moxe ga ce uanonssa owe npu 3awmuTeHo YU KpUnTupaHo uanpaliaHe Ha
€NeKTPOHHN CHOOLLEHMA N 3aLLUMTEHN N KPUNTUPAHM KOMYHMKAUMWU, AOCTBN 4O MHopMauns 1
OHJTalH TpaH3aKuMM M3NCKBaLLN 3HAYUTENHO HMBO Ha CUTYPHOCT.

1.6.2 MMpodchecnoHanHo KYYEIN

1.

MpodecnonanHo KYYEI Ha dmsnyecko nuue, acoummpaHo C IOpUANYECKO JIMLE MOXe Aa ce
nmanonssa npu cb3gaBaHe Ha YEI OT uM3M4ecKoTo nuue MOCOoYeHO KaTo Tutynsp B
yOOCTOBEPEHNETO, KbM €MNEKTPOHHN AOKYMEHTU U B NPUNOXEHUS!, KOUTO U3UCKBAT 3HAYUTESTHO
HWBO Ha MH(POPMAaLMOHHA CUTYPHOCT.

Ovmknuva rpuxa Ha [oBepsiBawata ce cTpaHa € Aa npoBepu nNpegHasHayeHneTo MU
NPUIOXKMMOCTTa Ha YOOCTOBEPEHUETO U COPTYEPHUTE NPUINOXKEHUS, C KOUTO Ce Cb3adaBa U
npoBepsiBa nognuca, Korato ce A0BepsiBa Ha €NeKTPOHHWSA MNoAnuC, nNpuapyXeH oOT ToBa
yOOCTOBEpPEHHUE.

[oBepsaBawaTta ce cTpaHa crneasa ga nposepu B lNMpodecnoHanHoTo KYYEI obo3HaueHaTa
nonutukaTa, npunoxumma KbM ToBa yaoctoBepeHue (aTpubyTt "Certificate Policy") un
npeaHasHa4YeHMeTo W OrpaHWYeHusTa Ha [OeWCTBMEeTO Ha YOOCTOBEPEHWETO, OnuMcaHu B
atpubytnte "Key Usage" n "Extended Key Usage", npean oa ce QoBepu Ha MOMOXEHUS
eneKTPOHEH noanuc.

MpodecnonanHo KYYEIN Hama 3Ha4eHMEeTO Ha caMOpbyeH NOAMMC CpsiMO BCUYKM MO CMUCBNA
Ha PernameHT 910/2014 r. n Ha un.13 Ha BEAEYY v ngeHtudmumpa MNMotpebutens kato Tutynap
Ha YET.

MpodecunonanHo KYYEI moxe aa ce nsnonsea oLle npu 3amTeHo U KpUnTMpaHo manpatllaHe
Ha eneKTPOHHM CbOBLLIEHNA M 3aLLMTEHN U KpUNTUPAHU KOMYHUKaLMK, [OCTBbN 40 UHopMaLums n
OHJTaNH TpaH3aKUMM M3UCKBALLN 3HAYNTENHO HMBO HA CUMYPHOCT.

1.6.3 KYYENeuaT

1.

KYYElleuyaT Ha topuandecko nuue ce manonsea npu cb3gaBaHe Ha YElleuwat ot Cwb3partens
NOCOYEH B YOOCTOBEPEHMETO KbM E€MEKTPOHHU OOKYMEHTU U B €NEKTPOHHU TpaH3aKLMu, KOUTO
N3NCKBAT 3HAYMTENHO HMBO Ha MHAPOPMAaLIMOHHA CUTYPHOCT.

B cvotBeTcTBME ¢ PernameHnT 910/2014 EC, KYYEIleuaT He crneaBa ga ce n3nonssa v npunara
KaTto enekTpoHeH nognuc Ha topugmyecko nuue. KYYElMeuat cnyxn camo ga asTeHTUdULmMpa
N3TOYHMKA N MHTErpuTeTa Ha NoANeYaTeHN enekTPOHHMN AOKYMEHTU/M3ABNeHns (OT ,eNeKTPOHEH"
oduc/opranmsauus). Korato 3a JageHa TpaH3akumsa ce W3MCKBA ENeKTPOHEeH noanuc Ha
IOpPUAMYECKO nuue, KBanUOUUUPAHUAT WNU  YCbBBLPLUEHCTBAHUAT €EMNEeKTPOHEH MOAMUC Ha
YMbIIHOMOLLEHUA NPeACTaBUTES HA HOPUANYECKOTO NMLE Ce NpuemMa PaBHOCTOMHO.

Ovmkuma rpwka Ha [oBepsiBawlaTa ce CcTpaHa € [ga npoBepu npeaHasHadeHMeTo W
NPUIOXKMMOCTTA Ha YOOCTOBEPEHUETO U COPTYEPHUTE MNPUIOXKEHUS, C KOUTO Ce Cb3daBa U
npoBepsiBa nevarta, korato ce goBepsiBa Ha KBanuduuupaH enekTpoHeH neyat, NpuapyXeH ot
TOBa yOOCTOBEPEHMUE.

HoBepsBawata ce crtpaHa cnegBa aa nposepu B KYYEleyatr obosHadeHaTa nonuTukaTta,
npunoxmma kbMm ToBa ygoctoBepeHue (atpmbyt "Certificate Policy") n npegHasHadeHneTo u
OorpaHMyeHnaTa Ha OEeWNCTBMETO Ha yO4OCTOBEPEHMETO, onucaHu B aTpubytute "Key Usage",
"Extended Key Usage", n ,Qualified Statements" npeaun aa ce noBepun Ha NONOXEHUSI ENEKTPOHEH
nevyar.

OcBeH npu yaooctoBepsiBAHETO Ha aBTEHTUYHOCTTA Ha AOKYMEHTW, U34adeH OT HpuUanvecko
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nuue, enekTpoHHUTE nevaTy MoraT Aa ce M3NON3BaT 3a Y4OCTOBEPSIBAHE HA aBTEHTUYHOCTTA Ha
LUMGPOBUTE aKTUBM Ha IOPUANYECKO NnLE, KaTo COOTYEPEH KOA UMW CbPBBHPMU.

1.7 OrpaHnyeHue Ha yAOCTOBEPUTENTHOTO AieUCTBUE

1.

Ako KY ce nsgasa c orpaHnyeHne Ha yooCToBepUTENHOTO aencTtene, lNpakrtnkara Ha [loctaBymka
Jonycka ga ce BNMCBa B YAOCTOBEPEHNETO OrpaHNYeHme No OTHOLLIEHME Ha Lenv Unu CTOMHOCT
Ha caenkn mexay MNMotpebutenn n [loBepsABawim ce CTpaHu Npy U3MNon3BaHe Ha KBanvdpuumpat
eneKTpoHeH nognuc/nevyar.

[locTaBYMKbT 3a0bIIKUTENHO n3nonasea peksmant "Qualified Statements" B KY.
OrpaHnynTenHoTo AencTBMe Ha nsganeHn KY no oTHoLeHWe Ha CTOMHOCTTa Ha COerkuTe, KOUTO
MoTpebutenute cknovBaT NOCPEOCTBOM W3MNON3BAHE Ha EfEKTPOHEH MOAMNWUC, Ce Cbrnacyea
Mexay Tax u Bcsika [loBepsiBallia ce cTpaHa 1 € M3BbH 0b6xBaTa Ha HACTOSLLNA JOKYMEHT.

B cvotBetctBMe ¢ PernameHt 910/2014 EC, KY 3a KElleyaT He cnegBa ga ce manonsea u
npunara KaTo enekTpoHeH noanuc Ha topugudecko nuue. KY 3a KEllevat cnyxm camo pa
aBTEHTUUUMPA WU3TOYHWKA W MWHTErpuTeTa Ha aBTOMATUYHO MoAMNeYaTeHUn €ENeKTPOHHU
OOKYMEHTU/U3ABNeHus (,eNneKkTpoHeH” oduc/opraHnsaums).

1.8 Ynotpeba Ha yaocToBepeHUs1 U3BBH NPUSTOXKHOTO MoJie U orpaHuYeHUsTa

1.

Korato [lMoTtpebuten wunu [oBepsiBalla ce cTpaHa wu3non3BaT U ce goeepsiBaT Ha KY ¢
npegHasHadeHue, pasnnyHo oT ykasaHute B pekBmantn "Key Usage", "Extended Key Usage",
.Certificate Policy" nnn ,,Qualified Statements", oTroBopHOCTTa € n3LAno TAXHa U He aHraxupa ¢
OTroBOPHOCT [JocTaB4MKa NO HUKAKbB HAYMH.

1.9 YnpaBneHue Ha lMonutukata Ha [locTaBYMKa

1.

2.

Monutukata Ha [doctaBymnka (TO3N OOKYMEHT) MOANEXW Ha afMUHUCTPaTUBHO ynpasBneHue u
KOHTpoOn OT cTpaHa Ha CbBeTa Ha anpektopute Ha ,BOPUKA” ALl.

[donyckat ce npoMeHu, pefakumMm n OOMbMHEHWS, KOUTO He 3acsaraTt npasaTa M 3adblihKeHus,
npou3TUYaLLy OoT TO3N AOKYMEHT U CTaHg4apTHUS gorosop Mexay floctasuvka un MNoTpebutenute
cnep cbrnacyBaHe v yTBbpxaasaHe oT CbBeTa Ha AnpeKkTopuTe.

Bcsaka npegcraBeHa n ogobpeHa HoBa Bepcust N pefakumns Ha To3n AOKYMeHT He3abaBHO ce
nybnukyBa Ha canTa Ha [locTaByuka.

KomeHTapu, 3anuTBaHns U passiCHEHUSA No TO3N AOKYMEHT MoraT Aa ce OTnpaBsAT Ha:

e eeKTPOHEH agpec Ha YaocToBepsiBaly, opraH: info@b-trust.org;

e eneKTpoHeH agpec Ha [JocTtaBuuka: info@borica.bg;
e Ten.: 0700 199 10.

2 NMPOPUIIN HA YOOCTOBEPEHUATA

2.1 Mpodun Ha MNepcoHanHo KYYE

1.

HocTtaBunkbT n3gaea lNepcoHanHo KYYEN Ha dwmaudecko nuue (B-Trust Personal qualified
certificate AES) ¢ nocoyeHna no-gony npodcpun:

Mone ATpunbytun 3HauyeHune/CTonMHOCT

Version - V3

Serial number - [serial number]

Signature - Sha256RSA

algorithm

Signature hash - Sha256

algorithm

Issuer CN = B-Trust Operational Advanced CA
ou = B-Trust
0= BORICA AD
Organizationldentifier(2.5.4.97 INTRBG-201230426
) =
C= BG

Validity from - [Hayano Ha nepuoga Ha BanugHocT]
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O6woaoCTLNEeH JOKYMEHT

NOJINTUKA NPU NPEAOCTABAHE HA KBAITUGPULIMPAHU YOOCTOBEPEHUA
3A YCBBBPLUEHCTBAH EJIEKTPOHEH NOAMUC/MEYAT

Validity to - [Kpan Ha nepuofa Ha BanngHocT]
Subject CN = [O6uyanHo nme: N3bpaHo oT hmanyeckoTo nuue uve. Ako He e
n3bpaHo, ce BMMCBa MbIIHOTO MME Ha pM3NYECKOTO Nuue]
= [CobcTBEHO MME Ha HKM3NYECKOTO nnue cnopes AOKYMEHT 3a
CaMOnMYHOCT]
SN = [®amunHo ume Ha dunsn4eckoTo Nuue Cnopes AOKYMEHT 3a
CaMOoJIMYHOCT]
SERIALNUMBER = [MaeHTUbmkaTOp Ha dhmanyeckoTo nuue.
e  3a Obnrapcky rpaxkgaHuH - €4uH OT CriegHUTE:
o PNOBG-XXXXXXXXXX 3a EMH
o PASSBG-XXXXXXXX 3a HoMep Ha nacrnopTt
o IDCBG-XXXXXXXXX 3a HOMep Ha Nn4yHa
KapTa
o TINBG-XXXXXXXXX 3a O0C Homep Ha
dmandecko nuue
o PLEBG-XXXXXXXXXX 3a nuyeH HoMep Ha
yyxaeHeL,
o BT:BG-XXXXXXXXXX 3a Homep Ha
dunsnyecko nuue, nsgageH ot B-Trust YO
e 3auyxaecTpaHHO Nuue — eauH OT CnegHUTe:
o PNOYY- XXXXXXXXXX 3a HaumoHaneH
NMYEH HoMep
o PASSYY- XXXXXXXX 3a Homep Ha nacnopt
o IDCYY- XXXXXXXXX 3a HauMoHaneH Homep
Ha NYyHa kapTta
kbaeTo YY e AByOyKBEH KO Ha AbpxaBaTa Ha
dumaunyeckoTo nuue cnopep 1ISO 3166
]
E= [Mmenn appec]
C= BG
Public key - RSA(2048 bits)
Subject Key Identifier |- [xew Ha ,Public key"]
Authority Key Identifier |KeyID = [xew Ha ,Public key " Ha ,Issuer‘]
Issuer Alternative URL = http://www.b-trust.org
Name
Basic Constraints Subject Type = End Entity
Path length Constraint = None

Certificate Policy

[1] Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.7.1.1
[1,1]Policy Qualifier Info:
Policy Qualifier ID=CPS
Qualifier:
http://www.b-trust.org/documents/cps
[2] Certificate Policy:
Policy Identifier=0.4.0.1456.1.2
[3] Certificate Policy:
Policy identifier=0.4.0.194112.1.0

Enhanced Key Usage

Client Authentication, Secure Email

CRL Distribution Points

[1] CRL Distribution Point

Distribution Point Name:
Full Name:
URL= http://crl.b-trust.org/repository/B-
TrustOperational ACA .crl

Authority Information
Access

[1] Authority Info Access
Access Method=0On-line Certificate Status Protocol
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustOperational ACAOCSP.cer

Key Usage (critical)

Digital Signature, Key Encipherment
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Qualified Certificate
Statement:

Qualified Statement

id-gcs-pkixQCSyntax- v2
(0id=1.3.6.1.5.5.7.11. 2)

id-etsi-qcs-semanticsld-
Natural
(0id=0.4.0.194121.1.0)

id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)

id-etsi-qcs-QcType
(0id=0.4.0.1862.1.6)

id-etsi-qct-esign
(0id=0.4.0.1862.1.6.1)

id-etsi-qcs-QcPDS
(0id=0.4.0.1862.1.5)

PdsLocations
PdsLocation=https://www.b-
trust.org/documents/pds/pds_e
n.pdf

language=en

2.2 Tpodun Ha NpocecnoHanHo KYYET
1.

[octaBunkbT nsgaea lNpodecnoHanHo KYYEI Ha dusnyecko nuue, acounmpaHo ¢ puandecko

nuue (B-Trust Professional qualified certificate AES) ¢ nocoueHusa no-gony npodoun:

Mone ATpunbytn

3HauveHune/CToNHOCT

Version

V3

Serial number

[serial number]

Signature
algorithm

Sha256RSA

Signature hash
algorithm

Sha256

Issuer CN=

B-Trust Operational Advanced CA

Oou =

B-Trust

O=

BORICA AD

Organizationldentifier(2.5.4.97
)=

NTRBG-201230426

BG

C =
Validity from -

[Hayano Ha nepuoga Ha BanngHocT]

Validity to

[Kpai Ha nepuoga Ha BanngHocT]

Subject CN

[OBuyariHo nme: N3bpaHo oT hrnanyeckoTo nuue nme. AKo He e
n3bpaHo, ce BNUCBa MbIHOTO MMe Ha (PU3N4ECKOTO nuLe]

[CobcTBEHO MME Ha HU3UYECKOTO NUue cnopes AOKYMEHT 3a
CaMONNYHOCT]

SN

[®amunHo ume Ha U3nM4eckoTo N1Le Cnopes OOKYMEHT 3a
CaMONNYHOCT]

SERIALNUMBER =

[MoeHTndmkaTop Ha pranyeckoTo nuue.
3a Obnrapcku rpaxaaHuH - eauH OT CnegHuTe:
o PNOBG-XXXXXXXXXX 3a EMH
o PASSBG-XXXXXXXX 3a HOMep Ha nacrnopTt
o IDCBG-XXXXXXXXX 3a HOMep Ha Nn4yHa
KapTa
TINBG-XXXXXXXXX 3a 44C Homep Ha
dusnyecko nuue
P1:BG-XXXXXXXXXX 3a nuyeH HoMep Ha
yyxaeHel
BT:BG-XXXXXXXXXX 3a Homep Ha
dusnyecko nuue, nsgageH ot B-Trust YO
3a YyxgecTpaHHO NuLEe — eQuH OT criegHuTe:
o PNOYY- XXXXXXXXXX 3a HaumoHaneH
nYeH HoMep
PASSYY- XXXXXXXX 3a HoMep Ha nacrnopTt
IDCYY- XXXXXXXXX 3a HaumnoHarneH Homep
Ha NYHa kapTa
kbaeTo YY e AByOyKBEH KOA Ha AbpxaBaTta Ha
dusnyeckoTo nuue cnopepq ISO 3166

(¢]

o

o

@]
@]

[Mmenn agpec]
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2.54.97=
(organizationldentifier

[Identifier of a legal entity with which the individual is associated.
One of the following:

. VATBG-XXXXXXXXX — for VAT number
. NTRBG-XXXXXXXXX — for UIC (BULSTAT
o= [Name of the legal person]
C= BG
Public key - RSA(2048 bits)
Subject Key Identifier |- [xew Ha ,Public key"]
Authority Key Identifier |KeyID = [xew Ha ,Public key " Ha ,Issuer]
Issuer Alternative URL = http://www.b-trust.org
Name
Basic Constraints Subject Type = End Entity
Path length Constraint = None

Certificate Policy

[1] Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.7.1.2
[1,1]Policy Qualifier Info:
Policy Qualifier ID=CPS
Qualifier:
http://www.b-trust.org/documents/cps
[2] Certificate Policy:
Policy Identifier=0.4.0.1456.1.2
[3] Certificate Policy:
Policy identifier=0.4.0.194112.1.0

Enhanced Key Usage

Client Authentication, Secure Email

CRL Distribution Points

[1] CRL Distribution Point

Distribution Point Name:
Full Name:
URL= http://crl.b-trust.org/repository/B-
TrustOperationalACA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0On-line Certificate Status Protocol
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustOperational ACAOCSP.cer

Key Usage (critical)

Digital Signature, Key Encipherment

Qualified Statement

Qualified Certificate
Statement:

id-qcs-pkixQCSyntax- v2  |id-etsi-qcs-semanticsld-
(0id=1.3.6.1.5.5.7.11. 2)  |Natural
(0id=0.4.0.194121.1.1)

id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)

id-etsi-qcs-QcType
(0id=0.4.0.1862.1.6)

id-etsi-qct-esign
(0id=0.4.0.1862.1.6.1)

PdsLocations
PdsLocation=https://www.b-
trust.org/documents/pds/pds_e
n.pdf

language=en

id-etsi-qcs-QcPDS
(0id=0.4.0.1862.1.5)

2.3 Mpodun Ha KYYEleyat/ O6naveH KYYEleuar

1. doctaBunkbT u3gasa KYYElevat (B-Trust legal qualified certificate AESeal/CAESeal) c
NnocoYeHns nNo-gony Npodus:
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Mone ATpubytn 3Ha4veHune/CTonMHOCT
Version - V3
Serial number - [serial number]
Signature - Sha256RSA
algorithm
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Operational Advanced CA
ou = B-Trust
0= BORICA AD
Organizationldentifier(2.5.4.97 INTRBG-201230426
C= BG
Validity from - [Hayano Ha neproga Ha BanugHocT]
Validity to - [Kpan Ha nepuoga Ha BanngHocT]
Subject CN = [HanmeHoBaHue Ha Cb3gaTens (O6udanHo nme)]
= [HaumeHoBaHne Ha Cb3paTens (OpraHusaums nunv topuan4ecko
nuue)]
2.5.4.97= [MaeHtTudmkaTop Ha Cbapatens. EanH oT cnegHuTe:
(organizationldentifier) o VATBG-XXXXXXXXX —3a 0AC Homep
¢ NTRBG-XXXXXXXXX — 3a EMK (BYNCTAT)
]
E= [Umenn agpec]
C= BG unu YY
kbaeTo YY e aByOykBeH koA Ha AbpasaTa cnopeg 1ISO 3166,
KbOeTo e peructpupaH Cwagartens
Public key - RSA(20438 bits)
Subject Key Identifier |- [xew Ha ,Public key"]
Authority Key Identifier [KeyID = [xew Ha ,Public key" Ha ,Issuer‘]
Issuer Alternative URL = http://www.b-trust.org
Name
Basic Constraints Subject Type = End Entity
Path length Constraint = None

Certificate Policy

[1] Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.7.1.3
[1,1]Policy Qualifier Info:
Policy Qualifier ID=CPS
Qualifier:
http://www.b-trust.org/documents/cps
[2] Certificate Policy:
Policy Identifier=0.4.0.1456.1.2
[3] Certificate Policy:
Policy Identifier=0.4.0.194112.1.1

Enhanced Key Usage

Client Authentication, Secure Email, Code Signing

CRL Distribution Points

[1] CRL Distribution Point

Distribution Point Name:
Full Name:
URL= http://crl.b-trust.org/repository/B-
TrustOperationalACA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0On-line Certificate Status Protocol
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustOperational ACAOCSP.cer

Key Usage (critical)

Digital Signature, Key Encipherment

Qualified Statement Qualified Certificate id-qcs-pkixQCSyntax- |id-etsi-qcs-Semanticsld-Legal
Statement: v2 (0id=0.4.0.194121.1.2)
(0id=1.3.6.1.5.5.7.11.
2)
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id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)

id-etsi-qcs-QcType  |id-etsi-qct-eseal (0id=0.4.0.1862.1.6.2)
(0id=0.4.0.1862.1.6)

id-etsi-qcs-QcPDS PdsLocations

(0id=0.4.0.1862.1.5) |PdsLocation=https://www.b-
trust.org/documents/pds/pds_en.pdf
language=en

3 3AOBIMKEHUE 3A NYBJIIMKYBAHE U BOOEHE HA PETUCTBP

3.1 My6nuyeH Peructbp

CobrnacHo T.2.1 OT akTyanHa Bepcusi Ha AokymeHTa ,[lpakTMka npu npeaocTaBsiHE Ha
KBanuduumnpaHn yoocToBepeHust 1 keanuduuupanun yagoctoseputennn yenyrum ot ,6OPUKA* ALl (B-
Trust CPS-eIDAS).

3.2 [My6nuyHo xpaHunuile Ha AOKYMEHTHU

CobrnacHo T.2.1 OT aKkTyanHa Bepcus Ha [okymeHTa ,llpaktuka npu npegoctaBsHe Ha
KBanuduumnpaHn yogocTtoBepeHns 1 KBanuduumnpanmn ygoctoseputennn ycnyrum ot ,6OPUKA® AL
(B-Trust CPS-elDAS).

3.3 [Myb6nukyBaHe Ha MHdOpMaLusa 3a yaoCcTOBepeHUATa

CobrnacHo T.2.1 OT akTyanHa Bepcusi Ha pAokymeHTa ,[lpaktMka npu npeaocTaBsiHE Ha
KBanuduumnpaHn yaoocToBepeHust 1 Kkeanuduuupanun yaoctopeputennn yenyrum ot ,6OPUKA® ALl (B-
Trust CPS-elDAS).

3.4 YecToTa Ha NyGnuKyBaHe

CovrnacHo T.2.1 OT akTyanHa Bepcusa Ha [JokymeHTa [llpakTvka npu npegoctaBsHE Ha
KBanuuumnpaHn ygoctoBepeHust n ksanuduuupanun yagoctoseputennu yenyrum ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).

3.5 [octbn oo Perncrbpa v 4o XpaHUNULWETO

CovrnacHo T.2.1 OT akTyanHa Bepcua Ha [JokymeHTa [llpakTvka npu npegoctaBsiHE Ha
KBanuuumnpaHn ygoctoBepeHus n ksanuguuupanun yagoctoseputennu yenyrum ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).

4 WOEHTUO®UKALUUA N ABTEHTUDPUKALIUA

41 WmeHyBaHe

CovrnacHo T1.3.1 OT akTyanHa Bepcuss Ha [JokymeHTa [lpaktMka npu npegocTtaBsiHE Ha
KBanuuumnpaHn ygoctoBepeHus n ksanuguuupanun yagoctoseputennu yenyrum ot ,60PUKA* ALl (B-
Trust CPS-elDAS).

4.2 [lbpBOHavanHa naeHTUUKaUMAa M yctaHOBsIBaHe Ha UAEHTUYHOCT

CobrnacHo T1.3.2 OT akTyanHa Bepcus Ha AokymeHTa [lpakTuka npu npeaocTaBsHe Ha
KBanuduumpaHm yaoctoBepeHus n ksanuduumpanm yooctoseputenHu yenyrum ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).

4.3 WpeHTupMKauma m yctaHoBsABaHe Ha UOEHTUYHOCT NpuU NnogHOBABaHe

CvobrnacHo Tasu lMonutuka, [JocTaBYMKbLT HE MOAHOBSIBA KBanvduuupaHu yaoCTOBEPEHWUs 3a
YCbBbPLUEHCTBAH €enekTpoHeH noanuc/nedat. Bwxk T1.3.3 OT akTyanHa Bepcus Ha [OOKYMeEHTa
JJ1paKkTMuka npuM npedocTaBdAHe Ha KBanuduuMpaHuM yOOCTOBEpPEHUMsT W KBanuduuupaHu
yooctoBeputenHu ycnyrm ot ,6OPUKA® ALl (B-Trust CPS-elDAS).
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4.4 WpeHtTncpukaumsa n aBTeHTUPUKaLUA Npu cnupaHe

CobrnacHo T1.3.4 OT akTyanHa Bepcusi Ha AokymeHTa ,[lpaktMka npu npeaocTaBsiHE Ha
KBanuduumnpaHn ygoctoBepeHust 1 ksanuduumnpanun ygoctoseputennn yenyrum ot ,60PUKA* ALl (B-
Trust CPS-elDAS).

4.5 WpeHTucdpukauma n aBTeHTUPUKaALUA Npu NnpeKkpaTaBaHe
CobrnacHo T1.3.5 OoT akTyanHa Bepcusi Ha [okKymeHTa ,[llpakTMka npu npegoctaBsiHe Ha

KBanuuumnpaHn yagoctoBepeHust 1 ksanuduuupaHu yagoctoseputennu yenyrum ot ,60PUKA® ALl (B-
Trust CPS-elDAS).

4.6 WpeHTucpukauma n aBTeHTUPUKaALUA NpU NpeKkpaTaABaHe
CobrnacHo T1.3.6 OT akTyanHa Bepcusi Ha [oOKymeHTa ,[llpakTMka npu npegoctaBsiHe Ha

KBanuuumnpaHn yagoctoBepeHus 1 ksanuduuupanu yaoctoseputennu yenyrum ot ,60PUKA® ALl (B-
Trust CPS-elDAS).

5 ONEPATUBHU U3UCKBAHUA U NMPOLEOYPU

1. HoctaBuukbT, Ypes PO/MPC, B pamknte Ha ckntodeH [oroeop 3a KYY, manbnHaea cnegHute
onepaTtusHu nNpouenypu 3a KYY, npunoxumm kbm KY ot Tasu MNonutuka:

perncTpaums Ha UckaHe 3a n3gaBaHe;

0bpaboTka Ha nckaHe 3a M3gaBaHe;

n3gaBaHe;

npegaBaHe Ha U3gafeHo;

ynotpeba Ha geonkarta knto4voe u KY;

cnnpaHe/Bb306HOBSIBaHE;

npekpaTaBaHe;
e craTyc Ha KY.

2. Teswn onepaTtmeHM npoueaypu Ha [JoctaBumnka ca obwum 3a KYYET n KYYEleuar.

3. [HoctaBuukbT, Ypes PO/MPC, gonycka MNotpebuten (Tutynap/CbhagaTten) Aa npekpaTtu gorosopa
32 YAOCTOBEPUTENHN YCIYrn MeXay TSX.

5.1 WckaHe 3a nsgaBaHe Ha yOoOCTOBEPEHME

CobrnacHo T.4.1 OT akTyanHa Bepcus Ha AokymeHTa [lpakTuka npu npegocTaBsiHe Ha
KBanuuumnpaHn ygoctoBepeHus n ksanuduuupanun yagoctoseputennu yenyrum ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).
5.2 [pouepypa Ha uspnaBaHe

CobrnacHo T. 4.2 OT akTyanHa Bepcusi Ha pokymeHTa ,[lpakTvka npuv npegoctaBsiHe Ha
KBanuuumnpaHn ygoctoBepeHus n ksanuguuupanun yagoctoseputennu yenyrum ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).
5.3 WspaBaHe Ha yaocToBepeHue

CobrnacHo T.4.3 OT akTyanHa Bepcus Ha AokymeHTa [lpakTuka npu npeaocTaBsHe Ha
KBanuduumpaHm yaoctoBepeHus n ksanuduumpanm yooctoseputenHu ycnyrum ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).
5.4 [MpuemaHe u Nny6nuKkyBaHe Ha yAOCTOBEPEHUETO

CobrnacHo T.4.4 OT aKkTyanHa Bepcus Ha AokymeHTa [lpakTuka npu npeaocTaBsHe Ha
KBanuduumpaHm yaocToBepeHust n ksanuduumpanm ygocroseputentu ycnyrum ot ,60PUKA* ALl (B-
Trust CPS-elDAS).

5.5 Ynortpeba Ha gBoMKaTa KIlOMOBE U Ha yAOCTOBEPEHUETO
CobrnacHo T.4.5 OT akTyanHa Bepcusi Ha AokymeHTa [lpakTuka npu npeaocTaBsiHE Ha
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KBanuuumnpaHn yagoctoBepeHust u keanuduuupaHu yaoctoseputennu yenyrum ot ,60PUKA® ALl (B-
Trust CPS-elDAS).
5.6 [lMogHoBsIBaHe Ha yaocToBepeHue

CobrnacHo Tasu lNMonutuka, [JocTaBYMKLT HEe MOAHOBSABA KBanvduuupaHu yooCTOBEpPEHUs 3a
YCbBbPLUEHCTBAH €fekTpoHeH noanuc/nedat. Bux T.4.6 OT akTyanHa Bepcus Ha [OOKYMeHTa
.[IpaKkTMka npu npegocTaBAHe Ha KBanUMUMpaHW YOOCTOBEPEHMS U KBanuduumpaHu
ypoctoseputenHu yenyrm ot ,6OPUKA® ALl (B-Trust CPS-elDAS).

5.7 TNoamsHa Ha ABOMKa KpunTorpadCku Kno4voBe B yAOCTOBEpEeHUe

CbrnacHo T.4.7 OT akTyanHa Bepcusi Ha AokymeHTa ,[lpaktvka npu npegoctaBsHe Ha
KBanuuumnpaHn yagoctoBepeHus 1 ksanuduuupaHu yaoctoseputennu yenyrum ot ,60PUKA® ALl (B-
Trust CPS-elDAS).

5.8 [MpomsaHa B ynocTtoBepeHue

CovrnacHo T.4.8 oOT akTyanHa Bepcusi Ha gokymeHTa [lpaktvka npu npegocTaBsiHE Ha
KBanuuumnpaHn ygoctoBepeHus n ksanuguuupanu ygoctoseputentu yenyrum ot ,60PUKA® ALl (B-
Trust CPS-elDAS).

5.9 [pekpaTtaiBaHe N cnupaHe Ha yaocToBepeHue

CovrnacHo T.4.9 oT akTyanHa Bepcuss Ha gokymeHTa [lpaktvka npu npegocTaBsiHE Ha
KBanuuumnpaHn ygoctoBepeHust 1 Kksanuguuupanu yaoctoseputennu yenyrum ot ,60PUKA® ALl (B-
Trust CPS-eIDAS).

5.10 Crtatyc Ha yaocTtoBepeHue

CovrnacHo T1.4.10 OT aKkTyanHa Bepcusi Ha OOKyMeHTa ,[lpakTmka npu npegocrtaBsHE Ha
KBanuuumnpaHn ygoctoBepeHust n ksanuguuupanu yagoctoseputennu yenyrum ot ,60PUKA® ALl (B-
Trust CPS-eIDAS).

5.11 lMpekpaTaaBaHe Ha AOroBOp 3a yAOCTOBEPUTESTHM YCIYTrn

CovrnacHo T1.4.11 OT aKkTyanHa Bepcusi Ha OOKyMeHTa ,[lpakTvka npu npegocrtaBsHE Ha
KBanuduumnpaHm yaocToBepeHus n ksanuduumpanm ygocroseputentu ycnyrum ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).

5.12 Bb3cTaHOBsIBaHe Ha Kno4yoBe

CovrnacHo T1.4.12 OT aKkTyanHa Bepcust Ha AOKyMeHTa ,[lpakTmka npu npegocrtaBsHE Ha
KBanuduumpaHm yaocToBepeHns n ksanuduumpanm ygocroseputentu ycnyrum ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).

6 CPEOCTBA, YINPABJEHUE U ONEPATUBEH KOHTPOI

6.1 duUsnyeckn KoOHTpon

CovrnacHo T1.5.1 oT aKkTyanHa Bepcus Ha pokymeHTa [lpakTuka npu npeaocTaBsHeE Ha
KBanuduumpaHm yaocToBepeHust n ksanuduumpanm yoocroseputentu ycnyrum ot ,60PUKA* ALl (B-
Trust CPS-elDAS).
6.2 [pouenypeH KOHTpO

CobrnacHo T1.5.2 oT aKkTyanHa Bepcus Ha pAokymeHTa [lpakTvka npu npeaocTaBsHe Ha
KBanuduumpaHm yaocToBepeHus n ksanuduumpanm yoocroseputentu ycnyrum ot ,60PUKA* ALl (B-
Trust CPS-elDAS).

6.3 Ksanudukauma n obyyeHme Ha nepcoHan
CobrnacHo T1.5.3 OT akTyanHa Bepcusi Ha AokymeHTa ,[lpakTuka npu npegocTaBsHe Ha
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KBanuuumnpaHn yagoctoBepeHust u keanuduuupaHu yaoctoseputennu yenyrum ot ,60PUKA® ALl (B-
Trust CPS-elDAS).
6.4 MWsrorBsiHe U noaabpXKaHe Ha XXypHanu

CovrnacHo T1.5.4 oT akTyanHa Bepcusi Ha JokymeHTa [lpaktvka npu npegocTaBsiHE Ha
KBanuuumnpaHn yagoctoBepeHus 1 ksanuduuupaHu yaoctoseputennu yenyrum ot ,60PUKA® ALl (B-
Trust CPS-eIDAS).
6.5 ApxuB v nogabpxKaHe Ha apxvBa

CovrnacHo T1.5.5 oT akTyanHa Bepcusi Ha [JokymeHTa [lpaktvka npu npegocTaBsiHE Ha
KBanuuumnpaHn yagoctoBepeHus 1 ksanuduuupaHu yaoctoseputennu yenyrum ot ,60PUKA® ALl (B-
Trust CPS-eIDAS).
6.6 [MpomsaHa Ha KnoY

CovrnacHo T1.5.6 OT akTyanHa Bepcuss Ha gokymeHTa [lpaktvka npu npegocTaBsiHE Ha
KBanuduumnpaHn yagocTtoBepeHust 1 Kkeanudpuumnpanun yaooctoseputennn yenyrm ot ,6OPUKA® ALl (B-
Trust CPS-eIDAS).
6.7 KomnpomeTupaHe Ha KNn4yoBe U Bb3CTaHOBAABaHe crnej aBapum

CovrnacHo T1.5.7 OT akTyanHa Bepcuss Ha gokymeHTa [lpaktvka npu npegocTaBsiHE Ha
KBanuduumnpaHn yaoocToBepeHust 1 Kkeanuduuupanun yaooctoseputennn yenyrm ot ,6OPUKA® ALl (B-
Trust CPS-eIDAS).
6.8 KomnpomeTupaHe Ha YyacTeH KNy

CbrnacHo T1.5.8 oT akTyanHa Bepcusi Ha pAokymeHTa ,[lpaktvka npu npegoctaBsHe Ha
KBanuduumnpaHn yaoocToBepeHust 1 Kkeanuduumnpanun yagoctoseputennn yenyrm ot ,6OPUKA* ALl (B-
Trust CPS-eIDAS).
6.9 [pekpaTtaBaHe Ha AeUHOCTTa Ha [locTaB4YMKa

CobrnacHo T1.5.9 oT akTyanHa Bepcusi Ha pAokymeHTa ,[lpakTvka npu npeaocTaBsHE Ha
KBanuduumnpaHm yaocToBepeHus n ksanuduumpanm ygocroseputentu ycnyrum ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).

7 YNPABJIEHUE U KOHTPOJ1 HA TEXHUYECKATA CUTYPHOCT

7.1 TeHepupaHe U UHCTanupaHe Ha ABOWKa Kno4oBe

CobrnacHo T.6.1 OT akTyanHa Bepcusi Ha AokymeHTa ,[lpakTuka npu npegocTaBsHe Ha
KBanuduumpaHm yaocTosepeHnst n ksanuduumnpaHm yooctoseputenHu yenyrum ot ,60PUKA® ALl (B-
Trust CPS-eIDAS).

7.2 Tpoueaypa no reHepupaHe

CobrnacHo T.6.2 OT akTyanHa Bepcusi Ha AokymeHTa [lpakTuka npu npegocTaBsHe Ha
KBanuduumpaHm yaoctoBepeHus n ksanuduumpanm ygoctoseputenHu yenyrum ot ,60PUKA* ALl (B-
Trust CPS-elDAS).

7.3 3awmTa Ha YacTeH KN4 U KOHTPON Ha Kpuntorpadgckua moayn

CobrnacHo T1.6.3 OT aKkTyanHa Bepcusi Ha pAokymeHTa [lpakTuka npu npeaocTaBsHe Ha
KBanuduumpaHm yaocToBepeHus n ksanuduumpanm yooctoseputenHu yenyrum ot ,60PUKA* ALl (B-
Trust CPS-elDAS).

7.4 [pyrv acnekTtu Ha ynpaBfieHue Ha ABOMKa KIo4oBe

CobrnacHo T1.6.4 oOT aKkTyanHa Bepcus Ha pAokymeHTa ,[lpakTMka npu npeaocTaBsHe Ha
KBanvduumpaHm yaocToBepeHus n ksanuduumpaHm yooctoseputenHu ycnyrum ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).
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7.5 [1aHHM 3a akTMBauus

CovrnacHo T.6.5 OT akTyanHa Bepcus Ha [JokymeHTa [lpakTvka npu npegocTaBsHe Ha
KBanuduumnpaHn ygoctoBepeHust 1 ksanuduumnpanun ygoctoseputennn yenyrum ot ,60PUKA* ALl (B-
Trust CPS-elDAS).

7.6 CurypHoOCT Ha KOMMIOTHLPHUTE CUCTEMU

CovrnacHo T.6.6 OT akTyanHa Bepcus Ha [JokymeHTa [lpakTuka npu npegocTaBsHe Ha
KBanuuumnpaHn yagoctoBepeHust 1 ksanuduuupaHu yagoctoseputennu yenyrum ot ,60PUKA® ALl (B-
Trust CPS-elDAS).

7.7 Pa3Bowu u ekcnnoatauusi ((KU3HeH LUMKbI)

CobrnacHo T.6.7 OT akTyanHa Bepcusa Ha [JokymeHTa [lpakTvka npu npegocTaBsHe Ha
KBanuuumnpaHn yagoctoBepeHus 1 ksanuduuupanu yaoctoseputennu yenyrum ot ,60PUKA® ALl (B-
Trust CPS-elDAS).

7.8 [donbnHUTENHU TecToBe

CovrnacHo T1.6.8 oT akTyanHa Bepcuss Ha gokymeHTa [lpaktvka npu npegocTaBsiHE Ha
KBanuuuupaHn ygoctoBepeHust 1 ksanuguuupanu ygoctoseputennu yenyrum ot ,60PUKA* ALl (B-
Trust CPS-elDAS).

7.9 MpexoBa curypHocT

CovrnacHo T1.6.9 oT akTyanHa Bepcuss Ha gokymeHTa [lpaktvka npu npegocTaBsiHE Ha
KBanuuumnpaHn ygoctoBepeHust u ksanuguuupaHu ygoctoseputennu yenyrum ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).

7.10 YaoocTtoBepsiBaHe Ha BpemMe

CovrnacHo T1.6.10 OT akTyanHa Bepcusi Ha OOKyMeHTa ,[lpakTmka npu npegocrtaBsHE Ha
KBanuuumnpaHn ygoctoBepeHust u ksanuguuupanu yaoctoseputennu yenyrum ot ,60PUKA® ALl (B-
Trust CPS-eIDAS).

8 MNPOBEPKA U KOHTPOJ1 HA OEMHOCTTA HA OCTABYUKA

8.1 TlepuognyHa n obcTosiTenNcTBeHa NpoBepKa

CobrnacHo T1.9.1 oT aKkTyanHa Bepcus Ha pAokymeHTa [lpakTuka npu npegocTaBsHe Ha
KBanuuumnpaHn ygoctoBepeHus n ksanuguuupanun yagoctoseputennu yenyrum ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).

8.2 Kpanudumkauua Ha npoBepsiBalimTe nuua

CobrnacHo T1.9.2 oT aKkTyanHa Bepcusi Ha pAokymeHTa [lpakTvka npu npegocTaBsHe Ha
KBanuuumnpaHn ygoctoBepeHus n ksanuduuupanun yagoctoseputennu yenyrum ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).

8.3 OTHoweHusA Ha npoBepABawWmTe Nuua ¢ flocrtaBymka

CobrnacHo T1.9.3 OT aKkTyanHa Bepcus Ha pAokymeHTa [lpakTvka npu npeaocTaBsHe Ha
KBanuduumpaHm yaocToBepeHust n ksanuduumpanm yoocroseputentu ycnyrum ot ,60PUKA* ALl (B-
Trust CPS-elDAS).

8.4 OO6xBaT Ha npoBepkKaTa

CovrnacHo T1.9.4 oT aKkTyanHa Bepcus Ha pAokymeHTa [lpakTMka npu npeaocTaBsHe Ha
KBanuduumpaHm yaocToBepeHust n ksanuduumpanm yoocroseputentu ycnyrum ot ,60PUKA* ALl (B-
Trust CPS-elDAS).
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8.5 OO6ctbxaaHe Ha pe3ynTaTuTe U AeUCTBUA C ornea UsBbpLueHaTa NpoBepKa

CobrnacHo T1.9.5 oT aKkTyanHa Bepcus Ha pAokymeHTa ,[lpakTvka npu npeaocTaBsHe Ha
KBanuduumnpaHn ygoctoBepeHust 1 ksanuduumnpanun ygoctoseputennn yenyrum ot ,60PUKA* ALl (B-
Trust CPS-elDAS).

9 AOPYI'M BU3HEC YCNOBUA U NMPABHU ACMNEKTU

9.1 LleHu n Takcu

CovrnacHo T1.10.1 OT aKkTyanHa Bepcusi Ha AOKymMeHTa ,[lpakTmka npu npegocrtaBsHE Ha
KBanuuumnpaHn yaoctoBepeHnsa u ksanuduumpanu ygoctoseputentum yenyrn ot BOPUKA® ALl (B-
Trust CPS-elDAS).

9.2 ®unHaHCOBU OTrOBOPHOCTU

CovrnacHo T1.10.2 OT akTyanHa Bepcusi Ha OOKymeHTa ,[lpakTmka npu npegocrtaBsHE Ha
KBanuuumnpaHn ygoctoBepeHust u ksanuguuupanu ygoctoseputennu yenyrum ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).

9.3 KoHdwmaeHumanHocT Ha 6usHec nHdopmaums

CovrnacHo T1.10.3 OT akTyanHa Bepcusi Ha OOKyMeHTa ,[lpakTmka npyv npegocrtaBsHE Ha
KBanuuumnpaHn ygoctoBepeHust u ksanuguuupanu ygoctoseputennu yenyrum ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).

9.4 [loBepuUTENHOCT Ha NNYHU AAHHU

CovrnacHo T1.10.4 OT aKkTyanHa Bepcusi Ha OOKyMeHTa ,[lpakTmka npu npegocrtaBsHE Ha
KBanuduunpaHn yaoocToBepeHust U Kkeanuduumnpanun yaoctopeputennn yenyru ot ,6OPUKA® ALl (B-
Trust CPS-eIDAS).

9.5 [lpaBa BbpXy MHTENEKTyarniHa CO6CTBEHOCT

CovrnacHo T1.10.5 OT akTyanHa Bepcusi Ha OOKYMeHTa ,[lpakTvka npu npegocTtaBsHE Ha
KBanuduumnpaHm yaocToBepeHus n ksanuduumpanm ygocroseputentu ycnyrum ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).

9.6 OTroBOpPHOCT M rapaHuumn

CovrnacHo T1.10.6 OT akTyanHa Bepcuss Ha AOKymMeHTa ,[lpakTvka npu npegoctaBsHe Ha
KBanuduumpaHm yaocToBepeHus n kKsanuduumpaxm ygocroseputentu ycnyrum ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).

9.7 OTKa3 OT OTFTOBOPHOCT

CobrnacHo T1.10.7 OT akTyanHa Bepcuss Ha [OOKymeHTa ,[lpakTuka npuv npegoctaBsHeE Ha
KBanuduumnpaHm yaocToBepeHus n kKsanuduumpanm ygocroseputentu ycnyrum ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).

9.8 OrpaHu4yeHMe Ha OTrOBOPHOCT Ha [locTaBuMKa

CovrnacHo T1.10.8 oT akTyanHa Bepcuss Ha [OoKymeHTa ,[lpaktuka npuv npegoctaBsHE Ha
KBanuduumpaHm yaocToBepeHust n Ksanuduumpanm yooctoseputentu ycnyrum ot ,60PUKA* ALl (B-
Trust CPS-elDAS).

9.9 KomneHcauum 3a [loctaBuYMKa

CovrnacHo T1.10.9 oT akTyanHa Bepcuss Ha [OoKymeHTa ,[lpaktuka npu npegoctaBsHE Ha
KBanuduumpaHm yaoctoBepeHus n ksanuduumpanm yooctoseputenHu yenyrum ot ,60PUKA* ALl (B-
Trust CPS-elDAS).
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9.10 CpokK u npekpaTsiBaHe

CournacHo T1.10.10 oT akTyanHa Bepcusi Ha OokymeHTa ,[lpaktuka npu npegoctaBdHe Ha
KBanuduumnpaHn ygoctoBepeHust 1 ksanuduumnpanun ygoctoseputennn yenyrum ot ,60PUKA* ALl (B-
Trust CPS-elDAS).

9.11 YBeaomMmsiBaHe U KOMYHMKaLMA MexXAay CTpaHUuTe

CournacHo T1.10.11 OT akTyanHa Bepcusi Ha OokymeHTa ,[lpakTtuka npu npegoctaBaAHe Ha
KBanuuumnpaHn yagoctoBepeHust 1 ksanuduuupaHu yagoctoseputennu yenyrum ot ,60PUKA® ALl (B-
Trust CPS-elDAS).

9.12 NpomeHun B [lokymeHTa

CournacHo T1.10.12 oT akTyanHa Bepcusi Ha OokymeHTa ,[lpakTtuka npu npegoctaBdHe Ha
KBanuuumnpaHn yagoctoBepeHus 1 ksanuduuupanu yaoctoseputennu yenyrum ot ,60PUKA® ALl (B-
Trust CPS-elDAS).

9.13 PewaBaHe Ha crnopoBe U MACTO (NoOACBHAHOCT)

CovrnacHo T1.10.13 oT akTyanHa Bepcusi Ha OokymeHTa ,[lpakTuka npu npegocTaBAHe Ha
KBanuuuupaHn ygoctoBepeHust 1 ksanuguuupanu ygoctoseputennu yenyrum ot ,60PUKA* ALl (B-
Trust CPS-elDAS).

9.14 MNMpunoxunmo npaso

CovrnacHo T1.10.14 oT akTyanHa Bepcusi Ha OokymeHTa ,[lpakTtuka npu npegocTaBdAHeE Ha
KBanuuumnpaHn ygoctoBepeHust u ksanuguuupaHu ygoctoseputennu yenyrum ot ,60PUKA* ALl (B-
Trust CPS-eIDAS).

9.15 CboTBeTCTBUE C NPUSTOXKUMOTO NpPaBo

CovrnacHo T1.10.15 OT akTyanHa Bepcuss Ha JokymeHTa ,llpakTtuka npu nNpedocTaBsHe Ha
KBanuuumnpaHn ygoctoBepeHust u ksanuguuupanu yaoctoseputennu yenyrum ot ,60PUKA® ALl (B-
Trust CPS-eIDAS).

"BOPUKA" Al, 10 Mapt 2023 r. Crtp. 27 ot 27



