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3.2 Oumntbp Hukonos | 13.01.2017 YTBbpAOEH M3meHeHnsa Ha OOKyMEHTa,
CBbp3aHU C npunaraHe Ha
PernameHt 910/2014.

4.0 Oumutbp Hukonos | 01.06.2017 YTBbpAEH PasgensHe Ha OoKyMeHTa Ha
obwa npakTuka npwm
npegocTaBsiHe Ha
KBanuuumnpaHm

YyAOCTOBEPUTENHM YCNyrn u
CbOTBETHU MOMUTUKMN.

[obGaesiHe Ha obLla nNpakT1ka
npu npeaocTaBsiHe Ha

Keanuduumpanm
yAOCTOBEPEHNS 3a
KBanuduumpaH enekTpoHeH
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npwu npegocTaBsHe Ha
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yaocToBepeHusa 3a obnaveH
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nognucu/nevaTn.
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nognucu n nevatn” n ,Ycnyra
3a KBanuuumpaHo
CbXpaHsiBaHe Ha
KBanuuumnpaHmn enekTpoHHM
noanucu 1 nevatm

6.0 Oumuntbp HMkonos 01.03.2020 YTBbpAeH | TexXHMYecKn Kopekumm

6.1 Oumntep Hukonos | 01.10.2020 YTBbpaeH | JonbnHEHW UW3UCKBaHUA 3a
yCcTaHoBsIBaHe Ha
CaMOMNYHOCT

7.0 OumunTtbp Hukonoe | 01.01.2021 YTBbpaeH | [JobGaeeH npouec no
oTAaneyeHo ycrtaHoBsiBaHe
Ha CaMOSIMYHOCT

7.1 Mapraputa boHesa | 01.07.2021 Y1BbpaeH | Kopekuun

7.2 Oumntep Hukonos | 26.04.2022 Y1BbpaeH | Hoeu OCSP ygocTtoBepeHus

8.0 Mapraputa boHeBa | 10.03.2023 YtBbpaeH | Kopekuumn wn pobaeBsiHe Ha
obnayeH nevar
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"BOPUKA" AL,

AKLNOHEPHO OpYXeCTBO

ObpxaBeH BECTHUK

[ocTaBunk Ha KBanMuUmMpaH1 yaocToBEPUTENHN YCIyrn

EavHeH rpaxgaHcku Homep

EnekTpoHeH nognuc

3aKoH 3a eNeKTPOHHUSA OOKYMEHT N eNeKTPOHHUTE YAOCTOBEPUTENHU YCIyri
KsanuduumpaH EnektpoHeH MNognuc

KsanuduumpaHo ygoctoBepeHune

KBanunuumpaHn yooctoBeputesiHi ycnyrm

KeanunduumpaHo ygoctosepeHue 3a KsanuduumnpaH EnektpoHeH NMognuc
KBanuduumpaHo yaoctoBepeHue 3a YcbBbpLleHcTBaH EnekTpoHeH Moanmc
KsanuduumpaHo ygoctosepeHue 3a KsanuduumpaH EnektpoHeH MNevat
KBanunduumpaHo yaoctoBepeHune 3a YcbBbpLUEHCTBaAH EnekTpoHeH MNeyat
Komucus 3a perynmpaHe Ha cbobLeHunsTa

MWHMCTEPCTBO Ha TpaHCnopTa M cbobLleHnATa

MecTHa pernctpupawia cnyxba

Hapenba 3a oTroBopHOCTTa M 3a MpekpaTsBaHeTO Ha [JeiHocTTa Ha
[AOCTaBYMLNTE HA YOOCTOBEPUTENHU YCNyrU

O6nadveH keanudnumpaH enekTpoHeH NOANUC
MNepcoHaneH ngeHTunkaunoHeH Homep

MpakTka npu npenocTaBsaHe Ha KY u KBanupuuupaHu yAOCTOBEPUTENHM
ycnyru

MonuTtuka 3a NpefocTaBsiHe Ha KBanMuunpaHu yaoCTOBEPUTENHN YCryri

PernameHT (EC) Ne 910/2014 Ha EBponenckua napnameHT n Ha CbBeTa oT 23
tornm 2014 rogMuHa  OTHOCHO EnekTtpoHHaTa naeHTudurkaums "
YpoctoBepuTenHuTe yCryrn Nnpu enekTPoHHM TpaHCaKL MM Ha BbTPELUHWS nasap
1 3a oTMsiHa Ha gupekTuea 1999/93/EOPO

Pernctpupaly opraH

Perunctpupaw OpraH Ypes otganedyeHa Buaeo naeHtTudpukaums
YcbBbplleHcTBaH EnektpoHeH Moanuc

YcbBbplleHcTBaH EnekTpoHeH Meyat

YpaoctoBepsBall, opraH
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CBbKPALLEHMNA HA AHITIMACKM E3MK
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Advanced Electronic Signature — YcbBbpLUEHCTBaH €NeKTPOHEH NoANNC
Advanced Electronic Seal — YcbBbpLUEHCTBAH €MEKTPOHEH nevar
Bulgaria — bvnrapus
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IP
OID
OCSP

PKCS

"BOPUKA" AL,

OTroBapsLl Ha W3MCKBaHMSATA 3a HMBO Ha curypHocT EAL 4+ mnu no-BuCOKO,
cbrnacHo CC vnun gpyra cneunduvkaums, onpegensia ekBuBaneHTHN HUBa Ha
cUrypHocTtTa

Certification Authority — YaoctosepsiBaLy opraH (YO)

Common Criteria for Information Technology Security Evaluation -
MexayHapoaeH ctaHgapT (ISO/IEC 15408) 3a nHdopmMaLMoOHHa CUYPHOCT

European Committee for Standardization - EBponenckun craHgapTu3aumoHeH
KomuTeT

European Committee for Electrotechnical Standardization - EBponericku
KOMUTET 3a enekTpoTeEXHMYecKa cTaHaapTM3auns

Certificate Policy — lNMonuTrka 3a npegoctaBsHe Ha yaOCTOBEPUTENHN YCIyTrn

Certification Practice Statement - [lpaktka npwu npegocTtaBsHe Ha
yOOCTOBEPUTENHN yCyrn

Certificate Revocation List — Cnucbk ¢ npekpaTteHn n cnpeHy yaocToBepeHnst
Cloud Qualified Electronic Signature — Ksannduuupan O6naver KEMN/OKET
One Time CQES — EgHokpaTteH E-OKET]

Digital Signature Algorithm — Bug kpuntorpadckvm anropytbm 3a cb3gaBaHe Ha
nognuc

Distinguished Name — YHukanHo ume
EC Pernament 910/2014

European Telecommunications Standards Institute - EBponenckn MHCTUTYT 3a
TENeKOMYHMKaLMOHHM CTaHaapTH

European Union - EBponencku cbio3

Federal Information Processing Standard — ®efepaneH ctaHaapT 3a o6paboTka
Ha nHpopmMauus

PernameHT (EC) 2016/679 HA EBPOMENCKUSA MAPNIAMEHT U HA CBLBETA
oT 27 anpun 2016 roanHa OTHOCHO 3aluMTaTa Ha ou3nyeckuTe nvua BbB Bpb3ka
c 06paboTBaHETO Ha NUYHM JAaHHWU U OTHOCHO CBODOAHOTO ABWXEHWNE Ha TaknBa
AaHHU

Hardware Security Module — cneuunanuaupaHa xapgyepHa KpuntocucTema 3a
CbXpaHeHune 1 paboTa ¢ KpunTorpadCkn KIno4voBe

International Electrotechnical Commission - MexgyHapogHa
€NEeKTPOTEXHNYECKA KOMUCUSE

International Standardization Organization - MexayHapogHa opraHu3aums 3a
cTaHgapTusauus

Internet Protocol — IHTepHeT npoTokon
Object Identifier — VigeHTUdUKaTop Ha 06ekT

On-line Certificate Status Protocol — NpoTokon 3a oHNanH NpoBepka Ha cTaTyca
Ha ya0CTOBEPEHWS

Public Key Cryptography Standards — Kpuntorpadcku craHgapT 3a nybnuyeH
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PKI

QcC
QES
QESeal
RA
RSA

QSCD

QHSM
RQSCD

SAD
SAP
SAM
SCT
B-Trust SCT
SHA

SSL
S/MIME

TRM
URL
QCP-n-gscd

QCP-I-gscd

QCP-w

"BOPUKA" AL,

KoY
Public Key Infrastructure — HdpacTpykTypa Ha nyGrnn4Hms Knrod
Qualified Certificate — KsanuduunpaHo ygoctoBepeHve

Qualified Electronic Signature — KsanuduunpaH enekTpoHeH noanuc
Qualified Electronic Seal — KsanuduunpaH enektpoHeH neyat
Registration Authority — Peructpupaly opraH

Rivest — Shamir - Adelman — Kpuntorpadckun anroputbM 3a Cb3gaBaHe Ha
noanuc

Qualified Signature Creation Device — (nokanHO) YCTPOMCTBO 3a CUIypHO
cb3gaBaHe Ha kBanuduumpaHn nognuc cernacHo EC PernameHnT 910/2014

HSM c HuBO Ha curypHocT Ha QSCD

Remote QSCD — cbpBbpHa KomnoHeHTa ¢ QHSM 3a curypHo cb3gaBaHe Ha
NOANUC OT Pa3CcTosiHNe

Signature Activation Data — [JaHHM 3a akTuBauus Ha nognuca

Signature Activation Protocol — NpoTokon 3a aktuBauus Ha nognuca
Signature Activation Module - Moayn akTusmpaly reHepmpaHe Ha nognuc
Signature Creation Token — coptyepeH TokbH (PKCS#12 kpunTo-charin)
PKCS#12 — npeHocum cTaHaapTeH KpunTo-goann (copTyepeH TOKbH)

Secure Hash Algorithm — Xew-anropuTsM 3a wu3BNUYaHE Ha Xell-
naeHTugukaTop

Secure Socket Layer — CurypeH kaHan 3a npegaBaHe Ha AaHHU
Secure/Multipurpose Internet Mail Extensions — [lpoTtokon 3a curypHo

npeaaBaHe Ha enekTpoHHa nowia npes NHTepHeT
Tamper Resistant Module — XapayepeHn moayn HenogaTnve Ha MHTEPBEHLNSA
Uniform Resource Locator — YHudumumpaH nokatop Ha pecypc

certificate policy for EU qualified certificates issued to natural persons with
private key related to the certified public key in a QSCD

Certificate policy for EU qualified certificates issued to legal persons with
private key related to the certified public key in a QSCD
Certificate policy for EU qualified website authentication certificates
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CbOTBETCTBUE U YINNIOTPEBA

To3n [IoKyMeHT:

e paspaboteH ot ,BEOPUKA" All, opnamMyeckoTo nvue, permctpupaHo B TbproBCKUSt PErncTbp
kbM AreHumaTta no snuceaHusTa ¢ EMK 201230426;

NoaAMEHS M3LANO BCUYKM JocerawHu pefakumm Ha “HapbyHuk Ha [loTtpebutens“ w/vnu
,[10NMTUKa 3a uM3gaBaHe Ha KBanuduuupaHu yooCcTOBEPEHUS 3a KBanuduumpaH eneKkTpoHeH
noanuc u MNpaktuka npy npegoctassaxHuTte ot ,6OPUKA® ALl kBanuurumpaHn yaoCcToBEPUTENHN
ycnyru';

BNu3a B cuna Ha 10.03.2023 . ;

CbabpKa ycrnoBusiTa, CbrnacHo kouto [locTaBumk Ha KBanMuuupaHi yaocToOBEPUTENHN yCryrn
(AKYY) ,BOPUKA* A (OoctaBumk) npepoctaBa Ha [loTpebutenu cpelly Bb3HarpaxgeHue
kBanudpuuymnpardm yaoctosepenus (KY) n yagoctoseputennm ycnyrm (KYY) 3a enektpoHeH noanumc
(KETIT), 3a enektpoHeH nedvat (KEneyvaT), 3a obnadeH enektpoHeH nognuc (OKEIT), 3a obnaveH
enektpoHeH nedat (OKElewaT) u 3a aBTeHTUYHOCT Ha yebcanmt (WEB), «kakto n apyrm
NHPOPMAaLIMOHHN, KPUNTOrpadpCKM M KOHCYNTAHTCKM YCyr Nof 3anaseHaTa TbproBcka Mapka B-
Trust, ype3 opraHusaumoHHo o06ocobeHO 3BeHO - YgocToBepsiBaw, opraH B-Trust®, B
CbOTBETCTBME C W3NCKBAHUATA Ha 3akoH 3a ENeKTPOHHUSA [OOKYMEHT W  eNeKTPOHHUTE
yaocTtoBeputennn ycnyrm (SEAEYY);

nmMa xapaktep Ha obwm ycrnoBus MO cMucbiia Ha 4n. 16 oT 3akoHa 3a 3aabinKeHuATa U
porosopute (33[). Tesn ycnoeusa ca 4act oT nucmeH [oroBop 3a yAOCTOBEPUTESNHWU yCryru,
KOWTO ce cknouBa mexay [octaBumka u lNMotpebutenute Ha ocHoBaHue 4n.23 ot 3ELOEYY.
[oroBopbT MOXe Oa CbObpXa cneuunanHu ycrioBus, KOUTO ce nonssaT C NpeauMMCcTBO npefn
o6LnTe yCrnoBmsi B HACTOSLLMNA JOKYMEHT;

BKIOYBa NogpobHO onncaHme Ha npakTukaTa Ha [loctaBunka npu npegoctassHe Ha KY n KYY 3a
TAX 1 € Ny6nunyeH 4OKYMEHT C Lien yCTaHOBsIBaHe Ha CbOTBETCTBME Ha AeMHOCTTa Ha [locTaB4umka
cbe 3EAEYY n HopmaTuBHaTta ypenoa;

e obwoaocTbneH MO BCAKO BpeMe Ha WHTepHeT-CTpaHuuaTta Ha [locTtaBuvMka Ha agpec:
https://www.b-trust.bg/documents;

MoxXe da 6bae npomeHsH oT OKYY n BcAka HOBa pefakums Ha ce NyGnvkyBa Ha WMHTEpPHeT-
cTpaHuuaTta Ha [loctaBuuka;

Hactoswmnar OOKYMEHT € U3roTBeH B CbOTBETCTBUE C:

3aKoH 3a eNeKTPOHHMSA JOKYMEHT N eNeKTPOHHUTE yaocTtoBeputenHu yenyrn (SEQEYY);
Hapenba 3a OTroBopHOCTTa M 3a MpekpaTaBaHETO Ha AerHOCTTa Ha [JocTaBuvuuTe Ha
yooctoBeputenyu yenyrm (HOMAOAvY);

Hapenba 3a m3nckBaHuATa KbM anroputMuTe 3a Cb3aBaHe W NpoBepka Ha KeanuduumpaH
enektpoHeH nognuc (HWAKETT);

PernameHTt (EC) Ne 910/2014 Ha eBponenckmsa napnameHT 1 Ha CbBeTa OTHOCHO eneKTpOHHaTa
noeHTudmKaums U yaoCToBEPUTENHUTE YCINYrn NpU ENeKTPOHHW TpaHCaKuuMM Ha BbTPELUHUS
nasap

CbabpxaHUeTo 1 CTPYKTypaTa Ha AOKyMeHTa e B cboTBeTcTBUE ¢ PernameHT (EC) Ne 910/2014

1 ce No3oBaBa Ha UHGOpMaLMS, CbAbpXalla ce B creaHuUTe YTBbPAEeHM MeXayHapoaHU NPenopbKu,
cneunduKauumn 1 cTaHaapTy:

RFC 5280: Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List
(CRL) Profile;

RFC 3739: Internet X.509 Public Key Infrastructure: Qualified Certificates Profile;

RFC 6960: X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP;
RFC 3161: Internet X.509 Public Key Infrastructure: Time-Stamp Protocol (TSP);

RFC 5816: ESSCertIDv2 Update for RFC 3161;

RFC 3279: Algorithms and Identifiers for the Internet X.509 Public Key Infrastructure Certificate
and Certificate Revocation List Profile;
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RFC 4055: Additional Algorithms and Identifiers for RSA Cryptography for use in the Internet
X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile;

ITU-T X.509 | ISO/IEC 9594-8: The Directory: Authentication framework; Public-key and attribute
certificate frameworks;

ETSI EN 319 401: General Policy Requirements for Trust Service Providers;

ETSI EN 319 411-1/2: Policy and security requirements for Trust Service Providers issuing
certificates;

ETSI EN 319 412-1/5: Certificate Profiles;

ETSI EN 319 421: Policy and Security Requirements for Trust Service Providers issuing Electronic
Time-Stamps;

ETSI EN 319 422: Time-stamping protocol and time-stamp token profiles;

ETSI EN 419 241, part 2 — Trustworthy Systems Supporting Server Signing - Part 2: Protection
profile for QSCD for Server Signing;

ETSI EN 419 241, part 3 — Trustworthy Systems Supporting Server Signing — Part 3: Protection
profile for Signature Activation Data management and Signature Activation Protocol(PP-
SAD+SAP);

ETSI EN 419 221-5 - Protection profiles for TSP Cryptographic modules - Part 5 Cryptographic
Module for Trust Services;

ETSI TS 119 312 — ESI Cryptographic Suites;

ETSI TS 119 495 — ESI Sector Spesific Requirements: Qualifed Certificates Profiles and TSP
Policy Requirements under the PSD2;

ETSI TS 119 431-1: Policy and security requirements for trust service providers; Part 1: TSP
service components operating a remote QSCD / SCDev.

Bcakakea nHgopmaumsa, cebp3aHa C TO3U JOKYMEHT, MOXe ga ce nonydm ot [locTaByMka Ha

agpec:

oyn. ,Llap Bopwuc l11" Ne 41

Codma 1612

,BOPUKA" ALl

TenedoH: 0700 199 10

nmenn agpec: info@borica.bg

Odmumanna ctpaHMua Ha goctaBumka: www.b-trust.bg
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BbBEAEHUE

MpakTukaTa npu npegoctaBsaHe Ha KY n KYVY 3a 1ax ot ,6OPUKA® ALl cbabpxa onucaHne Ha
yYyacTHUUUTE B UHAppACTpyKTypaTa Ha NybrmyHu knovose B-Trust® n Ha HEMHUTE KOMMOHEHTU, Ype3
kouto [locTaBuMka msgaea, nogavbpxa, nybnukyesa mn ynpaensisa KY 3a KEM/YE, obnayen KEI,
KEMeuaT/YEleyat, obnaveH neyat n aBTEHTUYHOCT Ha yebcanT. OnncaHu ca obwmTte onepaTuBHU
npouenypv npu 3asssiBaHe Ha KY, ngeHtudmumnpaHe Ha 3aaButenn, usgaBaHe u nybnukyBaHe,
pocTtaBsHe W npuemaHe Ha KY, noggpbxka M ynpasreHne Ha Te3n yOOCTOBEPEHMUS, KaKTO U
npoueaypv Npu NpeaocTaBsHe AOCTbIN 3a NPOBEPKA Ha yO0CTOBEPEHMATA.

MpakTvkaTa BKMOYBA OWE MEpPKUTE W CrieaBaHUTE TEXHUYECKM Npoueaypu OT CTpaHa Ha
[locTaBunka, KOMTO rapaHTMpaT CUrypPHOCTTa U HagexaHocTTa Ha npegoctaBaHutTe KY n KYY 3a Tax
ypes nHpacTpyktypaTta Ha B-Trust® B cboTBeTCcTBME cbC 3EJEYY 1 HopmaTueHaTa ypeanba.

[oKyMeHTLT e pa3paboTeH B CbOTBETCTBME C (QOPManHUTE W3UCKBaHWUS 3a CbAbpXaHue,
CTPYKTYypa n obxsaT, NOCoOYeHN B MexayHapoaHata npenopbka RFC 3647, ookonkoTo TS oTroBaps
Ha ynpaBreHckaTta nonutuka Ha [loctaBuuka.

[OKYMEHTBLT BKMOYBA M AOMbIHUTENHA MHCbOpMaLmMsa € ornea Ha 3NCKBaHWsATa B HOpMaTUBHaTa
ypenba no 3EAEYY.

1 OCHOBHMU NOJTOXEHUA

1.1 [JocTtaB4YMK Ha KBanucpuumpaHu yaoctoBepuUTeNHU ycnyru

1. ,BOPUKA®* ALl e ropuanyecko nvue - TbProeel, OCbLECTBABALLO AeNHOCT Ha OKYY cbrnacHo
3EOEYY n HopmaTuBHaTa ypeaba.

2. PKIl Ha ,BOPUKA” Al e narpageHa 1 ce ynpasrsiBa CblflacHO NpaBHaTa pamka Ha PernameHT
910/2014 v S3EQEYY 1 B cbOTBETCTBME C MEXAyHapoaHUTe cneumdukaumm n ctangaptv ETSI
EN 319 411-1/5un ETSI EN 319 412.

3. [HocTtaBunkbT m3nonsea maeHtudpumkatopn Ha obektn (OID) B B-Trust PKI- nHdppactpykTypaTta,
dopmmpaHn Ha 6asa kog 15862, npucsoeH Ha ,BOPUKA® AL ot IANA B KfoHa
iso.org.dod.internet.private.enterprise (1.3.6.1.4.1 - IANA —Registered Private Enterprise) n B
cboTBeTcTBUE CbC cTaHgapTuTe ITU-T Rec. X.660 and the ISO/IEC 9834-1:2005 (Procedures for
the Operation of OSI Registration Authorities: General Procedures and ASN.1 Object Identifier
tree top arcs).

4. B ka4yecTtBOTO cu Ha peructpupan LOKYY, ,BOPUKA® ALl ocbuiecTBsiBa CnegHUMTE MpaBHO-
pernameHTMpaHn eNHOCTH No:

e u3paBaHe Ha KY:
o MpuemaHe Ha UCKaHe 3a MbpBOHaYanHoO M3fgaBaHe;
O YCTaHOBSIBaHe Ha MAEHTUYHOCT M BanuaHu aaHHu 3a Motpebutens;
o npenocTaBsiHE Ha YCryrn No Cb34aBaHe Ha ABOVKWU KPUNTOrpadhCcKkm KnovoBe - YacTeH
n Ny6nuyeH Knro4
o noanucseaHe Ha KY ¢ ycbBbpLUeHCTBaH enekTpoHeH nognuc/nevat Ha OKYY;
o 3anuc Ha nspgageHo KY.
e noagpbXka un ynpasneHue Ha KY:
o NoAHoBsiIBaHe Ha uagageHo BanugHo KY;
o npomsiHa B cTaTyca Ha BanuaHo KY- cnnpaHe, Bb306HOBABAHE M NpeKpaTaABaHe;
o npoBepka Ha ctatyca Ha KY;
o npoBepka Ha cTaTtyca Ha KY B peanHo Bpeme (OCSP cratyc).
e BOJEHe Ha perncTpu:
o BOAeHe Ha NyGnuyeH perncTbp Ha BCUYkM usgageHu KY;
o nybnukyBaHe Ha usgageHo KY B nybnmyHmsa perncrobp;
O BOAEHE Ha CNUCHLK Ha BCUYKKU nNpekpaTeHn KY;
o HesabaBHO Ny6nvkyBaHe Ha npekpaTeHo KY B cnncbka ¢ npekpaTeHn yaoCTOBEPEHNS;
O

ocurypsiBa noCctoAHeH O0CTbMN Ha TpeTu nnua Oo I'Iy6J'IVI‘-IHIAFI pernctop n 4o Cnmcbka
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7.

Ha npekpaTeHn yaoCTOBEPEHMUS.

e npoBepka (Banuaauusi) Ha eneKTPOHHN NOoAMNUCH.

e npepoctaBsHe Ha QSCD 3a (nokanHo) reHepupaHe U CbXpaHeHue Ha Kpuntorpadcku
Kno4oBe 1 3a cb3gasaHe Ha KEI — cmapT kapTta/u.

e [lpepoctaBsHe Ha RQSCD 3a reHepupaHe U CbXpaHeHWe Ha KpunTorpaddcku KroyoBe npwm
OKYY un 3a cb3gaBaHe Ha KEI u KEMeuaT ot pasctosHue (O6naveH KEM n O6nayeH
KElMevar).

e un3gaBaHe Ha kBanMduUMpaH/ eNeKTPOHHN BPEMEBM NevaTu:

O Ha npeacTtaBeHO CbAbpXaHWe Ha ernekTPOHHO noanucaH/mognevataH LOKYMEHT
(Bpeme Ha nognuceaHe/nogneyaTsaHe);
O Ha unpoBO CbAabpPXaHWe B JadeH MOMEHT U HEMPOMEHMMOCT Ha CbAbPXaHUETO
cnep 1031 MOMEHT
o [oKasaTerncTBeHa npoBepka Ha u3gageHuTe KBanuuumpaHn enekTpoHHW BpeMeBun
neyaTwu.
HocTtaBunkbT npepgoctaBa nocodveHute KYY B cboTBeTCTBME C HacTtosiwarta [lpaktuka Ha
YpoctoBepsiBalms opraH 1 nocodeHarta B ygoctoepeHueTo NonuTuka.
[ocTaBunkbT MOXe Aa NpeaocTaBs v Apyrn KBanuduunpaH yaqocToBepuUTESTHU, KpunTorpadgcku,
MH(POPMALIMOHHWN N KOHCYNTAHTCKN YCNYry, CBbP3aHn C NPUNOXMMOCTTa Ha YAOCTOBEPUTENHUTE
ycnyru, cneaBankm obwonpmueTuTe Nnpenopbkuy, cneundrkauumn n ctaHagapTu.
[ocTaBunkbT MOXe ga nyonukyea otaenHo obwm ycrioBus 3a 1esnm KYY.

1.2 Perynaumsi u KOHTpOn

1.

2.

No

[MbAHOTO HAaMMEHOBaHME Ha TO3M AOKYMEHT e ,[1pakTuka npu NnpeaocTaBsHe Ha KBanuduunpaHu

yaocTtoBepeHus u ygoctoseputennu ycnyru ot ,6OPUKA® ALl (B-Trust CPS-elDAS)"

.,DOPUKA* ALl e yBegomuno KPC 3a 3ano4ysaHe Ha genHocT kato JKYY no pega Ha 3ELEYY un

Aencrteawiata HopMmaTMBHa ypeaba.

Akpegutauunara Ha ,bOPUKA® AL] kato OKYY no SEEYY uenu Han-Bucoko HMBO Ha CUrypHOCT

Ha npepgocTaBaHnTe KYY 1 no-4o6po xapMoHM3MpaHe Ha Ta3n OeWHOCT CbC CbOTBETHATA TakaBa

B CTpaHUTe-uYNeHkn Ha EBponencknsi Colos.

HocTtaBunkbT yBepomsaBa [loTpebuTenute 3a cBoATa akpeautTaumst nNpyu nNpefocTaBaHE Ha

nocoyeHute KYY B TO31 OKYMEHT.

B oTHoweHuATa ¢ MNoTpebutenute n TpeTu nNuua e BanugHa caMmo BepcusTa, KOATO € akTyarnHa

KbM MOMEHTA Ha nons3BaHeTo Ha ycnyrute Ha ,6OPUKA“AL.

To3n AOKYMeHT e nyGnnMyHO AOCTbNEH Ha agpec: https://www.b-trust.bg/documents.

MpakTnkata npu npegocraBsHe Ha KYY e npunoxuma 3a cnegHute MNonutukn Ha [JoctaB4umka:

o [lonutuka npu npenocrtaBsHe Ha KBanuduumpaHn yaoocToBepeHus 3a KBanuduumpaH
enekTpoHeH  nognuc/obnayveH  enektpoHeH  nognuc/meyat  (B-Trust  CP-elDAS
QES/CQES/QESeal);

o [lonutuka npu npefocTtaBsHe Ha KBanuuuMpaHn YOOCTOBEPEHUSA 3a YCbBbPLUEHCTBAH
enekTpoHeH nognuc/neyat (B-Trust CP-eIDAS AES/AESeal);

o [lonutuka npwu npegoctaBsHe Ha KBanuduuMpaHu yOOCTOBEPEHMSI 3a aBTEHTMYHOCT Ha
yebcawTt (B-Trust QCP-eIDAS QWAC);

e [lonutnka npu NnpegoctaBsaHe Ha KBanMduunpaHm ygocToBEPEHUS 3a eNEKTPOHEH neyar 1 3a
aBTEHTUYHOCT Ha yebcanT Ha [locTtaBunum Ha nnatexHu yenyrm (B-Trust QCP-PDS2 QSealC
n QWebC).

Te3an NoONUTUMKM M3NBIHABAT CNeUMdUYHUTE U3UCKBAHUA Ha yOOCTOBEPUTESTHUTE MOMUTUKM,

nocoyeHun B ctaHgapta ETSI EN 319 411-2: QCP-n; QCP-n-gscd, QCP-I, QCP-I-gscd n QCP-w,

Konto ca 6asupaHun Ha obLwmTe nsnckeaHms B cboteeTHMTe nonntukn NCP n NCP+ noco4vexu B

ctangapta ETSI EN 319 411-1.

Monutuknte Ha [ocTaByMka 3a KOHKPETHWUTE TuMnoBe KeanuduumpaHu yOoOCTOBEpPEHMsT ca

nyonukyBaHn B OTOENHM OOKYMEHTM M ca nybnuyHo OOCTLNHU Ha agpec: https://www.b-

trust.bg/documents
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1.3 WpeHTudmkaTopu B AOKyMeHTa

1. O6ektute B B-Trust uHdppactpyktypata Ha ,BOPUKA® ALl 3a usgaBaHe v nogapbxka Ha
KBanuduunpaHnte ygoctoBepeHusita ce obosHadaBaT ¢ ugeHtudmkatopm (OID - Object

Identifier).

KeanuduumpaHmte ygocToBepeHus 3a Nognnc, neyat u aBTEHTMYHOCT Ha yebcanT Kato obekTn

Ha MHdpacTpyKTypaTa ce naeHTMduumpaH Ypes naeHTMukaTopuTe Ha NONMTUKK 3a TAX, KOUTO
moraTt aa 6baat npoBepeHn B aTpubyTa CertificatePolicies Ha Te3n ygoctoBepeHus.
3. WpeHnTudumkatopute Ha obektn B B-Trust ca nocoveHn B cnegHata Tabnuua:

O6GekT MaeHntudumkatop (OID)
BORICA AD 1.3.6.1.4.1.15862
B-Trust 1.3.6.1.4.1.15862.1
B-Trust Root Qualified CA 1.3.6.1.4.1.15862.1.6
B-Trust Operational Qualified CA 1.3.6.1.4.1.15862.1.6.1
B-Trust Personal qualified certificate QES 1.3.6.1.4.1.15862.1.6.1.1
B-Trust Professional qualified certificate QES 1.3.6.1.4.1.15862.1.6.1.2
B-Trust Organization qualified certificate QESeal 1.3.6.1.4.1.15862.1.6.1.3
B-Trust PDS 1.3.6.1.4.1.15862.1.6.2
B-Trust Qualified Time Stamp Authority 1.3.6.1.4.1.15862.1.6.3
B-Trust Qualified Time Stamp Authority PDS 1.3.6.1.4.1.15862.1.6.4
B-Trust Root Qualified OCSP Authority 1.3.6.1.4.1.15862.1.6.5
B-Trust Qualified OCSP Authority 1.3.6.1.4.1.15862.1.6.5.1
B-Trust Qualified Validation Service 1.3.6.1.4.1.15862.1.6.6
B-Trust Qualified Long-Terms Preservation Service 1.3.6.1.4.1.15862.1.6.7
B-Trust Remote QSCD (RQSCD)/Server Signing | 1.3.6.1.4.1.15862.1.6.8
Service Component

B-Trust Remote Signature Creation Service Component | 1.3.6.1.4.1.15862.1.6.9
B-Trust Remote Video Identification Service Component | 1.3.6.1.4.1.15862.1.6.10

B-Trust Root Advanced CA

1.3.6.1.4.1.15862.1.7

B-Trust Operational Advanced CA

1.3.6.1.4.1.15862.1.7.1

B-Trust Personal qualified certificate AES 1.3.6.1.4.1.15862.1.7.1.1
B-Trust Professional qualified certificate AES 1.3.6.1.4.1.15862.1.7.1.2
B-Trust Organization qualified certificate AESeal 1.3.6.1.4.1.15862.1.7.1.3
B-Trust Application qualified certificate 1.3.6.1.4.1.15862.1.7.1.4
B-Trust Domain Validation SSL qualified certificate (B- | 1.3.6.1.4.1.15862.1.7.1.5
Trust DVC SSL)

B-Trust Organization Validation SSL qualified certificate | 1.3.6.1.4.1.15862.1.7.1.6
(B-Trust OVC SSL)

B-Trust Organization qualified certificate AESeal PSD2 1.3.6.1.4.1.15862.1.7.1.7
B-Trust Organization Validation SSL qualified certificate | 1.3.6.1.4.1.15862.1.7.1.8
PSD2

B-Trust PSD2 PDS 1.3.6.1.4.1.15862.1.7.1.9
B-Trust Root Advanced OCSP Authority 1.3.6.1.4.1.15862.1.7.2
B-Trust Advanced OCSP Authority 1.3.6.1.4.1.15862.1.7.2.1

4. TpakTukaTa Ha [JocTaBuuKa npu n3gasaHe v nogabpxkaHe Ha KY ce ocbLuecTBsiBa NOCPEACTBOM

cnegHute onepaTtusHn YO:

OnepatuBeH YO

UpeHTtudmkarop (OID)

B-Trust Operational Qualified CA

1.3.6.1.4.1.

15862.1.6.1

B-Trust Operational Advanced CA

1.3.6.1.4.1.

15862.1.7.1

5. Tonutuknte Ha doctaBymka oTHOCHO BuaoBeTe KY u npegoctaBsHuTe 3a Tax KYY ce o3HavaBar
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B usgasaHute KY cbc crnegHuTe ngeHTuduKkaTopu:

KsanudmumpaHo yaocToBepeHue

Monutuka

UpeHTudmkartop Ha nonutuka (OID)

B-Trust Personal qualified certificate
QES
(MepcoHanHo
dusnyecko nuue)
B-Trust Personal Qualified certificate
CQES

(MepconanHo KY 3a o6nayeH KEN
Ha dm3nyecko nuue)

KYKEN Ha

B-Trust Personal qualified
certificates Policy (QCP-n-gscd)
(Monutnka Ha npegocTaBsHe Ha
KYKEMN un KY 3a obnayeH KEI Ha
duanyecko nuue)

1.3.6.1.4.1.15862.1.6.1.1
(0.4.0.1456.1.1)
(0.4.0.194112.1.2)

B-Trust Professional qualified
certificate QES

(MpodecnonanHo  KYKEM  Ha
dusnyecko nuue, acoummpaHo ¢
HOpPMANYECKO NULLE)

B-Trust Professional qualified
certificate CQES

(MpodrecnonanHo KY 3a obnayeH
KEN Ha dusnyecko nuue,
acounMpaHo c lpuanyecko nuue)

B-Trust Professional qualified
certificates Policy (QCP-n-gscd)
(Monutnka Ha npegocTaBsHe Ha
KYKEMN un KY 3a obnayeH KEI Ha
PU3NYecKo nuue, acoummpaHo c
IOpUANYECKO Nuue)

1.3.6.1.4.1.15862.1.6.1.2
(0.4.0.1456.1.1)
(0.4.0.194112.1.2)

B-Trust  Organization  qualified
certificate QESeal

(KYKEMeuaT Ha topyamnyecko nuue)
B-Trust  Organization  qualified
certificate CQESeal

(KY 3a o6navyeH KEMeuar Ha
HOPUANYECKO NULLE)

B-Trust  Organization  qualified
certificates Policy (QCP-I-gscd)
(MonuTnka Ha npefocTaBsHE Ha
KYKEMeyatr wn KY 3a ob6nadyeH
KElNeyat Ha topugmyecko nuue Ha B-
Trust QSCD)

1.3.6.1.4.1.15862.1.6.1.3
(0.4.0.194112.1.3)

B-Trust Personal qualified certificate
AES

B-Trust Personal
certificates Policy (QCP-n)

qualified

1.3.6.1.4.1.15862.1.7.1.1
(0.4.0.1456.1.2)
(0.4.0.194112.1.0)

(MepcoHanHo KYYEN Ha | (MonuTuka Ha npefocTaBsHE Ha

dusnyecko nuue) KYVYEI Ha dounsmyecko nmue)

B-Trust Professional qualified | B-Trust Professional qualified | 1.3.6.1.4.1.15862.1.7.1.2
certificate AES certificates Policy (QCP-n) (0.4.0.1456.1.2)
(MpodecnonanHo  KYYEM  Ha | (Monutnka Ha npepoctaBaHe Ha | (0.4.0.194112.1.0)

dusnyecko numue acoummpaHo c
IOpMANYECKO NULE)

KYYEIN Ha dwmaudecko nuue,
acouunvpaHo C topuanyecko nuue)

B-Trust  Organization
certificate AESeal
(KYYEMeuaT Ha topMamyecko nuue)
B-Trust  Organization  qualified
certificate CAESeal

(ObnayeH KYYEMevar Ha
HOPMANYECKO NULLE)

qualified

B-Trust  Organization
certificates Policy (QCP-I)
(Monntuka Ha npepocTaBsHe Ha
obnaveH KYYEMeuaT Ha
ropuanyecko nuue)

qualified

1.3.6.1.4.1.15862.1.7.1.3
(0.4.0.1456.1.2)
(0.4.0.194112.1.1)

B-Trust Domain Validation SSL
qualified certificate (B-Trust DVC
SSL)

(KY 3a aBTEHTUYHOCT Ha yeb6caunT -
OOMENH)

B-Trust certificate for Domain
Validation Certificate Policy (DVCP)
(MonuTMka Ha npegocTaBsiHe Ha
yAOCTOBEPEHUs! 38 aBTEHTUYHOCT Ha
yebcanT - JoOMEViH)

1.3.6.1.4.1.15862.1.7.15
(0.4.0.2042.1.6)

B-Trust SSL Organization Validation
qualified certificate (B-Trust OVC

B-Trust certificate for Organization
Validation Certificate Policy (OVCP)

1.3.6.1.4.1.15862.1.7.1.6
(0.4.0.2042.1.7)

SSL) (MonuTnka Ha npefocTaBsHE Ha

(KY 3a aBTEHTMYHOCT Ha yebGcaWT - | YAOCTOBEPEHUS 3@ aBTEHTUYHOCT Ha

opraHusaums) yebcawT - opraHnsauusi)

B-Trust  Organization  qualified | B-Trust PSD2 Organization qualified | 1.3.6.1.4.1.15862.1.7.1.7

certificate AESeal PSD2 (B-Trust
QSeal PSD2)

(KYMeyvaT Ha topuanyecko nuue —
nnartexdHa UHCTUTyums no PSD2)

certificates Policy (QCP-I)
(Monutnka Ha npegocTaBsHe Ha
KYYEleuaT Ha topuanyecko nuue —
nnaTtexHa UHCTUTyums no PSD2)

(0.4.0.1456.1.2)
(0.4.0.194112.1.1)

B-Trust SSL Organization Validation
qualified certificate PSD2 (B-Trust

B-Trust certificate  for PSD2
Organization Validation Certificate

1.3.6.1.4.1.15862.1.7.1.8
(0.4.0.2042.1.7)
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QWebC PSD2)

(KY 3a aBTEHTM4YHOCT Ha yebcanT —
opraHusauus—nnaTexHa
MHCTUTYUMs no PSD2/KYYeb PSD2))

Policy (OVCP)
(MonuTvka Ha npefocTaBsiHe Ha
YOOCTOBEPEHUs 3a aBTEHTUYHOCT Ha
yebcaiiT — opraHusauust — nnaTexHa

MHCTUTYUMst no PSD2)

1.4 Y4yacTtHuum B uH(pacTpykTypaTa Ha B-Trust®

1.4.1 YpoctoBepsiBawm opraHu

1.

LyaoctoBepsBawms opraH” Ha B-Trust® nHa OKYY ,BOPUKA® ALl e opraH1saumoHHo o6ocobeHo
3BEHO, KOETO OCbLLIECTBABA AENHOCT NO U3gaBaHe, No NpeaocTaBsaAHe M Mo noaabpxkaHe Ha KY n
Ha KYYVY 3a Tax. YO HamaT camocTosTenHa NpaBoCyOEeKTHOCT M BCUYKN OCbLLECTBEHW OENCTBUS U
aKTOBE Ha CryXuUTenute My Ce M3BbPLUBAT B KAYECTBOTO UM Ha CNyxmutenu Ha [loctaByuka, B
paMKuTe Ha NPegoCTaBEHUTE UM MPaBOMOLLMSI.

NudpacTtpyktypaTta Ha B-Trust® nma gpycreneHHa nepapxms Ha YO 3a nsgaBaHe 1 nogapbxkka

e basos YO ,,B-Trust Root Qualified CA" - n3gaBa yooCTOBEPEHMS HA MOAYMHEHUTE B
NepapxmyHo oTHowleHne onepatuBHy YO Ha [JocTaBuymka v TakmBa Ha apyrv [JoctaBunum;
e OnepatuseH YO ,,B-Trust Operational Qualified CA" - n3gasa KYKEN un KYKElleuar,

WHdppacTpykTypaTta Ha B-Trust® nma gsycreneHHa nepapxusa Ha YO 3a nsgaBaHe 1 nogapbxkka

Ha KYYET, KYYEleuaT u KY 3a aBTEHTUYHOCT Ha yebcawnT, kKakTo cneaBsa:

e bBbasos YO ,B-Trust Root Advanced CA" - nsgaBa yaoCTOBEpEHWss Ha NOAYMHEHWUTE B
NnepapxmyHo oTHolleHne onepatuBHM YO Ha [locTaBuymnka v TakmBa Ha apyrv [JoctaBunum;

e OnepatuseH YO ,B-Trust Operational Advanced CA" - msgasa KYYEI n KYYElleuar,

2.
Ha KYKEIT n KYKElevaT, kakTto cnegsa:
cbrnacHo lNonutukarta 3a npegocTtassHe Ha Teaun KY;
3.
cbrnacHo lNonutnknte 3a npegoctaBsiHe Ha Teaun KY.
4,

OKYY cu 3anassa npaBoTo fa paswmpu nHdpacTpyktypaTta Ha B-Trust® ¢ gpyra nepapxus ot
YO.

1.4.2 Peructpupauy opraH

1.

,,PeFVICTpVIpaLU,I/IFIT opraH" € 3BEHO, KOeTO OCbLLECTBSABA AENHOCTU Ha D,OCTaB‘-IVIKa, KaKToO cjieaBa:

e rnpuema, npoBepsiBa, ogobpsiBa UNM OTXBBLPIIA UCKaHMSA 3a n3gasaHe Ha KY;

e peructpupa nogageHu nckanna go YO 3a usgaBaHe u BHacs NpoMeHun B ctatyca Ha KY;

e OCbLUECTBSIBA CbOTBETHM MPOBEPKM 3a YCTAHOBSIBAHE HA CaMOJSIMYHOCTTA Ha PU3NYEcKUTe
nMua U MOEeHTUYHOCTTa Ha pUAMYECKUTE Nnua, KakTo M Ha cneunduyHM JaHHM 3a T9X C
AonycTumMuTe CpeacTsa;

o yBegowmsea YO ga usgage KY cneg ycnewHa ngeHtugukaums n sannateHa ycnyra;

e npepaBa Ha [loTpebutens mnM Ha yNbAHOMOLWEHO OT Hero nuue wusgageHoto KY,
CbOTBETCTBALLO Ha reHepupaHa ABOKKa KI4OBE;

e rpuema Unu oTXBbLPIIS PEMMCTPUPAHN UCKaHMS 3a NOAAPBXKKA U ynpaBneHne Ha KY;
CKIOYBa [OroBOpPM 3a MpefoCcTaBsAHE Ha YOOCTOBEPUTENHU W APYrn KpunTorpadpcku,
NHGOPMALIMOHHM 1 KOHCYNTaHTCKKN ycryrun ¢ MoTpebuTtennte oT MMeTo Ha [locTaBumka.

Pernctpupawmar opraH ocbLyecTBsiBa ropen3bpoeHnTe 4eNHOCTH:

e B OUC Ha OpraHa KaTo u3nckea (pM3n4ecko NpUchCTBMNE Ha 3aaBuTen Ha KY (npucbctBeHa
naeHTudmkaums, permctpaums n nsgasaHe Ha KY);

e ype3 oOTAanevyeHa OHMNaWMH BUAEO WUAeHTMdKaUMA Ha 3aaButen (HenpucbCTBEHA
noeHtTndurkaums, permctpaumns n nsgaesaHe Ha KYKEN, KYKEleuat, KY 3a O6nauven KET1, KY
3a ObnaueH KElMevar).

Monutukata u MNpaktukata Ha PO, KonToO n3nbrHaBa genHocTute no T.1 B odmc Ha opraHa, ca

HeJenuma 4acTt OT HaCTOALWMSA JOKYMEHT.
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9.

10.
11.

Monutukata m lNpaktukata Ha PO, KOWTO M3nbnHsBa AevHOCTMTE No T.1 4ype3 oTganeveHa
OHManH BMAEO uaeHTuduKauma ca B oTaeneH AokymeHT — [lonutuka u [Mpaktnka npu
npegocTaBsHe Ha oThanedeHa BMAEO MAeHTUdUKauMa 3a u3gaBaHe Ha KBanvduuupaHu
yaocTtoBepeHus 3a obnadveH KEIN n obnaven KElMNeyaTt ot ,6OPUKA* A"

Pernctpmvpawumar opraH Ha [JocTaBuvMka MOXe [a NpefocTaBs YAOCTOBEPUTENHWU YCNyrn Ha
Motpebutenun B ocumc (npucbcTBeHo) Ypes MecTHu Peructpupawm Cnyxoun (MPC).
Peructpupawmart opraH moxe ga 6bae 060cobeHO 3BEHO B paMKMTE Ha HOpPUONYECKO NUuE,
pasnunyHo oT [locTaBymnka, Ha KOETO ca AenervpaHn npasa Aa OCbLLEeCTBSABA TE3N AENHOCTU Unn
Ha 4YacT OT TsIX OT MMeTo Ha [locTaBuuka.

Pernctpupawumat opraH (PO) Ha [JocTaBYmKka MoxXe Aa npefocTaBs yAOCTOBEPUTESTHM YCIyrn Ha
MoTtpebutenn ypes MectHm Peructpupawm Cnyxou (MPC).

Korato PO/MPC e caMOCTOATENHO HOPUANYECKO NULE, NMPaBOMOLLMETO Aa OCbLUECTBSIBA Ta3u
AenHOCT Moxe fa 6bae orpaHMYeHo 3a onpeneneHa TepUTopust, CPoK, YAOCTOBEPUTENHN YCIyTI
unn 3a onpegeneHa kateropusi  [loTpebutenn. [lMpaBomowmeTo ce yaocToBepsiBa npepq
3asButennTe 1 BCUYKN TPETU NMLa C MMCMEHO UIN eNeKTPpoHHO yaoctosepeHune 3a PO/MPC.

B cnyvaunte, korato PO e camocTositenHo opuanyecko nuue, MPC kbM TO3K opraH ce paskpusat
caMo cnepg u3puyHo ogobpeHune oT cTpaHa Ha [locTaBumka.

OtHoweHusaTa mexay LdocTtaBumka u PO/MPCce ypexaaT ¢ 4oroeop.

HocTtaBunkbT rapaHTupa, Yye genHoctta Ha PO/MPC we 6bae cbobpaseHa ¢ ycnosusita Ha
HacToAWwmMsA [JOKyMEHT.

1.4.3 OpraH 3a usgaBaHe Ha KBanuduumpaHum enekTPoHHU BpeMeBU ne4vaTtu

1.

,OpraH 3a usgaBaHe Ha KBanMUUMPaHW ErNeKTPOHHU BpemeBM nevyatn" e 060ocoGeHo U
He[enMMo 3BeHO KbM Y1OCTOBEPSABALLNS OpraH, KOEeTO OCbLLECTBABa AeNHOCTU Ha [locTaBuuka,
KakTo criefBa:

e rpuema 3asiBKM 3a u3gaBaHe Ha KBanuuuUpaHu EneKTPOHHW BpeMeBW neyaTn Ha
npeacTaBeHO CbAbpXKaHWe Ha eNeKTPOHEH AOKyMeHT oT lNMoTpebutenn unu [Josepsasawia ce
CTpaHa;

e 13roTBs KBanuduuupaH enekTpoHEeH BPEMEBM neyaT Ha npeacTaBeHUst XeL-CTOMHOCT Ha
€IeKTPOHEH JOKYMEHT;

e OcuUrypsiea Bb3MOXHOCT 3a Mocreasallo (crneq nepuvoga Ha BanvpgHocT Ha KY) gokasBaHe
crnpsiMo NpreMallaTta cTpaHa Ha pakTa Ha noanvcBaHe/nognevaTBaHe Ha U3siBNeHne unu Ha
€NEKTPOHEH JOKYMEHT.

,B-Trust Qualified Time Stamp Authority " e YO 3a nsgaBaHe Ha kBanuuvumpaHn eneKkTpoHHN
BpeMeBM neyaTtu Ha [locTaBumka.

EnekTpoHHMAT noanuc Ha [JocTtaBymka Ha KBanuduuupaHusi enekTpoHeH BpeMEBU nevar € CbC
cTaTyc Ha kBanuduumpaH enekTpoHeH nevar.

KBanudpuvumpaHm enekTpoHHM BpPEMEBU MneyaTM MoraT fa Ce WHTerpypat B npoueca Ha
cb3gaBaHe MnM npuemaHe Ha nognucu/medvaT KbM €NEKTPOHHU LOKYMEHTU W eNeKTPOHHU
TpaH3aKLMK1, Npy apxXMBuUpaHe Ha eneKkTPOHHU AaHHW, B ENEKTPOHHM HOTapuaTtu 1 ApYru.
HocTtaBunkbT paspabotBa u nybnukyBa otgenHa [lonutnka Ha YO 3a wusgaBaHe Ha
KBannuunupaHn enekTpoHHM BPEMEBK NevaTw.

1.4.4 KBanudmuupaHa ycnyra 3a BanuaupaHe Ha KBanudpuumpaHu eneKTPOHHU

noanvucu/neyaTun

KBanuduumpaHata ycnyra 3a BanuavpaHe Ha KBanuuumpaHm enekTpoHHu nognmucu/nedatm (B-

Trust QSVS) e o6ocobeHo 1 Hegennumo 3BeHO kbM [JocTaBuMKa, KOETO OCHLUECTBSABA CredHUTe

JENHOCTU:

e puvema noanucaHw/nognedataHn dannose/e-qOKyMEHTM C onpedeneHn opmatn u
npocunu Ha nognuc/neyar 3a Banuaupaxe;

e Banuaupa nognucaHuTe/nogneyataHu gannose/e-gOKyMEHTN B CbOTBETCTBME C PernameHT
910/2014 (un. 32, 33 n 40);
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e V3roTBS M NpeaocTaBs nogneyataHu oT [JoctaBunka cTatyc(u) u oTyeT OT BanuaupaHe Ha e-
noanuc(u)/nevaT(n) B NnpueTuTe hannose/e-4OKyMEHTH;

e Ocurypsisa Bb3MOXHOCT 3a pa3sneyartBaHe (PDF popmat) Ha xapTusa Ha aBTopu3npaHus ot4yeT
OT BanuaupaHe Ha nognuc(ute)/nedyat(ute).

YcnyraTta aBTopu3vpa cratyca M oTyeTa OT BanuaupaHe ¢ KBanuduumpaH ernekTpoHeH nedar

nsganeH ot [loctasyuka.

Cratycute Ha BanuavpaHe Ha KBanuduuupaHu e-nognucu/nedatv morat ga ce uHterpupart B

npouecu Ha npuemaHe Ha nognucu/nedyaT KbM ENEeKTPOHHU LOKYMEHTU W eNeKTPOHHU

TPaH3aKUuMK, NpW CbXPaHeHMe Ha noAnuc/nedaTv, KakTo M apXMBMpaHE Ha EeNeKTPOHHM

OOKYMEHTU, B €NEKTPOHHM HOTapmuaTtu n ap.

HocTtaBunkbT paspabotBa m nybnukyBa otgenHa [lMonutuka u [NNpakTnka Ha ycnyrata 3a

kBanuduumnpaHo sanungnpane Ha KEM/KEMevyaTu.

1.4.5 Ycnyra 3a kBanuduumpaHo CbXpaHsiBaHe Ha KBanuduumpaHun eneKkTpPOHHU

noanucu/neyaTun

Ycnyrata 3a kBanuduumMpaHO CbxpaHsiBaHe Ha KBanuduuupaHu e-nognucu/nedatn (B-Trust
QSPS) e obocobeHo u Hepenumo 3BEHO KbM [loCTaBuyMKka, KOETO OCbLUECTBSIBA CregHuTe
JENHOCTU:

e npuema e-nognucu/nevaTn (nognucaHu/nogneyataHun avnose/e-aOKYMEHTH) C onpeaeneHm
dopmaTtu 1 npodunm Ha nognuc/neyaT 3a CbXpaHEHME;

e CUIYpHO CbXxpaHsiBa nognvcaHuTe/nognevataHun dannoBe/e-qOKYMEHTU B CbOTBETCTBME C
PernameHTt 910/2014 (un. 34 n 40);

e UV3roTBA M CbXxpaHsABa nognevataHn o7 [locTaBunka [AoKa3aTenicTBEHM 3anucu oT
CbXxpaHsBaHe Ha e-nognuc(n)/neyat(n) B npuetute dannoBe/e-qOKyMEHTH;

e 13roTBSA MO 3asBKa yBe4OMMEHUS crnepj ycnewHo cbxpaHsBaHe Ha dpannoBe/e-gOKyMEHTH C
noanuc(n)/neyat(n);

e ocurypsiBa Bb3MOXHOCT 3@ aBTOpM3upaH AOCTbI, YeTeHe, moauduvumpaHe n n3tpuBaHe Ha
CbXpaHsaBaHu annose/e-40KyMEeHTU ¢ nognuc(u)/neyat(m).

Ycnyrata aBTopusMpa (OokasaTernicTBEHW) 3anmMcu U yBEeOOMSIEHMSA 3a CbXpaHsBaHe 4pes
KBanuduumnpaH enekTpoHeH neyaT nsgageH ot [JoctaBymka.

HocTtaBunkbT paspabotBa u nybnukyBa otaenHa [Monutuka wm [lNMpakTuka Ha ycnyrata 3a
cbxpaHsiBaHe Ha KEl/KElNevaTw.

1.4.6 Tnarcopma 3a o6na4veH KEIN

1.

MnatdopmaTta 3a obnaden KEI BkntoyBa ABe YacTu:
e OrtpaneyeHa cbpBbpHa kKomnoHeHTa RQSCD (codTyep 1 HSM) npu [locTtaBuuika;
e Mob6unHo npunoxeHwne (B-Trust Mobile) B cmapTdoHa Ha MNoTpebuTen.
RQSCD e obocobeHa n Hegenvma KomnoHeHTa B B-Trust nHgpactpykrypata Ha [JoctaB4uka,
KOSITO U3MbIIHABA CreaHUTe OENHOCTH:
e reHepupa aBoika kno4voBe 3a obnadveH KEMN/KEMeuyaT B HSM npu [JocTtaB4ymka no 3asieka Ha
yOocToBepeH oT Hero NoTtpebuten
CbXpaHsiBa CUrypHO reHepvpaHaTta ABolka KntoyoBe npu [JoctaByunka
aKTMBUpa OT pa3cTosiHne reHepupaHe Ha undgpos nognuc (PKCS#1)
reHepupa uudpos nognuc Ha Tutynap B HSM-a npu JoctaBunka ( O6naven KEI)
npepocTtaBa Ha TUTyNsps reHepupaHus NOAMMC M CbOTBETCTBAWOTO YAOCTOBEpPEHME 3a
npoBepka Ha nognmca

3. RQSCD nony4yaBa 3asBkuTe 3a u3gasaHe Ha obnadveH KE[I/KEMeuwatr ypes PO/MPC Ha

[doctaBuuka cnep ycnewHo yaoctoBepeH 3asBuTen U permcTpupaHo MobunHO YCTPOMCTBO
(cmapTdoH) Ha 3aaBuTtensa Ha nognuc.

4. RQSCD wusnonssa YO B-Trust Operational CA Ha [octaBuyuka 3a ga u3gasa kBanuuumpaHo
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yAOCTOBEPEHNE, CbOTBETCTBALLO Ha reHepMpPaHUa NOANUC OT Pa3CTOsIHUE.

Mo6unHoTto npunoxenune B-Trust Mobile B cmapTdoHa Ha MNoTpebutena cnyxu ga aktmempa
reHepmpaHeTo Ha umndgpos nognuc 3a ObnaveH KEMN/KEMNeyat B HSM-a Ha RQSCD camo cnep,
yOOCTOBEPEH NepCoHaneH KOHTPOST Ha YaCTHUSA KINOY Ha nognuca Ypes cTpora aBTeHTudmkaumns
Ha Tutynaps n BbBegeH oT Hero NWH (kog 3a akTMBupaHe) 4ype3 MOOMMHOTO YCTPOWMCTBO
(cmapTdhoHa).

MpepoctaBeHnte ot [natdopmara umpoB nognuc M CbOTBETCTBALLO KBanuduumpaHo
yaocTtoBepeHne Ha Ob6naynmsa KEIM moraT ga ce uHTerpvpaT B KOHTEMHepa Ha noanuvcaHu
nokymeHtTn ¢ O6bnayeH KEI oT ycnyra 3a nognuceaHe, onepupaHa ot [JocTtaBymka unu ot
BbHLUHA TakaBa (npu MNMoTpebuten/[oBepsaBalla ce cTpaHa).

MnatdopmaTta 3a ObnayeH KEI ,npemecTtBa“/BupTyanuaupa usmdeckata cMapT Kapta
(nokanHo QSCD) 3a KEIN Ha Tutynapa B HSM Ha RQSCD npu KYY. B RQSCD ce anokupa
,BUpTYyaneH cnoT‘ kKaTto oTaanevyeH pecypc Ha TUTynsapsi ¢ eKkBUBanNeHTHU Kpuntorpadckm
napameTpu 1 XxapaKkTepuUCTUKM Ha cMapT KapTtaTa (nokanHo QSCD.

1.4.7 OCSP cbpBbBp

1.

,LOCSP cbpBbp" € 0060c06eHO0 U Hegenumo 3BeHO Ha YO, KOoeTo OCblUEeCTBABA AENHOCTU Ha
JlocTaB4yumka KakTo crneaBsa:

e npuema 3asBku oT [NoTpedbutenu unm [loBepsBalla ce cTpaHa 3a NpoBepka B pearnHo Bpeme
Ha cTaTyca Ha nNpeacTaBeHo YAOoCTOBepeHue, n3aaaeHo oT JlocTaBumka;

e 3roTBS aBTOMaTU4YHO B peanHo BpeMe EenekTPOHHO noAanucaH OTroBop 3a cTaTyca Ha
npeacTaBeHo YAOCTOBEPEHME.

OCSP cbpBbpute Ha [octaBumka ca: ,B-Trust Root Qualified OCSP Authority" n ,B-Trust
Qualified OCSP Authority", cbotBeTHO ,B-Trust Root Advanced OCSP Authority" n ,B-Trust
Advanced OCSP Authority".

Bcsika noeepsiBawata ce cTtpaHa, korato npuema KY, Mmoxe aa 3asiBu npoBepka Ha cTaTyca Ha
yOCTOBEPEHMSTa B peariHo Bpeme.

MpoBepkaTa Ha cTatyca Ha KY B peanHo BpemMe He e 3aabiikuTenHa 3a [JoBepsiBalimTte ce
CTpaHu, Ho [locTaBUYMKBLT NpenopbyBa Aa ce U3Mnon3Ba Tasn ycnyra u HeMHOTO MHTerpupaHe npu
Cb3faBaHe Unu NpMemMaHe Ha enekTpoHHO noanucaHu/nogneyaTaH JOKyMEHTU U NpU NpoBepka
Ha aBTEHTUYHOCTTa Ha yebcalT B eNeKTPOHHWN TpaH3aKLuK.

1.4.8 MMoTtpebuten

1.

2.

MoTpebutenunte ca PU3NYECKN UK KOPUANYECKN NNLA, KOUTO Ca NOSANM UCKaHe 1 crnepg yCneLwHo
3aBbplLUBaHe Ha npouedypaTta UM ce usgasa ksanuduumpaHo ygoctosepenue. MNMpeau ga 6vae
n3BbpLUEHA NpoBepka 1 ga 6bae n3gageHo keanuduumpaHo ygocrosepenmne, MNMotpebutenat e
camo 3asiBuTten 3a ksanuduumpanm ycnyrm Ha B-Trust.

OTtHoweHusaTa mexay ,bOPUKA® ALl kato KYY u MotpebuTen ce ypexaaT ¢ NMCMEH LOroBop.

1.4.8.1 Tutynsp

1.

2.

L1 uTYynap" e Notpebuten-dpusmnyecko nuue Ha KYKETM/KYYET nnun Ha KY 3a obnaveH KEI, koeTo
Cb3aaBa efleKTPOHHMSA nognuc.

TuUTynapaT ocbLLEecTBABa OT CBOE UME UMM OT UMETO Ha ApYro nuue, KoeTo ToW NpeacTaBnsBsa,
€MeKTPOHHU U3HABMEHNs, KOUTO eNEeKTPOHHO MoAnMcBa B CbLOTBETCTBME C npefocTaBeHaTa My
npegcraB1TenHa BnacT.

B KYKEM/KYYEI n KY 3a obnaveH KEIM moxe ga ce mocoun v nuueto, Koeto Tutynapart
npeacraengasa.

EgovHctBeHo Tutynapat Ha KYKEM/KYYEN n KY 3a obnayen KEI, nma npaeBo Ha gocten g0
YaCTHMS KITHOY 3a NOAMNUCBaHE Ha eNEKTPOHHN U3SABMEHNUS.
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1.4.8.2 Cvw3parten

1.

,Cb3garen“ e [NoTpebuTen-tpmManyecko nmue, KOeTo Cb3aBa €MNeKTPOHEH nedvart, AaHHUTE Ha
KoeTo ca ygoctoBepeHu B KY, n3non3BaHo 3a nNpoBepka Ha enekTpoHHusi nedat. Cb3garenar
MoXe fa 6bae camo puanyvecko nuue.

Opuanyeckn nmua“ no cmmucbna Ha [oroBopa 3a yHKUMOHMpPaHETO Ha EBponewnckns cbios
(APEC) o3HauyaBa BcuYkM 06pasyBaHUs, yYpeaeHn unm pernaMmeHTupaHy CbrinacHo NpaBoTo Ha
AbpXXaBa 4reHka, He3aB1MCMMO OT TAXHaTa npasHa oopma.

EnekTpoHHuAT lNMeyaT He € NoAnMC Ha LPUAMYECKOTO NULIE U CINYXM caMO ga yaoCTOBEpM
N3TOYHMKA W LEeNnocTTa Ha nogneyvyaTaH enekTPoOHEH AOKYMEHT UM U3SBIEHNE.

KoraTo ropuguyecko nuue M3nona3Ba enekTpoHeH nevar, npenopbyBa ce ga 6bae ycrtaHoBEH
BbTPELLUEH KOHTPONEH MEeXaHU3bM MNpU PUANYECKOTO NnLEe, NO3BONABALL, CaMO Ha (PM3N4EeCKO
nvue, ynbHOMOLLEHO OT ToBa topuanyecko nuue (,Cv3gaten®) ga cb3gasa nevarta (Hanpumep,
Aa ,HaTucHe" BYTOH 3a (aBTOMATMYHO) Cb3aBaHe Ha ENEKTPOHHM nevaTn).

B KY 3a enekTpoHeH nedat Moxe Aa ce nocoynm puan4eckoTo fnuue, KOeTo npeacraBnsisa
,Cb3naTtens“.

EouHcTBEHO, TOBa (hm3MyeCcKo Nuue uma npaBo Ha AOCTbM A0 YAaCTHUSA KoY 3a reHepupaHe Ha
nevaTa.

Korato 3a gageHa TpaHcakums ce M3ncKBa kBanuduumpaH eneKkTpoHEeH nedart OT puandecko
niue, KBanuUUMPaHUAT EeNEeKTPOHEeH MOoAMMC Ha  YNb/IHOMOLLEHUA MpeAacTaBuTeNn Ha
IOPUANYECKOTO NnLe ce NpMemMa PaBHOCTOMHO.

1.4.9 [oBepsBaliu ce CTpaHu

1.

~1OBepsBaLLmM ce CTpaHn" ca agpecaTuTe Ha nognucaHu/nognedaraHn eneKTPoOHHN U3SBNEHUSA K
OOKyMeHTM oT [MloTpebutenn, kouto nputexasaT u3gageHn ot [octaBuvka KY unu kpanHu
KNMeHTK, KOUTO agpecupat yebcanToBe, 3a KOMTO ca usgageHn yaoctoBepeHns ot [loctaBumka.
[oBepsBawmTe ce CTpaHu crieaBa ga nmaT No3HaHWUS U YMEHMSI OTHOCHO M3non3BaHeTo Ha KY n
ce [oBepsiBaT Ha YyOOCTOBEpPeHUTe O0OCToATencrtea B TSX CaMO C Orffieq Ha npunoxumara
MonuTtuka, ocobeHo No OTHOLIEHME Ha HMBOTO Ha CUIYPHOCT Npu npoBepka Ha NoTpebutenute
Ha Te3un KY.

[oBepsBalmTe ce CTpaHu MMaT NOCTOAHEH JOCTHN 4O perncTpmute Ha [locTaBumka 3a npoBepka
Ha BanugHoctTa Ha KY, 3a ycrtaHOBsiBaHe Ha CboTBeTHUTEe [loTpebutenn wnu Ha Opyru
obcToaTencTea U AaHHU, OTPa3eHn B YAOCTOBEPEHMSTA UNN BNUCAHU B TE3N PEFUCTPM.

1.5 YpoctoBepeHus u ynotpeba

1.5.1 OnpepeneHune

1.

~KBannduumnpaHo ygoctoBepeHue 3a nybnuyeH kniod" e nogneyartaH ot [lJoctaBynka enekTpoHeH
AOKYMEHT, CbAbpXaLl onpeaeneHy pekBnsnTK, yaoctoBepsasalim Bpbakata mexay Notpebutens
n nyénunyHmna my kntod B KY, cboTBETCTBALL HA YaCTHUSA KoY Ha To3um [NoTpebuten n cnyxu 3a
npoBepka Ha nognuca/meyata B €NEKTPOHHU OOKYMEHTM M OBeKkTn unu 3a npoBepka Ha
aBTEHTUYHOCTTA Ha yebcanrT.

KY moraT fga ce nsnonssar 3a 4ENHOCTU, KOUTO U3UCKBAT NOANNUCBAHE HA €NEKTPOHHU JOKYMEHTMH,
aBTeHTUukauma Ha [loTpebuten wmnn yebGcanT, KaKTO W 3a KpUNTUPAHE Ha OaHHW npu
€NeKTPOHHWN TpaH3aKLUun, U3UCKBALLM HAN-BUCOKO MMM 3HAYMUTESTHO HMBO HA CUTYPHOCT.

Camo ygoctoBepeHuaTa C 03HA4YEeHUTE B TO3N JOKYMEHT NOMUTUKKN, KOUTO n3gasa [JoCTaBUYNKBLT,
nmart xapakrep Ha KY.

1.5.2 YpoctoBepeHus Ha [locTtaBUYMKa

ba3oBo ynoctosepeHue

Bas3oBo ygoctoBepeHne Ha [locTaBumMka € camov3fgafdeHO M enekTPOHHO camorogneyaTtaHo C
6a3oBusa YacTeH kntod Ha [JoctaBunka KY 3a HeroBus 6a3oB nybnuyeH knto4v. C 6a3oBums YacTeH
Kntoy [JOCTaBYMKbT €eKTPOHHO MnoanedarBa yooCTOBEPEHMS 3a NyOnMYHW KMYOBE Ha CBOU
onepatmeHu YO, KakTO ¥ yOOCTOBEpeHUs Ha Opyru (noa) AOCTaBYMUM Ha YOOCTOBEPUTENHW
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ycnyru B UHppacTpykTypaTa Ha B-Trust.

2. B cvotBetctBMe cbc 3EOEYY un nepapxuata ot YO B uH@pacTpyktypata Ha B-Trust,
HocTtaBunkbT npepoctaBa Ha KPC BanugHoTO ygoctoBepeHue Ha 6asoBus YO. OcHOBHUTE
pekBu3nTM Ha 6azoBoTo yaocTtoBepeHne Ha YO ,B-Trust Root Qualified CA " Ha [locTtaB4umka ca
KakTo cregga:

B-Trust Root Qualified CA

Mone ATpubytn 3Ha4yeHune/CTonMHOCT
Version - V3
Serial number - 01
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Root Qualified CA
ou = B-Trust
O= BORICA AD
Organizationldentifier(2.5.4.97) [INTRBG-201230426
C= BG
Validity from - 2017-04-25T18:28:43Z2
Validity to - 2037-04-25T718:28:43Z
Subject CN = B-Trust Root Qualified CA
ou-= B-Trust
= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
Cc= BG
Public key - RSA(4096 Bits)
Subject Key Identifier - f2 84 ee 2e 35 fe fO fa d8 50 50 b0 9c 48 89 ea 5a 2f d9 ab
Authority Key Identifier |KeyID = f2 84 ee 2e 35 fe fO fa d8 50 50 b0 9c 48 89 ea 5a 2f d9 ab
Issuer Alternative Name |URL = http://www.b-trust.org
Basic Constraints Subject Type = CA
(critical) Path Length Constraint = None
Certificate Policies - [1] Certificate Policy:

Policy Identifier=All issuance policies
[1,1] Policy Qualifier Info:

Policy Qualifier Id=CPS

Qualifier:

http://www.b-trust.org/documents/cps

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-TrustRootQCA.crl

Authority Information [1] Authority Info Access
Access Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustRootQCAOCSP.cer

Key Usage (critical)

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

Thumbprint (Sha1) c04d 7a 42 7f 5a 82 b1 2d a6 f0 94 88 11 66 8e 1a 67 Oa f6

Thumbprint (Sha256) d3 38 95 e1d5 11239 48 c8 c9 99 {7 f7 26 40 fa 05 05 fb d1

5a b0 93 8 98 db 27 dd 29 14 e8

B-Trust Root Advanced CA

Mone ATpubytn 3HauyeHue/CToMHOCT

Version - V3
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Serial number - 01
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Root Advanced CA
ou = B-Trust
= BORICA AD
Organizationldentifier(2.5.4.97) [INTRBG-201230426
C= BG
Validity from - 2017-04-24T718:55:40Z
Validity to - 2037-04-24T18:55:40Z
Subject CN = B-Trust Root Advanced CA
Oou = B-Trust
0= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Public key - RSA(4096 Bits)
Subject Key Identifier - 88 db 42 ed 89 05 32 Oc 72 27 0c 46 1b e1 c6 09 5e ec c9 21
Authority Key Identifier |[KeylID = 88 db 42 ed 89 05 32 0c 72 27 0c 46 1b e1 c6 09 5e ec c9 21
Issuer Alternative Name |[URL = http://www.b-trust.org
Basic Constraints Subject Type = CA
(critical) Path Length Constraint = None

Certificate Policies

[1] Certificate Policy:
Policy Identifier=All issuance policies
[1,1] Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.b-trust.org/documents/cps

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-TrustRootACA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustRootQCAOCSP.cer

Key Usage (critical)

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

Thumbprint (Sha1)

ba 11 d6 ad 94 b2 4f c9 16 11 3a f6 82 cd 76 2a b3 bf d7 75

Thumbprint (Sha256)

fb 2c 73 6f 3c f1 ad 7c 89 ec 36 €8 60 c9 Oc d6 be 87 f7 0d 66
09 8e 0a cc d5 4a 49 ea fa 2c a9

3. Ha ocHoBaHne PernameHt 910/2014 enekTpoHHWTE neyaTum Ha [locTaBuuka,

KOUTO Ca

npuapyxeHu ot 6a3oBMTE My YAOCTOBEPEHMS Ca KBanuULMpaHu.

4. [ocTaB4YnKbT

MoXe [Ja

WHCTanvMpa u

WHdpacTpykTypata Ha B-Trust.

OnepaTtmBHU yaocToBepeHusa Ha [loctaBymka

nogabpxa Apyrn 6a3oBM  yOOCTOBEPEHUS B

1. YpoctoBepeHune Ha onepatmBeH YO Ha [locTaBuvka e kBanuuumMpaHoTO yaOCTOBEpPEHWe 3a
ny6nuyHMsa Koy Ha onepatuBHus YO, enekTpoHHO noanedataHo ¢ 6a3oBMSA YacTeH Koy Ha
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HocTtaBuuka. C 4aCTHUAT KoY, CbOTBETCTBALL Ha yAOCTOBEPEHUS MYONMYEH KoY, onepaTtuBHUS
YO enekTpoHHO nogneyaTBa usgasaHute ot [loctaBumka KY Ha NoTpebutenure.
2. OCHOBHWTE PEKBU3UTM Ha onepaTuBHOTO yaoctoBepeHue Ha YO ,B-Trust Operational Qualified
CA" Ha [locTaBuuka ca:
B-Trust Operational Qualified CA

Mone ATpubytmn 3Ha4yeHue/CTorMHOCT
Version - V3
Serial number - 69 Oe 4f b7 9a ed 13 94
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Root Qualified CA
Oou = B-Trust
0= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Validity from - 2018-06-01T16:44:50Z
Validity to - 2033-05-31T16:44:50Z
Subject CN = B-Trust Operational Qualified CA
ou = B-Trust
= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Public key - RSA(4096 Bits)
Subject Key Identifier |- 27 cf 08 43 04 f0 c5 83 37 67 81 17 4d fc 05 e6 db 65 8b b0
Authority Key Identifier |KeyID = f2 84 ee 2e 35 fe f0 fa d8 50 50 b0 9c¢ 48 89 ea 5a 2f d9 ab
Issuer Alternative Name |URL = http://www.b-trust.org
Basic Constraints Subject Type = CA
(critical) Path length Constraint = 0

Certificate Policies

[1]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.6.1
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.b-trust.org/documents/cps
[2]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.6.1.1
[3]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.6.1.2
[4]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.6.1.3

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-TrustRootQCA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustRootQCAOCSP.cer

Key Usage (critical)

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

Thumbprint (Sha1) - ad 4¢ 9243 9a 5b 83 28 13 1e b8 45 65 d1 46 2b f0 3d 3d 55
Thumbprint (Sha256) - 499a9c a8 b4 7e e8 44 37 f9 0b 96 fb 40 41 3e a2 93 f9 b3
94 2a 16 08 37 a0 c6 7b Oe c5 ba Oc
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B-Trust Operational Advanced CA

Mone ATpubyTtn 3HauyeHue/CToMHOCT

Version - V3
Serial number - 55 6¢ c1 9f35f1 95 ca
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Root Advanced CA

Oou = B-Trust

Organizationldentifier(2.5.4.97) INTRBG-201230426

0= BORICA AD

C= BG
Validity from - 2018-06-01T716:29:34Z
Validity to - 2033-05-31T716:29:34Z
Subject CN = B-Trust Operational Advanced CA

ou = B-Trust

= BORICA AD

Organizationldentifier(2.5.4.97) INTRBG-201230426

C= BG
Public key - RSA(4096 Bits)
Subject Key Identifier - 07 dc aa 30 76 98 b7 85 4b 6d 03 18 c8 e3 cd a7 7b 36 82 ef
Authority Key Identifier |KeyID = 88 db 42 ed 89 05 32 0Oc 72 27 Oc 46 1b e1 c6 09 5e ec c9 21
Issuer Alternative Name |URL = http://www.b-trust.org
Basic Constraints Subject Type = CA
(critical) Path length Constraint = 0

Certificate Policies

[1]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.15862.1.7.1

[1,1]Policy Qualifier Info:

Policy Qualifier Id=CPS
Qualifier:
http://www.b-trust.org/documents/cps

[2]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.15862.1.7.1.1
[3]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.15862.1.7.1.2
[4]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.15862.1.7.1.3
[5]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.15862.1.7.1.4
[6]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.15862.1.7.1.5
[7]1Certificate Policy:

Policy Identifier=1.3.6.1.4.1.15862.1.7.1.6
[8]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.15862.1.7.1.7
[9]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.15862.1.7.1.8

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL= http://crl.b-trust.org/repository/B-TrustRootACA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0n-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
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Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)

Alternative Name:

URL=http://ca.b-trust.org/repository/B-
TrustRootQCAOCSP.cer

Key Usage (critical)

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

Thumbprint (Sha1)

2d 11 f1 fb 79 b9 46 0a d5 e7 04 bf 36 18 8d a6 b6 e8 d8 c4

Thumbprint (Sha256)

e7 42 69 82 c0 26 4b 78 6b 94 25 ce 45 f3 63 58 7f 34 83 4f a3
4a 6a 7f fd d5 05 67 41 76 ad 0d

3. Ha ocHoBaHue PernameHt 910/2014 enekTpoHHWTE neyaTum Ha [ocTaBuuka,

KOUTO Ca

NpUAPYXEHN OT TE3M OnepaTMBHN yOOCTOBEPEHMS Ca KBanuuumpaHu.
4. [locTaBuMKbT MOXE [da WHCTanuMpa W noaabpXa [pyrn onepaTtMBHU YOOCTOBEPEHUS B
nHdpacTpykTypata Ha B-Trust.

YnoctoBepeHust Ha OCSP cbpBbpy Ha [JocTaBymKa

B-Trust Root Qualified OCSP Authority

Mone ATpubyTtn 3Ha4yeHue/CToMHOCT
Version - V3
Serial number - 03
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Root Qualified CA
Oou= B-Trust
= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Validity from - 2022-04-21T14:49:02Z
Validity to - 2027-04-21T14:49:02Z
Subject CN = B-Trust Root Qualified OCSP Authority
ou = B-Trust
o= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Public key - RSA(2048 bits)
Subject Key Identifier - 34 3184 22 65 34 41 46 e0 0d 03 2a 9f a1 0a 29 42 93 7b 5¢
Authority Key Identifier |KeyID = f2 84 ee 2e 35 fe fO fa d8 50 50 b0 9c 48 89 ea 5a 2f d9 ab
Issuer Alternative Name |URL = http://www.b-trust.org
Subject Alternative URL= http://ocsp.b-trust.org
Name
Basic Constraints Subject Type = End Entity
Path length Constraint = None

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-TrustRootQCA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustRootQCAOCSP.cer
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Key Usage (critical)

Digital Signature, Non-repudiation

Enhanced Key Usage

OCSP Signing (1.3.6.1.5.5.7.3.9)

OCSP No Revocation |- 05 00

Checking

Thumbprint (Sha1) d2 87 af f7 b5 aa b4 7b 6e Oc a1 a1 99 86 da 82 62 a9 b9 5f
Thumbprint (Sha256) 99 49 df c5 19 04 84 b0 d8 38 44 85 5¢c e7 34 09 b1 49 fe 5¢

2042 a5 17 81¢c10c5f83 1410 7c

"BOPUKA" AL,

10 mapT 2023 1.

CTtp. 26 ot 85




O6woa0CTLNEeH JOKYMEHT

MPAKTUKA NP NPEOOCTABAHE HA KBAITUOULUPAHU YOOCTOBEPEHUA
N YOOCTOBEPUTENHU YCNYTU OT ,,BOPUKA" Al

B-Trust Qualified OCSP Authority

Mone ATpubyTH 3Ha4yeHune/CTonMHOCT
Version - V3
Serial number - 23 C3 46 00
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Operational Qualified CA
Oou= B-Trust
= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Validity from - 2022-04-21T15:45:58Z
Validity to - 2027-04-21T15:45:58Z
Subject CN = B-Trust Qualified OCSP Authority
ou= B-Trust
= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Public key - RSA(2048 bits)
Subject Key Identifier - be €5 83 42 fa 25 a5 58 4a 39 a5 0f 42 ea ef f4 42 05 95 2e
Authority Key Identifier |KeyID = 27 cf 08 43 04 f0 c5 83 37 67 81 17 4d fc 05 e6 db 65 8b b0
Issuer Alternative Name |URL = http://www.b-trust.org
Subject Alternative URL= http://ocsp.b-trust.org
Name
Basic Constraints Subject Type = End Entity
Path length Constraint = None

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-
TrustOperationalQCA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustOperational QCAOCSP.cer

Key Usage (critical)

Digital Signature, Non-repudiation

Enhanced Key Usage

OCSP Signing (1.3.6.1.5.5.7.3.9)

OCSP No Revocation |- 0500
Checking
Thumbprint (Sha1) 87 58 €8 62 72 be 7b 24 c3 12 ec 22 65 3 f9 d6 aa a5 35 1b
Thumbprint (Sha256) ad 92 1e 63 10 c0 76 28 77 41 fa 37 66 b8 74 fb f3 71 f8 91 2a
94 c4 91 fa 30 b5 e5 fa 0a 9f 68
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B-Trust Root Advanced OCSP Authority

Mone ATpubyTHn 3HayeHue/CToOMHOCT
Version - V3
Serial number - 03
Signature algorithm - Sha256RSA
Signature hash - Sha256
Algorithm
Issuer CN = B-Trust Root Advanced CA
ou = B-Trust
O= BORICA AD
Organizationldentifier(2.5.4.97) [INTRBG-201230426
C= BG
Validity from - 2022-04-21T14:52:472
Validity to - 2027-04-21T14:52:472
Subject CN = B-Trust Root Advanced OCSP Authority
Oou = B-Trust
0= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Public key - RSA(2048 bits)
Subject Key Identifier - Oa fe c2 5d 35 50 0a e1 00 2a c9 a7 09 2a Oa 4c fO c5 cf 41
Authority Key Identifier |KeyID = 88 db 42 ed 89 05 32 Oc 72 27 Oc 46 1b e1 c6 09 5e ec c9 21
Issuer Alternative Name [URL = http://www.b-trust.org
Subject Alternative URL= http://ocsp.b-trust.org
Name
Basic Constraints Subject Type = End Entity
Path length Constraint = None

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-TrustRootACA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustRootACAOCSP.cer

Key Usage (critical)

Digital Signature, Non-repudiation

Enhanced Key Usage

OCSP Signing (1.3.6.1.5.5.7.3.9)

OCSP No Revocation |- 05 00
Checking
Thumbprint (Sha1) c8 a5c0 14 dd 06 16 b0 01 9b fb 91 da d2 d2 88 c2 97 3e a9
b0 22 50 cc 6b 54 41 19 cc 28 38 ad 92 30 d9 64 b5 f6 46 c6 84
Thumbprint (Sha256) c2 a7 cc 5¢c a7 de e1 b4 34 39 1d
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B-Trust Advanced OCSP Authority

Mone ATpubyTHn 3HayeHue/CToOMHOCT
Version - V3
Serial number - 29 B9 27 00
Signature algorithm - Sha256RSA
Signature hash - Sha256
Algorithm
Issuer CN = B-Trust Operational Advanced CA
ou = B-Trust
O= BORICA AD
Organizationldentifier(2.5.4.97) [INTRBG-201230426
C= BG
Validity from - 2022-04-21T15:28:49Z
Validity to - 2027-04-21T15:28:49Z
Subject CN = B-Trust Advanced OCSP Authority
Oou = B-Trust
0= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Public key - RSA(2048 bits)
Subject Key Identifier - 30 9c 5 49 43 6¢ af 46 3d 6f eb 5e ad 2e 55 06 de 6 30 de
Authority Key Identifier |KeyID = 07 dc aa 30 76 98 b7 85 4b 6d 03 18 c8 e3 cd a7 7b 36 82 ef
Issuer Alternative Name [URL = http://www.b-trust.org
Subject Alternative URL= http://ocsp.b-trust.org
Name
Basic Constraints Subject Type = End Entity
Path length Constraint = None
CRL Distribution Points [1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-TrustRootACA.crl
Authority Information [1] Authority Info Access
Access Access Method=0n-line Certificate Status Protocol

(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustOperationalACAOCSP.cer
Digital Signature, Non-repudiation
OCSP Signing (1.3.6.1.5.5.7.3.9)

Key Usage (critical)
Enhanced Key Usage

OCSP No Revocation |- 05 00
Checking
Thumbprint (Sha1) 7¢ 58 b5 7f 52 cc ae 79 2 94 62 9e 09 cf 08 35 31 2d cb 94
41 b8 28 6e ef 2c 47 74 11 5f ad 96 a9 82 24 35 a8 30 17 b1 ae
Thumbprint (Sha256) 3b b0 33 b6 8c 82 2a 47 5¢ c0 03

1. YpoctoBepeHueto Ha OCSP cbpebpa Ha [JoctaBunka ,B-Trust Root Qualified OCSP Authority" e
KY 3a HeroBus nybnuuyeH krtod, nognevataHo ¢ 6asoBust YacteH kntod Ha YO ,B-Trust Root
Qualified CA*“ Ha JocTtaBumka. C 4yacTHMA ko4 Ha asownkarta kno4voBe Ha OCSP cbwpebpa ,B-
Trust Root Qualified OCSP Authority" [loctaBuvkbT nogneyaTsa pesynrtara OT npoBepkaTa B
peanHo Bpeme Ha ctatyca Ha npegcraseHu KY, nsgagenu ot YO ,B-Trust Root Qualified CA".

2. YpoctoBepeHneto Ha OCSP cbpBbpa Ha JocTtaBuuka ,B-Trust Qualified OCSP Authority" e KY
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Ha HeroBusa nNybnuueH KN4, NOAMEYaTaHo C YacTHWUS Koy Ha onepaTtmBHua YO “B-Trust
Operational Qualified CA" Ha [JoctaBunka. C 4yacTHMS KIOd Ha ABoukata knodvoBe Ha OCSP
cbpBbpa ,B-Trust Qualified OCSP Authority" [JocTtaBuvMkbT nognevatBa pesynrtata oT
npoBepkata B peanHo BpemMe Ha crtatyca Ha npeactaBeHun KY, msgagenm ot YO “B-Trust
Operational Qualified CA".

YaoctoBepeHneto Ha OCSP cwpebpa Ha [JoctaBunka ,B-Trust Root Advanced OCSP Authority"
e KY 3a Heroeusa nybnuyeH knto4, nogneyataHo ¢ 6a3oBust yacteH kntod Ha YO ,B-Trust Root
Advanced CA* Ha [ocTtaBumka. C 4yacTHMS KITtod Ha ABovikaTa kntodoBe Ha OCSP cbpBbpa ,B-
Trust Root Advanced OCSP Authority" [JocTaBunkbT nogneyaTtsa pesynrtaTa OT npoBepkata B
pearnHo Bpeme Ha ctatyca Ha npegcraseHu KY, nsgagenu ot YO ,B-Trust Root Advanced CA”
YpoctoeepeHneTto Ha OCSP cbpebpa Ha [JocTtaBumka ,B-Trust Advanced OCSP Authority" e KY
Ha HeroBusa nNybnuyeH KN4, NOAMeYaTaHo C YacTHWUS Koy Ha onepaTtmBHua YO “B-Trust
Operational Advanced CA" Ha [ocTtaBumka. C yacTHMS KoY Ha ABoKKaTa krtoyoBe Ha OCSP
cbpebpa ,B-Trust Advanced OCSP Authority" [JocTtaBumkbT nognevatBa peaynrara oT
npoBepkata B peanHo BpemMe Ha crtatyca Ha npegctaBenun KY, msgageHm ot YO “B-Trust
Operational Advanced CA".

EnekTpoHHUTE neyaTun Ha [locTaBumka, KOMTO ca NPUAPYXKEHM OT Cy>XeOHUTE y40CTOBEPEHMS HA
OCSP cbpebpute Ha HdocTtaBumka ca KElMevaTu.

1.5.3 YpocTtoBepeHusi Ha Apyru onepaTuBHU OpraHu

1.

HocTtaBunkbT MOXe Aa nsgasa onepatuBHu KY Ha gpyrn YO B MHpacTpykTypaTta Ha B-Trust,
KakTo 1 Ha apyru [loctaBumum, Korato nocriegHuTe:

e OCblUecTBABAT [OEWHOCT W3BbH MNpaBHO pernameHtpaHata B 3EOEYY, c¢ uen
YHKUMOHMPAHE KaTo LOCTaBuUK;

e B3aMMHO YygocToBepsiBaT NyonuyHMTE OMnepaTMBHM KOYOBE C Orfieq MoBULWIABaHE Ha
AO0BEpUETO B NpeaoCcTaBaAHUTE yOOCTOBEPUTENHU yCnyrn (Kpoc-cepTudnumpaHe);

e OCbLlecTBSIBaT NpaBHO pernameHTupaHa genHoct Ha KYY cernacHo 3EAEYY .

N3naBaHeTO Ha Te3n yaOCTOBEPEHUS Ce OCbLLeCcTBABa Ha Ga3aTta Ha KOHKpeTHa AOroBOPEHOCT
CbC CbOTBETHUTE AOCTaBYULIN.

YnoctosepeHueTo Ha YO ,B-Trust Qualified Time Stamp Authority“ e npegcraseHo B otaeneH
AoKymeHT lMonuTtuka m MNpaktuka 3a npegoctasaHaTta ot ,6bOPUKA® ALl ksanudpuumnpaHa ycnyra
3a nsgaBsaHe Ha KBanuduumpaHm enekTpoHHM BpeMEBU NeYaTu” Ha TO3M opraH.

1.5.4 KBanudmuupaHum yaoctoBepeHus 3a lNotpedbutenu n npunoxmmocTt

1.5.4.1 KBanucdmumpaHm yaoctoBepeHus 3a KBanucpuumpaH enekTpoHeH noanuc

1.

HoctaBunkbT m3gaBa KYKEIM u KY 3a o6nadeH KEI B 3aBucumoct ot [lloTpebutenute,
NPUIIOXXHOTO Nore 1 NpeaHasHaYeHne Ha enekTPOHHUSA NoAMNNC, KakTo cneBa:

MepconanHo KYKEI ,B-Trust Personal Qualified Certificate QES";

MepconanHo KY 3a obnaveH KEI ,B-Trust Personal Qualified Certificate CQES”;
MpodecunonanHo KYKEI ,B-Trust Professional Qualified Certificate QES";
MpodecunonanHo KY 3a obnaven KEI ,B-Trust Professional Qualified Certificate CQES”.

Mpaktukata n MNonutukata Ha [JoctaBunka 3a Te3m KY onpenensat npouenypute, dpopmata m
N3NCKBaAHUATa 3a CUFYPHOCT, MPUIIOXMMU Npy nsgasaHe u usnonssaHe Ha KYKEN wn KY 3a
obnayeH KEIN. CvotBeTHMTEe Monutukn n npocdpunute Ha KY 3a KEIN un 3a obnayen KEI ca
eHaKBW.

HoctaBunkbT nsgasa KYKET n KY 3a obnadeH KEIN camo Ha MoTpebutenu - ousnyeckun nuua.
MepconanHo KYKEI ,B-Trust Personal Qualified Certificate QES" 1 KY 3a o6nauveH KEI ,B-Trust
Personal Qualified Certificate CQES" ce nsgasa nepcoHanHo Ha cuanyecko nuue (Tutynsap).
MpodecnonanHo KYKEI ,B-Trust Professional Qualified Certificate QES" n KY 3a obnadeH KEI
,B-Trust Personal Qualified Certificate CQES" ce usgaBa Ha dwmsmyecko nuue (Tutynsp),
npeacTaBnsBaLlo PUANYECKO nuue No cunata Ha 3akoHa Unu ynbnHOMOLLLaBaHe.
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WNckaHeTo 3a pernctpaumnsa n nsgasaHe Ha Te3n KYKEI ce npaBu otaaneyeHo (No enekTpoHeH
cnocob) mnu nokanHo (Ha macto) B PO/MPC, kaTo npouegypaTta no vaeHTUdukauma ypes
yCTaHOBSIBaHe Ha camofnn4yHocTTa Ha [loTpebuTtensa mMauckea NUMYHO NPUCHCTBUE WU U3PUYHO
ynbfIHOMOLWaBaHe OT cTpaHa Ha [loTpebutens-Tutynsp. lNMpoBepsiBa ce U MOEHTUYHOCTTA Ha
NpeAacTaBnsiBaHOTO fuUe, PECNeKTUBHO Ha YMbIHOMOLLEHOTO (bM3n4ecko nuue (ako uma
TakoBa). VpoeHTudukaumoHHaTa npouegypa M npoueaypute nNpu reHepupaHe Ha gBonkarta
KntodoBe, npu usgaeaHe u npegoctasaHe Ha KYKEI u KY 3a obnayven KEI Ha MNoTtpebutens
rapaHTMpaT Han-BMCOKO HMBO Ha CUIYPHOCT Ha YAOCTOBEPEHUTE AaHHW B YOAOCTOBEPEHUETO U
Bpb3KaTta UM C NyONNYHUS KITHO.

KYKEM ,B-Trust Personal Qualified Certificate QES" n ,B-Trust Professional Qualified Certificate
QES" n cboTBeTCTBALLNTE MM YACTHU KINIOYOBE Ce reHepupaT, CbXpaHaBaT U NPeaoCcTaBAT Ha
MoTtpebutena-Tutynsp 3agbmkutenHo Ha B-Trust QSCD.

KY 3a obnauyeH KEI ,B-Trust Personal Qualified Certificate CQES" n ,B-Trust Professional
Qualified Certificate CQES" 1 cboTBeTCTBALLNTE MM YACTHU KITOYOBE Ce reHepupar, CbxpaHasat
n nonaeat ot oTpebutens-Tutynap 3agbmkutenHo Ha HSM B RQSCD Ha nnaTtdopmara 3a
obnayeH KEI Ha JocTaBumnka

CpokbT Ha BanvaHocT Ha KYKET n KY 3a O6bnayeH KEI e 1(egHa) unu 3(Tpu) roanHu, cHUTaHO
OT gaTtaTta Ha usgaBaHe 1 ce onpenens B gorosopa 3a KYY.

1.5.4.2 KBanucpuumpaHm yaoctoBepeHUs 3a yCbBbPLUEHCTBAH €IeKTPOHEH noanuc

1.

B w

8.

HocTtaBunkbT nsgaea aesa suga KYYEIN B 3aBucumocT oT NoTpebutennte, NpUnoXHOTO none u
npeaHasHavyeHne Ha enekTPOHHMA NoANUC, KaKTo cneaga:

e nepcoHanHo KYYEI ,B-Trust Personal Qualified Certificate AES";

e npodecuonanHo KYYEI ,B-Trust Professional Qualified Certificate AES".

Mpaktukata u MNonutukata Ha [JoctaBunka 3a Te3n KY onpenenat npouenypute, dpopmata u
N3NCKBaAHNATA 3a CUTYPHOCT, MPUNOXMMUK NpU nsgasaHe n nsnonasaHe Ha KYYET.

HocTtaBunkbT nsgasa KYYEI camo Ha Motpebutenu - pmnsmnyeckn nuua.

MepconanHo KYYEI ,B-Trust Personal Qualified Certificate AES" ce unsgaBa nepcoHanHo Ha
duraundecko nuue (Tutynap).

MpodecnonanHo KYVYEN ,B-Trust Professional Qualified Certificate AES" ce u3gaBa Ha
dusnyecko nuue (Tutynap), NpeacTaBnsiBalLo HPUOMYECKO NMUe MO curaTa Ha 3akoHa unu
ynbSIHOMOLLLABaHe.

WckaHeTo 3a peructpauusa n nsgasaHe Ha Te3n KYYEI ce npaBu otaaneyeHo (N0 enekTpoHEH
cnocob) mnu nokanHo (Ha mscto) B PO/MPC, kato npoueaypaTta no uaeHTudukaumsa ypes
yCTaHOBsIBaHE Ha camoNnMn4YHocTTa Ha [loTpebuTtensa mM3uckBa NMUYHO NPUCHCTBUE WUIN U3PUYHO
ynbfIHOMOLWaBaHe OT cTpaHa Ha [oTpebutens-Tutynsp. lNMpoBepsiBa ce U MOEHTUYHOCTTA Ha
NpeAcTaBnsiBaHOTO NALE, PECNEKTMBHO HA YMbIHOMOLLLEHOTO (PU3NYECKO NMLIE (aKo MMa TakoBa).
NaoeHTudmkaumoHHaTa npoueaypa v npoueaypuTe Npu reHepupaHe Ha gBovikaTa KIoyoBe npu
n3gaBaHe u npegoctaBdAHe Ha KYYEI Ha [lMoTtpebutens rapaHTupaT 3HAYMTENNHO HMBO Ha
CUIYPHOCT Ha YAOCTOBEPEHUTE JAaHHW B YAOCTOBEPEHMNETO U Bpb3Kata UM C MyONNYHUA KITHOY.
KYYEI ,B-Trust Personal Qualified Certificate AES" n ,B-Trust Professional Qualified Certificate
AES" n cboTBeTCTBaLLUTE UM HYaCTHM KIMOYOBE Ce reHepupar 4Ypes cneunanmsmpaH, yTBbpaeH ot
[ocTtaBunka codpTyep 1 ce cbxpaHsiBaT U NpefocTaBsaT Ha [oTpebutensa-Tutynap Ha copTyepeH
TokbH B-Trust SCT (PKCS#12 kpuntodpann).

CpokbT Ha BanugHocT Ha KYYET e 1(egHa) roguHa, cHMTaHo OT AataTa Ha u3gaBaHe.

1.5.4.3 KBanudumumpaHo yaoctoBepeHue 3a efieKTpoOHeH neyar

1.

HocTtaBunkbT usgasa KYElleyaT B 3aBMCMMOCT OT MPUIIOXKHOTO MOMe M npegHasHadveHue Ha
€NEeKTPOHHUSA neyaT, KakTo cneasa:
o KanuduumpaHo ygoctoBepeHue 3a ksanuduumpax ElMevat “B-Trust Organization Qualified
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10.

11

Certificate QESeal” (KYKEleuarT);
e KeanuduumupaHo ygoctoBepeHue 3a obnadveH KEleuat ,B-Trust Organization Qualified
Certificate CQESeal”
o KpanuduumpaHo ygoctoBepeHme 3a yecbBbpLleHcTBaH [evar ,B-Trust Organization Qualified
Certificate AESeal” (KYYEeuar);
e KeanudwmumpaHo ygoctoBepeHue 3a obnayeH YEleuwart ,B-Trust Organization Qualified
Certificate CAESeal”
MpaktukaTta n MNonutukaTta Ha [ocTtaBumka 3a Te3n KY onpepenart npouegypute, dopmarta u
N3NCKBAHNATA 32 CUTYPHOCT, NPUMOXUMU NpU n3gaBaHe u nanonssaHe Ha KYEleuar.
HocTtaBunkbT nsgaea KYEleuat camo Ha NoTpebuten—topuaundecko nuue (Cwagarten).
WckaHeTo 3a pernctpauus n nsgasare Ha tTesu KYEleuat ce npaBu oTganeyeHo (No enekTpoHeH
cnocob) nnn nokanHo (Ha macto) B PO/MPC, kaTo npouegypaTta no vaeHTUdUKaums ypes
yCTaHOBSIBaHE Ha camMonu4YHOCTTa Ha [oTpebutens mnamckea NUYHO MPUCHCTBUE UNU U3PUYHO
ynbfIHOMOLLIaBaHe OT cTpaHa Ha NoTtpebutena-Cb3narten. NpoBepsBa ce U MOEHTUYHOCTTA Ha
IOPUANYECKOTO NULE, PECNEKTUBHO Ha YMbHOMOLLEHOTO (PU3NYECKO nuue (ako MMma TakoBa).
WpeHTndpukaumoHHata npoueaypa wn npu usgaBsaHe w npepoctaBsHe Ha KYEleyat Ha
MoTpebutensa rapaHTMpaT HaW-BMCOKO HMBO Ha CUIypPHOCT Ha YyOOCTOBEPEHUTE AaHHM B
yAOCTOBEPEHNETO M Bpb3KaTa UM C NyONNYHUSA KITtou.
Mpouenyparta npu reHepupaHe Ha gBownkara krtodoe 3a KYKEIleuat nsnonsea B-Trust QSCD un
rapaHTupa Ham-BUCOKO HMBO Ha CUIYpPHOCT. YaCTHMAT KNOY Ce CbXpaHsBa W NpeaocTaBsaT Ha
Cb3pnatens 3agbmxkutenHo Ha B-Trust QSCD. KY 3a obnaden KElMe4yaT 1 cboTBeTCTBaLLUTE UM
YaCTHW KIKOYOBE Ce reHepupar, CbxpaHaBaT 1 nonseaT ot Cb3garens 3agbikutenHo Ha HSM B
RQSCD Ha nnatcopmata 3a obnadeH KEIN Ha [JocTaBunka.
Mpouenypata npu reHepupaHe Ha ABoukata kntovoBe 3a KYYEleuyaT n obnayeH YEleuvar
n3nonsea cneumanmampaH codTyep, yTBbpaeH oT [locTaByunka u rapaHTupa 3Ha4YMTENHO HUBO Ha
CUrypHOCT. YacTHMAT KN4 Ce CbxpaHsaBa M npegoctaBa Ha Cwvsgatensa Ha B-Trust SCT
(PKCS#12 kpunTodpann).
KYEleyat HAMa 3Ha4YeHMEeTO Ha eneKkTPOHEH NoAnuc U ce M3non3Ba caMo Aa aBTeHTuduumpa
N3TOYHWUKA M MHTErpuTeTa Ha enekTPOHHUSA AOKYMEHT UMK U3SBMEeHMe.
KYEleyat moraT ga ce n3nonssar OLLe Npu 3awmMTeHO U KPUNTUPAHO 13npallaHe Ha eNekTPOoHHU
CbOOLEHNST N 3aWUTEHN U KPUNTUPAHM KOMYHMKAUWUW, OOCTbM A0 WHGOPMaLMA WU OHMaWnH
TpaH3aKLMM N3NCKBALLN HaN-BUCOKO UMW 3HAYUTENHO HUBO Ha CUMYPHOCT.
CpokbT Ha BanugHocT Ha KYKEleuaTt u KY 3a obnaven KElMevaT e 1(egHa) nnu 3(Tpu) rogmHu,
CcYMTaHO OT JaTaTa Ha u3gaBaHe u ce onpeaens B gorosopa 3a KYY.
CpokbT Ha BanuaHocT Ha KYYETleuart e 1(egHa) roguHa, cyuMTaHo OT gaTaTa Ha usgaBaHe.

. B cvotBeTcTBME ¢ PernamenT 910/2014 EC, KYEle4aT He cnefBa ga ce M3nonsea u npunara

KaToO €eNnekTpoHeH noanuc Ha Hpunanyecko nuue. Korato 3a gageHa TpaHCaKkuna ce U3NCKBA
KBaJ'II/ICbVIU,VIpaH €/IeEKTPOHEH neYaT OT puandecko Jnuue, KBaJ'IVI(bI/ILI,I/IpaHI/IFIT EJ1EKTPOHEH
noannc Ha ynbJIHOMOLWLEHUA npeacTtaBuTen Ha lopnan4eckoTo Jimue ce npmnema paBHOCTOVIHO.

1.5.4.4 KBanucpuumpaHo yaoctoBepeHue 3a aBTeHTUYHOCT Ha yebcanT

1.

[ocTaBunkbT M3gasa KBanuUUMpaHW yOOCTOBEPEHMS 3a aBTEHTUYHOCT Ha yebcaWnT, KakTo

cnepga:

e KBanuduumpaHo yaocToBepeHne 3a aBTEHTUYHOCT Ha yebcanTt (gomeniH) ,B-Trust Domain
Validation SSL Certificate” (B-Trust DVC SSL);

o KBanuduumpaHO yOOCTOBEpPEHME 3a aBTEHTMYHOCT Ha yebcanT (opraHusaums) ,B-Trust
Organization Validation SSL Certificate” (B-Trust OVC SSL).

Monutukata Ha [ocTaBuyuka 3a Te3uM yOOCTOBEpeHus onpenens npouenyparta, gopmaTta u

N3NCKBaHWUSATA 3@ CUTYPHOCT, NPUNOXUMU NPpU U3gaBaHe N U3MNon3BaHe Ha yOAOCTOBEPEeHUsTa 3a

aBTEHTUYHOCT.

[ocTaBunKbT n3aaBa yAOCTOBEPEHWS 3@ aBTEHTUYHOCT Ha yebcanT Ha NMoTpebuten—cpuanyecko
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10.

UNN IPUONYECKO Nnue.
WckaHeTo 3a peructpaums U usgaBaHe Ha Te3n YAOCTOBEpeHUs ce MpaBu oTAaneyvyeHo (no
€eneKTpoHeH cnocob) nnu nokanHo (Ha macto) B PO/MPC, kaTo npoueaypaTta no ngeHtmgpukaumns
Yype3 yCTaHOBSABaHE Ha CaMOMNUYHOCTTa Ha OU3NYECKOTO M/UNWN Ha IOPUANYECKOTO NULEe N3NCKBa
FNINYHO NPUCBLCTBME UIM U3PUYHO YMbITHOMOLLLABaHe OT cTpaHa Ha lNMoTpebutens. MNposepsaga ce
N WOEHTUYHOCTTA Ha OPUANYECKOTO NNLE, PECNEKTUBHO Ha YMbIHOMOLLEHOTO (hmanyecko nuue
(ako nma TakoBa) M ce U3NbIHABA NPOBEpPKa Ha NPeACTaBeHUTe AaHHU 3a HaMMEeHOBaHWe Ha
OOMENH, N3NUCKyeMU eNieMeHTU 3a agpeca n permctpaumoHeH Homep (B nybnuuHuTe pernctpm).
NoeHTndukaunmoHHaTta npouegypa npu usgaBaHe W nNpegocTaBsHE Ha yAOCTOBEpPEHMe 3a
aBTEHTMYHOCT Ha yebcalT rapaHTMpaT BUCOKO WKW 3HAYUTENHO HMBO HA CUFYPHOCT Ha
yOOCTOBEPEHUTE JAHHM B YAOCTOBEPEHMNETO M Bpb3KaTa UM C NyGNUYHUS KITHOY.

Mpouenypata npu reHepypaHe Ha aBonkata kntovose 3a KY B-Trust DVC SSL n B-Trust OVC
SSL usnonsea cneunanuavpaH codTtyep, YTBbpAeH oT [JocTaBuMKka M rapaHTMpa 3Ha4uTenHo
HMBO Ha CUIYPHOCT. YacTHMAT KMoy ce CbXxpaHsiBa 1 npegocTass Ha MoTpebutenst Ha NpeHocuM
codpTyepeH TokbH (PKCS#12 kpuntodpann).

CpokbT Ha BanugHocT Ha KY B-Trust DVC SSL n B-Trust OVC SSL e 1(egHa) unn 825 aHw,
CuYMTaHo OT JaTaTta Ha usgaBaHe 1 ce onpeaens B 4OroBopa 3a ygocToBepeHusTa.
YnoctoBepenune B-Trust DVC SSL cnyxu ga ngeHtudpmnumpa npurexarens Ha JOMeWnHa, KOUTo
XOCTBa yebcanTa, KaTo rapaHT1pa 3Ha4uMTENHO HMBO Ha CUIYPHOCT 3a KINneHTa ¢ 6pay3bpa. ToBa
yooctoBepeHne Moxe fa cbabpxa ,Wildcard” (*) 3a nmeTto Ha xocTa (Hanpumep, *.b-trust.bg).
M3paBa ce B cboTBeTcTBME ¢ nonutuka DVCP B ETSI EN 319 411-1.

YaooctoBepeHne B-Trust OVC SSL cnyxu ga mngeHTudunumpa nputexaTens Ha OOMenHa u
akpeauTauMaTa Ha opraHu3aumsiTa, Kato rapaHTMpa 3Ha4YMTENHO HMBO Ha CUIYPHOCT 3a KMeHTa
c Opaysbpa, 4Ye canTa KOMTO AOCTbNBa NPUHAANEXW Ha opraHu3auusaTta, naeHTnuumpaHa B
yaooctoBepeHneTo. Toea yaoctoBepeHne moxe ga cbabpxa ,Wildcard” (*) 3a nmeTo Ha xocTa
(Hanpumep, *.b-trust.bg). N3gasa ce B cboTBeTcTBME C nonutnkata OVCP B ETSI EN 319 411-1.

1.5.4.5 KBanudvumpaHu yaoctoBepeHus 3a [loctaBuUMLMN Ha NNATEXHU YCIyru

1.

[ocTaBYMKbLT U3gaea KBannuuumpaHn yagoctToBepeHms Ha [JocTaBuMLM Ha NNATEXHU YCryri no

PSD2, kakTo cneppga:

e KVYleuatr PSD2 (QSealC PSD2) - KsanuduumpaHo ygoctoBepeHue 3a EnektpoHeH lMevat
(Ha nnatexHa nHcTuTyums) 3a PSD2;

o KYYeb PSD2 (QWebC PSD2) KsanuduunpaHo yaoctoBepeHune 3a aBTEHTUYHOCT Ha yebcanT
(Ha nnaTtexHa uHcTUTYLmna) 3a PSD2.

Tean YOOCTOBEPEHNA WMMAT Xapaktep Ha KBaJ'II/I(*)I/ILlI/lpaHI/I YAOCTOBEPEHNA NO CMUCHIIA Ha

2.

PernameHTt 910/2014.

Monutukata Ha [ocTaByuka 3a Te3u YyOOCTOBEpeHus onpenens npouenyparta, gopmaTa u
N3NCKBAHMNATA 3a CUTYPHOCT, NPUSIOXMMW NMPU n3gasaHe U U3Mnon3BaHe Ha yO0CTOBEpPEHMsATaA OT
[ocTaBunuuTe Ha NNaTeXHM yCrnyru.

[ocTaBunKbT n3gaBa Te3un kBanuduumpaHn yaoctoBepeHms camo Ha MNoTtpebutenu- topugnyeckm
nuua, Kouto ca [loctaBunum Ha nnaTexHn ycnyrm no PSD2.

3a u3gaBaHe Ha Te3n ygoCTOBepeHus ce usmnckea nuyHo npuckereue npeg PO/MPC B B-Trust
Ha ,BOPUKA“ Al Ha ynbnHOMOLLEeHO OT [locTaBYMKa Ha NnaTexHaTa ycrnyra msmyecko nuue 3a
npoBepkKa Ha MAEHTUYHOCTTA Ha KPUONYECKOTO NNLE U HA CAMONIMYHOCTTA Ha YNbIHOMOLLEHOTO
OT Hero nuue.

Mpouenypata no uageHtudukauus B PO/MPC Bkno4yBa npeacTaBsAHe Ha gokasaTencrea 3a
MOeHTUYHOCTTa M aBTopm3aumaTa Ha [locTaBumnKa Ha NNaTEXHUTE YCYrn U Ha MOEHTUYHOCTTA Ha
YMBbAHOMOLLLEHOTO NULE U TAXHaTa NpoBepKa.

[ocTaBunk Ha mnaTexHa ycrnyra MoXxe caM fa reHepupa gBowKaTta KM4oBe 3a CbOTBETHOTO
yOOCTOBEPEHME KaTo m3nonsea yTebpaeH ot ,6OPUKA® ALl unn apyr nuueHsnpaH codTyep ¢
€KBMBANEHTHO HMBO Ha CUMYPHOCT, KONTO € CbBMECTUM C MHdpacTpyKTypaTta Ha B-Trust.
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Korato agBomkarta knio4voBe ce reHepupa B ,BOPUKA* All, nsgageHute yaocTOBEpPEHUA Ha
[ocTtaBunka Ha nnaTexHa ycnyra, yaoctopepsiBawim nyonmyHUTe KroyYoBe CbOTBETCTBALLM Ha
YacTHUTE TakuBa, Ce 3anuceaTt B npeHocummn kpuntorpadckm codptyepHn TokbHM (PKCS#12)
3aegHo cbC cnyxkebHuute ypoctoBepeHna Ha [OKKY wn ce npepoctaBat Ha [JocTaBumka Ha
nnaTtexHara ycnyra.

CpoKkbT Ha BanMAHOCT Ha KBanuduumpaHuTe ygocTtoBepeHus Ha [locTaBuvuM Ha nnaTexHu
ycnyrm no PSD2 cboTBeTCTBa Ha Cpoka Ha BanUOHOCT Ha CbOTBETHUTE CTaHAapTHU
KBanupuuupaHu yaocToBepeHNs 3a neyvaT n aBTEHTUYHOCT Ha yebcanT (opraHmsauus).

1.5.5 lpepHasHayvyeHMe Ha KBanudmumpaHuTe yaoctoBepeHus 3a lNotpedbutenu

1.

10.

N3papeHuTe ot [JoctaBunka KY Ha MNMoTtpebutenu ce nsnonseat no npegHasHadeHne cbobpasHo
cboTBETHUTE NonNuTnkn 3a Te3n yaoctoBepeHus. [JocTaBunkbT nMma obwa (egHaksa) MonuTtuka
3a KYKET n 3a KY 3a obnayeH KET.

Bcsiko KY cbabpka KaTo pekBM3WT norne 3a npegHasHavyeHme Ha yoocToOBepEeHNETO. PekBuanToT
ce ngeHtnduumpa kato "Key Usage" B crotBeTctBnEe ¢ RFC 5280 1 moxe ga ce nsnonaear ¢
€[HO NN eqHOBPEMEHHO C HAKOJSIKO OT CrieaHuUTe npeaHasHadYeHus:

e uudpposo nognuceaHe (digitalSignature) - pga ocurypy BB3MOXHOCT 3a UMEPOBO
noanuceaHe/nogneyaTBaHe Ha €neKTPOHHO U3SBMEHWE WKW Ha CbAbpXaHue U Herosata
NpoBepKa;

e [a aBTeHTUduumpa [lMoTpebutena kato TuTynsp Ha nognuMca unuM ga asTeHTMdUuMpa
natoyHuka (Cbagarens) u MHTerpuTeTa Ha nognevyataHuTe 4aHHU U Ha U3SBIIEHUETO;

e HeoTMeHMMOCT (nonRepudiation) - ga ocurypy BB3MOXHOCT 3a MOCneABallo [oKa3BaHe
cnpsimo lMoTpebutensa Ha chakTa Ha nognucBaHe/noaneyaTBaHe Ha €NeKTPOHHO U3ABMEHME
UNKN Ha CbAbpPXXaHNe U Ha HEBB3MOXHOCT 3a OTKa3 OT MONOXKEHUSA eNeKTPOHEH nognuc/neyar;

e KpunTMpaHe Ha knio4oBe (keyEncipherment) - ga kpuntupa w/unu gekpyntupa Kno4voBe,
N3non3BaHun Npu WndpoBaHe Ha JaHHW;

e KpunTupaHe Ha gaHHu (dataEncipherment) - na kpuntnpa n/mnu gekpuntupa gaHHu.

YUpes pekeusnt ,Extended Key Usage" B cvotBeTcTBME ¢ RFC 5280, kOWTO CbLO MOXe Oa ce

cbabpxa B wu3gaBaHute oT [octaBuvka KY, ce pgeTtamnuaupa npunoxumoctta Ha

yOOCTOBEPEHNETO C ornef npegHasHayeHneTo My.

N3naBaHuTe KBanuduuupaHu yaoctoBepeHnsa Ha [ocTaBumLmM Ha NAaTexXHU YCnyrn cbabpxar

aTpnbyTn CcbC cneumduyHn LaHHKW, KouTo ce umauckeat oT PSD2 (s3nonssat ce atpubytu

»,QCStatement® n ,organizationldentifier”).

KYKEM n KY 3a obnaveH KEI nma 3HauyeHMETO Ha caMoOpbYeH MOAMMC CAPSIMO BCUYKU MO

cvucbna Ha 4yn.13, an.3 Ha SEOEYY un ngentudmumnpa MNotpebutens kato Tutynsp Ha KEI.

KYKEN n KY 3a obnaveH KEI moxe ga ce v3nonssa owe Mpu 3aliMTEeHO U KpUNTUPaHO

n3npawiaHe Ha eneKkTPOHHN CbOBLLEHUS U 3aWUTEHU N KPUNTUPAHW KOMYHWUKaLMK, AOCTbN A0

MHOPMaLNA N OHMMaNH TPaH3aKLMN N3NCKBALLM HAN-BMCOKO HUBO Ha CUIYPHOCT

KYVYEI Hama 3Ha4YeHneTo Ha caMopbyeH Noanmuc CnpsiMo BCUYKM Mo cMuchna Ha yn.13, an.3 Ha

3EOEYY, Ho ngeHtndpuumpa MoTtpebutens kato Tutynap Ha YEI.

KYYEI moraT ga ce 1M3nonseart oLle nNpu 3awmTeHO N KpUNTUpaHO M3npallaHe Ha eneKTPOHHU

CbOOLLIEHNST M 3ALUNTEHM M KPUMNTUPAHU KOMYHMKaUMW, OOCTbM A0 MHGOPMaUUA U OHNawmH

TpaH3aKuMM U3MCKBALLUU 3HAYUTENHO HUBO Ha CUMYPHOCT.

B cwotBetcTBUE ¢ PernameHT 910/2014 EC, KYEleuat He cnegea ga ce nsnonssa v npunara

KaTo eneKTpoHeH noanuc Ha topugmyecko nuue. KYEleyat cnyxu camo ga aBTeHTuUduuupa

n3toyHnka (Cb3gatens) M wuHTErputeTa Ha MoAnedYataHn enekTPOHHU LAOKYMEHTU unu

N3SBreHus.

OcBeH npu yaocToBepPsIBAHETO HA aBTEHTUYHOCTTA Ha JOKYMEHT, U3aZieH OT Iopuanydecko nuue,

erNeKkTPoHHUTE nevyaTV MoraT [a ce M3nonseaT 3a YOOCToBepsABaHe Ha aBTEHTUYHOCTTa Ha

LUMPOBUTE aKTMBU Ha HOPUANYECKO NnLe, KaTo CoPTyepeH Koa U CbpBbLPU.

KBanudpuvumpaHoTO yaoCcToBEpeHne 3a aBTEHTUYHOCT Ha yebcanT gaBa Bb3MOXHOCT fa ce

YyCTaHOBU aBTEHTUYHOCTTA Ha yebcawnT, KaTo ro CBbp3Ba C (PM3MYECKOTO UNKN HOPUONYECKOTO
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nuue, Ha koeto AKYY e usgan ygoctoBepeHMeTo B CbOTBETCTBUE C U3UCKBaHUATA Ha PernameHT

(EC) Ne 910/2014.

11. KsanndvumpaHnte yooctoBepeHns Ha [locTaBYMUMUTE Ha NAATEXHM YCIyri ca C NPUIoXHO norne,
CbOTBETCTBALLO HA MPUITOXXHOTO NOJSie Ha CbOTBETHUTE KBaNUULMpaHn yaocToBeEpeHUs ¢ o6Lwo

npeagHa3Ha4veHue.

12. MNpunoxHoTo none Ha nsgasaHuTe oT [ocTaBymka Tunose KY e kakto crneqga:

KeanudmumpaHo yaocToBepeHue

MpunoxHo none

MepcoHanHo KYKEI Ha dumsunyecko nuue
,B-Trust Personal Qualified Certificate
QES"

MepcoHanHo KY 3a o6nayeH KEIN Ha
hu3myecko nuue

,B-Trust Personal Qualified Certificate
CQES"

MepcoHanHa wuaeHTU4HOCT Ha [loTpebutens kato Tutynsip Ha KElM/o6naueH KEM B
NPUNOXEHNS, N3NUCKBALLM HAN-BUCOKO HMBO Ha CUIYPHOCT - yeb-6asmpaHu npunoxeHus 3a
€NeKTPOHHa TbProBUsl, ENIEKTPOHHO NOANUCBAHE Ha AOKYMEHTU, ENEKTPOHHO NOAMNMUCBaHE Ha
noroBopu, 6aHKOBY TpaHcakuMu, BoAEHe Ha KOPECMOHAEHUMNA U U3BBLPLUBAHE Ha U3SIBIIEHUS
OT 1 [0 AbPXXaBHU OpraHn 1 opraHn Ha MEeCTHOTO camoyrnpaBrneHue no cmucbna Ha 3EAEYY.

MpodecnoHanHo KYKE Ha dmanyecko
nuue ,B-Trust Professional Qualified
Certificate QES"

MpodpecnoHanHo KY 3a obnaveH KEIM Ha
dpusmyecko nuue ,B-Trust Professional
Qualified Certificate CQES"

MpodecnoHanHa npaeHtTnyHocT Ha [MoTpebutensa kato Tutynsp Ha KElM/o6nayen KEIM B
NMPUMNOXEHNS!, U3UCKBALLM HAN-BUCOKO HUBO Ha CUIYPHOCT - yeb-6asmpaHu NpunoxeHus 3a
€NeKTPOHHa TbProBUsl, ENIEKTPOHHO NOANUCBAHE Ha AOKYMEHTU, ENEKTPOHHO NOAMNMUCBaHE Ha
noroBopu, 6aHKOBU TpaH3aKuuW, BOAEHE Ha KOPECMOHAEHLUMS U U3BBbPLUBAHE Ha U3ABMNEHNS
OT 1 0O AbPXXaBHU OpraHu 1 opraHn Ha MeCcTHOTO camoynpasneHne no cMucbna Ha 3EAEYY.

MepcoHanHo KYYEI Ha cduanyecko nuue
,B-Trust Personal Qualified Certificate
AES"

MepcoHanHa wpeHTMYHOCT Ha [MoTpebutenss kato Tutynap Ha YEM B npunoxeHus,
M3UCKBALLM 3HAYUTENHO HMBO Ha CUIYPHOCT - yeb-6asupaHu MpUroXeHUs 3a erieKTpoHHa
TbProBusl, €NeKTPOHHO MoANMUCBaHEe Ha AOKYMEHTW, EMEKTPOHHO NMOAMMCBaHe Ha [OoroBopw,
6aHKOBM TpaH3aKuuW, BOAEHE Ha KOPECMOHAEHLUMS U U3BBLPLUBAHE Ha U3SBMEHUS OT U A0
ObPXaBHU OpraHn 1 opraHy Ha MECTHOTO caMoynpasneHue no cmucbna Ha SEJEYY.

MpodpecroHanHo KYYEI Ha cdounsmyecko
Jinue ,B-Trust Professional Qualified
Certificate AES"

MpodecnoHanHa naeHTUYHocT Ha [MoTpebutens kato TuTtynap Ha YEI B npunoxeHus,
M3NCKBALLM (AOCTaTbYHO) BMCOKO HMBO HA CUrypHOCT - yeb-GasvpaHu MnpunoxeHus 3a
eNeKTPOHHA TbProBusl, EMEKTPOHHO NOANMCBaHE Ha AOKYMEHTU, EMEKTPOHHO NoAnMcBaHe Ha
norosopu, 6aHKOBU TpaH3aKUMKW, BOAEHE Ha KOPECMOHAEHLMS U U3BbPLLUBaHE Ha U3SBMNEHUSN
OT 1 0O AbPXXaBHU OpraHu 1 opraHn Ha MECTHOTO camoynpaBfieHne no cMucbna Ha 3EJEYY.

KYKEeuat Ha topuanyecko nuue ,B-Trust
Organization Qualified Certificate QESeal”
KsanudumumpaHo  ygoctoBepeHve — 3a
obnaveH KEMeuyat ,B-Trust Organization
Qualified Certificate CQESeal”

EnekTpoHHa aBTeHTUMKALMSA HA M3TOYHMKA U Ha UHTErpMUTeTa Ha eNeKTPOHHN JOKYMEHTU 1
U3ABNEeHNs B NyGnunyHM 1 GU3HEC enekTpoHHM TpaH3akummn (B CMUCHI Ha ,eNekTpoHeH oduc”
Ha opuanyecky nmua), U3MCKBaLLa Hait-BUCOKO HUBO Ha CUTYPHOCT.

OcBeH Mpu yOOCTOBEPSIBAHETO HA aBTEHTUYHOCTTA Ha [OKYMEHT, U3fadeH OT opuanvecko
nmue, eNeKTPOHHUTE NeyaTy MoraT a ce M3Mos3BaT 3a y40CTOBEPsiIBAHE HA aBTEHTUYHOCTTa
Ha LMPOBUTE aKTUBY Ha LPUANYECKO NULe, KaTo COTYEPEH KOA UM CbPBBHPY.

KoraTo 3a [fageHa TpaH3akuMs ce W3WCKBa KBanuduuMpaH enekTpoHeH noanuc Ha
lopuandecko  nuue,  KBanMUUUPaHWST — enekTPOHEH MOANMC Ha  YMbIHOMOLLEHUS
npeacTaBuTenN Ha PUAMYECKOTO NLE Ce NpremMa PaBHOCTOMHO.

KYYETle4yaT Ha topugnyecko nuue ,B-Trust
Organization Qualified Certificate AESeal”
KBanudumumpaHo  ygocTtoBepeHve — 3a
obnaveH YEleuat ,B-Trust Organization
Qualified Certificate CQESeal”

EnekTpoHHa aBTeHTUMKALMSA HA M3TOYHMKA U Ha UHTErpMTeTa Ha eNeKTPOHHN JOKYMEHTU 1
n3aBneHns B Nyb6nmyHn n 6ruaHec enekTpoHHU TpaH3akummy (B CMUCHIT Ha ,eNeKTpoHeH oduc”)
Ha lopuanYecky nmua, 3nckealla 3HaYMTENHO HUBO Ha CUIYPHOCT.

OcBeH Mpu yOOCTOBEPSIBAHETO HA aBTEHTUYHOCTTA Ha [AOKYMEHT, U3fadeH OT opuanvecko
nmue, eNeKTPOHHUTE NeyaTy MoraT a ce M3Mos3BaT 3a y40CTOBEPsiIBAHE HA aBTEHTUYHOCTTa
Ha UMPOBUTE aKTUBM Ha OPUANYECKO NULE, KaTO COTYEPEH KOA UMM CbPBBHPU.

KoraTo 3a [fageHa TpaH3akuMs ce W3WCKkBa KBanuduuMpaH enekTpoHeH noanuc Ha
lopuandecko  nuue,  KBanMOUUUPaHWST — enekTPOHEH MOANMC Ha  YMbIHOMOLLEHUS
npeacTaBUTEN Ha LPUANMYECKOTO NULE Ce NpUemMa paBHOCTOMHO.

KY 3a aBTEHTUYHOCT Ha yebcanT (AoMelH)

MpeHTndmumpa nputexatenss Ha [OOMeNHa, KoWTo xocTBa yebcaiita, kaTo rapaHTupa

Validation qualified certificate”

“B-Trust Domain Validation qualified|3HaunTenHo HMBO Ha cUrypHOCT 3a knmeHTa ¢ bpaysbpa.

certificate”

KY 3a aBTeHTM4HOCT Ha yebcawT|/geHTuduumpa nputexatens Ha AOMeNHa W akpeauTauusaTa Ha opraHvM3auusTa, KaTto
(opranusaumsa)  “B-Trust  Organization|rapaHTvpa CbC 3Ha4YWTENHO HMBO HAa CUIYPHOCT 3a KnuneHTa ¢ Bpaysbpa, Ye canTa KOWTO

[OCTbMNBa NPUHAANEXM Ha OpraHM3aumnsTa, naeHTuduumpaHa B yaocToBEPEHNETO.
KpuntupaHe Ha kKOMyHUKauusiTa Mexay knueHTta u yebcavita (TSL/SSL npotokon).

1.5.5.1 OrpaHunyeHne Ha yAOCTOBEpPUTENTHOTO AenUCcTBUe

1. Axo KY ce nsgaBa c orpaHnyeHme Ha yaocToBepuTenHoTo gencreune, MNpaktukata Ha [loctaBunka
Aonycka na ce BNMcBa B y4OCTOBEPEHMETO OrpaHNYeHne No OTHOLLEHWE Ha Lienu n/unmn CTOMHOCT
Ha coenkn mexay lMotpebutenn u [oBepsaBawm ce CTpaHU NpU U3MNON3BaHE Ha EfEKTPOHEH

nopnuc.

wnN

[ocTaBuMKbLT 3aQbIDKUTENHO n3nonssa pekeuant "Qualified Statements” B KY.
rpaHNYNTENHOTO AENCTBME Ha U3JaaeHu Mo OTHOLLEHME Ha CTOMHOCTTa Ha COENnKUTE, KOUTO
Orpa a KY a aHa

I'IOTpe6|/|Tenv|Te CKno4yBaT nocpeacTtBoOM M3MNOJiI3BaHE Ha €erieKTpOHEeH noanunc, ce cCblriacyBa
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MeXay TSX U Bcsika [loBepsiBallia ce CTpaHa U e n3BbH 06xBaTa Ha HaCTOALNS LOKYMEHT.

B cwotBetcTBUE ¢ PermameHT 910/2014 EC, KYEleuat He cnegea Aa ce nsanonsea v npunara
KaTo enekTpoHeH nognuc Ha topuaundecko nuue. KYElevat cnyxu camo ga aBTeHTMduumpa
N3TOYHMKA U MHTErpuTEeTa Ha NnogneyvyaTaHyn enekTPOHHU OOKYMEHTU U n3siBneHns (B CMMcbna
Ha ,eneKkTpoHeH” oduc/opraHmsaums).

1.5.5.2 YnoTtpeba Ha yaocToBepeHUs U3BBbH NMPUITOXKHOTO NOJSie U OrpaHNYeHusATa

1.

Korato [lMoTtpebuten wnu [oBepsiBawia ce cTpaHa wu3non3saTr U ce pgoeepsieaT Ha KY ¢
npegHasHadeHve, pasnnyHo oT ykasaHute B pekem3antn "Key Usage", "Extended Key Usage”,
,Certificate Policy" nnn ,Qualified Statements", oTroBopHOCTTa € n3uano TAXHa U He aHraxupa c
OTroBOPHOCT [locTaBymMKa MO HUKAKbB Ha4uH.

1.6 YnpaBneHue Ha lNpakTukata Ha [locTaB4YMKa

1.

2.

MpakTukaTa Ha [JocTaByMKka NoANeXuM Ha agMUHUCTPATMBHO yNpaBfieHNe U KOHTPOS OT CTpaHa
Ha CbBeTa Ha aupekTopute Ha ,bOPUKA” ALL.

[donyckat ce npoMeHu, pedakumMm n OOMbIIHEHWUS, KOUTO He 3acsaraTt npasaTa U 3agblhkKeHus,
npovsTU4aLLyn oT TO3M AOKYMEHT U CTaHAapTHUA goroBop Mexay [octaBuuka u MNMotpebutenute
cnepn cbrnacyBaHe M yTBbpxaaBaHe oT CbBeTa Ha AnpekTopuTe.

Bcsika npegctaBeHa n ogobpeHa HOBa Bepcus Unv pefakumsi Ha To3u LOKYMEHT He3abaBHo ce
nybnukyea Ha canta Ha [JoctaBunka. KomeHTapu, 3anntBaHnsa 1 passiCHEHUSA MO TO3M AOKYMEHT
MoraT Aa ce OTNpaBsAT Ha:

e enekTpoHeH agpec Ha [docTaBumka: info@borica.bg;

e Ten.: 0700199 10
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2 3A0BIIXEHUE 3A NYBJIIMKYBAHE U BOOEHE HA PETUCTBP

2.1 MNyGnuyeH perucTbp

1.

[ocTaBunkbT BoaM enekTpoHeH ybnnyeH pernctsbp, B KOMTO Ny6nukyBa BCuYkn nsgagexHn Ky
Ha NoTpebuTtenu n aktyaneH Cnuckk Ha npekpaTeHnte KY (CRL), kakTo u Ha cBouTe CrnyxebHu
YOOCTOBEPEHUS;

My6nuYHnAT permcTbp Ha BCUYKW M3gadeHun yaoctoBepenns u aktyanHute CRL ca noctosHHO
AOCTBIMHU, OCBEH B CryyamTe Ha CbOUTUSA, U3BBH KOHTpora Ha [loctaBuvka U Npu HaACTbMUIM
dopcmarkopHu obcTosTencTea.

MoTtpebuten Ha KY, nsgageHo ot [loctaBumka, € ANbXEH Aa NPpOBEPU BEPHOCTTa U MbIHOTATa
Ha MHopMaumsiTa B y4OCTOBEPEHMETO, HE3ABUCKMMO, Ye TO € NPUETO.

[ocTaBunKbT MpegocTaBs Ha BCSKO TPETO Nnuue npu MoucKBaHe MHopMauusaTa kKacaella
cratyca Ha wusgageHo KY. [ocTtaBuukbT npedocTaBd MHOpMaUmMdaTa, CbAbpXalla ce B
n30ageHoTo yAOCTOBEpPEHME, NPU Hannume Ha HOPMaTUBHO YCTAHOBEHO 3aAdbiDKeHue da g
npegocTaBun 1 NpU HagIeXHO UCKaHe OT ONPaBOMOLLEH OpraH unu nuue.

AktyanHuaTt CRL cbabpxa nHdopmauns 3a BCUYKU npekpaTeHn u cnpeHn KY oo MomeHTa Ha
nybnukyBaHeTo My B pernctbpa. CnpsiHo yaoctoBepeHue ce nogabpxa B CRL 3a nepwog ot
BpeMme, pernameHTupaH oT 3EOEYY w© npegBugeH B HacToAWMS OOKYMEHT. Ako
yaocToBepeHneTo 6bae Bb30OHOBEHO WM u3Teve perrnamMeHTMpaHus nepuog oT BpeMe Ha
crnvpaHe, TO ce OTCTpaHsiBa u aktyanuaupanusat CRL ce nybnukysa 6e3 Hero.

2.2 MyGnuyHO XpaHUnNuue Ha JOKYMEHTH

1.

[ocTaBunkbT Ny6nvkyBa 1 NOAABPXKA B €NEKTPOHHO XpaHWUMULLE akTyanHn 1 npeavwHn Bepcum

Ha:

o [ly6nununn Jeknapauun Ha Joctasumka (PDS);

MpakTuka npu npegoctaBsaHe Ha KY n KYY;

Monutukn npu npegoctaBsaHe Ha KY n KYY 3a T1x;

[orosop 3a KYY;

Tapwudpa Ha npegoctassaHuTe KYY;

Mpasuna 3a nsgaesaHe Ha KY;

Ycnosua u pep 3a u3nonssaHe Ha KY, BKTOYATENHO M3UCKBaHMATA 3a CbXpaHsiBaHe Ha

YaCTHUS KNHOY;

e [loKkyMeHTW, W3UCKyeMn npu nbpBOHa4YanHO wusgaBaHe Ha KY, npu nogHoBsiBaHe U
cnupaHe/npekpataBaHe Ha KY;

e [pyrun gokymeHTu, nanckyemu no S3EJEYY n HopmaTuBHaTa ypenba.

2.3 NyGnukyBaHe Ha MHOpMaLIMA 3a yAOCTOBEPEHUATA

1.

2.

HocTtaBunkbT HesabaBHO nybnukyBa B Perncrbpa vsgageHo BanvaHO yOOCTOBEPEHWE cneq
nsgaBaHeTo My oT onepaTtuseH YO.

HocTtaBunkbT HeszabaBHO nybnvkyBa aktyaneH CRL, nognucaH oT onepatuBeH YO cneg
npekpaTtsiBaHe/cnMpaHe Ha BCSKO BanugHo ygoctoBepeHue. AktyanHuaT CRL BknoyBa U
npekpaTeHoTO U/Mnn CNpsiHo Y4OCTOBEPEHME.

EdektnBHMAT nepuoa Ha BanuaHOCT Ha nybnukyBaHusa aktyaneH CRL e 30 gHu, ocBeH ako He
Ce M3BbPLUM aKTyanuaaumsita my.

2.4 YecTtoTa Ha ny6nukyBaHe

1.

AkTyanusauma Ha nyonuyHuss Pernctbp Ha wu3gageHuTe yOoOCTOBEPEHMSI Ce OCbLLecTBSABa
aBTOMaTM4YHO U He3zabaBHO cneg nybnvkyBaHe Ha BCSKO  HOBOWM3A4AAeHO  BanugHo
yOOCTOBEpPEHHUE.

AkTyanusaumsa Ha Tekywma CRL ce ocbliecTBsiBa aBTOMaTUYHO Ha He noBeye oT 3 (Tpu) yaca
nnun HezabaBHO cnep npekpaTsiBaHe Unn cnpaHe/Bb30b6HOBABAHE Ha BanvaHO YAOCTOBEPEHME.
Bbe Bcuukm CRL [KYY ykassa BpemeTo 3a crieaBawoto m3gaHme Ha CRL.
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3.

My6nukyBaHe Ha HOBa pefakums unu Bepcusi Ha MNonuTukmute n MNpakTukaTa, KakTo U Ha gpyru
cbnbTCTBAWM AokymeHTn no SEOEYY, ce ocbliecTBABa He3abaBHO.

2.5 [Joctbn oo Perncrbpa m A0 XpaHUNULWLETO

1.

2.

HocTtaBunkbT Boan [ybnuyeH perMctbp Ha M3gageHuTe yOOCTOBEPEHMS, KOUTO € OHNanH
ny6nnMYHO 4OCTHNEH.

[ocTaBunKbT HE MOXe ga orpaHmym goctbna o Nybénuunms permctbp. C orneqn 3awmra Ha
NUYHUTE gaHHW Ha NoTpebuTtennte OCTBLNBLT Ha TPETU NMua 3a U3TernsHe Ha NybnvkyBaHuTe
yOOCTOBEPEHUS € OrpaHu4eH, OCBEH ako CbOTBETHMAT [loTpebuten u3puMyHO He e nouckan
JOCTbMNbT Aa 6bae cBoboaEeH.

Hsima orpaHudeHne go MNonutukute u MNpaktnkata n Ha cbabpXKawmTe ce B TaX ycrnosus. Besiko
3anHTEPECOBaHO NULE MMa NpaBo Ha A4OCTbN A0 Ny6NnKyBaHUTE JOKYMEHTMW.

Hama orpaHnyeHne Ha ocTbNa 3a TbpCeHE Ha U3gaaeHo 1 NnybnvkyBaHO yaOCTOBEPEHME C Len
npoBepka Ha cTtaTyca My. Bcsiko 3aMHTepecoBaHO nuue MoOXxe ga Tbpcu nybnukyBaHO
yaocToBepeHune (BannaHo uinm ¢ N3Tekbi CPOK Ha BanvaHOCT) NO onpeaeneHn atpudyTu.

Bcsiko 3amHTEpecoBaHO nuue uMma npaBoO Ha CBOOOAEH OOCTBM 3a YETEHE U U3TEMNSAHE MO
enekTpoHeH nbT Ha CRL.

Bcsiko 3anHTEpecoBaHoO nvue uMma npaso Ha cBOOOAEH AOCTbM 4O CryKebHUTe ya0CTOBEPEHMS
Ha [JocTaBuuka.

HocTtaBunkbT ocurypsisa cBobogeH AOCTbN A0 BCUYKM 6a30BM 1 onepaTUBHU YAOCTOBEPEHWS Ha
CBOUTE aKTUBHM YOOCTOBEPUTENHW OpraHu, Kakto m cBobogeH AOCTbN [0 Te3n Ha BCUYKM
HEeaKTUBHM TakmMBa 3a CPOK He MNO-manbk OT 2 (4BEe) roOAMHW cCnea M3TU4aHe Ha cpoka Ha
BanNMOHOCT Ha Te3n yOOCTOBEPEHMSI.
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3 WAEHTU®UKALUUA W ABTEHTUDOUKALIUA

1.

[ocTtaBunkbT, Ypes ceon PO/MPC:

e [puema uckaHus 3a usgasaHe Ha KY;

e OCblleCcTBSIBA NpPOBepKka 3a YCTaHOBsIBAHe Ha camMonuyHocTtTa Ha [loTpebutens u Ha
crneundunyHN JaHHW 3a HEro ¢ AoNyCTUMKU CpeacTBa;

e yTBbPXAaBa crieq ycrnelwHa NpoBepKa Uin OTXBbPASA PErncTpupaHnTe UCKaHus;

e yBegomsBa YO ga nsgage MCKaHoTO yAOCTOBEPEHME.

PO/MPC cbvbupa wn nonyyaBa Heobxogumata wHdopmaums 3a wugeHtTudukaumus wu

aBTeHTUduKaumsa Ha NoTpebuTtens.

ABTeHTUdMKaumsaTa/maeHTudmkaumaTa Ha NoTpebutena crnen peructpaumst n npegu ga ovae

nsgageHo KY, wusnckea HEroBo 5fAMYHO MNPUCHLCTBME WNU MPUCBHCTBUE Ha YNBIIHOMOLLEH

npeactasuten Ha 3aasutens 8 PO/MPC.

JocTaBunkbT rapaHTupa, 4Ye U3NYecknTe U  1puaudeckMTe nuua ca npaBuITHO

naeHTuduunpann, aBTeHTMdUUMPaHN N 4Ye 3aaBkMTEe 3a u3gaBaHe Ha KY ca HanbIHO,

BHUMATENHO N HAAMNEXHO NPOBEPEHN U 040OPEHUN, BKITHOYUTESHO: MbIHOTO MME/HauMeHOBaHMe

N NpaBHMSA CTaTyC Ha CbOTBETHOTO (PM3MYECKO/IOpUaNYECKO NULe; AoKa3aTencTea 3a Bpb3kata

MeXay yaOCTOBEPEHUTE AaHHU U PU3NYECKOTO M/UNN IOPUONYECKOTO NULE.

3.1 WmeHyBaHe

3.1.1 N3non3BaHe Ha MMeHa

1.

KY ca ¢ cdopmaTt, cboTrBeTcTBaw, Ha cTtaHgapTta X.509. PO/MPC, paboTtel, OT MMETO Ha
[ocTaBunka yTBbpXadaBa, Ye MMeHaTa B 3asdBKUTE 3a YAOCTOBepeHus cbbniogaBat ctaHgapTa
X.509.

Moneto ,Subject" B yaoctoBepeHNEToO eneKkTpoHHO maeHTuduumupa MNoTpebutens, cBbp3aH C
ny6nnyHms kntou B KY.

NmeTo u gpyrn nngmeugyanuaunpaidmn 6enesm Ha lNotpebutensa B CbOTBETHUTE MOSieTa 3a BCEKU
TMn ygoctoBepeHue ca B cbotBeTcTBue ¢ DN (Distinguished Name), popmumpalio ce cbobpasHo
crangapta X.500 n X.520.

CnyxebHuTe ygoctoBepeHus Ha [locTaBumka cbaobpxat B noneta "Subject” n "Issuer" atpnbyT
DN copmupall, HEroBOTO YHUKANHOTO NMe.

OetannHa cneundukauua Ha wmsgaBaHuTe KY ce cbabpka B CbOTBETHUTE [AOKYMEHTU 3a
Monntukn Ha [locTaB4ymka 3a Te3n y4OCTOBEPEHMS.

3.1.2 N3non3BaHe Ha NceBAOHUM

1.

[ocTtaBunkbT MoXe fa nsgasa KY kato usnonsea ,nceBgoHMM”, 3a ga uMmeHysa llotpebutens
camo cneg kato PO/MPC cbbepe HeobxoaumaTa uHcpopmMmaums 3a CamonnM4yHOCTTa My U YCNeLHO
ro ngeHtTmduumpa.

He ce gonycka uanonssaHe Ha ,nceBgoHMM” B KY 3a enekTpoHeH nevar, 3a Ja Ce MMeHyBa
Cb3paTtens Ha neyara.

3.1.3 3HauMMOCT Ha UMeHaTa npu BNUcBaHe

1.

YpoctoBepeHuaTa Ha YO Ha [locTaBuvka CbObpXKaT YHUKANHUM MMeHa ¢ obuiopasbupaema
CeMaHTUKa, MO3BOMsiBalla oOnpedensHeTo Ha WAeHTUYHOCTTa Ha [ocTaBumka, cybekT Ha
yOOCTOBEPEHMNETO.

KY cbaobpXaT MMeHa, cbBrnagawy C aBTEHTUUUMPAHUTE WAEHTUMPUKALMOHHW MMEHa Ha
MoTpebutenute, cybekTn Ha Te3n yaoCTOBEPEHUS.

3a no-ygobHa enekTpoHHa koMyHuKaums ¢ MNotpebuten, [JocTaBuUNKLT M3UCKBA M YOOCTOBEPSIBA
B KY HeroB umenn agpec. B cnyyan, ye nocnegHUAT He pasnonara ¢ TakbB, [JOCTaBUMKBT MOXe
4a My npegocTtasu umenn agpec B fomenHa B-Trust.
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3.1.4 lpaBuna 3a UHTepnpeTauua Ha NMeHaTa

1.

HocTtaBunkbT BKNtoUBa B KY MHopmaums 3a enekTpoHHa maeHTudukauma Ha lNotpebutenu,
KOATO e ycnewHo npoBepeHa u notBbpaeHa ot PO/MPC, Bb3 OoCHOBa Ha npencTtaBeHuUTe
OOKYMEHTM 32 CaMOSNYHOCT.

BbB BCU4YkM ygocToBepeHusi, B KOMTO ce Bnucea [loTpebutens, noneto 3a obuyanHO ume
(Common Name, CN) cbabpxa nme Ha PU3NYECKOTO UMW KOPUAMYECKO NuUe, C KOeTo TO €
obunyanHo obo3HavYaBaHO B JEeNHOCTTA CU.

B npodecnoHanHoTo ygoctoBepeHue, atpubyTsbT 3a yHukanHo nme (DN) cbabpxa nHdopmaums
N 3a MAEHTUYHOCTTA Ha NuueTo, koeTo MNoTpebutena npeacrasnsea.

B ypoctoBepeHueTo 3a topugudecko nuvue, atpubyTbT 3a yHukanHo ume (DN) cbaobpxa
NHopMaLma U 3a MAEHTUYHOCTTA Ha YNMbIHOMOLLEHUS NpeaCcTaBUTEN Ha PUONYECKOTO NULE.

3.1.5 YHUKanHoOCT Ha nmeHaTta

1.

2.

EnektpoHHaTa ngeHtndukaums Ha Notpebutensa Ha usgageHo ot [ocrtasumka KY e Ha 6asarta
Ha DN.

MoneTto "Subject" B ynoctoBepeHneTo ce chopmupa oT nHdopmauuata 3a lNotpebutens, koaTo
ce NpefocTaBs OHNarH UM Ha XapTusa OT 3asBuUTEnNs UM OT YMbITHOMOLLEH NpeacTaBuTen npu
perncTpaums Ha NbpBOHAYariHO MCKaHe 3a n3gaBaHe Ha YOOCTOBEPEHME U KOATO ce NpoBepsiBa
B PO/MPC Ha 6asaTta Ha npefcTaBeHUTE AOKYMEHTH.

[ocTtaBunkbT rapaHTupa yHukanHoct Ha ,DN" Ha [lloTtpebutensa B gomenHa B-Trust upes
pobaBsHe Ha PeKBM3UT, KOMTO rapaHTUpa TakaBa YHUKANHOCT.

Motpebuten ¢ yHukaneH DN B gomenHa B-Trust moxe ga uma noseye OT eAHO u3gadeHu
pencrteutenHn KY.

Bcako n3gageHo yaoctoBepeHne nma yHukaneH cepueH Homep ("SerialNumber") B obxBaTa Ha
cboTBeTHUA YO Ha [octaBumka. KombuHaumaTta Ha noneta ,lIssuer", "SerialNumber" n ,Validity
from® rapaHTMpa yHMKanHoCTTa Ha U3aageHoTo YAOCTOBEepEHNE B NyONNYHMA JOMENH.

3.1.6 lpusHaBaHe, aBTEHTUYHOCT U POJSIA Ha TbProBCKUTE MapKu

1.

2.

MoTpebuTtensT HAMa NpaBo Aa 3asiBsiBa U3gaBaHe Ha YAOCTOBEPEHMS C U3NON3BaHE Ha UMeHa,
KOMTO HapyLuaBaT YyXXau MMYLLECTBEHN NN HEMMYLLIECTBEHWN NpaBa.

MputexxaTenu Ha TakmBa NpaBa y4oCTOBEPSIBAT TOBA CBOE NMpaBo C ouumaneH AOKYMEHT npes
PO/MPC npu nckaHeTo 3a nsgaBaHe Ha y4OoCTOBEPEHUNETO.

[ocTaBYMKbLT HE HOCKM OTFOBOPHOCT, KOraTo M3Mnon3BaHu MMeHa B y4OCTOBEPEHMS HapyLlaBaT
YyXXOM NpaBa BbpXy TbProBCKO MMe, TbProBcka Mapka, JOMENHW, aBTOPCKM Npasa 1 ap.

B cnyyan Ha Bb3HWMKHAMN Cnop nNo OTHOLLUEHME Ha U3Non3BaHN MMeHa, [JocTaBYMKBLT CU 3anasBa
NpaBoOTO Aa He u3fgage yoocTOBEPEHME UM aKO TakoBa € U3fgafeHo, Aa ro npekpaTu.
[loCTaBUYMKBLT He BKIOYBA ThProBCKM MapKu, 3anaseHun 3Haum unu apyr rpaduyeH matepuan B
yAOCTOBEpPEHUNsiTa, KOUTO U3aaBsa.

3.2 lMbpBOHavanHa uaeHTUMKauma n yctaHoBsiBaHe Ha UAEHTUYHOCT

1.

2.

3a nbpBOHavanHa uvaeHTudmkauusa/yctaHoBaBaHe camonunyHocTTa Ha [loTpebutens Ha KY,
[ocTaBUMKBLT M3MCKBA PErMCTPMPAHO NCKaHe 3a MbpBOHAYanHo M3fgaBaHe Ha y4OCTOBEPEHMETO.
3agasuten/notpebuten Ha KY 3a obnaveH KEIM n KY 3a obnayen KElleuaT TpsibBa ga vma
MOBUITHO YCTPOMCTBO CbC 3apeneHo mobunHo npunoxeHne B-Trust Mobile 3a Android vnu 3a
iOS.

MckaHeTo 3a nbpBOHa4vanHo nsgasaHe Ha KY npeg PO/MPC Ha [JocTtaBumka e npouenypa, 4ypes
KosiTo [locTaBuMKbT U3nckBa, Cbbmpa 1 nonyyasa Heobxoguma nHopmaLmsa 3a naeHTudmkayms
Ha [MoTpebutens B YyOOCTOBEPEHMETO KAKTO U MOAEHTUUKALMOHHM LaHHU 3a MOOWUNHOTO
YCTPOMNCTBO/MOBUITHOTO NPUITOXKEHME.

Mpouenyparta No perucTpauuns BKNOYBaA:

e onbfiBaHe Ha permcTpaumoHHa opma 3a nsgasaHe Ha KY;

e reHepupaHe Ha ABoWKa KIo4O0BE;

e NOAroTBSHE Ha EeneKkTPOHHa 3asiBKa, CbAbpXalia nybnuuHusa KN4, 3a KOMTO ce usgasa
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yOOCTOBEPEHUETO;

e npeacTtaBsaHe Ha mauckyemuTte aokymeHtn B PO/MPC cbrnacHo lNonutukaTta npu nsgasaHe
Ha KY;

e BDbL3MOXHOCT 32 3asBSIBaHE Ha OpYru ycnyrn, CBbp3aHn C N3aaBaHOTO YAOCTOBEPEHME.

5. YcTtaHoBsIBaHETO Ha caMonMyHoCTTa Ha lMoTpebuTten ce u3BbpLUBaA cneq pernctpauns u npeau
n3gaBaHe Ha 3asBeHoTO KY ypeas:

e oOTganeveHa Buaeo naeHtudpukauusa npeg PO-BU;

e ypes3 NNUYHO NpuUcbCTBME Ha [loTpebutenss MnM Ha ynbiHOMOLLEH HEroB NpeacTaBuTEN B
PO/MPC.

C uen npegoTBpaTaABaHe Ha HEOTOPU3NPAHO U3MON3BaHE Ha YCrnyruTe, U C ornes ocurypsisaHe

Ha Bb3MOXXHOCT 3a NPOBEPKa Ha aBTEHTMYHOCTTA Ha AaHHWUTE, NpegocTaBeHun oT MNMoTpebutens,

KakTo 1 npensun pasnopeabarta Ha un. 24, nap. 1, T. ,B“, CbIMacHO KOWTO MpOBepKa Ha

CaMOSMYHOCTTa Ha NMLETO, Ha KOETO Ce n3aasa KBanuduumpaHo ygocToBepeHme, Moxe aa bbae

npoBepeHa 4Ype3 yOOCTOBEPEHME 3a KBanNUduULuMpaH enekTpoHeH Noanuc, B MHTEPEC KakTo Ha

MoTpebutens, Taka n Ha [JocTaB4Mka € NOCTUraHe Ha MaKCUMarnHO BMCOKO HMBO Ha CUIYpPHOCT

Yypes3 CHEMaHETO Ha Konue OT OKYMeHTa 3a CaMOSIMYHOCT Ha [loTpebuTens n cbxpaHsaBaHETO My

B XapTUEH U ENEKTPOHEH BMA. YrOBOpKa 3@ CHEMaHE M CbXpaHsiBaHe Ha Konue OT JOKYMEHTa

3a camonunyHocT Ha [MoTpebutena moxe ga 6bae BKNHOYEHA B CKIMIOYEHUSA MeXOy CTpaHuTe

[oroBop 3a ygoctosepuTenHu ycnyru. B cnyyan, ye cbrnacue 3a CHeEMaHe U CbXpaHeHwe Ha

Konme OT AOKYMEHT 3a CaMOSIMYHOCT He 6bae nocturHato, [JOCTaBUMKBT MOXe Aa OTKaxe

NnpeaocTaBsAHETO Ha kBanudmumMpaHa yaocToBepuTenHa ycnyra npeaBug HeBb3MOXHOCTTa Aa

rapaHTupa 6e3npensiTCTBEHOTO U 3a NbfHWUS 06eM OT yCnyrm npyueMaHe Ha KBanuuumpaHoTo

yOOCTOBEPEHNE OT LOBEPSBALLM Ce CTPaHU, 3a KOUTO NOCTUTAHETO HA MaKCMMarnHO BUCOKO HMUBO

Ha CUrypHOCT € NpUOpUTET, B TOBA YMUCNO OOCTABYMUM HA NNATEXHW YCryru, KOUTO, CbrnacHo

NPUIOXMMOTO 3aKOHOLATENCTBO 3@ MEPKUTE CpeLly M3NUPaHEeTO Ha napw, ca 3agbihkeHu fa

cbbupaT 1 CbxpaHaBaT Konve Ha AOKYMEHTa 3a CaMOSIMYHOCT Ha KINMeHTa KaTo 4acT OT npoueca

no HerosaTta naeHTUrkauus.

6. [NbpBOHaYanHaTa naeHTMUKaUMsS U NOTBbpPXKAAaBaHE Ha CaMONIMYHOCTTA BKIHOYBA:

e [bpXaHETO Ha YacTHUA KoY oT [NoTpedbunTens unm ot N3pUYHO YMbITHOMOLLLEHO OT HEro nuue,
CbOTBETCTBALL, Ha nybnuyHuMs KoY, npeactaBeH Ha [locTaBuvka 3a u3gaBaHe Ha
yOOCTOBEPEHMNETO;

e NPUHAONEXHOCT Ha MOBUNHOTO YyCTPOMCTBO/MOBMITHOTO npunoxexHve oT
3aasutens/lMoTpedbuTten nnu ot N3PUYHO YNBHIIHOMOLLIEHO OT Hero nuue

e npoBepka W MNOTBbpXOaBaHe Ha camonuyHoctTa Ha [loTpebutens Ha w3gaBaHOTO
yOoocToBepeHue.

7. Cnepn ycnewHa npoBepka Ha caMonuyHocTTa Ha [loTpebutensa, B 3aBUCUMMOCT  OT
yOOCTOBEPEHNETO U KaHana Ha n3gaBaHe ce:

e npegnara goroBop wmnu obwm ycnoeus 3a KYY nognucaH oT mmeTto Ha [ocTaBuvka u
CbXpaHsiBa BCUYKM NpeacTaBEHN JOKYMEHTH ;

e MOTBbPXOABA WMCKaHETO 3a M3gaBaHe W u3npawa enekTpoHHa 3asiBka 3a u3gaBaHe Ha
yaoctoBepeHune go onepatmeHusa YO Ha [JocTaBuuka;

e 3anucea nsgageHoTo ygoctoBepeHue Ha B-Trust QSCD (3a KEIMN/KElMe4vat) n ro npegasa Ha
MoTpebutensa nnm Ha ynbANHOMOLLEHOTO NNLIE;

e 3anucBa u3gageHoto ypoctoBepeHve (3a YEIM/YEMeuwat) Ha B-Trust STC (PKCS#12
Kpuntochamn) kato m3nonasea yTBbpaeH oT [octaBumka codptyep (CSP/Crypto Service
Provider).

8. WMapapeHo KY 3a obnayven KET/KElMNeyvat He ce npeaasa Ha Tutynaps/Co3gatens. [JocTaBYMKbT
rm nyénukysa B B-Trust MNMyGnnyHusa pernctbp Ha ygoctoBepeHusTa n rm cbxpaHasa B RQSCD
Ha nnaTtgopmaTta 3a obnadeH KEI kato rM acoummpa B nNOTPeEOUTENCKUS akayHT Ha
Tutynapsa/Cbv3parensi ¢ HEroBOTO MOBUIHO YCTPOMUCTBO/MOBUITHO NpUOXXeHne (CMapTdoHa) u ¢
reHepvpaHaTta ABonka krntodoBe B HSM 3a 1031 BUA yoocToBEPEHMS.
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3.2.1 [oka3BaHe AbpPXaHETO Ha YaCTHUS KNy

1.

2.

PO/MPC un3BbpLiBa NpoBeEpKa 3a CbOTBETCTBME HA NpeactaBeHus NyGnuyeH Knod, KOMTOo ce
yaoCToBepsiBa B U34aBaHOTO yaocToBepeHue oT [locTaBumka ¢ YacTHUS KoY Ha Motpebutens.
EnekTpoHHaTa 3asiBka ¢ NyGrMyHUS KoY, KOATO Ce reHepupa 3a usgasaHe Ha KY ot 3assutens,
cnegBa ga 6bae nognmMcaHa C 4acTHUSA K4, KOWTO KOopecrnoHaupa € nyenuyHusa Koy B
3asBkaTa. EnektpoHHaTa 3asBka crnefBa fa € BbB hopMaT, KOMTO No3Bongasa Ha [loctaByuka,
ype3 PO/MPC, ga npoBepu AbpXaHETO Ha YacTHUS KITHoM.

OHnanH uckaHuATa 3a agMUHUCTPUPAHE Ha yoOCTOBEPEHMS cnefBa ga 6baart nognucBaHu Ot
3asBuTens ¢ YacTHUS KN4, KopecnoHaupall ¢ nyenmyHna Koy B YAOCTOBEPEHNETO, 06EKT Ha
3aaBkarta. [loctaBunkbT, Ypes PO/MPC, npoBepsiBa NOMOXEHUST €MEKTPOHEH MOAMNKC.

PO/MPC npeanpvema JONMbIHUTENHM CTbMKM 3@ aBTEHTUdUKALUNA Ha ObpXKaTens Ha YacTHUS
KN4 1 hakta Ha AbpKaHEeTO Ha KN4va, B 3aBUCMMOCT OT 3asiBEHUS TUN YOOCTOBEpeHue
cbrnacHo npunaraHaTta NonuTuka.

ABTeHTUMMKAUNSA Ha ObpXaTens Ha 4YacTHuaA knmod 3a KY Ha obnaveH KEI gonbnHuTenHo
BkntoyBa TOTP-cxema, 6asnpaHa Ha MOOMMAHOTO NpuUNoXeHue B MOOWMAHO YCTPOWCTBO M
acoLMMpaHnNAT NOTPeObMTENCKN akayHT, 3a KOWTO Ce reHepupa ABoWKaTa KIo4oBe.

[BonkaTta kntoyoBe 3a KEIM n KElleuyaTt, cboTBeTcTBaWla Ha nagasaHoto oT [JoctaBumka KY,
3agbrkuTenHo ce reHepupa B QSCD () nnu B ytBbpAeH ot [loctaB4unka codptyep (Crypto Service
Provider/CSP) 3a YEI/YEleuarT.

[1BorikaTa KIno4yoBe, CbOTBETCTBALLA Ha u3gaBaHo ot [loctaBymka KY 3a obnayeH KEM/KEMNevar,
3agbrkuTenHo ce reHepupa B HSM (CC EAL 4+) Ha RQSCD Ha nnaTtdgopmaTa 3a obnadeH KET
N ce cbxpaHsiBa npu [loctaBumka Ha 6a3a yTBbPAEHN BbTPELLHN KPUMNTO-CXEMU 3a NEePCOHarneH
koHTpon B cbotBeTcTBMEe ¢ SAD/SAP/SAM (Signature Activation Data/Signature Activation
Protocol/Signature Activation Module) Ha ETSI EN 419 241 (part 2/3) n 3awuteH npocpun (PP)
cbrnacHo EN 419 221-5.

JocTbnbT KakTO W oOTAanedeHuMaT AOCTbN A0 YacTHUS K4 Cce  AbpXM camo  OT
Tutynaps/Cv3natens Ha KEMN/KEMNeyat nnn Ha O6nayeH KEM/KEMeuar (sole control).

3.2.2 YctaHOBfiBaHe Ha WAEHTUYHOCT Ha KPUAUYECKO JUuLe WU efHOoNINYeH

Tbprosey,

YaoocToBepsiBaHe Ha MOEHTMYHOCTTA M aBTEHTUYHOCTTA Ha HOPUANYECKO NULEe MMa ABE Lenu:

e [a Cce foKaxe, Ye Mo BPEME Ha pasrnexaaHe Ha 3asiBkaTa HopUMAMYECKOTO NnLe CbLUEeCTBYBa;

e [a ce JoKaxe, ye NpencTaBuUTENIHOTO Nuue, KOETO KaHauaaTcTBa 3a YOOCTOBEpPEHME €
nony4nno paspeLleHne oT KPUAMYECKOTO N1Le Aa ro NpeacTaBnsBea.

YcTaHoBsIBaHE W MpoBepkata Ha MAEHTMYHOCTTA Ha lpUOWMYECKOTO NULE WNKU eOHONIMYEH

Tbprosey, ce ocbliectBsBa oT PO/MPC Ha [octaBuMka cbriacHo cboTBeTHata [lonutuka npu

n3gaBaHe Ha yOOCTOBEPEHME N APYIrMTe BbTPELUHN JOKYMEHTN Ha [locTaBuumka.

YCTaHOBSIBAHETO HA MAEHTUYHOCTTA Ha PUANYECKO NULIE UMM €OHONMYEH ThProBel, AaHHUTE

3a KoeTo ce Bnncea B KY, nsmckea B PO/MPC ga ce gB1 ynbSIHOMOLLEH NpeacTaBMTeN Ha NNUETO

N Oa npeacrtaBu U3NCKYyeMUTE LOKYMEHTM, JoKa3Balum npaBHus My ctaTyc. NoeHTudpmkauunara

MOXe [da Ce U3BbpWM W aBTOMaTM3MpaHO, 4pe3 crnocobute Ha oTaarnedyeHa BUOEO

naeHTudurkaums.

YCTaHOBSIBAHETO Ha WOEHTUYHOCTTA Ha Obnrapcko HPUANYECKO Nuue Ce OCbliecTBsiBa OT

PO/MPC Ha [ocTaBuuka, 4Ype3 MNpoBepka B CbOTBETHUTE perncrpu no npepocrtaseH EWUK,

cboTtBeTHO BYJICTAT no peaa Ha 3EY. Cnyxuten Ha PO/MPC moxe fa nposepu peructpaumsata

NnocpeacTBOM BCUYKM AOCTLNHN NYONNYHM YCyrn CbriacHo ObnrapckoTo 3aKOHOA4AaTENCTBO.

3a ObnrapckMTe PUAMYECKM NMLA, KOMTO HE ca TbproBUM, KAKTO U 3a YyXXAECTpaHHUTe

IOpPUANYECKUN NMLA, 3a KOMTO HE MOXe [a Ce U3BbPLUM OHMarH (MNn aBToMaTu3npaHa) NpoBepka

ce npeacTaBsaT:

e CbaebHo pelueHne unu apyr JOKYMEHT, YAOCTOBEPSBALLN Bb3HUKBAHETO Ha IOPUANYECKOTO
nvue;

o JloKyMeHT, yoOCTOBEpPSIBALL, aKTyalIHOTO CbCTOSIHME Ha NNLETO;
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e YHMKaneH HaumoHaneH naeHTngukaTop.

6. CnucbKk C M3nckyemy JOKyMeHTH e nybnukysaH Ha B-Trust canta Ha OKYY. Cnen konupaHe Ha

3.2.3
1.

BCUYKM N3UCKYEMWN OOKYMEHTU, CbC CbINAacMeTo Ha NULETO nodano MckaHe, Konusita ocTasaT B
apxmBa Ha [locTaBuuka.
Korato BMeECTO topMaMYECKO fMUe Cce sSBABa HEroB YMbSIHOMOLLEH npeacTaBuTen,
yOo0CTOBEpsIBAHETO Ha MHOPMaLMATA, KOSTO Ce CbAabpXKa B NPeACTaBEeHUTE LJOKYMEHTU CTaBa
ypes:
e 3aBepka ,BsipHo c opurnHan” n camopbyeH Noanuc BbpXy AOKYMEHTUTE Npen CryXuten Ha
PO/MPC,;
e HoTapuanHo 3aBepeHu JOKYMEHTH;
MognucBaHe Ha NPUNOXEHUTE enekTPOHHWM dopMatM Ha [OOKYMEHTUTE C BanugHo
yAOCTOBEPEHME 3a kBanMduLMpaH enekTpoHEH NoAmnuc.

YctaHoBsAiBaHe CaMOJSIMYHOCTTa Ha hU3nYeCKo nuue

YcTaHOBsIBaHE U MPOBEpKa Ha caMONMYHOCTTa Ha duandeckoTo nuue kato MNotpebuten Ha KY
WIn KaTo NpeacTaBUTEN Ha APYro fuue, KakTo 1 OBNnacTsiBaHeTo My, ce ocbluecTesaBa oT PO/MPC
Ha [locTaBuMka Npu cnegBaHe Ha npoueaypHUTE npaBuia M CTbMKK, NOCOYMEHN B CbOTBETHATa
MonuTtuka n apyrnte BbTPELLIHM JOKYMEHTHN Ha [locTaB4uka.

YcTaHoBsIBAHETO HA CaMOSIMYHOCTTa M3MUCKBaA (PU3NYECKOTO nmue kato [loTpebuTten unu kato
YyNbHOMOLLEH MpeacTaBUTENn Ha Apyro U3MYecKo nuue WM Ha lopuaudecko nvue ga
npeactasm B PO/MPC cnegHute OKYMEHTH:

HaunmeHoBaHue Ha KY

Heo6xoanmMmn OOKYMEHTU

MepcoHanHo KYKEN

,B-Trust Personal Qualified Certificate QES"
MepcoHanHo KY 3a o6nayeH KEN

,B-Trust Personal Qualified Certificate CQES"

LokymeHTn, Jokassawm CcaMOonMyHoCTTa Ha
MoTpebutens - Npu NMYHO ABAIBAHE UMK Ype3 criocobuTe
Ha oTganeveHa ugeHTUdmKaums

LokymeHTH, Jokassalm caMofMYHOCTTa Ha
YMBbIHOMOLLEHOTO NULE M MbJIHOMOLLHO — MpU siBSIBaHe
Ha YMbIHOMOLLEHO N1LE — NPU JNIUYHO SIBSIBAHE.
YTBbpAeHO OT [locTaByvka MOOWMHO MNPUIIOXKEHUE B
MOGUITHO YCTPOMCTBO (3a obnadeH KEM).

MpodecnonanHo KYKEN

,B-Trust Professional Qualified Certificate QES"
MpodecnonanHo KY 3a obnauveH KEN

,B-Trust Professional Qualified Certificate CQES"

LokymeHTH, Jokassalm caMOofMYHOCTTa Ha
MoTpebutens, NOeHTUYHOCTTA Ha OPUANYECKOTO NuLe
W npeacTaBuTenHaTa Bnact Ha MNoTpebutens cnpsmo
IOPUAMNYECKOTO NULE — MPU NINYHO ABSIBAHE MNKN 4Ypes3
cnocobuTe Ha oTAanevyeHa naeHTUdMKaums
YT1BbpAEHO OT [ocTaBumka MOOWMHO MPUIIOXEHUE B
MOBUITHO YCTPOWCTBO (3a obnayeH KEM).

MepcoHanHo KYYEN
,B-Trust Personal Advanced Certificate AES"

[oKkymeHTH, JoKassalm caMOoNnMYHOCTTa Ha
MoTpebutens - Npu NMYHO ABABAHE UMK Ypes crocobuTe
Ha oTganedyeHa uaeHTUdMKauma

[okymeHTH, JoKasBalm caMONnMYHOCTTa Ha
YMBIHOMOLLEHOTO NULE U MbITHOMOLLIHO — NpU ABABaHe
Ha YyMbNHOMOLLIEHO nuLe

MpodecnonanHo KYYEN
,B-Trust Professional Advanced Certificate AES"

,D,OKyMeHTI/I, AoKa3Baluun CaMOJTIM4YHOCTTa Ha
nOTpe6VITeJ'I$|, MWOEHTUYHOCTTa Ha ropuanyeckoTo nuue
n npencrtaBuTenHarta BracT Ha I'IOTpe6|/|Ten$| cnpamo
Hopnany4eckoTo nuue — npu NnM4HO ABABaHE UK 4pes
cnocobuTe Ha oTAaneYeHa naeHTudmnkaums

KYKEMeuat

KYKETleyvat Ha topugunyecko nuue ,B-Trust Organization
Qualified Certificate QESeal”

KY 3a O6nauyeH KEMNeuat Ha ropuguyecko nuuye ,B-
Trust Organization Qualified Certificate CQESeal”

,D,OKyMeHTI/I, AoKa3Baluun CaMOJTIM4YHOCTTa Ha
nOTpe6VITeJ'I$|, WOEHTUYHOCTTa Ha ropuanyeckoTo nuue
1 npeacrasuTenHarta BJlacCT Ha nOTpe6VITeJ'I9I cnpamo
ropnanyeckoTo nmue.

KYYEMNeuart

KYYEMeuaT Ha topuguyecko nuue ,B-Trust Organization
Qualified Certificate AESeal”

KY 3a O6naueH YEleuyaT Ha opuaunyecko nuue ,B-
Trust Organization Qualified Certificate CAESeal”

[oKyMeHTH, AoKa3Balin CaMOJTIM4YHOCTTa Ha
nOTpeGMTeJ’Iﬂ, WOAEHTUYHOCTTa Ha puan4yeckoTo nuue
M npeacraBuTerniHaTa BnacT Ha nOTpeGMTeJ’IH cnpamo
ropnanyeckoTo nmue.
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KY 3a aBTeHTM4YHOCT Ha yeb6cauT [lokymeHTH, JokasBalm caMonn4yHocTTa Ha
,B-Trust Web authentication Qualified Certificate” MoTtpebutens
[lokymeHTH, JokasBalm caMonn4yHocTTa Ha

YMBIHOMOLLEHOTO NULE U MbIIHOMOLLHO — Npu sIBIBAHE
Ha YNbMHOMOLLEHO NuLe.

[lokyMeHTUn, aokasBally NpUHaAnNeXxHoCT Ha yebcaiTa
(oomewiHa) Ha MoTpebutens.

3.2.4 Ocob6eHun aTpubyTn

1.

2.

[ocTaBunKbT MOXE Aa BKMOYBA B N34aBaHOTO y4oCTOBepeHne ocobeHn aTpubyTu, CBbp3aHu C
MoTpebutens, ako yqoCcTOBEPEHNETO Ce 3aBa 3a KOHKPEeTHa Lien no CboTBeTHaTa NonuTuka.
Tasun nHdopmaums noanexu Ha nposepka ot PO/MPC.

3.2.5 HenotBbpaeHa uHcpopmauus

1.

2.

3.

HenoTtBbpaeHa wvHpopmaunsa € BCsika WHgopmauumsi, u3BbH obxBaTa Ha MpoBepsiBaHaTa
3aabMKMTENHa MHopMaums, KoATO cnefBa Aa Obae BKYeHa B Y4OCTOBEPEHMETO.
[ocTaBunkbT MOXe Aa BKMOYBa B U34aBaHOTO yAOCTOBEPEHME U HENOTBbpAEHaA MHOpMaums
3a Tutynaps, KOSTo He nognexu Ha nposepka ot PO/MPC.

[loCTaBYMKBT HE HOCK HMKaKBa OTFOBOPHOCT 3a BKIKOYEHaTa B yAOCTOBEPEHNETO HENOTBbPAEHA
MHdopMauus.

3.3 WUpeHTUdMKauMAa n yctaHOBsIBaHe HAa MAGHTUYHOCT NPU NOAHOBsIBaHe

1.

10.

HoctaBunkbT Moxe aa nogHoeu BanuaHo KYKEI unn KYKEle4vaT, kKOeTo He e npekpaTeHo B

CcpoKa My Ha BanuaHOCT, NO ABa HayuHa:

e KaTO 3anasu reHepvpaHaTa [ABOWKa KMo4oBe 3a TEKyLLOTO YAOCTOBEpeHME, He noseye oT 3
(Tpn) roanHmn (Renew);

e KaTo reHepupa HOBa [ABOWKa KMYoBe — NogMsAHa Ha ABowika krtodose (Re-key).

[ocTaBunkbT He Jonycka M3nori3BaHe Ha [ABOWKa Kro4voBe 3a nepuof, no-ronsm ot 3 (Tpw)

FOOUHN.

MogHoBsiBaHe Ha KYYEN wn KYYElMNeyatr He ce ponycka. Mo wuckaHe Ha [loTpebutens,

HoctaBunkbT un3gasa HoeBo KYYEI wunu KYYElNeyar kato wm3nbiHABa MbpBOHAYasnHa

naeHTMdmrKaumsa n yctaHoBsiBaHE Ha CaMOfIMYHOCTTa MYy.

YpoctoBepeHue ce NOAHOBSBA 3a CblliaTa ABOVKA acCUMEeTPUYHM KrtodoBe (Renew) Ha TekywoTo

KY, ako umHdopmaumsaTa B yOOCTOBEPEHMETO, KOETO Ce MOAHOBSIBA, € MOEHTUYHA C Tasun B

Tekywoto. Camo nepnogbT Ha BanvMaHOCT B NOAHOBEHOTO y4OCTOBEPEHME € pasfiMieH OT TO3U B

TEKyLLOTO.

HocTtaBunkbT gonycka nogHoBsiBaHe Ha KY, kaTo 3anasBa Tekylwliata ABonka kntovose (Renew),

HO He noBeYe OT TPY roAMHM N NpenopbYBa Tasu NpakTuUKa Aa ce orpaHuyaBa C Len ga ce Hamanum

puvcKa OT KOMNPOMETMPAHE HA YaCTHUS KITHOM.

HocTtaBunkbT We nogHosu Tekywo KY ¢ HoBa ABovika kntoyvose (Re-key), camo ako MNoTpebutens

3asBM MCKaHe 3a TOBa M [feknapupa, 4e HAma HacTbnuinm NpoMeHuM B YAOCToBepeHaTta

WHopMaumss B TeKywoTo yaocToBepeHue. [MOAHOBEHOTO YOOCTOBEPEHWE uMa pasnnyeH

nybnnyeH KoY, HOB Mepuog Ha BanuMaHOCT U HOB CepueH HOMep, KaTo yAocToBepeHaTta

MHdopmauma ce 3anasea

Cnen nogHoBsiBaHe TEKYLOTO YAOCTOBEPEHME HE Ce NpeKkpaTsiBa U ocTaBa BanvMaHO B Cpoka My

Ha BanuaHocCT.

3a ugeHTUVMKaumns, yCcTaHOBSIBaHE Ha WAEHTMYHOCT M camMonMyHOCT Ha [loTpebutens Ha

yOOCTOBEpPEHME, KOETO ce NOAHOBSBA, HE Ce U3UCKBA TAXHOTO NMYHO npuckeTeme B PO/MPC Ha

[ocTtaBuuka.

Mpn HacTbLNUIM NpomMeHn B MHopmaumsTa 3a NoTpebutens Ha KY, TeKyLoOTO yooCcTOBEPEHNE

He ce nogHoBsABa. [JocTaBYMKbLT nsgasa HoBo KY, kaTo credBa nbpBOHavanHa naeHTugunkaums

N yCTaHOBsIBaHE HA CaMOSIMYHOCTTa My U NpekpaTsiBa He3abaBHO TEKYLLOTO YAOCTOBEPEHNE.

MogHoBsiBaHe Ha ygoctoBepeHue Ha YO Ha [HoctaBumka ,BOPUKA” ALl He ce gonycka. [Npu

BCUYKM OBCTOATENCTBA, KOMTO Hanarat NnogmMsiHa Ha yAOCTOBEPEHUETO, BUHAru ce u3gasa HOBO
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yaoctoBepeHue Ha YO.

11. ,D,OCTaB‘-IVIK'bT c1>6n|ona|3a cnegHunTe BpemMeBun orpaHn4YeHmnAa n UM3NCKBaHUA 3a I/ID,eHTI/ICbVIKaLl,I/IFI

npu nogHoesisaHe Ha KY:

BpemeBu nHtepBan NMogHoBsIBaHe U3uckBaHe
[o 30 gHu npeamn nstu4aHe cpoka |- Ype3 Renew 1. a Hama npomsHa B ,DN" Ha yaocToBepeHneTo
Ha BanuaHoOCT Ha yaoCcToBepeHune, |- upes Re-key 2. YpocTtoBepeHueTo ga e 6uno nagageHo Ha QSCD
KOETO He e NpeKkpaTeHo U KOEeTo 3. 3asiBkaTa 3a nogHoOBsIBAaHe MoOXe Aa 6be M3BbpLUeHa
HsiMa NpoMsiHa B y4OCTOBEpeHaTa B oTganevyeHo
Hero nHgpopmaums
[o 30 gHu cnep u3tnyaHe cpoka Ha |- Ype3 Renew 1. a Hama npomsHa B ,DN" Ha yaocToBepeHneTo
BanMAHOCT Ha yOOCTOBEPEHUE, - ypes Re-key 2. YpocToBepeHueTo aa e 6uno nsgageHo Ha QSCD
KOETO He € NpeKpaTeHo U KOeTo 3. 3aaBkaTa 3a nogHoBsiBaHe ce nogaea Ha msicto (PO/MPC)
HsiMa NpoMsiHa B y4OCTOBEpeHaTa B unu Ypes cnocobuTte Ha oTaaneyeHa naeHTMgrKaLms.
Hero nHgpopmaums
Moseue oT 30 AHU cnef cpoka Ha He ce nogHoBsiBa
BanMOHOCT Ha YOOCTOBEPEHME

3.4 WUpeHTudmkauua n aBTeHTUUKaLUA NpU cnupaHe

1.

2.

3.

HocTtaBunkbT € anbxeH, ypes PO/MPC, ga cnpe OeNcTBMETO Ha BanvAaHO YAOCTOBEPEHME Npu
NOCTBMNMNO UCKaHe 3a cnnpaHe, HO He 3a noeedye oT 48 vyaca.

HocTtaBunkbT, Ype3s PO/MPC, He nssbpLiBa ngeHtudmkaums n asTeHTudmkaums Ha 3assutens n
cnmpa He3abaBHO AENCTBMETO Ha y4OCTOBEPEHME.

HoctaBunkbT, 4pe3 PO/MPC, Bb3oOHOBABa [OEWCTBMETO Ha CNpSAHO YAOOCTOBEpPEHME B
CbOTBETCTBME C Yn. 26, an. 6 Ha 3E[IEYY.

3.5 UpeHTudUukauusa n aBTeHTUPUKaLUA NPU NpeKpaTsaBaHe

1.

2.

3.

4.

HoctaBunkbT, 4pe3 PO/MPC, npekpatsiBa AEWCTBMETO Ha BanuaHO yOOCTOBEPEHME NpwU
NOCTBLMNUIO UCKaHe 3a NpekpaTsiBaHe B CbOTBETCTBME C un. 27 Ha 3EJEYY.

HocTtaBunkbT, ypes PO/MPC HesabaBHO cnvpa OeNCTBMETO Ha yOOCTOBEPEHMETO M M3BBLPLUBA
nocnegpalla ngeHtndpukaums n aBTeHTUdunKaunsa Ha 3aasutens.

HocTtaBunkbT, Ypes PO/MPC, crnegBa ga u3BbpluM MAEHTUDMKAUMATA U aBTEHTUdUKAUUSA Ha
3agaBuTENs B pamMKuTe Ha AOMNYyCTUMUSA CPOK 3a CnupaHe Ha AENCTBMETO Ha YOOCTOBEPEHMUETO,
KONTO € 24 vaca.

HoctaBunkbT, ypes PO/MPC, npekpaTaBa ENCTBMETO Ha yOOCTOBEPEHME CaMO Cnef ycnellHa
naeHTudmKaumsa n aBTeHTUUKaUMS Ha 3asBUTENs U YyTOYHEHa NpuyMHa 3a npekpaTtsiBaHe. B
NPOTUBEH Cry4aln yooCTOBEPEHNETO ce Bb30OHOBSIBA.

3.6 UpeHTudukaumsa n aBTeHTUDMKaALNA crien NpeKkpaTsaBaHe

1.

2.
3.

He ce ponycka nogHoBsiBaHe Ha ypoctoBepeHue u4pe3 ,Renew" unn ,Re-key“ cnep
npekpaTsiBaHETO My.

MoTpebuten Ha NpekpaTeHO yAOCTOBEPEHNE MOXE Aa 3asBM M34aBaHe Ha HOBO YAOCTOBEPEHNE.
HoctaBunkbT, 4Yped PO/MPC u3nbnHaBa NbpBOHaYanHa wmaeHTUUKauMs, yCTaHOBSBaHE Ha
nOoeHTNYHoCT Ha MNoTpebutens, ako Ton 3asBM HOBO YAOCTOBEPEHNE.
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4 ONEPATUBHU U3SUCKBAHUA U NPOLIEOYPU

1.

HocTtaBunkbT, Ypes PO/MPC, B pamknte Ha ckntodeH [Joroeop 3a KYY, npegoctass cnegHute
onepaumoHHu npoueaypu 3a KYY, npunoxmmm kem KY:

e perucTpauusi Ha UCKaHe 3a U3gaBaHe;

0bpaboTka Ha nckaHe 3a u3gaBaHe;

n3gaBaHe;

npeaaBaHe Ha U3fgafeHo;

ynotpeba Ha aBorkarta kno4vose u KY;

nogHossiBaHe 4ype3 “Renew”;

nogHossiBaHe 4pe3 “Re-key”;

cnvpaHe/Bb30OHOBABAHE;

npekpaTaBaHe;

e crTatyc Ha KY.

HocTtaBunkbT, Ypes PO/MPC, gonycka NoTpebuten ga npekpatu [JoroBopa 3a yaoCTOBEPUTENHM
YCIyru Mexay TsX.

4.1 WckaHe 3a nsgaBaHe Ha yaoctoBepeHue

1.

2.

M3paBaHeTO Ha yOOCTOBEpPEHME Ce npeaxoxga OT perucTpypaHe Ha MckaHe OT cTpaHa Ha
3agasutens npeg PO/MPC Ha [ocTaBuuka.

WckaHe 3a nsgaBaHe Ha yaoCTOBEpPEHMEe MOXe Aa Hanpasu NnYHo oT NoTpebuTen npu sBsiBaHe B
0oMC NNKN OT YMbITHOMOLLEHO NNLE, NPU JIMYHO SBSIBaHEe, MM 4pe3 cnocobuTte Ha oTganevyeHa
naeHTMdukaums.

MckaHeTo 3a 3asaBsiBaHe Ha KY 3a obnaveH KEI n KY 3a obnayeH KEleuaT ce npeaoxoxga oT
WHCTanMpaHe 1 UHUUManuMampaHe/akTupmpaHe Ha MOOMNHOTO npunoxeHne 3a obrnadeH KEIM B
MobunHoTo ycTponcTeo Ha 3assutens/lNMoTpebutens.

. 3asBUTENSAT pernctpupa MckaHe 3a M3gaBaHe Ha YAOCTOBEPEHMEe B OHMaviH PexuM unm ypes

onepatop B PO/MPC Ha [JocTaBuuka.

Onepatop Ha PO/MPC, kaTto oTopusnpaH npegcrasmten Ha [locTaBymka, MOXe Aa U3NbiiHsaBa
ponsi Ha 3asBuTEN, KaTo perncTpupa OHNavH WUCKaHe 3a u3gaBaHe Ha YAOCTOBEPEHME B
npucbCTBMETO Ha MNoTpebutens.

4.1.1 Tlpouec Ha 3aABsiIBaHe

1.

MckaHeTo 3a nsgasaHe BKo4Ba Uanarta nsmckyema nHdopmauusa no 3EAEYY 3a MNotpebutens
“ TMNa Ha yOOCTOBEPEHNETO, KOeTO ce 3asaBsBa. MIckaHeTo MOoXe Aa BKIYBa U AOMbIHUTENHA,
HenposepsieMa MHOpPMaLms, 4acT OT KOSATO Ce yAOCTOBEepsiBa, a Apyra 4acT ynecHsiBa KOHTaKTa
Ha [locTaBuuka C nuueTo.

MpouecbT Ha 3aaBsABaHE NPeaoCcTaBsd Bb3MOXHOCT Ha onepatop Ha PO/MPC wnu Ha lNMoTpebuten
Aa reHepvpa gBovikata Kpuntorpadcku KnovoBe 1 ia BKNYn Ny6rnnyHms Koy B MHopmaumaTa
3a n3gaBaHe Ha y4OoCTOBEePEHMETO.

[Bonkarta kpuntorpadpckun kniodose 3a nsgasaHe Ha KYKEI n KYKElewat 3agbmkutenHo ce
reHepupa B B-Trust QSCD, oTroBapsLL0 Ha U3MCKBaHMATA 3@ HUBO Ha CUIYPHOCT 3a Cb3gaBaHe
noanuca/nevara.

[Bonkata kpuntorpadcku knoyoBe 3a m3gaBaHe Ha KY 3a obnadveH KEI n KY 3a obnadveH
KEMeyvaT 3agb/mkmuTenHo ce reHepupa npu Joctasumka B HSM-a B8 RQSCD Ha nnatdgopmara 3a
obnayeH KETIT.

[BorkaTta Kkpuntorpadcku knioyoBe 3a msgaBaHe Ha KYYEIN u KYYEleyat ce reHepupa
cobTyepHo vpes yTBbpAeH oT [JoctaBunka codptyep (Crypto Service Provider/CSP), oTtroBapsiy
Ha W3NCKBaHUATA 3a [JOMyCTUMOTO HUBO HA CUIFYPHOCT/OCUIYPEHOCT 3a Cb3gaBaHe
YyCbBbpPLUEHCTBAH nognuc/neyar.

EnekTpoHHUAT bopmaTt Ha UCKaHeTO 3a M3gaBaHe Ha YOOCTOBEpeHME C MHpopMauusita, KOSITO
LLle Ce BKMYM B YOOCTOBEPEHMETO € CTPYKTYpa, NognucaHa C YacTHUS KoY OT reHepupaHara
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9.

[OBOWKa KIHO4Y0BeE.

B cnyvaute, korato e Heobxogumo, PO/MPC npepoctaBs Ha [lotpebutens wunu Ha
YMbSTHOMOLLLEHO OT HEro nuvue B 3alMTeH BMA MHopmMauns/ko 3a A40CTbN OO YaCTHUS KIToY.
Ako 3asiButenaT He npuTtexxaBa QSCD, korato npeacrtaes uckaHe 3a nsgasaHe Ha KY Ha PO/MPC
Ha [JocTaBuymka, TOM camMO BbBexaa MHopmauudata 3a naeHtudpuuupaHe Ha lMoTpebutens,
KaKTO M gpyra OonbfHUTENHA Takaea, 6e3 fga reHepupa kpuntorpadcka ABOMKa KNH4YoBE 3a
nckaHoTo ygoctoBepeHue. Kpuntorpadckata ABonka kniovose ce reHepupa npy PO/MPC Ha
[ocTaB4uka.

KomyHukauunte wmexay [loTpebutenute v 3awmteHn VIHTepHeT CTpaHuMuM Ha canTa Ha
HoctaBunka ce 6asupat Ha HTTPS npotokon.

10. OnobpeHnTe 3a8BKN 3a U3gaBaHe 1 ynpasneHune Ha KY ca nognucaHm ot [JoctaBymka.

4.2 [lpoueaypa Ha usgaBaHe

4.2.1 ®yHKuum no naeHtudunkaumsa n aBTeHTudUKaLmus

1.

2.

PO/MPC wu3BbpwBa ugeHTUdMKaunMa n aBTeHTUdMKaAUNA Ha 3asaBuTens Ha WCKaHeTO 3a

nsgaBaHe Ha ygoctoBepeHue - Notpebuten unu ynbnHOMOLLEHO OT HEro nuue.

Cneg nbpBOHavyanHa uvaeHTUdUKaUMA W crnoped YTBbpAEHUM BbTPEWHUM npoueaypu Ha

HocTtaBunka, Ha Gasa MOCTLNUNO UCKaHE 3a U3gaBaHe Ha YO4OCTOBEPEHME W NpeacTaBEeHU

nokymeHTn, PO/MPC npoBepsiBa n notsbpxaasa npea [ocrtaByvka:

e camonuyHocTTa Ha [NoTpebntens unm ynbnHOMOLLEHOTO NULE;

e rpeactaBuTenHata BMacT Ha ((PU3MYECKOTO CrpsSIMO  IOPUOUYECKOTO nuue U Ha
YMbNHOMOLLEHOTO N1LE;

e MpoBepsiBa yNMbSIHOMOLLABAHETO;

e ObpPXKaHEeTO Ha YaCTHMSA KIoY, CbOTBETCTBALL Ha Ny6NNYHMA KoY (KoraTo ABOVKaTa KINtovoBe
e reHepupana npu lNotpebuten);

e (3a obnaveH KEI/KElNe4yaT) ycnewHo wHUUManNM3MpaHe/akTupnupaHe Ha MOOMUMHOTO
npunoXxeHve B MOOUITHOTO YCTPOWCTBO W perucrpypaHe (T.e., acouuupaHeTo My C
noTpebuTenckms akayHT, Ypes ckaHupaHe Ha nsnpateH QR-kog) ot [locTtaBuumka ;

o (3a obnayeH KEI/KEle4yaT) npuvHagnexdHoct/nputexaHne Ha MOOMAHOTO YCTPOWMCTBO C
MOOMNHOTO npunoxeHne 3a obnaveH KEIM ot 3aseutens/ToTtpebuten upes TOTP-
MexaHu3bMm/cxema;

e [JonblNHUTENHaA WHGOPMaUMA, 3asiBEHa 3a BKIOYBaHe B YOOCTOBEPEHUETO, KaKTO U
JonycTnma HenoTBbpAeHa Takaga;

e roanuceaHe Ha [loroBop 3a yAOCTOBEPUTENHU YCIYr U Chrflacue C yCroBuaTa B HAaCTOALLNS
OOKYMEHT.

Ako pgBonkata knw4voBe e reHepupaHa npu [NoTtpedbutens, PO/MPC cnenosa na nposepwu

npegocTaBeHaTa efiekTPoOHHa 3asiBKa M M3WUCKBaHUSATa 3a HUMBOTO Ha CUIYpPHOCT Ha ABoWKaTta

Krnto4yoBe.

4.2.2 WpeHTndUKaUMa n aBTEHTUKALUA C aCUCTEHT

1.

KoraTto 3aaButenat/[1oTpebuTensaT e rpaMoTeH, HO € HAM, TyX UK TIyXOHAM, ryxXuaT Tpsbea
caM fa npoyeTe rnacHO AOKYMEHTWUTEe, KOMTO mognucea, u Aa obsiBu ganu € cbrnaceH CbC
CbObPXAHNETO MM, @ HEMUST WUMWN TNyXOHeMUAT TpsabBa cnej npoynTaHe Ha OOKYMEeHTa Aa
Hanvwe cobCTBEHOPBYHO B HErO, Y€ Mo € MPOoYen 1 Ye € CbrnaceH CbC CbAbPXKAHNETO MY.
KoraTto 3aasutenat/[oTpebutendar e HerpamoTeH, CbLUMAT credea ga OCUrypu rpamoTHO nuue
(TbNKOBHUK), KOETO ga My npedade CbAbpXKaHMeTO Ha nognexawmte Ha nognuceaHe
AOKyMeHTW. [lognnceaHeTo Ha JOKYMEHTU OT HErpamoTHO fuLe Ce U3BbpPLUBA Ypes nonaraHe Ha
NPbCTOB OTNeYaTbK OT AecHMA My naneu. B cnydyan, 4ye nonaraHe Ha NPbLCTOB OTNEYaTbK OT
AECHUA NaneL e HeBb3MOXHO, B IOKYMeHTa ce oTbensassa npuymMHaTa 3a ToBa, KakTo U C Kov apyr
NPBCT € CINOXEH OTNeYaTbKbT.

Korato 3assutenat/lotpebutenat e cndan, CblWMAT cnegBa ga oOcCUrypyu ABamMa rpaMoOTHM
cBUaeTenun, KOMTo Aa ro 3ano3HasT CbC CbAbPXKAHNETO Ha AOKYMEHTUTE, KOMTO NoANMcBa, 1 aa
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npunoanuwiaTt CbLmTe.

4. PO/MPC yctaHOBsBa CaMOSIMYHOCTTa Ha TbIIKOBHMKA M cBuaeTenute no pega Ha T. 3.2.3. OT
HaCTOALWMNA OOKYMEHT. [JaHHMTE 3a CaMONMYHOCTTa Ha ThIIKOBHMKA U CBMAETENUTE Ce 3anucear
B JOKYMEHTUTE, B NOANUCBAHETO Ha KOUTO CbLUKUTE ydYacTBar.

4.2.3 loTBbpXKOAaBaHE UIU OTXBLPIISAHE Ha UCKaHe 3a u3aaBaHe

1. Cnea ycnewHo HanpaBeHWTe MPOBEPKM WM 3anfawaHe OT cTpaHa Ha 3assutens/[oTtpebuten,
otopuaupaH onepatop Ha PO/MPC yTtebpxagaBsa npeq [ocTaByvka MCKaAHETO 3a M3gaBaHe Ha
yOOCTOBEpPEHME.

2. PO/MPC oTxBbpnsi UCKaAHETO 3a u3gaBaHe Ha YAOCTOBEPEHME, aKO YTBbPXAABAHETO €
HeyCcnewHo WM He e M3MNbMHEHO 3annawiaHe B S5-AHeBEeH CPOK OT 3asiBeHOTO WCKaHe 3a
nsgaBaHe.

3. PO/MPC He3abaBHO yBegomsiBa 3asiBUTENs M NOCOYBA NPUYUHUTE 3a OTXBBLPIISIHE.

4. 3asBuTENn C OTXBbPMEHO MCKaHe 3a M3fgaBaHe Ha y4OCTOBEPEHME MOXEe OTHOBO Aa Hanpasu
nckaHe, crnepf Kato e OTCTPaHUIT NOCOYEHUTE NPUYNHN 33 OTXBbPIISIHE.

5. PO/MPC HagnexHo CbXpaHaBa W apxuBupa npeacTtaBeHUTe LOKYMEHTW W NOoTBbpAeHaTa
erieKTpOHHa 3asiBKa 3a usgaBaHe Ha yOoCTOBEPEHHUE.

6. PO/MPC koHTponupa 1 yTBbpxaasa npeq [JocTtaBumka BEPHOCTTA M TOMHOCTTA Ha BKIOYeHaTa
NMHopMaLmsa B yGOCTOBEPEHNETO CaMO KbM MOMEHTa Ha U34aBaHETO My.

7. lMotpebuten Ha KY nma 3agbmkeHMeTo He3abaBHO Aa nHdopmupa [JocTtaBumka 3a HAaCTLNUIK
NpOMeHU B yOOCTOBEpeHaTa UHopmMaLumsa cneg n3gaBaHeTo My.

4.2.4 Cpok 3a obpaboTka Ha UCKaHe 3a usgaBaHe Ha yaocToBepeHue

1. PO/MPC Ha [ocTtaBuvMka He3abaBHO, B npucbCcTBMeTOo Ha 3assutens/[oTpebuten unm
YMbIIHOMOLLEHO OT HEro nuue, U3NbiHsABa BCUYKM (OYHKUMM MO NMpoBeEpKa, Crned Kato Ton e
npeacTaBun HeobxooumuTe 3a TOBa AOKYMEHTM U yTBbpXAaBa npeactaBeHaTa MHdopmauns
Yype3 HanpaBeHOTO MCKaHe 3a n3gaBaHe Ha yaoCTOBEpPEHME.

2. YO Ha [JoctaBuymka usgasa HeszabaBHO ygocToBepeHueTo creq yTebpxaasaHe ot PO/MPC Ha
erieKTpoHHaTa 3asiBKa 3a n3gaBaHe.

4.3 WN3paBaHe Ha yaocToBepeHue

4.3.1 [JencrtBne Ha YQOCTOBEpABALLMA OpraH

1. YO Ha [ocTtaByunka enektpoHHo naeHtnduuympa PO/MPC, yTBbpaun enekTpoHHaTa 3asiBka 3a
nspasaHe Ha KY.

2. YO reHepupa 3aaBeHoTo KY cbrnacHo u3bpaHus npodun, nognncea ro ¢ eneKTpoHHUsS Nognuc
Ha [JocTaBunka n ro nybnukysa He3abasHo B [yGnnYHUS cn perncTsbp.

4.3.2 WU3BecTtsABaHe Ha lNoTpebutensa Ha yaoctoBepeHue oT [locTaBuYMKa

1. [HocTaBuukbT, Ypes Cnyxbata 3a ussectasaHe Ha [oTtpebutenu Ha KYY, He3abaBHO n3BecTsaBa
MoTpebutensa Ha nsgageHoTo 1 Ny6nuKyBaHo yooCTOBEPEHME.

2. CnyxbaTta 3a u3BecTsiBaHe u3npaiia o otpebutensa enekTpoHHO M3BECTWE MO UMENN Unu
push-HOTUdMKAUNA 00 MOBUITHOTO NpuIoXeHne ¢ nHdopmauus 3a nsgageHoTto KY, Heroeus
CepUEH HOMEpP U Nepuoga My Ha BanngHoOCT, OCBEH B CiliyyauTe, KoraTo nuncea umenn agpec.

3. [HoctaBumkbT [JocTaBa Wu3gageHOTO yaocTtoBepeHue Ha [loTpebuTtensi, pecnekTMBHO Ha
YMbSIHOMOLLIEHOTO OT Hero nuue, Ype3 PO/MPC.

4. OtopusmpaH onepatop Ha PO/MPC 3anucBa KY Ha B-Trust QSCD wunu Ha B-Trust SCT
(PKCS#12 «kpuntodpann), B 3aBMCMMOCT OT ToBa KbAe e 6Owuna reHepupaHa [ABownkaTta
KpmnTorpadCcku KrnovoBe 3a TOBa YAOCTOBEPEHME, KOraTo TOBa € Bb3MOXHO.

5. HocrtaBunkbT, ype3 PO/MPC goctaBa  mM3gageHoOTO  yOOCTOBEpPEHME Ha Motpebutens,
PECNEKTUBHO Ha YMbIHOMOLLEHOTO OT HEro nuue.

6. B cnyuas, koraTto NoTpebuTten e reHepupan ABOWKaTa KMOYOBE U YACTHWUS KIKOY € Ha Heros
KOMMNIOTbP, TOW criedea Aa gocTtaBw/3apean nsganeHoto KY Ha To3M KOMMTbP OT MOCOYEHUS
agpec (URL) B nvenna.
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7.

"eHepupaHeTo Ha 3almTeH npeHocum codpTyepeH TokbH (PKCS#12 chann) e 3agbrkeHne Ha
MoTpebutens wunuM Ha YNbIHOMOLWEHO InMUe cref Kato [octaBu u3gageHoTo KY wu
yaocToBepeHusita Ha [loctaBumka.

4.4 TpuemaHe 1 Nny6GNIMKyBaHe Ha yAOCTOBEpPEHNETO

1.

2.

HocTtaBunkbT, ypes onepatmBHua YO nybnvkyBa He3abaBHO M30ageHOTO YAOCTOBEpPEHWE B
My6nnyYHuA perncTbp Ha n3gageHuTe yoocToBEpPEHUS.

MoTpebutenat moxe ga Bb3pasn npeq [loctaBunka, ako n3ganeHoTo yOOCTOBEPEHME ChabpXa
FPELLKN UK HEMBITHOTK, B 3(TPWU) AHEBEH CPOK OT Ny6numkyBaHeTo My B [1yGnnyHmus pernctop. Te
ce oTcTpaHsiBaT He3abaBHO oOT [JocTaBuMKka 4Ype3 u3gaBaHe Ha HOBO yaocTtoBepeHue 6e3
3annallaHe Ha Bb3HarpaxxaeHme, OCBEH ako ce AblkaT Ha NpeaocTaBsHe Ha HEBEPHU LaHHM.
Mpu nunca Ha Bb3paxkeHne OT cTpaHa Ha NoTpebutens B NOCOYEHMsI NO-TOPe CPOK Ce CMATA, Ye
CbObPXAHNETO Ha yOOCTOBEPEHMETO € NMPUETO.

4.5 Ynotpe6a Ha gBoOMKaTa Kfnio4YoBe U Ha yOO0CTOBEepPEeHUeTo

4.51 Ot MNotpeburens

1.

2.

YacTHMAT KMoy, CbOTBETCTBALY, Ha YAOCTOBEpeHUs NyGnuyeH Ky e nof KOHTporia caMo Ha

Motpebutensa. OTroBOpHOCTTa 3a U3NON3BAHETO HA YacTHUS Koy e Ha [NoTpebutens.

MoTpebuten ynoTpebsiBa yOooOCTOBEPEHMETO M CbOTBETCTBALLATa [BOWKA KIHOYOBE Ha

yAOCTOBEPEHNETO, KaKTo crieasa:

e B CbOTBETCTBME C O3Ha4yeHaTa B ygoctoBepeHueTo NonuTtuka "Certificate Policy" n cbrnacHo
aTpubytute ,keyUsage" n ,extendedKeyUsage";

e 3a nomaraHe Ha €eneKTPOHEeH MOANUC UMW eneKTPOHEH MevaT B paMKUTE Ha CpoKa Ha
BannaHOCT Ha YAOCTOBEPEHNETO;

® MpOBEpKa Ha MONOXEH eNEKTPOHEH MOANUC UK eNTEKTPOHEH neyar;
A0 MOMEHTa Ha NpekpaTaBaHe Ha yaOCTOBEPEHUNETO;

e KOraTo YyOOCTOBEPEHWETO € CMpsHO, He M3MOoN3Ba 4YaCcTHUSA KMNY 3a Cb3gaBaHe Ha
€IeKTPOHEH NOANUC UMW Ha eNEKTPOHEH nevyar;

e cbrnacHo [loroBopa 3a yaoCTOBEPUTENHM YCyrn Mexay Hero n [loctaBumka.

4.5.2 Ot poBepsBaLla ce cTpaHa

1.

2.

My6nnyHuaT kntod B KY, cboTBETCTBALL Ha AbpXaHuA oT [NoTpebunTens YacTeH KoM, € nyenn4Ho

OOCTbIEH 3a BCUYKM.

Bcsika goBepsiBalla ce cTpana, BkoumTenHo onepatop B PO/MPC cnegBa aa mnsnonssa KY u

ny6nn4yHms ko Ha MNMotpebuten, kKakTto cneaga:

e B CbOTBETCTBME C O3HadeHaTa B ygoctoBepeHueto nonutuka "Certificate Policy" n cbrnacHo
atpubyTtute ,keyUsage" n ,extendedKeyUsage;

e CaMoO crnep npoBepka Ha cTaTyca Ha YAOCTOBEPEHMETO M NMPOBEPKA HA YCbBBLPLUEHCTBAHUS
eneKkTpoHeH neyaT Ha [locTaB4uka;

e [0 NpekpaTtsiBaHe Ha y4OCTOBEPEHUETO;
KoraTo y4OCTOBEPEHMETO € CMpsiHO, NyBNUYHMAT KMoy He TpsabBa Aa ce n3nonaea.

4.6 [lNopgHoBsABaHe Ha yaooCTOBepeHMUe

1.

2.

MopHoBsiBaHeTO Ha KY 3anassa uHdoOpmaumara OT TeKywoTo YyOoCcTOBepeHue, KaTto B
NOgHOBEHOTO Y4OCTOBEPEHME CE MPOMEHS Nepmoaa Ha BanmgHocCT.

KYVYE, KYYEleuaT u KY 3a obnaven KEMN/KEleyaT He ce nogHoBsABa. [oTpebuTtensaTt moxe aa
3aaBKW n3gasaHe Ha HoBo KY 3a noanuc, 3a nevat unu 3a oonadveH KEIMN/KEMeyar.
MogHoBsiBaHeTo Ha KY ce npegxoxga oT pernctpupaHe Ha UCKaHe 3a MOAHOBsIBaHe npen
PO/MPC.

MogHoBsiBaHe Ha KY, koeTo He e Guno npekpaTeHo B Nepuoga My Ha BanuvaHOCT, MOXEe [a ce
M3NMbMNHM NO ABa Ha4YMHa:

e 3anasBa Ce reHepupaHaTta ABOWKa KIo4oBe 3a TEKYLLOTO yaoctoBepeHme (Renew);
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8.

9.

e TreHepupa ce HoBa ABovika kniodoBe (Re-key), KOATO NogMeHs Tekywiata npu 3anuc Ha
NnoaHOBEHOTO yaocTtoBepeHue. MNMogHoBsiBaHeTo ¢ Re-key 61 goBeno 4o HEBBL3MOXHOCT 3a
AEKpUnNTUpaHe Ha WHgopMaums, KpuntupaHa C NyOnUYHUAT K4 Ha  nNpegulliHuA
ceptudmkar.

MckaHeTo 3a nogHoBsIBaHE Ha y4OCTOBEPEHME Ce PerncTpypa oHnawH, korato lNotpebutensr

nma sanmgHo KYKET, koeto TpssbBa ga nogHoBw.

Korato yaoCcToBepeHMEeTO € C M3TEKb/T CPOK Ha BanuMAHOCT U UCKAHETO 3a NogHOBSABaHE €

CbIMACHO MOCOYEHUTE BPEMEBU OFPaHUYEHUss M U3NCKBAHUA 3a WAeHTUdUKaumMs npwm

nogHossBaHe, MoTpebutensat unu ynbnHOMOLWEHO OT Hero nuue TpsabBa NMYHO da nocetu

PO/MPC Ha JocTtaB4uka.

MoTpebuTten unu ynbnHOMOLLEHO OT HEro nNuue MoXe a NogHOBM MHOrokpatHo csoe KY npu

cbbntogaBaHe Ha NOCOYEHUTE NO-A0MY YCNOBKSA 3a NOAHOBABAHE.

[ocTaBunKbT He Jonycka M3non3BaHe Ha ABOMKAa KI4oBe 3a nepuwopg, no-ronsam ot 3 (Tpwu)

roguHu.

[locTaBYMKbT He npenopbyBa MHOIOKpPaTHOTO nogHossiBaHe Ha KY 4ypes ,Renew" c uen ga ce

Hamanu pucka OT KOMNPOMETMPaHE Ha YaCTHUS KITHOM.

10. JocTtaBumkbT NpenopbyBa Ha [NoTpebuTtens ga nogHOBM CBOE yaocToBepeHue Ypes ,Re-key”.

4.6.1 YcnoBus 3a nogHOBsiIBaHe Ha yAOCTOBEpeHUe

1.

PO/MPC we nogHosu egHo KY upes ,Renew" npu cvbnogasaHe Ha criegHuUTe YCNoBus:

e YOOCTOBEPEHMETO HE € MpeKpaTeHo B Nepruoga My Ha BanuaHocCT;

e [loTpebuten wunuM ynbAaHOMOLWLEHO OT HEro nuue pAeknapupa, 4Ye HsMa npoMmsHa B
yaocToBepeHaTa MHopmauns B TEKYLLLOTO My YAOCTOBEPEHUE;

e VCKaHe 3a nogHoBsiBaHe € HanpaseHo 8o 30 AHM Npeau unu cneg n3Tu4aHe Ha nepuoga Ha
BannaHOCT Ha YAOCTOBEPEHNETO;

e CTPOro M3nbfHsBa WOEHTUMKAUMUSATA M YCTaHOBSIBA WMAEHTMYHOCTTA Ha 3asButens u
cbbntogaBa NOCOYEHNTE BPEMEBM OrpaHNYeHnst Npu NOAHOBSABAHE.

PO/MPC we nogHosu egHo KY ypes ,Re-key" npu cbbniogaBaHe Ha cnegHuTe yCcrioBus:

e YOOCTOBEPEHMETO HE € NPEKPATEHO B CPOKA MY HA BanMOHOCT;

e [loTpebuten wnM ynbAHOMOLWEHO OT HEro nuvue Aeknapupa, 4e HsaMa npomsiHa B
yaocToBepeHaTa MHopmauns B TEKYLLLOTO My YAOCTOBEPEHUE;

e V/CKaHe 3a nogHoBsiBaHe € HanpaseHa o 30 AHM npeau wnu cneg M3TU4aHe Ha cpoka Ha
BanMaHOCT Ha YAOCTOBEPEHNETO;

e CTPOro u3nbiiHABa MAaeHTUdMKaALUNSATA U yCTaHOBSIBAHE HA WOEHTUYHOCTTa Ha 3asBuTens u
cbbniogaBa NOCOYEHNTE BPEMEBU OrpaHNYEHUsT NMPU NOJHOBSIBAHE;

BbB BCMYKM cnyyaun, korato nma npomsiHa B yaocToBepeHaTa nHgopmauns 3a MNotpebutens Ha

TEKyLLOTO YAOCTOBEpEeHne, NOCNeaHOTO He NoANeXn Ha NoaHoBsiBaHe, a [locTaBuYMKbLT M3gasa

HOBO YOCTOBEPEHME.

4.6.2 Kou moxe pna 3asaBv nogHOBsIBaHe Ha yAOCTOBEpeHue

1.

nOTpe6I/ITeJ'I mnn ynbrHOMOWEHO OT Hero Jnuue Moxe [da 3adBu NnoAaHOBdABaHE Ha
yOOCTOBEPEHNETO MNpu cbOntogaBaHe Ha BpemMeBuTe orpaHn4yeHud, M3nckBaHmAa 1 ycrioBud 3a
noaHoBsABaHe.

4.6.3 lpouenypa no nogHOBSAIBaHe Ha yAOCTOBEpPEHMUe

1.

2.

MogHoBsiBaHeTo Ha KY ce npegxoxga oT pernctpupaHe Ha UCKaHe 3a MOAHOBsIBaHe npen
PO/MPC Ha JocTaB4uka.

MckaHeTo 3a nogHOBSIBaHE Ha YAOCTOBEPEHME Ype3 eNEKTPOHHA 3asiBKa ce ygoctoBepsiea ¢ KEI.
B cnydan, 4ye yooCTOBEPEHMETO, KOETO Ce MOAHOBsSIBA € C W3TEKbST CPOK Ha BanMgHOCT,
MoTpebutenat mnn ynbnHOMOLLEHO OT Hero nuue TpsibBa ga nocetn nuyHo PO/MPC Ha
HoctaBunka. PO/MPC cTporo cneaBa U3WCKBaHWATa 3a MOEHTUMUKAUMA U yCTaHOBABAHE Ha
WMOEHTMYHOCT Ha 3asiBMTENS M Ha YCroBusiTa 3a NO4HOBSIBAHE.

Cnen ycnewHa uvageHTuduMkaumMs v NpoBepka Ha ycnosusTa 3a nogHossBaHe, PO/MPC
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NnoTBbpXXAaBa UCKAHETO 3a NoAHOBsABaHe npef onepatuBHua YO Ha [JocTaBumka.

4. Cnep ycnewHa enekTpoHHa aBTeHTuUdukauma Ha PO/MPC upe3 oTopusmpaHusa onepartop,
onepatmBHus YO n3nbriHaBa NOTBbPAEHOTO UCKaHe 3a NOAHOBSIBaHE Ha YAOCTOBEPEHUETO.

5. Tpun HeycnewHa wnaeHTMdUKAUMS W NpoBepka Ha ycrnoBusita 3a nogHoBsaBaHe, PO/MPC
OTXBbpPNsi UCKaHeTO 3a NoAHOBSABAHE Ha yOOCTOBEPEHNETO U He3abaBHO M3BeCTsIBa 3asiBUTENs
3a npuyunHara.

6. 3asBuTen c OTXBbPIIEHO NCKaHe 3a NOAHOBsIBaHE, MOXE Aa 3asdBu nsgasaHe Ha HoBo KY.

4.6.4 WU3BectsABaHe Ha lNoTpebuTten cnen nogHoBsiBaHe Ha yaocToBepeHue

1. [HoctaBuukbT, Yype3d CnyxbaTa 3a ussecrtsaBaHe Ha [MoTpebutenn Ha yaoCTOBEPUTENHN YCNyru,
He3abaBHO nsBecTdaBa [loTpebuTtens Ha NOAHOBEHOTO U NyONMKyBaHO yOOCTOBEPEHME.

2. Cnyxb6aTa 3a usBectsaBaHe um3npawa o lotpebutenss enekTpoOHHO M3BECTME MO MMEWN Unu
push-HOTUMKaUnA Ha MOBMIHOTO MpuUNoXeHue ¢ nHdopmaumsa 3a usgageHoto KY, Herosus
CepueH HOMep 1 nepuoaa Ha BanuMAHOCT Ha NOAHOBEHOTO yaocTtoBepeHne u agpeca (URL), ot
KOMTO MOXe [a [OCTaBu NOAHOBEHOTO YAOCTOBEPEHME.

3. Korato 3asButensaT 3a nogHoBsiBaHe Ha ypoctoBepeHue nocewasa PO/MPC, lMotpebuten
nony4asa NOAHOBEHOTO yAOCTOBEPEHNE OT OTOPU3NPAHMS OnepaTop, KOWTO nNpu Heob6xoaumMocT
ro sanmcea Ha B-Trust QSCD, B koeTo e reHepupaHa ABoKkaTa KpuntorpadCku KroyoBe 3a
yOOCTOBEPEHUNETO.

4. TogHoeeHo KY 3a oGnauyeH KEI He ce pocTtaBa Ha [loTpebutens, camo ce 3anucBa B
noTpebuTencknua  akayHT, CbOTBETCTBAL, Ha  acouuMMpaHoTo C  Hero  MobunHo
npunoXxeHme/MobuTHO YyCTPONCTBO.

4.6.5 ly6nukyBaHe Ha NOAHOBEHO yAOCTOBEPEHMUE

1. [ocTaBuukbT, Ype3 onepaTuBHus YO nybnukyBa He3aGaBHO MOAHOBEHOTO YOOCTOBEPEHME B
MyGnuYHMA perncTup.

4.7 MNopmsiHa Ha ABoMKa KpunTtorpadcku KnyoBe B yaoCTOBEepeHue

1. [ocTaBumKkbT gonycka nogmsiHa Ha kpuntorpadcka gsovika krnovoBe B KYKEI upes ,Re-key",
caMO Npu cnasBaHe Ha U3NCKBaHWATA U Ha yCNoBUATa 3a NOAHOBSABAHE HA YAOCTOBEPEHME UMK
KaTo nsgage HoBO yAOCTOBEPEHWE.

4.8 [lpomsiHa B yaocToBepeHue

1. JlocTaBuYMKBLT Jonycka MPOMEHM B CbAbpPXaHMETO Ha MHOpMauus B n3aageHo u nybrnmkysaHo
KY camo npu cna3saHe Ha U3NCKBaHUATa M Ha YCIoBUsSITa 3a U3fjaBaHe Ha HOBO Y 0CTOBEPEHME.

2. [loctaBumkbT He gonycka npomsiHa B npoduna Ha KY, cneumduumpad B Nonutnkata 3a ToBa
yAOCTOBEPEHWE.

3. HocTtaBuvMkbT He npegnara ycnyrata "Moaudwukaums Ha ygoctoBepeHue" (Certificate
Modification).

4.9 T[pekpaTsaBaHe N cnupaHe Ha yaoctoBepeHune

1. Ha npekpatsaBaHe nognexaTt camo BanuaHu yaoCTOBEPEHWS, T.€. YAOCTOBEPEHMS, YNATO CPOK Ha
BanMaHOCT HE € U3TEKDbII.

2. Tpu npekpaTtsBaHe Ha yooCTOBEPEHMETO Ha onepatmBHms YO 3a n3gaBaHe M nogabpkaHe Ha
KY, 0encTemeTo Ha BCMYKN U3gageHu oT Hero 1 BanuaHu yaocTOBEPEHUS Ce NpekpaTsBa.

3. Camo onepatuBHusaT YO, usgan ygocToBepeHMe, MOXEe [a NnpekpaTn OencTBMETO Ha ToBa
yOOCTOBEpPEHME.

4. Ako npekpaTsiBaHeTO € CrneAcTBMe OT ornepaTopcka rpeLuka Unu crnegcrTeme oT KoMnpomeTnpaHe
Ha onepaTMBEH YacTeH KoY Ha [locTaB4ymka, JOBENU A0 NpekpaTsBaHe Ha YAOCTOBEPEHNETO Ha
onepatmeHua YO, [loCTaBYMKbT LWe nsgane 3a CBos CMeTKa EKBUBANEHTHO y4OCTOBEPEHME.

5. ¥Ycnyrute no ynpaBneHue Ha npekpaTsiBaHe 1 cnupaHe Ha AEeNCTBMETO Ha YAOCTOBEPEHME Ca Ha
pasnonoXeHne OeHOHOLWHOo, 7 AHW B ceamuuarta. 3a CnewHo cnupaHe Ha AEeWCTBMETO Ha
yaocToBepeHune (Hanpumep, nsrybeHo/otkpagHato QSCD ycTponcTBo nnm MobunHo yCTPpOMNCTBO
C MOBUIHO NpunoXxeHune) e HeobxogMmo ToBa Ada ce 3asaBu Ha TenedoH: 0700 199 10.
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Mpwn cpmB B cuctemara, ycnyrute nnm gpyrm akropum, KOMTo ca u3BbH koHTpona Ha YO, OKYY
nonara MakcumarHu ycunug, 3a ga rapaHtupa, yYe ycrnyrata He nuncea 3a nepuog, no-abnbr oT
MakcMmarnHus nepuog ot Bpeme, KOmTo B cniyydas e 3 (Tpu) 4aca.

BpemeTo B cucTeMnte, CBbP3aHUW CbC CNUpaHe W MpekpaTaBaHe Ha YOOCTOBEpPEHUs ce
cunHxpoHuaupa cnpsimo UTC noHe BeaHbXx Ha 24 yaca.

4.9.1 YcnoBusa 3a npekpaTtsiBaHe Ha yaocToBepeHue

1.

[ocTaBunkbT NnpekpaTtsBa nsgageHo ot Hero KY npu:

e CMBPT UNK NocTaBsHe nofA 3anpeweHne Ha lNMoTpebuten ¢ npekpaTsaBaHe Ha OPUANYECKO
nvue Ha lMoTtpebutens;

e rpekpaTtsBaHe Ha NpeacTaBuTeNnHaTa BnacT Ha [loTpebuTtensa cnpsamMo puMAMYECKOTO Nuue,

KOeTo NpeacTaBnsBa;

yCTaHOBSIBaHE Ha HEBEPHWN JaHHM NPU U3gaBaHe Ha YAOCTOBEPEHNETO;

CTaHana BrnocneacTBMe HeBSIpHA yOoCTOBepeHa UHopmaums;

npv NpoMsiHa B YAOCTOBEpeHa Beve nHdopmauus Ha MNotpebutens;

KOMMNpOMETMPaHe Ha YaCTHUS KITHoY;

3ary6a Ha B-Trust QSCD mnnu mobunHo yCTponcTBO C MHMLManmnanpaHo/akTuBupaHo MobuiHo

npunoxeHve unu 3annyaesaHe (delete) Ha MOBGMNHOTO NpUNoXeHne B MOBUNHOTO YCTPOWUCTBO;

e 3abaBa B 3annawaHeTo Ha OAbJ/PKMMO Bb3HarpaxaeHue;

e UCKaHe 3a npekpaTsiBaHe, crnepj kaTto ce yBepu B CaMOMMYHOCTTa M B NpeacTaBuTenHara
BnacTt Ha [NoTpebuTens.

[ocTaBunkbT nNpegnpuema He3abaBHO NMpekpaTaBaHe Ha OEWCTBMETO Ha magageHoto KY npwu

BCSIKO €JHO OT NOCOYEHUTE NMo-rope o6cTosATENCTBA.

JocTaBunKbT NpekpaTaBa n3gageHnTe oT Hero yaoCcToBEPEHUS, ako NpekpaTn AenHocTTa cu 6e3

Aa 9 NPexBbpnvn Ha Apyr 4OCTaBYMK.

[ocTaBunkbT MOXe Aa cripe n npekpaTtn ygoctoBepeHne Ha YO oT uHdpacTpykTypaTa, ako ca

HanvLe OCHOBAaTENHN CbMHEHWs 3a KOMNPOMETUPaHe Ha YaCTHUS KoY Ha TO3M OpraH.

4.9.2 lpoueaypa 3a npeKkpaTsiBaHe Ha yAOCTOBepeHUe

1.

2.

MpekpaTaBaHe AEWCTBMETO Ha yOOCTOBEPEHUE Ce Npeaxoxaa OT perncrpypaHe Ha uckaHe 3a
npekpatsieaHe npeg PO/MPC Ha [JoctaBuuka.

WckaHeTo 3a npekpaTsiBaHe Ha yOOCTOBEPEHME MOXe Aa Ce peructpupa enekTpoHHO, camo
korato [loTpebutens uma (Opyro) BanMAHO M OOCTLMHO 3a MON3BaHe yAocToBepeHue. B
NPOTMBEH CNy4Yain ce NpaBu UCKaHe Ha MACTO npen oTopuampaH onepaTtop B MPC.
MpekpaTsiBaHeTO Ha yOOCTOBEPEHUE Ype3 UCKaHe NO eneKTPOHEeH crnocob ce yaocToBepsiBa C
nonaraHe Ha BanvaeH KEI, cboTBeTCTBaL, HAa BanvaHO yaocToBepeHne Ha Motpebutens.
OTtopusnpanuat onepatop B PO/MPC He3abaBHo, 6e3 ga nageHtudpuumpa MNMotpebutensa, cnupa
AENCTBMETO Ha yOOCTOBEPEHNETO 3a He noBeYe oT 48 yaca.

BbB Bcuuku criydam, Motpebutenst unm ynbnHOMOLLEHO OT HEro nuue TpsibBa Aa NoceTr NIMYHO
PO/MPC Ha [octaBuvMka 3a nocneaBalia npoBepka Ha WOEHTUYHOCTTA, PECMNEKTUBHO
caMOSIM4HOCTTa My.

PO/MPC ctporo crneaBa nsnckBaHusita 3a naeHtudukaumnsa n ycTaHoBsBaHE Ha MOEHTUYHOCT,
PEeCneKTUBHO CaMONNYHOCT Ha NoTpebutens n npuYnHUTE 3a NpekpaTaBaHe.

Cnep ycnewHa enekTpoHHa aBTeHTUdMKaums Ha PO/MPC 4ype3 oTopuaupaHusi onepaTop,
onepatmBHusa YO 13nbrHsBa NOTBbpAEHATa 3asBKa 3a NpekpaTsiBaHe Ha Y4OCTOBEPEHMETO.
Mpn HeycnewHa waeHTUdMKaALMA W NpoBepka Ha ycnoBusitTa 3a npekpatsisaHe, PO/MPC
OTXBbpfS MWCKAHETO 3a MpekpaTsiBaHe Ha y[oCTOBepeHMeTo U He3abaBHO Wu3BecCTsBa
MoTpebutensa 3a npu4MHUTE 3a TOBA.

MoTpebuten, c OTXBbPNEHO NCKaHe 3a NpekpaTsaBaHe Ha yaOCTOBEPEHNE, MOXe Aa Nof4aae HOBO
ncKkaHe 3a npekpaTtsaBaHe Ha yOOCTOBEPEHUETO, crief KaTo OTCTPaHW MOCOYEHUTE MPUYMHK 3a
oTKasa.

10. Cnea npekpaTsiBaHe Ha yAOCTOBepeHneTo, [locTaBumKbT, Ypes cBos onepatmBeH YO, He3abaBHO
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ny6nukyBa npekpateHoTo yaoctoBepeHne B CRL, kaTo n3gasa HOB CNUCHK.

11. Cnen npekpatsiBaHe Ha ypoctoBepeHueTo, [octaBumkbT, ype3 Cnyxbata 3a m3BecTaBaHe
He3zabaBHO yBegomsBa [loTpebutensa 4dpes e-menn wmnu push-Hotudukaums Ha MOOBMAHOTO
YCTPOMCTBO/MOBUITHOTO MPUITOXXEHNE HA NPEKPaTEHOTO YAOCTOBEPEHNME.

12. MNMpekpateHo ypoctoBepeHne Ha [loTpebuten He nognexu Ha Bb30OHOBABAHE WNM Ha
nogHoBsIBaHe.

13. [locTbn OO UCKaAHETO 3a MnpeKpaTsiBaHe U OTYETUTE OT U3MbIHEHWETO Ha MNpekpaTsBaHe Ha
yAOCTOBEPEHNE nMaT OTOPU3MpPaHun nuua oT nepcoHana Ha [JoctaByuka.

4.9.3 [paTtuceH nepuop npeauv npekpaTtaBaHe Ha yaoCTOBepeHune

1. lNpeon pa npekpatyn gencrtemeTo Ha BanugHo KY, [ocTtaBumkbT ypes cBoss PO/MPC cnuvpa
OENCTBMETO Ha YOOCTOBEPEHMNETO 3a He noBeYe OT 24 vaca.

2. B pamkuTe Ha TO3M rpatuceH nepuog, octaBunkbT, uypes ceos PO/MPC, Tpsabea ga n3sbpLum
BCUYKN NPOBEPKM 3a YCTAHOBABAHE Ha MAEHTMYHOCTTA Ha [loTpebuTtena n Ha npuyMHUTE 3a
npekpaTsiBaHe.

3. lpn HeycnewHa npoBepka wnu cnej W3TUYaHe Ha rpatucHus nepuon, [ocTaBunMKbT
Bb30OHOBSABA AEVCTBMETO Ha YAOCTOBEPEHNETO.

4. [locTaBunkbT Bb30OHOBsBA [OENCTBMETO Ha YOOCTOBEPEHMETO MO M3PUYHO MCKaHEe Ha
MoTpebutensa unm ymbiaHOMOLLEHO OT HEro Nuue npeau ga nsteye rpaTUcHMSA nepuog.

4.9.4 Bpeme, 3a KoeTOo YaoctoBepsiBalw, opraH TpsAGBa Aa M3NbNHU WUCKaHe 3a
npekparsiBaHe

1. [ocTaBuukbT TpsibBa Oa M3NbIHWM UCKaHe 3a NpekpaTsiBaHe Ha yOoCTOBEepeHue 3a nepuog oT
BPEME, He MO-TofiiM OT MOCOYEHUs1 rpaTUCEH Nepuoa M caMo crief YCrewHo 3aBbplieHa
npoBepKa Ha yCrnoBusTa U Ha NPUYNHUTE 3a NpekpaTsiBaHe.

4.9.5 N3uckBaHMA KbM [loBepsiBallyM ce CTpaHU 3a NpoBepKa Ha MNpeKkpaTeHo
yAocTtoBepeHue

1. Bcska [oBepsBalla ce cTpaHa npuema usgageHo oT [loctaBumka KY camo crnep ycnewHa
npoBepKa Ha cTaTyca Ha yaocTtoBepeHmeTo Ypes aktyanHusa CRL nnmn 4pes npoBepka Ha TekyLmns
cTaTyc Ha yaocTtoBepeHneTo B peanHo Bpeme 4Ype3 OCSP cbpebpa Ha [locTaBumka.

2. [oCTaBYMKBT HE HOCU OTTOBOPHOCT 3@ HAaCTbLMWUIMM Bpean U NOCNEeACTBUS OT HEU3MbITHEHME Ha
NMOCOYEHUTE U3NCKBAHWS.

4.9.6 YecTtoTa Ha nyOonuKyBaHe Ha aktyaneH CnuctbK Ha npekpaTeHu yaoCcToBepeHus

1. [ocTtaBuukbT, Ypes cBosi onepaTtmeeH YO, nybnukysa He3abaBHO HOB akTyaneH CRL, Bcekn nbT
KoraTo ce npekpaTu AeicTBmeTo Ha BanugHo KY, nsgageHo oT 1031 opraH.

2. [ocTaBuuKbT, Ypes cBosi onepatmBeH YO, nybnukysa nepmogmyHo aktyaneH HoB CRL cbe cpok
Ha BanugHocT 1 mecell.

3. CpokbT Ha BanuMaHoOCT 1 Mecel, Baxu 3a Bceku nybnukyeaH HoB akTyaneH CRL Ha onepatnBHus
YO.

4.9.7 lNy6nukyBaHe Ha akTyaneH CnucbkK Ha NpeKpaTeHn yaoCTOBEepPEHUA

1. ,D,OCTaBHVIK'bT cBOEBPEMEHHO ny6r|V||<yBa aKkTyarlieH CRL crnegq aBToMaTudeH 3arimc Ha
npekpaTeHo UM cnpsiHo yaoCTOBEPEHUE.

2. TybnukyBaHeTo Ha akTyanHua CRL e aBToOMaTu4YHO.

4.9.8 Bb3MOXHOCT 32 NpoBepKa Ha CTaTyC Ha yAOCTOBepeHUe B peasriHO Bpeme

1. [ocTaBunKbT NpenocTaBsa OHManH npoBepka B peanHo Bpeme no OCSP npoTokon Ha ctatyca Ha
nspaneHute KY.

4.9.9 UsuckBaHusa 3a nonssaHe Ha OCSP

1. TlpoBepka Ha cTtaTyc Ha KY B peanHo Bpeme (no OCSP npoTtokon) uauckea ga ce usnonssa
HeobxoaumaTa TEeXHMKa W TEXHOMOrMu, Kakto M oHnavH goctbn npe3 WHtepHer go OCSP
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cbpBbpa Ha [locTaBunka.
2. TlpoBepka Ha ctatyc Ha KY B peanHo Bpeme (no OCSP npoTokon) Moxe Aa ce M3nbiHu 1 nNpes3
WHTepHeT cTpaHnuaTta Ha [loctaBuumka.

4.9.10 CbrnacyBaHe Ha uHopmauusaTa B CnNMCHK Ha npekpaTteHU yaoCTOBEpEeHUs1 U
OCSP

1. Tovnkarto [JocTaBunkbT Noaabpka ABa MeToha 3a NpoBepKa Ha cTaTyc Ha yaoctoBepeHue (OCSP
n CRL) cblyecTByBaT npoueaypu 3a nogabpkaHe Ha €4HaKBOCT Ha MHdopMauumsTa 3a crTaTyc.
2. WHdopmaums 3a ctatyca Ha ygocToBEpPEHUe ce akTyanuanpa Han-Hanpeg no OCSP, cnef koeTto
Ce CUHXpoHM3upa W cboTBeTHMA ChNMCbK Ha npekpaTteHn ypocTtoBepeHus. Pasnukata B
NMHopMaumaTa 3a cTaTyca Ha yaoCTOBepeHne uma nepuo Ha yeaHakssiBaHe B 3aBUCUMOCT OT
YpoctoBepsaBalms opraH, nsgasall, CboTBETHUSA CNUCHK Ha NpeKpaTeHn yaoCTOBEPEHMS, KAKTO
cnepaga:
e 3a B-Trust Root Qualified CA n B-Trust Root Advanced CA — nepuvog ao 2 yaca;
o 3a B-Trust Operational Qualified CA n B-Trust Operational Advanced CA — nepuog o 2
MUHYTW.

4.9.11 YcnoBusa 3a cnupaHe Ha yaocTtoBepeHue

1. [ocTaBuuKbT, Ypes3 cBosi onepatmBeH YO, cnupa gencteneTo Ha BanuaHo KY npu onpegenexHun
YCrOBMS 1 3a CPOK A0 24 yaca.

2. [octaBuukbT Npeanprema HesabaBHM OENCTBUS MO UCKAHETO 3a CNUpaHe Ha YO4OCTOBEPEHNME.

3. 3a BpemeTo, Npe3 KoeTo yAOCTOBEPEHUETO € CMpPSHO, TO Ce CYMTa 3a HeBanuMaHO U BCUYKM
€NeKTPOHHM NoANucK, NPOBEPSIBAHN C TOBA Y4OCTOBEPEHME Ca HEOENCTBUTENHM (HEBANUOHW).

4.9.12 Kon moxe pa 3asiBM UCKaHe 3a CNUpaHe Ha yaoCToBepeHue

1. [ocTaBuYMKbT cnupa nsgageHo oT Hero BanuaHo yaoCcTOBEPEHUE ako:

e MOCTBbMM UckaHe Ha MNoTpebuten nnm ynbnHOMOLLEHO OT Hero nuue, 6e3 ga e AnbXeH ga ce
yBEPU B MAEHTMYHOCTTA UNKN B NpeacTaBUTenHaTa My Bnacr;

e OCTBLMN UCKaHE Ha NuLE, 3a KOEeTO cnopen 00cToATencTeaTa € BUAHO, Ye MOXe Aa 3Hae 3a
HapYLLUEHUS HA CUTYpPHOCTTA Ha YaCTHUSA KIOY, KaTo NpeacTaBuUTerN, CbAPYKHMK, CRYXUTEN,
ap.;

e MocTbnu nckaHe Ha KPC;

e VMa pelweHue Ha npeacepatens Ha KPC, korato e Hanuue HenocpeacTBeHa OMacHOCT 3a
WHTEpecuUTe Ha TpeTu nuua unu nNpu HanuuMe Ha AOCTaTbYyHO AaHHW 3a HapylleHue Ha
3EOEYY.

4.9.13Mpouenypa 3a cnupaHe Ha yaoCTOBEpeEHUE

1. CnupaHe 0encTBMETO Ha YAOCTOBEPEHME Ce NpeaxoXxaa OT permctpmpaHe Ha uckaHe 3a cnupaHe
npea PO/MPC.

2. WckaHeTo 3a cnupaHe Ha yOOCTOBEPEHME MOXE [a Ce PErncTpmpa Ypes eneKkTpoHHa 3asiBka unm
ce npaBu UckaHe npef otopuanpaH onepaTtop B MPC Ha [JocTaBuumka.

3. WckaHeTo 3a cnupaHe Ha yaOCTOBEPEHME Ype3 efiekTPOoHHa 3asBka ce ygoctosepsisa ¢ KEIM (nnu
YEM) unun obnayen KErT.

4. Otopusmpanuat onepatop B PO/MPC He3abasHo, 6e3 aa naeHtudgpuumpa MNoTtpebutens, cnmpa
OENCTBMEeTO Ha yaocToBepeHneTo. CnvMpaHeTo Ha YAOCTOBEPEHMETO Ce W3BbpLUBa 4pes
BPEMEHHOTO My BNUCBaHE B CMMCbKa Ha NpekpaTeHUTe YAOCTOBEPEHWUs], CbrnacHo un. 26, an. 5
ot 3EAEYY.

5. Cnep ycnewHa enekTpoHHa aBTeHTUMKaAUMA Ha oTopuanpaHus onepatop B PO/MPC,

onepatmeHusa YO n3nbrHsBa NOTBbpAeHAaTa 3asBKa 3a CrpaHe Ha yaoCTOBEPEHMETO.

PO/MPC He moxe fa OTXBbprs UICKaHETO 3a cnnpaHe.

Cnep cnupaHe Ha ypocToBepeHueTo, [locTaBumkbT ype3 cBosi onepatmBeH YO HesabaBHO

nybnunkysa cnpsaHoTo ygoctoBepeHume B CRL ypes nsgasaHe Ha HoB CRL.

8. Cnep cnupaHe Ha ypocTtoBepeHueTo, [ocTaBumkbT 4ype3d cBosita Cnyxba 3a m3BecTaABaHe

No
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He3abaBHO yBegomsBa [loTpebutens uype3 e-menn wmnum push-HoTudpmkaunma Ha MOBUNHOTO
YCTPOMWCTBO Ha CMPSIHOTO YAOCTOBEPEHUE.

4.9.14 OrpaHuM4yeHue Ha nepuvoaa Ha cnMpaHe Ha yaocToBepeHue

1.

2.

HocTtaBunkbT cnvpa gencrtemeTto Ha KY 3a nepmog 4o 24 yaca OT noslydyaBaHe Ha MCKaHETO 3a
cnunpaHe.

[ocTaBunkbT BpeMeHHO cnupa [0 24 yaca [JeucTBMeTo Ha yOooCToBepeHue, npeau
npekpaTsiBaHETO My.

4.9.15 Bb306HOBsIBaHe AeMCTBMETO Ha CNPAHO yAOCTOBEpPEeHUe

1.

2.

[ocTaBunkbT Bb30OHOBSIBa ENCTBMETO Ha cnpsiHo KY:

e [0 24 yaca cnep HeroBoTo Cnupaxe;

e Cnep KaTo u3Teye cpoka 3a crnvpaHe (24 yaca) n He € NOCTbNUITIO UCKaHe 3a NpeKpaTABaHe;

e crepg KaTo oTrnagaHe OCHOBAHMETO 3a CnupaHe, Npean Aa u3tede nepuoda Ha cnupaxe;

e 0 uckaHe Ha lNMotpebutens, cneq kato [JoctaBunkbT, cboTBeTHO KPC ce yBepu, ve Ton e
y3Han npuvymMHaTta 3a CnMpaHeTo, KakTo U 4Ye MCKaHeTo 3a Bb30OHOBsIBAHE € HarnpaBeHO
BCNeacTBME Ha y3HABaAHETO.

Cnep Bb306HOBsIBaHE Ha YAOCTOBEPEHME, NOCNEQHOTO ce cuMTa 3a AeNCTBUTESTHO.

4.9.16 Npouenypa 3a Bb30O6HOBsIBaHe Ha AeMCTBUETO Ha yAOCTOBEpEeHUe

1.

2.

PO/MPC Bb30o6HoBsBa cripsiHo KY cnea kaTo nosnyyun nckaHe 3a Bb3obHoBsBaHe oT [oTpebuTtens
1 crep ycnewHa npoBepka 3a naeHTugukaums.

PO/MPC B1306HOBSIBa CNPSAHO YAOCTOBEPEHME Cre KaTo Nofyyn NMCMEHO pasnopexaaHe unu
nucmeHa 3anoseq oT KPC, cbotBeTHO Ha npeacepatend Ha KPC 3a Bb3obOHOBsiIBaHE Ha
YyAOCTOBEPEHUETO.

PO/MPC He3abaBHO Bb30OHOBsIBA CMpPSIHO YAOCTOBEPEHME Crief KaTo M3Teve HOpMaTUBHUS
nepvog Ha cnupate.

BbB BCcuukM criyyau, npoueayparta no Bb30OHOBsIBaHE M3Baxaa CMPSHOTO YOOCTOBEPEHME OT
Tekywmnsa CRL n nybnukysa HoB CRL.

4.10 CtaTyc Ha yaocToBepeHue

1.
2.

Bewnuku gencrteutenHn KY, kouto [loctaBumkbT nsgasa ce nybnukysat B [y6nmyHna perncrop.

Bcsako nybnukyBaHo ygoctoBepeHue B Pernctbpa e:

e CbC CTaTyC ,BannaHo" - NnepnoabT Ha BanNMOHOCT, MOCOYEH B Y4OCTOBEPEHMETO HE € N3TEKbI
KbM MOMEHTa Ha NpoBepka Ha cTaTyca;

e CbC CTaTyC ,HEBanuOHo" - NeEpMOALT Ha BanMAHOCT, NOCOYEH B Y4OCTOBEPEHMETO € N3TEKbI
KbM MOMEHTa Ha NpoBepKa Ha cTaTyca.

Bcunukm npekpaTtenn ygoctoBepeHus ce Bkntousat B CRL, konTo ce nyGnvkyBa NnepMoanyHo nnm

He3abaBHO crnea NpomsiHa Ha CTaTyC Ha YAOCTOBEPEHME.

EnementbT B CRL, cboTBETCTBALL Ha CNpsiHO/MpeKpaTeHo yAOCTOBEPEHNE CbhbAbpKa aTpubyT,

KOWTO yKa3Ba npuynHaTta 3a npekpaTtsasaHe Ha yaoctoBepeHuneTo (,CRL Reason").

CnpsHo yaoctoBepeHue ce BkrntoyBa B CRL o HeroBoTo Bb3obHoBsABaHe u atpmbytsbT ,CRL

Reason" B cboTBeTCTBALWMA MYy eneMeHT oT Cnuckka e cbe 3HadeHue ,certificate Hold".

Cratyc Ha ygocTtoBepeHune, nposepsiBaH yYpe3 CRL-mexaHn3bMm (4pe3 Cnmchbk Ha npekpaTeHu

yOOCTOBEpPEHMS), Ce onpenenst oT 3HadeHneTo Ha atpmbyTa ,CRL Reason".

CraTyc Ha ygocTtoBepeHue, npoeepsiaH 4pe3d OCSP-mexaHusbvm (4pe3 OCSP npoTokon), ce

onpegensa oT 3HayeHuneTo response Status" B otroBopa, nonydeH oT OCSP cbpBbpa, KakTo

cnepgga:

e ,good"- yooCTOBEpPEHVETO He e CnpsiHO/MpeKpaTeHO, HO He YTBbpXAdasa, Ye BpemMeTo Ha
OTroBOpa € B paMKuTe Ha nepuoga Ha BannmaHOCT Ha TOBa y4OCTOBEPEHME;

o revoked"- ygocTOBEPEHUETO € NPeKpaTeHO NN BpeMeHHO cnpsiHo (on hold);

e ,unknown"- OCSP cbpBbpa HAMa uHdOpMauua 3a ToBa yAOCTOBEpeHue (Han-BeposTHO
yOOCTOBEPEHMETO € u3gagaeHo ot apyr JocTaByuk).
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4.11 MNpekpaTsaBaHe Ha AOrOBOpP 3a YAOCTOBEPUTESTHU YCNyrun

1. [oroBopbT 3a yaocToBEpUTENHN yenyru mexay [loctaBunka n MNMoTpebuTens ce npekpartsasa creq
N3TUYaHe Ha cpoka Ha BanMAHOCT Ha NOCNeaHOTO U3haAeHo yaOCTOBEPEHUE, NpeKpaTsiBaHe Ha

BCUYKM BanuaHW YOOCTOBEPEHMsI MO TO3W [OroBOP, UMW Ha [APYro OCHOBaHWe, MOCOYEHO B
Aorosopa.

4.12 Bb3cTaHOBABaHe Ha Knw4oBe

1. [JocTtaBunkbT He npeanara ycnyrata "EckopTupaHe Ha KoY U Bb3CTaHOBSABaHe Ha knoy" (Key
Escrow and Key Recovery).
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5 CPEAOCTBA, YNPABJIEHUE U ONEPATUBEH KOHTPOI

5.1 ®Pusnyeckum KOHTpon

1.

2.

[ocTaBunkbT ocurypsisa mamyecka 3alimMta U KOHTPOS Ha OOCTbMa Ha NOMeLWeHnaTa, Kb4AeTo
MMa MHCTaNMpaHu KPUTUYHM KOMMOHEHTU Ha MHAdpaCcTpyKTypaTa Ha B-Trust.

KpuUTu4HM KOMNOHEHTN Ha nHdpacTpykTypaTa B-Trust Ha [locTaBuumka ca:

e bBasoB YO ,B-Trust Root Qualified CA";

Basos YO ,B-Trust Root Advanced CA”;

OnepaTtmeeH YO ,B-Trust Operational Qualified CA";

OnepatumeeH YO ,B-Trust Operational Advanced CA”

Peructpupaly, opran;

My6nuyeH perncrop;

OpraH 3a nsgaBaHe Ha kBanudULUMpaHW enekTpoHHW Bpemesu nedatu ,B-Trust Qualified
Time Stamp Authority";

RQSCD B nnatdopma 3a ObnaveH KETT;

OCSP cbpBbp ,B-Trust Root Qualified OCSP Authority";

OCSP cbpBbp ,B-Trust Qualified OCSP Authority";

OCSP cbpBbp ,B-Trust Root Advanced OCSP Authority";

e OCSP cbpBbp ,B-Trust Advanced OCSP Authority".

WHdpacTpyktypata B-Trust Ha [JoctaBumka e pmsmdeckm u normdeckm obocobeHa m He ce
n3nonsea npv apyrm genHoctu, kouto ,6BOPUKA” ALl ocbLiecTBsaBa.

5.1.1 MNomeLweHnA N KOHCTPYKLMA Ha NOMeLLeHuATa

1.

[ocTaBuMkbT pasnonara CbC CrneuManHo KOHCTpyMpaHO W 00opyaBaHO MNOMeELleHne ¢
eneKTpoMarH1MTHa 3allmTa U Ha-B1UCOKa CTEMEH Ha KOHTPOI Ha (OU3NYECKN AOCTbM, B KOETO ce
nomMellasaTt YO Ha [locTaBuMKa U BCUYKUTE LEHTPanH1 KOMMOHEHTU Ha MHdpacTpykTypaTa — ,B-
Trust Root Qualified CA®, ,B-Trust Operational Qualified CA”, ,B-Trust Root Advanced CA®, ,B-
Trust Operational Advanced CA”.

5.1.2 ®dusunyecku gocton

1.

2.

®dU3nYeCKMAT 4OCTHbN 40 CNeumanu3npaHoTo NoMeLLeHe ce KOHTPonMpa OT CUCTEMM 3a KOHTPO
Ha JocTbna, BuAeoHabnioaeHne, CUrHanHo-M3BeCTUTENHN CUCTEMU U Op.

CuctemunTe 3a KOHTPON Ha (PU3MYECKMS LOCTHLMN Ce MHCMEKTMPAT NepMoanNYHO U ce noaabpxaT
HeobXoaMMUTE XXypHanu.

OenacTeHuTe nuua OT nepcoHana Ha [locTaByuka CTpPoOro cnaseaTt W crneaeat paspaboTeHu
BbTPELUHM NpoLeaypV 3a AOCTbIM 40 PasfUYHUTE 30HU Ha MOMELLLEHNETO C OrpaHnUYeH pranyeckn
AOCTbN.

Bcsiko nvue ot nepcoHana Ha [loctaBymka € NepcoHUdULMPaHo B CUCTEMUTE 3a KOHTPONMpaHe
Ha JOoCTbMa A0 NoMeLLIeHNETO U Ce M3NCKBa CTpora Bepudukaums.

5.1.3 EnekTpuyecko 3axpaHBaHe U KIIMMaTU4YHU YCIOBUA

1.

EnekTtposaxpaHBaHETO Ha BCUYKM KPUTMYHM KOMMOHEHTU Ha uHdpacTpyktypata B-Trust Ha
[ocTaBuuka ca 3aWwmuTeHn cpeLLy npekbcBaHe Ha enekTpocHabassaHeTo. Enekrpo3axpaHBaHeTo
Ha MOMEeLLEeHNETO € C BUCOKa CTEMNeH Ha 3aluTa U € eKpaHMpaHo cpeLly BbHLUHU UHTEPBEHLNN.
BeHTMnaumoHHaTa cuctema e cneumnanHo npegHasHadeHa 3a TakbB Krac nomeLleHusl, KaTo He
Jonycka KomnpoMeTupaHe Ha (pusnyeckaTta u enekTpomarHuTHaTa 3almTa Ha ToBa nomMeLleHue,
KakTo 1 HopMmanHaTa paboTta Ha UHCTanupaHUTe KOMMIOTbPHN KOMMNOHEHTMW.

5.1.4 HaBogHeHwue
1. MNpeaBnaeHn ca cneumantin Mepkn cpeLly HaBogHEHME Ha MOMELLEHUETO.
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5.1.5 lpepoTBpaTABaHe Ha Noxap 1 3awmTa OoT Noxap

1. ,D,OCTaB‘-IVIK'bT Ccna3Ba BbBeAeHUTEe HOpMaTMBHUM W CTaHOAAPTU3AUMOHHU TMPOTUBONOXapHU
M3NCKBAHUA 3a TaKbB Kilac nomMmeLleHnA.

5.1.6 CbxpaHeHMe HAa HOCUTENN Ha JaHHU

1. B nomeLleHneTo ca pasnonoxeHn cendoBe C pasnuyHa CTeneH Ha duanvecka salumta cpeLly
OTBapsHe, B KOMTO Ce CbXxpaHaBa MHdopmMauuaTa, ksanupuumpaHa kato KoHpuaeHumanHa.

5.1.7 Cpok Ha ynoTpeb6a Ha TeXHU4YECKN KOMMOHEHTHU

1. EkcnnoatauMoHHUMAT CPOK Ha (u3MYecknTe enemMeHTM B CbCTaBa Ha BCUYKM KPUTUYHM
KOMMNOHEHTU Ha nHdpacTpykTypaTta Ha B-Trust ce cvbniogasa un cneq npeasvMaeHnst nepmog Ha
paboTa, Te ce nsBexagar ot ynotpeba.

5.1.8 [lybnupaHe Ha TeXHNYECKNTE KOMMOHEHTU

1. BCUYKM KPUTMYHM KOMNOHEHTU B MHGPACTpyKTypaTta B-Trust Ha [locTaBunka ca gybnupaxu.
2. KomnoHeHTUTe B MHpACTPYyKTypaTa, KOMTO NpegocTaBsaT yCryrn B peanHo Bpeme, CBbp3aHu C
n3gageHnTe yaoCcToBepeHusi, ca U3MbIHEHU MO CXema 3a HENPEeKbLCBAEMOCT Ha ycryruTe.

5.2 lpouenypeH KOHTpoOn

1. OnepaTtuBHMTE Npoueaypu B HAaCTOALLMA AOKYMEHT, OTHOCHO UH(bpacTpykTypaTa Ha B-Trust, ce
N3NBbIHABAT B Mb/THO CbOTBETCTBUE C pa3paboTeHn BbTPELLHM NpaBuna, ykazaHusa v MonuTuka
3a curypHocT Ha [loctaBumka.

5.2.1 ONBbXHOCTU U AENHOCTH

1. JocTaBunKbT nogabpxa KBanuduuupaHu CrRyXUTenu Ha OIbXKHOCTW, KOUTO ocurypsasaT
N3Nb/IHEHNETO Ha 3a4biKEeHNATa My BbB BCEKM MOMEHT NPU OCbLLECTBABAHETO HA AENHOCTTa
no usgaeaHe, nogapbxka n ynpasneHune Ha KYKET, B cboTBeTCTBME C HOpMaTMBHAaTa ypeaba.

2. [ocTaBuYuKbT ocurypsisa 4ENHOCTTA C CbC COBCTBEH NepcoHann.

3. 3a onpeaeneHn genHocTy, [JOCTaBYMKBT MOXE Aa NPUBAMYA U BbHLUHM Nyua.

5.2.2 Bbpow Ha cnyxXuTenu 3a onpeaeneHa sagava

1. 3a Bcsika OT NocoyeHuTe AeNHOCTM B HOpMaTMBHaTa ypenba, [locTaBumkbT nogabpka noHe no
€[HO nuLe, KoeTo Aa U3NblHABa NocTaBeHUTE 3a4aun.

5.2.3 UpeHTudpukaumsa Ha ANMBXKHOCT

1. [ocTaBuYuKbT € pa3paboTurl ANbXHOCTHM XapaKTEPUCTUKM 3a BCsSIKa eaHa OT ANMbXHOCTUTE Ha
nepcoHana, KonTo U3nNbHABa AeNHOCTTa My.
2. [nbXHOCTUTE OT nepcoHarna Ha [locTaByuMka BKOYBAT NOHE criegHUTe JENHOCTMU:
e TeHepupaHe 1 NogaobpXKaHe Ha MHAPACTPyKTypaTa Ha NyonnyHus knod Ha [JoctaBumka Ha
yOOCTOBEPUTENHN YCIYIu;
*  aAMWHUCTPUPAHE N OCUTYPSABAHE CUTYPHOCT Ha CUCTEMUTE;
e Ccb3gaBaHe u ynpasneHune Ha KY, BKNOUNTENHO Cb3daBaHe Ha [BOMKA KMOYOBE - YacTeH n
ny6nu4yen 3a KY;
e CbXpaHeHWe Ha AaHHU U apXnBUpPaHe.

5.2.4 WN3nckBaHuA 3a pasgensHe Ha OTFTOBOPHOCTUTE
1. [enHocTuTe Ha nepcoHana Ha [JocTaByumka ce M3NbIHABAT OT pasnuyHM nuua.

5.3 KBanudukauma n obyvyeHune Ha nepcoHan

1. lMepcoHanbT Ha [ocTaBuuMka npuTexaBa Heobxogumarta KBanudukauusi, npodecroHanHu
NO3HaHWA M ONWUT B creaHuTe obnacTu: TeXHoNormM 3a CcurypHocT, kpuntorpadwus, PKI -
TEXHOMNOIMS, TEXHUYECKM HOPMW 32 OLEHKa Ha CUIypHOCTTa, MH(OPMALMOHHN CUCTEMM,
KOMYHMKaLMKN U Op.

2. JlnyaTta oT nepcoHana Ha [loctaBuMKka NnpeMuHaBaT HavanHo 1 nocneasallo KeanvgukalmoHHO
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obyyeHure no ekcnnoaTtaums Ha KOMNOHEHTUTE Ha MHdpacTpykTypaTta B-Trust.

3. WanckBaHuATa 3a OonbnHUTENHA KBanuMduKauusi, ONpecHUTENHU W ApYrn MeponpusTus ca
pa3nucaHu BbB BbTPELLHM JOKYMEHTU Ha [locTaBymka.

4. [locTaBYMKbT NOArOTBSA M aKTyanusupa BbTPEeLLHN MHCTPYKLMK 3a paboTa, KOUTO NpeaocTaBs Ha
nepcoHana 3a Luenute Ha camoobyyeHve 1 NnoBuLIaBaHe Ha kBanudukaumsTa npu padora.

5.4 WsrortBsiHe N noaabpKaHe Ha XypHanwu

5.4.1 3anuncu Ha 3HaYUMMU cBLOUTUA

1. [ocTaBYMKbT CbXpaHsiBa 3anucu, Cb3gaBaHuM OT OMEPAUUNOHHUTE CUCTEMM Ha KOMMIOTbPHUTE
nnatdopmm B UHdpacTpykTypaTta B-Trust, kakto cnepga:
® [pU UHCTanNMpaHe Ha HOB U/UNW JoMbIIHUTENEH codTyep;
e [pW CNUpaHe 1 cTapTUpaHe Ha CMCTEMUTE U NPUNOXeHUATa B TAX (AaTta, Bpeme);
e MpW YCMNELUHN N HEeYCMNEeLHN ONUTK 3a CTapTMpaHe Ha U 4OCTbN 4O XapAyepHU 1 copTyepHn
PKI-koMNOHEHTM Ha cUCTEMUTE;
e [pU CUCTEMHU COMPTYEPHU U XapOyepHW CPUBOBE Ha CUCTEMUTE WU OPYrn aHOManuu B
nnartcgopmuTe.
2. [locTaBYMKbT CbXxpaHsiBa 3anuMcu, Cb3gaBaHM OT KOMMOHEHTUTe (codpTyep M xapayep) B
NMHpacTpykTypata Ha B-Trust oTHOCHO:
e reHepupaHe u ynpasreHne Ha ABONKUTE KoyoBe 1 ygoctoBepeHus 3a YO 1 KOMNOHEHTH B
WHdpacTpykTypaTa Ha B-Trust;
ynpasnenune Ha HSM Ha ,B-Trust Root Qualified CA” n ,,B-Trust Operational Qualified CA;
ynpasnenune Ha HSM Ha ,B-Trust Root Advanced CA” n ,B-Trust Operational Advanced CA*;
CbAbpXXaHWe Ha u3gageHnTe yaoCTOBEPEHUS;
reHepvpaHe 1 ynpaBrieHne Ha LBONKUTE KIo4YoBe M yaoCcToBepeHust Ha MNoTpebutenuTe;
ycnewHa unmM HeycnewHa obpaboTka Ha 3asiBKM 3a u3gaBaHe W/unu nogapbXka Ha
yOOCTOBEPEHUS;
reHepupaHe Ha CRL;
ny6nvkyBaHe Ha usgageHun BanuaHu yaoctoBeperms B MyonnyHusa permctsbp;
KOHGUrypupaHe Ha Npodunm Ha yaoCTOBEPEHUS;
CcTaTyC Ha yAOCTOBEpPEHME B pearHo Bpeme;
n3gaBaHe Ha KBanuduvumpaH enekTpoHEH BpeMeBM nevaTt Ha NpeacTaBeHo CbAbpXXaHue.
3. Hoctbn go wuHdopMauusiTa Ha 3anMcute uMaT camMO OBfacTeHW nuua OT nepcoHana no
noagpbXKKa Ha cuctemuTe.
4. [ocTaB4YMKbT CbXpaHsiBa 3anucu, kouto ce cbagaeaT B PO/MPC oTHOCHO:
e NOCTBLNWMAM AOKYMEHTUN 3a permcTpupaHe ¢ Len yctaHoBsABaHe Ha MOEHTUYHOCT U Ha UCKaHWS
3a usgaBsaHe, NogHOBsIBaHe, CnnpaHe/Bb306HOBsIBAHE 1 NpeKpaTaBaHe Ha yaOCTOBEPEHUS;
e BbTPELUHM Npoueaypu 3a naeHTudukauma n permcrTpaums.
5. CwobxpaHsiBaT ce 3anucu, Cb3gageHn OT KOMYHMKALMOHHMUTE KOMMOHEHTU B MH(PpacTpyKkTypaTa.
6. CbxpaHsBaT ce 3anucu B AOKYMEHTAINHUA apXxyB - CTapu M akTyanHu Bepcum Ha [llonutuka 3a
n3gaBaHe Ha KesanuduumMpaHu yOoOCTOBEPEHMS 3a KBanuduumpaH enekTpoHeH noanuc u
Mpaktuka npu npegocraessaHuTe oT ,BOPUKA® ALl kBanuduumpaHn yaocToBEpUTENHU YCIyrn®,
3a8BKN-OOpMYNApU, MHCTPYKLUMK 3a paboTa u ap.

5.4.2 YecTtoTa Ha cb3paBaHe Ha 3anucum

1. VMHdopmaumsita 3a eneKTPOHHUTE XXypHanu ce reHepupa aBTOMaTU4YHO.
2. 3anucuTte 1 NoroeBeTe NepMoaNYHO Ce aHanMaupaT OT OBMACTEHM CNYXUTenu Ha [locTaBymka.

5.4.3 lepuop Ha cbXpaHeHUe Ha 3anucu
1. XKypHanute ce cbxpaHsiBaT 3a nepuog oT 7 (ceqem) rogmHu.

5.4.4 3awmTa Ha 3anucute
1. WHdopmaumsaTa oT 3anucute B NIOroBeTe NepumogudHo ce 3anuceBa Ha U3NYECKM HOCUTENMW,
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KOUTO Ce CbXxpaHsaBaT B creuuwaneH cend, Hamupal, ce B NOMELLEHVME C BMCOKa CTEneH Ha
dusnyecka 3awmTa n KOHTPON Ha A4OCTbNA.

2. Cawmo kBanuduumpaHu oBnacTeHu nuua ot nepcoHana Ha [loctaBunka nmat npaBo Ha JOCTbM U
paboTa c Te3un 3anncu v forose.

5.4.5 MopabpxaHe Ha pe3epBHU KoNuUs

1. lNooabpxaT ce pe3epBHU KOMUSA OT 3anuncuTe B NIOFOBETE Ha CUCTEMUTE, KOUTO Ce CbXpaHsaBaT
HageXaHo.

5.4.6 YBegomsiBaHe crnep aHanv3 Ha 3anvMcum B XXypHana

1. TlepvoguyHo ce aHanMaupaT 3anucuTe B XXypHara no OTHOLUEHWE Ha YyS3BMMOCT U HagexXaHoCT
Ha cucTemMuTe 1 ce yBeaoMsiBaT KOMNETEHTHUTE opraHy Ha [locTaByMKa 3a B3eMaHe Ha Mepku Nno
ynpaBreHne Ha CUrypHoOCTTa, ako e Heobxoaumo.

5.5 ApxuB 1 noaabpKaHe Ha apxuBa

1. WHdopmauuaTta 3a 3Ha4nmMm cbouTtns ce apxmeupa B €fieKTPOHEH BUA NEPUOANYHO.

2. Ha xapTveH HocuTen unu B eNeKTPOHEH BUA, ce apxmBupa 1 uanarta nHpopmaums, cBbp3aHa CbC
MCKaHeTO 3a u3gaBaHe, MOAHOBsBaHe, CrnvpaHe/Bb3oOHOBsIBAHE W MNpekpaTsBaHe Ha
yOOCTOBEPEHUS U MbIHUA JOKYMEHTO060poT mexay [loctaBunka n MNotpebutenure.

3. [ocTaBuMKbT CbxpaHsiBa apxvBa BbB opmaTt, MO3BOMsBall, Bb3nNpousBexgaHe W
Bb3CTaHOBSABaHe.

5.5.1 BupoBe apxuBu
1. [locTaBuyMKbT NOAObPXKA XapTUEHN U E€MNEKTPOHHM apXMBM.

5.5.2 lepuop Ha cbXxpaHeHue
1. ApxuBBLT ce CbxpaHsaBa 3a cpok oT 10 (geceT) roamHu.

5.5.3 3awmTa Ha apxmBHa nHopmauus

1. CurypHocTTa Ha apxmBa ce obeaneyaBa, KakTo crnejBa:
e apxuBHUTE dhannoBe B eMeKTPOHHa doopma ca efieKTPOHHO NOAMMUCaHMU;
o cneundunyHUTEe CLOUTUA WM OaHHW, KOUTO Ce 3anucBaT B apxvMBa ca onpeneneHn u
OOKyMeHTUpaHu oT [locTaBumka;
e CbXpaHsiBa Ce Ha HaOeXOHW EeIIeKTPOHHU HOCUTENW, KOMTO He MoraT ga Obaar necHo
YHULLIOXXEHWN UIN U3TPUTU Npe3 Nnepmoga Ha CbXpaHeHe Ha apXuBa;
o YO enekTpoHHO NognuceBa BCUYKM YOOCTOBEPEHMS M CAUCBHUM Ha MPEeKpaTteHM U CripeHu
yOOCTOBEPEHMS;
e CaMoO OBIlaCTeHM LA OT NepcoHarna no NoadpbXKka Ha cucTeMmuTe paboTAaT CbC 3aluUTeHaTa
apxmBHa nHdopmMauus;
®  ENIeKTPOHHUTE KOMYHMKALMKM MeXAY JOKarHUTEe KOMMOHEHTUM Ha WHGpacTpykTypaTa ca
3awmTeHn Ha 6asa crangapTta PKIX;
e OTAaneyeHuTe enekTPOHHU KOMYHMKaL MK ca 3alumTeHn n ca 6asnpanun Ha ctaHgapTa PKIX;
2. [JocTaBuMKbT npeueHsiBa WM3MOM3BaHETO Ha MOLLUEHCKM W KYPUEPCKU YyCrnyru u @akc ¢
MotpebutenuTe.

5.5.4 Bb3cTtaHoBsiBaHe Ha apxuBHa UHdopmauus
1. Tlpun HeobxoammocT [JocTaBYMKBLT Bb3CTaHOBSIBA MHbopMmaL s OT apxMBa.

5.5.5 UsuckBaHe 3a yaocTtoBepsiBaHe Ha AaTta U Ha yac
1. OtgenHuTe apxusm ce obesneyasaT C yAOCTOBEPSIBAHE HA TOYHOTO BpEME Ha NOAMNNCBAHETO UM.

5.5.6 CbxpaHsBaHe Ha apxuBa

1. BbTpewHa (KypHanHa) M BbHLWHA (QOKYMEHTanHa) uHgopmMaumsi ce CbXpaHsiBa Hags1eXHO B
cneumarneH cend B NOMeELLEHME C BUCOKA CTENEH Ha hmanyecka 3awmTa.
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5.5.7 MNpupo6muBaHe n npoBepka Ha MHOpMaLMA B apxuBa

1.

3.

MybnuyHaTa apxuBHa MHdopmMauus Ha JocTtaBymka ce nybnukyesa un e goctbnHa B [y6nuyHus
pernctbp M1 CRL n B gokymeHTanHua peructbp. [Opyra nHdopmauus, KoaTo ce cbbupa npu
NCKaHe 3a n3gaBaHe Unu ynpaeneHne Ha yaoCTOBEpPEHMe € A0CTbMHA camo 3a nuuara, noganu
NCKaHeTO UMK 3a CbOTBETHO YMbIIHOMOLLEHW OT TAX Nuua.

,[lonnuTtuka 3a usgaBaHe Ha KBanMMUUMpPaHW yOAOCTOBEPEHUs 3a KBanuduumMpaH enekTpoHeH
nognuc u MNpaktunka npu npegoctaesaHute ot ,6OPUKA* ALl ksanuduumnpaHn yooctoBepuUTESHM
ycnyrn® v [JoroBopbT 3a yAOCTOBEPUTENHWU YCNyrn ca nybrnmyHo AOCTbNHW B AOKYMEHTarHus
pernctbp Ha [ocTaBumka M morat ga ce nonyyaT u u3ternat ot VIHTepHeT cTpaHuuarta Ha
[ocTtaBuuka.

[ocTaBunkbT ocurypsisa nybnmyHaTta apxvBHa MHOPMaLMs B YETUM BUA.

5.6 [NpomsiHa Ha KIitoY

1.

2.

[ocTaBuUMKBLT MOXE Aa NPOMEHM KNkoya, CbOTBETCTBALL Ha n3gageHo KY, camo kaTo nsgage HoBo
yOOCTOBEPEHME MMM MOAHOBM TeKyLoTO € ,Re-Key”.

MpomsHa Ha kntoya, cboTBeTcTBaw Ha KYYET, obnaven KEIN n KYYElNeuaT ce nanbnHasa camo
KaTo ce u3gane HoOBO YAOCTOBEPEHME.

5.7 KomnpomeTupaHe Ha Kn4yoBe U Bb3CTaHOBsIBaHe crej aBapum

1.

[ocTaBunkbT nonara Abrxumara rpuxa, 3a ga nogabpXa HenpekbCBaeMOoCT U LSNOCTHOCT Ha
yOOCTOBEPUTENHUTE YCNYrK, CBbP3aHW C YOOCTOBEPEHWUSATa, KOUTO u3haBa, Noaabpxa W
ynpasnsea.

[ocTaBunKbT nonara MakCUMarnHu rpuxun B pamKUTe Ha Bb3MOXHOCTUTE U pecypcute cu, Aa
MUHUMU3NPA pUCKa OT KOMMpPOMeTMpaHe Ha kr4yoBeTe Ha YO Bcneactsme oT NPUPOAHU
GencTeusa nnun asapun.

B cnyyan Ha cpuBoBe B KOMMNIOTbPEH pecypc, B copTyep unm B nHopmaumaTa, [ocTaBunksT
yBegomsea [loTpebutennte, Bb3CTaHOBABA KOMMOHEHTUTE HaA uMHGpacCTpykTypata W
nprvopuTeTHO Bb30OHOBSABa AocTbna Ao [y6nuyHma pernctop 1 CRL.

MNpn KoMnpomeTMpaHe Ha W3nons3eBaH Kpuntorpadcku anroputbMm, JocTaBYMKBLT MHGOPMUpPa
Motpebutenute n [loBepsaBalumTe ce CTpaHu CbC CbobLLeHNe Ha ouLmanHusa cu yeb cant.

5.8 KomnpomeTupaHe Ha YacTeH Knov

5.8.1 Ha YpocTtoBepsiBawy opraH

1.

[locTaBuMKbLT Npednpuema crnegHvWTe OeWCTBMSA MPU KOMNPOMEeTMpaHe Ha 4acTHMSA KoY Ha
onepatmeHua YO:

e npekpaTaBa He3abaBHO yAOCTOBEPEHNETO Ha ONepaTUBHUS OpraH;

nsnasa u nyénukysa HoB CRL oT 6a3oBus oprah;

yBegomsBa [oTpebutenute 1 [loBepsasalumTte ce CTpaHu;

cnupa onepatmeHus YO;

yBegomsisa KPC;

n3bpLuBa HezabaBeH aHanNn3 1 U3roTBA AoKag 3a npuynHaTa 3a KOMNPOMETUPaHETO;
MHULMKMpa npoueaypa no reHepupaHe Ha HoBa ABOWKAa OnepaTUBHU KIOYOBE;

n3aaBa HOBO YAOCTOBEpeHWEe Ha opraHa oT ba3oBusi opraH.

[ocTaBunKbT NpednpuemMa cnegHvWTe OEVCTBMSA MPU KOMMPOMETMpPaHe Ha 4acTHUS KoY Ha
6a3osus YO:

e npekpaTtaBa He3abaBHO y4OCTOBEPEHNETO Ha 6a30BUS opraH;

e crnefBa BCUYKU CTBIKM NO NpeaxogHaTa TOYKa;

e yBegomsaBa KPC v akpegnTtunpa/pernctpupa HoOBM yoOCTOBEPSIBALLM OPraHu.

5.8.2 Ha yacTteH kntoy4 Ha lNMoTpebuTten

1.

Mpy KOMNpoMeTMPaHe Ha YacTeH KntoYy Ha [MoTpebuten, nocnegHUsT e 3aabikeH HesabaBHO Aa
yBegomu [locTaBumka, 3a Aa MHULMKUPa Npoleaypa no npekpaTsiBaHe Ha Y4OCTOBEPEHMETO.
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5.9 [lpekpartsaBaHe Ha AeUHOCTTa Ha [locTaB4YMKa

1. [enHocTTa Ha [locTaB4umka ce npekpartsia no pega Ha HOMQOAYYy.
2. Tlpwu npekpaTtsiBaHeToO Ha genHocTTa cn [1oCTaBUNKLT:

yBegomsiea KPC 3a HamepeHMeTO cu, He No-KbCHO OT 4 Meceua npegu gaTtata Ha
npekpaTsiBaHe;

He3aBUCMMO OT U3NCKBAHETO MO NpeaxoaHaTta Touka, [loctaBunkbT yBegomsasa KPC B cnyyan
Ha nCK 3a 0bsBABaHE Ha APY>KECTBOTO B HECBLCTOATENHOCT, 3a 00sBABaHE Ha OPYXECTBOTO
3a HeencTBUTENHO UK 3a APYro UCKaHe 3a NpekpaTsaBaHe UM 3a 3ano4vBaHe Ha npoleaypa
no NUKBMAALUS;

nonara BCUMKM YCUNUSE W TPWXKW, 3a [[a NPOABLIDKM [OENCTBMETO Ha wusgageHuTe
yOOCTOBEPEHMS;

yBegomsiea nucmeHo KPC un MNoTtpebutenute ganu genHocTtTa Ha [loctaBumka ce noema oT
APYr peructpupaH OOCTaBYMK, KAKTO M OTHOCHO MMETO MY, HaW-KbCHO KbM MOMEHTa Ha
npekpaTsiBaHe Ha AenHoCcTTa. YBegomneHue ce nybnukysa M B UHTepHeT cTpaHuuaTa Ha
[ocTaBuunka;

yBegomsiea [loTpebutenute OTHOCHO YCroBMATa NO NOAAPBLXKKA Ha MNpPexBbprieHuTe
yOOCTOBEpPEHMS KbM [JOCTaBUYMKA-NPUEMHIIK;

OKYY npomeHsa cTaTyca Ha CBOMTE YOOCTOBEPEHMSS W HagfexHo npefaBa usnaTa
OOKYMEHTaUMs, CBbp3aHa ¢ OeNHOCTTa My Ha npuemawmsa [JocTaB4uMK, 3aedHO C BCUYKM
apXMBU, KaKTO U BCUYKM M3OadeHN yOOCTOBEPEHUS (BanNUOHW, NPEKPaATEHN N CNIPEHN);
M3BbpLUBA HEOOXOANMUTE OEVNCTBUS 3a NPEXBBLPIISHE HA 3a4bIPKEHMATA 3a Nogapbxka Ha
MHdopMaumsaTa KbM NpvemMallms [JoctaBymK, BKNIOYUTENHO apXmnB Ha CbbnTnATa 3a NpomsiHa
Ha cTaTyC Ha usgageHuTe yOOCTOBEPEHUS 3a CbOTBETHMS nepuod. Tasu nHpopmauus ce
npegaea Ha npuemaiymsi [JoctaBumnK Npu CbLUNTE YCIOBMS, KaTO TE3U ONMCaHM B HacTosilwaTa
NONUTUKA;

ynpaBneHneTo Ha Bede usgageHuTe YOOCTOBEPEHUS 3a KpamHW KMWEHTU NMpeMmnHaBa KbM
npuemams [loctaBymk;

B cnyyaun, Yye [1oCTaBYMKbT He ycnee ga NpexBbpin OeVHOCTTa CU Ha Opyr perncrpupaH
[OCTaB4YMK, TON NpekpaTaBa AENCTBUETO Ha BCUYKM M3ganeHu YOOCTOBEPEHUS U npedasa
uanata gokymeHTaumsa Ha KPC;

KPC nopabpxa pernctsp cbe CRL.
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6 YNPABJIEHUE U KOHTPOJ1 HA TEXHUYECKATA CUT'YPHOCT

6.1 leHepupaHe M MHCTanupaHe Ha ABOWKA KI1HOYOBEe

1.

2.

Kpuntorpadhcknte ABOMKM KNOYOBE 3a CNyxebHUTe yaocToBepeHuss Ha [JocTaBumka ce

reHepupaT U MHCTanMpaT CbrNacHO MHCTPYKUMNTE N NpoLeaypuTe B TO3N JOKYMEHT.

[JoCTaBYMKBbT M3MoONi3Ba CBOUTE YacCTHU KIOYOBE CaMO 3a LEenuTe Ha AenHOCTTa CWU, KakTo

cneaea:

e [a noanvuceBa wu3gageHn cnyxebHu yaoCTOBEPEHWA Ha oOnepaTUBHM OpraHuM B CBoOsATA
MHPACTPYKTYpPa;

e [a nognucea usgaesaHuTe u nybnukysaHn CRL;

e [a nognucea BCUYKM n3gaBaHu 1 nybnukysaHu KY Ha MNoTtpebutenuTe.

Kpuntorpadpckute (RSA) gsonkn kntovose Ha m3gaBaHute KYKEI B mH(pacTpykTypata Ha

[ocTaBunka ce reHepupart, KakTo cnegsa:

e 0T [NoTpebutens - ¢ xapayep n copTyep unm camo ¢ yTBbpaeH ot [loctaBynka codptyep
(Crypto Service Provider/CSP), KonTo € nof HEroB KOHTPOIT;

o o7 PO/MPC Ha [JocTaBuuka - ¢ xapgyep 1 coptyep nnu camo ¢ yTBbpaeH ot [loctaBymka
cogpTyep (Crypto Service Provider/CSP), koWTo € nog KOHTpPON Ha onepaTop Ha
[ocTtaBuuka.

Kpuntorpadckmute (RSA) asorku krtodoBe Ha usgasaHu KY 3a obnadeH KEI ce reHepupaT Ha
HSMa B RQSCD Ha nnatcopmara 3a obnadveH KEI npu [JoctaBumka C M3MCKyeMOTO HUMBO Ha
curypHocT (CC EAL 4+ 1 no-BUCOKO).

[doctaBunkbT Moxe Ha 6asaTa Ha JOrOBOPHU OTHOLIEHUS Aa npegocTaBu Ha [loTpebutenute
ofobpeHn OT Hero TEeXHUYEeCKU CpeAcTBa, KOUMTO OTrOBapsAT Ha WM3UCKBaAHWSATA 3@ HMBO Ha
CUIypPHOCT.

CamMO eneKkTpoOHHM MoaMnuMCKM WM NevaTn, Cb3AafeHW C YacTeH KN4y Ha [BOWKa KroyoBe
reHepupann B QSCD n RQSCD Ha nnatdopmata 3a obnadeH KEIN nmat xapaktepa Ha KEIT,
KElMeuaT n obnayeH KE.

MoTpebuTtenar ce 3agbikasa Aa U3nonaea yTBbpAaeH oT [loctaBymka copTyep Unm nuueH3npaH
TakbB 3a paboTa ¢ KY n ¢ acoummpaH (cboTBeTeH) ¢ TX TokbH (QSCD nnn SCT/PKCS#12 cann).

6.2 [lpouenypa no reHepupaHe

6.2.1 leHepupaHe Ha kKpuntorpadCkM Kr4YoBe Ha YAocTtoBepsiBaw, OpraH Ha

JocTaBuuka

HocTaBunkbT reHepupa ABoviku kpuntorpadckn (RSA) knoyoBe Ha 6a3oBMA U Ha onepaTUBEH
YO kato usnonassa HSM ¢ ygoctoBepeHo HMBO Ha curypHocT FIPS 140-2 Level 3 nnn no-Bucoko,
cboTBeTHO CC EAL 4+ unu no-Bncoko.

OTopuanpanm nuua OT nepcoHana Ha [ocTaByuMka WM3MbIHABAT CTbMNKATE MO reHepupaHe,
WHCTanMpaHe U CbxpaHsiBaHe Ha ABOMKMTE Kno4yoBe Ha basosute n Ha OnepaTtusHute YO,
cboTBeTHO ,B-Trust Root Qualified CA", ,B-Trust Operational Qualified CA" wn ,B-Trust Root
Advanced CA", ,B-Trust Operational Advanced CA", cbrnacHo OOKyMeHTUpaHa BbTpeLLHa
npoueaypa, cbrnacyBaHa u yTBbpaeHa oT pbKOBOACTBOTO Ha [locTaBymka.

Mpouenyparta ce M3NbMHABA B NPUCHLCTBME Ha NpeacTaBUTEN Ha BMCLLETO PbKOBOACTBO Ha
,DOPUIKA” ALl n Ha HOTapuycC.

[eowika kntoyoee Ha YO Ha [locTaBuMKka ce reHepupa camo crej nHumnanunsaumns Ha CbOTBETHUS
CNnoT B XapayepHaTta kpuntocuctema, obcnyxatla To3n OpraH.

Mpn mMHUUManNu3aumMs Ha BCEKM CNOT Ce BbBEXAAT NpeaBapuTeriHO MOArOoTBEHW KOO4OBE 3a
KOHTPOS Ha AOCTbMa 40 YacTHMA Kntod Ha OpraHa B TO3M CNoT.

KogoBeTe 3a 4OCTBHMN 40 YaCTHMSA K4 ca HE3aBUCUMO MOAENEHN MeXAyY NOoHe ABE OTOPU3NPaHU
nvua oT nepcoHana Ha [loctaBuuka, C ornef Ha HEBb3MOXHOCT 3a NepcoHarnHa akTMBauus Ha
AO0CTbMa OO CbOTBETHUS YaCTEH KITHOM.

Cb3pgapeHuTe YacTHM kntodose Ha YO ce cbxpaHsaBaT pasgenHo Bbpxy otaenHn QSCD, Bcsiko
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OT KOUTO e NoJ KOHTpora Ha NoBeYe OT e4HO OTOPU3NPaHO NuLEe OT NepcoHana Ha [locTtaB4umka.
Pa3genHoTo cbXxpaHeHWe Ha YacTHUTE KMIYOBE U MHOMBMAYANHUSA KOHTPOM Ha AOCTbM A0
CbXpaHsABaHMTE 4acCTW Ha 4acTHM KntodoBe Ha YO B otgenHute QSCD He nossonsBa Tesn
KnoyoBe Aa ObaaT KOMNPOMETUPaHU W/WMNW  HepernameHTUpaHo penpoayumMpaHn U3BbH
[ocTtaB4unka.

6.2.2 leHepupaHe Ha KpunTorpadcku KnroyoBe Ha MoTpedbuten

1.

2.

[Bownkata kntovose Ha [MoTpebuten ce reHepupa C M3Non3BaHe Ha YTBbPAEH crneunannuanpaH
copTyep, KOUTO € U3LANO MO HEroB KOHTPOS.

B cnyuan, korato [JoctaBumkbT reHepupa [BorkaTta krnodoBe Ha lMoTpebutens, Tonm manonsea
cneumnanuaupaH 1 yTBbpaeH codTyep, NPoBEPEH 3a ycnewHa paboTta npe3 nHrepdencnte Ha
nHdpacTpykTypata Ha B-Trust.

[Bowkata krntovoBe Ha [MoTpebuTten ce reHepupa B ogobpeH ot JoctaBumka QSCD ¢ npoBepeHo
HMBO Ha CUIYPHOCT Unun Ypes yTBbpaeH ot Hero codptyep (Crypto Service Provider/CSP). Korato
aownkata krtodvose 3a KEM/KEleuart ce reHepupa npu [loctaB4unka, BUHarn ce nanonasa B-Trust
QSCD. YacTHuAT KItod Ha reHepupaHaTa JBoika KrtoyoBe He Moxe aa 6bae nsseaeH ot QSCD.
[BorikaTa kntodoBe Ha MNoTpebuten Ha obnayveH KEIM BuHaru ce reHepupa B HSM Ha RQSCD B
nnatdopmaTa 3a obnadeH KEIN Ha [JocTaBymnka, CbXxpaHsiBa ce Npu HEero Ypes yTBbpaeHa KpunTo-
CXema M ce JOCTbMBa OT pa3cTosiHMe (OTAaneyvyeHo) KaTo ce rapaHTupa nepcoHaneH KOHTPon Ha
YaCTHMS KITIOM B CbOTBETCTBME C 3awmTeH npodun Ha SAD/SAP/SAM cwrnacHo ETSI EN 419
241-2/3.

KOHTpONBbT Ha YacTHUA KoY € Ypes Ko 3a 4OCTbM, a AbMmknHata Ha RSA kntoya e noHe 2048
6uTa. NoTpebntenaT n3nonaea 4YacTHMA KMOY 3a Aa Cb3dade noanuca, Kato BbBeXaa koga 3a
AOCTbN OO Hero.

Korato pBovikaTa kniovoBe ce reHepupa npu [loTpebuten, [JocTaBumkbT npenopbyBa
nocnegHuAT ga wuanon3ea opobpeHo B UH(pacTpyktypata Ha B-Trust peweHue wnu
eKBMBaNeHTHO TaKkoBa.

3a uenute Ha nonaraHe Ha KE[/KEMeyaT [ocTaBuvkbT npenopbyBa [loTpebutendar na
nanonasa B-Trust QSCD unun gpyro QSCD, cbBMeCcTUMO B MHGpaCTpyKTypaTa Ha B-Trust.

3a uenute Ha nonaraHe Ha obnayveH KEI [JocTaBumkbT 4OCTaBA YTBLPAEHO OT HEFrO MOOMIHO
npunoxexHme 3a  cmapTdoH, koeto [loTpebutensat cnegBa ga  MHCTanupa,
NHUUManuampa/perncTpmpa n n3nonsea nNpu akTMBMpaHe Ha nognuca.

3a uenute Ha nonaraHe Ha YEI/YElNeuatr [JoctaBumkbT npenopbuBa [loTtpebutenaTt ga
nanonaea B-Trust SCT (PKCS#12 dhann) nnun gpyro SCD, cbBMeCcTUMO B MHppaACTpyKTypaTa Ha
B-Trust.

6.2.3 [locTaBKa Ha YaCTHUA KIOY

1.

KoraTto aBovikata knto4voBe 3a KEIMN/KEMeuaT ce reHepupa npu [JoctaBuuka, NoTpebutenaT nnm
N3PMYHO YMbITHOMOLLEHO OT Hero nuue nonyydasa ot PO/MPC Ha [JocTaBumka 4acTHMS KoY U
n3gageHoTo ygoctoBepeHue Bbpxy QSCD.

KoraTto gBovikaTa kntoyvoBe 3a YE[/YEleuvat ce reHepupa npu [JoctaBumka, [oTpebutenaT nnm
N3PMYHO YMBITHOMOLLEHO OT Hero nuue nonydasa ot PO/MPC Ha [ocTaBumka 4aCTHMSA KoY U
nsgageHoTo yagoctoepeHue ypes B-Trust STC (PKCS#12 kpunTtodann).

Mpn nsgasane Ha KYKE/KYKEleuaT yacTtHus kniod u n3gageHoTo yaocToBEPEHWE ce npegasart
Bbpxy B-Trust QSCD, kbaeTo e reHepupaH 4YacTHus knod. QSCD rapaHTupa Ha-BUCOKO HUBO
Ha CUIYPHOCT 1 3alimMTa Ha YaCTHUA KN4 1 ce NpeaocTaBs 3aedHO C HayaneH kKog 3a JOCTbI.
Mpn nsgaeaHe Ha KY 3a obnadveH KEIN yacTHMAT KN4, CbOTBETCTBALL, Ha YAOCTOBEPEH NyOnnyeH
KnKoY B y4OCTOBEPEHUNETO, ce cbxpaHsiBa B HSM-a Ha RQSCD B nnatdgopmata 3a obnaveH KEI
npu JJocTtaBuymnka 4Ype3 yTBbpAeHa KpMNTo-CXema, rapaHTvpalla nepcoHaneH KOHTPOI Ha YaCcTHUS
KMNIoY; AOCTbMBLT A0 KNkova € B CbOTBETCTBUE C 3awmTeH npodun Ha SAD/SAP cwrnacHo ETSI
EN 419 241-2/3.

MoTpebuTtenaTt e 3aabimKeH Aa CMEHW NpeaoCTaBeEHUsA HavaneH KoA 3a AOCTbM U BbBeae CBOW
nNYeH.
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6. Korato lNMoTpebuten reHepupa aBorikaTa Kno4voBe npu cebe cu, To HOCK Lsinata OTTOBOPHOCT
3a rapaHTMpaHe Ha ObpPXaHeTO Ha YacTHUS KN4 OT Hero.

7. Korato [loTpebuten reHepupa pfBonkata knwo4voBe npu cebe cu, Ton Aeknapupa npeg
[ocTtaBunka, 4ye OBoMKaTa KNOYOBE HaAMbMHO OTroBapsd Ha M3UCKBaHUATA 3a nonaraHe Ha
eneKkTpoHeH noanuc/nedat B cboTBEeTCTBUE C PernameHTa.

6.2.4 [octaBKa Ha ny6nu4HuA Kntoyd npu [loctaBuymka

1. M3anbnHgaBa ce camo oT [NoTpebuTten, npn KOMTO Ce reHepupa OBOWKa KNOYOBE U KOMTO creaBa
Aa gocTtaBu cBos NybnuyeH kniodv Ha [JocTaBuMKka 3a HYXAWTe Ha npoueca Ha u3gaBaHe Ha
yAOCTOBEPEHUETO.

2. TlMotpebutenat gocrtaesa 4vpe3 PO/MPC Ha [JoctaBumka nyGmnmM4yHMS KOd OT reHepupaHarta
[BOWKa KIto4oBe.

3. lNoTpebutensat mMoxe Aa NpeaocTaBu enekTpoHHaTa 3asiBka Ha Hocuten, nuyHo B PO/MPC,
3aegHo C apyrute OKyMeHTU cbrnacHo MNonutukute Ha [JoctaBumka 3a nsgasaHe Ha KY, npes
NHTepHeT-cTpaHnuaTta Ha [locTaB4YMKa Unv no gpyr noaxogsil HaumH.

4. PO/MPC Ha [ocTaBuvKka 3aabimKUTENTHO NpaBu NpoBepKa Ha ObpXaAHETO Ha YaCTHMSA KoY OT
Motpebutens.

6.2.5 [loctaBKa Ha ny6nu4HuA Kntoy Ha [loctaBuMKka Ha [loBepsiBalym ce CTpaHu

1. My6bnuyHute kntoyoBe Ha [ocTaBuvka ca nybnv4yHO [OCTBMHM B VHTEpHeT cTpaHuuata
[locTaBumnka, KbaeTo ca nybrnmKkyBaHW HEroBuTe CnyebHN yA0CTOBEPEHUSI.

2. Bcsika [loBepsiBalla ce cTpaHa muarpaxaa gosepue kbM [JocTaBumka, KaTto npueme v 3apeam B
CUCTEMUTE NOA HEMH KOHTPOS Cry»kebHMTe yaoCcToBEpPEHUS Ha [locTaBymKa.

6.2.6 [ObmKuHa Ha Kno4voBe

1. ObmxkunHaTta Ha 6a3oBute RSA-knovoBe Ha [loctaB4ymka e 4096 buta.

2. [OwvmkunHaTta Ha geovikata RSA-knto4voBe Ha onepatnBHuTte YO ,B-Trust Operational Qualified CA"
n “B-Trust Operational Advanced CA" e 4096 6uTa.

3. IvmkmHaTta Ha gBonkaTta RSA-kntoyoBe Ha onepatmBHuTe opranu ,B-Trust Root Qualified OCSP
Authority", ,B-Trust Qualified OCSP Authority" 1 “B-Trust Root Advanced OCSP Authority", ,B-
Trust Advanced OCSP Authority" e He no-manka ot 2048 6uTa.

4. [OvmxkuHata Ha asonka kntovose (RSA) 3a KEIM/KEMeuat, obnaven KEIM u YEM/YElNeyaT Ha
Motpebuten, reHepupaHa vpes3 nHdpacTpykTypaTa Ha [JoctaBumnka e noHe 2048 buta.

5. ObmkunHaTa Ha aBonka knovoBe (RSA) 3a KEl/KElMeuvat n YE[M/YElevaTt Ha [NoTpebuten,
reHepupaHa n3BbH MHPACTpyKTypaTa Ha [loctaBynka € noHe 2048 GuTta.

6. HesaBucuMo kbae e reHepupaHa ABoKkaTta Kn4oBe 3a n3gaBaHe Ha KY, kntoybT TpsibBa Aa e ¢
ObIMKMHA Hal-manko oT 1024 6uta 3a anroputmn RSA.

6.2.7 MapameTpu Ha NnyGnuyeH Knroy

1. lMapameTpute Ha NyGNMYHUA KNOY Ca MOCOYEHUN U yOOCTOBEPEHN B yOOCTOBEPEHMETO, KOETO
D,OCTaBHVIK'bT Mn3agaBa 3a To3n ny6r|1/|qu KN4, CbOoTBETCTBALL, HA YAaCTHUA KITHO4.

6.2.8 U3nonsBaHe Ha Krnro4va

1. lMapameTpute Ha M3Non3BaHe Ha ABoKMKaTa KNn4oBe, CbOTBETHO Ha YaCTHUS KN4, Ce CbabpXaT
B yOOCTOBEpeHMEeTO, koeTo m3gaBa [locTtaBuvka 4vpe3 aTpubytute "keyUsage" u ,extended
keyUsage".

6.3 3awwuTa Ha YacTeH KoY U KOHTPOI Ha KpunTtorpad)ckus moayn

6.3.1 Cranpaptu

1. KniovoBuTe KOMMNOHEHTU B nHpacTpykTypaTa Ha B-Trust ,B-Trust Root Qualified CA", ,B-Trust
Operational Qualified CA", ,B-Trust Root Advanced CA", ,B-Trust Operational Advanced CA",
RQSCD B nnatcopmata 3a obnadeH KEIN n OCSP cvpebpute nanonssat HSM ¢ ygoctoBepeHo
HMBo Ha curypHoct FIPS 140-2 Level 3(cbotBetTHo CC EAL 4+ wunuv no-BMCOKO), KOSTO
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yOO0BMeTBOpsiBa HOPMATUBHUTE U3UCKBAHWS.
B-Trust QSCD, pecnektuBHo HSM-a B RQSCD Ha nnatgopmata KbOeTo Ce reHepupa u
CbXpaHsiBa YacTHUSA KoY Ha NoTpebutens e ¢ HMBoO Ha curypHoct CC EAL 4+/FIPS 140-1 Level
2, pecnektmnBHo Level 3.

CodbTyepbT 3a reHepupaHe Ha aBovika kntodose (Crypto Service Provider/CSP) e yTBbpaeH oT
[ocTtaBunka n npoBepeH 3a paboTa B nHpacTpykTypaTta Ha B-Trust.

Bcunykn QSCD un3BbH MHppacTpykTypaTa Ha B-Trust, kouTo MNoTpebutenat moxe ga nonsea, 3a
Aa reHepupa OBOWKa KM4YoBe U Aa CbxpaHsaBa vactHusa kntod 3a KETN/KEMevar, Tpsabsa ga ca
cepTudmumpaHn 3a ekBuBaneHTHO HMBO Ha curypHoct CC EAL 4 n no-Bucoko.

6.3.2 KoHTpon Ha um3nonsBaHe U CbXpPaHeHUe Ha YaCTeH KoY

1.

YacTtHute knovoBe Ha YO Ha [ocTtaBumka ce wuanons3sat camo B HSM u ca [gocTbnHM
nocpeacTBOM KOAOBE 3a [AOCTbM, pasfeneHM Ha HAKOMKO 4acTh, KOMTO ca M3BECTHM Ha
OTOpM3MpPaHK nuua oT nepcoHana Ha [loctaByuka.

EnHoBpemMeHHO € reHepupaHe Ha gBorka kntodoBe Ha YO ce m3nbrHsBa M npouegypara no
CbXpaHsBaHe Ha YaCTHUS KIoY B CbOTBETCTBUE C YTBbPAEHA BbTPELLHA Npoueaypa.

YactHuart kntod Ha KEIMN/KEMeyaT Ha lMotpebuten ce manonsea camo B B-Trust QSCD unu B
QSCD c ekBMBaneHTHO HMBO Ha CUIYPHOCT U € OCTbINEH NOCPEACTBOM fIMYEH Ko 3a 4ocTbM. B
TO3W Ccrlyvan eAHOBPEMEHHO C reHeprpaHe Ha [BOVKa KITo4OBE Ce U3MbJIHABA CbXpaHsiBaHe Ha
YacTHus krtod B QSCD.

YacTHuaTt kntov Ha obnaveH KEIM Ha MNotpebuten ce manonssa camo B HSM-a Ha RQSCD B
nnatdgopmata 3a obnaveH KEIN n e goctbneH nocpeactsom SAD/SAP/SAM cxema 1 nNnYeH kopg
3a goctbn B cboTBeTCTBUE C ETSI EN 419 241-2/3. B TO31M Crnyyan eAHOBPEMEHHO C reHepupaHe
Ha [BOMKA KIOYOBE Ce U3MbIIHABA CbXpaHABaHE Ha 4YacTHWUS KNov Ha 6asa yTBbpaeHa
KpunTocxema oT [lJocTaBymka, Ocurypsieallia 3almra 1 nepcoHaneH KOHTPOs Ha Kro4a.
YactHuat kntod Ha YET/YEleuaT Ha lMoTpebuten ce nsnonssa camo C nuueHanpaH codtyep
ypes B-Trust SCT (PKCS#12 kpuntodann) n e 4OCTbNEeH NOCPEACTBOM NIMYEH KOA 3a A4OCTb.

6.3.3 CbxpaHeHue U apXMBUPaHE Ha YaCTHUSA KITHOY

1.

YactHute kntoyoBe Ha YO ce cbxpaHsiBaT Ha 4acTu pasgenHo Bbpxy otgenHm QSCD cbe
3awmteH npocoun CC EAL 4+ nnu no-BUCOK, kKaTo 4OCTbNBLT A0 Besiko QSCD ce koHTponupa ypes
KOA 3a 4OCTbN OT CbOTBETHOTO OTOPU3NPAHO N1LEe OT nepcoHana Ha [loctaByuka.

KoabT 3a goctbn oo Bcsko QSCD e nu4yeH 3a BCAKO OTAENHO OTOPU3MpPaHO Nuue oT nepcoHana
Ha [JocTaByuka.

Pa3genHoTo cbxpaHeHne Ha YacTHuTe kntodose Ha YO Bbpxy HAKONKO QSCD 1 nnyHnsA KOHTpon
Ha poctbn Ao Tean QSCD He nos3BonsiBa KNw4voBeTe Aa ObOoaT KOMMNPOMETUPAHU WK
HepernameHTMpaHo penpoayLumpann n3sbH [loctaBumka.

PenpogyuupaHeto Ha 4YacTHM knoyoBe Ha [locTaBuvMka Bbpxy pesepBeH HSM cnep
pedekTnpaHe Ha onepaTMBHaTa TakaBa, Ce M3NbMIHABA CaMO B MPUCHLCTBME Ha MOHe 2
OTOPU3MpPaHK NnLa, BCAKO OT KOMTO KOHTPONuMpa goctbna Ao Heroeoto QSCD.

YactHuat kntod Ha KEM/KEleyvat Ha NoTpebuTten ce cbxpaHasa camo Ha QSCD u He moxe ga
ce penpoayuupa Ha gpyro QSCD. lMNMpu gedektnpaHe Ha QSCD, MoTpebuTtenat Tpsibea ga ro
NoAMEHN 1 Aa 3as1BM M3gaBaHe Ha HOBO YAOCTOBEPEHME.

YacTtHuat knod Ha obnadveH KEI Ha lMotpebuten ce cbxpaHsasa camo B HSM-a Ha RQSCD B
nnatdopmaTta 3a obnadeH KEI n He Mmoxe aa ce penpogyumpa Ha gpyra Takaea nnatgopma. B-
Trust nnatdopmaTta 3a obnaveH KEI e pe3epBrMpaHa OTHOCHO KPUTUYHUTE KOMMOHEHTUN B Hes,
BkrtountenHo 1 HSM mopayna.

YactHuat knod Ha [/KYYElMNe4yat Ha [NoTpebuten ce cbxpaHsiBa COPTYEPHO U MOXe ga ce
penpogyumMpa Ha gpyra cuctema camo nog koHTpon [lotpebutens. lNpu gedektupaHe Ha
yacTHus kntod, NoTpebutenaT TpsibBa Aa kaTo 3asiBU nsgaBaHe Ha HOBO y4OCTOBEPEHUE.
[oCTaBuMKbT NO HUKAKbB HaYMH He CbXpaHsaBa M He apxvBupa 4acTeH KMy 3a
KYKET/KYKENeuaT Ha NoTpebuTten, He3aBMCMMO Kbe U Kak ce reHepupa ABonkaTa KIo4voBe.
[ocTaBunKbT CbXpaHsiBa YacTeH kniov Ha obnadeH KEIN camo Ha 6a3a yTBbpAeHM Kpuntorpamm
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3a 3alyMTa 1 rapaHTMpaH nepcoHaneH KOHTPOs BbpXY Krova OT cTpaHa Ha MoTpebutens.

6.3.4 TpaHcdep Ha YacTeH KJ1HOY B U OT KpunTtorpadgcku moayn

1.

TpaHcdep Ha yacTeH kntod Ha YO Ha JocTtae4ymka oT HSM ¢ uen cbxpaHeHne 1 Bb3CTaHOBSIBAHE
B pe3epBHa TakaBa Ce U3MbIHABA NoA U3KIKYMTENEH KOHTPON U caMo npw [locTaBymka CbrnacHo
AOKYMEHTUPaHUTE U YTBbPAEHW BBbTPELUHM Mpouedypy 3a reHepupaHe M CbXpaHeHve U 3a
Bb3CTaHOBsIBaHE Ha krtoyoBeTe Ha YO.

TpaHcdep Ha YacTeH kntod Ha [NoTpebuTten kbMm 1 OT [JocTaBymKa C Liefl CbOTBETHO CbXpaHeHMe
1 Bb3cTaHoBsaBaHe B Apyro QSCD/HSM vnnu B codpTyep ce nogabpxa.

YacTtHuart kntod Ha KEM/KEMNeyvat Ha MNMoTpebuten ce cbxpaHaBa camo Ha QSCD, B KoeTo ce
reHepuvpa gBovikaTa Kro4oBe M He MOXe Aa ce TpaHcdepupa/penpoayumpa Ha Apyro MSACTO.
YactHuat knod Ha YEI/YEleuat Ha MoTpebuten ce cbxpaHsaBa COPTyepHO U MOXe fa ce
penpoayumpa Ha gpyra cuctema camo nog KoHTpon NoTtpebutens.

6.3.5 MeTtoa Ha akTMBaLUA Ha YacTeH Koy

1.

YacTteH kno4 Ha [JocTaBumka ce akTMBMpa MocpeacTBOM MOAENEeH CUCTEMEH KOA 3a AOCTb,
OTAENHUTE YacTU Ha KOWTO Ca U3BECTHU Ha NOBEYE OT €4HO OTOPM3MPaHO NULE OT NepcoHana Ha
JocTtaBuyuka.

Camo B npucbCTBME Ha Te3n Nnuua, cnep BbBeXdaHe Ha BCUMYKM YacTu Ha Koda 3a OOCTbI, ce
paspeluaBa oocTbnbT A0 cnota B HSM n ce akTnBMpa 4acTHUS KITou.

YacTeH kntod Ha MNoTpebuten ce aktuemnpa, Ypes BbBeEX4aHe Ha NOTPeObUTENCcKns Ko4 3a 4OCTbM
A0 MSCTOTO, KbOEeTO 3aliUTEHO Ce CbXpaHsiBa Khya unM ce u3nonsea Apyr crnocob Ha
naeHTudurkaums.

YacTteH kntov Ha obnadeH KEIN Ha MNoTtpebuten B RQSCD Ha nnatdopmarta ce akTusmpa vpes
n3nbnHeHne Ha cxema 3a TOTP-aBTeHTMdMKAUUA 3@ NPUHALNEXHOCT Ha CMapTgoHa K
BbBeXaaHe Ha notpebutenckusa koa 3a goctbn (MNH) 3a obnayen KEIM B cboTBETCTBME CbC
SAD/SAP/SAM Ha ETSI EN 419 241-2/3. YacTHuaT kntod 3a obnadveH KEI ce aktusupa camo ako
CblUecTBYBaT nognucaHn nckaHe 3a nagasaHe Ha Obnadex KEIN n [loroeBop 3a yaoctoBeputenHu
ycnyru ot NoTtpebutens. NognnuceaHeTo Ha Te3M AOKYMEHTM MOXe [a CTaHe crnej usgaBaHe Ha
yaocTtoBepeHune 3a Obnayen KEI.

6.3.6 MeTog Ha ge-akTuBaLUA HA YAaCTEH KN4

1.

YacteH kntod Ha [loctaBumka B kpuntocuctemata Ha YO ce pgeaktusumpa (npekpartsBa ce
Bb3MOXHOCTTa 3a W3Moni3aBaHe) NocpeacTBOM MpeyCcTaHOBABAHE Ha fornyeckust AoCTbn [0
CbOTBETHUSA KITHOY B HES.

YacTteH kntod Ha NoTpebuTten ce geaktmBupa (npekpaTsdBa ce Bb3MOXHOCTTA 3a M3MON3BaHe)
nocpeacTBOM MpeyCcTaHOBSIBAHE Ha NOrMyeckus OOCTbN A0 MSACTOTO, KbAETO 3alUUTEHO ce
CbXpaHsiBa Knto4a.

6.3.7 YHULWOXaBaHe Ha YacTeH KNy

1.

YacTeH kntoy Ha [locTtaBumka B kpyntocuctemarta Ha YO ce yHuLoxaBa nocpeacTBOM U3TpuBaHe
Ha KIo4a UM cboTBeTHUS cnoT. Npn HeobxoaMMOCT ce U3TpmBaT U CbXpaHABaHUTE B apxuBa
HOCUTENW 33 Bb3CTaHOBSIBAHE.

YacTteH kntod Ha KEM/KElMeyvat Ha MoTpebuTen ce yHuLIOXaBa NocpeacTBOM U3TPUBAHETO My OT
QSCD wnu yanocTtHOTO M3TpuBaHe Ha QSCD.

YacTteH kntoy Ha obnaveH KEI Ha MNoTpebuTten ce yHuoxaBa nocpeacTBOM U3TPUBAHETO MY
(Ha kpunTOrpamarta 3a Hero) oT noTpebuTenckmsa akayHT 3a obnadeH KET.

YacTteH kntoy Ha YEI/YEMNeyaT Ha NoTpebuTen ce yHuULoxaBa NocpeacTBOM U3TPMBAHETO MY
OT MACTOTO, KbAETO 3aUTEHO Ce CbXpaHsaBa Kroya.

6.4 [pyru acnekTu Ha ynpasrieHUe Ha ABOMWKa KIo4oBe

6.4.1 ApxuBupaHe Ha NyGNNYHMA KIHOY

1.

My6nunyHute kntodoBe Ha YO ce cbaobpxaT B u3gageHuMTe cnyxebHu yOooCTOBEpPEHMS Ha
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[ocTaBunka 1 ce CbxpaHsaBaT BbB BbTpelleH pernctbp. Chlumute ca ny6rmyHO AOCTbMHU Ypes
nybnukyBaHe Ha yaocToBepeHusiTa Ha [JocTaB4uka.

My6nnyHuTe knovoBe Ha YO ce apxuBupaT M CbxpaHsaBaT 3a nepmog ot 10 roguHm cnepg
n3Tu4aHe Ha nepuoaa Ha BanMaHOCT UIK NpeKkpaTaBaHETO Ha CbOTBETHUTE YAOCTOBEPEHMS.
My6bnuyHuTe kntovoBe Ha [MoTpebutenu ce cbaobpxaT B usgageHuTe 3a TsaX YAOCTOBEPEHUS,
KouTo ca nybnukyBaHu B [y6nuyeH pernctbp 1 ce CbxpaHsaBaT BbB BbTPELLEH PerncTbp.
My6nuyHute kniodose Ha [loTpebutenn ce cbxpaHaABaT W apxuBupaT 4pe3 nepuoauyHo
apxXmBMpaHe Ha BbTPELLUHUSA PerncTbp.

6.4.2 lNepuopn Ha BanUAHOCT Ha yAOCTOBepeHue n ynotpeba Ha ABOMKa Kno4voBe

1.

KY umat cnegHuTte cpokoBe Ha OENCTBMIE:
e Ha 6asosusa YO ,B-Trust Root Qualified CA" n ,B-Trust Root Advanced CA" - 20 (aBageceT)
rOOVNHY;
e Ha onepatmBHute YO ,B-Trust Operational Qualified CA" n ,B-Trust Operational Advanced
CA" - 15 (neTHageceT) roguHu;
e Ha OCSP cbpBbpU — 5 (NET) roguHu;
Ha NoTpebuTen — cbrnacHo gorosopa mexay [Joctaeunka un Motpebutens, HO He noseve OT
3 (Tpw) roamHu.
Korato ce nsnonaea kntoya 3a nognucBaHe/nognevaTsaHe cneg u3Tekbi Nepuod Ha BanuaHocCT
Ha y4oOCTOBEPEHMETO, NOoANMCHT/NeYaTbT € HeBanvMAaeH M CbOTBETHUSA MoanucaH/nogneyaTaH
06eKT nu n3sBneHve cneasa ga ce cynTaTt HegeNnCTBUTENHM.
LLlecT meceua npeaun M3TM4aHeTo Ha Nepuoda Ha BanmaHocT Ha YO, [locTaBYMKbT reHepupa HoBa
ABOMKa KIT04YOBE M npunara BCMYKM HEOOXOOUMM OENCTBMSA 3a HEHapyllaBaHe Ha paboTaTa Ha
[loBepsiBawmTe ce CTpaHW, KOUTO pasyuTaT Ha cTapaTa gBoMka KrtodoBe. HoeaTta gBoiika
kntoyoBe Ha YO ce reHepupa n nybnuyHaTta 1 4acT ce pasnpocTpaHsaBa CbracHoO nonutukaTa B
TO3UN JOKYMEHT.

6.5 [aHHM 32 akTMBaUus

6.5.1 leHepupaHe M MHCTanNMpaHe Ha AaHHU 3a aKTUBaUus

1.

2.

Mpn reHepupaHe Ha gBouka KrtodoBe oT [loTpebuten, nocnegHus cam cb3gaBa U ynpaensiBa
AaHHW 3a aKTMBaUus.

Mpwn reHepupaHe Ha ABoOKa knoyoBe Ha NoTpebutens ot [JocTaBumka, nocneaHusa npegasa Ha
MoTpebutens KOHTpONa Ha JaHHW 3a akTMBaUUSA 3aeHO C YAaCTHUS KoY.

Mpn nbpBOHa4YanHoO usgasaHe Ha ygoctoBepeHne Bbpxy B-Trust QSCD, npean reHepupaHe Ha
ABowka kno4oBe, B-Trust QSCD ce uHuumanmsmpa u ce cb3gaBaT crieqHUTe KoAoBe 3a AOCTbN:
Motpebutenckn ("User") n AomuHuctpatmeeH ("SO") n cboTBETHO, 3@ NepcoHaneH AoCTbN 40
yacTHus kntod B QSCD u 3a gebnokmpaHe Ha 6rnokmpaHo QSCD.

HavanHuat Motpebutenckn n AoMMHUCTpPaTUBEH KO 3a AOCTbN U 3a AebnoknpaHe Ha B-Trust
QSCD ce npegoctasaTt Ha [NoTpebuTtensa unm Ha ynbAaHOMOLLEHOTO OT HEro Nmue B 3anevaTeH,
Henpo3payeH XapTUEH NInK.

MoTpebutenaTt e 3agbimkeH Ha CMeHU NbpBOoHa4YanHus NoTpebuTtencku kog 3a gocTbn Ao B-Trust
QSCD nocpeactsoM codpTyepa, KOUTO ce NPeaocTaBs C HEro.

HocTtaBunkbT npenopbyBa [oTpebutenaT ga cMeHs nepuogmyHo cBos MoTpebutenckn kopg 3a
poctbn ao B-Trust QSCD.

MoTpebutenat cnegsa Aa nsnonasa NPegocTaBeHNAT AAMUHUCTPATMBEH KO 3a OOCTBM C Len
aebnokvpaHe 6nokunpaHo B-Trust QSCD.

6.5.2 leHepupaHe n MHCTanNUpaHe Ha JaHHU 3a akTuBauuna Ha obnayveH KEIN u KEMNevar

1.

2.

[BownkaTta kno4yoBe 3a obnadeH KEI ce reHepupa B HSM-a Ha RQSCD B nnaTtdgopmata 3a
obnadveH KEI kaTo 4acTHMAT KIHOY 3alLMTEHO Ce CbXxpaHsiBa npu [JoctaBumka.

Mpn nbpBOHavanHo ngaesaHe Ha KY 3a obnaveH KEI, npean reHeprpaHe Ha OBOWKa Kro4oBe,
MoTpebutenaT cnegBa ga 3apeon M vHMUManNuavpa/aktMemMpa MOOWNHOTO MPUMOXEHWEe 3a
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obnayeH KEIN B cmapTdoHa.

3. WHnumnanusauusta/aktmBaumsta Ha MOOUNHOTO MPUMOXEHWE Ce U3NbMHABA aBTOHOMHO B
cmapTdoHa, a perucTpaumaTa Ha MOOWUNHOTO MPUMOXKEHUS Ce W3MbIHSABA CbLBMECTHO C
nnatdopmara 3a oonaveH KEIN Ha [JocTaB4ymka kaTo BKMOYBAT:
¢ Cb3gaBaHe Ha napona;

e Peructpauus (acoummpaHe) Ha NPUNOXeHNeTo/MOBMMHOTO YCTPOMCTBO B NnatdopmaTta 3a
obnaveH KEI (Bb3gaBaHe Ha noTpebutencku akayHT, obmeH Ha obwy (shared) kntou 3a TOTP-
CXema Ha aBTeHTMdUKaums, Koy 3a 3awmuTa Ha N1H-a);

¢ CurypHo CbxpaHsiBaHe Ha ABaTa Krtoya B MOBUNHOTO YCTPOMCTBO /NPUSNOXKEHNETO — €AUHUAT
ce usnonsea 3a TOTP-aBTeHTUMKaUMA (NpuUTeXaHne Ha MOOWUMHOTO YCTPOMCTBO OT
MoTtpebutensa, opyrmaT — 3a 3awmTa Ha NMH-a 3a 4ocTbn 40 YaCTHUA KitoY);

o [eHepupaHe Ha oBoKa krtoyoBe cref BbBexaaHe Ha NMUH upe3 MobunHoTo npunoxeHue ot
MoTpebutens; YyacTHUS KIOY Ce 3aliMTaBa uype3 yTBbpAeHa KpunTocxema, rapaHtupalia
nepcoHaneH KOHTPOS 40 YaCTHUS KITOY U Ce CbXPaHSBa;

4. [aHHuTe 3a aktmBaums Ha obnayHua KEM (obw kniody 3a TOTP-aBTeHTU(DMKaAUMS, KoY 3a
3awwmTa Ha NMH) ca nog koHTpona Ha MoTpebutens.

5. TOTP-aBTEHTU(MUKALUMOHHNA MEXaHM3bM U KPUNTOCXEMaTa 3a 3alimMTa Ha 4acTHUS KoY Ha
obnauveH KEI BbBexagaT v rapaHTupaH nepcoHaneH KoHTpon Ha [NoTpebutens o 3awmteHus
yacTeH Kntoy Ha obnaynus KET.

6.5.3 3awmTa Ha AaHHM 3a aKTUBaLUA

1. |_|0Tp66I/ITeJ'IFIT € 3a4bJDKEeH Ja CbXpaHdaBa U Na3n OT KOMMNPOMEeTUpaHe KogoBeTe 3a AOCTbIM A0
MACTOTO, KbAeTO 3alnUTEHO Ce CbXpaHABa YaCTHUA KITHO4.

6.5.4 [pyru acnekTu Ha AaHHUTE 3a aKTUBaLUA

1. Cnep onpeaeneH 6poi HeycneLH ONUTK 3a BbBEXAAHE Ha KOPEKTEH Ko 3a AOCTbM A0 YaCTHUS
kntod Ha MoTtpebutensa, B-Trust QSCD ce 6nokupa.

2. Cnep onpeaeneH 6pow HeycneLwHy ONUTY 3a BbBEXaHe Ha KOPEKTEH KO 3a AOCTbMN 40 YaCTHUS
kntod Ha obnadeH KEI Ha lMoTpebutens, kpuntorpamaTa C YacTHMS KoY B noTpebutenckms
akayHT ce 6nokupa.

3. lMoTpebutenat Tpsabea Aa n3nonsesa NpeaocTaBeHnAT My AQMUHUCTPaATUBEH Ko 3a A4OCTbM, 3a
Aa nebnokmpa 6nokupaHo B-Trust QSCD.

4. lMoTtpebutenar Ha obnadeH KEI TpsGBa ga uv3non3sa npegocTtaBeH My AOMbIHUTENEH
(a@muHMCTpaTMBEH) KOA, 3a Aa Aebnokupa kpuntorpamaTa CbAbpKalla YaCcTHUS KITHo.

6.6 CuUrypHoCT Ha KOMNIOTbLPHUTE CUCTEMMU

6.6.1 WM3uckBaHus 3a CUTypHOCT

1. KomnioTbpHute nnatdopmn, Ha KOUTO paboTAT BCUYKM KPUTUYHM  KOMMOHEHTU Ha
MHdpacTpykTypata Ha B-Trust, ca obopyaBaHu n koHdUrypmpaHm CcbC CpefcTBa 3a JiokanHa
3awmTa Ha goctbna go codpTyepa n nHdopmaumndara.

2. [ocTaBuYuKbT ocurypsiea METOAM M M3MON3Ba NpoLeaypy 3a aadMUHUCTPUPaHE U yrnpasrneHne Ha
CUIypHOCTTa Ha uanata WHgpacTpyktypa Ha B-Trust, B cboTBeTcTBME C obwonpuetn B
MexayHapogHaTta npakTvka CTaHg4apTu 3a ynpasrneHne Ha MHpopMaunoHHaTa CUrypHoCT.

3. HapexpgHocTTa Ha W3NON3BaHWUTE CUCTEMMU, TEXHWYeckaTa M KpunTorpadcka CUrypHOCT Ha
OCbLUECTBSIBAHNTE Ype3 TAX NpoLecH, Ce OCUrypsisa 4pe3 TECTOBE U NPOBEPKM HA TEXHNUYECKOTO
obopyaBaHe 1 TEXHONOrMNTE CbINacHO MeToAMKa 3a OLeHKa Ha CUrypHOCTTA.

4. TlpoBEPKN N TECTOBE CE M3BBLPLUBAT MNEPUOAMYHO, KAKTO U MPU BCSKa MPOMSIHA, KOATO 3acsra
CUIypHOCTTa Ha UHdpacTpykTypara.

6.6.2 CTeneH Ha CUrypHOCT

1. CTeneHTa Ha CUIypHOCT Ha M3MNON3BaHWUTE CUCTEMU B UHGPACTPyKTypaTa Ha B-Trust oTroBaps Ha
HOPMaTUBHUTE M3NCKBaHWS 3a U3NbIHEHME HA AeWHOCTTa Ha [locTaBuvka 1 ce onpeaens Ypes
AokymeHTa MonuTrka 3a curypHocT Ha [locTaBymka.

"BOPUKA" ALl, 10 mapt 2023 r. Ctp. 69 ot 85



O6woa0CTLNEeH JOKYMEHT
NMPAKTUKA NP NPEOOCTABAHE HA KBANTMOULMPAHU YOOCTOBEPEHUA
N YOOCTOBEPUTEJIHU YCIIYTU OT ,,BOPUKA“ A

6.7 Pa3Bou u ekcnnoatauus ((KM3HEH LUKBLI)

6.7.1 PasBon

1. Pa3BoAT Ha NpoayKkTV M yOOCTOBEPUTENHW YCyru, CBbp3aHu C M3gaBaHWTE M NoaabpiKaHu
yaocToBepeHus oT [JocTaBymKa, Ce OCbLUECTBABA Ha OTAENHN CUCTEMU, HANBIIHO HE3AaBUCUMM
OT Te3n B pegoBHa ekcnnoaraums.

2. TpogykTtun, codTyep u ycnyru, KoMTo ce npegnaraTt oT [JoctaBumka, ce TeCTBaT MbpPBOHAYanHo Ha
pa3BoNHUTE cUCTEMMU, Npeamn Aa 6baaT BbBeAEHM B eKcrinoaTaums.

3. HoBuTe NpoayKkTn 1 yaocToBepuTenHW ycnyrn, Kouto [JocTaBYnMKbT npegnara, ce CbnpoBoXaaT
OT NpoLeaypu No ekcnnoataums U UHCTPYKLMUN 3a Non3BaHe.

6.7.2 Ekcnnoartauus

1. BbBegeHuTe B ekcnnoataumsi yOooCTOBEPUTENHM YCNyrM M nNpoayktm oT [locTtaBymka ce
nogaobplKat nocpeacrtesom obocobeHuTe 3a Tasu uen ekcnmnoatauMoHHU KOMMKOTbPHU CUCTEMN.

2. UYpes ekcnnoaTtaumoHHMTe cuctemm [JOCTaBUMKBT NpeaocTaBs BCUYKM YOOCTOBEPUTENHUN YCIYTN.

3. [lpoayktute n ycnyrute Ha [locTaB4yMKa ca TECTBaHM B YCIIOBUSA Ha peanHa paboTa.

6.8 [donbnHUTesNHM TecToBe

1. JocTaBuuKbT NPefocTaBsi Bb3MOXHOCT 3a U3BbpLUBAHE Ha TecToBe 3a paboTocnocoGHOCT Ha
n3gageHnTe KeanmuumpaHm yoocToBepPEHUS Ha opuumanHaTta cu cTpaHuua.

6.9 MpexoBa cUrypHocT

1. ,D,OCTaBHVIK'bT nanoni3Ba CbBpeEMEHHN TEXHNYECKN CpeCTBA 3a obMeH U 3awuTa Ha MHd)OpMaLLVIFI
B MHMpacTpykTypaTa Ha B-Trust, 3a ga rapaHTupa mpexoBaTa CUrypHOCT Ha CUCTEMUTE CpeLLy
BbHLIHN MHTEPBEHLU U N 3aniiaxu.

6.10 YaocTtoBepsiBaHe Ha Bpeme

1. [ocTtaBuukbT Ny6rvkyBa B oTAENEH AOKyMeHT [MNonuTrkaTa n npakTukata Ha OpraHa 3a usgaeaHe
Ha KBanMduLMpaHn enekTpoHHW BpEMEBUM NevaTu.
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7

OLUEHKA HA PUCKA

OTunTarkn ycraHoBeHu BU3Hec n TexHn4eckn npobnemmn npym JOCTaBka, onepupaHe 1 nogapbkka
Ha yaocToBepuTenHute ycnyru, [locTaBuMKbT U3BBbPLLBA OLIEHKA HA pUCKa 3a Aa naeHtTudunumnpa,
aHanusunpa v oLueHN CBbp3aHnNTe C TOBA PUCKOBE.

N3bupaT ce noaxoasawim Mepku 3a nsbareaHe Ha MAEHTMULMPAHM PUCKOBE KaTto ce oTyuTaT
pesyntatute OT oueHKaTa Ha pucka. lNpuemaHuTe Mepku rapaHTMpaT HMBO Ha CUrYpHOCT,
CbU3MEPUMO CbC CTENEHTa Ha NOAEHTUPULMPAHNTE PUCKOBE.

JocTaBunkbT AokymMeHTupa upes [lpakTukata u cboTBeTHUTE [lonnTMkM Ha npegocTtaBsHUTE
yOOCTOBEPUTENHU YCIYrM U3NCKBAHUATA KbM CUFYpHOCTTa W onepaTMBHUTE npouenypw,
HeobxoanmmM 3a M3barsaHe Ha NOEHTUPULUPAHN PUCKOBE.

MeprvognyHo ce u3NbrHABaA nMpernes W OueHka Ha pucka C uen npeofornsBaHe Ha
naeHTUdULUMPaHN PUCKOBU haKkTopu.

MeHUpKMBHTBT Ha [locTaBunka ogobpsiea pesyntatuTe OT OueHKaTa Ha pucka, npegnucaHure
MEpPKU 3a npeofonsBaHe Ha uAeHTUUUMPaHN PUCKOBU (hakTopu M MNpuMema yCTaHOBEHUTE
OCTaTb4yHU PUCKOBE.
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8 MNPOPUIIN HA KBATIUDGDULIMPAHU YOOCTOBEPEHUA, HA CRL
N HA OCSP

8.1 NPOdUIN HA KBANNIMGPULIMPAHU YOOOCTOBEPEHUA

1. MbnHoTO cbabpxkaHue (npocdun) Ha KY ce cbabpka B MNyGnvMKyBaHUTE OOKYMEHTUTE 3a
cboTBeTHUTe MonuTtnkn Ha [JoctaB4uka.

8.1.1 Homep Ha Bepcus

1. HocTtaBumkbT nsgasa KY BbB oopmat X.509, v3.
2. Bepcusara ce Bnvcea B nsgasaHoto KY.

8.1.2 [donycTtumum paswmpeHus BbB (popmaTa Ha yaoCTOBEpPEHMEe

1. Atpubyt ,Subject Key Identifier"- dopmmpa ce oT nybnmyHMa Kno4, yOoOCTOBEPEH B
YAOCTOBEPEHNETO KaTO XeLU-CTOMHOCT Ha NyGNUYHUS KINHoY.

2. Atpubyt ,Authority Key ldentifier"- ¢oopmupa ce kaTto Xeww-CTOMHOCT Ha NyGnMYHUS KN4 Ha
onepatmeHusa YO Ha [JocTaBuuka.

3. Atpubyt ,Issuer Alternative Name"- cbabpxa URL-CTpUHr KaTo anTepHaTMBHO WMe Ha
[ocTtaB4uka.

4. Atpubyt ,Basic Constrains"- onpegens Tuna Ha ygoCcTOBepeHMeTo U nma ctomHocT End entity”
B y4oCTOBEpPEHMETO Ha NoTpebutens.

5. Atpubyr ,Certificate Policy" - onpegens ngeHtudukatopa Ha lNMonutukarta 3a KY.

6. AtpubyTt ,Key Usage" - aTpubyT, KOMTO onpeaens ynotpebata un orpaHmyeHunsta B ynotpeba Ha
yOOCTOBEPEHNETO.

7. Atpubyt ,Extehanced Key Usage" - gponbnea 3HavyeHneTo Ha aTpmbyT "Key Usage" n ykasBsa
AOMbIHUTENHUTE M CNEUUUYHN NPUNOXEHMSA HA YOOCTOBEPEHUETO.

8. Atpubyt ,CRL Distribution Point" - cbabpxa nuHk kbm aktyanHua CRL Ha onepatuBHus YO Ha
[ocTtaBuuka.

9. Atpubyt ,Authority Information Access" - cbaobpxa URL-agpeca Ha OCSP cbpBbpa 3a
Banuaaumsi Ha yaoCTOBEPEHNETO.

10. ATpnbyTt ,Qualified Statements" - aTpubyTbT CbabpXKa yKasaHue, 4e yOOCTOBEPEHMETO €
KBanmduumpaHo 1 ganu 4acTHUS KoY e reHepupaH n ce cbxpaHsia Bbpxy QSCD.

8.1.3 UpeHTndukaTopm Ha anropuTMUTE Ha efIeKTPOHEH noanuc

1. AtpubyTtbT ,Signature algorithm" naoeHtudununpa anropyutmmte (kpuntorpadpckmte MexaHnsmm),
KOUTO ce u3nonssar.

8.1.4 ®opmu Ha umeHyBaHe
Bwx cekuna ,MIMmeHyBaHe" OT TO3U JOKYMEHT.

8.1.5 OrpaHu4yeHus1 Ha UMeHaTa
Bwx cekuna ,MIMmeHyBaHe" OT TO3U JOKYMEHT.

8.1.6 WUpeHTndukarop Ha Nonutuka

1. KY ce nsgasart cbrnacHo lNMonutunka Ha [loctaBumka, ngeHtudmkatopsT (OID) Ha KosATO ce Bnucea
B aTtpubyTta ,Certificate Policy" Ha ygocTtoBepeHneTto. Tasu [lMonutuka Ha [ocTaBumka € B
CbOTBETCTBME C MEXAYHAapOOHO YCTaHOBEHUTE NONUTUKK, cbrnacHo ETSI/ITU-T B gokymMeHTU
EN 319 411-1/2. Bux Tabnuua B 7.1.3 Ha AOKYMEHTa.

8.1.7 O3HaueHue Ha KBanupuLMpaHOTO yAOCTOBEpPEHMUE

1. [ocTtaBumkbT M3nonaea B KY ¢ npodun no ctaHgapta X.509 v.3 atpubyTa ,Qualified Statements"
Cc wmaeHTudukartopu: ,id-etsi-qcs-QcCompliance” (OID=0.4.0.1862.1.1), ,id-etsi-qcs-QcSSCD*
(OID=0.4.0.1862.1.4) n ,id-etsi-qcs-QcType“ (OID=0.4.0.1862.1.6) cbCc cTOMHOCT ,id-etsi-qct-
esign“ (0id=0.4.0.1862.1.6.1) u ,id-etsi-qct-eseal” (0id=0.4.0.1862.1.6.2) un ,id-etsi-qcs-QcPDS*
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(0id=0.4.0.1862.1.6.5).

8.2 MMpodumn Ha CnucbKka Ha NpeKkpaTeHU yAOCTOBepeHUsA

8.2.1 Bepcus

1. [HoctaBuukbT, 4pe3 ceoute YO wusgasa, nybnukyBa u nogabpka Cnmcbun Ha npekpaTeHu
yooctoBepeHus (CRL) BbB dhopmata X.509 v.2.
2. Bepcusara ce envcea B nsgagenusa CRL.

8.2.2 ®dopwmar

1. [HocTtaBunkbT m3gaBa, nybnukyBa un nopgabpxa CRL, yunto dopmat e B CbOTBETCTBME C
n3nckBaHudATa B MexxgyHapogHaTta npenopbka RFC 5280.
2. YO Ha [JocTtaBuuka nsgaeat, nyonmnkyBaTt U nogabpxkaTt camoctoaTenHu nbiHn CRL-u kaTo B TAX
3anuceaTt camo NpekpaTeHn yAOoCTOBEPEHMUS, KOUTO ca n3ganeHn ot cboTBeTHUsA YO.
3. [ocTtaBunKbT HE u3gaBa M He nogabpxa cxema Ha ,dactmdeH" (delta) CRL, Ho 3ana3sa npaeo
npu HeobxoaAMMOCT Aa BbBee TakaBa cxema.
4. OcHoBHuTe CRL-aTpubyTu ca:
e ,Version"- Bepcus;
o lIssuer Name" - ugeHtnduumpa YO, nsgan v nognucan Cnmcoka;
o Effective Date"/"This update" - Bpeme Ha nsgaBsaHe Ha CnnCbKa;
o ,Next Update"- BpemeTo Ha BanuaHocT Ha Cnuckka. Cnen nocodeHoTo Bpeme, YO mnsgasa
nepuoamnyHo HoB Cnuckbk. [pes3 neprofa Ha BanuaHoOCT, B Cryvan Ha NnpekpaTsiBaHe/cnnpaHe
Ha ygocTtoBepeHue, YO nsgasa HesabasHo HOB CRL;
e "Signature algorithm" - o3HavyaBa kpunTorpadckua MexaHnsbMm/anropuTbma 3a enekTpoHeH
noanuc Ha CRL;
e "Signature hash algorithm" - xewWw-pyHKUMSATa B MEXaAHN3MA Ha €NEKTPOHHUSA NOANUC.
5. HonbnHutenHun CRL-aTpnbyTn ca:
o Authority Key ldentifier"- ngentudgpukatopa Ha YO, konto msgasa u nognucea Cnmcbka.
Covaobprka 3HauveHueTo Ha ,subjectKeyldentifier" ot ygoctoBepeHueTo Ha YO, KOWTO nognucea
Cnucbka.

8.2.3 ®dopwmart Ha enemeHT B CRL

1. CRL Ha YO cbabpxa enemMeHTn 3a BCUYKM NpekpaTeHu ygoctoBepeHus ot YO. Tean enemeHTn
ca noctosiHHM B Cnucbka.
2. CRL Ha YO cbabpxa enemeHT 3a BCAKO cnpsHo ygoctoBepeHue oT YO. TakbB enemMeHT e

BpeMeHeH B Cnncbka 40 MOMeHTa Ha Bb306HOBSABaHe Ha y4OCTOBEPEHUETO.

3. AtpubyTtute Ha enemeHT B CRL ca:

e "Serial number" - cepunHNAT HOMEpP Ha MpeKkpaTeHo/cnpsHO yaocToBepeHue; "Revocation
date"- Bpeme Ha npekpaTaBaHe/cnupaHe Ha y4OCTOBEPEHME;

e "CRL Reason Code" — kog, ngeHtuduvumpall npudnHaTta Ha npekpartsiBaHe/crnvpaHe.

4. 3Ha4veHuATa Ha NpuyuHaTa 3a nNpekpaTsaBaHe/cnMpaHe Ha yaoCTOBEPEHME Ca KaKTo criefBa:

o "keyCompromise" - kKoMnpoMeTupaH YyacTeH krod Ha NoTpebutens;

e "CACompromise" - KoMnpoMeTupaH YacTeH Koy Ha onepaTtuseH YO Ha [locTaBuunka;

o "affiliationChange" - npomeHeH cTtatyc Ha [MoTpebuten cnpsamo Apyro nuue - NpoMsiHa B
npeactaBuMTenHarta Bnact, OTHEMaHe Ha npeacTaBuTenHaTa BMacT, MpekpaTsiBaHe Ha
TPYAOBO NPABOOTHOLLEHME U T.H.;

e "superseded" - yqocTOBEpeHUETO € 3aMeCTEHO C ApYro;

o ‘"certificateHold" - gencTBMeTO Ha YyAOCTOBEPEHNETO BPEMEHHO € CMNPSIHO.

8.3 Mpodmn Ha OCSP

1. OCSP cbpBbpa Ha [JocTaBumka paboTu n npegocTass ycrnyrarta ,,OHflalriH NpoBepKa Ha cTaTyc Ha
yOOCTOBEPEHNE B pearnHo Bpeme" B CbOTBETCTBME C MEXAYHapoOHO yTBbpAeHaTa npenopbka
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IETF RFC 6960.
2. WHdopmaums 3a npoduna Ha 3asBka 1 Ha oTroBop npu pabota ¢ OCSP cbpBbpa ce cbabpXka B
ropenocoyeHata TexHM4ecka npenopbka, NyérnmyHo goctbnHa ot canta Ha IETF.
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9 MPOBEPKA Y KOHTPOJ1 HA OEMHOCTTA HA JOCTABYMKA

9.1 lNepmnoaun4yHa u obCcTOATENICTBEHA NPOBEpPKA

1.

4.

5.

KoHTpon Ha npaBHO-pernameHTMpaHaTa AevHOCT Ha [locTaB4ymka, CBbp3aHa C yaOoCTOBEPEHUATa
3a eNeKTPOHEeH Noanuc U HelHaTa Cbobpas3HOCT ¢ nanckeaHuaTa Ha 3EJEYY n HopmaTMBHaTa
ypenba ce ocbLyecTBABa 0T KomucusaTa 3a perynvpaHe Ha CboOLEeHNsaTa, B paMKUTe Ha HEMHUTE
KOMMeTeHuunn.

BbTpelleH KOHTpOn Ha gerHocTTa Ha [locTaBynka ce HasHavyasa OT ONepaTMBHOTO PbKOBOACTBO
n/vnn CbBeTa Ha AUPEKTOPUTE Ha HPMANYECKOTO nNuue Ha [locTaB4umka KaTto peabT U 06xBaTbT
Ha NpoBeEpKUTE € CbobpaseH C BbTPELLUHN JOKYMEHTM Ha HOPUONYECKOTO NnLE.

PbkoBoacTBOTO Ha [locTaBuMka OCbLLECTBABA MOCTOSHEH OMepaTUBEH KOHTPOST 3a TOYHOTO
N3NbITHEHNE Ha MHCTPYKUUUTE Npu paboTa OT nepcoHana Ha [JoctaByuka.

PwkoBoactBoto Ha ,BOPUKA® Al HasHayaBa nepuvoauydHM MPOBEPKM 3a CbOTBETCTBUE HA
Tekylwlata AenHOCT ¢ yTBbpaeHuTe NpakTtnka v MNonMTuku oTHOCHO AenHocTTa Ha [JocTaBuumka.
[ocTaBYMKBLT M3NBNHABA NOCTOSIHEH KOHTPON BbpXY AenHoctta Ha PO/MPC.

9.2 Ksanudukauua Ha npoBepsABawnTe nuua

1.

2.

MpoBepsiBalim nuua moraT ga 6baoaT camMo nuua, KOMTO MMAaT NpaBo Aa M3MbIIHABAT TakMBa
PYHKLMM B CbOTBETCTBUE C BLIMNPUETU B MEXAYHapoAHaTa NpakTMka U3NCKBAHNSA N JOKYMEHTMW.
MpoBepsiBawnTe nuua crnedea ga ca akpeouTupaHu OT MeXayHapodHa akpeguTauMoHHa
opraHusaums na nsanbiHaBaT TakmBa NPOBEPKM.

BbTpewHuTe npoeepkn Ha pabotata Ha PO/MPC ce nanbnHsBaTt OT cnyxutenu Ha [JoctaByuka,
KOUTO Ca OTOPU3NpaHKn 3a Tasn SENHOCT.

MpoBepsiBalLu nvua He MoraT fAa ynbiHOMOLaBaT Apyr1 nuua Aa n3BbpLuBaT YyacT Unu uanarta
npoBepKa, OCBEH C M3PUYHOTO Cbrnacue Ha [ocTaByuka.

MpoBepsiBawnTe nuua HOCAT OTFOBOPHOCT 3a MpoBepeHuTe daktu un obCToATencTea,
He3aBMCUMO fanu ca NPEBb3NOXKUIM YacT UNK LganaTa npoBepka Ha ApYrv nvua CbC CbrnacueTo
Ha [JocTaBuuka.

9.3 OTHoweHNA Ha NnpoBepsaABawWMTe NMua ¢ [loctaBumnka

1.

2.

MpoBepsiBawmnTe Nuua TpsibBa Aa 6bAaT He3aBUCKMMU, Aa HE ca NPSIKO UM KOCBEHO CBbP3aHu U
Aa HAMAaT KOHMINUKT Ha MHTepecu ¢ [locTaBymka.
OTHoLeHusATa mexay [JocTaBunka 1 NpoBepsiBalLo BbHLUHO NLe ce ypexaaT ¢ A0roBop.

9.4 OO6xBaT Ha npoBepKaTa

1.

MpoeepkaTa OT cTpaHa Ha OpraHu 3a oueHsBaHe Ha cboTBeTcTBMETO ¢ PermameHt 910/2014
obxBaLla HOpMaTUBHO perfaMeHTUpaHUTe N3MCKBaHMA KbM AENHOCTTa Ha [locTaBYMKa CbrnacHo
SEOEYY .
BbTpeluHaTa npoBepka Moxe ga obxealla BCAKO 0OCTOATENCTBO UMW SEMHOCT, MOCOYEHU B TO3M
OOKYMEHT, KaKTo U:
e CbMNOCTaBKa Ha MPaKTUKU K Npoueaypu NOCOYEHN B TO3N AOKYMEHT C TAXHaTa NpakTnyecka
peanusaumsi Npu M3nNbiiHEHNE Ha AenHoCcTTa Ha [locTaBumka;
e [rpoBepKa Ha AeHOCTTa Ha NOAU3NbIHUTENM - BbHWHKM PO/MPC;
apyrm obcrtoaTtencrea, haktm M OEeWHOCTU, CBbp3aHn ¢ WHppacTpyktypata B-Trust, no
npeueHka Ha PbkoBoacTBOTO Ha [locTaBumKa.

9.5 OG6cbXxpaHe Ha pe3ynTaTuTe U AeUCTBUSA C orfen U3BbpLlUeHaTa npoBepkKa

1.

2.

3.

Bb3 ocHOBa Ha HanpaBeHUTe OLEeHKN W oKMnaga oT nposepkaTta, PbkoBoacTBO Ha [locTaByumka
HabenasBa MepKM 1 CPOKOBE 3a OTCTPaHABAHE HAa KOHCTATUPaHUTE NPONYCKN 1 HECHOTBETCTBUS.
MNepcoHanbT Ha [ocTaBunka npeanpuema KOHKPEeTHU OEUCTBUS 3a TAXHOTO OTCTPaHsiBaHE B
NOCOYEHUTE CPOKOBE.

Pesyntatnte ot nssbplueHaTa NpoBepKa ce CbXpaHsiBaT HAANEXHO B apxuBa Ha [locTaBuuka.
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10 OPYIT'U BU3HEC YCITIOBUA U NMPABHU ACTIEKTU

10.1 LleHn n Takcum

1.

2.

[ocTtaBunkbT noaabpxa OOKyMeHT "Tapudba 3a npegoctaBsHUTE  YOOCTOBEPUTENHM,
MHOPMAaLIMOHHU, KPUNTOrpagpCKn U KOHCYNTaHTCKK ycryrn®.

JocTaBunKbT MMa NpaBo Aa NpOMeHs efHOCTpaHHO Tapudarta no BCSAKO BpeMe OT AeNCTBUETO
Ha [JoroBopa, kaTto yBegomsiBa 3a ToBa [loTpebutenute nocpeactsom nyGruMkKyBaHe Ha
npomeHuTe Ha VIHTepHeT cTpaHuuara.

MpomsaHaTa nma gencteue cnpamo Motpebuten ot geHs, crnefBaly AeHa Ha nybnukauymaTa.

B 5 (neT) AHeBeH CpoK OT AaTaTa Ha NpoMsAHaTa 1 JOKOMKOTO € Hanvue yBernmyeHe Ha LeHnTe,
MoTpebutenat nma npaBo Aa npekpaTtM e4HOCTPaHHO [OroBopa C OTnpaBsAHE Ha MUCMEHO
nsgectme [o [octaBumka, CUMTAHO OT fgartata Ha M3TUYaHE Ha Cpoka Ha MOoCrnegHoTo
yaocToBepeHune. B To3n criyyanm 4oroBopbT Ce cuMTa NpekpaTeH OT gaTata Ha npoMsiHaTa, KaTto
nnaTeHMTe MO [AOroBopa Bb3HAarpaXaeHus 3a Mnofi3BaHe Ha YChnyrm He noanexaTr Ha
Bb3CTaHOBSIBAHE.

Mpun nunca Ha n3BecTne 3a NpekpaTsiBaHe ce cunTta, 4e MoTpedbuTenaT e cbrnaceH ¢ npomsaHaTa.
lMpomsaHaTa Ha Bb3HarpakaeHusiTa He MoXKe [a 3acerHe Bede 3anfaTteHn Bb3HarpaKaeHusl.

10.1.1 Bb3HarpaxaeHus

CTonHOCTTa Ha 4OroBopa BKMOYBA €4HO UMK HAKOMKO OT CregHNTE Bb3HarpaxaeHus:

e Bb3HarpaxgeHue 3a usgasaHe n nogabpkaHe Ha KY;

e Bb3HarpaxaeHue 3a nogHossiBaHe Ha KY;

e Bb3HarpaxaeHue 3a U3BbpLUEHM NO UckaHe Ha MoTpebuTensa KOHCynTauumn n TEXHOMNOrMYHa
NOMOLL;

e LieHa 3a 3aKyneHo unv NpeaocTaBeHo nog Haem oT [loctaBymka obopyaBaHe;

e Bb3HarpaxaeHue 3a nepcoHanuavpaHe Ha omM3n4eckm HocuTen.

ObmkumuTe Bb3HarpaXgeHus n cymu ce 3annawat Ha [loctaBumka B pa3mepu, CbriacHo

Tapucdata 3a npegocrassHute ot ,BOPUKA® ALl kBanuduumpaHn yaoCTOBEPUTENHN,

NHPOPMaLMOHHN, KpMNTOrpaddCKN U KOHCYNTAHTCKM YCIYyrn 1 B CPOKOBE M MO HaYMHW, MOCOYEHN

B [loroBopa v npunoxeHnsta KbM Hero.

[lOKONMKOTO MMa YroBOpeHO aBaHCOBO MM abOHaMEHTHO Bb3HarpageHue 3a U3nonsBaHe Ha

ycnyra, CbLOTO HE MOANEXW Ha Bb3CTaHOBsIBAHE, ako [loTpebutenaTt He e KoHCcymupan

npegocTaBsHaTa ycrnyra npe3 CbOTBETHMS CpPOK, 3@ KOWTO Ce OTHacs aBaHCOBOTO WNU

aboHaMEHTHOTO Bb3HarpaxaeHue.

LleHaTa He BKMYBA HaAYMCMEHUTE OT TENEKOMYHWUKALMOHHUTE KOMMaHMM CyMW BbB Bpb3Ka C

nonseaHu ot MoTpebuTtens ycnyru oT TAX 3a LUenuTe Ha NpeaocTaBsaHUTe ycnyrm oT [locTaBuumka.

Te ce gbmkaT ususano ot lNoTpebutena Ha cboTBeTHATa TeNeKOMYHMKaLMOHHA KOMMaHus.

[oCcTaBUMKBLT HE AbIKM M HE HOCU OTFOBOPHOCT 3a 3anslallaHeTo Ha Te3n CyMMu.

Bcuukn pasxoam v Takcu 3a NpeBexaaHe Ha Ob/MKMMUTE CyMM MO CMeTKaTa Ha [locTaBuuka,

BKJTFOYMTENHO U TE3UN KOPECMOHAEHTCKN BaHKK, ca 3a cmeTka Ha lMoTpebuTens.

10.1.2 Bb3HarpaxaeHust 3a yaoCTOBepUTeNnHU, Kpuntorpadgpckm, MHPOpMaLUOHHM U

KOHCYNTaHTCKU yCrnyru

3a ycnyrute no npegocTtaBsiHe M M3nonssaHe Ha KY 1 cBbp3aHuTe C TsX yCryru ce 3annawla
AbIDKMMa Cyma npu 3asBsiBaHe Ha ycrnyraTta. B octaHanute cnyyan nnawaHeTo ce u3BbpLuBa B
10-gHEBEH CPOK OT nosiy4aBaHe Ha hakTypaTa Unmn CbrfacHO CKITYEHUs JOroBop.

Ycnyrute CcBbp3aHM C OCbLUECTBABAHE Ha TEXHONMOrMyHa MnoMoLl, M npegocTaBsiHe Ha
KOHCyNnTauum 3a wu3rpaxgaHe W noagabpXkaHe Ha WHpacTpykTypa W peleHus 3a
MHOpMaLMOHHa CUTYPHOCT ca Ha 6a3a "JyoBeko4ac" 1 ce 3annailaTt Bb3 OCHOBa Ha 4BYCTPaHHO
noanucaH MpoOTOKON 3a M3BbpweHa pabota. LleHnte Ha yacoBata CTaBka B npuioxeHaTta
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Tapuca ca BanuoHM B pamKMTE Ha YCTaHOBEHOTO paboTHO Bpeme. [Npu pabota B U3BBLH
yCTaHOBEHOTO paboTHO BpeMe, LeHUTe ce yBenuyaBaT CbC CbOTBETEH MPOLEHT, CbrnacHo
Tapudpara.

3. Baycnyra ,/I3gaBaHe Ha kBannuumMpaHn enekTpoHHM BpEMEBM neYaTn” Nnpu cbrnacyBaHo HUBO
Ha obcnyxBaHe (SLA, Service Level Agreement) ce 3annawia cbrinacHo 4OroBOpHUTE yCroOBUS
3a [JocTaBKa M non3saHe Ha ycryrarta.

4. LleHaTa Ha 3aKyneHo unun npegocTaBeHo nod Haem oT [JocTaBumka o6opyaBaHe ce yroBaps u ce
ObMKN  CbrNacHo ycnosusTa Ha pJoroBopa. [lpaBooTHoweHusiTa Mexay [ocTtaBuvka U
MoTpebutens ce ypexgaT cbrnacHo obwwuTe npasBuna Ha gorosopa 3a npogaxba, pecn.
Aorosopa 3a Haewm.

5. Tlpwn 3abaBsiHe Ha nnawaHusaTa crieg AoroBopeHus cpok Motpedutenar abrmku Ha [JocTaBymka
3aKoHOBaTa NnxBa 3a NepvoAa A0 OKOHYATENHOTO M3nnaliaHe Ha ObMKUMUTE CyMMU.

6. [MonaBaHeTo Ha NybnMKyBaHW JOKYMEHTU B VIHTepHeT cTpaHuuaTa Ha [JocTaBumnka e 6e3nnaTHo.
3a 3anuc u npegocTtaBsHe Ha Te3nM OOKYMEHTU BbpXy (U3MYECKM HOCUTEN ce 3annawa
cebeCcTOMHOCTTa Ha TO3N HOCUTEN U KYPUEPCKUTE Pa3HOCKMW.

10.1.3 daKkTypupaHe

. JocTtaBunkbT nsgaea Ha NoTpebutena daktypa 3a npeaocTaBaHUTE YCryri.

2. HenonyvaBaHeTo Ha thakTypa He ocBoboxaaBa NMNoTpebutens ot 3agbimkeHMeTo My a 3ansiaTtu
OBbMKMMUTE Bb3HarpaXXaeHust B yroBOpEHUTE CPOKOBE.

3. Bcuukn gbmkummn no goroeopa cymu ce 3annawlar ot [otpebutensa B 6pont nnn no 6aHKOB NbT.
MNMnawaHeTo no 6aHKOB NBbT Ce cYMTa M3BBLPLUEHO CbC 3aBepsiBAaHETO Ha 6aHkoBaTa cMeTka Ha
[ocTaBunka c NbAHUS pa3mep Ha AbIMKUMUTE CyMU.

4. Bcuykn 6aHKOBM KOMUCMOHHM, TakCU N pa3HOCKM BbB Bpb3ka ¢ 6aHKOBUTE NPeBOAM Ca 3a CMeTKa
Ha lMNoTpebutens.

10.1.4 BpbliaHe Ha yaocToBepeHMe U Bb3CTaHOBSAABaHe Ha nnailaHe

MoTpebuten Moxe Oa Bb3pa3nM OTHOCHO HETOYHOCT UMM HENbfHOTa B CbObpPXaHMETO Ha
n3nageHo KY B 3-gHeBeH cpok cnef nybnukyBaHeTo My B [1y6rnyHuS perncrbp.

2. AKO MpuyuMHa 3a HEBSAPHOTO CbAabpXaHue Ha ygoctoBepeHneTo e B PO/MPC, [JocTtaBumkbT
npekpaTsiBa yAOCTOBEPEHVMETO U u3gaBa HOBO C BSIPHO CbAbpXaHuWe 3a CBOSA CMeTKa unu
Bb3CTaHOBsIBA HarnpaBeHOTO nNnawaHe 3a npeKkpaTeHOTO YAOCTOBEpPeHME C  HEBSPHO
CbObpXaHue.

3. AKO MpuymMHa 3a HEBSIPHOTO CbAbpXKaHWe Ha yOOCTOBEPEHMETO € Mo BuMHa Ha [loTpebutens,
[ocTaBunkbT npekpaTsBa YO4OCTOBEPEHMETO M He Bb3CTAHOBSIBA HamNpaBeHOTO nnailaHe.
[ocTaBunkbT MOXe Aa n3gage HOBO C BAPHO CbAbpXaHue 3a cmeTka Ha lNMoTpebutens.

4. TloTpebuTtensaTt moxe fa oTkaxe usganeHo KY ¢ BApHO cbabpxaHue, koeTo [JOCTaBuYMKBLT Lie
npekpatn HesabaBHo 6e3 [a BbB3CTAHOBM HaNpaBeHOTO nMnawaHe 3a MpekpaTeHoTo
yAOCTOBEpPEHNME.

10.1.5 BeannaTtHu ycnyru
1. [JocTaBunkbT npegocTaBa 6e3nnaTHO PEerucTbpHU M MHPOPMALMOHHU YCRyrn, CBbP3aHU C
nonssaHe Ha [NybnuyHnst perucTbp, KakTo creasa:
e poBepka Ha nybnukyeaHo B pernctbpa KY Ha NoTpebuten;
e MpoBepKa 3a BanuaHOCT Ha usgageHo ygoctosepeHue B [y6nnyHnsa pernctbp; NnpoBepka Ha
CTaTyC Ha yAOCTOBEPEHME B peasriHO BPEME;
yOOCTOBEpPEHME 3a BPEME Ha NPeACcTaBEHO CbAbpXXaHNe/eNneKTpoOHHO nssereHmne 6e3 SLA;
naternsaHe Ha aktyaneH CRL n goctbn go apxmsa cbc CRL-u;
n3ternsiHe Ha cnyxebHuTe ygocTtoBepeHms Ha [locTaBuunka;
nsternsiHe Ha nyénuyHnM JOKyMeHTW Ha [locTaBuumka; Apyru ycryru.
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10.2 ®HAHCOBU OTTOBOPHOCTH

10.2.1 3acTpaxoBKa Ha AeMHOCTTa

1.

2.
3

[ocTaBUMKBLT CKMOYBa 3a4biDKMTENHA 3acTpaxoBka Ha erHOCTTa cu Kato peructpupad OKYY
ot KPC;

3agbnxuTenHarta 3acTpaxoBKa € C HernpekbCBaeM CpoK U ce NOAHOBSIBA NEPUOLNYHO.

MpeomeT Ha 3acTpaxoBkaTa € OTrOBOPHOCTTa Ha [JocTaBuMka 3a OcCbluecTBsiBaHata OT Hero
AENHOCT cbrnacHo usnckeanuara Ha SEAEYY n HOMAOYY.

JocTaBunKbT Ma 3aQbIDKUTENHA 3aCTpaxoBKa B pa3Mep Ha 3acTpaxoBaTenHu CyMn NocoYeHu B
HOMAAvYY.

3agbnxkuTenHaTa 3acTpaxoBka MOKpMBa OTrOBOpHOCTTa Ha [loctaBumka kbM [loTpebutenu,
cboTBETHO [loBepsBalm ce CTpaHu 3a NPUYUHEHU UMYLLLECTBEHN N HEMMYLLECTBEHW Bpean Ao
rpaHuumTe onpegenernn 8 3EAEYY n HOMAOYY.

Cnep HacTbnBaHe Ha CbOUTME, KOETO MOXe [a NO3BONW npeasBsBaHE Ha WCK MOKPUT OT
3acTpaxoBKaTa, 3acerHaToTo nuue Tpsabsa Aa ysegommn nucMmeHo [loctaByunka n 3actpaxoBaTens
B CPOK OT 7 OHW cnepj Kato CbOMTUETO My CTaHe U3BECTHO.

10.2.2 3acTpaxoBaTesniHO NOKpUTUE

3acTpaxoBaTenHOTO MOKPUTUE 3@ HAaHECEeHW HEeUMYLLECTBEHW W/UIM UMYLLECTBEHM Bpeau Ha

MoTpebuten He HaoxBbPNS pa3mepa yctaHoseH oT HOMAAYY.

3acTpaxoBkaTa He NOKpMBa CriydamTe No 0TKa3 Ha OTFTOBOPHOCT, B YACTHOCT 3a Bpean NPUYMHEHN

OT:

e HecnasBaHe Ha 3aabinkeHusTa Ha lNoTpebuTten;

e KOMNpomeTupaHe unu 3aryba Ha yacTeH kN4 Ha [loTpebuten nopaau He nonaraHe Ha
ObIDKMMaTa rpyka 3a onasBaHe npu U3nosna3BaHe;

e HecnasBaHe Ha M3NCKBaHMSATA 3a NPOBEPKa Ha BanNMAHOCTTA HA €NEeKTPOHHMS Noanuc 1 Ha
yaocToBepeHneTo oT [lJoBepsiBalla ce CTpaHa;

e opcMaxopHU n apyrn ob6CToATENCTBa, U3BBH KOHTPOa Ha [locTaBymka.

10.3 KoHcdmaeHumanHocT Ha 6u3Hec nHdopmauums

10.3.1 O6xBaT Ha KOHdMAaeHUManHaTa nHpopmauyms

1.

Nudopmauna 3a MNMotpebuten, KoATo He e BKOYeHa B nsgageHute yagoctoBepeHus n 8 CRL
CbCTaBNsABa NMMYHN JAHHM MO CMUCBIa Ha 3akoHa 3a 3awmTta Ha nnyHuTe aadHu (33110), ce cunta
3a KoHduaeHLmanHa.

MHdbopmauuata no npegxogHata Todka ce cbbupa oT [JocTaBumka camo [LOKOSKOTO €

Heobxoauma 3a HyXauTe Ha u3gaBaHe M NoaabpKaHe Ha yooCTOBEpeHMATA.

CunTtaHata 3a koHungeHumanHa nigopmauns He moxe ga 6bae npegocTaBsiHa Ha TPETU Nnua,

6e3 M3pMYHO cbrnacue Ha NpefoCTaBUNUTE s NMua C UBKIKYEHME Ha cryvauTe, Npyu KOUTO

[ocTaBUMKBLT € 3aQbIDKEH MO cunaTa Ha 3aKoH, B TOBa YUCIO Npu:

e [lpoBepkn Ha Komucuara 3a sawmra Ha JIMYHU daHHMU;

e [lpoBepkn Ha BBHLUHM U BbTPELUHWU OAUTOPU 3a OOKa3BaHEe CbOTBETCTBME KbM CTaHOApPTH,
3aKOHW, Hapeadw, NpaBUNHULN U OPYrX perynaTtopHu U3NCKBaAHUA, U3PUYHO Heobxoammu 3a
peanuampaHeTo Ha OGu3Hec npouecute Ha [JocTaBumKa;

e [lpegocTaBsiHe Ha AbpPXaBHWM UHCTUTYLMMU, KOraTo TOBa € 3aKOHOCBbOOPa3HO U M3PUYHO Cce
N3ncKBa.

KoHdumaeHumanHaTa nHopMauma ce CbXxpaHsiBa Ha MSICTO, AOCTbNbT A0 KOETO € OrpaHuyeH

camo 3a nmua oT nepcoHana Ha [JoctaBuuka, OBfacTeHN ga onepupaT ¢ AaHHUTE 1 ce paskpuea

caMo cnef M3pUYHO cbrnacve Ha [loTpebutens ¢ U3KMKYEeHWe Ha criydyauTe, Npu KOUTO

JlocTaBYMKbT € 3a4bIKEH No cunarta Ha 3akoH.

Hukon oceeH NoTpebuTen, BkntounTenHo 1 [loctaBunka, HAMa NpaBo 4a U3nos3Ba YaCTHUA KITHou

3a cb3gaBaHe Ha enekTpoHeH nognuc. [JoctaBumkbT npenopbyBa lNoTpebutensa ga He manara

noTpebuTenckms koa 3a AOCTbMN A0 YacTHUS Ktod Ha KY, gopu ako Tor e wndposaH.
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6.

7.

Bcuykm YacTHM KNoYoBe Ha nuua oT NepcoHana v 3BeHa B MHGpacTpykTypaTa Ha [locTaBumka ca
HageXaHo 3alMTEHN cpeLly KOMNpoMeTupaHe 1 pasnpocTpaHeHMe.

3anucu B XKypHanuTe M noroBeTe OT cucTeMuTe Ha [locTaBuMka ce pasrnexgar KaTto
KOHpMaeHUManHa nHopMaLmsa 1 ca 3alnTeHN OT HeNpaBOMEpPEH AOCTbI U Bb3AENCTBYE.

10.3.2 HekoHcpumaeHumanHa nHdopmaums

1.

O6wopoctbnHa e Bcska nHdopmaums, cbabpxalwa ce B MNMybnuyHma pernctbp NO OTHOLLEHWE
Ha msgageHuTe ygocTtoBepeHusi, (ocBeH ako lMoTpebutenaTt e nocoumn onuus ,3abpaHa Ha
aoctbna“) kakto n B nyénukysaHusa aktyaneH CRL n B apxmBHUTE KONKUSA HA TO3W CMIUCHK.

10.3.3 3awumTa Ha KoHMAaeHUManHaTa uHcpopmauusa

1.

[octaBunkbT u [loTpebuTtenaT HaAMaT npaBoO fAa pasnpocTpaHsBaT wWnvM ga gornyckart
pa3npocTpaHsiBaHe Ha MHOPMaLUs, CTaHana UM U3BECTHA MPU UK MO NOBOA U3MbIHEHME Ha
3aabiKeHusiTa MM no [oroBopa, BKMYMTENHO OTHOCHO NnawiaHusi, 6e3 npegBapuTenHO
N3PUYHO NMMCMEHO paspeLLleHne OT gpyraTta cTpaHa.

10.4 NoBepUTENHOCT Ha FIMYHU AAHHU

1.
2.

[locTaBUMKBLT € permcTpmpaH kaTto agMMHUCTPATOP Ha JIMYHK JaHHKU no pega Ha 33J14.

B kauectBOTO cv Ha AOMMHMCTPATOP Ha NWYHM daHHW, [JOoCTaB4YMKbT CTpOro cbbniogasa

N3NCKBaHNATa 3a NOBEPUTENHOCT U HEPA3NPOCTPAHEHME HA NUYHUTE AaHHWU Ha [MoTpebutenn,

cTaHann My M3BeCTHW Npu U3MbITHEHME Ha AenHOCTTa cu kaTo JKVYY.

JInynnte gaHHu, komto [octaBunkbT cbbupa, cbrnacHo 1.10.3.1, ce cbxpaHsiBaT n obpaboTeaTt

€VHCTBEHO U CaMO 3a Lennte Ha npegocTaBaHuUTe oT [locTaBuMKa yooCTOBEPUTENHN YCNYru B

CbOTBETCTBUE C n3nckBaHusTa Ha SEJEYY, gencreawarta HopmatusHa ypeaba n GDPR

CovrnacHo yTtBbpaeHute [Nonutukm Ha KY, enemeHTM Ha WHpopmaumsaTa B Tax MoraT Ada

cbabpXaT NuyHM gaHHu. C orneq OCbLeCTBABAHETO Ha AEMHOCTTa CM U Ha onpeneneHv

M3NCKBaAHNA Ha nNybnuyHUTE €enekTPOHHM YCIyrM KbM yOoCTOBepeHaTa MHdopmauums,

[ocTaBuMKBLT 51 NpaBu AOCTbMHA 3a TPETU Nnua Ypes U3gageHnTe yaoCTOBEPEHNS, OCBEH ako B

NCKaHeTo 3a u3gaBaHe Ha yOOCTOBEPEHME HE € MOCoYeHa onuumsaTa ,3abpaHa Ha goctbna".

MoTpebutenar, B KAYECTBOTO CM Ha CYyOEKT Ha NMNYHN AaHHW MMa NPaBOoTo:

e [la nsucksa ot [JoctaBuynka ga kopurupa, unm orpaHmym obpaboTBaHeTo Ha HEroBUTE NIMYHU
OaHHW UNK ga Hanpaeu Bb3paXKeHune cpeLly TAXHOTO obpaboTBaHe;

o [Jla m3nckea ot [octaBumka ga uatpue 6e3 HeHyXHO 3abaBsHe HeroBuTe NUYHW AaHHW,
KOETO Lie ce n3sbpn ot [locTaBymka, ako ca Npunoxumm ycnosuata Ha un.17 ot GDPR;

e [la nony4n cBOUTE NUYHU OAHHW NPU NOMCKBAHE NO CbOTBETHUA pea, onncaH B 7.10.11.

e Ha npeHocmmocT 3a nuyHM gaHHu, npu ycnosuaTa Hac YUn.20 ot GDPR u HopmaTuBHa a
ypenba B cTpaHara.

e [la 6bae yBeAOMEH 3a M3BbPLUEHUTE KOPEKUMU, HanpaBeHO U3TpMBaHE U OrpaHM4aBaHe B
obpaboTkaTa Ha HEroBMUTE NIMYHW AaHHW, aKO U3PUYHO MOKCKa TOBa.

e [la nogaea xanba 00 Haa3opHusa opraH — Komucuarta 3a 3awuTa Ha NUYHUTE OaHHW, no
OTHOLUEHNEe Ha HEroBMTE NNYHU AaHHW, KOUTO ca npegocTaBeHn Ha [locTaB4ynka

10.5 MNpaBa BbpXy MHTENEeKTyanHa cooCTBeHOCT

1.

PasnuyHn paHHW, BKMKOYMEHM B u3gaBaHW yaoCToBepeHua unu nybnukyBaHu B [ly6nunyHus
pernctbp ca obekT Ha nNpaBa BbpXy MHTENekTyanHata COGCTBEHOCT U APYrM MMYLLECTBEHN U
HenmyLLeCcTBEHM NpaBsa.

OTHOoweHuATa no noBod Ha Te3n npasa Mexay [ocTaBuMka W Apyrute yvacTHAUM B
nHpacTpykTyparta Ha B-Trust, kato BbHWHM PO, MPC 1 gp. ce ypexagaT ¢ 4Ooroeop.

Becunukun nsgageHn ygoctosepeHus ot [JoctaBumnka ca o6eKkT Ha aBTOPCKO nNpaBo Ha [JocTtaBuuka.
Bcuukm npaBa Bbpxy usnonssaHu ot [octaBumka 6usHec mapku (Hanp., B-Trust®), kakto u
CbObpXallM ce B yqOCTOBEPEHUATA TbProBCKM HauMeHoBaHWA n3nonasaHu oT MNMotpebutennu, ce
3anas3BaTr OT COOCTBEHMUMTE UM W Ce M3NOM3BaT CamMO 3a HyXAUTe Ha NpeaoCTaBsHUTE
YAOCTOBEPUTENHM YCIyTL.
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5. [Boiikute Kno4oBe, KOPEeCnoHAMpallM Ha yaocToBepeHusTa Ha [loctaBumka u Ha [pyrute
y4YacTHUUM B MHpacTpykTypaTa Ha B-Trust kakTo 1 CbOTBETHUS CEKpeTeH maTepuan, ca obekT
Ha npaBa Ha [locTaByMKa M Ha CbOTBETHUTE Y4aCTHULM, HE3ABMCMMO OT COOBCTBEHOCTTa BbPXY
bn3MYEeCKUss HOCUTEN Ha KIYoBETE.

10.6 OTroBOpPHOCT U rapaHuumn

10.6.1 OTroBOpHOCT U rapaHuuu Ha [loctaBuYMKa

1. [JocTaBuuMKbT OTroBOPSA W rapaHTupa, Yye crnasBa TOYHO YCMOBUATA B HACTOALMUSA OOKYMEHT,
nancksanunata Ha 3EJEYY n Ha HOpmaTuBHaTa ypeaba npu ocbLieCcTBABaHE Ha AEeVMHOCTTa Ha
pernctpupan AKYY.

2. [locTtaBumMKbT OCbLUECTBSIBA AEMHOCTTa Ha pernctpupad OKYY kaTo:

n3nonseBa TexHu4ecko obopyaBaHe W TEXHOMOrMu, KOUTO OCUrypsiBaT HadeXOHOCT Ha
cUcTeMMU U TEXHUYecKaTa 1 Kpuntorpagcka CUrypHocCT rnpu OCbLLECTBSBaHE Ha npolecuTe, B
TOBA YMCNO U CUTYPEH 1 3alLUNTEH MEXAHU3BbM/YCTPOMCTBO 3a FrEHEpMpaHEe Ha KIo4yoBe 1 3a
Cb30aBaHe Ha eNEKTPOHEH NOANUC B CBOSITA MHAPACTPYKTYpa;

nsgasa KY cneg kato npoBepu C JONycTUMM OT 3aKkOHa CpeacTBa npeactaBeHata
MHpopmaums;

CbXpaHsaBa W nogaobpxa WHOpMauusi, CBbp3aHa C W3LgaBaHUTE YOOCTOBEPEHUS W
onepaTtmBHaTta paboTa Ha cMCTeMuTE;

crnasBa yCTaHOBeHMTE npouenypu 3a pabota M npaBuna 3a TEXHUYECKM U (PU3NYECKM
KOHTPOI, B CbOTBETCTBME C YCNOBUSATA B TO3U JOKYMEHT;

npu WuCKkaHe wu3gaBa CbOTBETHUTE TUMOBE YOOCTOBEPEHWs, CMasBanku Yycnosuata u
npoueaypute B TO3M OKYMEHT U CbOTBETHUTE [oNnTUKMY;

yBegomsiea Notpebutenute 3a dakrta Ha akpeguTaumsita cu;

Cb3daBa Bb3MOXHOCT 3a He3abaBHO cnnpaHe 1 NpekpaTaBaHe Ha gencteneTo Ha KY;
npekpaTtsiBa M cnvpa AeWCTBMETO Ha YAOCTOBEPEHUS MpU YycnoBusTa U NO peja Ha
cboTBeTHaTa lNonuTuka;

yBefoMsiBa He3abaBHO cnepj cnupaHe Ha ygoctoBepeHue NotpebuTen;

ocurypsiBa ycrnoBus 3a TOYHO OnpedensHe Ha BpeMeTo Ha u3gaBaHe, CnupaHe,
Bb306OHOBABAHE M NpeKkpaTaBaHe Ha AENCTBMETO Ha YAOCTOBEPEHUSATA;

ocurypsiea MepKku cpeLly noanpassHe Ha yOoCTOBEpPEeHUaTa 1 NOBEPUTESNHOCTTA Ha JaHHUTe,
A0 KOMTO Mma OOCTbM B NpoLeca Ha Cb3gaBaHeTo Ha noanuca;

n3non3Ba HageXaHW CUCTEMU 3a CbXpaHsBaHe M yrpaBreHue Ha yOOCTOBEPEHUATA;
ocurypsiBa Camo HagJs1eXXHO OBaCTEHU CYXUTENu Aa nMmat 4OCTbN 3@ BHAacsiHe Ha NPOMEHM,
yCTaHOBsIBaHE Ha aBTEHTUYHOCTTa U BanuaHOCTTa Ha yOOCTOBEPEHUATA;

npy Bb3HMKBAHE Ha TEXHU4YECKM Npobrnemm BbB Bpb3ka CbC CUrypHOCTTa, TOBA Aa CTaBa
He3abaBHO JOCTOsIHME Ha obcnyXBalms nepcoHart;

C M3TUYaHe Ha CpoKa Ha BanuaHocT Ha KY ga oTMeHu BanuaHocCTTa My,

nHpopmmpa lMoTpebutennte n TpeTn OOBEPSBALLN CE€ CTPaHM 3a TEXHUTE 3a4bIDKEHUSA U
AbIKnumaTta rpuxa Ha nosegeHve npy U3nonsBaHeTo M OOBEPSBAHETO Ha npefocTaBsaHUTE
oT [locTaBuvka YyOOCTOBEPUTENHW YCAYrn, KakTO W OTHOCHO MPaBWUIIHOTO W CUFYPHO
n3non3BaHe Ha usgageHuTe yaocTOBEePEeHUs 1 YOOCTOBEPUTENHUTE YCNyru, CBbP3aHu C TSX;
M3Mnon3Ba u CbxpaHsaBa cbbpaHaTa NuyHa 1 apyra nHgopmalmsa camo 3a Lenute Ha cBosTa
AENHOCT no npedocTaBsiHE Ha yOOCTOBEPUTENHW ycnyrn no cmucbna Ha 3EOEYY u B
CbOTBETCTBUE C pasnopendute Ha 33J1[ 1 opyrute OTHOCUMW NPaBHU HOPMU;

He CbXpaHsiBa UIu He Konupa JaHHU 3a Cb3[aBaHe Ha YaCTHU KNoYOBE;

nogabpxa pasnonaraeMu cpefcTtsa, KOUTO ocurypsisaT Bb3MOXHOCT 3a M3BbpLUBaHE Ha
AenHoCTTa My;

3acTpaxoBa 3a BpeMeTO Ha CBOATa EeNHOCT 3a BpeauTe OT HEM3MbHEHUE Ha 3a4bIKeHnATa
my no 3E[EYY, B cboTBETCTBME CbC 3acTpaxoBaTenHarta nosinTuka;

noagabpa nepcoHan, npuTexasal, HeobxoaumuTe eKCnepTHUM 3HaHus, OnuT U
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KBaJ'II/I(*)VIKaU,VIFl 3a U3BbpLUBaHE Ha DEenHOCTTa;

nyonnkyBa n ocurypsiea 4OCTbM 40 YTBbPAEHO MOBUHO NpuioxeHue 3a obnadeH KEIT,
nogabpxa Permctbp, B kKonto nybnukyBa wusgageHute KY, aktyaneH CRL, pgpyrm
obcToaTencTBa U eneKTPOHHU JOKYMEHTW, CbrnacHo To3n AoKymeHT n 3ELEVYY;

ocurypsisa 4octbn oo Pernctbpa no enekTpoHeH NbT 24 Yyaca B AEHOHOLLMETO;

ocurypsiea 3aljura Ccpelwy BHAcsHE Ha MpoMeHn B nogabpxaHus Permctbp oT
HepernameHTMpaH 1 HenpaBoOMEpPEH JOCTbMN UMY Nopaan CriydyanHo cubuTue;

nybnukyBa B nybnuuHua Pernctbp Ha KY HesabaBHO wu3gageHuTe W NOAMMCaHU
yOOCTOBEPEHUS;

Cb3gaBa YCNoBMS Ha BCska OOBepsiBalla Ce CTpaHa Ada NpoBepw cTaTyca Ha M3fgafeHo v
ny6nvkyBaHo yaocToBepeHne B ny6nmyHmua Pernctbp Ha y4oCTOBEPEHMS;

npu un3BbplBaHe Ha obuyanHaTa genHocT Ha BOPUMKA no npepoctaBsHe Ha BCUMKK
yOOCTOBEPUTENHN ycnyr oT nopTdonmoTto Ha bopuka AlLl, 4OCTaBYMKLT HE OUCKPUMUHUPA
Mo HMKaKbB HAaYMH CBOUTE KIMEHTU U CRYXXUTENMN.

HocTtaBunkbT oTroBapsa npeg MNMotpeduten n [JoBepsaBalla ce cTpaHa 3a:

3adbJDKeHUATa C1 Mno npeagxogHata To4Ka,
HEBEPHU Unn nunceawin gaHHM B yaoCctoBepeHne no Heroea BMHa,
nponyckn B yCTaHOBABaHE Ha MOEHTUYHOCTTA Ha 3aasutens.

10.6.2 OTroBopHoOCT 1 rapaHuuu Ha PO/MPC

HocTtaBunkbT rapaHtupa, 4e PO/MPC usnbnHsBa cBoMTE PYHKUMW U 3a0bIMKEHUS] B MbIIHO
CbOTBETCTBME C YCNOBMATA B TO3M AOKYMEHT, C U3UCKBaHWUSATa 1 npouenypute B [NonuTtukute n
n3gageHnTe BbTPEeLUHW OnepaTUBHN NHCTPYKLMN.

HocTtaBunkbT oTroBaps 3a gencreusata Ha PO/MPC B uHdpacTtpyktypaTa Ha B-Trust.

2.

10.6.3 OtroBopHOCT Ha lNoTpebuTtens
MoTtpebutenar Tpabea ga:

1.

chnassa TOYHO YCroBMSATa U nNpoueaypute Ha Tasu AOKYMEHT U cboTBeTHaTa [onutuka npu
NCKaHe 3a M3gaBaHe Ha yOOCTOBEPEHMS 1 NOM3BaHETO Ha APYrNTE YyOOCTOBEPUTENHN YCNYTU;
3annawa OBIDKMMOTO Bb3HarpaxaeHue KbM [ocTtaBunka CbrnacHo
[oroBopa 1 NpUNOXeHNATa KbM HEro;

“Ma OCHOBHU MNO3HaHUSA OTHOCHO U3MNON3BaHETO Ha YOOCTOBEPEHUSA 3a eNeKTPOHEH Noanuc n
PKI TexHonoruu;

npegoctaBsa BApHa, TOMHA M MbiHa MHGOpPMauUnd, KoATO [JOCTaBYMKBLT M3MCKBA CbINacHo
3aKOoHa M TO3M AOKYMEHT Npwu nodaBaHe Ha WCKaHe 3a u3fgaBaHe W ynpaBrieHUe Ha
yOOCTOBEpPEHME;

ocurypsiea CUrypHa v HagexagHa cpega v npouenypa (HagexgHn TeXHUYeCcKM cpenctea u
cogpTyep), KoraTo reHepupa ABoKrKaTa Kno4oBe N3BbH MHGpacTpykTypaTa Ha [JocTaB4uka, C
ornej onassaHe TanMHaTa Ha YacTHUS KIou;

n3nomnssa anroputMmm, cbobpasHo mnanckBaHusTa Ha HWAKEI npu reHepupaHe Ha gBonkaTa
KIHOYOBE;

yBedoMn HeszabaBHO [JocTaBuMKa, B Ciflydall Ha KOMMPOMETUpaHe WM CbMHEHMS 3a
KOMMPOMETMPAHE Ha YacTHMS K4 KaTo M3NpaTh 3asiBKa 3a CnupaHe Unu npekparsiBaHe
OEeNCTBMETO Ha YAOCTOBEPEHNETO;

CbXpaHsBa 1 3alimMTaBa HageXxgHo CBOSI YacTeH KoY npes UsarnoTo Bpeme Ha BanvMaHOCT Ha
yOOCTOBEPEHMETO CpeLLy 3aryba 1 KOMNpOMeTUpaHe B CbOTBETCTBME HA M3MCKBaHUATA Ha
cboTBeTHaTa NonuTtuka. Besako nanonssaHe Ha YacTHUA KoY ce NpuemMa KaTo U3BbPLLUEHO OT
MoTpebutens nencTeue;

npuemMe wu3gageHoO YAOCTOBEPEHME 3a ENEKTPOHEH nopnuc HesabaBHO crep HEeroBoTo
npegcraBsHe OT cTpaHa Ha [JocTaBuuka;

NpoBepu MbifiHOTaTa M BEPHOCTTA Ha CbAbPXaAHMETO Ha yOOCTOBEPEHME B CPOK OT 3 (Tpu)
OHM oT nybnukyBaHeTo My. B cnyyam Ha HecbOTBETCTBME Mexady npeacTaBeHaTa
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WHdopMaLms No cunarta Ha JoroBopa N CbAbpPXaHNETO Ha YAOCTOBEPEHNETOo, Aa yBeaoMu
He3abaBHO [ocTaBumka. [pelukMTe WNU HEMbLIIHOTUTE Ce OTCTpaHsiBaT He3abaBHO OT
AOCTaB4YMKa Ypes3 n3gaBaHe Ha HOBO yAOCTOBeEpeHMe, 6e3 3annallaHe Ha Bb3HarpaxaeHue,
OCBEH B criydyauTte, KoraTo rpellkMTe U HembfHOTUTE Ce ObIKaT Ha npefocTaBsiHe Ha
HEBEpPHU AaHHMW.

e M3BECTU 3a HACTbMNWUNAa NPOMsHA B YAOCTOBEpeHaTa UHopMaLums 1 fa noncka npekpaTasaHe
Ha YO4OCTOBEPEHNETO;

e yBefomu [locTaBymKa 3a BCAKa NpoMsiHa B MHopMaLundaTa, KOATO He € BKoYeHa B U3gageHo
HEroBo YyAOCTOBEpPEHWE, HO KOATO € npedocTaBeHa B npoueca Ha w3gaBaHe Ha
yOOCTOBEPEHMNETO;

e CMEHW CBOS MbpBOHAYarneH Kog 3a AocTbn A0 YacTHus kntod B QSCD, npeaun ga usnonsea
yOOCTOBEPEHUNETO;

e 13MN0N3Ba M3gageHuTe My YAOCTOBEPEHMSI CaMo C NULEH3MPaH KpunTorpadocku copryep;

e 13MNON3Ba M34afdeHO YAOCTOBEPEHME CaMO B CbOTBETCTBME C OTOEnsasaHoTO B Hero
npeaHasHadYeHne 1 cbrinacHo npunoxumara lNonutuka, KakTo 1 ¢ ornen orpaHnyeHusTa npu
KOUTO e n3gageHo;

e He M3Mon3Ba YacTHUS KNioY 3a Cb3daBaHe Ha €NEeKTPOHEH Noanuc crie u3TudaHe cpoka Ha
BanNUAHOCT Ha yOOCTOBEPEHME UMK Cried CnupaHe unu npekpartasaHe AeNCTBUETO MY;

e uHdopmMpa Bcsika [loBepsiBawla ce CTpaHa OTHOCHO HenHaTa rpua M OTroBOPHOCT npu
posepsiBaHe Ha KY;

e npuema ycrnoBusiTa 3a rpmxarta M OTFOBOPHOCTTa npu AoBepsiBaHe Ha KY, B cnyyanm 4e
nencTea kaTo [JoBepsBalla ce cTpaHa.

2. lMotpebutenaTt e otroBopeH ako e npuen KY, mzpageHo oT [ocTaBuMka Bb3 OCHOBA Ha
npegocTaBeHN OT HEFO HEBEPHU aHHU, CbOTBETHO Bb3 OCHOBA Ha MpPeMbilvaHu Unu nunceaLLm
JaHHMW.

3. [JocTaBuuKbT Lie perpecupa crnpsamo NoTpebuTtens npeTeHumst 3a BCUYKM NMPETbPNeHn Bpeau,
BCNeAcTBME OT peanuavMpaHa OTroBOPHOCT Ha [locTaBuvka, nopaguM HEeusMbIIHEHME Ha
npounsTn4yaLLM OT TO3M JOKYMEHT UMK LOroBopa 3agbJDKEHMUs], KoraTo:

e € 13Mon3Ban anropuTbM, KOMTO He OTroBaps Ha nsncksaHuaTa Ha HAAKETT;

e He M3MbIHSBA TOYHO U3UCKBaAHUATA 3a CUIYPHOCT, onpeaenexun ot [locTaByuka;

e He noucka npekpaTsiBaHe JeNCTBMETO Ha yOOCTOBEPEHUE, KOraTo e y3Harsl, Ye YaCcTHUAT KoYy
e Oun n3non3BaH HenpaBOMEPHO WIIM CbLIECTBYBA OMACHOCT OT HENPaBOMEPHOTO My
M3rosn3BaHe;

e € npven yaoCTOBEPEHWETO MNpU HEroBOTO u3gaBaHe, korato [loTpebutenar He e 6un
OBacCTeH [a AbpPXW 4YacTHUS KIHOY, CbOTBETCTBALL, Ha MOCOYEHUS B YAOCTOBEPEHNETO
nyonunyeH Knwov;

e € npuven ygocToBEPEHMETO NP HErOBOTO M3daBaHe, KAaTo € HanpaBuil HEBEPHUN N3SIBIIEHNS
npen JocTaByumka, UMaLLM OTHOLLEHNE KbM CbObpPXaHNETO Ha YAOCTOBEPEHUETO;

e e npuen ygoctoBepeHuneTo, koraTto oTpebuten He e Gun oBnacTeH Aa novcka n3gaBaHeTo
Ha yOOCTOBEPEHMNETO.

10.6.4 N'puxka n OTroBOpPHOCT Ha [loBepsiBalla ce cTpaHa

Nuuara, kouto ce posepsBaT Ha KY TpabBa ga nputexasaT OCHOBHWM MO3HAHUSA OTHOCHO
NPUHUMNMTE Ha U3MON3BaHe U NPUNOXMMOCT Ha eneKTPOHHMSA nognuc/nevaT u Ha ycnyrute,
CBbP3aHu ¢ ynotpeba Ha yaoCTOBEPEHNETO.

2. [loBepsBaluara ce cTpaHa cnefsa Aa nonoxu AbKuma rpuxa, Karto:

e Cce [JoBepsABa Ha YyAOocTOBepeHWsaTa camo C ornes Ha [lonMTukata OTHOCHO
npeaHasHa4YeHMeTo 1 Ha orpaHUYeHnsiTa n yCcroBsusaTa, Npu KOUTO € N3[afeHo;

e U3BBLPLWN MNpOBeEpka Ha cTaTyca Ha YAOCTOBEPEHVMeTO B noaabpxaHvua oT [locTaBuuka
My6nuyeH pernctbp. lNpoBepkata Ha enekTpoHHaTa aBTEHTUYHOCT U Ha MHTEerputeTa Ha
yaocToBepeHneTo u3BbH [NybnnyHms Pernctbp nnu B HeaktyaneH CRL-cnvchk He ocurypsiBa
npoBepKa 3a HeroBaTa BanWAHOCT M BCUMYKM HACTbLNWAW Bpeau OT NpeanpueTn AencTBus,
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crnepn ocblUecTBABaHe €AMHCTBEHO Ha TakaBa MpoBepKa, ca 3a cMmeTka Ha [loBepsBallarta
CTpaHa;

e [rpoBepsiBa BanMAHOCTTa Ha noanuca/nedara, Kakto M BanMAHOCTTa Ha €NeKTPOHHWUS
nognuc/neyat Ha [locTaB4yMka no Bepurata oT ygocToBepeHust 4o 6a30BOTO y4OCTOBEPEHME;

e Ce yBepu, Ye MPUIIOXEHUsATa, C KOUTO Ce WU3MOoN3Ba yOOCTOBEPEHUETO ca (PYHKLMOHANHO
NpUNoXnMn 3a npeaHasHavyeHUeTo, 3a KOMTO € U3gafeHo, KaKTO U C Orfied HMBOTO Ha
CUIYPHOCT, NOCOYEHM B CboTBeTHaTa lMonuTtuka.

Ovmknma rpuxa Ha [loBepsBawiata ce cTpaHa € Aa M3nona3ea curypHa (kBanuduuumpaxa)

npoBepka (Banuaaumsi), KOATO rapaHTupa, ye:

e nyBNNYHUAT KoY, KOWUTO Ce U3MNoM3Ba 3a NPoBepKa Ha noanuca/nedara CbOTBETCTBA HA TO3W,
KOWTO ce npeacTaBsi B y4OCTOBEPEHMETO;

e [rpoBepkaTa 3a M3Moni3BaHe Ha YaCTHUS K4 e HaJeXaHo NOTBbpAeHa M pesyntatuTte oT
Ta3n NpoBepKa KOPEKTHO Ce NpeaCTaBAT;

e pu HeobGXOAMMOCT MOXe Aa Ce YCTaHOBM CbObPXaHWETO Ha nognucaHus/nognedvaTtaH
€NeKTPOHEH JOKYMEHT/U3sBNEHNE;

e QABTEHTMYHOCTTA W  BanNMOHOCTTa Ha  YAOCTOBEPEHMETO KbM  MOMEHTa  Ha
noanuceaHeTo/noanevartsaHe HageXaHO ce NpPoBepsBar;

e pesynTaTuTe OT NpoBepKaTa U eNneKkTpoHHaTa NAEHTUYHOCT Ha MNoTpebuTtens Ha KY npaBunHo
ce npeacTaBsT;

e BCSIKaKBWM MPOMEHWN, PENEBAHTHM 3@ CUIYPHOCTTA Ca YCTaHOBUMM.

JocTaBunMKbT He HOCU OTrOBOPHOCT 3a HacTbnunu Bpeau Ha [oBepsiBawjata ce cTpaHa OT

HenonaraHe Ha Abfkumara rpuxa.

10.7 OTKa3 OT OTFOBOPHOCT

1.

2.

8.

C usknoyeHne Ha cnyyYamte Ha NpeTbprneHn Bpeau OT u3nonssaHe M goBepsiBaHe Ha KY,

[ocTaBunKbT He OTroBaps 3a cBOMTE HEOGPEXHM AENCTBUS.

[JocTaBunkbT He oOTroBaps B ClyyauTe, KOraTo HacTbnunuTe Bpean ca Ccreacrteme ot

HEBPEXHOCT, OTCBLCTBME Ha MOSIOKEHa rpwxa WK nunca Ha OCHOBHW MO3HAHWS OTHOCHO

TEXHONMOrMnTE Ha eneKkTpPOHeH NOANUC OT cTpaHa Ha NoTpebuTtensa unu [JosepsaBalwm ce CTpaHu.

[ocTaBUMKBLT MO HUMKaKbB HA4YMH HE MOXe [a OTroBaps 3a criydauTe, B KOMTO MOAMUCaHU U

NpUapPYyXeHn ¢ BanuaHn yoocTOBEPEHUS U3SABMEHNS ca BuUnm oTTerneHu.

[ocTaBunKbT He OTroBaps B cnyyauTe, Korato e nognucaH codpTyep vunm MHEOOPMAaLUOHHK

00€eKTn 1 CbLuMTE Ca NpuYnMHUNIM Bpean Ha [loBepsiBalia ce cTpaHa.

[locTaBUMKBLT He NpoBepsiBa U HE Crean 3a HapyLlaBaHe Ha npaBa Ha TPeTU N1ua No OTHOLLEHUE

Ha TEXHW TbProBCKM MapKW, TbProBCKM HAUMEHOBaHUS WNU OpYyrn UMYLLECTBEHU WU

HenMyLLEeCcTBEHM MpaBa, Korato MHopMauus, CbabpXala ce B U3gageHn yaoCcTOBEPEHUs e

JoBena [0 TakMBa HapylweHusi. B cnyyam Ha npeTbprneHn Bpean OT CTpaHa Ha [locTaBuumka

nopaav TakmBa HapyLLUEHUS, CbLUMAT MOXe Aa v npeTeHanpa ot Notpebutens.

[ocTaBuMKbLT HE OTrOBOPSA 3a MPEKU UMM KOCBEHW, NpeasBuanuMn Unu HenpeaBuavMu Bpeau,

HacTbLNWUIM BCREACTBUE OT U3NOM3BaHE UNn AOBEpsiBaHEe Ha CNPEHN, MPeKpaTeHn Unu ¢ N3TEKBLI

CPOK Ha BanugHoCT y4OCTOBEPEHMS.

N3BbH cydyanTe nNo npeaxoaHuTe Toukn, [locTaBYMKbT HE HOCKM OTTOBOPHOCT 3a:

e TOYHOCTTa, aBTEHTUYHOCTTA, NMbMHOTATa WM CbOTBETCTBMETO Ha MHAOPMaUUs, KOATO €
BKMtoYeHa B TeCTOBM, Be3nnaTHU UM AeMOHCTPALMOHHN YOOCTOBEPEHUS;

e KayecTBOTO, (OYHKUMUTE WNM TEeXHOMOormata Ha CcoTyepHUTE MPOAYKTU U XapOyepHu
YCTPOWCTBA B UH(ppacTpykTypaTa Ha B-Trust, nanonaeanu ot MNoTtpebutenn unu [Joeepsasaiim
ce CTpaHu;

® 3a CBOEBPEMEHHO npekpaTaBaHe 1 crnvpaHe Ha yooCcToBepeHus U/unm npoBepka Ha ctaTyca
Ha yOooOCTOBEPEHUs nopaanm NpuymMHU, KOUTO Ca M3BBH HEroBMUS KOHTPON (Hanp. HenonaraHe
Ha ObIDKMMa rpmxka oT cTpaHa Ha [loBepsiBalla ce cTpaHa, HegobpoCbBECTHWN AENCTBUSA OT
cTpaHa Ha NoTpebuTten, TeNeKoOMyHUKaLUMOHHN 1 EHEPTUNHN CMYLLEHUS U Ap.

[ocTaBunkbT He OTroBapsi 3a Bpeaw, NPUYMHEHM OT u3nonseBaHe Ha KY u3BbH ob6xBaTa Ha
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BNMncCaHUTEe B HETro0 OrpaHn4YeHnAa n npegHasHav4eHus.

10.8 OrpaHu4yeHne Ha OTrOBOPHOCT Ha [locTaBYMKa

1. 3awusgasann KYKET/KYKEMeuvaT, [JocTaBunKbT OTroBaps B paMKUTE Ha MakCUmareH MmuT Ha
otrosopHocT 40 000 nB.

2. TllocoyeHuTe NMMUTU Ha OTFOBOPHOCT Ce CcuMTaT 3a OrpaHUYeHUst Ha OTFOBOPHOCTTa Ha
JocTtaBuyuka.

10.9 KomneHcauum 3a [loctaBuYMKa

1. 3a BCWMYKM cnyYyan Ha HeusMmbiHEHME Ha 3agbllkeHusTa OT cTpaHa Ha [loTpebutens,
J[loCcTaBUMKBT LUE aHraxupa oTroBopHOCTTa Ha [MoTpebutens 3a Bpeau U Le uma npaBoTo Aa
npekpaTn He3abaBHO M3aaAeHo YOOCTOBEPEHME.

10.10 CpokK u npekparsiBaHe

1. Pasnopenbute B HacToAWMA [OOKYMEHT, KakTO M acouuupaHute C Hero [lonutukn Ha
npegoctassHe Ha KY u ygoctoBepuTenHu ycnyrn ot [loctaBymka ca BanugHu OO usgaBaHe U
nybnukyBaHe Ha cneggalla TAxHa Bepcus/pefakums B XpaHUULLETO 3a JOKYMEHTU Ha canTa Ha
[ocTtaB4uka.

2. [oroBopbT 3a yaocTtoBeputenHu ycnyrm mexay HoctaBunka u NoTpebuten e cbC Cpok eaHa
roguHa vnu 0o U3TMYaHe Ha Cpoka Ha BanMOHOCT Ha MNocnegHoTo u3gadeHo Mo cunata Ha
[0roBopa ygoCToBEPEHME.

3. C npekpaTaBaHe Ha gevHocTTa Ha [locTaBumka ce npekpartaBat pasnopenbure, MNMpaktukaTta m
MonuTtuknTe acoummpaHm ¢ TO31 OOKYMEHT.

4. B cny4an Ha HeQeNCTBUTENHOCT Ha OTAENHa Knaysa OT TO3U JOKYMEHT, BanMAHOCTTa Ha Lenns
OOKYMEHT Ce 3ana3Ba 1 He ce HapyLluasa gorosopa c Notpebutens. HegencreutenHata knayasa
ce 3amMecTBa OT NOBENUTENHUTE HOPMW Ha 3aKOHa.

5. [oroBopbT 3a ygoctoBeputenHu ycnyrn mexay [octaBumnka u MNotpebuten ce npekpartsiea c
n3TM4yaHe Ha CpoKa Ha BanvMAaHOCT Ha NOCNeaHOTO M3gafeHo yaoCTOBEPEHME NO 4OroBopa unm ¢
npekpaTsiBaHe Ha BCUYKN U3gageHn yagocToBepeHus no 4orosopa.

6. [JocTaBUMKBLT CbXxpaHsaBa HAAMNEXHO N CUIYPHO BCUYKU MPESULLHN BEPCUN HA TO3U OOKYMEHT U
acounmpaHute ¢ Hero MNonuTukn.

10.11 YBegomsiBaHe U KOMYHUKaLIMA MeXAY CTpaHUTe

1. [oCTaBYMKbT M3MNON3Ba M3sABMeHUsl, NUcMa M cbodbueHns Ha PO/MPC kakTo M eneKkTpOHHMU
yBeAOMIIEHUs, KOMTO NyOnunkyea Ha cBodATa IHTepHeT-CTpaHuua.
2. KnuneHtute Ha B-Trust morat ga mnsnpawat cbobLieHus, nMcmMa, NpenopbKu, BbAPOCKU U Xanbtu
0o [lJoctaBumKka KaTo M3Nona3BaT CriedHUst agpec 3a KOHTaKTU:
noweHckn agpec: Codums 1612, 6yn. ,Llap Bopuc IlI" 41
TenedoH: 0700 199 10
nmenn agpec: info@b-trust.org
OdmumanHa cTpaHuua Ha gocTtaBymka: hitps://www.b-trust.bg
3. B cnyuyan Ha nony4yaBaHe Ha xanba, [locTaBuMKbT M3BbpPLUBA He3abaBHa NpoBepka 1 Manpawla
OTroBOp 40 XanbonogaTensi B CPOK OT 2 paboTHU OHMW.

10.12 NpomeHu B [lokyMeHTa

1. JoCTaBYMKbT MOXe Aa NpaBu peaakuMOHHWM MPOMEHW B TO3W AOKYMEHT, KOUTO He 3acsrat
CbObPKAHMETO Ha NpaBaTa M 3a4b/HKEHUATa B HErO.

2. TlpomeHu, KOMTO BOOAT A0 HOBa Bepcusi/pedakuma Ha AoKymeHTa ce nybnukysat Ha WHTepHeT
cTpaHuuaTta Ha [JoctaB4uka.

3. [lMpomenuTte ce cvobasaT Ha KPC 1 3amHTepecyBaHuTe nuua.

4. Bcsko nuue Moxe Aa oTnpaBs NPeanoXeHus 3a NPOMEHN N OTCTPaHsABaHe Ha A0MyCHaTM rPeLUKy,
KaTo 1M3nons3esa NnocovYeHuTe no-rope KOHTakTu ¢ [loctaByuka.
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10.13 PewaBaHe Ha cnopoBe U MACTO (NOACBHAHOCT)

1. BCWYKM BB3HWKHANM CrMOPOBE MEXAY CTpaHWTe No AOroBopa 3a YAOCTOBEPUTENHW YCryru ce
ypexgaaT no criopasyMeHve Mexay CTpaHuTe, Ype3 pasbupaTenctso u B Ayx Ha nobpa Bons, a
ako TakoBa He GbAe NOCTUrHaTo, Ce peLlaBaT OT KOMMNETEHTHUS 6bNrapcku cby,.

10.14 NMpunoxunmo npaBo

1. 3a BcuykK BbMNPOCU, HeypedeHU B HacTodwnAa AOOKYMEHT Cce npunarart pa3nope/:|,6V|Te Ha
6'bJ'IFapCKOTO 3akoHoOaTencTBoO.

10.15 CroTBeTCTBUE C NMPUSTIOXKUMOTO NpaBo

1. HactoawmaTt okymeHT e pa3paboTeH B cboTBeTCcTBME cbe S3ELAEYY 1 gelicTBawlaTta HopMaTuBHa
ypenba.
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