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XpOHOﬂOFMﬂ Ha UAMEeHeHuATa Ha AOKYMEeHTa

Bepcus | AsTop (M) Hata CucrosiHue | KomeHTap
1.2 Oumntbp Hukonos | 13.01.2017 YTBBbpAEH M3meHeHnsa Ha JOKYyMEHTa,
CBbP3aHuU C NpunaraHe Ha
PernameHTt 910/2014.

1.3 Oumntbp Hukonos | 20.05.2018 YTBBbpOEH MpomaHa Ha npodun Ha
Timestamp ypocToBepeHue.
AkTyanunsaums Ha
HopMaTuBHa ypeaba.

2.0 Oumntbp Hukonos | 01.03.2020 YTBbpAEH TexHU4Yeckn Kopekuunm

2.1 Mapraputa boHeBa | 01.05.2023 YTBBbpOEH MpomaHa Ha npocun Ha
Timestamp ygoctoBepeHue
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CBbOTBETCTBUE U YNIOTPEBA
To3n OOKYMEHT:

e paspaboteH ot ,BOPUKA® A[l, opMaMYECKOTO nuue, permcTtpmpaHo B TbproBckus
pernctbp Kbm AreHumsaTa no BnmceaHusaTa ¢ EMK 201230426;

Bnu3a B cuna Ha 01.07.2018r;

CbAbpXa yCroBusaTa, CbrnacHo KoMTo [JocTaBYMK Ha KBanMduuupaHu yaocToBepuUTenHn
yenyrm (OKYY) ,6OPUKA® ALl (OocTtaBumnk) npegoctass Ha MoTpebuTtenu kBanuguumpaHm
€NeKTPOHHM BPEMEBU NevaTu, Ypes3 opraHn3aumoHHoO 060cobeHo 3B8eHO - OpraH 3a
KBanudpuumnpaHm enekTpoHHN BPEMEBU NeyaTy;

nma xapaktep Ha obLumM yCnoBumsi N0 cMUCHIIa Ha Y. 16 oT 3akoHa 3a 3aabriKeHuaTa u
porosopute (331);

BKIOYBa NogpobHO onucaHue Ha nonuTukaTta u npakTukaTa npy npegocTaBsiHe Ha
KBanvduumpaHm enekTpoHHN BpeMeBu neyatn ot [loctaBumka u e nybrnmyeH JOKYMEHT C
Len yctaHoBsiBaHe Ha CbOTBETCTBME Ha AerHOCTTa Ha [locTaB4ymka ¢ HopmaTMBHaTa
ypenba;

MOXe aa 6bae npomeHsiH oT [KYY 1 Bcsika HoBa peaakuma Ha "llonuTrka n npakTuka 3a
npegocrtaesaHaTa oT ,BOPUKA® ALl kBanuduumpaHa ycnyra 3a nsgasaHe Ha
KBanvduumpaHm enekTpoHHN BpeMeBu neyvaTtn” ce nyonvkyBa Ha MHTEPHET-CTpaHuLaTa Ha
JocTtaBuuka.

Hacrosawmnar OOKYMEHT € U3roTBeH B CbOTBETCTBUE C:

PernameHTt 910/2014 Ha EBponeiickua napnameHT n CbBeT OTHOCHO YO0OCTOBEPUTENHUTE
ycnyru n ce no3oBasa Ha nHdoOpMauus, CbabpiKallia ce B U3roTBEHUTE B CbOTBETCTBUE C
TO3n PernameHT v yTBbpAeHU MeXAyHapOAHW NPenopbKY, cneundukaLmn u ctTangapTu;
3akoHa 3a eneKkTpOHHUSA OOKYMEHT U enekTpoHHUTe yaoctoBeputenym yenyrn (3EQEYY);

Hapen6a 3a oTroBopHOCTTa 1 3a NpeKkpaTaBaHEeTO Ha AeNHOCTTa Ha JOCTaBYMLnUTE Ha
yaocTtoBeputenuun ycnyrn (HOMAOYY);

CbabpXKaHNETO M CTPYKTypaTa Ha AOKYMeHTa ce No3oBaBa Ha MHopMaumsi, CbabpiKalla ce B
crnegHvTe YTBbPAEHN MeXOyHapOoaAHN NPenopbKu, cneumdukaummn u ctaHaapTu:

RFC 3161: Internet X.509 Public Key Infrastructure: Time-Stamp Protocol (TSP);

ETSI EN 319 401: General Policy Requirements for Trust Service Providers;

EN 319 421: Policy and Security Requirements for Trust Service Providers issuing Electronic
Time-Stamps;

EN 319 422: Time-stamping protocol and time-stamp token profiles.

BcsikakBa MHopmaumsi, CBbp3aHa € TO3M AOKYMEHT, MOXe [a ce nosyyn oT [loctaBumka Ha agpec:

6yn. ,Liap Bopwuc Il1" Ne 41
Coduma 1612
,DOPUKA* AL}

TenedoH: 0700 199 10

nmenn agpec: info@b-trust.org
OdmumanHa cTpaHuua Ha gocTaBymka: www.b-trust.bg
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1 BwbBepeHwue

JocTtaBunk Ha Ksanuduumpann YaoctoseputenHdun Ycenyrn ,60PUKA” ALl, HapuyaH no-HaTaTbK 3a
kpatko ,JAKYY”, no cunata Ha un.19 Ha 3SEJEYY uspasa KsanndpuuyupaHm EnektpoHHn Bpemesu
Meuatn (KEBM).

KBannduumpanmnsat EnektpoHeH Bpemeu [Neyat npepoctaBa kanubpupaHo oduumnanHo Bpeme,
KOeTo yaocToBepsiBa NO CUrypeH M MNpPOCreavM HauuvH CbLUEeCTBYBAHETO Ha LMMPOBUM AaHHW,
BKIMIOYUTENHO CbAbpXaHWEe Ha eNeKTPOHEH AOKYMEHT npeaun onpeaeneH MOMeHT. MpunoxeHo KbM
KEI, KEBI1 yTBbpXXaaBa, Ye enekTpOHHUSA Nognuc € Cb3dadeH npean MoMeHTa, ykasaH B KEBIT.

HokyMeHTBLT onpefensa obwuTe ycnosust u npaswna, kouto AKYY cnegsa npu nsgasaHe Ha KEBIT
npun onepupaHeTo 1 NnoaapwbXxKaTa Ha Tasu ycnyra.

Opranbt, 4ypes konto [OKYY wnspaBa u nogavpxka KEBIT ctporo cvbGniogaBa [lMonuTtukata wu
npakTukaTa CbabpXalln ce B TO3M AOKyMeHT. Teau [Nonutuka u pakTuka OCHOBHO agpecupart
NnocoyeHns no-rope cueHapuin Ha npunoxmmocT Ha KEBI kbm KET, HO Te ca npunoXxumm n npu apyrm
cueHapuu.

C orneg Ha TOBa, Ye npepocTtaBaHuTe OT B-Trust Qualified Time Stamp Authority KEBI1 ca
NpUNoXNMN Npu pasnuynn cueHapuu, OKYY ,6OPUKA” ALl nybnukyea obiia MNonutuka un MNpaktuka,
KOWUTO CbCTaBnsABaT TO3M AOKYMEHT.

OKYY ,BOPUKA” ALl onepupa B-Trust Qualified Time Stamp Authority n nyénudHo npegoctaesa KEBI'
Ha NHTepHeT-agpec ,http://tsa.b-trust.org”.

2 OoObxBaTr

Toaun JoKyMeHT ornpefiend nsnckeaHusaTa kbM NMonutukata Ha OKYY oTHocHo usgasaHuTe KEBI u
aedvHupa MNpakTukata npy onepupaHe v ynpaeneHue Ha B-Trust Qualified Time Stamp Authority, 3a
0a no3BONM Ha noTpedutenu n OoBepsBalUM Ce CTpaHW, KOUTO MMaT ckrodeH [oroBop 3a
M3non3BaHe Ha KeBanuduumpaHuTe yOOCTOBEPUTENHU Yycnyrn Ha B-Trust wnu nognucaHo
CnopasymeHue 3a HMBO Ha obcnyxBaHe KbM TakbB AOroBOp, Aa Nony4vaT ONUCaHWe M OueHKa Ha
CUrypHOCTTa Ha NpefocTaBsaHaTa kBanuduumnpaHa ycnyra 3a usgasaHe Ha KEBIT.

B-Trust Qualified TSS nonssa obwaTta uHPpacTpyktypa Ha B-Trust Ha ,BOPUKA” Al kato
KBanudpuumpaH AOCTaBYMK Ha KBanuduumpaHu ygoctoBeputenHu ycnyri cbrnacHo 3ELOEYY un
PernameHTt 910/2014.

M3uckBaHMATa n ycrnoBusaTa, CbAbpXalln ce B JOKYMEHTa, ca aApecupaHn npean BCUYKO KbM B-
Trust Qualified TSS npu ynotpebata u noggpwvxkata Ha KEI. Te ce 6a3upart Ha n3non3saHeTo Ha
PKI-kpuntorpadums, yooctoBepeHus Ha MNyOnnyHM KryoBEe M M3TOYHUK Ha TOYHO (OdoumumnanHo)
BpeMe, Ho Guxa moraT Aaa ce u3nonseaT U 3a APYrv NPUNOXKEHNS.

MoTpebutenute n gosepsiBawmTe ce cTpaHn TpssbBa Aa nonssaT TO3W OOKYMEHT, 3a Aa nonydar
TOYHO ONMcaHue 1 OLleHKa Ha CUrypHoCTTa Ha npegoctaseHuTe KEBIT.

3 TepMuHMU 1 onpeaeneHus

B-Trust QTSA (B-Trust Qualified Time Stamp Authority) — YpoctoeepsBaw, OpraH B
nHdpacTpykTypaTta Ha B-Trust, konto npegoctassa KEBI.

TST (Time Stamp Token) — enektpoHHO nognucad KEBI1 ot B-Trust QTSA 3a cbliecTByBaHe Ha
LUMPPOBO CbAbpXaHWe Ha enekTPoHeH [OKYMEHT npeau onpegeneH MOMEHT, MOCOYEeH B
YAOCTOBEPEHNETO N 3a HENMPOMEHUMOCT Ha ToBa CbAbpXKaHue cref To3n MOMEHT. punoXxeHo Kbm
erleKTPOHEeH NoAnuc, yaoCTOBEPEHNETO Cb3aBa HEOTMEHMMOCT Ha NoAnuca BbB BPEMETO.
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Qualified TSS (Qualified Time Stamp Services) — kBanuduumpaHn yaoCTOBEPUTENHN YCNyri 3a
reHepupaHe Ha curypHu KEBI, nogobpxaHe Ha apxus Ha usgageHun u goctaseHn KEBIT, nposepka
W yTBbpXKaaBaHe Ha BanugHocT Ha KEBI.

TSA-cucmema — CbBKYNHOCT OT opraHuanpanum VT npoaykTu u KOMNOHEHTU, Ype3 KouTto B-Trust
QTSA npepocTtaes KEBIT.

Coordinated Universal Time (UTC) — BpemeBu mawab, 6asmpaH Ha cekyHau, cbrnacHo ITU-R
Recommendation TF.460-5.

UTC(k) — BpemeBu mawab cnopeg naboparopus “k”, konto ce gobnmkasa go UTC, ¢ uen nocturaHe
Ha To4HocT nntoc/muHyc 100ns (ITU-R Recommendation TF.536-1 [TF.536-1]).

Service Level Agreement (SLA) — [JoroBopupaHO criopa3ymMeHue 3a HMBO Ha OOcCnyXBaHe npu
npegoctaesaHe Ha Qualified TSS.

GPS - Global Positioning System - [nobanHa cuctema 3a CObTHUMKOBO OMNpedesnsHe Ha
MECTOMOSOXEHNETO

NTP — Network Time Protocol e NpoTOKon 3a CUHXPOHU3UPaHE Ha YaCOBHULUUTE B KOMMIOTbPHUTE
cucrtemu

NTP Stratum — Hueo B NTP nepapxudHata nogpenda Ha M3TOMHUUM Ha BpeEMeE, Ornpeaensio
OTMECTBAHETO Ha CbpBbPpa CNpsiMo pedbepeHTEeH U3TOYHMKa Ha BpeMe (Stratum 0).

Opyrnte cneunuyHn TePMUHN, KOUTO Ce M3NON3BAaT B JOKYMEHTa crneaBaTt onpeaeneHnsita, AageHu
B AOKyMeHTa ,[1pakTuka npu npeaocTaBsiHe Ha KBannuumpaHn ygocTOBEPEHUS U YOOCTOBEPUTENTHN
ycnyru ot ,6OPUKA® ALl (B-Trust CPS-elDAS), kounTo e nybnukyBaH un gocTtbreH Ha Yeb canTa Ha
OKYY ,BOPUKA” ALl (https://www.b-trust.bg/documents ).

4 KoHuenuwusa

4.1 Qualified Time Stamp Services (Qualified TSS)
NHdpacTpyktypata B B-Trust, koaTto npegoctass, obcnyxsa n nogabpxa Qualified TSS, skniousa:

— B-Trust Qualified Time Stamp Authority - onepupa Qualified TSS, reHepupa KEBI1, nogobpxa
XypHan un apxus Ha nsgageHute KEBIT n ynpasnsaBa ycnyraTa;

— CuUCTeMHa noructvka - npuemMaHe Ha OHNanH 3asBkM M poctaBka Ha KEBII, nposepka u
yTBbpXaaBaHe Ha usgageHu KEBIT.

CuncteMHaTa norncTrka BKYBa OCTbN A0 U3TOYHMK Ha To4HO Bpeme ( UTC(K) ).

ToBa pgeneHve e yCnoBHO 3a LienMTe Ha JOKYMEHTa W He Hanara orpaHuyveHve B Mon3BaHeTo Ha
KEBIT.

4.2 B-Trust Qualified Time Stamp Authority (B-Trust QTSA)

,B-Trust Qualified Time Stamp Authority“ e ynoctoBepsiBalLus opraH B MHppacTpykTypaTa Ha B-Trust
cbrnacHo T. 4.1, konto npegoctaesa KEBIT B cvorBeTcTBME C NonuTtukaTa m MNpaktukata Ha OKYY,
onucaHu B TO3M SOKYMEHT U uarpaxga 4oBepueTto Ha notpebutenute Ha KEBI.

4.3 MoTtpebutenn

MoTtpebutenn Ha KEBIM ca nvua nnn goBepsBawm ce ctpaHun Ha B-Trust, cbrnacHo ,lpakTtuka npu
npegocraBsHe Ha kBanuduumpaHn yoocToBepeHus u ygoctoseputennn ycnyrn ot ,6OPUKA* AL
(B-Trust CPS-elDAS), KakTo 1 BCAKO OPYro hn3N4EeCcKo Unm 1opuanyecko nuue, CKNioYmnno oTaeneH
porosop ¢ ,6bOPUKA” ALl 3a Qualified TSS n cboTBETHO cnopa3ymeHue 3a HMBO Ha 0GCnyXBaHe
(SLA).
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4.4 TMonutuka u MNpakTuka

To3n OOKyMeHT gedmHupa obwmuTe enemeHTM Ha nonmuTukata M Ha npaktukata Ha OKYY pa
npepoctassa KEBI B kauecTBOTO My Ha 06LLM ycnoBus.

MonuTtukaTta onpeaens ycrnosusita U Npasusnarta, kbM KouTo ce npuabpxa AKYY. NpaktukaTta onncea
kak OKYY npunara onucaHaTa nonutuka n npouenypute, KOUTO TOW cnefsa nNpu npegocTaBsHe Ha
KEBIM.

B-Trust QTSA wmnsgaea KEBI1 Ha Bcsika 3auHTepecoBaHa cTpaHa, kaTto cbbnogaBa cTaHgapTHO
(HerapaHTMpaHO) HMBO Ha obcnyxsaHe. [pasuno B lMNMonutukata Ha B-Trust QTSA e ga usgasa
KEBI1, cnegsanky npaktukata n npouenypute BKNHYEHN B HACTOALWLMNS AOKYMEHT.

MoTpebuten, KOWTO ce Hyxxaae OT rapaHTUpaHo HMBO Ha obcnyxeaHe Ha KEBI, ckntousa [Jorosop
3a nonaeaHe Ha B-Trust Qualified TSS n SLA.

3a ycnyra ,M3gaBaHe Ha kBanudpuumnpaHu enekTpoHHM BPEMEBM nevaTn” npu cbrinacyBaHo HMBO Ha
obcnyxsBaHe (SLA, Service Level Agreement) ce 3annawia CbrnacHo LOroBOPHUTE YCNoBUsS 3a
AOCTaBKa U Mon3BaHe Ha ycrnyraTta.

MpakTukaTta Ha [JocTtaBumka npu npegoctaBsHe Ha KEBI1 ce ocbliecTBaABa OT yooCTOBEpPSBaLLUNS
opraH ,B-Trust Qualified Time Stamp Authority“ n ce osHa4aBa c:

YpaocToBepsiBaly opraH UpeHtudukarop (OID)

B-Trust Qualified Time Stamp Authority 0.1.D.=1.3.6.1.4.1.15862.1.6.3

MonutukaTta Ha [JocTaB4mnka OTHOCHO npeaocTtassHe Ha KEBIT ce o3HavyaBa cbC criegHuTe

naeHTudurkaTopu:
KBanuduuupaHoTto YaoctoBepeHue HanmeHoBaHue Bnucanu Nonutukm (OID)
YpnoctosepeHue Ha KEBI B-Trust Qualified Time Stamp Policy [O.l.D. =

1.3.6.1.4.1.15862.1.6.3
O.1.D. =0.4.0.2023.1.1

4.5 YnpaBneHue Ha lNpakTukaTta un Nonutukarta Ha [locTaBYMKa

1. Mpaktukata un lMonutukata Ha [ocTaBumka nognexaT Ha agaMUHUCTPATMBHO ynpaBfneHue u
KOHTpOn OT cTpaHa Ha CbBeTa Ha agupektopuTte Ha ,BOPUKA® ALl

2. [Jonyckat ce npoMeHW, pedakumm U SOMbIIHEHMS, KOUTO HE 3acaraT npaBaTa U 3agbibPKeHus,
npou3Tu4aLymn oT TO3M AOKYMEHT U CTaHAapTHUA gorosop mexay [JocTtaBunka v MNoTtpebutenure
crnepn cbrnacysaHe M yTBbpxaaBaHe oT CbBeTa Ha AnpekTopuTe.

3. Bcska npeactaseHa n ogobpeHa HoBa Bepcust U pefakums Ha To3u OKYMEHT He3abaBHo ce
ny6nukyBa Ha canTa Ha [locTaB4uka.

4. KomeHTapw, 3annTBaHUS U passaCHEHUS NO TO3M JOKYMEHT MoraT fia ce OTnpaBsaT Ha:

— €eneKTPOHEH agpec Ha YaocToBepsaBall opraH: info@b-trust.org;
— enekTpoHeH agpec Ha JoctaByuka: info@borica.bg;
— Ten.: (02) 9215 115 n gakc: (02) 981 45 18

5 Monutuka Ha B-Trust Qualified Time Stamp Authority

5.1 O6w npernepg

MonuTtukata Ha B-Trust QTSA e HabopbT OT NpaBuna, KOUTO 03Ha4vYaBaT npunoxmmoctta Ha KEBIT
32 KOHKPETHO MPUMOXEHNE UK KNnac OT NPUNOXKEHNS C OOLLM M3UCKBAHMS KbM HUBOTO Ha CUIYPHOCT.

B-Trust nsgaea KEBI1 B cvotBeTcTBUE ¢ “ ETSI EN 319 421 Policy and Security Requirements for
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KBANMUWOULIMPAHA YCITYTA 3A U3OABAHE HA KBAITUOULUMNPAHU ENEKTPOHHU
BPEMEBU NEYATU HA B-TRUST QUALIFIED TIME STAMP AUTHORITY

Trust Service Providers issuing Time-Stamps” n HacToawaTa MonuTuka.

MpenoctaBaHOTO TOYHO kanmMbpupaHo Bpeme cnpsimo UTC (Coordinated Universal Time) e ¢ TouHoCT
0o 0.5 cekynau. Npu gobaBsiHe nnu n3BaxxgaHe Ha CekyHOa KbM TOYHOTO BpeMe (leap second), B-
Trust QTSA He usgasa KEBIT B pamknTe Ha Tasu cekyHaa.

CuctemHata noructuka Ha B-Trust QTSA usnonssa GPS M3TOYHMK Ha TOYHO BpemMe C uen
rapaHTMpaHe Ha MakcMmariHa TOYHOCT.

CniyxebHoTO ygocTtoBepeHne Ha B-Trust QTSA Ha [JocTaBuvka e ygoCToBepeHue 3a nyonmnyHus
KrntoY, enekTpoHHO nogneyaTtaHo ¢ 6a3oBusa 4acteH knod Ha [loctaBumka. C 4YacTHus Kknod Ha B-
Trust QTSA enekTpoHHo ce nogneyaTtsat KEBI Ha npeactaBaHe Ha cbabpXaHWe Ha eneKTPOHEH
OokyMeHT oT [NoTpebuTten n/vnn [JoBepsBalia ce cTpaHa.

ToBa ypocToBepeHune Ha B-Trust QTSA, yoocToBepsiBalLlO NPUHAANEXHOCTTa Ha nNyonnyHma RSA
kntoy (2048 6uTa), c konto ce Bepuduumpa KElMevata B usgagenuns KEBI, e ¢ npocumn, cbrnacHo
nokymeHTta ,ETSI EN 319 422 Time-stamping protocol and time-stamp token profiles®.

EnekTpoHHuTE nevaTtn Ha [JocTaB4ymKka, KOMTO Ca NPUAPYKEHU OT CNy)XeOHOTO yaOCTOBEPEHUNE Ha -
Trust Qualified Time Stamp Authority ca kBanuduumpanm.

MpocmnsT Ha yoocToBepeHueTo Ha B-Trust Qualified Time Stamp Authority e nocodeH no-gony.

Mone ATpubytn 3HayeHune/CTonHOCT
Version - V3
Serial number - 4431e2c¢388ab5130
Signature algorithm - Sha256RSA
Signature hash algorithm - Sha256
Issuer CN = B-Trust Operational Qualified CA
OouU = B-Trust
o= BORICA AD
Organizationldentifier(2.5.4.97) |NTRBG-201230426
C= BG
Validity from - 2023-03-14 T12:14:21Z
Validity to - 2028-03-13 T12:14:217
Subject CN = B-Trust Qualified Time Stamp Authority
Oou = B-Trust
o= BORICA AD
Organizationldentifier(2.5.4.97) |[NTRBG-201230426
C= BG
Public key - RSA(2048 Bits)
Subject Key Ildentifier ¢3 bb 28 36 0a 9f d9 b6 57 65 ca dc 8f bb 00 6¢ 6a d9 52 52
Authority Key Identifier |KeyID = 27 c¢f08 43 04 f0 c5 83 37 67 81 17 4d fc 05 e6 db 65 8b b0
Issuer Alternative Name |URL= http://www.b-trust.org
Subject Alternative URL= http://tsa.b-trust.org
Name
Basic Constraints Subject Type = End Entity
Path length Constraint = None
Certificate Policy - [1]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.15862.1.6.3
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.b-trust.org/documents/cps
[2]Certificate Policy:
Policy Identifier=0.4.0.2042.1.2

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-
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TrustOperationalQCA.crl

Authority - [1]Authority Info Access
Information Access Access Method=On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2]Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustOperational QCAOCSP.cer

Key Usage(critical) - Digital Signature, Non-Repudiation (c0)

Enhanced Key Usage - Time Stamping (1.3.6.1.5.5.7.3.8)

(critical)

Thumbprint (Shal) 2D:1E:10:B1:E7:1E:BC:05:80:50:F3:22:8F:80:10:36:8C:30:DB:F1

Thumbprint (Sha256) 4A:D9:BA:68:27:5C:5B:73:0B:D8:78:6A:38:3A:54:9D:DA:74:7F:09:B
D:D0:F1:B7:08:A9:BA:8D:C4:2C:38:4D

Qualified Statement Qualified Certificate Statement: |id-gcs- id-etsi-qcs-Semanticsld-Legal

pkixQCSyntax-v2 |(0id=0.4.0.194121.1.2)
(0id=1.3.6.1.5.5.7.
11.2)

id-etsi-gcs-QcCompliance
(0id=0.4.0.1862.1.1)

id-etsi-qcs-QcSSCD
(0id=0.4.0.1862.1.4)

id-etsi-gcs- PdsLocations

QcPDS PdsLocation=https://www.b-
(0id=0.4.0.1862.1. |trust.org/documents/pds/ts_pds_en.pdf
5) language=en

B-Trust nsnonsea cnegHuTe anroputMuy 3a eNeKTPOHEH MOAMNUC U 3alUMTa Ha JaHHUTE:

Anroputbm HanmeHoBaHue
XeLw-anroputMmu: SHA256
AcvMeTprYHM anroputmu: RSA

5.2 WpeHTudhukatop

B-Trust QTSA nsgasa KEBIT 3a gBa Tnna 4aHHOBO CbAbpXKaHKeE:
— Ha KETT;

— Ha NPOM3BOSIEH €NEKTPOHEH LOKYMEHT/U3sIBNEHNE.

M3nckBaHmaTa kbMm ropenocoveHnte KEBI ca ngeHtTnyHm n cbotBeTcTBaT Ha TE€3n C Npom3BOSiHa
ynotpeba Ha KEBI1, cernacHo ,ETSI EN 319 421° ¢ nonutuka ,,OID = 0.4.0.2023.1.1°.

B o6wws cnyyan, B-Trust QTSA nsgasa KEBI, koeTo cbabpxa ngeHtndukatop Ha Monutuka:

MonuTtuka Ha [locTaBumnKa UpeHtudumkarop (OID)
B-Trust TST (KEBI) O.l.D. =0.4.0.2023.1.1

Mpn poroBopeHo SLA, B-Trust TSA uspgaesa KEBI1, konTo cbabpxka uMaeHTUdukatop onucaH B
KOHKPETHOTO CnopasyMeHue.

5.3 TMpunoxumoct
MonuTukaTta, cbrnacHo TO3M JOKYMEHT He orpaHu4aBa npunoXxmmocTTa Ha goctassaHute KEBIT ot B-
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Trust Qualified Time Stamp Authority.

KEBI1 morat ga ce usnonseaT npu cb3gaBaHe Ha paswwupeH ¢dopmat Ha KEIN (XAdJES, CAdES,
PAdES), npu cb3gaBaHe Ha apxvBuW, PErucTpu, €nekTpoHHu dopmMym M Op. NO MpeELEeHKa Ha
notpebutenure.

5.4 CwboTBeTCTBUE

B-Trust QTSA mMoxe [a u3non3ea npyM HEOOXOAMMOCT MOCOYEHUs B T. 5.2 naeHTMdwukaTop Ha
MNonutuka.

W3pasaHuTe KEBI1 ca enekTtpoHHO nognucaHu ot B-Trust QTSA kaTo yaAoCToBepsiBaLl, OpraH, KOMTo
ce ngeHTudnumpa cbc CBOETO YOOCTOBEPEHME.

YaoocTtoBepeHneto Ha B-Trust QTSA ce u3nona3ea oOT noTpebutenun/goBepsiBalla ce CTpaHa 3a
nposepka 1 BanugHocT Ha KEI B goctaeaHuTe KEBIT.

6 3aabnkeHus Ha B-Trust QTSA

6.1 O6wWu 3aabMKeHUN:

— [a u3nbnHaBa BCMYKM NOCOYEHN U3NCKBAHUA B T.7 Ha AOKYMeHTa no npunaraHe Ha [NonutukaTa;

— [a rapaHTMpa CbOTBETCTBME C MOCOYMEHWUTE TYK U3UCKBaHuUs B [lonutukaTa, JOpwu Korato
dyHKUMOHaNHOCT Ha B-Trust Qualified QTSA mnu yacT OT Hes ce NpeaocTaBs Mo AOroBop;

— [Ha rapaHTupa cboTtBeTcTBME Ha npepocTtaBsaHuTe KEBI1 ¢ gokymeHTupaHuTe npouenypute B
MpakTukaTa.

6.2 3aabiKeHUs1 KbM NOoTpeouTenu:

— [a cnasBa o0WwmnTe 3a0bIMKEHWS;

— [a rapantupa noctosiHeH goctbn oo KEBI1, 6e3 nnaHupaHuTe TeXHUYECKN NPeKbCBaHUA W
npodonnakTuku;

— [a umnnemeHTupa n onepvpa HagnexHa u curypHa KOMYHUKauWOHHA MHAPPACTPYKTYpa;

— [a npegocTaes To4HO kanubpupaHo Bpeme (UTC);

— [Ha ykassa B KEBIT ygoctoBepeHOTO BpemMe ¢ TOYHOCT A0 500 MunncekyHau;

— Ha nogovpxa KEBI1T B cbotBeTcTBME C obuwonpuetnte MexayHapoaHW Npenopbkn U
cneumdunkauuu,

— [a nogaobpxa eqHOBPEMEHHO MHOXECTBO CECUM Ha 3asiBKM Ha nagasaHe Ha KEBIT;

— Bw3amoxHocT 3a mawabupaHe Ha npounssogutenHoctTa (KEBI /cek.);

— [a unanonasa TexHun4yecko obopynBaHe, OTroBapsLLio Ha 0OLMTEe M3NCKBaAHMA 3@ HaOEeXAHOCT U
CUIYPHOCT Ha TexHu4yeckute cpeactea Ha [KYY, cbrnacHo HopmaTtuBHata 6a3a Ha 3EJEVYY;

— [a He ce HapywaBaT NMLEH3UN, NHTENeKTyanHa coGCTBEHOCT UnNu Apyru npasa B M3gaBaHUTE
KEBIT;

— [aHe gonycka moguduumpaHe Ha umdposute gaHHm cneg usgasane Ha KEBI, 6e3 ToBa ga 6bae
YyCTaHOBEHO.

6.3 3aabnkeHUA Ha noTpedbuTenu

Motpebutenu, kouto nonyyasat KEBI1 cnegsa ga sepudmumpat enekTpoHHms nognuc Ha B-Trust
QTSA v ga nposepsBaTt 3a BanuaHOCT yOOCTOBEPEHMETO Ha TO3U OpraH.

B-Trust QTSA He M3MCKBa eneKkTpoHHa aBTEHTU(PMKaUMSA M He Hanara Apyru orpaHudeHns Ha
notpebutenute Ha KEBIT.

6.4 3aabiKeHuA Ha TpeTa AoBepeHa cTpaHa
O6wo 3agbikeHWe Ha BCAka TpeTa [JOBepeHa CTpaHa e Aa Bepuduumpa kBanupuumpaHus
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enekTpoHeH neyvat B KEBI1. Ta cnegsa ga npoBepn BanngHOCTTa Ha yAOCTOBEPEHNETO Ha B-Trust
QTSA. B cny4yain, 4Ye nepuoda Ha BanMOHOCT Ha TOBa yOOCTOBEpPEHME He e U3TeKbr, TpeTaTa
JoBepeHa cTpaHa crnefga:

— [a nposepu ganu ToBa ygoctoBepeHue He e B CRL-cnuceka;

— [a nNpoBepu CTENEHTA/HMBOTO Ha CUIYPHOCT Ha uanonaeaHaTta xew yHkumna 3a KEBIT,

— [a npoBepu CTENEHTa/HMBOTO Ha CUIYPHOCT Ha M3NON3BaHUTE anropuTMK1, KakTo U ObIDKMHATA Ha
aBolikaTta krntovoBe 3a KEIN B KEBI.

6.5 OTroBopHocCT Ha B-Trust QTSA

B-Trust QTSA onepupa TSS B nbnHO cboTBeTCTBUE C [MpakTukaTta Ha OKYY cbrnacHo oKyMeHTa
LI 1IpaKkTMKa npu npegoctaBsiHe Ha KBanuuumpaHn yoocTtoBepeHust U yOoCTOBEPUTESTHM YCIyrn OT
,DOPUKA* A“ un HacToswma [okymeHT. B-Trust QTSA HaAmMa pa nybnukyea/npencrass
JonbrnHUTenHa wHdopmaums oTHocHo npepocTtaaHnTe KEBI1, ocBeH ako notpebuten/tpeTta
noBepeHa cTpaHa umar ckrntodeH [Jorosop 3a nonasaHe Ha KEBI n SLA ¢ KYY.

B-Trust QTSA He oTroBaps 3a Bb3HWKHaNW npobrnemu npu npegoctaBaHe Ha KEBI1, kouTo ca
NnopogeHn OT CbOMTMSA 1 NPUYNHN N3BBH KOMMNETEHUMATA U 06XxBaTa Ha genHocTTa Ha OKYY.

,DOPUIKA” ALl, kato [KYY no 3ELETI, e oTroBopeH No T031 3aKOH 1 HeroBaTa HopmaTuBHa ypeaba.
KEBI1 e Bua kBanuduumpaHa ygoctoBeputenHa ycrnyra ¢ npodun ,HeOTMEHUMOCT U  U3UCKBA
edmKaceH KOHTPOJT BbpXY BCUYKKN eNleMeEHTU N cbbutna B padotarta Ha B-Trust QTSA — npoueaypm,
KEBI-TpaH3akuuu, Kno4oB Matepuar, nepcoHarn, ap.

7 TpakTuka n npoueaypu Ha B-Trust QTSA

lMocoyeHnTe TyK Npoueaypu, MexaHu3mMu no KOHTPON U TEXHUYECKM XapaKTepucTukm Ha B-Trust
QTSA ca gonbriHEHWE KbM TeE3W, crieunduumpadn B JOKymeHTa ,[1pakTika npn npeaoctaBsiHe Ha
KBanuduunpaHm ygoctoBepeHus n ypoctoBeputenHu ycnyrm ot ,BOPUKA® AL (B-Trust CPS-
elDAS), No-KOHKPETHO B 4acTuTe, pernameHtupawm genHoctta Ha ,BOPUKA” ALl kato OKYY no
npeaocTaBsHe Ha KBanuuuupaHu yaoCcTOBEPUTENHN YCIyTn.

HacTtosawwmTte ycnosms n npoueaypu ca B OCHOBaTa Ha onepaTtmBHaTta pabota Ha B-Trust QTSA.
7.1 YnpaBrneHue Ha Krno4yoBe

7.1.1 TeHepupaHe Ha ABOMKa KIKO4YOBe

[eorkata RSA kntoyoBe ce reHepupa B KpUNTO MOAYN C YAOCTOBEPEHO HMBO Ha curypHoct FIPS
140-2 Level 3 ot nepcoHan Ha OKYY, koiTo nma npaBo ga nsnbiiHaBa Tasm pons. 'eHepupaHaTta
aBorika RSA knovoBe e ¢ aobmknHa 2048 bura.

OnucaHneTo m pongata Ha nepcoHana Ha [OKYY ca nocoyeHn B AokymeHTta [llpakTuka npwm
npeaocTaBsHe Ha KBanuduuupaHn yaoctoBepeHus n yagoctoseputenHm yenyrm ot ,6OPUKA® AL
Cpepnata 3a reHepupaHe Ha OBOWKa Kr4oBe Ha YaocTtoBepsBal, opraH Ha [OKYY e onucaHa B
CbLUNS LOKYMEHT.

7.1.2 3awmTa Ha YacTeH Kinou

"eHepupaHnaT YacTeH kntod Ha B-Trust QTSA ce cbxpaHsiBa B Kpunto moayn (HSM) ¢ yaoctoBepeHo
HOBO Ha curypHocT FIPS 140-2 Level 3.

B cneuuwaneH ceid, ce CbxpaHABaAT CbOTBETHUTE KOMWA HA CMapT KapTW C YacTu OT YaCTHUA KoY
Ha B-Trust QTSA.

7.1.3 PasnpocTtpaHeHue Ha NyONMYHUA KoY

My6nnyHuaT kntod Ha B-Trust QTSA e ygoctoBepeH B yaoctoBepeHune 3a KEI (ksanuduumpax
eneKkTpoHeH nevar), nsgageHo ot basoeua Ygoctoepsiaw, OpraH (B-Trust Root Qualified CA) B
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PKIl-iepapxusita 3a usgaBaHe Ha KBanvduumpaHu yooCcTOBEPEHUS 3a KBanMduLMpaH enekTpoHeH
nognuc.

ToBa ygoctoBepeHue ¢ nybnmyeH ko4 Ha B-Trust QTSA e 3apefeHo B Qualified TSS cucremara.
[onbnHutenHo, yaoctosepeHmneTo Ha B-Trust QTSA e nyGnnkyBaHO B MHTEPHET CTpaHuLa Ha canTta
Ha OKYY u moxe cBobooHO Oa ce AOCTaBM B KOMMNIOTPUTE Ha noTpebutenu, kouto nonseat KEBI
Ha B-Trust.

7.1.4 TpoabnxkaBaHe Ha CPOK U/unu npenspaBaHe Ha yaoCcToBepeHue

MepmnoabT Ha BanNnUOHOCT Ha yaocToBepeHneTo Ha B-Trust QTSA e 5 rogunn. Cneg nstnyaHe Ha
TO3M Nepuno, CPOKbT Ha BanMAHOCT Ha yOOCTOBEPEHMETO ce Npoabikasa 3a nepuod oT 1 rogvHa.
Cnep 1031 nepmopn ce reHepupa HoBa ABONKA KNKOYOBE, YAaCTHUAT KMNOY OT KOATO Ce CbXpaHsiBa B
kpunto Mmogyna (HSM), a nyonuMyHMAT KoY ce YOOCTOBEpsiBa, Ype3 u3gaBaHeE Ha HOBO
yooctoBepeHne Ha B-Trust QTSA. [IBonkata Kni4yoBe C WU3TEKbl Nepuo Ha BanugHoOCT ce
CbXpaHsiBa, KakTo creaea:

— YacCTeH KIoY — CbXpaHAaBa ce 3a nepunop ot 10 rognHu;
- ny6r||/|qu KoY — CbXpaHABa ce 3a nepunop ot 10 roguHn.

7.2 YpoctoBepsiBaHe Ha Bpeme

CopBbpHUAT codTyep Ha B-Trust Qualified Time Stamp Authority mmnnemeHTupa TexHuyeckaTta
crneundumkauma Ha ,ETSI EN 319 422 Time-stamping protocol and time-stamp token profiles®.
KoMyHukaumoHHnatT codptyep Ha B-Trust Qualified Time Stamp Authority cuctemarta nogabpxa
KOMYHUMKaums ¢ knneHTute Ha Qualified TSS no npotokonu: TCP/IP, HTTP/HTTPS.

7.21 TST

MpodbunbT Ha 3asaBkuTe/oTroBOopuTe Ha B-Trust QTSA cuctemata € B CbOTBETCTBME C
ropenocoyeHNTe TEXHUYECKN cneuudmrkauumn n BKNOYBa cnegHuTe atpubytu/napameTpu:

1. 3asBkaTa 3a nsgasaHe Ha KEBIT (TSQ) Bknto4Ba:

WUme Ha aTpnbyTt CromHocT OnucaHune
Version 1 Bepcus
Message Imprint Hash Algorithm: [...] M3Mon3BaH XeLw-anroputbm (Sha256)
Hash Value: [...] XeLl-CyMa Ha eneKkTPpOoHEeH Noanuc Ha NoanucaH eneKkTpoHeH OOKYMEHT

nnu Apyrv umpposuTe AaHHN

Requested Policy [onums] ngeHTMdmKaTop Ha NONUTUKa, KOsATO Aa 6bae yaoctoepeHa B KEBI

Nonce [onums] OOMbITHUTENHM JAHHW, KOUTO e ce cbabpxaT B KEBI

Certificate Request | [onuus] onuunsa ganv KEBI ga cbabpxa ygoctoBepeHuve Ha B-Trust QTSA

Extensions [onuus] OONBNHUTENHN pPasLLIMPEHNS

2. KEBIT otroopa (TSR) Bkntousa:

Mme Ha aTpubyT CrowiHocT Onwncatnne
Version 1 Bepcus
Policy [Policy OID] naeHTMdmnkaTopa Ha NonNMTUKaTa 3a u3gaBaHe Ha YAOCTOBEPEHUS 3a
Bpeme
Message Imprint Hash Algorithm: [...] M3Non3BaH xeL-anroputbm (Sha256)
Hash Value: [...] Xel-CymMa Ha npegcraBeHns Ha OOCTaByMKa erieKTPOHEH Nognuc Ha

nognucaH enekTpoHeH OOKYMEHT Unu gpyrm LlMd)pOBVI AaHHU

Serial Number YHUKaNHUS MAEHTUUKALMOHEH HOMEDP

[...]
Generated Time [...] BPEMETO Ha NpeAcTaBsiHE Ha eNeKkTPOHHUSA nognuc (yAoCToBEPEHO
Bpeme no UTC)

Accuracy 500 TOYHOCT B MunncekyHau = 0.5 cekyHam
Ordering True
Nonce [onuums] | DOMbAHUTENHU JaHHM, KOWTO Ce U3UCcKBaT B TSQ;
Tsa CN = B-Trust Qualified Time Stamp Authority
OU = B-Trust
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O = BORICA AD
Organizationldentifier(2.5.4.97) = NTRBG-201230426
C=BG
Extensions [onuums] OOMbIIHUTENHU pasLNpeHus
Digital Siganture [...] naeHTUdUKaTopuTe Ha anropuTMmUTE, N3NOM3BaHN 3a Cb3daBaHeTo Ha
enekTpoHHus nognuc (Sha256RSA)
Siganture Value: [...] enekTpoHeH nognuc Ha KEBI
[YnocTtoBepeHueTo Ha B- | yaocToBepeHueTo 3a KsanuduumpaHus enekTpoHeH neyar Ha
Trust TSA] [OCTaB4/Ka Ha YOOCTOBEPUTENHM YCIyru

7.2.2 CuHxpoHusaumsa Ha BpemeTto ¢ UTC

B-Trust QTSA u3nonsea xapayepeH M3TOYHUK HA TOYHO KanmbpupaHO BpPEME C BMCOKA TOYHOCT.
CuHxpoHusaumsita Ha UTC ¢ n3TouHMKa Ha Bpeme e aBTomMaTu4dHa, Ha 6a3a NTP-npoTtokon, cneg
yCTaHOBSIBaHE Ha pasnvka Mexay M3TovHMKa 1 BpeMeTo B cuctemara.

B cnyyai Ha Bb3HUKHaAN NpoGrnem B xapAyepHusi U3TOYHMK Ha Bpeme M O NoaMsiHa Ha CbLuus C
pe3epBeH TakbB, KaTO M3TOYHMK HA TOYHO BpeMe ce u3nonaeat 6asnpaHu B VIHTEPHET CbpBbPU Ha
Bpeme. CUHXpoHU3auusiTa e Ha 6a3aTta Ha NoHe ABa U3TOYHUKA Ha BpeMe B VIHTEPHET Ype3 NpOTOKOS
NTP.

To4HOCTTa Ha yOOCTOBEPEHOTO BpeMe € ¢ oTknoHeHne o 0.5 cekyHam cnpsamo UTC BpemeTo. B-
Trust QTSA He u3gaBa YyOOCTOBEPEHUS 3a Bpeme Mpu Mo-rofieMn OTKIOHEHUs, nunca Ha
cvHxpoHu3aunsa ¢ UTC munu npu gobaBsaHe mnn nseBaxgaHe Ha CekyHAa KbM TOYHOTO Bpeme (leap
second).

7.3 YnpaBrneHue u onepupaHe

7.3.1 YnpaBneHue Ha CUTypHOCTTa

Bcunukun acnekTu Ha ynpaBneHneTo Ha curypHocTTa Ha B-Trust QTSA ca B CbOTBETCTBUE C JOKYMEHTa
.l IpaKkTMKa npu npegoctaBsHe Ha KBanuuumpaHn yoocTtoBepeHus U yaocToBepuTesiHM ycryrn ot
.DOPUKA®* Al Ha OKYY ,BOPUKA” ALl.

Mpn HapywaBaHe Ha curypHocTTa Ha ycnyrata B-Trust QTSA wnm 3aryba Ha aBTEHTUYHOCT Ha
AaHHWTE, NPY NbpBa Bb3MOXHOCT Ce YBe4OMSABAT BCUYKM PErNCTPUPaHN noTpebutenn Ha ycnyraTa.
7.3.2 OueHKa Ha pucka

Bcumukun acnekTn Ha oLeHKa Ha pucka ca B CbOTBETCTBME C AOKYMeEHTa ,[pakTuka npu npegoctaBsiHe
Ha KBanuduuMpaHu yOOCTOBepeHuss u ypoctoeeputenHun ycnyrm ot ,BOPUKA® ALY nHa OKYY
,DOPUKA” ALl

7.3.3 CurypHoOCT Ha nepcoHana

Xapaktepuctukata Ha nepcoHana Ha OKYY n HasHadyeHuTe ONBbXHOCTU ca B CbOTBETCTBUE C
AOKymeHTa ,[lpakTuka npu npefoctaBsaHe Ha KBanuuumpaHu yaocToBEPEHNS N YOOCTOBEPUTENHU
ycnyrm ot ,6OPUKA® Al* Ha OKYY ,BOPUKA” ALl

7.3.4 KoHTpon Ha gocTbna

dun3nYecKMAT KOHTPON Ha gocTbna ao cpegata Ha OKYY u Ha B-Trust QTSA e B CbOTBETCTBUE C
nokymeHTa ,[pakTuka npym npegocraBsaHe Ha KBanuumumpaHn yaoCcToBEPEHNS U YOOCTOBEPUTESTHU
ycnyru oT ,6OPUKA" ALl".

7.3.5 CwurypHa cpepa

Kpunto mogynbT (HSM) ¢ ygoctoBepeHo HMBO Ha curypHocT FIPS 140-2 Level 3 e onepatuBHaTa
cpefa 3a CbXxpaHsiBaHe Ha YaCTHUS KoY 1 3a eNeKTPoHHO nognuceaHe Ha KEBIT, konto ce gocrtaBat
Ha noTpebutenute.

"BOPUKA" Al, 1 mam 2023 r. Crp. 140115



O6woaocTbLNEeH JOKYMEHT
MNONMUTUKA U NMPAKTUKA 3A NMPEOOCTABAHATA OT ,,BOPUKA“ ALl
KBANMUWOULIMPAHA YCITYTA 3A U3OABAHE HA KBAITUOULUMNPAHU ENEKTPOHHU
BPEMEBU NEYATU HA B-TRUST QUALIFIED TIME STAMP AUTHORITY

7.3.6 TMpekpaTtsaBaHe Ha TSA
B cny4an Ha npekpaTtsBaHe Ha B-Trust QTSA ce n3nbiHABaT CbOTBETHUTE MNpoueaypu, CbriacHo
JokyMmeHTa ,[pakTuka npyu npefocTaBsHe Ha KBanuuumpaHn yaocToBepeHNa U yaoCcTOBEPUTENHU
ycnyrun ot ,6OPUKA* ALl“ Ha OKYY ,BOPUKA” AL.
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