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XpoHonorus Ha U3SMeHeHUsITa Ha AOKYMeHTa

Bepcus ABTOp (M) Harta Cbcrosinne | KomeHTap

3.2 Oumutsp Hukonos 13.01.2017 YTBbpAEH M3meHeHunsa Ha AOKyMeHTa,
CBbP3aHu C npunaraHe Ha
PernameHnt 910/2014.

4.0 OumuTtsp Hukonos 01.06.2017 YTBbpAEH PaspensHe Ha pokymeHTa Ha
obuwa npakTuka npwu
npegocTaBsHe Ha
KBanuduympaHm

YOOCTOBEPUTENHU  yCnyrmu u”
CbOTBETHM NOJIUTUKMN.
[obaBsHe Ha ob6Llia npakTuka

npu npegocTaBsHe Ha
Ksanuduumpanm
yOOCTOBEPEHUst 3a
KBanuuuupaH €eKTPOHEH
neyar.

[dobaBsHe Ha o6wa npakTuka
npm npegocTaBsiHe Ha
Keanuduumparm
yaocToBepeHuss 3a obnaveH
KBanudmuupaH €IeKTPOHEH
noanuc.

[obaBsHe Ha obuwa npakTMka 3a
KBanuduuupaHa ycnyra  3a

BanuaupaHe Ha
KBanuuuUpaHn  eneKkTPOHHU
nognucu/neyatu.

5.0 Ovumntbp Hukonos 01.04.2019 YT1BBbpAEH HobaseHn ~KBanuduumpaHa

ycnyra 3a BanuaupaHe Ha
KBanudpuuupaHu €NEeKTPOHHU
nognucu u nevatu* n ,Ycnyra sa
KBanMpuumpaHo cbxpaHsiBaHe
Ha KBanuduumpaHn enekTpoHHU
noanucy n neyatu

6.0 Oumntep Hukonos 01.03.2020 YTBbpAOEH TexHn4eckn kopekumm

6.1 Oumntbp Hukonos 01.10.2020 YTBbpAOEH [onbnHeHn  wm3nckBaHma  3a
yCTaHOBsIBaHE Ha CaMONMYHOCT

7.0 Oumntep Hukonos 01.01.2021 YTBbpAOEH [obaBeH npoLec no otaanevyeHo
yCTaHOBsIBaHE Ha CaMONMYHOCT

7.1 Mapraputa boHeBa 01.07.2021 YTBbpAOEH Kopekuumn

7.2 Oumntep Hukonos 26.04.2022 YTBbpAOEH Hoeu OCSP ygoctosepeHus

8.0 MaprapuTta boHeBa 10.03.2023 YTBbpAOEH Kopekumm un pobaBsHe Ha
obnayeH nevar

8.1 MaprapuTta boHeBa 01.08.2023 YTBbpAOEH TexHn4eckn kopekumm

9.0 MaprapuTta boHeBa 15.10.2024 YTBbpAOEH HobaesHe Ha ,KBanuduumpaHa
ycnyra 3a eneKTpoHHa

npenopb4yaHa nowa“
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CBbKPALWEHWA HA BBJITAPCKN E3NK

Al

B

OKYY

EMH

EM
3EOEYY
KEN

KY

KYY

KYKET
KYVYE
KYKEMNeyvaT
KYYEleuar
KPC

MTC

MPC
HOMAAyyY

OKEI
MNMH

MpakTuka

MNonutuka

PernameHT

PO
PO-BA
YEN
YElNevat
YO
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AKLMNOHEPHO OpYXeCTBO

[bpxaBeH BECTHUK

[ocTaBunk Ha KBanMduumpaHm yaocToBEPUTENHN YCIyrn

EauvHeH rpaxaaHckn Homep

EnekTpoHeH nognuc

3aKoH 3a eNeKTPOHHUSA OOKYMEHT U eNeKTPOHHUTE YAOCTOBEPUTENHN YCIyru
KesanuduumpaH EnektpoHeH MNognuc

KsanuduumpaHo yaoctosepeHue

KBanunpuumpaHn yaocTtoBepuTenHN yCryrm

KeanunduumpaHo yooctosepeHue 3a KeanuduumnpaH EnekrtpoHeH NMognuc
KsanuduumpaHo yaoctoBepeHue 3a YCbBbpLUeHCTBaH EnekTpoHeH Moanmc
KsanuduumpaHo yaoctosepeHue 3a KsanuduuupaH EnektpoHeH Mevat
KBanunduumpaHo yaoctoBepeHne 3a YCbBbpLUEHCTBaH EnekTpoHeH Mevar
Komucus 3a perynmpaHe Ha cbobLleHunsita

MWHMCTEPCTBO Ha TpaHcnopTa M cbobLeHnATa

MecTHa pernctpupalia cnyxba

Hapenfa 3a oTroBopHOCTTa M 3a nNpekpaTsBaHeTO Ha [JeiHocTTa Ha
[0CTaBUYMLNTE HA YOOCTOBEPUTENHM YCIyri

O6nayeH kBanudvumpaH enekTpoHeH NOANMUc
lNepcoHaneH ngeHTunkaumoHeH Homep

MpaktTka npu npegoctaBsHe Ha KY u KBanupuuupaHu yLoOCTOBEPUTENHM
ycnyru

MonuTtuka 3a NpefocTaBsiHe Ha KBanMuuMpaHu y4OCTOBEPUTENHN YCryTn

PernameHTt (EC) N2 910/2014 Ha EBponenckust napnameHT n Ha CbBeTa oT 23
tonm 2014 rogMuHa  OTHOCHO EnekTtpoHHaTa naeHTuduKaums n
YOoctoBepuTenHuTe yCryru Npu enekTpoHHM TpaHCaKLuMM Ha BbTPELUHWS nasap
N 3a oTMsIHa Ha gupektusa 1999/93/EOPO

Peructpupaly, opraH

Peructpupawy OpraH 4pes oTaaneyeHa BMaeo naeHTndmukaums
YcbBbpLieHcTBaH EnektpoHeH MNognuc

YcbBbplleHcTBaH EnektpoHeH Mevat

YaoctoBepsBall, opraH
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MPAKTUKA NP NPEOOCTABAHE HA KBAIITU®ULIMPAHU YOOCTOBEPEHUA
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CBbKPALLEHNA HA AHINIMACKN E3MK

AES
AESeal
BG

Advanced Electronic Signature — YcbBbpLUEHCTBaAH €MNeKTPOHEH noanuc
Advanced Electronic Seal — YcbBbpLUEHCTBAH €M1EKTPOHEH nevar
Bulgaria — Bvnrapus

B-TrustQHSM Keanudpuvumpan HSM B nnatdopmaTta 3a obnadeH KEI, cbe 3awmTeH npodun,

CA
CC

CEN
CENELEC

CP
CPS

CRL
CQES
CQES_OT
DSA

DN
elDAS
ETSI

EU
FIPS

GDPR

HSM
IEC
ISO

IP
OID
OCSP

PKCS

"BOPUKA" ALl,

OTroBapsLl Ha W3MCKBaHMSATA 3a HMBO Ha curypHocT EAL 4+ mnu no-BUCOKO,
cbrnacHo CC unu gpyra cneundurkaums, onpegensiia ekBuBaneHTHN HMBa Ha
cUrypHocTtTa

Certification Authority — YgoctoBepsiBaly opraH (YO)

Common Criteria for Information Technology Security Evaluation -
MexgyHapogeH ctaHgapT (ISO/IEC 15408) 3a nHdopMaumMoHHa CUrypHoCT

European Committee for Standardization - EBponelicks ctaHgapTusaunoHeH
KoMuUTET

European Committee for Electrotechnical Standardization - Esponeunckn
KOMUTET 3a eneKkTpoTeEXHNYecKka cTaHaapTM3aumus

Certificate Policy — NonuTuka 3a npegocTaBsHe Ha yAOCTOBEPUTENHN yCIyru

Certification Practice Statement — T[lpakTuka npu npegocTtaBsHe Ha
yAOCTOBEPUTENHN yCryrn

Certificate Revocation List — CnnMcbk ¢ npekpaTeHn U CNpeHn yaocTOBEPEHUS
Cloud Quialified Electronic Signature — Ksanudpwvumnpan ObnadveH KEIMN/OKET
One Time CQES — EagHokpaTeH E-OKEI

Digital Signature Algorithm — Bug kpuntorpadckm anroputbm 3a Cb3gaBaHe Ha
nognuc

Distinguished Name — YHukanHo nve
EC Pernament 910/2014

European Telecommunications Standards Institute - EBponencku MHCTUTYT 3a
TENeKOMyHUKaUNOHHM CTaHaapTu

European Union - EBponeiicku cblo3

Federal Information Processing Standard — ®egepaneH ctaHgapT 3a obpaboTka
Ha UHpopmaums

PernamenT (EC) 2016/679 HA EBPOMENCKNA MAPIAMEHT M HA CHBETA
oT 27 anpun 2016 roguHa OTHOCHO 3aluuTaTa Ha (husndeckmTe numua BbB Bpb3Ka
¢ 06paboTBaHETO HA NIMYHWN JAHHU N OTHOCHO CBOGOHOTO ABMXKEHME HA TakMBa
JaHHK

Hardware Security Module — cneunanuaupaHa xapgyepHa kpuntocuctema 3a
CbXxpaHeHune n paboTa ¢ KpunTorpadCcku Knovose

International Electrotechnical Commission - MexayHapoaHa
€NeKTPOTEXHNYECKA KOMUCUSA

International Standardization Organization - MexgyHapogHa opraHu3auusa 3a
cTaHgapTusauus

Internet Protocol — MHTepHeT npoTokon
Object Identifier — iaeHTudukaTop Ha 06ekT

On-line Certificate Status Protocol — IMpoTokon 3a oHnanH npoBepka Ha cTaTyca
Ha yoocToBepeHns

Public Key Cryptography Standards — Kpuntorpadckm ctaHgapT 3a nybnuueH
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PKI

QC
QES
QESeal
RA
RSA

QSCD

QHSM
RQSCD

SAD
SAP
SAM
SCT
B-Trust SCT
SHA

SSL
S/IMIME

TRM
URL
QCP-n-gscd

QCP-l-gscd

QCP-w

"BOPUKA" ALl,

Koy
Public Key Infrastructure — lHdpacTpykTypa Ha nyGrnn4Hus Knrod
Qualified Certificate — KsannduumnpaHo ygocroBepeHme

Qualified Electronic Signature — KsanndpuunpaH enekTpoHeH noganmc
Qualified Electronic Seal — KBanuduuupaH enekTpoHeH nevar
Registration Authority — Peructpupaly opraH

Rivest — Shamir - Adelman — Kpuntorpadcku anroputbM 3a Cb3gaBaHe Ha
noanuc

Qualified Signature Creation Device — (nokarHo) yCTPOWCTBO 3@ CUrypHO
cb3gaBaHe Ha KBanuduumpaH nognuc cbrnacHo EC PernameHT 910/2014

HSM c HMBO Ha curypHocT Ha QSCD

Remote QSCD — cbpBbpHa KomMrnoHeHTa ¢ QHSM 3a curypHo cb3gaBaHe Ha
noanuc oT pascTosiHue

Signature Activation Data — [JaHHK 3a akTMBauusi Ha nognuca

Signature Activation Protocol — NpoTokon 3a akTuBauus Ha nognmca
Signature Activation Module - Mogyn akTnBupaly reHeprMpaHe Ha nognuc
Signature Creation Token — codpTyepeH TokbH (PKCS#12 kpunTto-dainn)
PKCS#12 — npeHocum cTaHgapTeH KpunTo-chann (CopTyepeH TOKLH)

Secure Hash Algorithm — Xew-anropyuteM 3a W3BAMYaAHE Ha XeL-
noeHTMgukaTop

Secure Socket Layer — CurypeH kaHan 3a npefaBaHe Ha JaHHU
Secure/Multipurpose Internet Mail Extensions — [lpoTokon 3a CUrypHo

npefasaHe Ha enekTpoHHa nowa npes VIHTepHeT
Tamper Resistant Module — XapayepeH moayn HenogaTivB Ha UHTEPBEHLNSA
Uniform Resource Locator — YHucuumpaH nokartop Ha pecypc

certificate policy for EU qualified certificates issued to natural persons with
private key related to the certified public key in a QSCD

Certificate policy for EU qualified certificates issued to legal persons with
private key related to the certified public key in a QSCD
Certificate policy for EU qualified website authentication certificates
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CBbOTBETCTBUE U YINIOTPEBA

To3n [IoKkyMeHT:

e paspaboteH ot ,BEOPUKA" All, opnanMyeckoTo nmue, permcTpupaHo B TbproBCKUsSt PErUCTbp
kbM AreHumaTta no snmceaHusaTa ¢ EMK 201230426;

NoaMEHs M3LANO BCUYKM JocerawHu pefakumm Ha “HapbyHuk Ha [loTtpebutens“ w/vinu
,[10NUTUKa 3a M3gaBaHe Ha KBanuduuupaHu yooCTOBEPEHUS 3a KBanuduumpaH enekTpoHeH
nognuc u MNpaktnka npu npegoctassaHuTe ot ,6OPUKA® ALl ksanuduuupaHn yaoctoBepuTenHu
ycnyru';

BNu3a B cuna Ha 15.10.2024 . ;

CbAbpXa ycrnoBudaTa, CbrnacHo Konto [locTaBumK Ha KBanvuunpaHu yaocToBEpPUTENHN yCryrn
(OKYY) ,BOPUKA* AL (OoctaB4umk) npepoctaBa Ha [loTpebutenn cpelly Bb3HarpaxaeHue
kBanuduumnparm yooctosepeHuns (KY) n ygoctoseputennHu ycnyrm (KYY) 3a enektpoHeH noanuc
(KETIT), 3a enektpoHeH neyvat (KEneuaT), 3a obnayeH enekrtpoHeH nognuc (OKE), 3a obnaveH
enektpoHeH neyat (OKEleuyaT) n 3a aBTeHTMYHOCT Ha yebcawt (WEB), «kakto u gpyru
MHAOPMAaLIMOHHW, KPUNTOrPadOCKN N KOHCYNTAHTCKX YCNYrv nog 3ana3eHaTa TbproBcka Mapka B-
Trust, upes3 opraHusaumMoHHO o060cobGeHO 3BeHO - YgocTtoBepsiBaw, opraH B-Trust®, B
CbOTBETCTBME C W3NCKBAHUATA Ha 3akoH 3a EneKTPOHHUA [OOKYMEHT U  erleKTPOHHUTE
yaocTtoBeputenHn ycnyru (SEAEYY);

nmMa xapaktep Ha obwwm ycrnoBusi MO cMucbiNa Ha 4n. 16 oT 3akoHa 3a 3agbinkeHusATa u
poroopute (33[). Tean ycnoBusa ca 4act oT nMcMeH [1oroBop 3a yAOCTOBEPUTENHU YCNyrH,
KOWTO ce ckntoyBa mexay [octaBumka m lNMoTpebutenute Ha ocHoBaHue 4n.23 ot 3ELOEYY.
[oroBopbT MOXe Aa CbAbpXka crneumanHu ycroBus, KOMTO ce nona3sat ¢ NpeaumMcTBO npen
obLnTe yCcrnoBmsi B HACTOALMNSA JOKYMEHT;

BKIOYBa Nogpo0bHO onncaHue Ha nNpakTukaTa Ha [locTaBumka npu npegocTtaBsHe Ha KY n KYY 3a
TAX 1 e NyOnunyeH 4OKYMEHT C LieNn yCTaHOBsIBaHE Ha CbOTBETCTBME HA AeMHOCTTa Ha [locTaB4umka
cbe 3EJEYY v HopmaTuBHaTa ypenba;

e obwonocTbneH MO BCSAKO BpeMe Ha WHTepHeT-CTpaHuuata Ha [locTaBuvka Ha apgpec:
https://www.b-trust.bg/documents;

Moxe Aa 6bae npomeHsH oT OKYY u BcAka HOBa pedakums Ha ce nybrvkyBa Ha WUHTEpHET-
cTpaHuuaTta Ha [locTtaB4uka;

Hactosawmnar OOKYMEHT € U3roTBeH B CbOTBETCTBME C:

3aKoH 3a eNneKTPOHHMSA OOKYMEHT N eNeKTPOoHHUTe yaocTtoBeputenHu yenyru (SEQEYY);
Hapenba 3a OTroBopHOCTTa M 3a MpeKkpaTaBaHETO Ha [AerHOCTTa Ha [JocTaBuvuuTe Ha
yaocTtoBeputenuun ycnyrn (HOMAOYY);

PernameHTt (EC) N2 910/2014 Ha eBponenckmsa napnameHT 1 Ha CbBeTa OTHOCHO eNeKTPOHHaTa
naeHtTumrkauma n yaoctoBeputenHuTe yCryru npyu enekTpoHHU TPaHCaKuMM Ha BbTPELUHUS
nasap

PernameHnt (EC) 2024/1183 Ha EBponeinckns napnameHT n Ha CbBeTta ot 11 anpun 2024 roanHa
3a nsameHeHune Ha PernameHT (EC) Ne 910/2014 no oTHoOLIEHME Ha Cb3aBaHETO Ha eBponericka
paMka 3a umdpoBa CamMosfIM4HOCT

CbabpKaHneTo n CTpyKTypaTa Ha AoKyMeHTa e B cboTBeTcTBMe ¢ PernameHT (EC) Ne 910/2014

1 ce No30BaBa Ha MHopMauus, CbabpKalla ce B CneaHuTe YTBbPAEHWN MeXayHapoaHV NpenopbKuy,
cneunduKkauumn n ctTaHaapTu:

RFC 5280: Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List
(CRL) Profile;

RFC 3739: Internet X.509 Public Key Infrastructure: Qualified Certificates Profile;

RFC 6960: X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP;
RFC 3161: Internet X.509 Public Key Infrastructure: Time-Stamp Protocol (TSP);

RFC 5816: ESSCertlDv2 Update for RFC 3161,
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RFC 3279: Algorithms and Identifiers for the Internet X.509 Public Key Infrastructure Certificate
and Certificate Revocation List Profile;

RFC 4055: Additional Algorithms and Identifiers for RSA Cryptography for use in the Internet
X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile;

ITU-T X.509 | ISO/IEC 9594-8: The Directory: Authentication framework; Public-key and attribute
certificate frameworks;

ETSI EN 319 401: General Policy Requirements for Trust Service Providers;

ETSI EN 319 411-1/2: Policy and security requirements for Trust Service Providers issuing
certificates;

ETSI EN 319 412-1/5: Certificate Profiles;

ETSI EN 319 421: Policy and Security Requirements for Trust Service Providers issuing Electronic
Time-Stamps;

ETSI EN 319 422: Time-stamping protocol and time-stamp token profiles;

ETSI EN 419 241, part 2 — Trustworthy Systems Supporting Server Signing - Part 2: Protection
profile for QSCD for Server Signing;

ETSI EN 419 241, part 3 — Trustworthy Systems Supporting Server Signing — Part 3: Protection
profile for Signature Activation Data management and Signature Activation Protocol(PP-
SAD+SAP);

ETSI EN 419 221-5 - Protection profiles for TSP Cryptographic modules - Part 5 Cryptographic
Module for Trust Services;

ETSI TS 119 312 — ESI Cryptographic Suites;

ETSI TS 119 495 — ESI Sector Spesific Requirements: Qualifed Certificates Profiles and TSP
Policy Requirements under the PSD2;

ETSI TS 119 431-1: Policy and security requirements for trust service providers; Part 1: TSP
service components operating a remote QSCD / SCDev;

ETSI TS 119 461 Electronic Signatures and Infrastructures (ESI); Policy and security
requirements for trust service components providing identity proofing of trust service subjects;

Bcakaksa I/IHC*)OpMaLI,VIFI, CBbp3aHa C TO3M OOKYMEHT, MOXe Oa Ce nojiyydyn OT ,D,OCTaB‘-II/IKa Ha

agpec:

oyn. ,Llap Bopuc 111" Ne 41

Codma 1612

,DOPUKA* Al

TenecoH: 0700 199 10

umenn agpec: info@borica.bg

OdmumanHa cTpaHMua Ha gocTaB4uMKa: Www.b-trust.bg
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BbBEAEHUE

MpaktukaTa npu npegoctassaHe Ha KY u KYY 3a tax ot ,bOPUKA®* ALl cbabpka onncaHue Ha
yvyacTHUUUTE B UHJPpACTpyKTypaTa Ha Ny6rmyHu knovose B-Trust® n Ha HEMHUTE KOMMOHEHTU, Ype3
kouto [ocTaBumka msgaea, nogabpxka, nybnukyesa mn ynpaensisa KY 3a KE[M/YEN, obnayen KEI,
KEMeuaT/YEleyat, obnaveH neyat n aBTEHTUYHOCT Ha yebcanT. OnncaHun ca obwmTte onepaTuBHU
npoueaypv npu 3asssBaHe Ha KY, maeHTudumumpaHe Ha 3asBuTtenu, usgasaHe v nybnvkyBaHe,
poctaBsHe W npuemaHe Ha KY, noggpbxka M ynpaBneHwe Ha Te3n yOOCTOBEPEHUS, KaKTO U
npouenypw nNpu npeaoctaBaHe AOCTbN 3a NpoBepKa Ha YAOCTOBEPEHNATA.

lMpakTukaTa BKNHOYBA OLLEe MepKUTE W crefBaHUTe TexXHUYecku npoueaypu OT cTpaHa Ha
[locTaB4umka, KOUTO rapaHTUpaT CUrYpPHOCTTa N HageXaHoOCTTa Ha npepocTtassaHuTe KY 1 KYY 3a Tax
ypes MHpacTpykTypata Ha B-Trust® B cboTBeTCcTBME cbe 3ELEYY 1 HopmaTnBHaTa ypeaba.

[OKyMEHTLT € pa3paboTeH B CbOTBETCTBME C (QOPManHUTE W3NCKBaHWUS 3@ CbAbpXaHue,
CTPYKTypa n obxBaT, NOCOYEHN B MexayHapogHaTa npenopbka RFC 3647, 4OKONKOTO TS OoTroBaps
Ha ynpasrieHckaTa nonuTuka Ha [JoctaByuka.

[oKyMeHTBT BKIHOYBA U ONMBbIIHUTENHA MHbopMaLUsa ¢ ornes Ha nsnckBaHusitTa B HopmaTueHaTta
ypenba no 3EEYY.

1 OCHOBHMW NOJNOXEHUA

1.1 J[ocTaBYMK Ha KBanucuumpaH1 yaoCTOBEpPUTESTHU YCIyTU

1. ,BOPUKA® ALl e ropuanyecko nvue - Tbproeew, ocbLlecTBABaLLO AenHocT Ha OKYY cbkrnacHo
3EOEYY n HopmaTuBHaTa ypeaba.

2. PKI nHa ,6OPUKA” ALl e narpageHa n ce ynpaernsiea CbrlacHO nNpaBHaTa pamMka Ha PernameHT
910/2014 v BEAEYY n B cbOTBETCTBUE C MEXAyHapoaHuTe chneundukaumm n ctaHgaptu ETSI
EN 319 411-1/5mn ETSI EN 319 412.

3. [HoctaBumkbT nsnonssa naeHtugpukatopn Ha obektn (OID) B B-Trust PKI- nHdpactpyktyparta,
dopmmpaHn Ha 6asa kog 15862, npucBoeH Ha ,BOPUKA® AL ot IANA B koHa
iso.org.dod.internet.private.enterprise (1.3.6.1.4.1 - IANA —Registered Private Enterprise) n B
cboTBeTcTBUE Ccbe cTaHaapTuTte ITU-T Rec. X.660 and the ISO/IEC 9834-1:2005 (Procedures for
the Operation of OSI Registration Authorities: General Procedures and ASN.1 Object Identifier
tree top arcs).

4. B kayectBOoTO Ccu Ha peructpumpad OKYY, ,BOPUKA® Al ocblecTBaBa crnegHuTe npaBHO-
pernameHTMpaHn eNHOCTM No:

e n3gasBaHe Ha KY:
o npuemaHe Ha UCKaHe 3a MbpBOHAYaNHO U3aaBaHe;
O YCTaHOBSIBaHe Ha MAEHTUYHOCT M BanuaHun AaHHu 3a lNotpebutens;
o npefocTaBsiHe Ha yCryrn No cb3fasBaHe Ha ABOVKW KpUMNTOrpadpCcky Krno4voBe - YacTeH
N NyOnmn4yeH KoM
o nognuceaHe Ha KY C yCbBbpLUEHCTBAH enekTpoHeH nognuc/neyat Ha OKYY;
o 3anuc Ha usgageHo KY.
e rnoaapbXka v ynpasneHve Ha KY:
o nogHoBsABaHe Ha usgageHo BanugHo KY;
o npomsiHa B cTaTyca Ha BanuaHo KY- cnnpaHe, Bb306HOBABAHE M NpeKpaTaABaHe;
o npoBepka Ha cTatyca Ha KY;
o npoBepka Ha cTtaTtyca Ha KY B peanHo Bpeme (OCSP crartyc).
e BOJEHE Ha perncTpu:
o BOAEeHe Ha nybruyeH perncTbp Ha Beu4kn usgagexu KY;
ny6nukyeaHe Ha nsgageHo KY B nybnuyHms perncrobp;
BOJEHe Ha CrUCbK Ha BCUYKK npekpaTeHu KY;
He3abaBHO NyGnvKyBaHe Ha npekpaTeHo KY B cnncbka ¢ npekpaTeHn yaoCTOBEPEHUS;

O
O
O
O ocurypsasa noCctodAHeH OOCTbN Ha TpeTu nuua Oo I'Iy6J'II/I‘-IHVIF| pernctop 1 go CnUcbka
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5.

6.

7.

Ha NpeKkpaTeHn y4oCTOBEPEHMS.

e rpoBepka (Banugauusl) Ha eNeKTPOHHM NoaNUCHK.

e npepoctaBsaHe Ha QSCD 3a (nokanHo) reHepupaHe W CbXxpaHeHWe Ha Kpuntorpadcku
Kno4oBe 1 3a cb3gaBaHe Ha KEI — cmapT kapta/u.

o [lpepoctaBsHe Ha RQSCD 3a reHepupaHe 1 CbXpaHeHne Ha KpunTorpadcku Krovose npu
OKYY un 3a cb3pgaBaHe Ha KEI u KEleuaT ot pasctosHue (O6nadeH KEIM n O6nayeH
KEleuar).

e 13[aBaHe Ha KBanMuumMpaHu enekTpoHHU BPEMEBU NevaTu:

O Ha npeactaBeHO CbAbpXKaHWe Ha EenekTPOHHO nognucaH/mognedyaTaH AOKYMEHT
(Bpeme Ha nognuceaHe/noanevyaTsaHe);
O Ha umcpoBO CbabpXKaHMe B AageH MOMEHT M HENPOMEHUMOCT Ha CbAbPXaHWETO
cnea 1031 MOMEHT
o [JoKasaTencTBeHa NPOBEpPKa Ha M3gageHuTe KBanuuuupaHn enekTpoHHN BPEMEBU
neyartu.
[ocTtaBunkbT npegocTtaBa nocoveHnte KYY B CbOTBETCTBME C HacTosiwaTta [lpakTuka Ha
YaocTtoBepsBaLlms opraH U nocoyeHaTa B ygoctoBepeHueTo lonuTuka.
[ocTaBuMKbT MOXE Aa NpeaocTaBs v ApYyrn KBannuuupaHu ygocToBEPUTENHU, KpUnTorpadcku,
MHAOPMAaLIMOHHM N KOHCYITTAHTCKM YCIYri, CBbpP3aHn C MPUIIOXMMOCTTa Ha yOOCTOBEPUTENHUTE
ycrnyru, cneaBanky obwonpmneTmuTe Npenopbku, cneundmkauumn n ctaHgapTu.
[ocTaBunkbT MoXe Aa nybnukysa otaenHo obum ycnosus 3a tesm KYY.

1.2 Perynaumsi u KOHTpOn

1.

2.

3.

~No

[MbNHOTO HaMMeHoBaHWe Ha TO3N AOKYMEHT e [1pakTuka npy npegoctaBsHe Ha KBanvpuuupaHm

yaocTtoBepeHuns n yaoctoseputennu ycnyru ot ,6bOPUKA® ALl (B-Trust CPS-elDAS)*

,DOPUKA* ALl e yBegomuno KPC 3a 3ano4ysaHe Ha genHocT kato OKYY no pega Ha 3EOEYY n

AencreawaTta HopMmaTtusHa ypeaba.

AkpegutauusaTa Ha ,BOPUKA® ALl kato OKYY no 3EAEYY uenn Han-BMCOKO HMBO Ha CUrYPHOCT

Ha npegocTtaBaHnTe KYY 1 no-gobpo xapMoHM3MpaHe Ha Ta3n AeNHOCT CbC CbOTBETHATA TakaBa

B CTpaHUTE-YNEHKN Ha EBponenckms cbtoa.

HocTtaBunkbT yBegomsiBa [loTpebutenute 3a cBosiTa akpeautTaumst nNpu NpeaocTaBsHeE Ha

nocoveHute KYY B TO3M JOKYMEHT.

B oTHoweHuATa c MNoTpebutenuTte 1 TpeTn nuua e BanugHa caMmo BepcusaTa, KOSTO € akTyanHa

KbM MOMEHTa Ha nonssaHeTo Ha ycnyrute Ha ,BOPUKA*AL.

Toaun gOKyMeHT e NyGnnyHO OOCThNEH Ha agpec: https://www.b-trust.bg/documents.

MpakTukata npu npegocraBsaHe Ha KYY e npunoxuma 3a cnegHute MNonutukn Ha [JoctaB4mka:

e [lonuTuka npu npegocTaBsHe Ha KBanuduumpaHu YOOCTOBEPEHMS 3a KBanvduumpaH
enekTpoHeH  noanuc/obnayeH  enektpoHeH  nognuc/neyat  (B-Trust  CP-elDAS
QES/CQES/QESeal);

e [lonuTuka npu npegocTaBsHe Ha KBanuduuMpaHu yOOCTOBEPEHUS 3a YCbBbPLUEHCTBAH
enekTpoHeH noanuc/neyart (B-Trust CP-eIDAS AES/AESeal);

e [lonuTuka npu npegocTaBsHe Ha KBanuduumMpaHu yOAOCTOBEPEHWUS 33 aBTEHTUYHOCT  Ha
yebcanT (B-Trust QCP-eIDAS QWAC);

e [lonuTuka Npu NpeaocTaBsiHe Ha KBanuduumpaH y4OCTOBEPEHMS 3a ENEKTPOHEH NeyaT 1 3a
aBTEHTMYHOCT Ha yebcanTt Ha [locTtaBumumM Ha nnatexHu ycnyru (B-Trust QCP-PDS2 QSealC
n QWebC).

Te3an NONUTUMKM U3NBLIHABAT CneuMdUYHUTE WU3NCKBAHUSA Ha yOOCTOBEPUTENHUTE MNONUTUKM,

nocoyeHun B ctaHgapta ETSI EN 319 411-2: QCP-n; QCP-n-gscd, QCP-I, QCP-I-gscd n QCP-w,

KouTo ca 6a3upaHun Ha obwmTe namckBaHmst B cbotBeTHUTE nonutkn NCP n NCP+ nocoyeHn B

ctaHgapta ETSI EN 319 411-1.

Monutuknte Ha [ocTaBuMka 3a KOHKpPETHWUTE TUMNOBE KBanuduumpaHu yOooCTOBEpPEHUs ca

nybnvkyBaHu B OTAENHW [OOKYMEHTM M ca nybnuyHo [OCTbMHM Ha agpec: https://www.b-

trust.bg/documents
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1.3 WUpeHTncpukaTopm B AOKYyMeHTa

1. OGektute B B-Trust mHdpactpyktypata Ha ,BOPUKA® Al 3a mnsgaBaHe u nogdpbxka Ha
KBanuduunpaHnte ygoctoBepeHusita ce obosHadaBaT ¢ wumgeHTudmkatopm (OID - Object

Identifier).

2. KeanudwuumpaHuTe yooCTOBEPEHMS 3a NOANNC, NeYaT U aBTEHTUYHOCT Ha yebcanT kaTo 0beKkTu
Ha MHdpaCcTpyKTypaTa ce naeHTudnumpaH Ypes3 MaeHTUKATOpuUTE Ha NONUTUKKN 3a TSX, KOUTO
moraT aa 6baat npoBepeHn B atpubyta CertificatePolicies Ha Te3n ygoctoBepeHus.

3. WpeHTudmkatopute Ha obektn B B-Trust ca nocoveHn B cnegHata Tabnuua:

Obekt Maentndpmkatop (OID)
BORICA AD 1.3.6.1.4.1.15862
B-Trust 1.3.6.1.4.1.15862.1

B-Trust Root Qualified CA

1.3.6.1.4.1.15862.1.6

B-Trust Operational Qualified CA

1.3.6.1.4.1.15862.1.6.1

B-Trust Personal qualified certificate QES

1.3.6.1.4.1.15862.1.6.1.1

B-Trust Professional qualified certificate QES

1.3.6.1.4.1.15862.1.6.1.2

B-Trust Organization qualified certificate QESeal

1.3.6.1.4.1.15862.1.6.1.3

B-Trust PDS

1.3.6.1.4.1.15862.1.6.2

B-Trust Qualified Time Stamp Authority

1.3.6.1.4.1.15862.1.6.3

B-Trust Qualified Time Stamp Authority PDS

1.3.6.1.4.1.15862.1.6.4

B-Trust Root Qualified OCSP Authority

1.3.6.1.4.1.15862.1.6.5

B-Trust Qualified OCSP Authority

1.3.6.1.4.1.15862.1.6.5.1

B-Trust Qualified Validation Service

1.3.6.1.4.1.15862.1.6.6

B-Trust Qualified Long-Terms Preservation Service

1.3.6.1.4.1.15862.1.6.7

B-Trust Remote QSCD (RQSCD)/Server Signing
Component

Service

1.3.6.1.4.1.15862.1.6.8

B-Trust Remote Signature Creation Service Component

1.3.6.1.4.1.15862.1.6.9

B-Trust Remote Video Identification Service Component

1.3.6.1.4.1.15862.1.6.10

Qualified Electronic Registered Delivery Service

1.3.6.1.4.1.15862.1.6.11

B-Trust Root Advanced CA

1.3.6.1.4.1.15862.1.7

B-Trust Operational Advanced CA

1.3.6.1.4.1.15862.1.7.1

B-Trust Personal qualified certificate AES

1.3.6.1.4.1.15862.1.7.1.1

B-Trust Professional qualified certificate AES

1.3.6.1.4.1.15862.1.7.1.2

B-Trust Organization qualified certificate AESeal

1.3.6.1.4.1.15862.1.7.1.3

B-Trust Application qualified certificate

1.3.6.1.4.1.15862.1.7.1.4

B-Trust Domain Validation SSL qualified certificate (B-Trust DVC
SSL)

1.3.6.1.4.1.15862.1.7.1.5

B-Trust Organization Validation SSL qualified certificate (B-Trust
OVC SSL)

1.3.6.1.4.1.15862.1.7.1.6

B-Trust Organization qualified certificate AESeal PSD2

1.3.6.1.4.1.15862.1.7.1.7

B-Trust Organization Validation SSL qualified certificate PSD2

1.3.6.1.4.1.15862.1.7.1.8

B-Trust PSD2 PDS

1.3.6.1.4.1.15862.1.7.1.9

B-Trust Root Advanced OCSP Authority

1.3.6.1.4.1.15862.1.7.2

B-Trust Advanced OCSP Authority

1.3.6.1.4.1.15862.1.7.2.1

4. TlMpakTtukaTta Ha [locTaBuvka Npu n3gasaHe n noaabpxaHe Ha KY ce ocblecTBsAABa NocpeacTBoM

cnegHute onepaTtusHn YO:

OnepaTtuBeH YO

UpeHTtudmkartop (OID)

B-Trust Operational Qualified CA

1.3.6.1.4.1.15862.1.6.1

B-Trust Operational Advanced CA

1.3.6.1.4.1.15862.1.7.1
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5. TMonutukute Ha JoctaBymka oTHOCHO BMaoBeTe KY u npegoctaBsaHuTe 3a Tax KYY ce o3HavaBaT

B usgasaHunte KY cbc cnegHute naeHTUguKkaTopm:

KsannduumpaHo yaoctoBepeHue

Monutuka

NaeHTudukaTop Ha nonutuka (OID)

B-Trust Personal qualified certificate
QES
(MepcoHanHo
dusnyecko nuue)
B-Trust Personal Qualified certificate
CQES

(MepcoHanHo KY 3a o6nayeH KEI
Ha dm3nyecko nuue)

KYKEN Ha

B-Trust Personal qualified
certificates Policy (QCP-n-gscd)
(Monuntuka Ha npepocTaBsHe Ha
KYKEI un KY 3a o6nadveH KEI Ha
dusnyecko nuue)

1.3.6.1.4.1.15862.1.6.1.1
(0.4.0.1456.1.1)
(0.4.0.194112.1.2)

B-Trust Professional qualified
certificate QES

(MpodecuonanHo  KYKEM  Ha
dusnyecko nuue, acoummpaHo ¢
IOpMANYECKO Nnue)

B-Trust Professional qualified
certificate CQES
(MpodrecuoHanHo KY 3a obnayveH
KEN Ha dm3nyecko nige,
acounvpaHo c puanyecko nuue)

B-Trust Professional qualified
certificates Policy (QCP-n-gscd)
(Monutuka Ha npepocTaBsHe Ha
KYKEN un KY 3a o6nadveH KEI Ha
dusnyecko nvue, acoummpaHo ¢
IOpMAnYECKo Nuue)

1.3.6.1.4.1.15862.1.6.1.2
(0.4.0.1456.1.1)
(0.4.0.194112.1.2)

B-Trust  Organization  qualified
certificate QESeal

(KYKEMeuaT Ha topygmyecko nuue)
B-Trust  Organization  qualified
certificate CQESeal

(KY 3a o6navyeH KEMNeuyar Ha
topuanyecko nuue)

B-Trust  Organization  qualified
certificates Policy (QCP-I-gscd)
(Monuntuka Ha npepocTaBsHe Ha
KYKEMewatr wn KY 3a obnaveH
KElNeyat Ha topugmyecko nuue Ha B-
Trust QSCD)

1.3.6.1.4.1.15862.1.6.1.3
(0.4.0.194112.1.3)

B-Trust Personal qualified certificate
AES

B-Trust Personal
certificates Policy (QCP-n)

qualified

1.3.6.1.4.1.15862.1.7.1.1
(0.4.0.1456.1.2)

(MepconanHo KYYEN Ha | (Monutnka Ha npepocTtaBsHe Ha | (0.4.0.194112.1.0)
dmsuyecko nuue) KYYEI Ha dm3anyecko nuue)

B-Trust Professional qualified | B-Trust Professional qualified | 1.3.6.1.4.1.15862.1.7.1.2
certificate AES certificates Policy (QCP-n) (0.4.0.1456.1.2)
(MpodecuonanHo  KYYEMN  Ha | (Monutnka Ha npepoctaBsHe Ha | (0.4.0.194112.1.0)

dm3nyecko nuue acouumpaHo c
IOpMANYECKO NnLE)

KYYEI Ha wmsmyecko nuue,
acoLMUpaHo C PUANYECKO N1LE)

B-Trust  Organization
certificate AESeal
(KYYEMeuaT Ha topuanyecko nuue)
B-Trust  Organization  qualified
certificate CAESeal

(O6naueH KYYENeuar Ha
HOpMANYECKO NnLE)

qualified

B-Trust  Organization
certificates Policy (QCP-I)
(Monntuka Ha npepocTaBsHE Ha
obnaveH KYYEMNeuat Ha
IopManYecko nuue)

qualified

1.3.6.1.4.1.15862.1.7.1.3
(0.4.0.1456.1.2)
(0.4.0.194112.1.1)

B-Trust Domain Validation SSL
qualified certificate (B-Trust DVC
SSL)

(KY 3a aBTEHTUYHOCT Ha yebcanT -
LOOMEWH)

B-Trust certificate for Domain
Validation Certificate Policy (DVCP)
(MonuTMka Ha npegocTaBsiHe Ha
yOOCTOBEPEHUS! 38 aBTEHTUYHOCT Ha
yebcanT - JoOMEeViH)

1.3.6.1.4.1.15862.1.7.1.5
(0.4.0.2042.1.6)

B-Trust SSL Organization Validation
qualified certificate (B-Trust OVC
SSL)

(KY 3a aBTEHTUYHOCT Ha yebcanT -
opraHusaums)

B-Trust certificate for Organization
Validation Certificate Policy (OVCP)
(Monntuka Ha npepocTaBsHe Ha
yOOCTOBEPEHUS 33 aBTEHTUYHOCT Ha
yebcanT - opraHnsaums)

1.3.6.1.4.1.15862.1.7.1.6
(0.4.0.2042.1.7)

B-Trust  Organization  qualified
certificate  AESeal PSD2 (B-Trust
QSeal PSD2)

(KYMeyvaT Ha ropuanyecko nvue —
nnarexHa nHctutyumsa no PSD2)

B-Trust PSD2 Organization qualified
certificates Policy (QCP-I)
(Monntuka Ha npepocTaBsHe Ha
KYYElNeuaT Ha opuauyecko nuue —
nnaTtexHa nHctntyumsa no PSD2)

1.3.6.1.4.1.15862.1.7.1.7
(0.4.0.1456.1.2)
(0.4.0.194112.1.1)
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B-Trust SSL Organization Validation
qualified certificate PSD2 (B-Trust
QWebC PSD2)

(KY 3a aBTEHTUYHOCT Ha yebcanT —
opraHusaums—nnaTexHa
nHcTuTyumsa no PSD2/KYYe6 PSD2))

B-Trust  certificate for PSD2
Organization Validation Certificate
Policy (OVCP)

(Monuntuka Ha npepocTaBsHe Ha
yOOCTOBEPEHUS 338 aBTEHTUYHOCT Ha
yebcanT — opraHnsaumsa — nnaTexHa

1.3.6.1.4.1.15862.1.7.1.8
(0.4.0.2042.1.7)

nHCTUTYUMA no PSD2)

1.4 Y4yacTtHuum B uH(pacTpykTypaTa Ha B-Trust®

1.4.1 YpocTtoBepsiBallyu opraHu

LyaoctoBepsBawms opraH” Ha B-Trust® nHa OKYY ,BOPUKA* ALl e opraHmsaumoHHo o6ocobeHo
3BEHO, KOETO OCbLLIECTBSABA AENHOCT NO U3gaBaHe, No NpeaocTaBsHe 1 No noaabpxkaHe Ha KY n
Ha KYY 3a tax. YO HaAmMaT camocToaTenHa NpaBoCcybEeKTHOCT 1 BCUYKM OCBLLIECTBEHN AEUCTBUSA U
aKTOBE Ha CNy)XWUTenuTe My Ce M3BbPLUBAT B KA4ECTBOTO MM Ha cnyxutenu Ha [JocTtaBuuvka, B

WHdpacTpykTypaTa Ha B-Trust® nma asycreneHHa nepapxusa Ha YO 3a nsgasaHe n nogapbxka

- u3gaBa yOOCTOBEPEHUS Ha MOAYMHEHUTE B
nepapxm4yHo oTHoLlleHne onepaTtmeHu YO Ha [JocTaBuumka u TakmBa Ha gpyru JoctaBunuy;
e OnepatueeH YO ,,B-Trust Operational Qualified CA" - nsgasa KYKEMN un KYKElleuar,

MHdbpacTpykTypaTa Ha B-Trust® nma gsycreneHHa nepapxus Ha YO 3a nsgaeaHe 1 nogapbkka

Ha KYYETI, KYYEleuat n KY 3a aBTEHTUYHOCT Ha yebcawnT, KakTo cneaBa:

n3gaBa yOoOCTOBEPEHUS Ha MNOJYUHEHUTE B
nepapxmyHo oTHoLleHne onepatBHu YO Ha [JocTaBuuka u TakmBa Ha gpyrv [JoctaBunuy;

e OnepatuBeH YO ,B-Trust Operational Advanced CA" - msgaea KYYEI n KYYElleuar,

1.
paMKuTe Ha NpedocTaBeHUTe UM NPaBOMOLLNA.
2.
Ha KYKEIT n KYKElevar, kakto cnegsa:
e baszos YO ,,B-Trust Root Qualified CA"
cbrnacHo lNonutnkarta 3a npegoctaBsHe Ha Te3un KY;
3.
e bBasos YO ,B-Trust Root Advanced CA" -
cbrnacHo lNonutnknte 3a npegocraBsiHe Ha Te3un KY.
4,

OKYY cu 3anasea npaBoTo Aa paswmpu nHdpacTpykTypaTta Ha B-Trust® c apyra nepapxusi ot
YO.

1.4.2 Peructpupaly opraH

1. ,Peructpupawmar opraH" e 3BeHO, KOETO OCbLLECTBsIBA AeNHOCTM Ha [lJocTaB4YMKa, KakToO cneaBa:

e puema, npoBepsBa, ogobpsBa Unn oTXBbPNA NCKaHNA 3a n3gasaHe Ha KY;

e peructpupa nogageHu nckanunsa go YO 3a nsgaBaHe u BHacs NPOMEHU B cTaTyca Ha KY;
OCbLLECTBSBA CbOTBETHN NPOBEPKM 3@ YCTAHOBSIBAHE HA CaMOSIMYHOCTTA Ha hmsmyeckuTe
nMua M MOEHTUYHOCTTA Ha PUANYECKUTE NULA, KaKTO M Ha cneuudunyHM JaHHM 3a TaX C
OONyCTUMUTE CPEACTBa;
yBegomsiBa YO aa nsgage KY cnep ycnewHa ngeHtudukaums u 3annarteHa ycnyra;

e npepaBa Ha [loTpebutena wunM Ha YMbLIAHOMOLLEHO OT Hero nuue wusgageHoto KY,
CbOTBETCTBALLO Ha reHepupaHa OBOWIKA KITHOUO0BE;

e rpuema unu oTXBbPIIS PErMCTPUPAHN UCKaHMA 3a NOAAPBXKA U ynpaBneHne Ha KY;

e CKIMOYMBaA [JOroBOpW 3a MpedocTaBAHE Ha YOOCTOBEpUTENHW U Apyrn Kpuntorpadocku,
MHAOPMALIMOHHM U KOHCYNTaHTCKKM ycnyru ¢ MNoTtpebutenute ot umeTo Ha [locTaBymka.

2. PeructpupawmaT opraH ocbLlecTBABa ropensbpoeHnTe 4enHOCTH:

e B 0hMC Ha opraHa kaTo M3ncKBa (pmsmyecko NpUcbCTBUE Ha 3aaBuTen Ha KY (npucbcTBeHa
naeHTudmrkaums, permctpaums n nsgasaHe Ha KY);

e ype3 oOTAaneyeHa OHMaAWMH BMOEO wuaeHTMdKauMsa Ha 3asButen (HENPUCHCTBEHA
naeHTndmkauus, permctpaumnsa n nsgasade Ha KYKEN, KYKEMeuaT, KY 3a O6naven KET1, KY
3a ObnayeH KEllevar).

3. TMonutukata m MNpaktukata Ha PO, KOWTO n3nbnHaBa genHoctute no T.1 B oduc Ha opraHa, ca

HeJenuma 4acTt OT HAaCTOALLMSA JOKYMEHT.

4. TMonutukata u lNpaktnkata Ha PO, KOWTO M3NbiHsABa genMHocTMTE No T.1 4pe3 oThaneyeHa
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9.

10.
11.

OHNAMH BMOEO WMAEHTUUKauMst ca B oTaeneH [okyMeHT — [llonutuka u [MNpaktvka npwm
npeaocTaBsHe Ha oThanedeHa BMAEO MAeHTUdUKaALMA 3a M3gaBaHe Ha KBanuduuupaHu
yooctoBepeHus 3a obnadeH KEIN n obnaveH KEMeyvaTt ot ,6OPUKA* ALL".

Pernctpmpawmar opraH Ha [JocTaBuvMka MOXe [a NpefocTaBsa YAOCTOBEPUTENHWU YCNyrn Ha
MoTtpebutenn B opuc (npucbcteeHo) Ypesd MectHm Peructpupawm Cnyxou (MPC).
PernctpupawmaTt opraH moxe ga 6bae 060cobeHO 3BEHO B paMKUTE Ha HOPUMANYECKO nuue,
pasnunyHo oT [locTaBymnka, Ha KOETO ca Aenervpanun npasa Aa OCbLLecTBsABa Te3n AENHOCTU Unu
Ha 4YacT OT TsIX OT MMeTo Ha [locTaBuuka.

Peructpupawwmar oprax (PO) Ha [JocTaBuMka MoXe Aa npeaocTaBs yAOCTOBEPUTENHM YCIyrn Ha
Motpebutenu ypes MectHn Pernctpupawm Cnyxou (MPC).

Korato PO/MPC e camocTosaTenHo opunanvecko nuue, NnpaBoMoLLMETO Aa OCbLUEeCcTBsiBa Tasu
OENHOCT MoXe fa 6bae orpaHMyYeHo 3a onpeneneHa TepuTopusi, CPOK, YAOCTOBEPUTENHN YCIyTu
unu 3a onpegeneHa kateropus  [loTpebutenn. [lNMpaBomowmeTo ce ygocToBepsiBa npeq
3aaBuTENNTE N BCUYKM TPETU NMLUA C MMCMEHO UIN ENEKTPOHHO yaocTtoBepeHme 3a PO/MPC.

B cnyyaunTe, korato PO e camocToaTenHo opngudecko nuue, MPC kbM TO3U opraH ce paskpmat
camo cnepg uspuyHo ogobpeHune oT cTpaHa Ha [locTaBymka.

OtHoweHuaTa mexay LdocTtaBumka u PO/MPCce ypexagaT ¢ goroeop.

[ocTaBunkbT rapaHTupa, ve genHoctta Ha PO/MPC we 6baoe cbobpaseHa ¢ ycrnoBusita Ha
HacToAwmsA [JOKyMEHT.

1.4.3 OpraH 3a usgaBaHe Ha KBanucpuumpaHu enieKTPOHHM BpeMeBM ne4vyaTtu

1.

,LOpraH 3a msgaBaHe Ha KBanuduumpaHu enekTpoHHW BpemeBu nedvatn" e obocobeHo wn
HeJenuMo 3BEHO KbM Y40CTOBEPSIBALLMSA OpraH, KOETO OCbLLECTBABA AEMHOCTU Ha [locTaBuKKa,
KakTo criegga:

e rpuema 3asiBKM 3a u3gaBaHe Ha KBanuduuMpaHu €enekTPOHHW BpeMeBW neyaTn Ha
NnpeAcTaBeHO CbabpKaHWe Ha enekTPoHeH AOKYMeHT oT [NoTpebuTtenu nnu [oeepsBalla ce
CTpaHa;

e 13roTBs KBanuduUUUpaH enekTPoOHEH BPEMEBM neyaT Ha NpeacTaBeHUsl XeL-CTOMHOCT Ha
€IeKTPOHEH JOKYMEHT;

e Oocurypsiea Bb3MOXHOCT 3a nocnegsawo (cneq nepuoga Ha BanuaHocT Ha KY) gokassaHe
crnpsiMo NpveMallaTta cTpaHa Ha pakTa Ha noanvMcBaHe/noanevYaTBaHe Ha U3siBNeHNe Unu Ha
€NeKTPOHEH JOKYMEHT.

,B-Trust Qualified Time Stamp Authority " e YO 3a nsgaBaHe Ha kBanuduumpaHn enekTpoHHN
BpeMeBu neyaTun Ha [locTaBuuka.

EnekTpoHHMAT noanuc Ha [JocTtaBymka Ha KBanuduumnpaHusi enekTpoHeH BpeMeBn nevaT € CbC
cTaTyC Ha KBanuduumpaH eneKkTpoHeH neyar.

KBanudpuvumpaHm enekTpoHHM BpeEMEBM neyaTM Morat fda Ce WHTerpypatr B npoueca Ha
Ccb3gaBaHe MnM nNpuemaHe Ha nognucu/medaT KbM €NEKTPOHHU LOKYMEHTU W eNneKTPOHHU
TpaH3aKUMK1, NpU apxXMBUpaHe Ha eNEKTPOHHU AaHHW, B ENEKTPOHHN HOTapuaTtu U ApYru.
HocTtaBunkbT paspabotBa u nybnukyBa otgenHa [lonutnka Ha YO 3a wu3gaBaHe Ha
KBanudpuumnpaHm enekTpoHHN BPEMEBU NeyaTu.

1.4.4 KBanudmumpaHa ycnyra 3a BanuaupaHe Ha KBanuduuupaHu enekTPOHHU

1.

nognucu/nevyaTtu

KBanuduumpaHata ycnyra 3a BanugvpaHe Ha KBanuuumpaHn enekTpoHHu nognucu/nedatu (B-

Trust QSVS) e o6ocobeHo 1 Hegennmo 3BeHO kbM [locTaBuMKa, KOETO OCbLLECTBSABA CriegHUTE

JEeNHOCTH:

e npuema nognucaHw/nognedataHn dannoBe/e-OOKYMEHTU C onpegeneHn dopmatm wu
npodunu Ha noanuc/neyar 3a BanvanpaHe;

e Banugupa nognucaHute/nognevataHu annose/e-4OKYMEHTU B CbOTBETCTBUE C PernameHT
910/2014 (un. 32, 33 n 40);

e 13roTBs M NpeaocTaBsa nogneyataHu ot [JoctaBumka ctatyc(m) u oTyeT OT BanuampaHe Ha e-
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2.

3.

noanuc(n)/neyat(n) B npuetute annose/e-4OKyMEHTH;
e OcurypsiBa Bb3MOXHOCT 3a pasneyaTtBaHe (PDF dpoopmaT) Ha xapTusa Ha aBTopuU3npaHns otTyeT
OT BanuaupaHe Ha nognuc(ute)/nedyat(ute).
Ycnyrata asTopmsupa crtatyca u oT4yeTa OT BanugupaHe C KBanuduuupaH enekTpoHeH neyat
n3ganeH ot [JoctaB4umka.
Cratycute Ha BanvaupaHe Ha KBanvduuupaHu e-nognucu/nedat morat ga ce uHTerpupart B
npouecn Ha npuemaHe Ha nognucu/nedyaTm KbM ENEKTPOHHU OOKYMEHTU W  eNeKTPOHHU
TpaH3aKkuMu, MpuU CbXpaHeHWe Ha noanuc/neyvaTn, Kakto W apxXmBMpaHe Ha ereKTPOHHU
OOKYMEHTU, B eMEKTPOHHN HoTapuaTu n ap.
[ocTtaBunkbT paspabotBa m nybnukyeBa otgenHa [lMonutuka un [NpakTnka Ha ycnyrata 3a
kBanupuumnpaHo sanugupaHe Ha KEMN/KEMevaTuw.

1.45 Ycnyra 3a kBanuduumpaHoO CbXpaHsiBaHe Ha KBanucpuumpaHu eneKTPOHHU

nognucu/neyaTtun

Ycnyrata 3a kBanuuumpaHo CbxpaHsdBaHe Ha kBanuduumpaHun e-nognucu/nedatn (B-Trust
QSPS) e o6ocobeHO M Hegenumo 3BeHO KbM [lOoCTaBuMKa, KOETO OCbLUECTBABA CNeaHuTe
JENHOCTH:

e Mpuema e-nognucu/neyaTu (nognucaHn/nognevataHu pannose/e-4oKyMeHTI) ¢ onpeaeneHu
dopmaTt 1 npodunm Ha noanuc/neyarT 3a CbXpaHEHME;

e CUrypHO CbXpaHsiBa nognucaHute/nogneyaTaHyn gannose/e-gOKYMEHTU B CbOTBETCTBUE C
PernameHTt 910/2014 (4n. 34 n 40);

® U3rOTBA W CbXpaHsBa nogneyaTaHn oT [ocTaBuvMka [okasaTencTBeHW 3anucu oT
CbXxpaHsBaHe Ha e-nognuc(n)/neyat(m) B npuetute dannose/e-qOKyMEHTH;

e 13roTBs MO 3asBKa yBeOOMMEHUS crneq yCnewHo CbXpaHsBaHe Ha dpannoBe/e-gOKyMEHTH C
noanuc(n)/neyat(n);

e OCUrypsiBa Bb3MOXHOCT 3@ aBTOpU3upaH JOCTbIN, YeTeHe, moguduumpaHe u nstpusaHe Ha
CbXpaHsaBaHu havnose/e-4o0KyMeHTM ¢ nognuc(m)/neyat(m).

Ycnyrata aBTopu3vpa (QoKasaTencTBeHW) 3anucu M yBEAOMISIEHWS 3a CbXpaHsiBaHe 4pes
KBanuduumnpaH enekTpoHeH neyaT usgageH ot [JocTtaBymka.

HocTtaBunkbT paspaborsa m nybnukyBa otgenHa [Monutuka u lNpakTnka Ha ycnyrata 3a
cbxpaHsiBaHe Ha KEl/KElNeuvaTw.

1.4.6 Mnatdopma 3a obnayveH KET

1.

3.

4.

Mnatdopmarta 3a obnadveH KEI BkntoyBa aBe 4acTu:
o OTtpaneyeHa cbpBbpHaA kKoMnoHeHTa RQSCD (codptyep u HSM) npu [loctaBumka;
o MobunHo npunoxeHwne (B-Trust Mobile) B cmaptdoHa Ha NoTpebuTen.
RQSCD e obocobeHa u Hegenvma KoMmnoHeHTa B B-Trust nHdpacTtpyktypata Ha [JoctaB4uka,
KOSATO U3MbIIHABA CAeAHNTE OENHOCTU:
e reHepwupa gBoWka kntovoBe 3a obnadveH KEM/KEMeuyat B HSM npu [JoctaB4dmnka no 3asiBka Ha
yaocToBepeH oT Hero Motpebuten
CbXpaHsiBa CUrypHO reHepupaHaTta ABoWKa krtodose npu [loctaBunka
aKTMBUpa OT pa3cTosiHMe reHepupaHe Ha undgpos nognuc (PKCS#1)
reHepupa uudpos nognuc Ha Tutynap B HSM-a npu [loctaBumka ( O6naden KEM)
npegoctaBa Ha TUTyndaps reHepupaHus nognuc U CbOTBETCTBALLOTO YAOCTOBEPEHME 3a
npoBepKa Ha nognuca
RQSCD nonyyaBa 3asBkuTe 3a u3gaBaHe Ha obnadeH KE[/KEMewat 4pes PO/MPC Ha
[ocTaBunka cnep ycnewHo yOOCTOBEPEH 3asdABUTEN M PEermcTpupaHo MOOWUNHO YCTPOWUCTBO
(cmapTdoH) Ha 3asBuTensa Ha noanuc.
RQSCD wusnonssa YO B-Trust Operational CA Ha [JocTtaByuka 3a Aa u3gasa kBanuuvumpaHo
yOOCTOBEPEHME, CbOTBETCTBALLO HA FreHepupaHnst MOANUC OT Pa3CTOSHME.
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5. MobunHoTo npunoxexue B-Trust Mobile B cmaptdoHa Ha lMoTpebuTtensa cnyxun ga aktmeupa

reHepupaHeTo Ha umdpoe nognuc 3a OdonayveH KEIMN/KEMNeuyaTt B HSM-a Ha RQSCD camo cnef
yOOCTOBEPEH NepcoHaneH KOHTPOIT Ha YaCTHUSA KIoY Ha nognunca Ypes cTpora aBTeHTudmkauns
Ha Tutynapst n BbBeaeH oT Hero MWH (kog 3a akTMBupaHe) 4pe3 MOGMITHOTO YCTPOWCTBO
(cmapTtdoHa).

lMpenoctaBeHnte oT [MnaTdopmaTta uUMPPOB NOAMMC M CbLOTBETCTBALWO KBanuduumpaHo
yooctoBepeHme Ha O6nauvnunsa KEI moraT ga ce uHTerpupaT B KOHTEMHEpa Ha nognucaHu
AokymeHTn ¢ ObnayveH KEI1 oT ycnyra 3a nognucBaHe, onepupaHa oT [JocTaBuvka unu ot
BbHLIHA TakaBa (npu MNMotpebuten/[oBepsBalla ce cTpaHa).

Mnatdopmata 3a O6naveH KEI ,npemecTtBa‘/BupTyanusvpa duaudeckata CMapT KapTta
(nokanHo QSCD) 3a KEI Ha Tutynsaps B HSM Ha RQSCD npu OKYY. B RQSCD ce anokupa
,BUpTyaneH CnoT' KaTto oThaneyvyeH pecypc Ha TuTynaps C eKBUBANEHTHU KpunTorpadcku
napamMeTpu 1 XapakTepuCcTUKM Ha cMapT kapTtaTta (nokanHo QSCD.

1.4.7 KsanudmumupaHa ycnyra 3a npenopbyaHa nowia

1. KeanuduuupaHaTa enekTpoHHa MpernopbyaHa Mowa npeaocTaBs  [oKasaTencreo  3a

nanpaLlaHeTo 1 Nofy4YaBaHETO Ha JaHHUTE U 3aluTaBa npefaBaHuTe AOKYMEHTU CPeLLy pucK
oT 3aryba, kpaxba, nnm Heno3BoNeHN N3MeHeHus. YcnyraTta e npegHasHaydeHa 3a husnyeckn n
OPUANYECKM LA, ObpPXXaBHU MHCTUTYLMMK, OOLLMHM 1 OOLLIECTBEHM OpraHM3aLmn.

3a nognuceBaHe Ha BCUYKM [OKasaTencTBa, reHepupaHu OT ycryraTa, Ce M3Mnon3ea
KBanuuuupaH enekTpoHeH neyat Ha B-Trust Qualified Electronic Registered Delivery Service.
BanngHocTTa Ha enekTPOHHNAT nedat € 5 roanHn u e 3awmteH ¢ RSA knou ¢ gbmknHa 4096
6uta

1.4.8 OCSP cbpBbBp

1.

,LOCSP cbpBbp" € 060c06eH0 U Heaenumo 3BeHO Ha YO, KoeTo OCbllecTBABa AENHOCTU Ha
[ocTaBunka kakTo cneapa:

e npuema 3asBku oT MNoTpebutenu unu [Josepssalla ce cTpaHa 3a NpoBepka B peariHo Bpeme
Ha cTaTyca Ha NpeAcTaBeHo YAOCTOBEPEHME, M3aaaeHo oT [locTaBunka;

e 13roTBS aBTOMATU4YHO B pearHo Bpeme eneKTPOHHO MOANuWcaH OTroBop 3a craTyca Ha
npeacTaBeHo yO0CTOBEPEHNME.

OCSP cbpebpute Ha [octaBumka ca: ,B-Trust Root Qualified OCSP Authority" n ,B-Trust
Qualified OCSP Authority", cvotBeTHO ,B-Trust Root Advanced OCSP Authority" n ,B-Trust
Advanced OCSP Authority".

Bcaka goeepsiBawata ce cTpaHa, korato npuema KY, Moxe Aa 3asBu NpoBEpKa Ha cTaTyca Ha
yOOCTOBEPEHNSATa B pearHo BpeMe.

MpoBepkaTa Ha ctatyca Ha KY B peanHO Bpeme He e 3agbrkutenHa 3a [JoBepsiBawumre ce
CTpaHu, Ho [loCcTaBYMKBLT NpenopbyBa Aa Cce M3MNon3Ba Tasn ycryra U HEMHOTO MHTEerpypaHe npu
Cb3JaBaHe UM NpMeMaHe Ha eneKkTPOHHO nognucaHu/nognedartaHn JOKYMEHTU U Npu NpoBepka
Ha aBTEHTUYHOCTTA Ha yebcanT B eNEeKTPOHHN TpaH3aKLmMK.

1.4.9 MoTtpebuten

1.

2.

MoTpebutenunte ca PU3NYeCcKn Unu PUANYECKN NMLA, KOUTO ca NOA4anu UCKaHe 1 creg ycnewHo
3aBbplUBaHe Ha npouegypaTa um ce nagasa KsanuduumnpaHo yaoctosepenue. MNMpean ga 6bae
n3BbpLUEHA NpoBepKa 1 ga 6bae M3gageHo kBanuduuupaHo ygocrtosepenmne, MNMotpebutenar e
camo 3asaBuTen 3a ksanuduumpanun ycnyr Ha B-Trust.

OtHoweHuaTa mexay ,bOPUKA® ALl kato KYY u MotpebuTen ce ypexaaTt ¢ NMCMEH LOroBop.

1.49.1 Tutynsp

1.

,1uTYNap" e Motpebuten-gpuandecko nuue Ha KYKEMN/KYYEN nnu Ha KY 3a o6nayeH KEI, koeTo
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2.

Cb3aBa efneKTPOHHMS noanuc.
TUTyNnapaT ocbLLEecTBABa OT CBOE MME UMM OT MMETO Ha APYro nuue, KoeTo TOW NpeacTaBnsea,
€NEeKTPOHHM U3SABMEHUS, KOUTO E€MEKTPOHHO MoAnncBa B CbOTBETCTBME C npefocTaBeHaTa My
npeacTaBuTenHa BracT.

B KYKEM/KYYEIN un KY 3a obnaveH KEIM moxe ga ce nmocounm n nuueto, Koeto TuTynspart
npegcraensiea.

EonHcteeHo Tutynapat Ha KYKEM/KYYEN n KY 3a obnayen KEI, nma npaso Ha goctbn o
YaCTHUSA KoY 3a NOANUCBaHE Ha eNTEKTPOHHU U3SBIIEHUS.

1.4.9.2 Cv3paTten

1.

,Cb3garen“ e NoTpebuTen-opmManyecko nmue, KOeTo Cb3daBa €MeKTPOHEH nevar, AaHHUTE Ha
KoeTo ca ygoctoBepeHu B KY, n3non3saHo 3a nNpoBepka Ha enekTpoHHWs nedat. Cb3gartensar
MoXxe ga 6bae camo puanvecko nuue.

LOpuandeckn nuua“ no cmucbna Ha [oroBopa 3a yHKUMOHUpaHeTO Ha EBponenckns cbios
(OPEC) o3HavaBa BCcUYKM 0OpasyBaHus, yYpeOEHN U pernaMmeHTMpaHn CbrnacHo NpaBoTo Ha
AbpXXaBa YrneHka, He3aBMCMMO OT TAXHaTa npaBHa oopma.

EnekTpoHHuaT lNMeyaT He € NoAanMC Ha PUAMYECKOTO NULE U CNYXM caMO Aa yAoCTOBepU
N3TOYHMKA W LEenocTTa Ha nognevyaTaH enekTpoHeH AOKYMEHT UM U3SABIEHNE.

Korato topuanyecko nvue n3nonssa enekTpoHeH neyaT, npenopbysa ce Aa 6bAe yCTaHOBEH
BbTPELLUEH KOHTPOMNEH MEXaHW3bM MNpU PUONYECKOTO NnLEe, NO3BONABALY, CaMO Ha (PU3NYECKO
nuue, ynbiIHOMOLLIEHO OT ToBa topuandecko nuue (,Cbh3gaTten®) Aa cb3gaea nevara (Hanpumep,
Aa ,HaTucHe" OyTOH 3a (aBTOMaTM4HO) Cb3daBaHe Ha eNeKTPOHHM nevaTtn).

B KY 3a enekTpoHeH nedaTr MoXe Aa ce nocovnm uM3n4eckoTo Nvue, KOeTo npeacraensiBa
,Cb3gaTtens”.

EauHcTBEHO, TOBa (pM3M4ecko nuue nma npasBo Ha AOCTbN 4O YAaCTHUSA KIOY 3a reHepupaHe Ha
nevaTa.

Korato 3a pageHa TpaHcakumsa ce U3nckBa KBanmduumpaH enekTpoHEH nevart OT Hpuandecko
nvue, KBanUMUUMPaHUAT enekTPOHeH MOAMMC Ha YMNbIHOMOLWEHWUS npeacTtaBuTen Ha
IOPUANYECKOTO NnLE ce NpMemMa PaBHOCTOMHO.

1.4.10 JoBepsiBawm ce CTpaHu

1.

~JOBepsaBaLUn ce CTpaHU" ca agpecaTuTe Ha noanucaHu/nognedaTaHn eNeKTPOHHU U3SBIEHNS K
OOKyMeHTU OT [loTpebutenu, kouto nputexasaTt udgageHn ot [doctaBumka KY wunu kpanHm
KNUEeHTK, KoUTo agpecupat yebcanToBe, 3a KOUTO ca U3gageHn yooctoBepeHus ot [loctaBumka.
[oBepsaBalimTe ce CTpaHu crieaBa ga nmaT No3HaHUS U YMEHUSI OTHOCHO M3noni3saHeTo Ha KY u
ce [oBepsiBaT Ha YyAOCTOBepeHuTe oOCToATencrea B TSAX cCaMO C Orfieq Ha npunoxumara
MonuTtuka, ocobeHo No OTHOLLIEHNE Ha HMBOTO Ha CUIYPHOCT Npu npoBepka Ha [NoTpebutenure
Ha Te3u KY.

[loBepsiBawmTe ce CTpaHM MMaT NOCTOSAHEH OOCTbLN A0 perncTpute Ha [JoctaB4ymka 3a npoBepka
Ha BanugHoctTa Ha KY, 3a ycrtaHoBsfiBaHe Ha cboTBeTHUTe [loTpebutenn wnu Ha Apyrm
obcToaTencTea U AaHHW, OTpa3eHn B YAOCTOBEPEHUSTA UNN BIMCAHU B TE3U PErUCTPMU.

1.5 YpoctoBepeHus u ynotpeba

1.5.1 OnpepeneHue

1.

~KBannduuunpaHo ygoctoBepeHue 3a nybnuyeH knoy" e nogneyataH ot [JoctaBumKka eNeKTpoHeH
OOKYMEHT, CbabprKaLl, onpeneneHn peksnsnTu, yaoCcToBepsiBallyn Bpb3kaTa mexay [NoTpebutens
n nyénmyHna my ko B KY, cboTBETCTBALL, HA YaCTHUSA KINOY Ha To3u [NoTpebuTten u cnyxu 3a
npoBepka Ha nognuca/meyata B €NEKTPOHHU OOKYMEHTM u oBekTu unu 3a npoBepka Ha
aBTEHTUYHOCTTa Ha yebcanT.

KY morar ga ce nanonseat 3a 4ENHOCTU, KOUTO M3UCKBAT MNOANUCBAHE HA ENEKTPOHHN AOKYMEHTH,
aBTeHTUduMKauma Ha [loTpebuten wmnn yebGcanT, KaKTO W 3a KpunTUpaHe Ha OaHHW npu
€IeKTPOHHUN TPpaH3aKUnn, U3UCKBALLN HAN-BUCOKO MW 3HAYUTESTHO HMBO HA CUTYPHOCT.
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3. Camo ygocTtoBepeHUusTa ¢ 03HaYeHUTe B TO3U JOKYMEHT MOSIMTUKN, KOUTO nsgasa JOCTaBUYUKET,
umat xapaktep Ha KY.

1.5.2 YpoctoBepeHusi Ha [locTtaBuYMKa

basoBo ygocroBepeHue

1. BasoBo ygocToBepeHue Ha [JocTaByvka € camou3gageHo M enekTPOHHO camornoanevaTaHo C
6a3oBus YacTeH knod Ha [loctaBynka KY 3a Herosust 6a3oB nybnuyeH kntod. C 6a3oBust 4YacTeH
kntoy [JOCTaBYMKBbT efeKTPOHHO noAnedarBa yooCTOBepeHus 3a NyOrnuvyHW KyoBe Ha CBOU
onepatueHn YO, KaKkTO M yOOCTOBEPEHWsA Ha Apyru (nod) AOCTaBYMUM Ha yOOCTOBEPUTENHM
ycnyru B MHppacTpykTypaTa Ha B-Trust.

2. B cwotBetrctBMe cbc 3ELEYY u nepapxusata ot YO B uH(pacTpykTypata Ha B-Trust,
[ocTtaBunkbT npegoctaBa Ha KPC BanuagHoTo ygoctoBepeHue Ha 6asoBus YO. OcHOBHUTE
pekBu3nTM Ha 6a3oBoTo yaocTtoBepeHne Ha YO ,B-Trust Root Qualified CA " Ha [locTaB4umka ca
KakTo criegga:

B-Trust Root Qualified CA

Mone ATpubytn 3Ha4veHune/CTonMHOCT
Version - V3
Serial number - 01
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Root Qualified CA
ou = B-Trust
o= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Validity from - 2017-04-25T18:28:43Z
Validity to - 2037-04-25T18:28:43Z
Subject CN = B-Trust Root Qualified CA
Oou = B-Trust
o= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Public key - RSA(4096 Bits)
Subject Key Ildentifier - f2 84 ee 2e 35 fe fO fa d8 50 50 b0 9c¢ 48 89 ea 5a 2f d9 ab
Authority Key Identifier |KeyID = f2 84 ee 2e 35 fe fO fa d8 50 50 b0 9c 48 89 ea 5a 2f d9 ab
Issuer Alternative Name |URL = http://www.b-trust.org
Basic Constraints Subject Type = CA
(critical) Path Length Constraint = None
Certificate Policies - [1] Certificate Policy:

Policy Identifier=All issuance policies
[1,1] Policy Qualifier Info:

Policy Qualifier Id=CPS

Qualifier:

http://www.b-trust.org/documents/cps

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-TrustRootQCA.crl

Authority Information [1] Authority Info Access
Access Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
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URL=http://ca.b-trust.org/repository/B-
TrustRootQCAOCSP.cer

Key Usage (critical)

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

Thumbprint (Shal)

c04d 7a42 7f 5a 82 b1 2d a6 f0 94 88 11 66 8e 1a 67 Oa f6

Thumbprint (Sha256)

d3 3895 el d511 23948 c8c9 99 {7 f7 26 40 fa 05 05 fb d1
5a b093 e8 98 db 27 dd 29 14 e8

B-Trust Root Advanced CA

Mone ATpubyTIn 3Ha4veHune/CToMHOCT

Version - V3
Serial number - 01
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Root Advanced CA

OouU = B-Trust

o= BORICA AD

Organizationldentifier(2.5.4.97) INTRBG-201230426

C= BG
Validity from - 2017-04-24T18:55:40Z
Validity to - 2037-04-24T18:55:40Z
Subject CN = B-Trust Root Advanced CA

OouU = B-Trust

o= BORICA AD

Organizationldentifier(2.5.4.97) INTRBG-201230426

C= BG
Public key - RSA(4096 Bits)
Subject Key Identifier - 88 db 42 ed 89 05 32 Oc 72 27 Oc 46 1b el c6 09 5e ec c9 21
Authority Key Identifier |KeyID = 88 db 42 ed 89 05 32 Oc 72 27 Oc 46 1b el c6 09 5e ec c9 21
Issuer Alternative Name |[URL = http://www.b-trust.org
Basic Constraints Subject Type = CA
(critical) Path Length Constraint = None

Certificate Policies

[1] Certificate Policy:
Policy Identifier=All issuance policies
[1,1] Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.b-trust.org/documents/cps

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-TrustRootACA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0n-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustRootQCAOCSP.cer

Key Usage (critical)

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

Thumbprint (Shal) - ba 11 d6 ad 94 b2 4f ¢9 16 11 3a f6 82 cd 76 2a b3 bf d7 75
Thumbprint (Sha256) - fb 2c 73 6f 3c f1 ad 7c 89 ec 36 €8 60 c9 Oc d6 be 87 7 0d 66
09 8e Oa cc d5 4a 49 ea fa 2c a9
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3. Ha ocHoBaHne PernameHT 910/2014 enekTpoHHUTEe neyaTu Ha [ocTaBuyuka,

KOUTO Ca

npuapyxeHu ot 6a3oBMTE My YAOCTOBEPEHMS Ca KBaNUULMpaHu.

4, [ocTtaBYMKbT

MoXe [Ja

MHCTanupa ¢

WHdpacTpykTypaTa Ha B-Trust.

OnepaTtmBHM yaocToBepeHnsa Ha [locTaBymnka

nogabpka Apyrm 0as3oBM  YOOCTOBEPEHMS B

1. YpoctoBepeHue Ha onepatuBeH YO Ha [JocTaByuka e KBanuuuMpaHOTO yOOCTOBEpeHue 3a
ny6nuyHMsa Koy Ha onepatuBHms YO, enekTpoHHO noanedataHo ¢ 6a30BMS YacTeH K4 Ha
HocTaBunka. C 4aCTHUAT KoY, CbOTBETCTBALL, HA YAOCTOBEPEHUSI MyBNUYEH Koy, onepaTuBHUS
YO enekTpoHHO nogneyaTtea usgasanute ot [loctaBumka KY Ha NoTtpeburtenure.

2. OCHOBHUTE PEeKBU3UTU Ha onepaTUBHOTO yaoctoBepeHne Ha YO ,B-Trust Operational Qualified
CA" Ha [locTtaB4yuka ca:

B-Trust Operational Qualified CA

Mone ATpnbyTtn 3Ha4veHune/CToMHOCT
Version - V3
Serial number - 69 Oe 4f b7 9a ed 13 94
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Root Qualified CA
ou = B-Trust
o= BORICA AD
Organizationldentifier(2.5.4.97) [INTRBG-201230426
C= BG
Validity from - 2018-06-01T16:44:50Z
Validity to - 2033-05-31T16:44:50Z
Subject CN = B-Trust Operational Qualified CA
Oou = B-Trust
= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Public key - RSA(4096 Bits)
Subject Key Identifier - 27 cf08 4304 f0 c583 37 67 81 17 4d fc 05 e6 db 65 8b b0
Authority Key Identifier |KeyID = f2 84 ee 2e 35 fe fO fa d8 50 50 b0 9c¢ 48 89 ea 5a 2f d9 ab
Issuer Alternative Name |URL = http://www.b-trust.org
Basic Constraints Subject Type = CA
(critical) Path length Constraint = 0

Certificate Policies

[1]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.6.1
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.b-trust.org/documents/cps
[2]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.6.1.1
[3]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.6.1.2
[4]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.6.1.3

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-TrustRootQCA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0n-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
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Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustRootQCAOCSP.cer

Key Usage (critical)

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

Thumbprint (Shal)

ad 4c 92 43 9a 5b 83 28 13 1e b8 45 65 d1 46 2b fO 3d 3d 55

Thumbprint (Sha256)

49 9a9c a8 b4 7e e8 44 37 f9 0b 96 fb 40 41 3e a2 93 f9 b3
94 2a 16 08 37 a0 c6 7b Oe c5 ba Oc

B-Trust Operational Advanced CA

Mone ATpunbytn 3Ha4veHune/CToMHOCT

Version - V3
Serial number - 55 6¢ c1 9f 35 f1 95 ca
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Root Advanced CA

OouU = B-Trust

Organizationldentifier(2.5.4.97) INTRBG-201230426

0= BORICA AD

C= BG
Validity from - 2018-06-01T16:29:34Z
Validity to - 2033-05-31T16:29:34Z
Subject CN = B-Trust Operational Advanced CA

OouU = B-Trust

o= BORICA AD

Organizationldentifier(2.5.4.97) INTRBG-201230426

C= BG
Public key - RSA(4096 Bits)
Subject Key Identifier - 07 dc aa 30 76 98 b7 85 4b 6d 03 18 c8 e3 cd a7 7b 36 82 ef
Authority Key Identifier |[KeyID = 88 db 42 ed 89 05 32 0c 72 27 Oc 46 1b el c6 09 5e ec c9 21
Issuer Alternative Name |URL = http://www.b-trust.org
Basic Constraints Subject Type = CA
(critical) Path length Constraint = 0

Certificate Policies

[1]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.15862.1.7.1

[1,1]Policy Qualifier Info:

Policy Qualifier Id=CPS
Qualifier:
http://www.b-trust.org/documents/cps

[2]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.15862.1.7.1.1
[3]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.15862.1.7.1.2
[4]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.15862.1.7.1.3
[5]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.15862.1.7.1.4
[6]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.15862.1.7.1.5
[7]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.15862.1.7.1.6
[8]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.15862.1.7.1.7
[9]Certificate Policy:

"BEOPUKA" AL,

15 oktomBpM 2024 r.

Ctp. 24 ot 85



http://www.b-trust.org/

O6woaoCTLNEH JOKYMEHT

MPAKTUKA NP NPEOOCTABAHE HA KBAIITU®ULIMPAHU YOOCTOBEPEHUA
N YOOCTOBEPUTEINHN YCNYTU OT ,,6OPUKA* ALl

Policy Identifier=1.3.6.1.4.1.15862.1.7.1.8

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL= http://crl.b-trust.org/repository/B-TrustRootACA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustRootQCAOCSP.cer

Key Usage (critical)

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

Thumbprint (Shal)

2d 11 f1 fb 79 b9 46 Oa d5 e7 04 bf 36 18 8d a6 b6 e8 d8 c4

Thumbprint (Sha256)

e7 42 69 82 c0 26 4b 78 6b 94 25 ce 45 3 63 58 7f 34 83 4f a3
4a 6a 7f fd d5 05 67 41 76 ad Od

3. Ha ocHoBaHne PernameHt 910/2014 enekTpoHHUTE ne4yaTu Ha [locTaBumka,

KOUTO Ca

NpUOPYXeHU OT Te3M onepaTMBHM YAOCTOBEPEHUS ca KBanuduumpaHu.
4. [ocTaBuYMKbT MOXe [a WHCTanupa W nogabpXa [Apyrn onepaTtuBHU YOOCTOBEPEHUSI B

MHdpacTpykTypaTta Ha B-Trust.

YnoctoBepeHus Ha OCSP cbpBbpyu Ha [JocTaBymMKa

B-Trust Root Qualified OCSP Authority

MNone ATpunbytn 3Ha4veHune/CTonMHOCT
Version - V3
Serial number - 03
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN= B-Trust Root Qualified CA
ou= B-Trust
o= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Validity from - 2022-04-21T14:49:02Z
Validity to - 2027-04-21T14:49:02Z
Subject CN = B-Trust Root Qualified OCSP Authority
OouU = B-Trust
= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Public key - RSA(2048 bhits)
Subject Key Identifier - 34 3184 2265344146 e00d 03 2a9fal 0a294a937b5c
Authority Key Identifier |KeyID = f2 84 ee 2e 35 fe fO fa d8 50 50 b0 9c 48 89 ea 5a 2f d9 ab
Issuer Alternative Name |URL = http://www.b-trust.org
Subject Alternative URL= http://ocsp.b-trust.org
Name
Basic Constraints Subject Type = End Entity
Path length Constraint = None
CRL Distribution Points [1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-TrustRootQCA.crl
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Authority Information
Access

[1] Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustRootQCAOCSP.cer

Key Usage (critical)

Digital Signature, Non-repudiation

Enhanced Key Usage

OCSP Signing (1.3.6.1.5.5.7.3.9)

OCSP No Revocation |- 0500

Checking

Thumbprint (Shal) d2 87 af f7 b5 aa b4 7b 6e Oc al al 99 86 da 82 62 a9 b9 5f

Thumbprint (Sha256) 99 49 df ¢5 19 04 84 b0 d8 38 44 85 5¢c e7 34 09 b1 49 fe 5¢
2042 a51781c10c5f8314107c
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B-Trust Qualified OCSP Authority

Mone ATpunbytun 3Ha4veHune/CTonMHOCT
Version - V3
Serial number - 23 C3 46 00
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN= B-Trust Operational Qualified CA
OouU = B-Trust
O= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Validity from - 2022-04-21T15:45:58Z
Validity to - 2027-04-21T15:45:58Z
Subject CN= B-Trust Qualified OCSP Authority
OouU = B-Trust
= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Public key - RSA(2048 hits)
Subject Key Identifier - be e5 83 42 fa 25 a5 58 4a 39 a5 0f 42 ea ef f4 42 05 95 2e
Authority Key Identifier |KeyID = 27 cf 08 43 04 f0 ¢5 83 37 67 81 17 4d fc 05 e6 db 65 8b b0
Issuer Alternative Name |URL = http://www.b-trust.org
Subject Alternative URL= http://ocsp.b-trust.org
Name
Basic Constraints Subject Type = End Entity
Path length Constraint = None

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-
TrustOperationalQCA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustOperational QCAOCSP.cer

Key Usage (critical)

Digital Signature, Non-repudiation

Enhanced Key Usage

OCSP Signing (1.3.6.1.5.5.7.3.9)

OCSP No Revocation |- 0500
Checking
Thumbprint (Shal) 87 58 €862 72 be 7b 24 c3 12 ec 22 65 f3 f9 d6 aa a5 35 1b
Thumbprint (Sha256) ad 92 1e 63100 76 28 77 41 fa 37 66 b8 74 fb f3 71 f8 91 2a
94 c4 91 fa 30 b5 e5 fa Oa 9f 68
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B-Trust Root Advanced OCSP Authority

Mone ATpubyTtn 3HayeHne/CToONMHOCT
Version - V3
Serial number - 03
Signature algorithm - Sha256RSA
Signature hash - Sha256
Algorithm
Issuer CN = B-Trust Root Advanced CA
OouU = B-Trust
= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Validity from - 2022-04-21T14:52:472
Validity to - 2027-04-21T14:52:47Z
Subject CN = B-Trust Root Advanced OCSP Authority
OouU = B-Trust
0= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Public key - RSA(2048 bits)
Subject Key Identifier - Oa fe c2 5d 35 50 0a el 00 2a c9 a7 09 2a Oa 4c f0 c5 cf 41
Authority Key Identifier |KeyID = 88 db 42 ed 89 05 32 Oc 72 27 Oc 46 1b el c6 09 5e ec c9 21

Issuer Alternative Name |URL = http://www.b-trust.org
Subject Alternative URL= http://ocsp.b-trust.org
Name
Basic Constraints Subject Type = End Entity

Path length Constraint = None

CRL Distribution Points

[1] CRL Distribution Point

Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-TrustRootACA.crl

Authority Information
Access

[1] Authority Info Access

Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:

URL=http://ocsp.b-trust.org

[2] Authority Info Access

Access Method=Certification Authority Issuer

(1.3.6.1.5.5.7.48.2)

Alternative Name:
URL=http://ca.b-trust.org/repository/B-

TrustRootACAOCSP.cer

Key Usage (critical)

Digital Signature, Non-repudiation

Enhanced Key Usage

OCSP Signing (1.3.6.1.5.5.7.3.9)

OCSP No Revocation
Checking

05 00

Thumbprint (Shal)

c8 a5 c0 14 dd 06 16 b0 01 9b fb 91 da d2 d2 88 c2 97 3e a9

Thumbprint (Sha256)

b0 22 50 cc 6b 54 41 19 cc 28 38 ad 92 30 d9 64 b5 6 46 c6 84
c2a7cc5ca7deelbd434391d
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B-Trust Advanced OCSP Authority

Mone ATpubyTtn 3HayeHne/CToONMHOCT
Version - V3
Serial number - 29 B9 27 00
Signature algorithm - Sha256RSA
Signature hash - Sha256
Algorithm
Issuer CN = B-Trust Operational Advanced CA
OouU = B-Trust
= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Validity from - 2022-04-21T15:28:497
Validity to - 2027-04-21T15:28:49Z
Subject CN = B-Trust Advanced OCSP Authority
OouU = B-Trust
0= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Public key - RSA(2048 bits)
Subject Key Identifier - 30 9c 15 49 43 6¢ af 46 3d 6f eb 5e ad 2e 55 06 de 6 30 de
Authority Key Identifier |KeyID = 07 dc aa 30 76 98 b7 85 4b 6d 03 18 c8 e3 cd a7 7b 36 82 ef
Issuer Alternative Name |URL = http://www.b-trust.org
Subject Alternative URL= http://ocsp.b-trust.org
Name
Basic Constraints Subject Type = End Entity
Path length Constraint = None
CRL Distribution Points [1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-TrustRootACA.crl
Authority Information [1] Authority Info Access
Access Access Method=0On-line Certificate Status Protocol

(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustOperational ACAOCSP.cer

Key Usage (critical) Digital Signature, Non-repudiation

Enhanced Key Usage OCSP Signing (1.3.6.1.5.5.7.3.9)

OCSP No Revocation |- 05 00
Checking
Thumbprint (Shal) 7c 58 b5 7f 52 cc ae 79 f2 94 62 9e 09 cf 08 35 31 2d cb 94
41 b8 28 6e ef 2c 47 74 11 5f ad 96 a9 82 24 35 a8 30 17 b1 ae
Thumbprint (Sha256) 3b b0 33 b6 8¢ 82 2a 47 5¢ c0 03

1. YpoctoBepeHueTto Ha OCSP cbpBbpa Ha [JocTtaBuumka ,B-Trust Root Qualified OCSP Authority" e
KY 3a Herosusa nybnuyeH kntod, nognevataHo ¢ 6asoBusa yacteH kntod Ha YO ,B-Trust Root
Qualified CA* Ha JoctaBumka. C yacTHUA KoY Ha gBovikaTa knoyose Ha OCSP cbpBbpa ,B-
Trust Root Qualified OCSP Authority" [JoctaBunkbT nognedarsa pesynrarta OT NpoBepkaTta B
peanHo Bpeme Ha cTatyca Ha npeactasenu KY, usgagenn ot YO ,B-Trust Root Qualified CA".

2. YpoctoBepeHueTto Ha OCSP cbpebpa Ha [octaBuuka ,B-Trust Qualified OCSP Authority" e KY
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Ha HeroBus nNybnuueH kN4, NoAnevataHo C YacTHWUS Knod Ha onepaTtmBHua YO “B-Trust
Operational Qualified CA" Ha [JocTtaBumka. C yacTHMa kN4 Ha aBonkarta knodose Ha OCSP
cbpBbpa ,B-Trust Qualified OCSP Authority" [JocTtaBuuMkbT nognevatsa pesynrtata oT
npoBepkata B peanHo Bpeme Ha cTtaTyca Ha npeactaBeHu KY, usgageHun ot YO “B-Trust
Operational Qualified CA".

YaoctoBepeHneto Ha OCSP cwpebpa Ha [JocTtaBuuka ,B-Trust Root Advanced OCSP Authority"
e KY 3a Heroeusa nybnuuyeH ko4, nogneyaTaHo ¢ 6a3oBusi yacTeH kntod Ha YO ,B-Trust Root
Advanced CA* Ha JocTtaBuumka. C 4YacTHMa Knod Ha aBonkaTa kntovose Ha OCSP cbwpBbpa ,B-
Trust Root Advanced OCSP Authority" [JocTaBunkbT nogneyartBa pesynrtaTa OT npoBepkata B
pearnHo BpeMe Ha ctatyca Ha npeactaseHu KY, nsgagenm ot YO ,B-Trust Root Advanced CA”
YpoctoBepeHneto Ha OCSP cbpBbpa Ha JocTtaBumka ,B-Trust Advanced OCSP Authority”" e KY
Ha HeroBusa nNybnuueH KN4, NoAnevataHo C YacTHWUS Knod Ha onepaTtmBHua YO “B-Trust
Operational Advanced CA" Ha [ocTtaBumka. C yacTHMS KIOY Ha ABoOKKaTa krtovoBe Ha OCSP
cvpBbpa ,B-Trust Advanced OCSP Authority" [JocTtaBumkbT nognevarsa pesynrara oOT
npoBepkata B peanHo Bpeme Ha cTtaTyca Ha npegctaBeHn KY, usgageHun ot YO “B-Trust
Operational Advanced CA".

EnekTpoHHUTE nevatn Ha [locTaBumnka, KOUTO ca NPUAPYKEHWN OT Cy>XeOHUTE YAOCTOBEPEHUS Ha
OCSP cbpebpute Ha [loctaBumka ca KElevatn.

1.5.3 YpocToBepeHusi Ha ApPYrv onepaTUBHU OpraHu

1.

[ocTtaBunkbT MOXe ga usgasa onepatneHu KY Ha gpyrn YO B uHgpacTpykTypata Ha B-Trust,
KakTo 1 Ha apyru [loctaBumum, Korato nocregHuTe:

e OCbllecTBsABaT [AOeMHOCT W3BbH MNpaBHO pernameHtMpaHatra B 3EOEYY, c¢ wuen
YHKUMOHMPAHE KaTO OOCTaBYUK;

e B3aMMHO ygocToBepsiBaT NyOonMYHMTE OMepaTMBHM KIOYOBE C Orfeq MOBULIABaHE Ha
00BepmneTo B NpedoCTaBsHUTE YyOOCTOBEPUTENHM YCyrn (Kpoc-cepTudmumpaHe);

e OCbLlLECTBABAT NpaBHO pernameHTMpaHa genHoct Ha [KYY cbrnacHo 3EOEYY .

M3paBaHeToO Ha Te3n yOoCTOBEPEHUS Ce OCbLUEeCTBsIBA Ha 6a3aTa Ha KOHKpPeTHa 4OroBOPEHOCT
CbC CbOTBETHUTE JOCTaBYMLMN.

YpoctoBepeHueTo Ha YO ,B-Trust Qualified Time Stamp Authority“ e npegcrtaBeHo B otaeneH
OokyMmeHT [NonuTtuka m MNMpaktuka 3a npegoctasaHarta ot ,6OPUKA® ALl ksanuduumpaHa ycnyra
3a n3gaBaHe Ha KBanuduumpaHu enekTpoHHM BpeEMEBU NneyaTn” Ha TO3M OpraH.

1.5.4 KsanudmumpaHu ygoctoBepeHus 3a lNotpedbutenn n npunoxmmocTt

1.5.4.1 KsanucdmumpaHm yaoctoBepeHuUs 3a KBanucpuumpaH eneKTpoHeH noanmc

1.

HoctaBunkbT mnsgasa KYKEI u KY 3a obnaden KEIM B 3aBucumoct ot [loTpebutenute,
NPUITOXXHOTO NoJe 1 NpeaHa3Ha4YeHne Ha enekTPOHHUSA NOAMNNC, KakTo cneaBa:

MepconanHo KYKEI ,B-Trust Personal Qualified Certificate QES";

MepconanHo KY 3a obnayeH KEI ,B-Trust Personal Qualified Certificate CQES”;
Mpodecuonanyo KYKEI ,B-Trust Professional Qualified Certificate QES";
MpodecuonanHo KY 3a obnaven KEI ,B-Trust Professional Qualified Certificate CQES”.

Mpaktukata n MNonutukata Ha [JoctaBynka 3a Te3n KY onpenensaTt npouenypute, dpopmaTta u
N3UCKBAHUATA 3a CUTYPHOCT, MpUnoXxumu npu msgasaHe u msnonssaHe Ha KYKEM u KY 3a
obnaveH KEI. CvotBeTHUTe Monutnkn n npodunute Ha KY 3a KEIN n 3a obnaden KEI ca
eHaKBMW.

HocTtaBunkbT nsgasa KYKEI n KY 3a obnadeH KEIN camo Ha NMoTpebutenun - dumsndecku nuua.
MepconanHo KYKEI ,B-Trust Personal Qualified Certificate QES" n KY 3a obnayen KEIT ,B-Trust
Personal Qualified Certificate CQES" ce nsgasa nepcoHarnHo Ha cuaundecko nuue (Tutynsap).
MpodecuoHanHo KYKEI ,B-Trust Professional Qualified Certificate QES" 1 KY 3a o6nadeH KEI
.B-Trust Personal Qualified Certificate CQES" ce usgaBa Ha duandecko nuue (Tutynap),
npeacTaBnsaBaLLo pUaN4ecko nuue No cunata Ha 3akoHa Unu ynbrHoMoLLaBaHe.

"BOPUKA™"™ ALl, 15 oktomBpwu 2024 . Ctp. 30 ot 85



O6woaoCTLNEH JOKYMEHT
NMPAKTUKA NMPU NPEAOCTABAHE HA KBAITMOULUMNPAHU YOOCTOBEPEHUA
N YOOCTOBEPUTEJIHU YCITIYTU OT ,,BOPUKA“ Al

6.

WMckaHeTo 3a peructpaums n usgasaHe Ha Tesn KYKEI ce npaBu oTganeyeHo (Mo enekTpoHeH
cnocob) mnu nokanHo (Ha msacto) B PO/MPC, kaTto npoueaypaTta no uaeHTudumkaumsa ypes
yCTaHOBSIBaHEe Ha camonu4yHocTTa Ha [loTpebutens usmckea NUYHO NPUCHCTBUE UM U3PUYHO
ynbfiHOMOLWaBaHe OT cTpaHa Ha loTpebutens-Tutynsp. lNMpoBepsiBa ce M MOEHTUYHOCTTA Ha
NpeAacTaBnsiBAHOTO fuUE, PECMNEKTUBHO Ha YMbIHOMOLLEHOTO bM3n4ecko nvue (ako uma
TakoBa). MpoeHTudukaumoHHaTta npoueaypa uM npouegypuTe nNpy reHepupaHe Ha gBonkaTta
KntoyoBe, Npu usgaeaHe u npegoctaBsiHe Ha KYKEI u KY 3a obnaveH KEI Ha lMoTpebutens
rapaHTMpaT Han-BMCOKO HMBO Ha CUIYPHOCT Ha YAOCTOBEPEHWUTE AaHHM B YOAOCTOBEPEHUETO U
Bpb3Kata UM C NyOnnYHUS KIlrou.

KYKETI ,B-Trust Personal Qualified Certificate QES" n ,B-Trust Professional Qualified Certificate
QES" u cvoTBeTCTBALUTE UM YACTHU KMOYOBE Ce reHepupar, CbXpaHsaBaT U NpefoCTaBAT Ha
MoTpebutena-Tutynsp 3agbmkutenHo Ha B-Trust QSCD.

KY 3a obnayeH KEI ,B-Trust Personal Qualified Certificate CQES" n ,B-Trust Professional
Qualified Certificate CQES" n cboTBeTCTBaLLMTE UM HYaCTHM KINOYOBE Ce reHepupaT, CbXxpaHsiBaTt
n nonaeart ot oTpebutens-Tutynap 3agbmkutenHo Ha HSM B RQSCD Ha nnatdopmarta 3a
obnayeH KEI Ha [JocTtaB4yumka

CpokbT Ha BanugHocT Ha KYKEI n KY 3a O6nadeH KEI e 1(egHa) unn 3(Tpn) roamHu, cuntaHo
OT JartaTta Ha usgaBaHe 1 ce onpegens B gorosopa 3a KYY.

1.5.4.2 KBanudcuumpaHu yaoCTOBepeHUs 3a YCbBbPLIEHCTBAH eNleKTPOHEeH noanuc

1.

kow

8.

HocTtaBunkbT nsgaea aesa enga KYYEN B 3aBucumocT oT [NoTpebutennte, NpuUnoXHOTO none u
npegHasHadeHne Ha eneKkTPOHHUS NOAMMUC, KaKTo cresa:

e nepcoHanHo KYYEIT ,B-Trust Personal Qualified Certificate AES";

e npodhecnoHanHo KYYETI ,B-Trust Professional Qualified Certificate AES".

MpaktukaTta n MNonutukata Ha [JocTtaByuka 3a Te3n KY onpenensat npouenypute, opmarta u
N3UCKBAHUATA 3a CUTYPHOCT, MNPUMOXKUMM NPpU U3gasaHe 1 nanonassaHe Ha KYYET.

HocTtaBunkbT n3gasa KYYEI camo Ha Motpebutenu - pmnsnyeckn nuua.

MepconanHo KYYEI ,B-Trust Personal Qualified Certificate AES" ce nsgaea nepcoHanHo Ha
dusnyecko nuue (Tutynsap).

MpodecnonanHo KYYEI ,B-Trust Professional Qualified Certificate AES" ce u3gaBa Ha
duaundecko nuue (Tutynap), NpeactaBnsBallo OPUOMYECKO NUUE MO cunaTta Ha 3akoHa unu
ynbiHOMOLLaBaHe.

WNckaHeTo 3a peructpaums u nsgasaHe Ha te3m KYYEI ce npaeu otganeyeHo (No enekTpoHeH
cnocob) vnn nokanHo (Ha msacto) B PO/MPC, kato npoueaypaTta no umaeHTudukaums 4vpes
yCTaHOBSIBaHE Ha CamMoNu4HOCTTa Ha [loTpebutens namckea NUYHO NPUCHCTBUE UM U3PUYHO
ynbfHOMOLWaBaHe OT cTpaHa Ha [oTpebutens-Tutynsp. lNMpoBepsiBa ce M MOEHTUYHOCTTA Ha
NnpeAcTaBnsBaHOTO NULE, PECNEKTMBHO HA YMbSIHOMOLLIEHOTO (PU3NYECKO NKLe (aKo MMa TakoBa).
WaoeHTudmkaumoHHata npoueaypa v npouegypuTe Npu reHepmpaHe Ha ABoviKaTa KIodoBe npu
n3gaBaHe n npepoctassaHe Ha KYYEI Ha lNoTpebutens rapaHTMpaT 3HA4YMTENHO HUBO Ha
CUIYPHOCT Ha YOOCTOBEPEHUTE JAHHU B YOOCTOBEPEHMETO M Bpb3KaTa UM C NYONNYHUS KIToY.
KYVYE ,B-Trust Personal Qualified Certificate AES" n ,B-Trust Professional Qualified Certificate
AES" n cboTBETCTBALLMTE MM YACTHU KITHOMOBE Ce reHepupar vypes cneumannsnpaH, yTBbpaeH ot
[ocTaBunka copTyep 1 ce CbxpaHaBaT u NpegocTaBsaT Ha [oTpebuTtena-Tutynap Ha codpTyepeH
TokbH B-Trust SCT (PKCS#12 kpuntodann).

CpokbT Ha BanuagHocT Ha KYYET e 1(egHa) rognHa, cuMtaHo OT gatata Ha u3gaBaHe.

1.5.4.3 KpanucmumpaHo yaoctoBepeHue 3a efieKTPOHEH nevar

1.

HocTtaBunkbT mn3gasa KYEleyaT B 3aBUCMMOCT OT MPUAOXKHOTO Mofe U npegHasHadeHue Ha
€NeKTPOHHMSA neyaT, KakTo cneaga:
o KanuguumpaHo yaoctoBepeHue 3a ksanudpuumpaH ElfMevat “B-Trust Organization Qualified
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10.
11.

Certificate QESeal” (KYKElNeyvaT);
o KeanuduumpaHo ygoctoBepeHue 3a obnaveH KElewat ,B-Trust Organization Qualified
Certificate CQESeal”
o KpanuduumpaHo ygoctoBepeHme 3a yecbBbpLleHcTBaH Nevat ,B-Trust Organization Qualified
Certificate AESeal” (KYYElNeuar);
o KeanuduumpaHo ypgoctoBepeHue 3a obnadeH YElewat ,B-Trust Organization Qualified
Certificate CAESeal’
MNpaktukaTta n lMNMonutnkata Ha [doctaByumka 3a Te3n KY onpegenaTt npoueaypute, doopmarta u
N3NCKBAHNATA 32 CUTYPHOCT, NPUMIOXUMU NPpU u3gasaHe u nsnonasaHe Ha KYEleuar.
HocTtaBunkbT nsgaea KYEleuat camo Ha MNoTtpebuten—topugundecko nuue (Cwagaren).
VckaHeTo 3a pernctpauus n nsgaeare Ha tesm KYEleuat ce npaBu otganeyeHo (No eneKkTpoHeH
cnocob) nnn nokanHo (Ha msacto) B PO/MPC, kaTo npouegypaTta no uaeHTudukaumsi vpes
yCTaHOBSIBaHE Ha CaMONMYHOCTTa Ha [loTpebuTtensa mM3nckea NUYHO NPUCHCTBUE WU U3PUYHO
ynbfiHOMOLWWaBaHe OT cTpaHa Ha [NoTtpebutena-Cbh3garten. [NpoBepsiBa ce M MOEHTUYHOCTTA Ha
IOPUOMYECKOTO NULE, PECNEKTUBHO Ha YMbIHOMOLLEHOTO (PM3MYECcKo nuue (ako uma TakoBsa).
MaoeHTudukaumoHHata npouenypa u npuv wmsgasaHe u npepoctasaHe Ha KYEleuyat Ha
MoTpebutena rapaHTMpaT HaW-BMCOKO HMBO Ha CUIYPHOCT Ha YyOOCTOBEPEHUTE [AaHHM B
yAOCTOBEPEHNETO M Bpb3KaTa UM C NyBNnYHNS KItou.
Mpouenypata npu reHepupaHe Ha aBonkaTta krtodose 3a KYKEleuvat nsnonsea B-Trust QSCD un
rapaHTupa Han-BUCOKO HMBO Ha CUTYpPHOCT. YaCTHMAT KNIOY Ce CbXpaHsBa U NpefocTaBAaT Ha
Cob3parenst 3aabmkntenHo Ha B-Trust QSCD. KY 3a obnayeH KElNeyaT 1 cboTBETCTBALLINTE UM
YacTHM KITOYOBE Ce reHepupart, CbxpaHsasaT 1 nonseat oT Cb3gaTtens 3agbspkutenHo Ha HSM B
RQSCD Ha nnaTtdopmaTta 3a obnadeH KEIN Ha [JocTtaBuuka.
Mpouenyparta npu reHepuvpaHe Ha gBonkata kntodvoBe 3a KYYEleuatr n obnaveH YE[leuar
n3nonsBea crneumanmanpaH copTyep, yTBbpaeH oT [locTaBunka 1 rapaHTMpa 3Ha4nTenHo HUBO Ha
CUrypHOCT. YacCTHMAT KNOY Ce CbxpaHsaBa M npegoctaBa Ha Cwv3gatena Ha B-Trust SCT
(PKCS#12 kpuntodpann).
KYElleyaT HAMa 3HAa4YEHMETO Ha efIeKTPOHEH NoAMUC U ce M3Non3Ba caMo Aa aBTeHTuduuupa
N3TOYHMKA N UHTErpuTeTa Ha eNEeKTPOHHUSA AOKYMEHT UIK U3SBNEHME.
KYEleuat morat fa ce nsnonssart oLLe Npu 3almnTEHO U KpUNTMPaHO n3npallaHe Ha eneKkTpoHHU
CbOOLEHNsT 1 3aWUTEHN U KPUNTUPAHM KOMYHMKaUWUW, OOCTbM A0 WMHAOPMAaUMA U OHNanH
TpaH3aKLM1 U3NCKBALLM HAN-BMCOKO UMW 3HAYUTEMHO HUBO Ha CUMYPHOCT.
CpokbT Ha BanvaHocT Ha KYKEleyvat n KY 3a obnayen KEleuaT e 1(egHa) unu 3(Tpn) rogunun,
cYMTaHoO OT AaTaTa Ha nsgaBaHe n ce onpegensa B gorosopa 3a KYY.
CpokbT Ha BanngHocT Ha KYYETleuaT e 1(egHa) roguHa, cHMTaHoO OT AataTa Ha u3gaBaHe.
B cvotBeTcTBUE ¢ PernameHTt 910/2014 EC, KYEleuaT He cnegBa ga ce uanonssa v npunara
KaTo enekTpoHeH noanuc Ha topuandecko nuue. Korato 3a gageHa TpaHcakuus ce u3uckesa
KBanuduumpaH enekTpoHeH neyaT OT HpPUMAMYECKO nuue, KBanMUUUPAHUAT eneKkTPOHEH
nognuc Ha YMbAHOMOLLLEHNSA NPeACTaBUTEN Ha OPULOMYECKOTO N1LEe ce Npuema paBHOCTOMHO.

1.5.4.4 KBanuduumpaHo yaoctoBepeHue 3a aBTEHTUYHOCT Ha yebcaunTt

1.

[ocTaBunkbT mM3gaBa kBanuuuMpaHn yooCTOBEPEHUS 3@ aBTEHTUYHOCT Ha yebcanT, KakTo

cnepga:

o KBanuduumpaHo ygocToBepeHMe 3a aBTEHTUYHOCT Ha yebcant (gomeniH) ,B-Trust Domain
Validation SSL Certificate” (B-Trust DVC SSL);

e KBanudpuumpaHo ygocToBepeHue 3a aBTEHTMYHOCT Ha yebcant (opraHu3aums) ,B-Trust
Organization Validation SSL Certificate” (B-Trust OVC SSL).

Monutnkata Ha [ocTaBumka 3a Te3u yOOCTOBEpeHMs onpeens npouegypata, dopmara u

N3NCKBAHWNSATA 3@ CUTYPHOCT, NPUNOXUMKN NPU U3gaBaHe N U3MNOM3BaHe Ha yOOCTOBEPEHUATa 3a

aBTEHTUYHOCT.

[ocTaBUMKBLT n3gaBa yaoCTOBEPEHNS 3a aBTEHTUYHOCT Ha yebcanT Ha MNoTpebuten—dusmyecko
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NN IOpUANYECKO NULLE.

4. WckaHeToO 3a peructpaums U mM3gaBaHe Ha Te3n yOOCTOBEPEHUS ce MnpaBu oTAaneyeHo (no
€neKTpOoHEeH cnocob) unu nokanHo (Ha macto) B PO/MPC, kaTo npoueaypaTta no ngeHtmgukauus
Yypes yCTaHOBSIBaHE Ha CaMOJSIMYHOCTTa Ha PU3NYECKOTO WU/MUMK Ha IOPUONYECKOTO NULE N3MCKBA
NINYHO NPUCBLCTBME UIM U3PUYHO YMbITHOMOLLLABAHe OT cTpaHa Ha lNMoTpebutens. NposepsBa ce
N MOEHTUYHOCTTA Ha IPUANYECKOTO NUue, PECNEKTUBHO Ha YMbITHOMOLLEHOTO (PM3NYECKO nuue
(ako Mma TakoBa) U ce M3NbfHABaA NPoBepKa Ha NpeAcTaBeHUTe OaHHW 33 HavMeHOBaHWe Ha
AOMEWH, N3NCKyEeMN eNeMEHTM 3a agpeca U perncTpaumoHeH Homep (B nyOnnyYHuTe perncrpum).
MpeHTudukaumoHHaTta npouegypa npu msgasaHe W NpefocTaBAHE Ha YAOCTOBEpeHue 3a
aBTEHTMYHOCT Ha yebcanT rapaHTMpaT BWUCOKO WNW 3HAYUTENHO HWMBO HA CUFYPHOCT Ha
yAOCTOBEPEHNTE AaHHU B yAOCTOBEPEHNETO M Bpb3KaTa UM C NyOGNNYHMSA KoY.

7. Tlpouenypata npu reHepupaHe Ha ABonkata kntodyose 3a KY B-Trust DVC SSL un B-Trust OVC
SSL u3nonsea cneuunanuavmpaH codTyep, YTBbpaeH oT [locTaBuMka u rapaHTMpa 3Ha4uUTesrHo
HMBO Ha CUIYPHOCT. HYaCTHUAT KoY ce CbXpaHsiBa 1 npegocTass Ha NoTpebutens Ha npeHocuM
coptyepeH TokbH (PKCS#12 kpuntocdpain).

8. CpokbT Ha BanugHocT Ha KY B-Trust DVC SSL 1 B-Trust OVC SSL e 397 gHu, cuntaHo oT gartata
Ha n3gaBaHe.

9. YpoctoBepeHue B-Trust DVC SSL cnyxu ga ngeHtuduumnpa npurexarensd Ha JOMeNHa, KONTo
XocTBa yebcanTa, KaTo rapaHTMpa 3Ha4YMTENHO HUBO Ha CUIYPHOCT 3a KnveHTa ¢ bpay3bpa. Toea
yoocTtoBepeHue Moxe ga cbabpxa ,Wildcard” (*) 3a umeto Ha xocTta (Hanpumep, *.b-trust.bg).
MN3paBa ce B cboTBeTcTBUE ¢ nonutuka DVCP B ETSI EN 319 411-1.

10. YoocTtoBepeHune B-Trust OVC SSL cnyxu ga maeHTudpuuupa nputexaTens Ha SOMenHa u
akpeauMTaumsTa Ha opraHu3aumsTa, KaTto rapaHTMpa 3Ha4YMTeNHO HMBO Ha CUIYPHOCT 3a KNMeHTa
c bpaysbpa, 4e canTa KOWTO AOCTbMBa NPUHAANEXN Ha opraHudauusTa, ngeHTuduumnpaHa B
yooctoBepeHueTo. ToBa ygoctoBepeHne Moxe da cbabpka ,Wildcard” (*) 3a umeTo Ha xocTa
(Hanpumep, *.b-trust.bg). spaea ce B cbotBeTcTBME € nonutnkata OVCP B ETSI EN 319 411-1.

1.5.4.5 KBanuduumpaHu yaoctosepeHus 3a [locTaBYMLMN HA NATEXHU yCIyrn

1. [ocTaBuMKbT nsgaea kBanuduvumpaHn yaoctoBepeHms Ha [JoctaBunum Ha nnaTexHu ycnyru no
PSD2, kakTo cneaBa:

o KVYleuatr PSD2 (QSealC PSD2) - KsanuduumpaHo ygoctoBepeHue 3a EnektpoHeH lNevat
(Ha nnaTexHa nHcTuTyums) 3a PSD2;

o KYYeb PSD2 (QWebC PSD2) KsanuduunpaHo yaoctoBepeHue 3a aBTeHTUYHOCT Ha yebcanT
(Ha nnaTexHa nHcTuTyums) 3a PSD2.

Te3n ypocToBepeHUs MmaT Xapaktep Ha KBanuduuupaHu yOooCTOBEPEHUS MO CMUCbIla Ha
Pernament 910/2014.

2. lNonutukata Ha [ocTaBumka 3a Te3n yAOCTOBEpPeHWUs onpegens npouegyparta, dopmaTta u
N3NCKBaHWNATA 3@ CUTYPHOCT, NPUOXUMKN NPU U3gaBaHe 1 U3MNOM3BaHe Ha yAOCTOBEpPEeHnsaTa oT
[ocTtaBununTe Ha NNaTeXHU yCnyru.

3. [ocTtaBuvKbT n3gasa Tesn KBanvdpuunpaH ygoctoBepeHusa camo Ha [NoTtpeburtenu- iopuanyecku
nvua, kouto ca [loctaBunum Ha nnaTexHun ycnyrm no PSD2.

4. 3a nsgaBaHe Ha Te3n YOOCTOBEPEHUst ce n3nckeBa nuyHo npucberamne npeg PO/MPC B B-Trust
Ha ,BOPUKA* A[l Ha ynbnHOMOLLEeHo oT [loCcTaBuMKa Ha nnaTexHaTa ycnyra usndecko nvue 3a
npoBepkKa Ha MAEHTUYHOCTTa Ha PUANYECKOTO NKLE U Ha CaMONMYHOCTTa Ha YMbHOMOLEHOTO
OT Hero nuue.

5. TlpouenypaTta no mnaeHtudpukauma B PO/MPC BkniouBa npencrtaBaHe Ha dokasaTerncrea 3a
NMOEHTMYHOCTTA N aBTopusauuaTa Ha [JoctaBumnka Ha NnaTeXXHUTE yCnyrn n Ha MGeHTUYHOCTTa Ha
YMbSIHOMOLLLEHOTO NMLE N TAXHaTa NpoBepKa.

6. [locTaBuMK Ha nnaTtexHa ycrnyra MOXe cam da reHepvpa gBovikaTa Knto4yoBe 3a CbOTBETHOTO
yOoCTOBEpPEHUe kaTo manonaea ytebpaeH ot ,bOPUKA® ALl nnu gpyr nuueHsmpaH codtyep ¢
€KBMBaNeHTHO HUBO Ha CUIYPHOCT, KOUTO € CbBMECTUM C MH(pacTpykTypaTa Ha B-Trust.
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7.

Korato gBoukaTa kniodoBe ce reHepupa B ,BOPUKA® AL, usgageHuTe yOoCTOBEpPEHUs! Ha
[locTaBumka Ha nnaTexHa ycnyra, yaocToBepsBalin nybnmyHMTe KNo4YOBE CbOTBETCTBALLM Ha
YacTHUTE TakuBa, Ce 3anmuceaTt B npeHocumun kpuntorpadckm codptyepHn TokbHU (PKCS#12)
3aegHo cbC cnyxebHute ypoctoBepeHua Ha OKKY n ce npegoctaBAT Ha [ocTaBumka Ha
nnaTtexHaTa ycnyra.

CpoKbT Ha BanMAHOCT Ha KBanuduumpaHutTe yaocToBepeHus Ha [JocTaBumumn Ha NNATEXHU
ycnyrm no PSD2 cboTBeTCTBa Ha CpoKa Ha BanMAHOCT HA CbOTBETHUTE CTaHAApPTHMU
KBanuduumpaHn yaoCTOBEPEHMS 3a NeYaT U aBTEHTUYHOCT Ha yebcaunT (opraHusaums).

1.5.5 lpepHa3HayvyeHMe Ha KBanudmumpaHuTe yaoctoBepeHus 3a lNotpedburtenu

1.

10.

N3papeHuTe ot [JoctaBunka KY Ha MNMotpebutenu ce nsnonsear no npegHasHadeHne cbobpasHo
cboTBeTHUTE NonNuTnkn 3a Te3n yaoctoBeperus. [loctaBunKkbT nma obwa (egHaksa) MonuTtuka
3a KYKET n 3a KY 3a obnayeH KETT.

Bcako KY cbabpka KaTo pekBu3UT none 3a npegHasHavyeHne Ha yaoCToBEPEHMETO. PEKBU3NTLT

ce ngeHTnduumpa kato "Key Usage" B crotBeTcTBMEe ¢ RFC 5280 1 moxe aa ce nsnonsear C

€[HO NN egHOBPEMEHHO C HSKOSKO OT CrieAHnTe npeaHasHavYeHus:

e undpoBo nognuceaHe (digitalSignature) - ga ocurypm BB3MOXHOCT 3a UMPPOBO
noanuceaHe/noaneyaTBaHe Ha €rekTPOHHO U3SBMEHWE WM Ha CbAbpXaHuwe W HeroBaTa
npoBepKa;

e [a aBTeHTUuumpa [MoTpebutena kato TuTynsp Ha nognuca unuM ga asTeHTuduumMpa
n3toyHuka (Cb3gaTtens) n nHTerpuTeTa Ha nogneyataHuTe JaHHU U Ha U3SIBIIEHUETO;

e HeoTMeHMMoOCT (nonRepudiation) - ga ocurypy Bb3MOXHOCT 3a MOCneaBalo [OKa3BaHe
cnpsimo lMoTpebutens Ha chakTa Ha nognucBaHe/noaneyaTBaHe Ha eNeKTPOHHO MU3ABMEHME
UNKN Ha CbAbpPXXaHNe M Ha HEBBL3MOXHOCT 3a OTKa3 OT MOSTOXKEHUSA eNEeKTPOHEH nognuc/neyar;

e KpunTupaHe Ha kniodose (keyEncipherment) - ga kpuntupa w/unm gekpuntmpa Kni4dose,
N3Mnon3BaHn Npu WgpoBaHe Ha AaHHW;

e KpunTMpaHe Ha AaHHu (dataEncipherment) - ga kpunTupa u/unu gekpunTnpa AaHHW.

Upes peksusnt ,Extended Key Usage" B cvotBeTcTBUME ¢ RFC 5280, kOlTO CbL0 MOXe fa ce

cbaobpxa B u3gaBaHuTe OT [HoctaBuMka KY, ce pgetamnuavpa nNpuioXmmocTtTa Ha

yOOCTOBEPEHUNETO C ornes npegHasHayeHneTo My.

N3naBaHuTe kBanudpuumpaHu yaoctoBepeHns Ha [ocTaBuMumM Ha NNaTeXHU YCryrn CbabpxaT

aTpnbyTn CbC crneumduyHn LaHHW, KOMTO ce m3uckeaT oT PSD2 (u3nonssat ce atpubyTtu

,QCStatement® n ,organizationldentifier”).

KYKEI n KY 3a obnaveH KEI nma 3HauyeHMeTO Ha camMopbyeH Mnoanuc CnpsiMmo BCUYKM MO

cmucbna Ha 4n.13, an.3 Ha 3EAEYY n ugeHtnduumpa MNotpebutena kato Tutynap Ha KEI.

KYKEM n KY 3a obnadeH KEIl moxe Oa ce m3nonssa oOwe Mpy 3aWMTEHO M KPUNTUPAHO

n3npawjaHe Ha eneKkTPOHHU CbOOLLEHMA M 3aWUTEHM U KPUNTUPAHM KOMYHWUKaLMK, AOCTbN A0

NMHopMaLmMsa 1 OHNaH TPaH3aKUMN U3NCKBALLM HaN-BMCOKO HUBO HA CUTYPHOCT

KYYEIT HamMa 3Ha4YeHNeTo Ha caMopbY€eH NoAMMUC CAPSIMO BCUYKM MO CMUCHAa Ha Yn.13, an.3 Ha

3EOEYY, Ho ngeHtndpuumpa NMoTtpebutens kato Tutynap Ha YEI.

KYYEI morat ga ce uanonssaTt owe npu 3almTeHO U KpUNTMPaHO M3npallaHe Ha enekTpOHHU

CbOOLLEHNS M 3ALUUTEHM M KPUMNTUPAHU KOMYHMKauMu, AOCTbN A0 MHAOPMAaUUA W OHNamH

TPaH3aKLMM U3NCKBALLN 3HAYNTENHO HUBO Ha CUMYPHOCT.

B cwotBetcTBUE C PernameHT 910/2014 EC, KYElNeuat He cnegsa ga ce nsnonsesa v npunara

KaTo enekTpoHeH nognuc Ha topuaundecko nuue. KYElevat cnyxmn camo ga aBTeHTuduumpa

n3toyHnka (Cb3gatens) M wHTErputeTa Ha noAnevyataHn ernekTPOHHU AOKYMEHTU Unuv

N3SIBNEHUS.

OcBeH Npu y4OoCTOBEPSIBAHETO HA aBTEHTMYHOCTTA Ha OKYMEHT, U3A4afeH OT puanyecko nuue,

eneKTpOHHUTE nedaTtV MoraT Ja ce M3Mon3BaT 3a y[4OoCTOBepsiBaHe Ha aBTEHTUYHOCTTa Ha

UMpoBUTE aKTUBM Ha IOPUANYECKO NULE, KaTo COPTYEPEH KOA UM CbPBBLPU.

KBannduumpaHoTo yaOCTOBEpPEHME 3a aBTEHTUYHOCT Ha yebcalT gaBa Bb3MOXHOCT [a ce

yCTaHOBM aBTEHTUYHOCTTa Ha yebcanT, KaTo ro CBbp3Ba C (PM3MYECKOTO UNM HOPUONYECKOTO
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nuue, Ha koeTo JKYY e nsgan yaoctoBepeHNeTo B CbOTBETCTBME C U3UCKBaAHUATA Ha PernameHT

(EC) Ne 910/2014.

11. KeanudumumpaHute yagoctoBepeHust Ha [JocTaBuMLMTE Ha NnaTeXHW YCryr ca ¢ NpurioxHo norne,
CbOTBETCTBALLO Ha NPUIIOXKHOTO MOJie Ha CbOTBETHUTE KBanUdULMpaH1 yao0CTOBEPEHNS C 06LLO

npeagHa3Ha4veHue.

12. MNpunoxHoTo none Ha nsgasaHuTe oT [JoctaBumka Tunose KY e kakto creasa:

KBanuduumpaHo yaocrtoBepeHue

MpunoxHo none

MepcoHanHo KYKEI Ha dumsunyecko nuue
.B-Trust Personal Qualified Certificate
QES"

MepcoHanHo KY 3a o6nayeH KEIN Ha
duranyecko nuue

.B-Trust Personal Qualified Certificate
CQES"

MepcoHanHa wugeHTMYHOCT Ha [loTpebutenst kato Twutynap Ha KEM/obnaveH KEIM B
NPUNOXEHNS!, N3UCKBALLN HAN-BUCOKO HUBO Ha CUIYpHOCT - yeb-6asmpaHu npunoxeHust 3a
€NeKTPOHHa TbProBus, ENeKTPOHHO NoANUCBAHE Ha AOKYMEHTU, ENEKTPOHHO NOAMNUCBaHE Ha
foroBopy, 6aHKOBM TpaHCcaKuuW, BOAEHE Ha KOPECMOHAEHUMSA ¥ M3BBbPLUBAHE Ha MU3SBNEHUS
OT 1 [0 AbPXKaBHU OpraHn 1 opraHn Ha MeCTHOTO camoyrnpaBneHue no cmucbna Ha 3EAEYY.

MpodecronanHo KYKEI Ha cumanyecko
nmue ,B-Trust Professional Qualified
Certificate QES"

MpodpecnoHanHo KY 3a o6nauyeH KEIN Ha
dpusmyecko nuue ,B-Trust Professional
Qualified Certificate CQES"

MpodecnoHanHa naeHtTnyHocT Ha [MoTpebutens kato Tutynap Ha KEM/obnaveHn KEIN B
NPUNOXEHNS, N3NCKBALLM HaN-BUCOKO HMBO Ha CUIYPHOCT - yeb-6asmpaHu npunoxeHus 3a
€IeKTPOHHA TbProBusl, ENEKTPOHHO NOANNCBAHE HA AOKYMEHTW, ENEKTPOHHO NOANUCBaHE Ha
poroBopwu, 6aHKOBY TpaH3aKLUMKW, BOAEHE Ha KOPECTIOHAEHLMS U U3BbPLUBAHE Ha U3SIBIEHUSI
OT 1 0O AbpXXaBHU OpraHu 1 opraHu Ha MeCTHOTO camoyrnpasrieHne no cMucbna Ha 3EQEYY.

MepcoHanHo KYYEI Ha cduraunyecko nuue
,B-Trust Personal Qualified Certificate
AES*

MepcoHanHa wpeHTUYHOCT Ha [MoTpebutenss kato Twutynsp Ha YEM B npunoxenus,
M3NCKBALLM 3HAYUTENHO HMBO Ha CUIYPHOCT - yeb-6asupaHu MpUroXeHus 3a eneKkTpoHHa
TbProBusl, €NEeKTPOHHO MoANUCBaHE Ha AOKYMEHTW, EMEKTPOHHO NMoanuMcBaHe Ha J0roBopw,
6aHKOBM TpaH3aKuuW, BOAEHE HAa KOPECMOHAEHUMS U U3BBLPLUBAHE Ha U3SBNEHWUS OT U A0
AbpXaBHW OpraHy 1 opraHn Ha MECTHOTO camoynpasrieHne no cmucbna Ha SEAEYY.

MpodecronanHo KYYET Ha dunsmyecko
Jlnue ,B-Trust Professional Qualified
Certificate AES"

MpodecnoHanHa naeHTUYHocT Ha [lMoTpebutenst kato Tutynap Ha YEI B npunoxeHus,
M3UCKBALLM (OOCTaTb4yHO) BMCOKO HMBO Ha CUrypHOCT - ye6-6asmpaHu NpunoxeHust 3a
€IeKTPOHHA TbProBusl, ENEKTPOHHO NOANNCBAHE Ha AOKYMEHTW, €NEKTPOHHO NOANUCBaHE Ha
poroBopwu, 6aHKOBM TpaH3aKLuW, BOOEHE Ha KOPECMOHAEHUMS U U3BbPLUBAHE HA U3SIBMEHUS
OT 1 0O AbpKaBHW OpraHu 1 opraHy Ha MECTHOTO camoynpaBneHune no cMucbna Ha 3EJEYY.

KYKENeuat Ha opuanyecko nuue ,B-Trust
Organization Qualified Certificate QESeal”
KsanudumumpaHo  ygoctoBepeHve — 3a
obnaveH KEMeuat ,B-Trust Organization
Qualified Certificate CQESeal”

EnekTpoHHa aBTEHTU(MKALMSA HA M3TOYHMKA U HA MHTErPUTETA Ha eNIEKTPOHHW JOKYMEHTY 1
U3ABMNEHUSA B NyGNUYHM U BU3HEC ENEKTPOHHM TPaH3aKUmMKW (B CMUCHI Ha ,eNIeKTPOHEH oduc”
Ha lopuanYecky Nuua), U3MCKBaLLa Hali-BUCOKO HUBO Ha CUTYPHOCT.

OcCBeH Mpu yAOCTOBEPSIBAHETO HA @BTEHTUYHOCTTA Ha AOKYMEHT, U34aZeH OT HpUAUYECKO
nve, enekTPOHHWTE NeyaTu MoraT [ia ce U3Non3BaT 3a yA0CTOBEpPsIBaHe HAa aBTEHTUYHOCTTa
Ha LUMPOBUTE aKTUBM Ha IOPUAMYECKO NILE, KaTo COTyepeH KOA UM CbpBbPY.

KoraTo 3a [fdageHa TpaH3akuusi Ce M3WCKBa KBanuMUUMpaH EeneKkTPoHeH Moanuc Ha
lopuanYecko  nuue, KBanUUUUPaHWST — enekTPoHEH MOoANMC Ha  YMbIHOMOLLEHUs!
NpeacTaBuUTEN Ha LPUOMYECKOTO NULE Ce NpUemMa PaBHOCTOWHO.

KYYETle4yaT Ha topugnyecko nuue ,B-Trust
Organization Qualified Certificate AESeal”

KBanuduvumpaHo  ygoctoBepeHve — 3a
obnaveH YEleuar ,B-Trust Organization
Qualified Certificate CQESeal”

EnekTpoHHa aBTEHTU(MKALMSA HA M3TOYHMKA U HA MHTErPUTETA Ha eNIEKTPOHHW JOKYMEHTY 1
U3ABMNEHUS B NyBNUYHM 1 BU3HEC eNneKTPOHHM TpaH3akumu (B CMACHN Ha ,eNeKTpoHeH oduc”)
Ha PUAMYECKM NLA, USVUCKBALLA 3HAYNTESTHO HBO Ha CUTYPHOCT.

OCBeH NMpUW yOOCTOBEPSIBAHETO Ha aBTEHTUMYHOCTTA Ha [OKYMEHT, U3fafeH OT HpuanMyYecko
nye, enekTPOHHUTE NeyaTu MoraT [ia ce U3Non3BaT 3a yA0CTOBepPsIBaHe HAa aBTEHTUYHOCTTa
Ha UMPOBUTE aKTUBM Ha IOPUAMYECKO NILE, KAaTo COTYEPEH KOA UM CbPBbLPY.

Korato 3a pageHa TpaH3akuMsi Ce M3UCKBa KBanuuUUUpaH ernekTpoHeH noanuc Ha
lopuanYecko  nuue, KBanUUUUPaHWST — enekTpoHEH MoANMC  Ha  YMbIHOMOLLEHUs!
npefAcTaBUTEN Ha PUONYECKOTO NMULIE Ce NpUueMa PaBHOCTOWHO.

KY 3a aBTEHTUYHOCT Ha yebcanT (QOMenH)

MpeHtTndwmumpa nputexatens Ha [OOMenHa, KOWTo xocTBa yebcawTa, KaTo rapaHTtupa

Validation qualified certificate”

“B-Trust Domain Validation qualified |3HauuTenHo HMBO Ha CUrypHOCT 3a KNMeHTa ¢ bpay3sbpa.

certificate”

KY 3a aBTeHTM4HoCT Ha yebcant|peHTudvumpa nputexaTtens Ha OOMeVHa W akpeauTauusita Ha opraHusauusita, kato
(opranusauus)  “B-Trust  Organization |[rapaHTMpa CbC 3Ha4YWTENHO HMBO HAa CUIYPHOCT 3a knueHTa ¢ Gpaysbpa, Ye cawTa KOUTo

[OCTbMNBa NPUHAANEXU Ha opraHusaumaTa, uaeHTuduLMpaHa B yA0CTOBEPEHMUETO.
KpvntupaHe Ha KOMyHUKauusiTa Mexay KnueHta u yebcavita (TSL/SSL npotokon).

1.5.5.1 OrpaHu4yeHune Ha yaOCTOBEPUTENTHOTO AEeNCTBUE

1. Ako KY ce nsgasa c orpaHudeHne Ha yooCToBepUTENHOTO AencTBue, MNpakTtukaTta Ha [JocTaBumka
Aornycka fa ce BNMcBa B y4OCTOBEPEHMETO OrpaHNYeHne No OTHOLLEHWE Ha Leny n/unmn CTOMHOCT
Ha cgenkn mexay lMotpebutenu n [oBepsaABawm ce CTpaHuM Npu M3NON3BaHe Ha €neKTPOHEH

noanuc.

wnN

[ocTaBunkbT 3agbimkUTENHO nanonssa pekenant "Qualified Statements” B KY.
OrpaHnunTenHoTo gencTeme Ha usgageHm KY no oTHoLeHne Ha CTOMHOCTTa Ha caernkuTe, KouTo

|_|0Tp66VITeJ'II/ITe cKn4BaT nocpencTtBoOM U3MNon3BaHe Ha €eNieKTpOoHEeH noanuc, ce CbriacyBa
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MexXay TsX 1 Bcsika [loBepsiBallia ce CTpaHa U € n3BbH 06xBaTa Ha HaCTOALLMS LOKYMEHT.

4. B cboteetcTtBMe ¢ PernameHT 910/2014 EC, KYEleuaT He cneaBa Aa ce vM3nonaea W npunara
KaTo eneKTpoHeH noanuc Ha topugmyecko nuue. KYEleyat cnyxu camo ga aBTeHTUMduMUMpa
N3TOYHMKA U MHTErpUTETa Ha NnognedaTaHn enekTPOHHN JOKYMEHTU U nssBreHus (B CMUCHIIa
Ha ,eneKkTpoHeH” oduc/opraHusaums).

1.5.5.2 YnoTtpeb6a Ha yaoCcTOoBepeHUsi U3BbLH NPUITOXKHOTO NOJie U OrpaHUYeHUusTa

1. Korato [lloTtpebuten wnu [oBepsiBawia ce cTpaHa u3nonsesat M ce goepsisaT Ha KY c
npegHasHadeHue, pasnnyHo oT ykasaHute B pekem3antn "Key Usage", "Extended Key Usage",
.Certificate Policy" unn ,,Qualified Statements", oTroBopHOCTTa € n3L4ano TaxHa U He aHraxupa c
OTroBOPHOCT [loCcTaB4YMKa MO HNUKaKbB HAYMH.

1.6 YnpaBneHue Ha lNpakTukata Ha [locTtaB4YMKa

1. TlMpaktukata Ha [JocTaBuvka Nognexmn Ha agMUHUCTPATMBHO YrpaBrieHWe U KOHTPOM OT CTpaHa
Ha CbBeTa Ha gupektopute Ha ,BOPUKA” ALl.

2. [Jonyckat ce NMpoOMeHW, pedakumm u OOMbIIHEHMS, KOUTO HE 3acaraT npaBaTa U 3adblPKeHus,
nNpoun3TU4aLLM OT TO3M JOKYMEHT 1 CTaHAapTHUS goroBop mexay [ocTtaBuuka u NoTpebutenure
cnepf cbrnacyeaHe u yTebpkgasaHe oT CbBeTa Ha AMpeKkTopuTe.

3. Bcsika npegctaBeHa n ogobpeHa HoBa BEpPCUSt UMK pedakums Ha To3M JOKYMEHT He3abaBHO ce
nybnunkyea Ha canTta Ha [JoctaBumka. KomeHTapu, 3anntBaHusi N pa3sCHEHUS NO TO3U AOKYMEHT
mMoraT fa ce OTnpaBsaT Ha:

e eneKkTpoHeH agpec Ha [JocTtaB4umka: info@borica.bg;
e Ten.: 0700199 10
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2 3AAQBITXKEHMUE 3A NYBJIIMKYBAHE U BOOEHE HA PETUCTDBP

2.1 MybnunyeH perncrtoup

1.

[ocTaBunkbT BoAaM enekTpoHeH ybnnyeH pernctbp, B KOWTO NybnvkyBa BCUYkM nsgagexHn Ky
Ha NoTpebuTtenu n aktyaneH Cnuckk Ha npekpaTteHnte KY (CRL), kakTo 1 Ha cBOUTE Cry>KEeOHN
yAOCTOBEPEHNS;

My6nuyHMAT perncTbp Ha BCUYKM n3gageHun yaoctoBepeHus n aktyanHute CRL ca nocTostHHO
AOCTbIMHU, OCBEH B CryyamTe Ha CbOUTUSA, U3BBH KOHTpora Ha [lJoctaByMka U nNpu HaACTbLNUIK
dopcmarkopHu obcTosATeNnCcTBA.

MoTpebuten Ha KY, nsgageHo ot [loctaBumka, € AnbXeH Aa NpoBepu BEPHOCTTa M MbHOTaTa
Ha nHopmauusaTa B yAOCTOBEPEHUETO, HE3AaBUCUMO, Ye TO e NPUETO.

JocTaBunkbT npefoctaBs Ha BCSAKO TPeTO nvue npu nouckBaHe MHopmauuaTa Kacaewa
ctatyca Ha u3gageHo KY. [docTtaBuukbT npefoctaBs MHoOpMauusTa, Ccbabpxalla ce B
N3aafeHoTo YAOCTOBEpeHMe, MpU HanmuuMe Ha HOPMaTMBHO YCTAHOBEHO 3agblihkeHue Aa A
npeaocTaBn U Npy HAANEXHO UCKaHe OT ONPaBOMOLLIEH OpraH unu nuue.

Aktyanuuat CRL cbabpxa MHdopMaums 3a BCUYKM NpekpaTteHu u cnpeHn KY oo MOMeHTa Ha
nybnukyBaHeTo My B peructbpa. CnpsiHO yaocTtoBepeHune ce nogabpxa B CRL 3a nepuopg ot
Bpeme, pernameHtupad ot 3EOEYY wn npeaBngeH B HacTosAWwMs OOKYMEHT. AkO
yaocToBepeHneTo 6bae Bb30OHOBEHO MMM M3Teye pernameHTUpaHusa nepuog OT BpeMe Ha
cnupaHe, TO ce oTCTpaHsiBa u aktyanuanpanusat CRL ce nybnukysa 6e3 Hero.

2.2 TMybnnyHo XpaHunuiye Ha AOKYMEHTHU

1.

JocTtaBunkbT Ny6nvkyBa 1 NOAABPXKA B €NEKTPOHHO XPaHWUMWLLE akTyanHu 1 npeguHi Bepcum

Ha:

e [ly6nunynn Jeknapauun Ha JocTtasumka (PDS);

MpakTuka npu npegoctassaHe Ha KY n KYY;

Monutukn npm npegoctaesiHe Ha KY u KYY 3a Tax;

Horosop 3a KYY,;

Tapudpa Ha npegocTassaHuTe KYY;

MpaBuna 3a nsgaesaHe Ha KY;

Ycnosua u ped 3a uanonasaHe Ha KY, BKMOYMTENHO M3UCKBaHMSATA 3@ CbXpaHsiBaHe Ha

YaCTHUS KINOY;

o [IOKYMEHTW, M3NCKYEMM nNpuM MbpBOHAYanHO wu3gaBaHe Ha KY, npu nogHoBsiBaHE W
cnvpaHe/npekpaTaBaHe Ha KY;

e [lpyrn aokymeHTu, nanckyemm no 3EAEYY n HopmatueHata ypeaba.

2.3 MNybnukyBaHe Ha MHOpMaLusa 3a yaOCTOBEpPEeHUATA

1.

2.

[ocTtaBunkbT HeszabaBHO nybnukyBa B Pernctbpa msgageHo BanvaHoO yOooCTOBEpEHue creq
nsgasaHeTo My oT onepaTtuseH YO.

HocTtaBunkbT HeszabaBHO nybnukyBa aktyaneH CRL, nognucaH ot onepatmBeH YO cnen
npekpaTaBaHe/cnupaHe Ha BCAKO BanuaHo yaoctoBepeHue. AktyanHuat CRL BkmouvsBa u
NpeKpaTeHOTO N/UNKn CNpPSIHO YAOCTOBEPEHNE.

EdektnBHmAT nepuog Ha BanuaHOCT Ha nybnukyeBaHus aktyaneH CRL e 30 gHu, ocBeH ako He
ce U3BbpLIM aKTyanusaumsTta my.

2.4 YecToTa Ha ny6nuKkyBaHe

1.

AKTyanusaums Ha nybnuuHms Pernctbp Ha u3gageHute yOoOCTOBEPEHMSI Ce OCbLLECTBsBa
aBTOMATM4YHO U He3abaBHO cnen nybnvkyBaHe Ha BCSKO HOBOWM3A4AAEHO  BanwugHo
yOOCTOBEpPEHHME.

AkTyanusaums Ha Tekywmsa CRL ce ocbllecTBABa aBTOMaTMYHO Ha He noseye OT 3 (Tpu) vaca
unu HesabaBHO creg npekpaTsiBaHe uUnu cnmpaHe/Bb3obHOBSABaHE Ha BanNuAHO yOOCTOBEPEHME.
BbB Bcuukn CRL KYY ykasBa BpemeTo 3a criefBalloTo nsgaHune Ha CRL.
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3.

My6nukyBaHe Ha HoBa pefakumst unu Bepcust Ha MNonuTuknTte un MNpakTukaTa, KakTo U Ha Apyru
cbnbTCTBaWM AokymeHTn no SEAEYY, ce ocbliecTBABa He3abaBHO.

2.5 Ooctbn go Peructbpa n 4o XpaHUIULLETO

1.

2.

HoctaBunkbT Boan [lybnuyeH pernctbp Ha M3gageHuTe yOooCTOBEPEHMS, KOUTO € OHMauH
ny6rnMYHO 4OCTHNEH.

[locTaBuMKbLT HE MOXe da orpaHumym goctbna o NybénuuHms permctbp. C orneq 3awuTa Ha
NnYHUTE gaHHM Ha lMoTpebutenuTte JOCTLNBT HA TPETU NUua 3a U3TErngHe Ha nyonukyeBaHuTe
yOOCTOBEPEHUSA € OrpaHu4eH, OCBEH ako CbOTBETHMAT [loTpebuten M3puyHO He e nouckan
JOoCTbNbT Aa 6bae cBoboaeH.

Hama orpaHnyeHue go Monutukute m MNpaktukaTta n Ha CbabpXalnte ce B TaX ycnosus. Besko
3anHTEPECOBAHO NULE MMa NpaBo Ha A4OCTbN A0 NY6NnKyBaHUTE OOKYMEHTMW.

Hama orpaHnyeHne Ha ocTbMNa 3a TbpCeHE Ha U3gaaeHo 1 nybnvkyBaHoO yaOCTOBEPEHME C Len
npoBepka Ha cTaTyca My. Bcsiko 3amMHTepecoBaHO nuue MOXe ga Tbpcu MybriMKyBaHO
yOOoCTOBEpPEHME (BanngHO Uiy € N3TEKBLIT CPOK HA BanngHOCT) NO onpeaeneHn aTpuodyTu.

Bcako 3amHTepecoBaHO nuvue Mma npaBO Ha CBOGOA4EH AOCTbMN 3a YEeTeHe M U3TernsiHe no
enekTpoHeH nbT Ha CRL.

Bcsiko 3anHTEpEecoBaHO nvue uMa nNpaBo Ha CBOOOAEH AOCTbN A0 CryXeOHUTE yOOCTOBEPEHUS
Ha [JocTaBuuka.

JocTaBunkbT ocurypsisa cBoboaeH AOCTbN A0 BCMYKM 6a30BM 1 onepaTUBHU YAOCTOBEPEHMUS Ha
CBOMTE aKTMBHU YOOCTOBEPUTENTHM OpraHu, Kakto u cBOOOAEH OOCTbMN OO TE3N Ha BCUYKM
HeaKTMBHM TaKMBa 3a CPOK He MO-MalbK OT 2 (OBE) rogvHu cnepg v3TM4aHe Ha Cpoka Ha
BanNUAHOCT Ha Te3n yOOoCTOBEPEHMS.
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3

WOEHTUOUKAUNA W ABTEHTUDOUKALUA

[ocTtaBunkbT, Ypes ceont PO/MPC:

e Mpuema uckaHus 3a nsgasaHe Ha KY;,

e OCblleCcTBsIBA NpPOBepKa 3a YCTaHOBsIBAHE Ha camonuyHocTtTa Ha [loTpebutens u Ha
cneundunyHn gaHHu 3a Hero ¢ 4onycTMMN CPeacTBa;

e yTBbPXAaBa crie ycrnelwHa NpoBepKa Ui OTXBbPIs PErMCTPUPAHNTE UCKAHNS;

e yBenomsaea YO ga usgage MckaHoTo yaoCTOBEPEHUE.

PO/MPC cbbupa wn nonyyaBa Heobxogumata wHdopmauus 3a ugeHTudukauus wu

aBTeHTUduKauna Ha Notpebutens.

AeTeHTUMKaumaTa/maeHTudmkauuaTa Ha NoTpebuTtens cnen peructpaums 1 npean ga 6vae

nsgageHo KY, wusnckea HEroBo 5fMYHO MPUCBHCTBUE WKW MNPUCHCTBME HA YMBbIHOMOLLEH

npegcrtaesuten Ha 3aasutensa B PO/MPC.

JocTaBunkbT rapaHtMpa, 4e duU3nMYeckuTe W OPUANYECKUTE nNULa ca NPaBUMHO

naeHTMduumMpaHn, aBTeHTUMUMPaHN N Ye 3asaBKkMTEe 3a u3gaBaHe Ha KY ca HanbIHoO,

BHUMATESTHO N HAAMEXHO NPOBEPEHN M 0400PEHN, BKITHOUNTENHO: MbITHOTO MME/HanMEHOBaHNE

W NpaBHMSA CTATyC Ha CbOTBETHOTO (hM3MYECKO/IOpUaAMYECKO NULE; foKa3aTeNncTBa 3a Bpb3kaTta

MeXay yaoCTOBEPEHUTE AaHHM U PU3NYECKOTO M/MNN IOPUONYECKOTO NnLLE.

3.1 WmeHyBaHe

3.1.1 WU3non3BaHe Ha MMeHa

1.

KY ca ¢ cdopmaT, cbotBeTcTBal, Ha cTtaHgapTta X.509. PO/MPC, paboTell OT MMETO Ha
[ocTtaBunka yTBbpXAaBa, Ye MMeHaTa B 3asiBKUTE 3a YAOCTOBepeHunsa cbbniogaesaTt ctaHgapTta
X.5009.

Moneto ,Subject" B ygoctoBepeHMETO eneKkTPoHHO maeHTudpuumpa NoTtpebuTtens, cBbp3aH C
nyonunyHms ko B KY.

MmeTo u apyrn nngmeuagyanuaunpaidm 6enesm Ha NoTpedbutensd B CbOTBETHUTE MOeTa 3a BCEKN
Tvn ygoctoBepeHune ca B cboTBeTcTBUE ¢ DN (Distinguished Name), dhopmupallo ce cbobpasHo
ctangapta X.500 n X.520.

CnyxebHuTe ygoctoBepeHuns Ha [loctaBumka cbabpxaT B noneta "Subject” n "Issuer" atpmbyT
DN dopmumpalL, HEroBOTO YHUKANHOTO UME.

HetannHa cneundukauma Ha wmsgasaHuTe KY ce cbabpka B CbOTBETHUTE AOKYMEHTU 3a
Monutukn Ha [JocTaB4mKa 3a Te3n y4OCTOBEPEHMSI.

3.1.2 N3non3BaHe Ha NCeBAOHUM

1.

[ocTtaBunkbT Moxe ga nsgasa KY kato usnonsea ,nceBgoHMM”, 3a ga uMmeHyea [lotpebutens
camo cnepg kato PO/MPC cbbepe Heobxogumata nHopmanmsa 3a CaMonmnM4yHOCTTa My U yCNeLwHo
ro aeHTudmumpa.

He ce ponycka m3nonasaHe Ha ,nceBgoHMM” B KY 3a enekTpoHeH nedyar, 3a Aa ce MMeHyBa
Cb3gaTens Ha neyaTa.

3.1.3 3HauYMMOCT Ha MMeHaTa Nnpu BNUCBaHe

1.

YnoctoBepeHuaTa Ha YO Ha [locTaBuvka cbObpXaT YHUKaNHW umeHa c obuiopasbupaema
CeMaHTuKa, Nno3BonsiBalla onpedensiHeTo Ha WMAEHTMYHOCTTa Ha [ocTtaBumka, cybekT Ha
yOOCTOBEPEHMETO.

KY cbabpkar umeHa, cbBnajawim C aBTeHTUdMUMPaHUTE WOEHTUMUKALMOHHM MMEHa Ha
MNMoTpebutenute, cybekTn Ha Te3n yAOCTOBEPEHUS.

3a no-ynobHa enekTpoHHa KoMyHukaums ¢ Notpebuten, [locTaBuMKbT M3UCKBA M yOOCTOBEPSBA
B KY Heros umenn agpec. B cnyyan, 4ye nocnegHuaT He pasnonara ¢ Takbs, [JOCTaBUMKBLT MOXE
4a My npegoctaBu MMenn agpec B fomenHa B-Trust.
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3.1.4 TMpaBuna 3a UHTepnpeTauus Ha UMeHaTa

1.

HocTtaBunkbT BKNtouBa B KY MHopmaums 3a enektpoHHa maeHtudukauma Ha lMotpebutenn,
KOATO € ycnewHo npoBepeHa u notebpaeHa oT PO/MPC, Bb3 OCHOBa Ha npeacraBeHUTe
OOKYMEHTM 32 CaMOSINYHOCT.

BbB BCU4YKM yOocTOBEpeHMsi, B KOMTO ce Bnucea [loTpebutens, noneto 3a obuyanHO ume
(Common Name, CN) cbabpxa nme Ha PU3MYECKOTO UMK OPUANYECKO nule, C KoeTo To e
obunyariHo obo3Ha4YaBaHO B 4eNHOCTTa CW.

B npodecunonanHoTo ygoctoBepeHne, aTpubyTeT 3a yHUKanHo nve (DN) cbabpyka nHgpopmaums
N 3a MOAEHTUYHOCTTA Ha NuueTo, koeTo MNoTpebutena npeacrasnsiea.

B ypoctoBepeHueTo 3a topugudecko nuue, atpubyTbT 3a yHukanHo ume (DN) cbobpxa
NMHopMaumsa 1 3a MAEHTUYHOCTTA Ha YNMbAHOMOLEHUS NpeacTaBuTen Ha pUan4eckoTo nuue.

3.1.5 YHuKanHocT Ha nmeHaTta

1.

2.

EnektpoHHaTa ngeHtndukaums Ha lNotpebutensa Ha usgageHo ot [loctaBumka KY e Ha 6asata
Ha DN.

MoneTto "Subject" B yooctoBepeHneTo ce copmupa oT nHdopmauusata 3a lNotpebutens, koaTo
ce NpefocTaBs OHNaWH UK Ha XapTusa OT 3asBUTENs UK OT YMbIIHOMOLLEH NpeacTaBUTen npu
pernctpaumst Ha MbpBOHAaYasrHO UCKaHe 3a u3gaBaHe Ha YyOOCTOBEPEHME U KOSTO Ce npoBepsBa
B PO/MPC Ha 6a3arta Ha npeacTaBeHUTE AOKYMEHTH.

[ocTaBunkbT rapaHTupa yHukanHoct Ha ,DN" Ha [Motpebutens B gomenHa B-Trust upes
nobaBsHe Ha peKBM3UT, KOMTO rapaHTUpa TakaBa YHUKANHOCT.

MoTtpebuten ¢ yHukaneH DN B gomenHa B-Trust moxe ga uma noBeye OT €4HO M34afEHM
pgencrteutentn KY.

Bcako n3ganeHo yooctoBepeHne nma yHukaneH cepmeH Homep ("SerialNumber") B o6xBaTa Ha
cboTBeTHUA YO Ha [JocTtaBumka. KombuHaumaTta Ha noneta ,Issuer”, "SerialNumber" n ,Validity
from“ rapaHTnpa yHMKanHocTTa Ha U34aaeHoTo yaoCTOBEPEHME B NYyONNYHMS JOMENH.

3.1.6 lpu3sHaBaHe, aBTEHTUYHOCT U POSIA Ha TbProBCKUTE MapKu

1.

2.

MoTpebuTensT HAMa NpaBo Aa 3asBsiBa U34aBaHe Ha YAOCTOBEPEHMWS C U3MOM3BaHE Ha MMEHa,
KOWTO HapyLuaBaT Yy)Xan MMYLLECTBEHN NN HEMMYLLIECTBEHN NpaBa.

MputexaTenu Ha TakMBa NpaBa yaoCTOBEPSIBAT TOBA CBOE NMPaBO C omumaneH AOKyMEHT npes
PO/MPC npu nckaHeTo 3a nsgasaHe Ha yA0CTOBEPEHNETO.

[oCcTaBYMKLT HE HOCKM OTFOBOPHOCT, KOraTo M3mnon3BaHu MMeHa B y4OCTOBEPEHMS HapyLlaBaT
YyXXOM NpaBa BbpXy TbProBCKO MMe, TbproBcka Mapka, JOMENHN, aBTOPCKM nNpasa 1 4p.

B cnydyan Ha Bb3HUKHAN Cnop Mo OTHOLLEHME Ha M3MNON3BaHM UMeHa, [1oCTaBYMKBLT CM 3anasBsa
NpaBoTO Aa He usgaze yaocToBepeHMe Ny ako TakoBa e u3gafeHo, Aa ro npekparu.
[ocTaBuMKbLT HE BKIOYBA TbPrOBCKM MapKu, 3ana3eHn 3Hauu unu apyr rpadundeH matepvan B
yAOCTOBEPEHMATA, KOUTO N3aaBa.

3.2 MNbpBoOHavanHa ngeHTUdUKaLUA U yCTaHOBAIBaHe Ha NOEHTUYHOCT

1.

2.

3a nbpBOHavanHa uaeHTMduKauus/ycTtaHoBsBaHe caMofnM4HoCcTTa Ha [loTpebutens Ha KY,
[ocTaBUMKBLT M3NCKBA PErMCTPMPAHO NCKaHe 3a MbpBOHaYarHo M3fgaBaHe Ha y4OCTOBEPEHMETO.
3assuten/notpebuten Ha KY 3a obnadeH KEIN n KY 3a obnayeH KEleyat TpAbBa ga uma
MOBUITHO YCTPOMCTBO CbC 3apefeHo MobunHo npunoxeHne B-Trust Mobile 3a Android vnu 3a
iOS.

WNckaHeTo 3a nbpBoHavanHo nagasaHe Ha KY npeg PO/MPC Ha [JoctaBuuka e npoueaypa, Ypes
kosiTo [locTaBuYMKBbT M3UCKBA, CbbMpa 1 nonyyasa Heobxoanma nHopmaums 3a ngeHTndmkaumns
Ha [loTpebuTtens B yOOCTOBEPEHUETO KaKTO U WMOEHTUMUKALUMOHHW [aHHM 3@ MOOMIHOTO
YCTPOMCTBO/MOBUITHOTO MPUIOXEHUE.

Mpouenyparta No perucTpauuns BKNOYBA:

e onbrBaHe Ha perucTpaunoHHa popma 3a usgasaHe Ha KY;

e reHepupaHe Ha [BOVKa KM4OBE;

e MOAroTBSIHE Ha €neKTPOHHA 3asiBKa, CbAbpKalla NyonuyHMA KIo4, 3a KOWTO ce usgasa
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yOOCTOBEPEHMNETO;

e npefctaBsiHe Ha usuckyemuTte gokymeHTn B PO/MPC cbkrnacHo lMNMonutukata npu nsgasaHe
Ha KY;

e BDb3MOXHOCT 3a 3a8BsBaHE Ha OpYyru ycrnyrn, CBbp3aHu C N34aBaHOTO YAOCTOBEPEHNE.

5. YcTaHoBsIBAHETO Ha caMonMyHoOCTTa Ha MoTpebuTen ce u3BbpLUBa cneq pernctpaums n npeam
n3gaBaHe Ha 3aaBeHoTO KY upes:

e OTAaneyeHa Bnaeo nageHTudukauma npeg PO-BU;

e ype3 NNYHO MNpucbCTBUE Ha [loTpebuTens unum Ha ynbAHOMOLLEH HeroB npeacTtasuTen B
PO/MPC.

C uen npegoTBpaTaABaHe Ha HEOTOPU3NPAHO U3MON3BaHE Ha YCnyruTe, U C ornes ocurypsiaHe

Ha Bb3MOXXHOCT 3a MpoBepKa Ha aBTEHTMYHOCTTa Ha AaHHUTe, npegocTaBeHun ot MNoTpebutens,

KakTo 1 npensua pasnopeabata Ha un. 24, nap. 1, T. ,B“, CbrmacHO KOWTO MpoOBepKa Ha

CaMOSIMYHOCTTA Ha NMLETO, Ha KOEeTO ce n3aasa KBanuduumpaHo yaqocToBepeHne, Moxe aa bbae

npoBepeHa 4Ype3 yOOoCTOBEPEHME 3a KBanuuumpaH enekTpoHeH Noanuc, B MHTEpeC KakTo Ha

MoTpebutens, Taka n Ha [JocTaB4Mka € NOCTUraHe Ha MakCUMarnHO BUCOKO HMBO Ha CUTYPHOCT

Yypes3 CHEMaHEeTO Ha Konue OT OKYMEHTa 3a CaMOSIMYHOCT Ha [1oTpebuTens n cbxpaHsiBaHETO My

B XapTWEH U eNeKTPOHEH BMA. YTOBOPKa 3a CHEMaHE M CbXpaHsBaHE Ha Konue OT JOKYMEHTa

3a camonunyHocT Ha [MoTpebutena moxe ga 6bae BKIHOYEHa B CKIIOYEHUA MexXOy CTpaHuTe

[oroBop 3a yaoctoBeputenHu ycnyrn. B cnyyan, 4ye cbrnacume 3a CHEMaHe M CbXpaHeHue Ha

Konue OT AOKYMEHT 3a CaMOSNIMYHOCT He 6bae nocturHato, [JOCTaBUMKBLT MOXE [a OTKaxe

npeaocTaBsAHETO Ha KBanuduumpaHa yaocToBepuTenHa ycnyra npeasug HeBb3MOXHOCTTa Aa

rapaHTmpa 6e3npensiTcTBEHOTO U 3a NbiHMS 06em OT ycnyrm npMeMaHe Ha KBanmuumpaHoTo
yOOCTOBEPEHNE OT LOBEPSIBALLM CE CTPaHU, 3a KOUTO NOCTUTAHETO HA MaKCMMAanHO BUCOKO HMUBO

Ha CUrypHOCT € NMpuopuTEeT, B TOBA YMCNO OOCTABYMLM HA NAATEXHM YCNYrn, KOUTO, CbrNacHO

NPUNOXMMOTO 3aKOHOLATENCTBO 3@ MEPKUTE CpeLly M3NUpaHeTo Ha napw, ca 3agbikeHu fa

cbbupaT 1 CbxpaHaBaT Konue Ha AOKYMEHTa 3a CaMOSIMYHOCT Ha KINMeHTa KaTo 4acT OT npoleca

no HerosaTta naeHTUdmkaumns.

6. [NbpBOHaYanHaTa naeHTUUKaUMa U NOTBbPXXAAaBaHE Ha CaMONIMYHOCTTA BKITHOYBA:

e ObpXaHEeTo Ha YacTHUSA KoY oT MNoTpebutenst nnm oT N3pMYHO YyNbAHOMOLLEHO OT HEro nuue,
CbOTBETCTBALL Ha nybnuyHMA KoY, npeactaBeH Ha [locTaBuvMka 3a uM3gaBaHe Ha
yOOCTOBEPEHUNETO;

e MPUHAOSIEXHOCT Ha MOOWMNHOTO YyCTPOWCTBO/MOBMITHOTO NPUINOXeEHNEe oT
3aautens/lMoTpedbuten nnun ot N3PUYHO YNbIIHOMOLLEHO OT HEro nuue

e [poBepka M MOTBbPXAaBaHe Ha camMonuyHocTTa Ha [loTpebutens Ha w3gaBaHOTO
yOOCTOBEpPEHHME.

7. Cnepg ycnewHa npoBepka Ha camomnuyHocTtTa Ha [loTtpebuTtensa, B 3aBUCUMOCT OT
yOOCTOBEPEHNETO M KaHana Ha u3gaBaHe ce:

e npegnara gorosop unu obwm ycnoesus 3a KYY nognucaH OT mmMeTo Ha [ocTaBuymka u
CbXpaHsBa BCUYKM NPeAcTaBEHN JOKYMEHTH ;

e OTBbPXAaBa WMCKAHETO 3a u3gaBaHe M M3npawa enekTpoHHa 3asBKa 3a M3gaBaHe Ha
yooctoBepeHue ao onepatmeHua YO Ha [JocTaBumka;

e 3anucsa usgageHoTo ygoctoeepeHue Ha B-Trust QSCD (3a KEIM/KEle4vat) 1 ro npegasa Ha
MoTpebutensa nnm Ha ynbAHOMOLLEHOTO NNLE;

e 3anuceBa wusgageHoto ypoctosepeHue (3a YEN/YElNewat) Ha B-Trust STC (PKCS#12
Kpuntodbann) kato uanonaea ytebpAeH oT [octaBumka coptyep (CSP/Crypto Service
Provider).

8. WMapapeHo KY 3a obnayveH KEM/KEMeyvat He ce npeaasa Ha Tutynaps/Ce3gatens. [JocTaBYnMKbT
rm nyénukyesa B B-Trust MNMyGnnyHusa pernctbp Ha yaocToBepeHusaTa un rm cbxpansasa B RQSCD
Ha nnaTtgopmaTta 3a obnaveH KEI kato rM acoummpa B nNOTpeOUTENCKUS akayHT Ha
Tutynapsa/Cbv3patens ¢ HEroBoTO MOBUHO YCTPOMUCTBO/MOBUITHO NpUNOXXeHne (CMapTdoHa) u ¢
reHepupaHaTa gBoWka knovose B HSM 3a To3u BUA yOOCTOBEPEHUS.
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3.2.1 [dokasBaHe AbpP)KaHETO Ha YaCTHUSA KoY

1.

2.

PO/MPC wu3BbpLuBa npoBepka 3a CbOTBETCTBME HA NpeacTaBeHus NyOnuyeH Krod, KOWTO ce
yOoCTOBepsiBa B U34aBaHOTO yaocToBepeHue oT [locTaBumka ¢ YacTHUs KntoY Ha MNoTpebutens.
EnekTpoHHaTa 3asiBka ¢ NyGnnyHUS KoY, KOATO Ce reHepupa 3a usgaeaHe Ha KY ot 3assutens,
cnegBa ga 6bae nognmMcaHa C 4acTHUA K4, KOWTO KOpecnoHaupa € nybnuyHusa Koy B
3asBkaTa. EnektpoHHaTta 3asBka cnegBa fa e BbB hopmaT, KOMTO no3BonsiBa Ha [JocTtaBuuka,
ypes PO/MPC, ga npoBepu AbpXXaHETO Ha YaCTHUS KITHOM.

OHnarH uckaHusTa 3a agMUHUCTPUpPaHe Ha yaocToBepeHusa cnefga ga 6baaT noanvcBaHn ot
3asBUTENs C YaCTHUS KIKOY, KopecnoHaupall ¢ Ny6rnMyHns KNy B YAOCTOBEPEHMETO, 06EKT Ha
3asBekarta. [loctaBunkbT, Ypes PO/MPC, npoBepsiBa NOMOXEHUST €MIEKTPOHEH Nognuc.

PO/MPC npeanpvema OONbAHUTENHM CTBIMKU 3a aBTEHTUMMKAUNS Ha AbpXaTens Ha 4YacTHUS
KNy 1 pakta Ha AbpKaHEeTO Ha KMk4va, B 3aBUCMMOCT OT 3asfBEHUS TUN Y4OCTOBEpPEHME
cbrnacHo npunaraHaTta NonuTuka.

ABTEHTMMMKALMS Ha ObpxaTenst Ha 4acTHua kod 3a KY Ha obnaveH KEIN gonbnHWTEnHO
BkntouBa TOTP-cxema, 6GasnpaHa Ha MOOMMAHOTO NpPUNOXeHne B MOOWIHO YCTPOWCTBO W
acoLMMpaHnSaT NOTpebunTenckn akayHT, 3a KOWTO ce reHepupa ABoWKaTa Kro4oBe.

[BonkaTta knoyose 3a KEIM n KElNeuaT, cbotBeTcTBaWa Ha m3gaBaHoTto ot [locTtaBumka KY,
3agbmkuTenHo ce reHepupa B QSCD () unu B ytBbpaeH oT [loctaBumka codptyep (Crypto Service
Provider/CSP) 3a YEI/YEleuar.

[1BolrikaTa Kkno4oBe, CboTBEeTCTBalla Ha u3gasaHo oT [loctaBymka KY 3a oonaveH KEM/KEMeuyar,
3agbimkuTenHo ce reHepupa B HSM (CC EAL 4+) Ha RQSCD Ha nnaTtdopmaTta 3a obnadeH KEI
N ce cbxpaHsiBa npu [JoctaBumka Ha 6as3a yTBbPAEHN BbTPELLHM KPUMTO-CXEMU 3a NepCcoHaneH
KoHTpon B cboTtBeTcTBUE C SAD/SAP/SAM (Signature Activation Data/Signature Activation
Protocol/Signature Activation Module) Ha ETSI EN 419 241 (part 2/3) n 3awuteH npodun (PP)
cbrnacHo EN 419 221-5.

HJocTbnbT KaKTO WM oTAanedYeHuMaT LOCTbN A0 YacTHMS K4 Ce  ObpXWM camMo  OT
Tutynaps/Cbwagatens Ha KEMN/KEMevat nnn Ha O6naven KEMN/KEMeuaT (sole control).

3.2.2 YcTaHOBsIBaHe Ha WAEHTUYHOCT Ha KPUAUNYECKO nuue WU efHOoNUYeH

Tbprosewy,

YpoctoBepsiBaHe Ha MOEHTUYHOCTTA M aBTEHTMYHOCTTA Ha HOPUANYECKO NULe umMa ABe Lenu:

e [a ce fjoKaxe, Ye Mo BPEME Ha pasrnexaaHe Ha 3asiBkaTa opUMAMYECKOTO NULE CbLLEeCTBYBa;

e [a Ce AOKaxe, Yye MNpeacTaBUMTENHOTO fuvue, KOeTO KaHAuAaTtCcTBa 3a yOOCTOBEpPEHue e
nony4nno paspeLLeHne oT KPUAMYECKOTO N1LE Aa ro NpeacTaBnsea.

YcTaHoBsiBAaHE W MpoBepkaTa Ha WMAEHTUYHOCTTA Ha HPUANYECKOTO NMue WNU eaHONUYEH

Tbproeey ce ocbuiecTBsiBa oT PO/MPC Ha [docTaB4yMka CcbriiacHO cboTBeTHaTa [lonuTtuka npu

n3gaBaHe Ha ygoCTOBEPEHUE 1 ApyrnTe BbTPELUHM AOKYMEHTM Ha [locTaBumka.

YCTaHOBSIBAHETO HA MAEHTUYHOCTTA Ha PUANYECKO NULE UM €4HONMUYEH TbProBel, AaHHUTE

3a KoeTo ce Bnucea B KY, nsmcksa B PO/MPC ga ce gB1 ynbITHOMOLLEH NpeacTaBuUTeN Ha NNLUETO

N Oa NpencrtaBn U3NCKyeMnTe OOKYMEHTU, JoKa3Balum npaBHusa My ctaTtyc. aeHTudpumkauyunara

MOXe [Ja Ce W3BbpWM M aBTOMATM3MpaHO, 4pe3 crnocobute Ha oThanevyeHa BUAEO

naeHTMdukaums.

YCTaHOBSIBAHETO Ha MOEHTUYHOCTTA Ha ObnArapcko PUANYECKO Nuue ce OCbluecTBsiBa OT

PO/MPC Ha [octaBumka, 4Ype3 npoBepka B CbOTBETHUTE pernctpu no npepocrtaseH EUIK,

cvoteeTHO BYJICTAT no pega Ha 3EY. Cnyxuten Ha PO/MPC moxe ga nposepwu permcrpauudara

nocpeacTBOM BCUYKM AOCTbNHM NYBNNYHM YCyry CbrinacHo 6bnrapckoTo 3aKOHOA4AaTENCTBO.

3a ObnrapckuTe pUMAMYECKM NMLA, KOMTO HE Ca TbProBUW, KAKTO M 3a YyXXOECTpaHHUTe

IOPUAMYECKM NNLA, 3a KOUTO HE MOXE Aa Ce U3BBLPLUM OHMNaNH (MNn aBToMaTuU3npaHa) npoeepka

ce npeacTaBsaT:

e CobaebHo pelueHne unu apyr OKYMEHT, YAOCTOBEPSBALLN Bb3HUKBAHETO Ha IOPUANYECKOTO
nvue;

e [loKyMeHT, yaAOCTOBepsBaLL, aKTyarnHOTO CbCTOSIHME Ha NULETO;
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e YHMKaneH HaumoHaneH naeHTngukaTop.

6. Cnucbk C M3ncKyemMu JOKYMeHTH e nybnukysaH Ha B-Trust canta Ha OKYY. Cnen konupaHe Ha
BCUYKM U3NUCKyEMWN JOKYMEHTU, CbC CbINacuMeTo Ha NuUeTo nodano UckaHe, Konusita octasaT B
apxuea Ha [loctaBuuka.

7. Korato BMeCTO lOpuau4ecko Iuvue ce sBfiBa HEeroB YMblHOMOLWEH npeacrasuten,
yAOCTOBEPSABaAHETO Ha MHAOPMaLMATa, KOSTO Ce CbAbpXa B NpeAcTaBeHuTe JOKYMEHTU cTaBa
ypes:

e 3aBepka ,BApHO ¢ opurmHan” n camopbYeH NoANUC BbPXY OOKYMEHTUTE npen Cnyxuten Ha
PO/MPC,;

e HoTapuanHo 3aBepeHn JOKYMEHTH;
MNMognuceaHe Ha nNPUNOXEHUTE €erneKkTPoOHHM dopMaTn Ha [OKYMEHTUTe C  BanugHo
yOoCTOoBepeHune 3a KkBanuduumpaH enekTpoHeH nognuc.

3.2.3 YcTaHOBsiBaHe CaMOJIMYHOCTTA Ha PU3nMYeCcKo nuue

1. YcTaHoBsiBaHe W MpoBepka Ha caMONMYHOCTTa Ha dunandeckoTo nuue kato MNoTtpebuten Ha KY
WIn KaTo NPeAcTaBUTEN Ha APYro fnue, KakTo 1 OBnacTsiBaHeTo My, ce ocbluecTesaABa oT PO/MPC
Ha [JocTaBumKa npu cnegBaHe Ha NpouedypHUTE NpaBuiia U CTbIKK, MOCOYEHU B CbOTBETHATA
MonuTuka n gpyrute BbTPELUHM AOKYMEHTU Ha [JocTaByuka.

2. YCTaHOBSIBAHETO HA CaMOJSIMYHOCTTa U3NCKBA PU3NYECKOTO nnue kaTto lMoTpebuten mnm kaTo
YNBb/IHOMOLLEH MpPeAcTaBUTEN Ha OpPYro U3MYECKO Nuue WM Ha pugudecko nuue ga
npegctasm B PO/MPC cnegHuTe AOKYMEHTU:

HanmeHoBaHue Ha KY

Heo6xoQMmmn OOKYMEHTH

MepconanHo KYKEMN

,B-Trust Personal Qualified Certificate QES"
MepcoHanHo KY 3a obnauyeH KEIN

,B-Trust Personal Qualified Certificate CQES"

HokymeHTn, Jokassalm CcaMONMYHOCTTa Ha
MoTpebutens - npm NMYHO ABABAHE UNM Ypes cnocobuTe
Ha oTAanedeHa naeHtTudgmkaums

JokymeHTn, JokasBalum CaMOMMYHOCTTa Ha
YMbIIHOMOLLEHOTO NMLE U MBbHOMOLLHO — NpuU siBABaHe
Ha YMbITHOMOLLIEHO NULIE — NPU NINYHO SIBSIBAHE.
YTBbpAeHO OT [ocTaByMka MOOWMHO MPUIIOXEHME B
MOBUITHO YCTPOMCTBO (3a obnayeH KEM).

MpodecnonanHo KYKEN

,B-Trust Professional Qualified Certificate QES"
MpodecnonanHo KY 3a obnaueH KEIN

.B-Trust Professional Qualified Certificate CQES"

LokymeHTH, Jokasealm caMoSIM4YHOCTTa Ha
MoTpebuTtens, naeHTUYHOCTTa Ha PUANYECKOTO NuLe
1 nNpeacTaBuTenHaTa BnacT Ha [MoTpebutens cnpsimo
IOPUONYECKOTO NMLE — MPU NIMYHO SIBABAHE UMK 4pes
cnocobuTe Ha oTaaneYeHa naeHTMUKaLms
YTBbpAaeHo oT [ocTaByMka MOOWMMHO MpuUnoXxeHue B
MOBUITHO YCTPOMCTBO (3a obnaveH KEM).

MepcoHanHo KYYE
,B-Trust Personal Advanced Certificate AES"

[lokymeHTH, JoKassalim caMonM4yHoCTTa Ha
MoTpebutens - Npy NMMYHO ABSAIBAHE UMK Ypes crnocobuTte
Ha oTaoaneveHa uaeHTUdMKaLms

[lokymeHTH, JoKassalim caMonM4yHoCTTa Ha
YMbIHOMOLLLEHOTO N1LE U MbTHOMOLLHO — MU siBAiBaHe
Ha YMbIHOMOLLEHO Nu1Le

MpodecnonanHo KYYEN
,B-Trust Professional Advanced Certificate AES"

LlokymeHTH, JAoKassalim caMOnM4yHOCTTa Ha
MoTpebutens, NAEHTUYHOCTTA Ha HPUONYECKOTO NuLe
W npeacTaBuTenHaTa BracT Ha lMoTpebutens cnpsMo
HOPUONYECKOTO NULEe — MPU NINYHO ABABaHE UMK 4Ypes
cnocobuTe Ha oTaaneYyeHa MaeHTUdMKaUmS

KYKEMNeuaTt

KYKEleyat Ha topuanyecko nuue ,B-Trust Organization
Qualified Certificate QESeal”

KY 3a O6bnauyeH KEMeuart Ha ropuaunyecko nuue ,B-
Trust Organization Qualified Certificate CQESeal”

JokymeHTH, JoKassaLm CcaMOIMYHOCTTa Ha
MoTpebutens, MOEHTUYHOCTTA Ha PUONYECKOTO NuLe
W npeacTtasuTenHaTa Bract Ha [MoTpebutens cnpsMo
HOPUONYECKOTO NULLE.

KYYENeuart

KYYENeuaT Ha topugudecko nuue ,B-Trust Organization
Qualified Certificate AESeal”

KY 3a O6naueH YEleuaT Ha opuaunyecko nuue ,B-
Trust Organization Qualified Certificate CAESeal”

ﬂ,OKyMeHTI/I, AoKa3Balliun CaMOJTIM4YHOCTTa Ha
|_|0Tpe6l/1TeJ'I$|, WAEHTUYHOCTTa Ha Hpunan4eckoTo nuue
1 npeacrtaBuTerniHaTa BnacT Ha nOTpeGMTeﬂﬂ cnpsamo
ropnan4eckoTo numue.
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KY 3a aBTeHTUYHOCT Ha yebcant JokymeHTn, [oKa3BaLln CaMOSMYHOCTTa Ha
.B-Trust Web authentication Qualified Certificate” MoTtpebutens
JokymeHTn, [okassalim caMoJSIM4HOCTTa Ha

YNBIHOMOLWEHOTO Nnle U NbJTHOMOLWHO — Npu ABABaHe
Ha YNbJIHOMOLLEHO NuLe.

[okymeHTU, Ooka3Baluy NpUHaANexHoCT Ha yebcavita
(aomewHa) Ha MoTpebutens.

3.2.4 OcobeHu aTpubyTn

1.

2.

[locTaBuMKLT MOXE Aa BKHOYBA B M30aBaHOTO yOOCTOBEPEHME 0CcOBeHn aTpmbyTn, CBbp3aHu C
MoTpebutens, ako ygoCTOBEPEHMETO CE N34aBa 3a KOHKPETHA Liefl N0 CboTBETHATa NOSINTUKA.
Tasu nHpopmauusa nognexn Ha nposepka ot PO/MPC.

3.2.5 HenotBbpaeHa uHcpopmauus

1.

2.

3.

HenoTtBbpaeHa wvHdopmaumnsa € Bcsika MHgopMaumsi, u3BbH obOxBaTa Ha npoBepsiBaHaTa
3agbIpkMTENHA MHOpMauus, KoATo cneasa Aa 6bae BKAYEHa B YAOCTOBEPEHUETO.
[ocTaBunKbT MOXe Aa BKIOYBA B M34aBaHOTO YAOCTOBEPEHME N HEMOTBbpAEHa NHopMmauus
3a TuTynaps, KoATo He noanexu Ha npoeepka ot PO/MPC.

[ocTaBYMKBLT HE HOCK HMKAKBa OTFOBOPHOCT 3a BKOYeHaTa B Y4OCTOBEPEHMETO HEMOTBbPAEHA
nHdopmaums.

3.3 MAeHTI/I(bVIKaLIMH n yctraHoBssiBaHe Ha MOEHTUYHOCT npun nogHoBsABaHe

1.

10.

[octaBunkbT Moxe ga nogHosu BanuaHo KYKEI unn KYKElevaT, koeTo He e npekpaTteHo B

CpoOKa My Ha BalnMaHOCT, MO ABa Ha4MHa:

e KaTo 3anasu reHepupaHaTta ABOMKa Ko4oBe 3a TEKYLLOTO YAOCTOBEPEHME, HE noBeYe oT 3
(Tpwn) roamHun (Renew);

e KaTO reHepupa HoBa [BOMKa KM4YoBe — NogMsaHa Ha ABonka kritoyose (Re-key).

[locTaBunKbT He gonycka M3Mori3BaHe Ha ABOVKA KIoYoBE 3a nepuog, no-ronsMm ot 3 (Tpwu)

roAviHu.

MogHoesiaHe Ha KYYEMN wn KYYEMNeuat He ce ponycka. o wuckaHe Ha [lotpebutens,

HoctaBunkbT wnsgasa HoBo KYYEN wunn KYYEleyaT kato wu3nbiHsBa MbpBOHaA4YanHa

naeHTndmKauns n yCctaHoBsiBaHe Ha CaMONMYHOCTTa My.

YaocTtoBepeHue ce NOAHOBSBA 3a CbllaTa ABONKa aCUMETPUYHK KrtovoBe (Renew) Ha TeKyLwoTo

KY, ako vHopMauusta B yOOCTOBEPEHMETO, KOETO ce MOAHOBSBA, € WAEHTUYHa C Ta3u B

Tekywoto. Camo nepuogbT Ha BanvMaHOCT B MOAHOBEHOTO yOOCTOBEPEHME € pa3fiMyeH OT TO3U B

TEKyLLOTO.

[ocTtaBunkbT gonycka nogHossiBaHe Ha KY, kaTo 3anasBa TekyLlata aBonka kntodose (Renew),

HO He MoBeYe OT TPY roAMHM 1 NPenopbYBa Tasu NpakTuka Aa ce orpaHnyvaBa C Liefn ga ce Hamarnm

pucKka OT KOMMPOMETMPAHE Ha YaCTHUSA KN,

[ocTtaBunkbT We nogHosm Tekywo KY ¢ Hosa aeonika kntovoBe (Re-key), camo ako MNoTtpebutens

3asiBM MCKaHe 3a TOBa M [OeKknapupa, Y€ HAMa HacTbhuin NPOMEHM B YOOCTOBEpeHaTta

WHopMaums B TeKywoTO YyaocToBepeHune. [1ogHOBEHOTO yOOCTOBEPEHWE MMa pasfnuyeH

nybnnyeH Knto4v, HOB Nepuog Ha BanuMOHOCT M HOB CEpPUMEH HOMEpP, KaTo yaocToBepeHaTa

NMHpopmaums ce 3anassa

Cnep nogHoBsiBaHE TEKYLLOTO YAOCTOBEPEHME HE Ce NpeKpaTsaBa U OCTaBa BanuaHoO B CPOKa My

Ha BanMaHOCT.

3a ngeHTUMKaums, yCTaHOBsIBAaHE HA WOEHTUYHOCT M caMoNiM4YHOCT Ha [loTpebutensa Ha

yOOCTOBEPEHNE, KOETO Ce NOAHOBSABA, HE Ce U3NCKBA TAXHOTO NMYHO npucbeTBue B PO/MPC Ha

JocTaBuuka.

Mpu HacTbNUNKN NpomMeHn B MHopmaumsTa 3a MNoTpebutens Ha KY, TekywoTo ygocToBepeHme

He ce nogHoBsBa. [JocTaBUMKbT n3gasa Hoeo KY, kaTo cneasa nbpBoHavanHa naeHtundukaums

N yCTaHOBsIBAHE HA CaMONMYHOCTTa My U NpekpaTsiBa He3abaBHO TEKYLLOTO YAOCTOBEPEHNE.

MogHoBsiBaHe Ha ygoctoBepeHue Ha YO Ha [octaBumka ,BOPUKA” ALl He ce gonycka. lNpwu

BCUYKM OOCTOATENCTBA, KOUTO Hanarat nogMsHa Ha yAOCTOBEPEHNETO, BUHArN ce u3gaBsa HOBO
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yooctoBepeHue Ha YO.

11. ,D,OCTaBLIVIK'bT c1>6mop,aBa cneaHuTe BpemMeBu orpaHndYeHmnAa M M3NCKBaHuA 3a I/I,El,eHTI/l(*)VIKaLI,I/IFI

npu nogHossaBaHe Ha KY:

BpemeBu nHtepsan MogHoBsAABaHe U3uckBaHe
[o 30 gHu npegmn nstn4aHe cpoka |- Ype3 Renew 1. da Hama npomaHa B ,DN" Ha ygocToBepeHneTo
Ha BanuOHOCT Ha yaocToBepeHue, |- upe3 Re-key 2. YpocToBepeHueTo aa e 6uno nsgageHo Ha QSCD
KOEeTO He e npekpaTeHo 1 KoeTo 3. 3aaBkaTa 3a NnogHoBsiIBaHe MOXxe Aa 6bae ussbpLueHa
HAMa NpomsiHa B yaocToBepeHaTa B oTganevyeHo
Hero nHpopmaums
[o 30 gHu cnep uatnyaHe cpoka Ha |- Ype3 Renew 1. da Hama npomsaHa B ,DN" Ha ygocToBepeHneTo
BanuaHOCT Ha yooCToBepeHue, - ype3 Re-key 2. YpocToBepeHMeTo aa e 6uno nsgageHo Ha QSCD
KOETO He € NpeKpaTeHo N KOeTo 3. BasiBkaTa 3a nogHoBsiBaHe ce nogasa Ha mscto (PO/MPC)
HAMa NpomsiHa B yaocToBepeHaTa B unu 4ypes cnocobuTe Ha oTganeyeHa naeHTudmkaums.
Hero nHgpopmaums
Moeue o1 30 gHU cnep cpoka Ha He ce nogHoBsiBa
BaNMAHOCT Ha yOOCTOBEpEHME

3.4 WpeHTuUdMKauua n aBTeHTUUKaLUA NpU cnupaHe

1.

2.

3.

[ocTtaBunkbT € anbXxeH, ypes PO/MPC, na cnpe AencTtBMeTo Ha BanugHoO yaoCTOBEpPEeHue npwu
NOCTBLMNUNO NCKAHE 3a CnupaHe, Ho He 3a noeeYe oT 48 yaca.

HocTtaBunkbT, Ype3d PO/MPC, He napbpuiBa ngeHtudmkaums n aBTeHTudurkaumsa Ha 3asBuTens un
cnmpa He3abaBHO AENCTBUETO HA yOOCTOBEPEHME.

HocTtaBunkbT, 4pe3s PO/MPC, Bb3oOHOBSIBA [OENCTBMETO Ha CNpsAHO YAOCTOBEPEHME B
CbOTBETCTBME C Yn. 26, an. 6 Ha 3E[IEYY.

3.5 UpeHTUdUMKauua n aBTeHTUDUKALUA NPU NpeKpaTsaBaHe

1.

2.

3.

4.

JocTtaBunkbT, upes PO/MPC, npekpaTsiBa [OEeWCTBMETO Ha BanuMgHO YAOOCTOBEPEHWE NpwU
NOCTBMNUNO UCKaHe 3a NpekpaTsiBaHe B CbOTBETCTBME C yn. 27 Ha SEAEYY.

HoctaBunkbT, Yped PO/MPC He3abaBHO cnivpa OeNCTBMETO Ha yAOCTOBEPEHWETO U U3BbPLUBA
nocnegpalla nageHtndnkaums n aBTeHTudmnKaumnsa Ha 3assutens.

HoctaBunkbT, ype3 PO/MPC, cnegea Aa v3BbplwM naeHTMdMKaunaTa MU aBTEHTUMKAUNA Ha
3asButens B paMKuTe Ha JONYCTMMMUS CPOK 3a CrMpaHe Ha OeNCTBMETO Ha yAOCTOBEPEHUETO,
KONTO € 24 vyaca.

HocTtaBunkbT, Ypes PO/MPC, npekpaTtsiBa 4eACTBMETO Ha YOOCTOBEPEHUE caMo crieq ycrnellHa
naeHTMdmkauma 1 asTeHTUdUKaUmna Ha 3aaBuTens U yTOYHEHa npuynHa 3a npekpaTasaHe. B
NPOTMBEH CNny4Yan yagoCcTOBEPEHNETO Ce Bb30OHOBSABA.

3.6 WpeHTudbmkauusa n aBTreHTUMKaALUA cnen npekpaTsiBaHe

1.

2.
3.

He ce ponycka nogHoBsiBaHe Ha ygoctoBepeHue uype3 ,Renew" wunum ,Re-key“ cneq
npekpaTsiBaHETO My.

MoTpebuten Ha NpeKkpaTeHO yaOCTOBEPEHNE MOXE Aa 3asiBU n3gaBaHe Ha HOBO yOOCTOBEPEHME.
HocTtaBunkbT, ypes PO/MPC usnbnHaBa nbpBOHaYanHa uvaeHtudukaums, ycTaHoBABaHE Ha
NMOEHTMYHOCT Ha lNoTpebutens, ako Ton 3asBM HOBO YAOCTOBEPEHME.
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4 ONEPATUBHU UBNCKBAHUA U NMPOLIEQAYPU

1.

HoctaBunkbT, Ype3 PO/MPC, B pamkuTe Ha ckntodeH [orosop 3a KYY, npegoctaesa crnegHute
onepauunoHHn npoueaypu 3a KYY, npunoxmmm kbm KY:

e perucTpauus Ha UCkaHe 3a U3gaBaHe;

0bpaboTka Ha nckaHe 3a u3gaBaHe;

nsgaBaHe;

npeaaBaHe Ha U3gafeHo;

ynoTpeba Ha ABowikaTta kntoyose un KY;

nogHoesiBaHe 4pe3 “Renew’;

nogHoesiBaHe ype3 “Re-key”;

crnmpaHe/Bb300HOBSABAHE;

npekpaTsaBaHe;

e cTaTyc Ha KY.

HocTtaBunksT, Ype3 PO/MPC, gonycka NoTpebuten ga npekpatu [JoroBopa 3a yaoCTOBEPUTENHN
yCrnyru Mexay Tax.

4.1 WckaHe 3a nsgaBaHe Ha yaocTtoBepeHue

1.

2.

N3paBaHeTO Ha yOOCTOBEpPEHME Ce Mnpeaxoxga OT perucTpypaHe Ha MckaHe OT cTpaHa Ha
3assutens npeg PO/MPC Ha [ocTtaBuuka.

WckaHe 3a nsagaBaHe Ha yaoCTOBEPEHNE MOXe Aa HanpaBu Nn4yHo ot [NoTpebuTten npu sBsiBaHe B
odMC NN OT YMbITHOMOLLIEHO NULE, NPU JIMYHO SBSIBaHEe, UM 4pe3 cnocobuTte Ha oTganevyeHa
naeHTudurkaums.

MckaHeTo 3a 3asBsiBaHe Ha KY 3a obnaveH KEI n KY 3a obnayeH KEleyaT ce npeaxoxna ot
WHCTanMpaHe 1 UHUUManuM3npaHe/akTupnpaHe Ha MOOWMHOTO npunoxeHue 3a obnadeH KEIM B
MOOunNHoTo ycTponcTeo Ha 3aseutens/lNotpebutens.

. 3asgsutenar perncTtpupa UckaHe 3a m3gaBaHe Ha yaoCToBepeHune B OHNanH peXnm mnnm 4pes

onepatop B PO/MPC Ha [JocTtaB4uka.

Onepatop Ha PO/MPC, kaTto oTopuanpaH npencraBviten Ha [ocTaB4yMka, MOXe Aa U3MbilHsBa
pona Ha 3asiBuTen, kaTo PerncTpypa OHMaWH WCKaHe 3a u3gaBaHe Ha YAOCTOBEpeHune B
npuckcTBueTo Ha MNoTpebutens.

4.1.1 Tlpouec Ha 3asBsiIBaHe

1.

MckaHeTo 3a nsgaBaHe BKIOYBa Uanarta nsamckyema nHdgopmauusa no 3EAEYY 3a NoTtpebutens
“ TMNa Ha yaoCTOBEPEHNETO, KOETO ce 3asaBsBa. MIckaHeTO MOXe Aa BKIHYBA U AONBIHUTENHA,
HernpoBepsieMa UHopMaLms, YacT OT KOATO Ce YAOCTOBepsBa, a Apyra 4acT yrnecHsaBa KOHTakTa
Ha [JocTaBuuka C nmueTo.

MpouecbT Ha 3asBABaHE NPeaoCcTaBd Bb3MOXHOCT Ha onepatop Ha PO/MPC wnu Ha NMoTtpebuten
a reHepuvpa gBonkaTta KpuntorpaddCku Ko4oBe U Aa BKNHOYM NyOnnyHms Koy B MHopmaumnata
3a u3gaBaHe Ha y4oCTOBEPEHMETO.

[Bownkata kpuntorpadcku kniodose 3a nsgasaHe Ha KYKEI u KYKElNeuat 3agbrmkutenHo ce
reHepupa B B-Trust QSCD, oTroBapsLL0 Ha N3MCKBaHMATa 3@ HUBO HA CUTYPHOCT 3a Cb3gaBaHe
nognuca/neyara.

[Borkata kpuntorpadckv knoyoBe 3a udgaBaHe Ha KY 3a obnauveH KEIM u KY 3a obnaveH
KEMeyvat 3agbmkuTenHo ce reHepupa npu foctaBumka B HSM-a B8 RQSCD Ha nnatdopmara 3a
obnaueH KEI.

[Borkata kpuntorpadpckm kniodoBe 3a msgasaHe Ha KYYEN un KYYElewat ce reHepupa
codpTyepHo ype3 yTBbpaeH oT [JoctaBumka codptyep (Crypto Service Provider/CSP), otroBapsy
Ha W3NCKBaHUATA 3@ [JOMNYCTUMOTO HUBO Ha CUTYPHOCT/OCUTYPEHOCT 3a Cb3gaBaHe
YCbBbPLUEHCTBAH nognuc/neyar.

EnekTpoHHUAT dhopmaTt Ha UCKaHEeTOo 3a n3gaBaHe Ha yAoCToBepeHune ¢ nHopmauuara, KosaTo
LLle Ce BKITOYN B yOOCTOBEPEHUETO € CTPYKTYpa, NognmMcaHa C YacTHUSA KIoY OT reHepupaHaTta
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9.

[JBOMKa KIto4oBe.

B cnyvaute, korato e Heobxogumo, PO/MPC npepoctaBs Ha [loTpebutens wunu Ha
YMbSTHOMOLLIEHO OT HEro nvue B 3alMTeH Bua MHpopmaums/koa 3a A0CTbN A0 YaCTHUS KoY.
Ako 3aasuTtenar He nputexaa QSCD, koraTto npeacTtass UckaHe 3a u3gasaHe Ha KY Ha PO/MPC
Ha [JocTaBuymka, TOM camMO BbBexaa MHopmauusaTta 3a maeHtuduumpaHe Ha loTpebutens,
KakTo U Aapyra gonbhHuTenHa TakaBa, 6e3 ga reHepupa kpuntorpadcka ABOWKa KNovoBe 3a
nckaHoTo ygocTtoBepeHue. Kpuntorpadckata gBonka knto4vose ce reHepupa npu PO/MPC Ha
[ocTtaBuuka.

KomyHukauunte wmexgy [loTpebutenute n 3awmteHn WHTEepHeT cTpaHMuM Ha canTta Ha
[ocTtaBuunka ce 6asupat Ha HTTPS npoTokon.

10. OpobpeHuTe 3asiBKM 3a nsgasaHe u ynpaeneHue Ha KY ca nognucanm ot [loctaB4uka.

4.2 [poueaypa Ha usgaBaHe

4.2.1 ®yHKUuM no naeHTUduUKauma n aBTeHTudUKaums

1.

2.

PO/MPC wusBbpwBa unaeHTudukauna u asTeHTUdUKauua Ha 3assutena Ha WCKaHeTo 3a

nsgaBaHe Ha ygoctoBepeHue - [NotpebuTten unm ynbnHOMOLLEHO OT HEro nuue.

Cneg nbpBOHavyanHa uvaeHTUUKaUMA W cnopen YTBbpPAEHUM BbTPElWHM npoueaypu Ha

HocTtaBunka, Ha 6Gas3a NOCTLNUNO UCKaHE 3a u3gaBaHe Ha YyO4OCTOBEPEHME U NpeacTaBeHU

nokymeHTn, PO/MPC npoBepsiBa 1 noTBbpxgasa npeq Joctasuumka:

e camonu4yHocTTa Ha NoTpebutens N ynbaHOMOLLEHOTO NULE;

e rpeactaBuTenHata BMAacT Ha (PM3MYECKOTO CMpsSIMO  HOPUOUYECKOTO fuue U Ha
YMbIHOMOLLEHOTO JIMLE;

e [poBepsiBa yMbSIHOMOLLABaHETO;

e ObpPKaHETO Ha YaCTHMSA KIoY, CbOTBETCTBALLY Ha Ny6nnMYHMA Kntod (koraTo ABOMKaTa KNo4oBe
e reHepupaHa npwu lNoTtpebuten);

e (3a obnaveH KEI/KEle4yart) ycnewHo wHULManNuavpaHe/akTuBupaHe Ha MOOMIHOTO
npuroXxeHne B MOOMMAHOTO YCTPOMCTBO W perucTpypaHe (T.e., acouuupaHeTo My C
noTpebuTenckusa akayHT, Ypes ckaHupaHe Ha nanpateH QR-koa) ot [loctaBuuika ;

e (3a obnaveH KEI/KEle4aTt) npuHagnexHocTt/npuTexaHne Ha MOOMITHOTO YCTPOWCTBO C
MobunHoTOo npunoxeHne 3a obnadeH KEI ot 3aasutens/MNotpebuten upes TOTP-
MexaHn3bM/CXema;

e [JONMbJIHUTENHA WH(OpPMaLMs, 3asBeHa 3a BKMOYBAHE B YAOCTOBEPEHUETO, KaKTO U
AonycTuma HenoTBbpAeHa Takaga;

e rnognuceaHe Ha [1oroBop 3a yAOCTOBEPUTENHM YCNYrn 1 Cbrnacue ¢ yCnoBmsaTa B HACTOALWMSA
OOKYMEHT.

AKo pgBonkata knwo4voBe e reHepupaHa npu [NoTtpebutens, PO/MPC cnegea ga npoBepu

npegocTaBeHaTa enekTpoHHa 3asdBKa M M3UCKBaHMATA 3@ HUMBOTO Ha CUTYPHOCT Ha ABOWKaTta

KnHo4yoBe.

4.2.2 WpeHTpUKauma n aBTeHTUKaALUA C aCUCTEHT

1.

Korato 3aasutenat/[oTpebutenst e rpamoTeH, HO € HAM, FIyX UMW FyXOHAM, ryxXuaT Tpabea
caM Ja npoyeTe rnacHo OOKYMEHTUTe, KOMTO MOAMMCBa, M Aa obsiBU fanu € CblfaceH CbC
CbObPXAHNETO MM, @ HEMUST UMK FNyXOHEMUAT TpsibBa crnep npouYnTaHe Ha AOKYMeHTa Aa
Hanvwe cobCTBEHOPBYHO B HErO, Y€ ro € NPOoYen 1 Ye € CbrnaceH CbC CbabpPXKAHNETO MY.
Korato 3asasutenat/lotpebutenart e HerpamoTeH, CbLUMAT cneasa ga ocurypu rpaMmoTHO nvue
(TbNKOBHUK), KOETO ga My npefafde CbAbpPXaHMETO Ha nognexawmte Ha nognuceaHe
AOKyMeHTW. NoannceaHeTo Ha LOKYMEHTU OT HErpamoTHO fMLe Ce M3BbpPLUBA Ype3 nonaraHe Ha
NpbCTOB OTNEeYaTbK OT AecHuA My naneu. B cnyyan, 4ye nonaraHe Ha NPbCTOB OTNEYaTbK OT
AECHUA NaneLw e HeBb3MOXHO, B IOKYMeHTa ce oTbenassa npuymMHaTa 3a ToBa, KakTo U C KOv apyr
NPBLCT € CNOXEH OTNeYaTbKbT.

Korato 3asButenat/loTpebutensat e cnan, cblWMAT cnegBa ga OCUrypyu [Bama rpaMOTHU
CBUAETENM, KOMTO Aa ro 3ano3HasT CbC CbAbPXKAHMETO Ha JOKYMEHTUTE, KOUTO MOANUCBA, M Aa
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npunoanuwiaTt CbLmMTe.

4. PO/MPC ycTaHoBsiBa CaMONMYHOCTTa Ha TbMKOBHMKA M cBUAeTenuTe no pefa Ha 1. 3.2.3. OT
HaCTOALWMSA JOKYMEHT. [JaHHMTE 3@ CaMONMYHOCTTa Ha ThIIKOBHUKA W CBMAETENUTE ce 3anuceBar
B JOKYMEHTUTE, B NOANUCBAHETO Ha KOUTO CbLUUTE ydYacTBar.

4.2.3 MNoTBbpKAaBaHe UM OTXBbPJIAHE HA UCKaHe 3a u3faBaHe

1. Cnep ycnewHo HanpaBeHUTE NPOBEPKWM M 3annawiaHe oT cTpaHa Ha 3assutens/[oTpebuTen,
oTopuaupaH onepatop Ha PO/MPC ytebpxgasa npea [ocTaBymka MCKAHETO 3a M3gaBaHe Ha
yOOCTOBEpPEHHUE.

2. PO/MPC oTxBbpns MCKaHETO 3a u3fgaBaHe Ha YOOCTOBEPEHWME, ako YTBbpXAaBaHETO e
HeyCnewHo WM He e M3NbfHEeHO 3annawiaHe B 5-AHeBEeH CPOK OT 3asBEeHOTO WCKaHe 3a
nsgaBaHe.

3. PO/MPC HesabaBHO yBegomsiBa 3asaBuUTensi U NoCoYBa NPUYNHUTE 3a OTXBBLPIISHE.

4. 3asBuTEn C OTXBLPMEHO UCKaHe 3a M3gaBaHe Ha y4OCTOBEPEHME MOXEe OTHOBO Aa Hanpasu
nckaHe, crnepf Kato e OTCTPaHuI NOCOYEHUTE NPUYNHK 38 OTXBBPIISIHE.

5. PO/MPC HagnexHo CbxpaHsdBa W apxuBupa npencraBeHMTe AOKYMEHTW M NoTBbpAeHaTa
erleKTpoHHa 3asiBKa 3a u3gaBaHe Ha yOoCTOBEpPEHHMe.

6. PO/MPC koHTponupa v yTBbpxgaBa npeq [loctaByMka BEPHOCTTA M TOYHOCTTAa Ha BKIlOYEHaTa
NMHopMaumsa B ygoCTOBEPEHNETO CaMO KbM MOMEHTA Ha U34aBaHeTO My.

7. TNotpebuten Ha KY nma 3agbrkeHneTo He3abaBHO fa uHgopmumpa [JocTtaBymka 3a HaCTLNUN
NpOMeHM B yOOCTOBEpPeHaTa UHpopMaLumsa cneg n3gaBaHeTo My.

4.2.4 Cpok 3a o6paboTka Ha MUCKaHe 3a usgaBaHe Ha yaoCToBepeHue

1. PO/MPC Ha [octaBunka HesabaBHO, B npucbcTBneTo Ha 3agasutens/[loTpebuten wnm
YMbITHOMOLLEHO OT HEro nuue, M3nbiHsaBa BCUYKM (PYHKUMM MO NpOBEpKa, Cried Kato Ton e
npeacTaBvn HeobxooumuTe 3a ToOBa AOKYMEHTM W yTBbpXAaBa npeacTaBeHaTa MHopmaums
Yype3 HanpaBeHOTO UCKaHE 3a 3fgaBaHe Ha yooCTOBEPEHME.

2. YO Ha [octaBuuka nsgasa He3abaBHO yaocToBepeHueTo cnef ytebpxaasaHe ot PO/MPC Ha
eneKkTpoHHaTa 3asiBKa 3a n3gaBaHe.

4.3 WN3paBaHe Ha yaocTtoBepeHue

4.3.1 [OencrtBue Ha YaocToBepsABalWmsa opraH

1. YO Ha [HoctaBuymka enektpoHHO nageHtudmnumpa PO/MPC, yTBbpaUn enekrpoHHaTa 3asiBka 3a
n3gasaHe Ha KY.

2. YO reHepupa 3asgBeHOTO KY cbrnacHo nsbpanus npodwn, NoanMcBa ro ¢ eneKTpoHHMS nognuc
Ha [JocTaBuuka n ro nybnvkyesa He3abaBHo B My6nnyHUA cu perncTsbp.

4.3.2 WUs3BectaBaHe Ha [oTpebutens Ha yaoctoBepeHue oT [locTaBuMKa

1. [octaBunkbT, Ypes Cnyxbata 3a ussectasaHe Ha NoTpebutenn Ha KYY, He3abaBHO n3BecTsaBa
MoTpebutensa Ha nsgageHoTo n NyGrMKyBaHO YAOCTOBEPEHNE.

2. Cnyxb6aTta 3a mnsBectsaBaHe umanpawa o lNotpebutens enekTpoHHO U3BECTUE NO UMENn unu
push-HOTUMKaUNA 4O MOBUITHOTO NpuUoXeHne ¢ nHdbopmauusa 3a mnsgageHoto KY, Herosus
CepueH HoMep 1 nepuoaa My Ha BanvaHOCT, OCBEH B CriydauTe, Korato nuncea uMmenn agpec.

3. [ocTtaBunMkbT [OCTaBA Wu3gageHOTO ypoctoBepeHne Ha [loTpebutens, pecnekTMBHO Ha
YMbIHOMOLLEHOTO OT Hero nuue, Ypes PO/MPC.

4. OtopusupaH onepatop Ha PO/MPC 3anucea KY Ha B-Trust QSCD wnu Ha B-Trust SCT
(PKCS#12 «kpuntodpanmn), B 3aBMCMMOCT OT TOoBa kbae € Owna reHepupaHa [ABonkaTta
KpunTorpadCcku Knto4oBe 3a ToOBa YAOCTOBEPEHMNE, KOraTo TOBa € Bb3MOXHO.

5. [JoctaBuukbT, yped PO/MPC goctaBa uv3gageHoOTO  yooCTOBEpeHue Ha Motpebutens,
PECNEKTUBHO Ha YMbIHOMOLLEHOTO OT HEro nuue.

6. B cnyuas, korato NoTpebuten e reHepupan gBoWKaTa KI4YOBE M YACTHUSA K04 € Ha HeroB
KOMMIOTbP, TOW cneasa Aa AocTtaBu/3apean nagageHoto KY Ha To3u KOMMTbP OT MNOCOYEHMS
agpec (URL) B umenna.
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7.

"eHepupaHeTo Ha 3awwmTeH npeHocum codpTyepeH TokbH (PKCS#12 dhann) e 3agbrmkeHne Ha
MoTpebutena wunuM Ha YNbAIHOMOLWEHO InMUe crej Kato goctaBu um3gagneHoto KY nu
yOoCTOBepeHMaTa Ha [JocTaBumka.

4.4 TpuemaHe 1 Nny6nMKyBaHe Ha yAOCTOBEpPEHMETO

1.

2.

HocTtaBunkbT, ypes onepatmBHua YO nybnvkyBa He3abaBHO W30ageHOTO YAOCTOBEpPEHME B
MyGnnyHusA perncTbp Ha n3gageHuTe yaoCcTOBEPEHUS.

MoTpebutenat moxe ga Bb3pasn npeq [JocTtaBymka, ako n3gageHoTo yooCTOBEPEHME ChabpXka
FPELLKN UK HEMBITHOTK, B 3(TPWU) AHEBEH CPOK OT Ny6nmkyBaHeTo My B [yGnuyHus pernctop. Te
ce oTcTpaHsiBaT He3abaBHO OT [JocTaBuMKa 4Ype3 u3gaBaHe Ha HOBO ypocTtoBepeHue 6e3
3annallaHe Ha Bb3HarpaxneHue, OCBEH ako ce AbikKaT Ha NpedoCcTaBsAHE Ha HEBEPHU AaHHM.
Mpn nunca Ha Bb3paxeHne OT cTpaHa Ha [NMoTpedbuTensa B NOCOYEHMS NO-TOPe CPOK Ce CMATa, Ye
CbAbPXaHNETO Ha yOOCTOBEPEHMETO € NPUeTO.

4.5 Ynotpeba Ha AoBOMKaTa KNnO4YOBe U Ha YAOCTOBEPEHUETOo

45.1 Ot loTpebutens

1.

2.

YacTHMAT KMoy, CbOTBETCTBALY, Ha YAOCTOBEpPeHUs NybnuyeH Ky e nof KOHTporia caMo Ha

Motpebutensa. OTroBOpHOCTTA 3a M3NON3BAHETO HA YaCTHUSA KoY e Ha [NoTpebutens.

MNMoTpebuten ynoTpebsBa yOOCTOBEPEHMETO M CbOTBETCTBALLATa [BOMKAa KI4YOBE Ha

yAOCTOBEPEHNETO, KaKTo crieasa:

e B CbOTBETCTBME C O3HaYeHaTa B yaocTtoBepeHuneTo Nonutuka "Certificate Policy" n cbrnacHo
atpubyturte ,keyUsage" n ,extendedKeyUsage";

e 32 nonaraHe Ha EeNeKTPOHeH MOoAMWUC WM EeNeKTPOHEH neyaT B paMKMTe Ha cpoka Ha
BanuaHOCT Ha yOOCTOBEPEHUETO;

e MpoBepKa Ha NOMOXEH eNeKTPOHEH NOANUC UMW eNEeKTPOHEH nevyar;

e 10 MOMEHTA Ha nNpekpaTsBaHe Ha Y4OCTOBEPEHMNETO;

e KOraTo YyAOCTOBEPEHMWETO € CMpsSHO, He W3Mon3Ba 4YacTHMSA KIY 3a Cb3gaBaHe Ha
€NeKTPOHEH NOANNC UMW Ha eNeKTPOHEH nevyar;

e cbMmacHo [loroBopa 3a ygoCTOBEPUTENHW YCryrn mexay Hero v [loctaBuuka.

4.5.2 OT poBepsBaLya ce cTpaHa

1.

2.

My6nnyHuaT kntod B KY, cboTBETCTBALL HA AbpXaHnd oT [oTpebuTenst YacTeH KItod, € NyGrnyHO

AOCTBIMEH 3a BCUYKMW.

Bcsaka posepsiBawa ce ctpaHa, BkntountenHo onepatop B PO/MPC cnegea aa nsnonsea KY u

ny6nuyHms kntod Ha MoTtpebuten, kakTo cneaga:

e B CbOTBETCTBME C O3HaYeHaTa B ygoctoBepeHueTo nonutuka "Certificate Policy" n cbrnacHo
atpubytute ,keyUsage" n ,extendedKeyUsage;

e camoO cnepj NpoBepka Ha cTtaTyca Ha y4OCTOBEPEHMETO M NPOBEpPKA Ha YCbBbPLUEHCTBAHUS
eneKkTpoHeH neyaTt Ha [locTaBuuika;

e [10 NpekpaTtsBaHe Ha yOOCTOBEPEHUNETO;

e KOraTto yAOCTOBEPEHMETO € CrpsHO, Ny6nNnuHnAT Koy He TpsbBa ga ce M3nonsea.

4.6 lNopHoBsABaHe Ha yaocToBepeHue

1.

2.

MNMogHoBsiBaHeTO Ha KY 3anasea WHopMauuaTa OT TeKywoTO YAOCTOBEpeHue, Kato B
NOAHOBEHOTO YAOCTOBEPEHMNE CE MPOMEHS Nepuoha Ha BanvaHOCT.

KYVYE, KYYEleuaT u KY 3a obnayen KEMN/KEMeyaT He ce nogHoBsBa. [NoTpebutensaTt moxe aa
3asBuK u3gasaHe Ha Hoo KY 3a noanuc, 3a nedat unm 3a oobnadeH KEMN/KElNeyar.
MogHoBsiBaHeTO Ha KY ce npegxoxga OT perucrpupaHe Ha uckaHe 3a NogHOoBsIBAHE npen
PO/MPC.

MogHoesiBaHe Ha KY, KoeTo He e BMMo npekpaTeHo B Nepuoga My Ha BanuAHOCT, MOXe Ada ce
M3NbHM NO ABa Ha4YMHa:

e 3anasBa Ce reHepvpaHaTa ABOVKa KMo4YoBe 3a TEKYLLOTO yaoctoBepeHme (Renew);
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8.

9.

e TreHepupa ce HoBa ABovika kniodoBe (Re-key), KOSATO nogMeHs TekywaTta npu 3annc Ha
noaHOBEHOTO yaocToBepeHue. MNMogHoBsaBaHeTo ¢ Re-key 6m ooBeno 40 HEBBL3MOXHOCT 3a
AeKpunTMpaHe Ha uWHgopmMaums, KpuntupaHa C NyOnUYHUAT K4 Ha  nNpeguliHusA
cepTudmkar.

NckaHeTo 3a nogHoBsiBaHe Ha y4OCTOBEPEHME Ce peructpupa OHnamH, korato oTtpebutenaT

nma sanmngHo KYKET, koeto Tpsabsa Aa nogHoBw.

Korato ygocTtoBepeHMEeTO € C U3TEKbST CPOK Ha BanuOHOCT M UCKaAHEeTO 3a MOAHOBSIBaHe e

CbIMACHO MOCOYEHUTE BPEMEBU OrPaHUYEHUss M U3NCKBAHUA 3a WAEHTUUKaUMs npwm

nogHossBaHe, MoTpebutensat unu ynbnHOMOLWLEHO OT Hero nuue TpsabBa nMYHO fa nocetu

PO/MPC Ha JocTtaBuuka.

MoTpebuten nnn ynbiaHOMOLLEHO OT HEro nvue MoXe Aa NoAHOBM MHOrokpaTHO csoe KY npwu

cbbntogaBaHe Ha NOCOYEHUTE MO-A0NY YCNOBKSA 3a NOAHOBSABAHE.

[locTaBunKbT He gonycka M3rnoni3BaHe Ha ABOWKAa KI4oBe 3a nepuog, no-ronsMm ot 3 (Tpwu)

FOONHN.

[ocTaBunKbT He npenopbyBa MHOrOKpaTHOTO nogHoBsBaHe Ha KY 4ypes ,Renew" ¢ uen ga ce

Hamanu pucka oT KOMNPOMETMPAHE Ha YaCTHUS KITHO.

10. JocTtaBumkbT Npenopbyea Ha NoTpebutensa ga nogHOBKM CBOe yaocToBepeHue vpes ,Re-key”.

4.6.1 YcnoBus 3a NnogHOBsIBaHe Ha yAoCTOBepeHue

1.

PO/MPC we nogHosu eaHo KY ypes ,Renew" npu cbbniogaBaHe Ha crniegHUTe ycrnoBus:

e yYOOCTOBEPEHMNETO HE € MpeKpaTeHo B Nepmoga My Ha BanuaHocCT;

e [loTpebuten wunuM ynbAHOMOLWLEHO OT HEero nuue Jaeknapupa, 4Ye HaMa npoMsHa B
yaocToBepeHaTa MHopmMauus B TEKYLLLOTO My YOCTOBEPEHUE;

e VCKaHe 3a nogHoBsiBaHe e HanpaseHo Ao 30 AHM Npeau unu cneg M3Tu4aHe Ha nepuoaa Ha
BanMaHOCT Ha YAOCTOBEPEHNETO;

e CTPOro M3nbiHsBa WAEHTUMUKAUMSATA M YCTaHOBSIBA MAEHTUMYHOCTTA Ha 3asButens u
cbbntogaBa NOCOYEHNTE BPEMEBM OrpaHNYeHNs Npu NOAHOBSBAHeE.

PO/MPC we nogHoBu egHo KY ypes ,Re-key" npu cvbniogaBaHe Ha crnegHuTe ycrnoBus:

e yOOCTOBEPEHUETO HE € NpeKpaTeHO B CPOKa My Ha BanuaHOCT;

e [loTpebuten wunuM ynbAaHOMOLLEHO OT HEero nuue Jaeknapupa, 4Ye HaMa npoMsiHa B
yAOCTOBEpPeHaTa NHGOPMaLMs B TEKYLLOTO My YAOCTOBEPEHNE;

e /CKaHe 3a nogHoBsiBaHe e HanpaseHa o 30 AHM npeau unu cneq u3TM4aHe Ha cpoka Ha
BanuMaHOCT Ha YAOCTOBEPEHNETO;

e CTPOro u3nbiiHABa MAeHTUMUKAUMSATA U YCTAaHOBABAHE Ha MAEHTMYHOCTTA Ha 3asaBuTens u
cbbntogaBa NOCOYEHNTE BPEMEBM OrpaHNYeHNs Npu NOAHOBSBAHE;

BbB BCMYKM cnyyaun, korato nma npomsiHa B yaocToBepeHaTta nHdopmaums 3a MNotpebutens Ha

TEKyLOTO YAOCTOBEPEHME, NOCNEAHOTO HEe NOAMEXM Ha NOAHOBABaHe, a [locTaBuMKbT M3gaBsa

HOBO yJOCTOBEPEHME.

4.6.2 Kou moxe aa 3asBU NogHOBSIBaHe Ha yAOCTOBepeHUue

1.

MoTpebuTen unNM YyNbIHOMOLLEHO OT HEro nuue MoXe [Ja 3asiBu NoAHOBsIBaHe Ha
YOCTOBEPEHMETO NpU CbONoAaBaHe Ha BPEeMEBUTE OrpaHUYEHUs, M3UCKBAHMSA U YCNoOBUS 3a
noaHoOBsIBaHe.

4.6.3 lpouenypa no nogHOBsIBaHe Ha yAOCTOBeEpeHUe

1.

2.

MopHoBsiBaHeTOo Ha KY ce npegxoxga OT perncrpupaHe Ha MckaHe 3a MOAHOBABaHe npen
PO/MPC Ha JocTtaBuuka.

VMckaHeTo 3a nogHOBABaHE Ha YAOCTOBEPEHME Ypes eNlekTPoHHa 3asiBka ce yaoctosepsiea ¢ KET.
B cnyyan, 4e ynocToBepeHMETO, KOETO Ce MNOAHOBABA € C M3TeKbS&l CPOK Ha BanuaHoOCT,
MoTpebutenat mnn ymbrHOMOLLEHO OT Hero nuue Tpabsa ga nocetn nuyHo PO/MPC Ha
Hoctaeunka. PO/MPC cTtporo cnefsa msnckBaHusiTa 3a MaeHTuduMKaums u yctaHoBsiBaHe Ha
NMOEHTUYHOCT Ha 3asaBUTENd 1 Ha yCnoBuaTa 3a NOgHOBSBAHE.

Cnep ycnewHa waeHTUdMKaLMA W NpoBepka Ha ycnoBusTa 3a nogHoBsaABaHe, PO/MPC
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6.

noTBbPXKAAaBa NCKAHETO 3a NoAHoBABaHe nped onepatmeHus YO Ha [locTaBumka.

Cnen ycnewHa enektpoHHa aBTeHTUdUKauua Ha PO/MPC 4ypes oTopuaupaHusi onepartop,
onepaTtuBHunda YO nanbiHsaBa NOTBbPAEHOTO NCKAHE 3a MOAHOBSIBAaHE Ha Y4OCTOBEPEHMUETO.
Mpn HeycnewHa wugeHTUdUKAUMA UM NpoBepka Ha ycnoBusTa 3a nogHossiBaHe, PO/MPC
OTXBbpPnsi UCKaHeTO 3a NOAHOBSABaHE Ha yOOCTOBEPEHNETO U He3abaBHO M3BeCTsIBa 3asBUTENS
3a npuynHaTa.

3asaBuTEN C OTXBBLPIIEHO UCKAHE 3a NOGHOBABAHE, MOXe Aa 3asBu nsgasaHe Ha HoBo KY.

4.6.4 WUsBecTsiBaHe Ha MoTpebuTen cnepn nogHoBsiBaHe Ha yAOCTOBepeHue

1.

2.

HocTaBunkbT, upesd Cnyxbata 3a ussectaBaHe Ha [MoTpebutenn Ha yaoCTOBEPUTENHU YCNyru,
He3abaBHO nsBecTdBa [loTpebuTens Ha NOQHOBEHOTO U NyONNKyBaHO yOOCTOBEPEHME.
Cnyxb6aTa 3a u3BecTtaBaHe manpawa go [otpebutensa enekTpoHHO M3BECTME MO UMEWNN Unn
push-HOTUMKaUMA Ha MOBMIHOTO MpUNOXeHne ¢ nHdopmauma 3a nsgageHoto KY, Herosus
CepueH HOMep 1 nepuoga Ha BanuMaHOCT Ha NOAHOBEHOTO yaocTtoBepeHue u agpeca (URL), ot
KOWTO MOXeE Aa AOCTaBU NOOHOBEHOTO yOOCTOBEPEHME.

Korato 3asButensaTt 3a nogHoBsiBaHe Ha yaoctoBepeHue nocewaBa PO/MPC, lMotpebuten
nony4aea NOAHOBEHOTO YAOCTOBEPEHNE OT OTOPM3NPAHMS onepaTop, KOUTO Npu HeobxoaumocT
ro 3anucsa Ha B-Trust QSCD, B KoeTo e reHepupaHa gBovikaTa Kpuntorpadg)ckm Kniovose 3a
yOOCTOBEPEHMETO.

MoaHoBeHo KY 3a obnadeH KEI He ce poctaBs Ha [loTpebutensi, camo ce 3anucea B
noTpebuTenckna  akayHT, CbOTBETCTBAll, Ha  acouuMmMpaHoTo C  Hero  MoOunHO
npunoxeHme/MmobuHo yCTpoOnCTRO.

4.6.5 ly6bnukyBaHe Ha NOAHOBEHO yAOCTOBEpPEHUe

1.

[ocTtaBumkbT, Ypes onepatuBHus YO nybnvkyea He3abaBHO MOAHOBEHOTO YAOCTOBEpPEHVEe B
MyGnuYHMSA perncTup.

4.7 TMopmsiHa Ha ABOMKa KpunTtorpad)CKu Kno4yoBe B yAO0CTOBepeHue

1.

[ocTaBunkbT gonycka noamsiHa Ha kpunTtorpadpcka gsovika knodoBe B KYKEI upes ,Re-key",
camo rnpu cnasBaHe Ha M3UCKBaHUATA M Ha YCNoBusTa 3a NOAHOBSABAHE HAa yAOCTOBEPEHNE MUnun
KaTo usgane HoBO YAOCTOBEPEHME.

4.8 TlpomsiHa B yaocToBepeHue

1.

2.

3.

[ocTaBunkbT gonycka NPOMEHM B CbAbPXXaHMETO Ha MHopMaunsa B n3gageHo m nybnukysaHo
KY camo npu cnasesaHe Ha M3NCKBaHMSATa U Ha YCNOBUSTa 3a U3fgaBaHe Ha HOBO YOOCTOBEPEHME.
[ocTtaBunkbT He gonycka rnpomsaHa B npoduna Ha KY, cneunduumpan B MNonutukata 3a ToBa
yOOCTOBEpPEHHME.

HoctaBunkbT He npegnara ycnyrata "Moaudukaums Ha ypoctoBepeHue" (Certificate
Modification).

4.9 MpekpaTsaaBaHe M cnMpaHe Ha yaoCTOBepeHue

1.

2.

Ha npekpaTtsiBaHe noanexart caMmo BanvaHu yaoCTOBEPEHUS, T.€. yAOCTOBEPEHNS, YANTO CPOK Ha
BanMaHOCT HE € U3TEKbI.

Mpu npekpaTaBaHe Ha yAOCTOBEPEHNETO Ha onepaTtmBHUA YO 3a usgaBaHe v nogabp)KaHe Ha
KY, BencTBmMeTo Ha BCMYKM U3gageHn OT Hero 1 BanuaHu YAOCTOBEPEHWS Ce NpekpaTsBa.

Camo onepatmeHuaT YO, mM3gan yaoCTOBEpPEHME, MOXE Ada Mpekpatu AEeNcTBMETO Ha ToBa
yOOCTOBEpPEHHUE.

AKO nNpekpaTsaBaHeTO € crieacTBMe OT onepaTopcKa rpeLuka unn crnegctene ot KOMNpoMeTMpaHe
Ha onepaTMBEH YacTeH koY Ha [locTaBumnka, 4OBENW A0 NpekpaTsBaHe Ha y4OCTOBEPEHMETO Ha
onepaTtusHuda YO, [locTaBumKbT LWe n3gage 3a CBOsi CMETKa EKBMBANEHTHO YOOCTOBEPEHME.
Ycnyrute no ynpaeneHne Ha npekpaTsaBaHe 1 cnupaHe Ha AEeNCTBUETO Ha YAOCTOBEPEHME Ca Ha
pasnonoXeHne OEHOHOLWHO, 7 AHW B ceamuuarta. 3a CnewHo cnupaHe Ha AEeWCTBMETO Ha
yooctoBepeHune (Hanpumep, nsrybeHo/otkpagHato QSCD ycTpOUCTBO MM MOBUITHO YCTPOMCTBO
¢ MOBUNHO NpunoxeHune) e Heobxoanmo ToBa Aa ce 3aaBu Ha TenedoH: 0700 199 10.
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6.

Mpwn cpuB B cuctemarta, ycnyrute unu apyru akropu, KoMto ca u3sbH KoHTpona Ha YO, OKYY
nonara MakcMmarnHu ycunus, 3a aa rapaHtupa, 4e ycriyrata He nuncea 3a nepuog, no-Abbr ot
MakcMmarHus nepuog ot Bpeme, KonTo B criyvasi e 3 (Tpu) yaca.

BpemeTo B cuctemnte, CBbp3aHM CbC CNMpaHe W MNpekpaTaABaHe Ha YOOCTOBEPEHUsa ce
cuHxpoHuaupa crnpamo UTC noHe BeaHBbX Ha 24 yaca.

4.9.1 YcnoBwus 3a npekpatsiBaHe Ha yaoCcToBepeHue

1.

[ocTaBunkbT Npekpatasa nsgageHo ot Hero KY npu:

e CMBPT UNK NocTaBsHe noA 3anpeweHne Ha lMoTpebuten ¢ npekpaTtsaBaHe Ha OPUANYECKO
nuue Ha lMoTtpebutens;

e rpekpaTtaBaHe Ha NpeacTaBuTeNHaTa BnacT Ha [loTpebuTtens cnpsMo puManYECKOTO nuue,

KOeTo npeacTaBnsiBa;

yCTaHOBSIBaHE Ha HEBEPHW AaHHU NpU U3faBaHe Ha YAOCTOBEPEHUETO;

CTaHana BMnOCMneAcTBME HEBSIPHA yOOCTOBEpPEHa NHpopMaums;

npv NpomMsiHa B YAOCTOBepeHa Beve nHdopmauus Ha Motpebutens;

KOMNpoMeTMpaHe Ha YaCTHUS KIou;

3ary6a Ha B-Trust QSCD unu mobunHo ycTponcTBO C MHULMaNn3npaHo/akTuBnpaHo MobunHo

npunoxexue nnu 3anuyaesaHe (delete) Ha MOBGMNHOTO NpUNoOXeHne B MOBUNHOTO YCTPOWCTBO;

e 3abaBa B 3annallaHeTo Ha AbIDKUMO Bb3HarpaxaeHue;

e VCKaHe 3a npekpaTsaBaHe, crnej Kato ce yBepu B CaMOSIMYHOCTTa M B NpeacTaBuTenHarta
BnacT Ha NoTtpebuTtens.

HocTtaBunkbT npeanpuema He3abaBHO npekpaTsaBaHe Ha AEWCTBMETO Ha m3gageHoTto KY npwu

BCAKO €4HO OT NOCOoYeHUTe no-rope obcTosTencraea.

[ocTaBunKbT NpekpaTaBa n3ganeHnTe oT Hero yaoCTOBEPEHUS, ako NpekpaTn AenHocTTa cu 6e3

Aa s NPexXBbpnvn Ha ApYr 4OCTaBYMK.

[ocTaBunKbT MOXe da crnpe u npekpaTtn ygoctoBepeHne Ha YO oT nHdpacTpykTypaTa, ako ca

Hanuue OCHoBaTENHN CbMHEHMS 3a KOMMPOMETUPAHE Ha YaCTHUSA KoY Ha TO3M OpraH.

4.9.2 lMpoueaypa 3a npeKkpaTsiBaHe Ha yaocToBepeHue

1.

2.

MpekpaTaBaHe OENCTBMETO Ha yOOCTOBEPEHME Ce npeaxoxaa OT perucTpypaHe Ha uckaHe 3a
npekpartsisaHe npeg PO/MPC Ha [JocTtaBuuka.

NckaHeTo 3a npekpaTsiBaHe Ha y4OCTOBEpPEHME MOXe [a Ce perumctpupa eneKkTpoHHO, caMo
korato [loTpebutens mma (gpyro) BanMAHO M OOCTLMNHO 3a Mon3BaHe yaoctoBepeHue. B
NPOTUBEH Criy4aln ce NpaBu UCKaHe Ha MSCTO Npea oTopusnpaH onepatop B MPC.
MpekpaTaBaHETO Ha yAOCTOBEpPEHNE Ype3 UCKaHe MO enekTpoHeH cnocob ce yaoctoBepsiBa C
nonaraHe Ha sanugeH KEM, cboTBeTCTBaLY, HA BanuaHo ygoctosepeHune Ha MNoTtpebutens.
OTtopusumpanuat onepatop B PO/MPC He3abasHo, 6e3 aa ngeHtuduumpa Notpedbutens, cnupa
OEenCcTBMEeTO Ha yOOCTOBEPEHMETO 3a HE noeeye oT 48 vaca.

BbB Bcuykm criyyaum, Motpebutensart unu ynbrnHOMOLLEHO OT Hero nuue Tpsabsa ga nocetn NUYHO
PO/MPC Ha [ocTtaBuvMka 3a nocnejBallia npoBepka Ha WOEHTUYHOCTTA, PECMNEKTUBHO
CaMOfMYyHoOCTTa My.

PO/MPC cTporo cnegsa usnckBaHuATa 3a MAeHTUMUKALUUA U YyCTaHOBABAHE Ha WOEHTUYHOCT,
pecnekTUBHO CaMONNYHOCT Ha MoTpebutensa n NnpuynHUTE 3a NpekpaTsiBaHe.

Cnen ycnewHa enektpoHHa aBTeHTudukauua Ha PO/MPC 4ypes oTopuaupaHus onepartop,
onepatmBHus YO n3anbrHaBa NOoTBbpAeHaTa 3asiBKa 3a NpekpaTsaBaHe Ha yaOCTOBEPEHMETO.
Mpn HeycnewHa uaeHTUUKaAUMA W NpoBepka Ha ycnosuaTa 3a npekpatasaHe, PO/MPC
OTXBbLPMS MCKAHETO 3a npekpaTdBaHe Ha YAOCTOBEpPEHMEeTO U He3abaBHO W3BeCTHABaA
MoTpebutens 3a npuynHUTE 3a TOBA.

MoTpebuten, c OTXBbPMEHO NCKaHe 3a NpekpaTsiBaHe Ha yAOCTOBEPEHNE, MOXe Aa nofaae HOBO
NCKaHe 3a MpekpaTsBaHe Ha yOOCTOBEPEHWETO, Chnef KaTto OTCTPaHU MOCOYEHUTE MPUYUHKU 33
oTKasa.

10. Cnep npekpaTtaBaHe Ha ygocTtoBepeHmeTo, [JocTaBuMKbT, Ypes cBod onepatuBeH YO, He3abaBHO
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ny6nukyBa npekpateHoTo yaoctoBepeHue B CRL, kaTo n3gasa HOB CMIUCHK.

11. Cnepn npekpaTtsiBaHe Ha ygocToBepeHueTto, [locTtaBumkbT, vpe3 Cnyxbarta 3a u3BecTsiBaHe
He3abaBHO yBegomsiBa [loTpebutens upes e-menn wunu push-Hotudumkaumsa Ha MOOMAHOTO
YCTPOMCTBO/MOBMITHOTO NPUIOXEHNE HA MPEKPaTEHOTO YAOCTOBEPEHME.

12. MNpekpaTeHo ypocTtoBepeHve Ha [loTpebuten He noanexm Ha Bb30OHOBSIBaHE WM Ha
NOA4HOBSIBAHE.

13. locTbn 0O MCKaAHETO 3a MpekpaTsBaHe W OTYETUTE OT U3MbJIHEHMETO Ha MpekpaTsiBaHe Ha
yOOCTOBEPEHNE nmaT OTOpU3npaHmn nuua oT nepcoHana Ha [loctaByuka.

4.9.3 [patuceH nepuop npeau npekpaTtaBaHe Ha yaocToBepeHune

1. lMpean pa npekpatn genctemeto Ha eanugHo KY, [octaBumkbT 4vpes ceos PO/MPC cnupa
OENCTBMETO Ha YOOCTOBEPEHNETO 3a He NoBeYye OT 24 vyaca.

2. B pamkute Ha TO3M rpaTtuceH nepuog, JoctaBumkbT, Ypes ceoss PO/MPC, Tpsabea aa nssbpLun
BCUYKM MPOBEPKM 3a yCTAHOBSBaAHE Ha MAEHTMYHOCTTA Ha [MoTpebuTtena n Ha npuynMHUTE 3a
npekpaTaBaHe.

3. lpn HeycnewHa npoBepka WM crnej u3TMYaHe Ha rpaTtucHus nepuog, [ocTaBuMKbLT
Bb30OHOBABA AENCTBMETO Ha YAOCTOBEPEHNETO.

4. [ocTtaBuMKbT Bb30OHOBSIBA [AEWCTBMETO Ha YOOCTOBEPEHMETO MO W3PUYHO WCKaHe Ha
MoTpebutensa nnm ynbAHOMOLLEHO OT HEro nvue npean aa natede rpaTUcHUS nepuoa.

4.9.4 Bpeme, 3a KoeTo YpOocToBepsiBal, opraH TpsibBa Oa M3NbLISIHU MUCKaHe 3a
npekpaTsABaHe

1. [ocTtaBuMKkbT TpsibBa Aa M3MbIHM UCKaHe 3a MpekpaTsiBaHe Ha yAOCTOBEpeHue 3a nepuog oT
BpeMe, He MOo-TofiiM OT MOCOYEHUs rpaTUCeH Nepuoa M caMo cried YCrnewHo 3aBbplieHa
npoBepKa Ha yCcrnoBusiTa U Ha NPUYNHUTE 3a NpekpaTsiBaHe.

4.9.5 U3uckBaHMA KbM [loBepsiBallM ce CTpaHW 3a MNpoBepkKa Ha npekpaTeHo
yAocToBepeHue

1. Bcska [oBepsBawa ce cTpaHa npvema u3gageHo ot [octaBumka KY camo cnep ycnelwHa
npoBepKa Ha cTaTyca Ha yaocToBepeHmeTo Ypes aktyanHua CRL unun ypes npoBepka Ha TekyLmns
cTaTyC Ha yaocToBepeHneTo B peanHo Bpeme ype3 OCSP cbpBbpa Ha [JocTaBumka.

2. [ocTaBYMKBbT HE HOCWM OTFOBOPHOCT 3@ HacTbMUIN BPEAW U MOCNeACTBUS OT HEM3MbITHEHME HA
NMOCOYEHUTE N3NCKBAHWS.

4.9.6 YecrtoTa Ha NnyOonMKyBaHe Ha akTyaneH CnucbK Ha NpeKpaTeHn ya0CTOBEPEHUA

1. [ocTtaB4ukbT, Ypes cBos onepatmeeH YO, nybnukysa He3abaBHO HOB akTyaneH CRL, Bcekn nbT
KoraTo ce npekpaTtu AenUcTBMeTo Ha BanngHo KY, nagageHo ot TO3u opraH.

2. [JocTtaBuukbT, Ypes cBos onepatmeeH YO, nyGnvkyBa nepnoguydHo aktyaneH HoB CRL cbe cpok
Ha BanugHocT 1 mecel,

3. CpokbT Ha BanMaHOCT 1 MeceL, Baxu 3a BCeku nybnukysBaH HoB akTyaneH CRL Ha onepaTtnBHUS
YO.

4.9.7 NMy6bnukyBaHe Ha akTyarneH CnuchbK Ha NnpeKkpaTeHu yaoCTOBEepeHUs

1. [JoctaBuuKkbT cCBOeBpeMeHHO nybnukyBa aktyaneH CRL cnepn asTtomMaTudeH 3anuc Ha
npeKkpaTeHo UNn CNpsiHO YAOCTOBEPEHME.

2. [y6nukysaHeTo Ha akTyanHus CRL e aBToMaTunyHO.

4.9.8 BBb3MOXHOCT 3a NpoBepKa Ha CTaTyC Ha yAOCTOBepeHWe B peasriHo Bpeme

1. [ocTtaBunKbT NpedocTaBsa oHNanH npoeepka B peanHo speme no OCSP npoTokon Ha ctatyca Ha
n3pgagenute KY.

4.9.9 WU3sncksaHuA 3a nonsBaHe Ha OCSP

1. Tlposepka Ha ctatyc Ha KY B peanHo Bpeme (no OCSP npoTokon) nsmckea ga ce u3nonssa
HeobxoaumaTa TEeXHMKa W TEXHOSMOrMu, Kakto M oHnamH goctbn npe3 WHTepHeT go OCSP
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cbpBbpa Ha [JocTaBuuka.
2. Tlpoepka Ha ctaTyc Ha KY B peanHo Bpeme (no OCSP npoTokomn) Moxe Aa ce U3MbiHW 1 rnpes
MHTepHeT cTpaHuuaTa Ha [locTaBumka.

4.9.10 CbrnacyBaHe Ha MH(popmauusaTa B CNUCHLK Ha NpeKpaTeHU YyOOCTOBEpPEeHUNA U
OCSP

1. TbnkaTto [JocTaBYMKbT Nogobpxa ABa METOAA 3a NPOBEPKa Ha cTaTyc Ha ygoctoBepeHne (OCSP
n CRL) cbiecTByBaT npoueaypu 3a nogabpykaHe Ha €4HaKBOCT Ha MHdopMaumsiTa 3a cTaTyc.
2. WHdpopmauus 3a ctaTtyca Ha yoocToBepeHue ce aktyanuaupa Han-Hanpeg no OCSP, cneg koeTto
Ce CUHXpOHM3Mpa W cboTBeTHMA CnMCbK Ha npekpaTeHn ypocTtoBepeHus. Pasnukata B
NMHopMaumaTa 3a cTaTyca Ha ygoCTOBepeHMe uma nepuo Ha yeaHakesiBaHe B 3aBUCUMOCT OT
YpocTtoBepsiBalLms opraH, nsgaeall CboTBeTHUSE CNNCHK Ha NPeKpaTeHN yaoCTOBEPEHUS, KaKTO
cnepnga:
e 3a B-Trust Root Qualified CA n B-Trust Root Advanced CA — nepuoa Ao 2 4aca;
e 3a B-Trust Operational Qualified CA n B-Trust Operational Advanced CA — nepwoa go 2
MUHYTW.

4.9.11 YcnoBusa 3a cnupaHe Ha yaoCToOBepeHue

1. [octaBuukbT, Ype3 cBos onepatmeeH YO, cnupa aencrtemeto Ha BanngHo KY npu onpeaenexu
YCNoBKs 1 3a CPoK Ao 24 vaca.

2. [JocTtaBumnkbT npeanpruemMa He3abaBHM OENCTBUSA MO NCKAHETO 3a CNMpaHe Ha yooOCTOBEPEHME.

3. 3a BpemeTo, Npe3 KOeTO YOOCTOBEPEHMETO € CMPSHO, TO Ce cyYuTa 3a HeBanMgHO U BCUYKU
€NeKTPOHHM NOANUCU, MPOBEPSIBAHN C TOBA YOOCTOBEPEHME Ca HEQENCTBUTENHM (HEBANUOHN).

4.9.12 Kon moxe fa 3asaBU UCKaHe 3a CupaHe Ha yaoCTOBepeHune

1. [JocTaBuMKbT cnvpa n3gageHo OT HEro BanngHo yaoCTOBEPEHME aKo:

e MOCTBbMN UckaHe Ha MoTpebuten unm ynbiaHOMOLLEHO OT HEro nuue, 6e3 Aa e OiTbXeH aa ce
yBEPU B UAEHTUYHOCTTA UMK B NpeAcTaBuTeNHaTa My BMacT,

e MOCTBMN MCKaHe Ha Nnuue, 3a KoeTo crnopen obcToaTencreaTa € BUAHO, Ye MoXe Aa 3Hae 3a
HapyLEHNSA Ha CUFYpPHOCTTA Ha YaCTHUS KoY, KaTo NpeacTaBuUTern, CbOPYXKHUK, CAYXUTEN,
ap.;

e nocTbnu nckaHe Ha KPC;
uMma pelwieHne Ha npegcenartens Ha KPC, korato e Hanuue HenocpeacTBeHa OnMacHoOCT 3a
WHTEPEeCcUTE Ha TpeTu fvMua UMM MpyM HannuMe Ha OOCTaTbYHO AAHHWM 3a HapyLleHue Ha
3EJEYY.

4.9.13 Mpoueaypa 3a cnupaHe Ha yaocToBepeHue

1. CnupaHe gencTBMETO Ha YAOCTOBEPEHME Ce Npeaxoxaa oT perucTpupaHe Ha uckaHe 3a cnupaHe
npeg PO/MPC.

2. VickaHeTo 3a cnupaHe Ha y4OCTOBepeHMEe MOXe [a ce perncTpypa Ypes enekTpoHHa 3asiBka unm
ce npaBu UckaHe npea otopuanpaH onepatop B MPC Ha [docTtaBuuka.

3. WckaHeTo 3a cnvpaHe Ha yaoCTOBEpEHMe Ypes enekTpoHHa 3asBka ce yaoctosepsiBa ¢ KEI (nnu
YE) nnn obnaven KEI.

4. Otopusupanunat onepaTtop B PO/MPC HesabasHo, 6e3 aa naeHtuduumpa Notpebutens, cnvpa
OENCTBMEeTO Ha ypaocToBepeHneto. CnvpaHeTo Ha YAOCTOBEPEHMETO Ce U3BbpLUBa 4pe3
BPEMEHHOTO My BNUCBaHE B CMMCbKa Ha NpekpaTeHuTe YAOCTOBEPEHUS], CbInacHo Y. 26, an. 5
ot SEOEYY.

5. Cnep ycnewHa enekTpoHHa aBTeHTU(UKauua Ha oTtopusanpaHus onepatop B PO/MPC,

onepatmBHus YO n3nbnHaBa noTBbpAeHaTa 3asiBka 3a CnvpaHe Ha yaoCTOBEPEHMETO.

PO/MPC He MOxe Ja OTXBbpisi UCKAHETO 3a CnupaHe.

Cnen cnupaHe Ha ypoctoBepeHueTo, [ocTaBuMkbT 4pe3 cBodA onepatmeeH YO HeszabaBHO

nybnukyBsa crnpsHoTo yaoctoBepeHne B CRL ypes nspasaHe Ha HoB CRL.

8. Cnep cnupaHe Ha ypocTtoBepeHueTo, [JocTaBumkbT 4ype3d cBosita Cnyxba 3a m3BecTaABaHe

No
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He3abaBHO yBegomsiBa [loTpebutens ypes e-menn mnm push-HoTudpmkauna Ha MOBUNHOTO
YCTPOMWCTBO Ha CNPSIHOTO YAOCTOBEPEHUE.

4.9.14 OrpaHuM4yeHue Ha nepuoaa Ha cnMpaHe Ha yaocToBepeHue

1.

2.

[ocTtaBunkbT cnupa genctemeto Ha KY 3a nepuog oo 24 4yaca OT nonyyvyaBaHe Ha UCKaHEeTo 3a
crnnpaHe.

JocTaBunkbT BpeMeHHO cnupa [0 24 4aca [JeucTBMeTO Ha YyOoCToBepeHue, npeau
npekpaTsiBaHETO My.

4.9.15 Bb30o6HOBsIBaHe AeMCTBMETO Ha CNPAHO yAOCTOBEpPEHUE

1.

2.

[ocTaBunkbT Bb30OHOBSIBa 4ENCTBMETO Ha cnpsiHo KY:

e 00 24 yaca cnep HeroBoTo Cnupaxe;

e Ccref KaTo nsteye cpoka 3a cnvpaHe (24 4Yaca) 1 He e NOCTbNUMO UCKaHe 3a NpekpaTsBaHe;

e Clea KaTto oTnagaHe OCHOBAHWETO 3a cnupaHe, Npeau Aa u3teye nepuoaa Ha cnupaHe;

e o uckaHe Ha lNotpebutens, cneg kato [JoctaBunkbT, cboTBETHO KPC ce yBepu, 4e Ton e
y3Han npuvyMHaTta 3a CnMpaHeTo, KakTo U 4Ye UCKaHEeTO 3a Bb30OHOBSIBAHE € HanpaBeHo
BCreACTBME Ha y3HaBaHETO.

Cnen Bb306HOBSAABaHE Ha yOOCTOBEPEHUE, MOCNEAHOTO Ce cumTa 3a OENCTBUTENHO.

4.9.16 NMpouenypa 3a Bb30O6HOBsIBaHe Ha [ENCTBUETO Ha yAOCTOBepeHue

1.

2.

PO/MPC B1b306HOBSsIBa cnpsiHO KY crieq KaTto nony4yn nckaHe 3a Bb300OHOBsABaHe oT [loTpebuTens
N cnepq ycnewHa npoBepka 3a naeHTugukaums.

PO/MPC Bb306HOBSBa CNpPsIHO yOOCTOBEPEHME Crneq KaTo Nosy4ym MMCMEHO pasnopexaaHe Unm
nucmeHa 3anoBeg oT KPC, cboTtBeTHO Ha npeacepatens Ha KPC 3a Bb3oOHOBsIBaHE Ha
yAOCTOBEPEHNETO.

PO/MPC He3abaBHO Bb30OHOBsIBa CMpsSIHO Y4OCTOBEPEHME Crneq KaTo M3Tevye HOpMaTUMBHUS
nepvoa Ha cnupaHe.

BbB BCuukn cnydaum, npouenyparta no Bb30oOHOBSABaHE M3BaXda CrNpsSHOTO y4OCTOBEpPEHME OT
Tekywms CRL v nybnukysa HoB CRL.

4.10 CtaTyc Ha yaocToBepeHue

1.
2.

Bcunukn gencteutenHu KY, konto [loctaBumkbT n3gasa ce nybnukysat B [y6nunyHusa pernctsbp.

Bcsako nybnukyBaHo yaoctoBepeHue B Pernctbpa e:

e CbC CTaTyC ,BanngHo" - nepnoabT Ha BanMaHOCT, NOCOYEH B YAOCTOBEPEHMETO HE € U3TEKDb
KbM MOMEHTa Ha NpoBepKa Ha cTaTyca;

e CbC CTaTyC ,HEBaNUAHO" - NEPUOABLT Ha BanvMAaHOCT, NOCOYEH B YOOCTOBEPEHMETO € U3TEKb
KbM MOMEHTa Ha NpoBepKa Ha cTaTyca.

Becunuku npekpateHn ygoctoBepeHus ce BkntousaT B CRL, konto ce nybnukysa nepnogmyHo unm

He3abaBHO cnej NPoMsaHa Ha CTaTyC Ha y4OCTOBEPEHME.

EnemeHtsT B CRL, CbOTBETCTBALL, Ha CApsSHO/NpPeKpaTeHO YAOCTOBEPEHME ChbaobpKa aTpubyT,

KOWTO yKa3Ba npuynHaTta 3a npekparsasaHe Ha yaoctoBepeHuneTo (,CRL Reason").

CnpsiHo yaoocTtoBepeHune ce BkntodBa B CRL go HeroBoTo Bb3o6HOBABaHe n aTpmbyTsT ,,CRL

Reason" B cboTBeTCTBALWMS My enemeHT oT Cnncbka e cbe 3HadeHue ,certificate Hold".

Cratyc Ha ygocTtoBepeHue, nposepsiBaH Ype3 CRL-mexaHn3bMm (4pe3 CnmchbKk Ha npekpaTeHu

yOoOCTOBEpEHNS), ce onpeaens oT 3HavyeHneTo Ha atpmbyTta ,CRL Reason".

Cratyc Ha ygoctoBepeHue, nposepsaBaH ype3 OCSP-mexaHusbm (Ype3 OCSP npotokon), ce

onpegens OT 3HadeHuneTo response Status" B oTroBopa, nonydeH ot OCSP cbpBbpa, KakTo

cnepga:

e ,good"- yOoOCTOBEPEHNETO He e chnpsiHO/MpeKkpaTeHo, HO He YTBbpXAaBa, Ye BPEeMEeTO Ha
OTroBOpa € B paMKuTe Ha nepuoaa Ha BanngHoOCT Ha TOBa y4OCTOBEPEHUE;
.revoked"- ygocToBepeHNeTo e nNpeKkpaTeHo nnmn BpeMeHHo cnpsiHo (on hold);

e unknown"- OCSP cbpBbpa HAMa MHpOpMauus 3a ToBa yOgoCTOBEpeHue (Han-BepOsiTHO
yOOCTOBEPEHNETO € u3ganeHo ot Apyr [loctaByuk).
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4.11 MNpeKkpaTsaABaHe Ha AOroBOp 3a yAOCTOBEPUTESTHU yCnyrun

1. [oroBopbT 3a ygocTtoBepuTenHmu ycnyrn mexay [loctaBumka u MoTpebutens ce npekpaTsiea cneg
N3TUYaHe Ha cpoka Ha BanvMAHOCT Ha NOCNeaHOTO U3hadeHo yOOCTOBEPEHUE, NpeKkpaTsBaHe Ha
BCUYKM BanuaHW YOOCTOBEPEHMsI MO TO3W [OroBOp, WU Ha [APYro OCHOBaHWe, MOCOYEHO B
aorosopa.

4.12 Bb3cTtaHOBABaHe Ha Kn4oBe

1. [JoctaBuukbT He npegnara ycrniyrata "EckopTupaHe Ha Knioy 1 Bb3cTaHoBABaHe Ha krtod" (Key
Escrow and Key Recovery).
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5 CPEOCTBA, YINPABJIEHUE U ONEPATUBEH KOHTPOI

5.1 ®Pu3nyecku KOHTpon

1.

2.

JocTaBunkbT ocurypsiea msmyecka 3alimta U KOHTPOS Ha OOCTbMNa Ha NOMELWEeHUATa, Kb4eTo
nMa UHCTanNUpaHu KPUTUYHN KOMMOHEHTU Ha UHppacTpykTypaTa Ha B-Trust.

KpuTu4HM KOMNOHEHTU Ha uHdpacTpykTypaTa B-Trust Ha [locTaBumka ca:

o basos YO ,B-Trust Root Qualified CA";

Bbasos YO ,B-Trust Root Advanced CA”;

OnepatumeeH YO ,B-Trust Operational Qualified CA";

OnepatumeeH YO ,B-Trust Operational Advanced CA”

PerucTtpupaly opran;

My6nuyeH perncrop;

OpraH 3a nsgaBaHe Ha kBanuduumpaHn enekTpoHHn BpemeBu neyaTtun ,B-Trust Qualified
Time Stamp Authority";

RQSCD B nnartdopma 3a ObnaveH KEIT;

OCSP cbpBbp ,B-Trust Root Qualified OCSP Authority";

OCSP cbpBbp ,B-Trust Qualified OCSP Authority™;

OCSP cbpBbp ,B-Trust Root Advanced OCSP Authority";

e OCSP cbpBbp ,B-Trust Advanced OCSP Authority".

WHdpacTpykTtypata B-Trust Ha [JocTtaBumka e chmsmdeckm n normyeckn obocobeHa uM He ce
nanonasa npw gpyru genHoctu, konto ,6OPUKA” ALl ocbLiecTBsaBa.

5.1.1 lMomeweHNA N KOHCTPYKLMA Ha NOMeLleHUsITa

1.

JocTaBuMKbT pasnonara CbC CreuManHo KOHCTpyMpaHO W 000opyaBaHO MOMeELLeHne C
eneKkTpoOMarH1THa 3allmTa U Ha-BUCOKa CTeMNeH Ha KOHTPON Ha OU3MYECKN AO0CTLM, B KOETO Ce
nomewaBaTt YO Ha [locTaBunKa U BCUHMKUTE LieHTparHM KOMNOHEHTU Ha MHppacTpykTypaTa — ,B-
Trust Root Qualified CA®, ,B-Trust Operational Qualified CA”, ,B-Trust Root Advanced CA®, ,B-
Trust Operational Advanced CA”.

5.1.2 ®dusnyeckm gocrtbn

1.

2.

®dU3nMYecKMAT 40CTBN A0 CNeUMann3nMpaHoTo NoMeLLeHe Ce KOHTPONMpa OT CUCTEMM 3a KOHTPON
Ha JocTbna, BUAeoHabnioaeHne, CUrHanHo-M3BeCcTUTENHN CUCTEMU U Ap.

CuctemuTe 3a KOHTPON Ha (U3MYECKMS AOCTbMN Ce MHCMEeKTMpaT NepuoanyHO U ce noaabpxaT
HeobXoaAMMUTE XKypHanW.

OBnacTeHuTe nuua OT nepcoHana Ha [ocTaByvka CTpPOro cnaseaT W crneaeaTt paspaboTeHu
BbTPELUHM NpoLeaypv 3a A0CTbM 40 PasfINYHUTE 30HU Ha MOMELLLEHNETO C OrpaHUYeH r3NYeCcKU
[AOCTbN.

Bcsiko nuue oT nepcoHana Ha [JocTtaByvka € NepcoHUdULUMPaHO B CUCTEMUTE 3a KOHTPONUpaHe
Ha JocTbMa A0 NOMELLEHNETO M ce U3NCKBa CTpora Bepudukaums.

5.1.3 EnekTpuyecko 3axpaHBaHe U KNIMMaTU4HU yCIlOBUA

1.

EnekTposaxpaHBaHeTO Ha BCUYKM KPUTUYHU KOMMOHEHTW Ha WHdpacTpykTypata B-Trust Ha
[ocTaBunka ca 3almTeHn cpeLly npekbcBaHe Ha enekTpocHabassaHeTo. EnekrposaxpaHBaHeTo
Ha NOMELLEHNETO € C BUCOKa CTEMeH Ha 3alnta u e eKpaHMpaHo cpeLly BbHLUHN MHTEPBEHLUMN.
BeHTunaunoHHata cuctema e cneumanHo npegHasHaydeHa 3a TakbB Krac MOMELLEHUs, KaTo He
Aornycka KomnpomeTpaHe Ha pusmyeckata n enekTpoMmarHMTHaTa 3almTa Ha ToBa NoMeLLleHue,
KakTo 1 HopManHarta paboTa Ha MHCTanMpaHUTe KOMMIOTbPHU KOMMOHEHTW.

5.1.4 HaBogHeHue
1. MpegBuaeHn ca cneumanHn Mepku cpeLly HaBoAHEHNE Ha MOMELLLEHNETO.
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5.1.5 MNpepoTBpaTABaHe Ha noxap 1 3awmTa oT noxap

1. ,D,OCTaBLIVIK'bT cna3Ba BbBegeHunTe HOopMaTMBHU W CTaHOAPTU3AUMOHHWU TMPOTUBONOXapHN
M3NCKBaAHNA 3a TaKbB KilaC noMeLleHnA.

5.1.6 CbxpaHeHMe Ha HOCUTEeNn Ha JaHHU

1. B nomeLLeHNEeTO ca pasnonoXeHn cendoBe C pasnnyHa cTeneH Ha dumsnyecka 3awmra cpeLly
OTBapsiHe, B KOMTO Ce CbXxpaHsaBa MHpopmauusaTa, kKsanupuumpaHa kato KoHpuageHumanHa.

5.1.7 CpokK Ha ynoTpe6a Ha TeXHU4YECKU KOMMOHEHTHU

1. EKcnnoaTaumMOHHUAT CPOK Ha U3NYECKUTE €ENeMEHTU B CbCTaBa Ha BCUYKM KPUTUYHMU
KOMMNOHEHTW Ha MHpacTpykTypaTa Ha B-Trust ce cbbniogaea u cnep npeaBuaeHns nepyog, Ha
paboTa, Te ce nsBexagar ot ynorpeba.

5.1.8 [y6nupaHe Ha TeXHUYECKUTE KOMMOHEHTHU

1. BCWYKM KPUTUYHU KOMMNOHEHTU B MH(ppacTpykTypaTa B-Trust Ha [loctaBumka ca gyénmpanu.
2. KomnoHeHTUTe B MH(paCTpyKTypaTa, KOUTO NPeaoCTaBAaT yCryru B pearnHo Bpeme, CBbp3aHu C
n3gageHnTe yaocToBepeHusi, ca U3MbHEHU MO CXema 3a HENPeKbLCBAeMOCT Ha ycrnyruTe.

5.2 TpoueanypeH KOHTpoOn

1. OnepaTuBHMTE NpoLeaypu B HACTOSALLNA SJOKYMEHT, OTHOCHO MHpacTpyKTypaTa Ha B-Trust, ce
N3MNbIHABAT B MbJSIHO CbOTBETCTBUE C pa3paboTeHn BbTPELLUHN NpaBuna, ykasaHusa u Nonutunka
3a CUrypHocT Ha [locTaBuuka.

5.2.1 ONBbXHOCTU U AENHOCTHU

1. [JocTtaBunmKbT noagbpxa KeanuduumpaHu CRyYXUTENW Ha OSTbXHOCTU, KOUTO ocurypsieat
N3MbITHEHNETO Ha 3a4bJPKEHNATA My BbB BCEKM MOMEHT MPU OCbLLECTBSABAHETO Ha AEVHOCTTa
no usgaeaxe, nogapbxka n ynpaeneHune Ha KYKEI, B cboTBeTCTBME C HOpMaTMBHATA ypeaba.

2. [ocTtaBumnKbT ocurypsiea 4EMHOCTTA €U CbC COBCTBEH NepcoHan.

3. 3a onpegenenun genHoctn, [IoCTaBUMKBT MOXE Aa NPUBAMYA M BBHLUHKM fvua.

5.2.2 Bpow Ha cnyxXuTenu 3a onpegeneHa 3agaya

1. 3a Bcsika OT NOCOYeHUTEe AENHOCTM B HOpMaTMBHaTa ypeaba, [JocTaBuMKbT Noaabpa noHe no
€[HO NuLe, KOETO Aa U3NbIHSABA NOCTaBEHUTE 3a4auu.

5.2.3 UpeHTupnkKkaums Ha ONBXKHOCT

1. [ocTaBuuKbT € pa3paboTun ANbXKHOCTHU XapaKTEPUCTUKU 3a BCSKA edHa OT ANbXHOCTUTE Ha
nepcoHana, KonTo U3nNbiHsABa AeWHOCTTa My.
2. [OnbXHOCTUTE OT NepcoHana Ha [loctaB4yMka BKIOYBAT MNOHE criegHUTe OeMHOCTH:
e TeHepupaHe U NogaobpXKaHe Ha MHAPACTPyKTypaTa Ha NyonunyHus Koy Ha [JocTtaBumka Ha
yOOCTOBEPUTENHMU YCIYTu;
* agMWHUCTPUPaHE U OCUrypsiBaHe CUrypHOCT Ha CUCTEMMUITE;
Cb3faBaHe 1 ynpasneHue Ha KY, BKNOYNTENHO Cb3faBaHe Ha ABOWMKa KiOYOBE - YacTeH U
ny6nuyeH 3a KY;
e CbXpaHeHMEe Ha AaHHU N apXUBUpPaHe.

5.2.4 WN3ucksBaHusA 3a pa3gensiHe Ha OTFTOBOPHOCTUTE
1. [ewnHoctuTe Ha nepcoHana Ha [JocTaB4umMKa ce 3nbfHaABaT OT pasfIMyHK Nuua.

5.3 KBanudukauma n odbyyeHue Ha nepcoHan

1. lMepcoHanbT Ha [ocTaBuMka npuTexaBa HeobxoaumaTta Keanudukaums, npodecnoHanHm
No3HaHUA M onNUT B crnegHuTe obnactu: TEeXHONorMu 3a CUrypHocT, kpuntorpadwmsa, PKI -
TEXHOMOrMsA, TEeXHUYEeCKM HOPMW 3a OLeHKa Ha CUrypHOCTTa, WMH(OPMAaUMOHHU CUCTEMMU,
KOMYHMKaumu 1 ap.

2. Jlvuata oT nepcoHana Ha [loctaBunka npeMuMHaBaT HavanHo v nocneasBalo KBanvpuKaumoHHO
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3.

4.

obyyeHure no ekcnnoaTtaumst Ha KOMNOHEHTUTE Ha MHdppacTpykTypaTta B-Trust.

N3nckBaHuATa 3a OOMbMHUTENHA KBanuduKauusi, ONPECHUTENHU WM OPYrM MeponpusiTus ca
pa3nucaHy BbB BbTPELUHM JOKYMEHTU Ha [locTaBumka.

[locTaBYMKBLT NOArOTBS M aKTyanuanpa BbTPELUHW UHCTPYKLUMUKM 3a paboTa, KOMTO NpeaocTaBs Ha
nepcoHana 3a Luenute Ha camooby4yeHve 1 NnoBuLlaBaHe Ha kBanudukaumsaTa npu padora.

5.4 WsroTBsiHe 1 noaAbpXKaHe Ha XypHanu

5.4.1 3anuncuv Ha 3Ha4YUMMU cBLOUTUA

1.

[ocTaBuMKBLT CbXxpaHsiBa 3anucu, Cb3gaBaHU OT OnepaumMoOHHUTE CUCTEMM HA KOMMIOTbPHUTE

nnartopmm B MHpacTpykTypata B-Trust, kakTo cneasa:

® [pW UHCTanNMpaHe Ha HOB U/UNW JoMbITHUTENEH codTyep;

e Mpu CNupaHe 1 cTapTUpaHe Ha CMCTEMUTE U NPUNOXeEHMATa B TAX (AaTta, Bpeme);

e MpW YCMNELLUHN N HeYyCNeLIHN ONUTK 3a CTapTMpaHe Ha U 4OCTbMN 40 XapAyepHu N cOPTYEpHN
PKI-kOMMNOHEHTN HA CUCTEMUTE;

e [pU CUCTEMHU COMPTYEPHM U XapAyepHW CPUBOBE Ha CUCTEMUTE U OPYrn aHOManuu B
nnatgopmuTe.

[ocTaBuMKLT CbxpaHsiBa 3anucu, Cb3gaBaHM OT KOMMOHEHTUTEe (codpTyep M xapayep) B

MHdpacTpykTypaTta Ha B-Trust oTHOCHO:

® reHepupaHe u ynpasreHue Ha ABOWKUTE KIoyoBe M ygoctoBepeHus 3a YO 1 KOMNOHEHTU B

WHpacTpykTypaTa Ha B-Trust;

ynpaeneHne Ha HSM Ha ,B-Trust Root Qualified CA” n ,,B-Trust Operational Qualified CA®;

ynpasneHne Ha HSM Ha ,B-Trust Root Advanced CA” n ,B-Trust Operational Advanced CA*,

CbAbpXaHve Ha usgageHnTe yaoCTOBEepEHNS;

reHepvpaHe 1 ynpasrieHne Ha LBONKUTE KINto4voBe 1 yaocToBepeHus Ha [NoTtpebutenuTe;

ycnewHa unn HeycnewHa o0paboTka Ha 3asBKM 3a u3gaBaHe WM nogapbXka Ha

yOOCTOBEPEHMS;

reHepupaHe Ha CRL;

ny6nvkyBaHe Ha usgageHy BanugHu ygocrtosepexus B MNybnnyHna perncrsp;

KOHdourypupaHe Ha npodunn Ha yaoCToBEPEHUS;

cTaTyc Ha yOoOCTOBEPEHUE B peasiHoO BpeEME;

nsgaBaHe Ha kBanudumumpaH enekTpoHeH BpeMeBn nedaTt Ha NpeacTaBeHo CbabpKaHue.

Hoctbn 00 uwHopMauuaTa Ha 3anMcute MMaTt caMO OBRnacTeHW nvua OT nepcoHana no

noagpbXKka Ha cuctemuTe.

[locTaBuMKbT CbXpaHaBa 3anuncu, kouto ce cbagasat B PO/MPC oTHOCHO:

e MOCTBLNWUIN AOKYMEHTM 3a PErMcTpupaHe C Len yCTaHOBsABaHe Ha MAEHTUYHOCT U Ha MCKaHWUS
3a usgasaHe, NoAHOBsIBaHe, cnupaHe/Bb30OHOBSIBaHE 1 NpeKkpaTaBaHe Ha yOOCTOBEPEHUS;

e BbTPELUHM Npoueaypu 3a NaeHTUPUKaUms n permcTpaums.

CbxpaHsBar ce 3anucu, Cb3gageHn OT KOMYHUKALMOHHMUTE KOMMOHEHTU B UH(bpacTpykTypaTa.

CbxpaHsaBaT ce 3anvicu B JOKYMEHTarnHUs apxuB - CTapu U akTyanHu Bepcun Ha ,llonuTuka 3a

n3gaBaHe Ha kBanuduuMpaHu YOOCTOBEPEHUS 3a KBanuduumpaH enekTpoHeH nognuc u

Mpaktuka npu npegoctasaHute ot ,bOPUKA* ALl kBanudmumpaHn ygocTtoBepuTenHn ycnyrm,

3aABKN-POpMynNApu, MHCTPYKUMUK 3a paboTa u ap.

5.4.2 YecToTa Ha cb3paBaHe Ha 3anucum

1.
2.

NHdopmauusTa 3a eneKkTpoHHUTE XXypHanu ce reHepvpa aBToMaTUYHo.
3anucuTe 1 foroBeTe NepuMoanyYHO Ce aHanmusupaT OT OBNacTEHU CNyxutenu Ha [loctaBuuka.

5.4.3 TMepuopn Ha cbXpaHeHUe Ha 3anucu

1.

XypHanuTe ce cbxpaHsiBaT 3a nepuoj oT 7 (cegem) roguHu.

5.4.4 3awwuTa Ha 3anucuTte

1.

MHdopmauuaTa oT 3annucute B SIOroBeTe NepuoanyHoO ce 3anncBa Ha (PU3NYECKU HOCUTENM,
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KOUTO Ce CbXpaHsiBaT B creuuaneH ceid, Hamupaly ce B NOMELLEHNE C BUCOKa CTeneH Ha
dmanyecka 3aLmTa U KOHTPON Ha AoCTbNa.

2. Cawmo kBanugpuumpaHu oBnacTeHu nuua oT nepcoHana Ha [JoctaByvka MmaT npaBo Ha 4OCTbN U
paboTa ¢ Te3n 3anuncu 1 Noroee.

5.4.5 MoaabpxaHe Ha pe3epBHU KoNus

1. MopabpxaT ce pe3epBHU KOMWUS OT 3anucuTe B NIOroBeTe Ha CUCTEMUTE, KOMTO Ce CbhXxpaHsaBaT
HageXaHo.

5.4.6 YBegomsiBaHe criefj aHanu3 Ha 3anucu B XXypHana

1. TNepuoamyHO ce aHanu3Mpart 3anucuTe B XKypHarna no OTHOLLEHME Ha YSI3BUMOCT M HadeXaHOCT
Ha cucTemMuTe 1 ce yBeaoMsiBaT KOMMNETEHTHUTE opraHn Ha [locTaBuvka 3a B3eMaHe Ha MepKu Nno
ynpaBnieHne Ha CUrypHoOCTTa, ako e Heobxoaumo.

5.5 ApxuB 1 nogabpKaHe Ha apxuBa

1. WNHdbopmaumaTa 3a 3HaYMMK CbOUTUSA Ce apXxmBMpa B ENEKTPOHEH BUA, NEPUOLNYHO.

2. Ha xapTueH HocuTen nnu B eNeKTPOHEH BUA ce apxmBupa 1 usanarta MHopMaums, CBbp3aHa CbC
NUCkaHeTO 3a Wu3gaBaHe, MOAHOBSIBAHe, ChMpaHe/Bb3oOHOBSIBAHE W MpekpaTsiBaHe Ha
YAOCTOBEPEHMS U MbIHUSA AOKYyMEHToo6opoT Mexay [loctaBumka u MNotpebutenure.

3. [JocTaBuMKbT CbxpaHsBa apxmBa BbB opmaT, MO3BOMsBall Bb3NPOU3BEXOAHE U
Bb3CTaHOBsIBAHeE.

5.5.1 Bupose apxuBu
1. [ocTaBuMKbT NogabprKa XapTUeHU N eNEKTPOHHN apXMBW.

5.5.2 MMepuopa Ha cbxpaHeHue
1. ApxuBbBT ce CbxpaHsiBa 3a cpok oT 10 (geceT) roguHu.

5.5.3 3awmTa Ha apxmBHa nHcopmaums

1. CurypHocTTa Ha apxuBa ce obesnevaBa, KakTo cnegga:
e apxmBHUTE hanroBe B eNeKTpOHHa hopMa ca enekTPOHHO NoAnncaHu;
e cneundpuyHMTe CHOUTMA W OaHHM, KOMTO Ce 3anuceaT B apxvmBa Ca onpeferieHn u
OOKYMEeHTMpaHu oT [locTaBuumKa;
e CbXpaHsBa Ce Ha HageXxaHW EeNneKTPOHHW HOCUTENW, KOMTO He moraT Aa G6baat necHo
YHULLIOXXEHN NN N3TPUTK Npe3 Nnepmoaa Ha CbXpaHeHe Ha apXuBa;
e YO enekTpoHHO NOAMMCBA BCUYKM YOOCTOBEPEHMS M CNUCBLUM HA MpekpaTeHu U ChnpeHu
yOOCTOBEPEHUS;
e CcaMmO OBfacTeHu nuua OT NepcoHana no noaapbXkka Ha cucTtemmnTe paboTaT Cbe 3almMTeHaTa
apxuBHa nHpopmMauus;
e EMEeKTPOHHUTE KOMYHMKaUMM Mexay JOoKanHuTe KOMMOHEHTU Ha WH@pacTpyKTypata ca
3alwmTenun Ha 6a3a crangaprta PKIX;
e OTAaneyeHuTe enekTPOHHU KOMYHMUKaL MK ca 3alumMTeHn n ca 6asnpanu Ha ctaHgapTta PKIX;
2. [ocTaBuvMKbT nMpeueHsBa WM3NOM3BAHETO Ha MOLWLEHCKU W Kypuepckn ycnyrm n dakc ¢
MoTpebutenuTe.

5.5.4 Bb3cTtaHOBsiBaHe Ha apxuBHa MHdopmauus
1. [Mpun HeobxogmmocT [JOCTaBUMKBT Bb3CTAaHOBABA MHAOPMaLNA OT apxuea.

5.5.5 WU3uckeaHe 3a yaocTtoBepsiBaHe Ha AaTa U Ha 4Yac
1. OTLI,eJ'IHVITe apxumeu ce obesnevyaBaT C yoocToBepABaHe Ha TOYHOTO BpeMe Ha noanncBaHeTo UM.

5.5.6 CbxpaHsiBaHe Ha apxuBa

1. BbTpewHa (KypHarnHa) U BbHLWHA (QOKyMeHTanHa) MHopmaumnsa ce CbxpaHsiBa HaAMEXHO B
crieuymarneH cend B NoMeLLEeHNe C BUCOKa CTeNeH Ha ousnyecka sawmTa.
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5.5.7 Mpupo6buBaHe 1 npoBepka Ha MHOpMaLMA B apxuBa

1.

3.

My6nuyHaTa apxmBHa nHpopmauusa Ha [JoctaByunka ce nybnvkysa u e gocTbnHa B [y6nuyHma
pernctbp 1 CRL 1 B gokymeHTanHus peructbp. [pyra nHdopmauus, KoaTo ce cbbupa npu
ncKaHe 3a nsgaBaHe UNu ynpasneHne Ha yAOCTOBEepeHne e 4OCTbMHA caMo 3a nuuaTta, noganv
WUCKaHEeTO UM 3a CbOTBETHO YMbSIHOMOLLEHU OT TAX Nuua.

,IIONUTUKa 3a usgaBaHe Ha KBanuUUUpaHn yOOCTOBEPEHUSA 3a KBanuduumpaH enekTpoHeH
nognuc u MNpaktuka npu npegoctaesaHuTe ot ,6O0PUKA* ALl kBanuduumnpaHn ygocToBepuTenHun
ycnyrn® n [JoroBopbT 3a yAOCTOBEPUTENHWU YCNyrn ca nybrnnmyHo AOCTbMHW B AOKYMEHTalHUA
peructbp Ha [ocTaByunka WU moraT ga ce nonyyat M msternar oT WHTepHeT cTpaHuuaTa Ha
JocTtaBuuka.

[ocTaBunkbT ocurypsisa nybnuyHata apxuBHa MHopMaums B YeTUM BUA.

5.6 [pomsiHa Ha KItoY

1.

2.

[locTaBYMKbT MOXe Aa NPOMEHM KIto4va, CbOTBETCTBALL Ha u3gaaeHo KY, camo kaTto nsgane HoBo
yOOCTOBEPEHME UM MOAHOBM TEKYLLOTO C ,Re-Key”.

MpomsiHa Ha kntoya, cboTBeTcTBaw, Ha KYYET, obnaveH KEIN n KYYElNeuaT ce nanbnHsaBa camo
KaTo ce u3gage HOBO yOOCTOBEPEHME.

5.7 KomnpomeTupaHe Ha KNn4yoBe U Bb3CTaHOBsIBaHe crne aBapum

1.

JocTaBunkbT nonara Abfxumara rpuxa, 3a ga nogabpxka HenpekbCBaeMoCT M LUANOCTHOCT Ha
yOOCTOBEPUTENHUTE YCINYyrn, CBbp3aHM C YOOCTOBEPEHMATa, KOUTO m3gaea, nogabpxa wu
ynpasnsBea.

JocTaBunKbT nonara MakCUMarnHu rpuxun B pamMKUTe Ha Bb3MOXHOCTUTE U pecypcute cu, Aa
MUHUMU3NPA pUCKa OT KOMMPOMETMpaHe Ha krn4yoBeTe Ha YO Bcneacrsve OT NPUPOAHMU
GencTBusA nnmn asapun.

B cnyyain Ha cpmBOBE B KOMMIOTHPEH pPecypc, B copTyep nnu B UHGopmaumaTta, [JoctaBYnKbT
yBegomsiBa [loTpebutenuTte, Bb3CTaHOBSABA KOMMOHEHTUTE Ha WMH@pacTpykTypata W
npUopuTeTHO BL30OHOBABA AocTbna Ao NybnuyHusa permctop n CRL.

Mpn kOMNpoMeTUpaHe Ha M3NOoN3BaH KpunTorpadpcku anropuTbMm, [OCTaBYMKBLT MHOpMMpa
Motpebutenute n [JoBepsaBamMTE Ce CTPaAHU CbC CbObLLEHNE Ha odmumanHus cu yeb canr.

5.8 KomnpomeTupaHe Ha 4acTeH Koy

5.8.1 Ha YpocTtoBepsiBaly opraH

1.

[ocTaBunkbT npeanpuema crnegHute AEWCTBUS NPW KOMMPOMETUPAHEe Ha YaCTHWUS KIoY Ha
onepaTtuBHua YO:

e rpekpaTtaBa He3abaBHO YAOCTOBEPEHMNETO Ha ornepaTUBHUSA OpraH;

nsgasa n nybnvkyesa HoB CRL oT 6a30Bus oprah;

yBepowmsiea Notpebutenute n [loBepsBalmTe ce CTpaHu;

cnupa onepatmBHus YO;

yBegowmsiea KPC;

n3BbpLUBa He3abaBeH aHanu3 n N3roTes AoKNag 3a npuynHaTta 3a KOMNPoOMeTUPaHETO;
MHULMMpa npoueaypa no reHepypaHe Ha HoBa ABOVKa onepaTUBHU KINIOYOBE;

n3gasa HOBO yOCTOBEpeHune Ha opraHa oT basosus opraH.

[ocTaBunkbT npeanpuema crnegHuTe AEUCTBUS NPW KOMMPOMETUPAHEe Ha YacTHWUS KIoY Ha
6asosusa YO:

e [pekpaTtsiBa He3abaBHO y4OCTOBEPEHMETO Ha 6a30BMSA OpraH;

e CcnefBa BCUYKM CTbLIMKW NO NPeaxoaHaTa TouKa;

o yBepowmsBa KPC v akpegutupa/pernctpmpa HoBv yaoCcToBEPSBALLM OpraHu.

5.8.2 Ha 4yacTteH knto4 Ha lNoTpeburten

1.

Mpn kOMNpoMeTUpaHe Ha YacTeH KoY Ha [NMoTpebuTten, NnocnegHUaT e 3agbikeH He3abaBHo aa
yBegomMu [locTaBuuvka, 3a Aa MHuumupa npouenypa no npekparsiBaHe Ha yYaAOCTOBEPEHMETO.
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5.9 lMpekpaTtsaBaHe Ha AeUHOCTTa Ha [locTaB4YMKa

1. [ewnHocTtTa Ha [JocTtaB4yumka ce npekpaTaea no pega Ha HAPELBA 3A OTTOBOPHOCTTA LN 3A
MPEKPATABAHETO HA JEVMHOCTTA HA OOCTABYMLUWTE HA YOOCTOBEPUTENHU
YCNYTK

2. Tlpu npekpaTtaBaHeTo Ha AeNHOCTTa cn [JOCTaBYUKbLT:

€ ONbXeH ga crnejpa akTyanuampaH u ogobpeH OT pbKOBOLCTBOTO NilaH M CueHapui 3a
npekpaTsiBaHe Ha OeHOCTTa Ha yOoCTOBepsiBaLL, OpraH.

e AnbXxeH aa ysegomun Komucuata n ceoute notpedbutenn 3a HamepeHneTo Cu Han-KbCHO 4
Mecelua npegu nraHMpaHaTa garta Ha npekpaTtsaBaHe

e ANbXeH ga yeegomm HesabaBHo KomucusaTa B criydanm Ha 3anodsaHe Ha NPOM3BOACTBO MO
065BsIBAHETO MY B HECBHCTOSITENTHOCT, NMPOM3BOACTBO MO NIMKBMAALMS, OPYro NPOM3BOACTBO
no npekpaTtdBaHe OEWHOCTTa Ha [OCTaBYMKa UMM OPYro HenmnaHupaHo npekpaTsiBaHe Ha
KBanuduumnpaHa ygocTtoBepuTesHa ycnyra.

€ ONbXeH Aa nyonukyea MHdopMauust nNpyu npekpaTsiBaHe/NpexBbprsiHe Ha AENHOCTTa cn
Unn NpeycTaHoBsBa NpeaoCTaBAHETO Ha OTAeNHa KBanuduumpaHa yaoctoBepuTenHa ycnyra
Ha CBOSITA MHTEPHET CTpaHuua U Aa MHdopmMupa No Noaxoasil Ha4YMH noTpedbuTenuTe Ha
yOOCTOBEPUTENHW YCNYI1, JOrOBOPHMN NAPTHLOPU U APYTY 3aUHTEPECOBAHN CTPaHW.

€ ONbXeH CBOEBPEMEHHO [a OTpa3siBa NPOMEHUTE B NyOIIMYHUTE CYM AOKYMEHTH.

€ OMTbXEH npean npekpaTtsBaHe Ha OEeMHOCTTa Ha YOOCTOBEpPSsIBALL, OpraH, B pasyMeH CPOK,
[a NPexBbpnu 3aabIMKeHUsITa Cu MO NoAAbPXKaHe Ha uanaTa nHgpopmauus, Heobxoanma 3a
npegocTaBsHe Ha QoKa3aTeNcTBa Ha HafeXaHa CTpaHa;

npegu ga npekpaty AeNHOCTTA, Aa YHULLOXM YaCcTHUTE KIOYOBE, BKITHOUYNTENHO pe3epBHUTE
Konus, Unu ga rm uaterny ot ynotpeba no TakbB HAYMH, Ye NUYHUTE KIIYOoBE Aa He Morart aa
ObOaT U3BMNEYEHU;

€ [OfbXeH [ga MpoOMeHM cTaTyca Ha CBOWUTE YOOCTOBEPEHUs, Oa MNpeKkpaTtu BCUYKK
yOOCTOBEPEHUS Ha NoTpebuTtenute B paMkuTe Ha 0DsiBEHUSA nepuof 3a npekpaTtdBaHe Ha
OenHocTTa 1 ga csefe 40 MUHUMYM HapyLlaBaHETO Ha MHTEPECUTE Ha KINEHTUTE;
M3BbPLUBA HeODXxoanmMuTe AencTBUSA, 3a Aa Mmoxxe OpraHa no Hags3op Aa nogabpxa Cnucbka
CbC CrpeHun n npekpateHn ygoctosepeHus (CRL)

npy Bb3MOXXHOCT NPEeXBbpIs AeNHOCTTa CM Ha ApYyr KBanuuumpaH 4ocTaB4vmK. AKO He ycree
0a NpexBbpnn OEeMHOCTTa CU Ha ApYr AOCTaBYMK, € ANbXEH Aa npekpatn 4eNCTBUETO Ha
BCUYKM M3gadeHn KBanvduumpaHm yooCTOBEPEHMS M Oa CbXpaHsaABa AOKyMEHTauusita 3a
cpok 10 rognHu.

Mpn oTHemaHe Ha kKeanuduumMpaH cTaTyT Ha [AOCTaBYMK Ha  KBanuduumpaHu
yooctoBeputenHun ycnyrm ot KomucusaTa, [octaBumkbT Hes3abaBHO npeycTaHoBsiBa
NpeaoCTaBAHETO Ha BCUYKM  KBanuduuupaHu YOOCTOBEPUTENHM YCryrn, BMUCaHU B
HaunoHanHua gosepuTteneH CNUCHK 1 e AnbxeH Aa yseaomm B 10-AHEBEH CPOK MO NogxXoasLL,
HaunH notpebutenute, Aa nybnvkyBa MHGOPMaUMA Ha CBOsiTa MHTEPHET CcTpaHuua, Ada
npekpaTtn OENCTBMETO Ha W3OadeHWUTe BanuaHu KBanuduumpaHu yaooCcTOBEPEHMS U Aa
na3nnaTtu obesweTeHne Ha noTpebutenure.
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6 YMNPABJIEHUE U KOHTPOJ1 HA TEXHUYECKATA CUI'YPHOCT

6.1 leHepupaHe U MHCTanUpaHe Ha ABOWKA KIOYOBe

1.

2.

Kpuntorpadhcknte ABOMKM KNOYOBE 3a CNyxebHuTe yaocTtoBepeHuss Ha [JoctaBumka ce

reHepupaTt 1 MHCTanuMpaT CbrNacHO UHCTPYKUMUTE U NpoueaypuTe B TO3M JOKYMEHT.

JocTaBuMKbT M3Mon3Ba CBOMTE YACTHWU KMOYOBE CaMO 3a LEenuTe Ha OEWHOCTTa CU, KaKTo

cnepnga:

e [a noanucBa u3gageHu CcnyxebHu yOoCTOBEPEHWA Ha oOnepaTUBHM OpraHn B CBoOsTa
MHPACTPYKTYPa;

e [Ja nognucea u3gaesaHuTe u nyonukyesaHn CRL;

e [a nognucea BCUYKM n3gaBaHu 1 nybnukyeanun KY Ha MNoTtpebutenure.

Kpuntorpadpckute (RSA) gBonkn knovoBe Ha m3gaBaHuTe KYKEI B mHppacTpykTypata Ha

[ocTaBunka ce reHepupar, KakTo cneasa:

e 0T [loTpebuTtens - ¢ xapayep 1 copTyep unm camo ¢ yTBbpaeH oT [loctaByunka codptyep
(Crypto Service Provider/CSP), konTo e nog HEroB KOHTPOIT;

e oT1 PO/MPC Ha [JocTaBuumka - ¢ xapayep v copTyep nnm camo ¢ yTebpaeH oT [JoctaBumka
coptyep (Crypto Service Provider/CSP), KOWTO e nog KOHTPON Ha onepaTtop Ha
JocTtaBuuka.

Kpuntorpadpckute (RSA) oBownku krtovoBe Ha nsgasaHu KY 3a obnaden KEI ce reHepupaTt Ha
HSMa B RQSCD Ha nnaTtdopmara 3a obnaveH KEIN npu [JoctaBymka C M3MCKYEMOTO HMBO Ha
curypHocTt (CC EAL 4+ 1 no-BMCOKO).

[ocTaBunkbT MOXe Ha ©asaTa Ha AOroBOPHM OTHOLLEHMSI Oa npegocTaBu Ha [loTpebutenute
00006peHn OT HEero TEXHWYECKM CPeACcTBa, KOMTO OTroBapsiT Ha M3MCKBAHMATA 3a HMBO Ha
CUIYPHOCT.

CamMO eneKkTpoHHM MoAMMCU W nedaTun, Cb34adeHM C 4YacTeH KoY Ha [OBOWKa KIYoBE
reHepupaHn B QSCD 1 RQSCD Ha nnaTtdopmaTa 3a obnadeH KEIN umat xapaktepa Ha KEIT,
KEleuat n obnaveH KEI.

MoTpebutenar ce 3agbikasa Aa u3nonssa yTBbpaeH oT [locTaBymka copTyep unm nuueH3npaH
TakbB 3a pabota ¢ KY n c acounnpaH (cboTBeTeH) ¢ TAX TokbH (QSCD unu SCT/PKCS#12 dann).

6.2 [poueaypa no reHepupaHe

6.2.1 leHepupaHe Ha KpuntorpadCKum KrYoBe Ha YaocToBepsiBal, oOpraH Ha

JdocTtaBuuka

[ocTtaBunkbT reHepupa gBounku kpuntorpadckm (RSA) knrodoBe Ha 6a3oBua M Ha onepaTuBeH
YO kato n3nonsea HSM ¢ yagoctoBepeHo HMBO Ha curypHocT FIPS 140-2 Level 3 nnun no-Bucoko,
cboTtBeTHO CC EAL 4+ nnu no-B1coko.

OTopusnpaHn nuua OT nepcoHana Ha [ocTaBuMka W3NbMHSABAT CTbMAKATE MO reHepupaHe,
WHCTanMpaHe U CbXxpaHsiBaHe Ha ABOVKMTE Kno4yoBe Ha basoBute M Ha OnepatuBHute YO,
cboTBeTHO ,B-Trust Root Qualified CA", ,B-Trust Operational Qualified CA" wn ,B-Trust Root
Advanced CA", ,B-Trust Operational Advanced CA", cbrmacHO AOKYMEHTUpaHa BbTpeluHa
npoueaypa, cbrnacysaHa u yTBbpaeHa oT pbKOBOACTBOTO Ha [locTaBumka.

Mpouenypata ce m3nbNHABA B NPUCBHCTBME Ha NpeacTaBUTEN Ha BUCLIETO PbKOBOACTBO Ha
,DOPUVKA” Al n Ha HOoTapwuyc.

[Bowka kntoyose Ha YO Ha [locTaBumka ce reHepupa camo creq nHiumuanusaumns Ha CbOTBETHUSA
CnoT B XapgyepHaTa kpuntocuctema, obcnyxsatiia To3n OpraH.

Mpy vHUUMaNM3auMsi Ha BCEKM CMOT Ce BbBeXAaT npeaBapuTenHo MOAroTBEHM KOAOBE 3a
KOHTPOI Ha AoCTbna 40 YacTHMA Kntod Ha OpraHa B TO3u ChoT.

KopoBeTe 3a 4OCTHMN A0 YaCTHMS KoY Ca HE3aBUCUMO MOAENEHN MeXAyY NOHE ABe OTOPU3NpPaHu
nuua oT nepcoHana Ha [JocTtaBumka, ¢ ornen Ha HEBb3MOXHOCT 3a MepcoHarHa akTueauus Ha
J0CTbNa A0 CbOTBETHUS YaCTEH KoY.

Cb3gageHunTe 4YacTHu kntovoBe Ha YO ce cbxpaHaBaT pasgenHo Bbpxy otaenHn QSCD, Bcsiko
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OT KOUTO e NoJ KOHTpona Ha NnoBeYe OT eQHO OTOPU3NPaHo NuLe OT NepcoHana Ha [loctaB4umka.
Pa3nenHoTo cbXxpaHeHWe Ha YacTHUTE KIYOBE WU MHOMBMAYANHUSA KOHTPOM Ha OOCTbN [0
CbXpaHsABaHMUTE 4acTM Ha 4acTHu KnodoBe Ha YO B otgenHute QSCD He nossonsiBa Te3u
KnoyoBe Aa ObaaT KOMNPOMETUPaHU W/WMNW  HepernameHTUpaHo penpoayumMpaHn U3BbH
[ocTaB4unka.

6.2.2 leHepupaHe Ha Kpuntorpadcku knoyoBe Ha MNoTpebuten

1.

2.

[BownkaTta kntovoBe Ha [MoTpebuten ce reHepmpa c M3Nof3BaHe Ha YTBbPAEH crneunannanpaH
copTyep, KONTO € U3LANO0 NoA HEroB KOHTPOS.

B cnyuan, korato [JoctaBumkbT reHepupa [BorkaTta kntodoBe Ha [MoTpebutens, Ton manonsea
cneumnanuaupaH 1 yTBbpaeH codpTyep, NPOBEPEH 3a ycnelwHa paboTta npes3 nHTtepdencute Ha
MHpacTpykTypaTta Ha B-Trust.

[BownkaTa knto4voBe Ha [MoTpebuTten ce reHepupa B ogobpeH ot JoctaBumka QSCD ¢ npoBepeHo
HWBO Ha CUTYPHOCT UNK Ypes yTBbpAeH oT Hero codptyep (Crypto Service Provider/CSP). Korato
nBownkara kritovoBe 3a KEIMN/KEleuar ce reHepupa npu [JocTtaB4unka, BUHaru ce nanonasa B-Trust
QSCD. YacTHuaT kNtod Ha reHepupaHaTa ABoWiKa Kn4oBe He Moxe aa 6bae usseneH ot QSCD.
[BownkaTa knto4oBe Ha NMoTpebuten Ha obnadeH KEI BuHaru ce reHepupa B HSM Ha RQSCD B
nnatdgopmarta 3a obnadeH KEIN Ha [locTaB4ymka, CbxpaHsiBa Ce NPy HEro Ypes yTBbpaeHa KpUnTo-
CcXema u ce JOCTbMBa OT pa3cTosiHMe (OTAaneyvyeHo) KaTo ce rapaHTupa NepcoHaneH KOHTPon Ha
4YacTHMS KNKOY B CbOTBETCTBUE C 3awmTeH npodpun Ha SAD/SAP/SAM cwrnacHo ETSI EN 419
241-2/3.

KOHTpONbT Ha YacTHMS KITHOY € Ype3 Kog 3a AOCTbM, a Ab/kMHaTa Ha RSA knova € MUHUMYM
2048 6uta, moxe ga 6bae 3072 n 4096 6uta. MNoTpedbUTENAT N3NoMN3Ba YacTHUS KN4 3a Aa
cb3gafe nognuca, kKaTo BbBeXa4a kofa 3a A0CTbMN 4O Hero.

Korato pgBowkata knwo4doBe ce reHepupa npu [loTpebuten, [JocTaBuMKbT npenopbyeBa
nocnegHnaT ga wuanon3ea opobpeHo B uHpacTpyktypata Ha B-Trust pewenue wnu
€eKBMBANEeHTHO TaKkoBa.

3a uenute Ha nonaraHe Ha KEI/KEMewaT [ocTaBuMkbT npenopbyBa [loTpebutenar na
nsnonsea B-Trust QSCD unu gpyro QSCD, cbBMecTuMo B nHdpacTpyKkTypata Ha B-Trust.

3a uenute Ha nonaraHe Ha obnayveH KEI JocTaBunkbT AoCTaBsa YyTBLPAEHO OT HEMO MOBUMAHO
npunoxeHme  3a  cMapTgOH, koeto [loTpebutenar cnegBa ga  MHcTanupa,
UHUUManuanpa/perncTpmpa n u3nonsea npv akTMBuMpaHe Ha nognuca.

3a uenute Ha nonaraHe Ha YEI/YEMNeuatr [JoctaBunkbT npenopbuyBa [loTtpebutenaTt ga
nanonasa B-Trust SCT (PKCS#12 chann) nnun gpyro SCD, cbBMeCTUMO B MH(ppacTpykTypaTta Ha
B-Trust.

6.2.3 [locTaBKa Ha YaCTHUSA KNOY

1.

KoraTto aBovikata knto4voBe 3a KEIMN/KElMeuaT ce reHepupa npu JoctaBuuka, [NoTpebutenaT nnm
N3PUYHO YMBIAHOMOLLEHO OT Hero nuue nonydaesa ot PO/MPC Ha [JocTaB4yvka 4acTHUA KoY U
n3gageHoTo ygoctoBepeHue Bbpxy QSCD.

KoraTto aBovikaTa kntovoBe 3a YE[/YEleuat ce reHepupa npu [JoctaBuumka, [NoTpebutenaT nnm
N3PUYHO YMBIHOMOLLEHO OT Hero nmue nonyvaea ot PO/MPC Ha [JocTaBumka 4acTHUA KoY U
nsgageHoTo yagoctosepeHue ypes B-Trust STC (PKCS#12 kpunTtodann).

Mpun n3gasaHe Ha KYKET/KYKEMevat 4acTtHMA koY n M3gageHoTo yaoCTOBEPEHME ce Npeaasat
BbpXxy B-Trust QSCD, kbaeTo e reHepupaH YactHus knod. QSCD rapaHTupa Han-BMCOKO HMBO
Ha CUIYPHOCT U 3alLmMTa Ha YaCTHUS KIoY U ce NPeaocTaBd 3aedHO C HavaneH Ko 3a JoCTb.
Mpwn n3gaBaHe Ha KY 3a obnadveH KEIN yacTHWAT KoY, CbOTBETCTBALL HA YAOCTOBEPEH NybnnyeH
KrntoY B yOOCTOBEPEHUNETO, Ce CbXxpaHsaBa B HSM-a Ha RQSCD B nnatdopmara 3a obnaveH KEI
npu [locTaBymka 4ype3 yTBbpAeHa KpUNTO-CXeMa, rapaHTMpalLa nepcoHaneH KOHTPO Ha YacTHMUS
KNKOY; AOCTbMBLT A0 KNtova € B CbOTBETCTBUE C 3awmteH npodun Ha SAD/SAP cbrnacHo ETSI
EN 419 241-2/3.

MoTpebutenaT e 3agbimKeH 4a CMEeHU NPeaoCTaBeEHNs HavaneH ko4 3a AOCThM U BbBeae CBOW
NUYeH.
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6. Korato lNoTpebuten reHepupa gBovikaTa KrodoBe npu cebe cun, Tom HOCK usanaTa OTrOBOPHOCT
3a rapaHTMpaHe Ha ObPKaHeTO Ha YacTHUS KN4 OT Hero.

7. Korato [loTpebuten reHepupa pfBonkata Krwo4voBe npu cebe cu, Ton peknapupa npeq
[ocTtaBunka, 4ye gBoKkaTa KNHOYOBE HaAMbMHO OTrOBaps Ha M3UCKBaHUATA 3a MonaraHe Ha
enekTpoHeH nognuc/neyaT B CbOTBETCTBUE C PernameHTa.

6.2.4 [locTtaBKa Ha ny6nuyHuA Knod npu [loctaBumka

1. WsnbnHsaea ce camo ot lNoTpebuten, npm KOUTO Ce reHepupa ABOKKA KHOYOBE M KOWTO criegea
Aa gocTtaBu cBosi NybnuueH knio4v Ha [locTaBuMka 3a HyXAWTe Ha npoueca Ha u3gaBaHe Ha
yOOCTOBEPEHMETO.

2. lMotpebutenar goctaBs 4ype3d PO/MPC Ha [doctaBumka nybrMyHMSA Koy OT reHepupaHaTa
[BOWKa KIto4oBe.

3. lMoTpebutenaTt moxe Oa NpedoCTaBU enekTpoHHaTa 3asiBka Ha Hocuten, nmyHo B PO/MPC,
3aefHO C Apyrute OOKYMeHTU cbrnacHo lMNMonuTtuknte Ha [JoctaBumka 3a usgasaHe Ha KY, npes
NHTepHeT-cTpaHuuaTta Ha [locTaByMKka Unv no gpyr noaxogsil HaumH.

4. PO/MPC Ha [ocTaBunka 3agbimKUTESNTHO NpaBu NpoBepKa Ha AbPKAHETO Ha YaCTHUS KITOY OT
MoTpebutens.

6.2.5 [loctaBka Ha nyGnuyHuA KN4y Ha [loctaB4ynka Ha [loBepsiBallu ce CTpaHu

1. MNy6nuyHute knovoBe Ha [ocTaBumka ca NyGNMYHO JoCTbnHM B WMHTEpHeT cTpaHuuata
[locTaBumka, KbaeTo ca nybnvkyBaHu HEeroBuTe CnyxebGHn ya0CTOBEPEHUSI.

2. Bcsika JosepsiBalla ce cTpaHa marpaxaa gosepve kbM [JocTaBuuka, kaTto npueme v 3apeau B
CUCTEMMUTE NOA HEVH KOHTPOI CryXebHUTe yaoCcToBepeHUs Ha [locTaBymka.

6.2.6 [ObMmMKMHA Ha Kn4yoBe

1. OvmxkuHaTta Ha 6a3oBute RSA-kntoyose Ha [locTaB4uunka e 4096 duTa.

2. ObmknHaTta Ha aBovikata RSA-kntoyoBe Ha onepatmeHuTe YO ,B-Trust Operational Qualified CA"
n “B-Trust Operational Advanced CA" e 4096 6urta.

3. IObmkmHaTta Ha gBonkaTta RSA-kntoyoBe Ha onepatmBHUTe opranu ,B-Trust Root Qualified OCSP
Authority", ,B-Trust Qualified OCSP Authority" n “B-Trust Root Advanced OCSP Authority", ,B-
Trust Advanced OCSP Authority" e He no-manka ot 2048 6uTa.

4. OvmxkuHata Ha asonka kntovose (RSA) 3a KEIM/KEMeuat, obnadeHn KEM n YEM/YEMNeyaT Ha
MoTpebuten, reHepupaHa 4Ype3 MHPpacTpykTypata Ha [ocTtaBuvka € MuHumym 2048 Guta un
moxe ga 6bae 3072 nnn 4096 buta.

5. OwvmxuHaTta Ha aBomnka kntovoBe (RSA) 3a KEIM/KElMewat n YEI/YElMNevat Ha [lMoTpebuten,
reHepvpaHa u3BbH MHpacTpykTypaTta Ha [JoctaBunka € MuHumym 2048 6uta n moxe ga 6vae
3072 nnn 4096 6uta

6. HesaBucumo Kbae e reHepupaHa ABolkaTa Kro4voBe 3a n3gasaHe Ha KY, knoubT TpsibBa ga e ¢
ObIDKMHA Hal-Manko ot 2048 6uta 3a anroputmun RSA.

6.2.7 MapameTpu Ha NyGnNUYeH Koy

1. MapameTpute Ha NyGNWMYHUSI KNKOY Ca NOCOMEHU U YOOCTOBEPEHU B YAOCTOBEPEHMETO, KOETO
J[locTaBuMKbLT M3aaBa 3a TO3M NyBnMYEH KoY, CbOTBETCTBALL, Ha YaCTHUS KIoY.

6.2.8 U3nonsBaHe Ha Kro4a

1. I'IapalvleTpMTe Ha n3noni3BaHe Ha ,EI,BOVIKaTa KIno4yoBe, CbOTBETHO Ha YaCTHUA KIMOY, Ce CbAbpXXaT
B yOOCTOBepeHneTo, koeTo usgasa [ocTtaBumka 4ype3 atpubytute "keyUsage" n ,extended
keyUsage".

6.3 3awmTa Ha YacTeH KN4 U KOHTPOS Ha Kpuntorpadckma Mmoaysn

6.3.1 CtaHpaptu

1. KnoyoBute KOMMNOHEHTU B UHpacTpykTypaTa Ha B-Trust ,B-Trust Root Qualified CA", ,B-Trust
Operational Qualified CA", ,B-Trust Root Advanced CA", ,B-Trust Operational Advanced CA",
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RQSCD B nnatcopmata 3a obnadeH KEIN n OCSP cbvpebpute nsnonssat HSM ¢ ygoctoBepeHo
HMBO Ha curypHoct FIPS 140-2 Level 3(cvotBetHo CC EAL 4+ unvM no-BMCOKO), KOATO
yAoBMneTBopsiBa HOPMATUBHUTE U3NCKBAHWS.

B-Trust QSCD, pecnektuBHo HSM-a B RQSCD Ha nnaTdopmaTa KbOeTo ce reHepupa u
CbXpaHsiBa YacTHMA Koy Ha NoTpebuTtens e ¢ HMBO Ha curypHocT CC EAL 4+/FIPS 140-1 Level
2, pecnektuBHoO Level 3.

CodbTyepbT 3a reHepupaHe Ha gowika krtodoe (Crypto Service Provider/CSP) e ytBbpaeH oT
[ocTaBunka n npoBepeH 3a paboTa B MH(ppacTpykTypaTa Ha B-Trust.

Bcunukn QSCD n3BbH MHppacTpykTypaTa Ha B-Trust, kouTo MNoTpebutenat moxe ga nonsea, 3a
[a reHepupa ABOVKa KMNo4oBE U ga cbXxpaHsaea 4YactHus kntod 3a KEM/KEMeyaT, Tpsabea ga ca
cepTucmumpaHn 3a eksmBaneHTHo HUBO Ha curypHoct CC EAL 4 n no-Bucoko.

6.3.2 KoHTposn Ha nanonssaHe U CbXpaHeHWe Ha YacTeH KJ1HoY

1.

YactHute kntovoBe Ha YO Ha [loctaBumka ce wuanons3eat camo B HSM u ca pgoctbnHM
nocpeacTBOM KOAOBE 3a [AOCTbM, pasfeneHn Ha HAKOMKO 4acTh, KOMTO ca M3BECTHUM Ha
OTOpPU3UpPaHKU nuua oT nepcoHana Ha [JJoctaByuka.

EnoHoBpeMeHHO € reHepupaHe Ha fBouka kntovoBe Ha YO ce msnbfiHaBa M npouegypara no
CbXpaHsiBaHe Ha YaCTHUS KIoY B CbOTBETCTBUE C YyTBbPAEHa BbTPELLHa npoueaypa.

YactHuart kntod Ha KEIMN/KEMeuaT Ha lMoTpebuten ce m3nonsea camo B B-Trust QSCD wunu B
QSCD c ekBMBaneHTHO HUBO Ha CUIYPHOCT U € AOCTbIMNEH NOCPEACTBOM fIMYEH Ko 3a 4OCTbM. B
TO3M criyvyan eqHOBPEMEHHO C reHepupaHe Ha ABOKMKa KMoYoBe Ce U3MbIHABA CbXpaHsBaHe Ha
YyacTHusa ko B QSCD.

YacTHuaTt kntov Ha obnaveH KEI Ha MNoTtpebuten ce mnsnon3ea camo B HSM-a Ha RQSCD B
nnatdopmarta 3a obnadeH KEI n e goctbneH nocpeactsom SAD/SAP/SAM cxema 1 NNYeH koA
3a goctbn B cboTBeTCTBME € ETSI EN 419 241-2/3. B 1031 cnyyan eqHOBPEMEHHO C reHepupaHe
Ha [BOMKA KIOYOBE Ce U3MbIIHABA CbXpaHsBaHe Ha 4YacTHWUS KNov Ha 6asa yTBbpAaeHa
Kpuntocxema ot [locTaB4ymka, ocurypsieallia 3alimMra u nepcoHaneH KOHTPOM Ha Kroya.
YactHuart kntod Ha YET/YElNeuat Ha NMoTpebuten ce nanonssa caMo C nuuUeH3npaH codTyep
ypes B-Trust SCT (PKCS#12 kpunTtodann) n e 4oCTbneH NOCPeACcTBOM NMYEH KOA 3a JOCTbM.

6.3.3 CbxpaHeHWe U apxXxuBMpaHe Ha YaCTHUA KIoY

1.

YacTtHute kntoyoBe Ha YO ce cbxpaHsBaT Ha 4actu pasgenHo Bbpxy otgenHm QSCD cbe
3awmTeH npodun CC EAL 4+ nnum no-BMCOK, KaTto 4oCTbNBLT A0 BCAko QSCD ce koHTponupa vpes
KOA 3a AOCTbN OT CbOTBETHOTO OTOPU3NPAHO N1LEe OT nepcoHana Ha [JoctaByuka.

KoabT 3a goctbn o Bcako QSCD e nuuyeH 3a BCAKO OTAENHO OTOpM3MpaHo nNuue OT nepcoHana
Ha [ocTaBuuka.

PaspenHoTo cbxpaHeHue Ha YacTHUTe kntovose Ha YO Bbpxy HAKONKO QSCD v NMYHNSA KOHTPON
Ha poctbn Ao Tean QSCD He nos3BonsiBa Knw4voBeTe Oa ObaaT KOMMOPOMETUPAHU WK
HepernameHTMpaHo penpoayumpaHn n3sbH [locTaBumka.

PenpogyumpaHeto Ha u4acTtHuM knwoyoBe Ha [loctaBumka BbpXy pesepBeH HSM cnepg
aedekTnpaHe Ha onepaTMBHATa TakaBa, Ce M3NbJIHABA CaMO B MPUCHCTBME Ha MOHe 2
OTOPM3NPaHK NnLa, BCAKO OT KOMTO KOHTpOnupa goctbna 4o Herosoto QSCD.

YactHuar kntod Ha KEM/KEleyvat Ha MNoTpebuTten ce cbxpaHsaea camo Ha QSCD 1 He moxe fa
ce penpogyumpa Ha gpyro QSCD. lMNMpu gedektnpaHe Ha QSCD, Motpebutenar Tpsbea aa ro
noaMeHn 1 aa 3asiBv M3gaBaHe Ha HOBO YAOCTOBEPEHME.

YacTtHuat knod Ha obnaveH KEI Ha lMotpebuten ce cbxpaHasa camo B HSM-a Ha RQSCD B
nnatcopmaTta 3a obnadeH KEIN n He Mmoxe Aa ce penpogyumpa Ha Apyra TakaBa nnatgopma. B-
Trust nnatdpopmara 3a obnadeH KEI e pesepBupaHa OTHOCHO KPUTUYHUTE KOMMOHEHTU B Hes,
BkntountenHo n HSM mogyna.

YactHuart kntov Ha T/KYYEMNeuaT Ha [NoTpebuten ce cbxpaHsiBa cCOPTYEpHO U MOXe ga ce
penpoayumMpa Ha gpyra cuctemMa camo nog KoHTtpon [lotpebutens. Npu gedektnpaHe Ha
yacTHua kntod, MNMoTpebutenart Tpsibea ga kaTo 3asBu n3gaBaHe Ha HOBO YAOCTOBEPEHMUE.
[oCTaBUMKLT MO HUKAKbB HaYMH HE CbXpaHsBa WM He apxuMBuMpa 4YacTeH Koy 3a
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9.

KYKEMN/KYKElMeuaT Ha MNoTpebuten, He3aBUCUMO KbAE M Kak Ce reHepupa gBokkaTta Kio4voBe.
[locTaBUMKBLT CbXxpaHsBa YacTeH koY Ha obnaveH KEIN camo Ha 6a3a yTBbpaeHn KpuntTorpamm
3a 3aluMTa 1 rapaHTupaH nepcoHaneH KOHTPO BbPXy Krtoya OT cTpaHa Ha NoTtpebutens.

6.3.4 TpaHcdep Ha YacTeH KN4 B U OT KpunTtorpadcku moayn

1.

TpaHcdep Ha yacTeH kntod Ha YO Ha [JoctaBumka oT HSM ¢ uen cbxpaHeHne n Bb3CcTaHOBSIBAHE
B pe3epBHa TakaBa Cce U3NbIHABA NoA U3KNIYUTENEH KOHTPOM 1 caMo npu [locTaBynka CbrnacHo
OOKYMEHTUpaHUTEe U YTBBbPOEHM BbTPELUHU MNpouenypu 3a reHepupaHe U CbXpaHeHue U 3a
Bb3CTaHOBsBaHe Ha kntoyoBeTe Ha YO.

TpaHcdep Ha YacTeH kntod Ha [NoTpebuTten kbMm 1 oT [JocTaBymMKa C Liefl CbOTBETHO CbXpaHeHMe
n Bb3cTaHoBsBaHe B Apyro QSCD/HSM vnnu B codhTyep ce noaabpxa.

YactHuart kntod Ha KENM/KEleyat Ha MNoTpebuTten ce cbxpaHsiBa camo Ha QSCD, B koeTo ce
reHepvpa gBovikaTa Kro4YoBe M He MOXe Aa ce TpaHcdepupa/penpoayumpa Ha Apyro MACTO.
YactHuat knod Ha YET/YEMNe4vat Ha lMoTpebuTten ce cbxpaHsBa COPTYEpPHO M MOXe ada ce
penpoayumpa Ha gpyra cuctema camo nog KoHtpon NoTtpebutens.

6.3.5 MeToa Ha akTMBaUMA HA YacTeH Koy

1.

YacteH kno4 Ha [JocTaBumMka ce akTMBMpa NocpeacTBOM MOAENIEH CMCTEMEH KOA4 3a LOCTb,
OTAENHUTE YacTy Ha KOWTO ca N3BECTHWN Ha NOBEYE OT €4HO OTOPM3MPAaHO NULE OT NepcoHana Ha
[ocTtaBuuka.

Camo B nNpucbCTBME Ha Te3n Nnuua, cnepn BbBeXOaHe Ha BCUMYKM YacTu Ha Koga 3a OOCTbI, ce
paspellaBa gocTbnbT 40 cnota B HSM n ce akTnBMpa YacTHUS KITou.

YacTeH kntod Ha NoTpebuten ce aktueupa, Ypes BbBeXAaHe Ha NOTPpeOduUTenckns Ko 3a A0CTbMN
00 MSCTOTO, KbOEeTO 3aliMTEHO Ce CbXpaHsiBa Kr4ya MM ce u3nonsea Apyr cnocob Ha
naeHTudurkaums.

YacTteH kntod Ha obnadeH KEI Ha MNoTtpebuten B RQSCD Ha nnatdopmarta ce aktuBmpa 4pes
n3nbiHeHne Ha cxema 3a TOTP-aBTeHTUMKAUMA 3a NPUHAANEXHOCT Ha cMapTdoHa U
BbBeXxaaHe Ha notpebutenckusa kog 3a goctbn (MAH) 3a obnaven KEIN B cboTBETCTBME CbC
SAD/SAP/SAM Ha ETSI EN 419 241-2/3. YacTHuaT kntod 3a obnaveH KEI ce aktuBupa camo ako
CbLLEeCTBYBAT NognnucaHu nckaHe 3a nsgasade Ha O6nadeH KEIN v [JoroBop 3a yaoCToBEpPUTENHN
ycnyrun ot MNoTtpebutens. MNoannceaHeTo Ha Te3n AOKYMEHTU MOXe Aa CTaHe cnepj nsgasaHe Ha
yaocTtoBepeHune 3a ObnaveH KET.

6.3.6 MeToAa Ha ge-akTMBaLUMA Ha YacTeH Koy

1.

YacteH kntoy Ha [octaBumka B kpuntocuctemata Ha YO ce peaktuBumpa (npekpatssa ce
Bb3MOXHOCTTA 3a W3MNOf3BaHe) NOCPEACTBOM NPEYCTaHOBSIBAHE Ha FOrnMyeckust 4oCTbi OO0
CbOTBETHUS KItOY B Hesl.

YacTteH kntoy Ha lMoTtpebuten ce geaktmeBumpa (nNpekpatsiBa ce Bb3MOXHOCTTa 3a M3NoNn3BaHe)
NOCPEeACTBOM MNpeyCTaHOBABAHE Ha JIOrMyeckus OOCTbM A0 MSCTOTO, KbAETO 3aluUTeHOo ce
CbXpaHsiBa KIiova.

6.3.7 YHuWOXaBaHe HA YaCcTeH Knou

1.

YacTeH kntod Ha [locTaBymka B Kpyntocuctemata Ha YO ce yHuLoXaBa NocpeacTBOM U3TPpUBaHE
Ha KIto4a UM cboTBeTHUS cnoT. Npn HeobxoaMMOCT ce u3TpmBaT U CbXpaHABaHUTE B apxuBa
HOCUTENN 32 Bb3CTaHOBSIBaHeE.

YacTeH kntod Ha KETM/KEMNeyaT Ha MoTpebuten ce yHuwoxaBa NnocpeacTBOM U3TPUBAHETO MY OT
QSCD unu usinoctHoTo n3tpmBaHe Ha QSCD.

YacTeH kntoy Ha obnadveH KEI Ha MNoTpebuTten ce yHuwoxaBa nocpeacTBOM U3TPUBAHETO MY
(Ha kpunTOrpamarta 3a Hero) oT NoTpebuTenckua akayHT 3a obnayeH KEI.

YacTteH kntoy Ha YEIM/YEleuaT Ha MNoTpebuTten ce yHUWOXaBa NoCpeaCcTBOM U3TPUBAHETO My
OT MSICTOTO, KbETO 3aLUUTEHO CEe CbXpaHsaBa Kno4a.
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6.4 [pyrv acnekTu Ha ynpaBrieHMe Ha ABOWKa Kno4oBe

6.4.1 ApxuBupaHe Ha Ny6nnYHUA KN4

1.

My6nnyHute kntodoBe Ha YO ce cbaobpxaT B u3gageHuTe cnyxebHu yOooCTOBEpPEHMsT Ha
[ocTaBunka n ce cbxpaHaBaT BbB BbTpeLLEH pernctbp. CoymTte ca nybnmyHo JOCTbMHM Ypes3
ny6nvkyBaHe Ha ygocToBepeHuaTa Ha [locTaB4mka.

My6nnyHute knovoBe Ha YO ce apxuBupaT M CbxpaHsaBaT 3a nepuog oT 10 rogmHn cneg
n3TMyaHe Ha nepmoaa Ha BanuOHOCT UK NPeKPaTABAHETO HA CbOTBETHUTE YAOCTOBEPEHWS.
My6nuyHuTe kntoyoBe Ha oTpebutenn ce cbabpXaT B U3gageHUTe 3a TAX YAOCTOBEPEHMS,
KOMTO ca ny6nukyBaHu B [y6nnyeH perncTbp 1 ce CbXpaHABaT BbB BbTPELLEH PErncTbp.
My6nuyHuTe kntoyoBe Ha [loTpebutenn ce cbxpaHsBaT M apxuBupar 4pe3 nepuoguyHo
apXxmMBMpaHe Ha BbTPELLUHUSA PerncTbp.

6.4.2 TlNepuoa Ha BanMAHOCT Ha yAOCTOBEpPEHME U ynoTpeba Ha ABOMKA KIo4YoBe

1.

KY nmaTt cnegHuTe CpoKoBe Ha OENCTBUE:

e Ha 6asosusa YO ,B-Trust Root Qualified CA" n ,B-Trust Root Advanced CA" - 20 (aBagecerT)
rOONHY;

e Ha onepatusHute YO ,B-Trust Operational Qualified CA" n ,B-Trust Operational Advanced
CA" - 15 (neTHageceT) roguHu;

e Ha OCSP cbpBbpU — 5 (NeT) roanHu;

e Ha lNoTtpebuten — cbrnacHo gorosopa mexay [octaBunka n MNotpebutens, HO He noBeye OT
3 (Tpun) roavHu.

Korato ce nsnonasa knoya 3a nognuceBaHe/nognevarsaHe cnej u3tekbi Nepyvod Ha BanugHocT

Ha yQoCTOBEpeHMEeTO, MOANUCHT/NeYaThbT € HeBanuaeH M CbOTBETHUSA noanucaH/nogneyaraH

06eKT nnn n3sBneHne cneaBa a ce cynTaTt HegeNnCTBUTENHM.

LLlecT meceLa Npeaun U3TM4aHETO Ha Nepuoaa Ha BanuaHocT Ha YO, [loCcTaBYMKBbT reHepupa HoBa

ABOMKa KIlo4oBe M npunara BCMYKM HeobXxoanumMun AeNCTBMS 3a HEHapyllaBaHe Ha paboTaTta Ha

[oBepsaBalwimte ce cTpaHu, KOUTO pasyuTaT Ha cTapata gBoMka knio4voBe. HoBaTa gBolika

kntoyose Ha YO ce reHepupa 1 nydénnyHaTa 1 YacT ce pa3npocTpaHsBa CbrnacHo NonuTukata B

TO3U JOKYMEHT.

6.5 [aHHM 32 aKTMBauus

6.5.1 leHepupaHe U MHCTanNMpaHe Ha AaHHW 3a aKTUBaLUA

1.

2.

Mpwn reHepupaHe Ha ABoKka krto4voBe OT [loTpebuTen, nocnegHuMs caMm Cb3daBa U yrpaensiea
AaHHW 3a aKTMBaLUWS.

Mpun reHepupaHe Ha ABoOWKa kntoyoBe Ha MNoTpebutens ot [JocTaBumka, nocneaHus npegasa Ha
MoTpebutensa KOHTpONa Ha JaHHW 3a aKTMBaUUA 3ae4HO C YAaCTHUS KIHOM.

Mpn NbpBOHavanHo nsgaBaHe Ha ygocTtoBepeHne Bbpxy B-Trust QSCD, npeaun reHepupaHe Ha
aBorika kno4voBe, B-Trust QSCD ce nHnuymanunaunpa un ce cb3gaBaT CreaHuTe KogoBe 3a AOCTbN:
Motpebutencku ("User") n AomuHuctpatmeeH ("SO") n cboTBETHO, 3a NEpPCOHaneH OCTbn Ao
YyacTHus kntod B QSCD v 3a gebnoknpaxe Ha 6nokmpaHo QSCD.

HauyanHuat Motpebutenckn n AoDMMHUCTpPaTUBEH Ko, 3a AOCTbN M 3a AebnokmpaHe Ha B-Trust
QSCD ce npegoctaBaTt Ha MoTpebutensa unm Ha YMbAHOMOLLEHOTO OT HEro NiMue B 3anevaTteH,
Henpo3payeH XxapTUEH MIuK.

MoTpebutenar e 3agbrmkeH Ha CMeHU NbpBoHaYvanHus NotpebuTtencku kog 3a goctbn Ao B-Trust
QSCD nocpeacteom codpTyepa, KOUTO ce NpefocTaBs C Hero.

HocTtaBunkbT npenopbyBa [oTpebutenaT ga cMeHs nepuoamyHo cBos NMoTpebutenckn kog 3a
poctbn oo B-Trust QSCD.

MoTpebutenat cnegsa ga uanonaea NpeaocTaBeHUSaT AOMUHUCTPATMBEH KOA4 3a SOCTbLM C Len
nebnokmpaHe 6nokmpaHo B-Trust QSCD.

6.5.2 leHepupaHe M MHCTanuUpaHe Ha AaHHU 3a akTuBauumAa Ha oonayveH KEI v KElMevaTr

1.

[eownkaTta knto4yoBe 3a obnadeH KEI1 ce reHepupa B HSM-a Ha RQSCD B nnatdopmara 3a
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4.

5.

o6nayeH KEI kaTo YaCTHUAT KNIOY 3aLMTEHO ce CbXxpaHsaBa npu [ocTaBumka.

Mpn nbpBOHa4anHo n3gaBaHe Ha KY 3a obnaveH KEI, npeau reHeprpaHe Ha ABOWKa Kro4oBe,

MoTpebutenat cnefBa da 3apean M MHUUManM3vMpal/akTuBupa MOOWMHOTO NPUIOXEHME 3a

o6nayeH KEI B cmapTdoHa.

WHuumanusauusata/aktmBaunara Ha MOOUNHOTO NPUNOXEHWEe Ce WU3NbMIHABA aBTOHOMHO B

cMmapTdoHa, a perucrtpauuaTa Ha MOOWUNHOTO MNPUMOXKEHUS Ce MU3NbIHSABA CbBMECTHO C

nnatgopmarta 3a obnaveH KEIN Ha [JocTaBumka kaTo BKMOYBAT:

¢ Cb3gaBaHe Ha napona;

e Peructpauusa (acoummpaHe) Ha NpPUNOXeHNeTo/MOBMMHOTO YCTPOMCTBO B NnatdopmaTta 3a
obnaveH KEI (Bb3gaBaHe Ha noTpebuTencku akayHT, oomeH Ha o6 (shared) kntou 3a TOTP-
cxema Ha aBTeHTuduKaums, kY 3a 3awuta Ha MNAH-a);

e CurypHo CbxpaHsiBaHe Ha ABaTa Krto4ya B MOBUITHOTO YCTPOWCTBO /MPUSOXKEHNETO — € AUHUAT
ce usnonsea 3a TOTP-aBTeHTUMMKaAUMS (NpuTexaHue Ha MOOMMHOTO YCTPOMCTBO OT
MoTpebutens, opyrmaT — 3a 3awwuTa Ha NMH-a 3a gocTbn 40 YacTHUSA KioY);

e [eHepupaHe Ha gBOMKaA KITlo4HOBeE crieq BbBexaaHe Ha [YH upe3 MobunHoTo npunoxeHue ot
MoTpebutens; YyacTHUA KW Ce 3aliMTaBa 4ype3 yTBbpAeHa KpunTocxema, rapaHtmpalia
nepcoHaneH KOHTPOI A0 YaCTHUS KIOY U Ce CbXPaHsBa;

[aHHuTe 3a aktMBaumsa Ha obnadHmsa KEI (obw, ko 3a TOTP-aBTeHTMdMKAUMS, KITIOY 33

3awmTa Ha NMKWH) ca nog koHTpona Ha MoTpebutens.

TOTP-aBTEHTUDUKALMOHHNS MEXAHU3BM U KPpUNTOCXEMaTa 3a 3almTa Ha YacTHUSA KoY Ha

obnaveH KEI BbBexagaTt n rapaHTupaH nepcoHaneH KoHTpon Ha [loTpebuTtens Ao 3awuTeHus

YyacTeH Kkrtod Ha obnayHms KEI.

6.5.3 3awmTa Ha AaHHU 3a aKTMBauuda

1.

|_|0Tpe6I/ITeJ'IFIT € 3adbJIKeH Oa CbXpaHAaBa U Na3n OT KOMMNpoMeTunpaHe KogoBeTe 3a AOCTbM A0
MACTOTO, KbAeTO 3allUTEHO Ce CbXpaHABaA YaCTHUA KITO4.

6.5.4 [Opyrvn acnekTu Ha AaHHUTEe 3a aKkTUBauus

1.

2.

Cnep onpegeneH 6pon HeycneLHn ONUTY 3a BbBEXAaHe Ha KOPEKTEH Ko 3a 4OCTbM 40 YacTHUSA
krntod Ha NMotpebutens, B-Trust QSCD ce 6nokupa.

Cnep onpegeneH 6pon HeycneLHn ONUTK 3a BbBEXAaHe Ha KOPEKTEH Ko 3a 4OCTbM 40 YaCTHUSA
kntod Ha obnadeH KEI Ha [MoTpebuTtens, kpuntorpamaTa C YacTHUS K4 B noTpebutenckms
akayHT ce bnokupa.

MoTpebutenart TpsibBa Aa nanonsea NpegocTaBeHnaT My AAMUHUCTPATMBEH KOA 3a AOCTbM, 3a
na nebnokmpa 6noknpaHo B-Trust QSCD.

MoTpebutenatr Ha obnadeH KEI TpsdAbBa ga w3nonssa MpedocTaBeH My AOMbIHUTENEH
(agMunHMCTpaTMBEH) KOA, 3a Aa Aebnokupa kpuntorpamaTa CbAbpXKalla YacTHUS KoM,

6.6 CUrypHOCT Ha KOMMNIOTbLPHUTE CUCTEMMU

6.6.1 WM3nckBaHMA 3a CUTYPHOCT

1.

KomnioTbpHute nnatdopmn, Ha KOUTO paboTAT BCUYKM KPUTUYHU  KOMMOHEHTU Ha
nHdppacTpykTypaTa Ha B-Trust, ca obopyaBaHn n KoOHUrypupaHm CbC CpeacTsa 3a NokanHa
3aluMTa Ha gocTbna o copTyepa n nHdopmauuara.

[ocTaBunkbT ocurypsisa MeToam 1 n3nonasea npoueaypv 3a agMUHUCTPUPaHe 1 ynpasneHue Ha
CUrypHOCTTa Ha usanata uHgpacTpyktypa Ha B-Trust, B cboTBeTcTBME C obuonpuetn B
MexayHapoaHaTta rnpakTuka ctaHgapTuv 3a yrnpasreHve Ha MHopMaLmMoHHaTa CUrypHoCT.
HapgexagHocTTa Ha uM3nonsBaHUTE CUCTEMW, TexXHu4eckata W Kpuntorpadpcka CUrypHOCT Ha
OCbLLECTBABAHUTE Ype3 TAX NpoLecH, Ce OCUrypsisa Ypes TeCTOBE U NPOBEPKM HA TEXHNYECKOTO
obopyaBaHe 1 TEXHONMOrMNTE CbIMacHO MeToAmMKa 3a OLEeHKa Ha CUrypHocTTa.

lMpoBepkn N TecToBe ce U3BBLPLUBAT NEPUOOUYHO, KaKTO U MpU BCSKa NPOMsHA, KOATO 3acsara
CUrypHOCTTa Ha MHdpacTpyKTypara.
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6.6.2 CTeneH Ha cUrypHocCT

1. CreneHTa Ha CUrypPHOCT Ha M3Non3BaHUTe cuctTeMn B MHGpacTpykTypaTa Ha B-Trust oTroBaps Ha
HOpMaTMBHUTE U3NCKBAHUS 3a U3MbIIHEHME HA AeNHOCTTa Ha [locTaByMka U ce onpeaens ypes
JokymeHTa NonuTuka 3a curypHocT Ha [JocTaB4uka.

6.7 Pa3Bou n ekcnnoatauusi ((KM3HeH LUKDBI)

6.7.1 Pa3Bom

1. Pa3BoAaT Ha NpOAYKTM M YOOCTOBEPUTENHM YCIyru, CBbpP3aHW C U3gaBaHUTE U nogabpXKaHu
yooctoBepeHus oT [JocTaBumka, Cce OCblLEeCTBABa Ha OTAEMHU CUCTEMU, HAMbHO HE3aBUCUMU
OT Te3u B pejOBHa eKkcnnoaTauus.

2. [llpoaykTtun, copTyep n ycnyru, KOUTo ce npegnarat ot [locTaByumka, ce TecTBaT MbpBOHAYannHo Ha
pas3BonHUTE cUcTemMu, Npeam Aa 6baaT BbBeAeHM B ekcrinoaTauus.

3. HoBuTe nNpoaykTn 1 yooctoBepuTesniHM ycnyru, kouto JocTaBynkbT npegnara, ce cbnposoxaaT
OT Npoueaypw no ekcnnoartaumsa n MHCTPYKLUMM 3a NON3BaHe.

6.7.2 Ekcnnoartauus

1. BbBegeHuTe B eKkcnnoatauusi yOOCTOBEPUTENHW YCNyrm W npogyktm oT [ocTtaByvka ce
nogaobvplXKat nocpeacTtsomMm obocobeHuTe 3a Tasu uen ekcnnoatauyMoHHN KOMMNKTbPHU CUCTEMN.

2. ‘-Ipes ekcnnoataynoHHnTe cuctemMmum ﬂOCTaBl-IMK'bT npenoctaBda BCUYKU yOOCTOBEPUTETTHN YCITYT.

3. [poayktute n ycnyrmute Ha [locTaBuMka ca TeCTBaHM B YCITOBUS HA peanHa paboTa.

6.8 [donbrHUTENHU TecToBe

1. [ocTaBuMKbT NpeaocTaBs Bb3MOXHOCT 3a M3BbpLUBaHE Ha TecToBe 3a paboTocnocobHOCT Ha
n3gageHnTe KsanuduumpaHn yooctoBepeHust Ha ouumanHaTa cu ctpaHmua.

6.9 MpexoBa curypHocTt

1. ,D,OCTaB‘-IVIK'bT nanoni3Ba CbBpeMeHHUN TEXHNYECKU CpeiCTBa 3a obmeH n 3auwnTa Ha VIHCbOpMaLl,I/IFI
B MHpacTpykTypaTa Ha B-Trust, 3a ga rapaHTMpa mpexoBaTa CUrypHOCT Ha CUCTEMUTE cpeLly
BbHLUHN MHTEPBEHUUU N 3aniiaxu.

6.10 YaocTtoBepsiBaHe Ha Bpeme

1. [ocTaBuuKbT ny6nvn<yBa B OTAENIEH JOKYMEHT Monutukarta un npakTnKkata Ha OpraHa 3a n3gaBsaHe
Ha KBaJ'IVICbI/ILI,I/lpaHI/I EJ1IEKTPOHHN BpEMEBU NevaTu.
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~

OLIEHKA HA PUCKA

OTunTarku ycraHoBeHu G1sHec n TexHn4eckn npobnemm npun 4OcTaBka, onepmpaHe 1 NoaapbKKa
Ha yaocToBepuTenHuTe ycnyru, [locTaBuYMKbT M3BBbPLLBA OLIEHKA Ha pyCKa 3a Aa naeHtTuduumpa,
aHanuampa v oLueHN CBbp3aHNTE C TOBA PUCKOBE.

N3bupat ce nooxoasawin Mepku 3a ulbsireaHe Ha MAEHTUUUMPAHN PUCKOBE KaTo ce oTyuTaT
pe3yntatute OT oOueHKaTa Ha pucka. [lpyemaHuTe Mepku rapaHTMpaT HMBO Ha CUrYpHOCT,
CbU3MEPUMO CbC CTENEHTa Ha NOEHTUPULNPAHNTE PUCKOBE.

JocTtaBunkbT goKyMeHTUpa 4pe3 [Npaktukata n cboTBeTHUTE [loNUTUKM Ha npefocTaBsaHUTE
yOOCTOBEPUTENHN YCIYrM U3NCKBAHUATA KbM CUFYpHOCTTA W OnNepaTtMBHUTE nNpoueaypu,
HeobxoanmmM 3a n3bsreaHe Ha NOEHTUPULMPAHN PUCKOBE.

MepuoguyHO ce wu3NbMHABA Nperneq W OueHka Ha pucka C uen npeogonsiBaHe Ha
NAEHTMAULMPAHN PUCKOBU dhaKTopW.

MeHMaXMBbHTBLT Ha [JocTaBunka ogobpsiBa pe3yntaTtuTe OT OLeHKaTa Ha pucka, npeanucaHute
MEepK/ 3a npeofonsBaHe Ha WMAEHTMUUMPaHM PUCKOBM haKTOpU U npuvemMa YyCTaHOBEHUTE
OCTaTb4HUN PUCKOBE.
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8 MNMPO®UIIN HA KBATIMUDULIMPAHU YOOCTOBEPEHUA, HA CRL
N HA OCSP

8.1 NPO®UI HA KBAITMGPULIMPAHU YOLOCTOBEPEHUA

1. lMbnHOTO cbabpxaHue (nNpodwmn) Ha KY ce cbaobpxa B NyOnuKyBaHUTE [OOKYMEHTUTE 3a
cboTBeTHUTe MNonuTtukn Ha [JoctaB4unka.

8.1.1 Homep Ha Bepcus

1. [octaBunkbT nsgasa KY sbB popmat X.509, v3.
2. Bepcusta ce Bnucea B nsgasaHoTto KY.

8.1.2 [lonycTtmu paswimpeHus BbB popmaTta Ha yaocTtoBepeHue

1. Atpmbyt ,Subject Key Identifier"- dopmupa ce oT nybnmMyHMA KIOY, YOOCTOBEPEH B
yOOCTOBEPEHNETO KaTO XELU-CTOMHOCT Ha NyGMMYHNS KINHOY.

2. Atpubyt ,Authority Key Identifier"- dopmmnpa ce kaTo Xew-CTOMHOCT Ha Ny6nNuYHMA K4y Ha
onepaTtuBHuda YO Ha [JocTaBuuka.

3. Atpubyt ,lIssuer Alternative Name"- cbabpxa URL-CTpUHr KaTto anTepHaTMBHO WME Ha
[ocTtaBuuka.

4. ATtpubyt ,Basic Constrains"- onpegensa Tuna Ha ygoCTOBEPEHMETO U UMa CTomHocT ,End entity”
B yaoctoBepeHueTo Ha lMoTpebutens.

5. Atpubyr ,Certificate Policy" - onpegenst ugeHtudgpumkatopa Ha lNMonuTukata 3a KY.

6. AtpubyTt ,Key Usage" - aTpubyT, KOMUTO onpeaens ynotpebaTa un orpaHmdeHunsta B ynotpeba Ha
yOOCTOBEPEHNETO.

7. Atpubyt ,Extehanced Key Usage" - ponbnea 3HavyeHneTo Ha aTpubyT "Key Usage" n ykassa
AOMBbITHUTENHUTE U CNEeuUUYHN NPUNOXEHNA HA YOOCTOBEPEHNETO.

8. Atpubyt ,CRL Distribution Point" - cbabpxa nuHk kbM aktyanHms CRL Ha onepaTtuBHua YO Ha
JocTtaBuuka.

9. Atpubyt ,Authority Information Access" - cbaobpxa URL-agpeca Ha OCSP cbpBbpa 3a
Banuaaunsi Ha yooCTOBEPEHMETO.

10. AtpubyT ,Qualified Statements" - aTpmbyTbT cbObpka ykasaHue, 4Ye yOoOCTOBEPEHMETO €
KBanuuuupaHo 1 ganu 4YacTHUS KIoY e reHepupaH 1 ce cbxpaHsiaa Bbpxy QSCD.

8.1.3 WUpeHTudmkaTopmn Ha anropuTMmUTEe Ha €NEeKTPOHEH noanuc

1. AtpmbyTtnT ,Signature algorithm" ngeHtudmumnpa anroputmute (Kpuntorpadgcknute MexaHuamm),
KOWTO Ce n3nonssar.

8.1.4 ®opmMu Ha UMeHyBaHe
Bwx cekuna ,MImeHyBaHe" OT TO3U JOKYMEHT.

8.1.5 OrpaHu4yeHus1 Ha UMeHaTa
Bwx cekuna ,MImeHyBaHe" OT TO3U JOKYMEHT.

8.1.6 UpeHTudukarop Ha NMonutuka

1. KY ce uspgasart cbrnacHo lNMonuTtunka Ha fJoctaByumka, naeHtudukatopsT (OID) Ha koaTOo ce BnucBa
B atpubyta ,Certificate Policy" Ha ygoctoBepeHueto. Tasu [Nonutuka Ha [ocTtaBumka e B
CbOTBETCTBUE C MEXAYHAPOAHO YCTaHOBEHUTE MONUTUKK, cbrnacHo ETSI/ITU-T B gokymeHTH
EN 319 411-1/2. Bux Tabnuua B T7.1.3 Ha AOKYMEHTa.

8.1.7 O3HauyeHue Ha KBanupuumMpaHoOTO yAOCTOBEpPEHMUE

1. [octaBumkbT n3nonsea B KY ¢ npocdun no craHgapta X.509 v.3 atpubyta ,Qualified Statements"
C unpeHTtudukatopu: id-etsi-qcs-QcCompliance” (O1D=0.4.0.1862.1.1), ,id-etsi-qcs-QcSSCD*
(OID=0.4.0.1862.1.4) n ,id-etsi-gcs-QcType* (OID=0.4.0.1862.1.6) cbC CTOWHOCT ,id-etsi-qct-
esign“ (0id=0.4.0.1862.1.6.1) un ,id-etsi-gct-eseal” (0id=0.4.0.1862.1.6.2) u ,id-etsi-qcs-QcPDS*
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(0id=0.4.0.1862.1.6.5).

8.2 Mpodwmn Ha Cnucbka Ha NpeKkpaTeHn yaoCTOBepeHUs

8.2.1 Bepcus

1. [octaBuukbT, ype3 csoute YO u3gaBa, nybnukyBa m nogabpxa CnvcbuM Ha npekpaTeHu
yoocTtoBepeHus (CRL) BbB dhopmata X.509 v.2.
2. Bepcusita ce Bnucea B nsgageHus CRL.

8.2.2 ®opmar

1. [ocrtaBunkbT u3gasa, nybnukyBa u nopgabpxa CRL, umito cbopmat € B CbOTBETCTBUE C
n3nckBaHudATa B MexxgyHapogHaTa npenopbka RFC 5280.
2. YO Ha [JoctaBunka nsgaeat, NyonvkyBaT u nogabpKaT caMocToATenHn mbiHm CRL-m kaTo B TAX
3anuceaTt camo NpekpaTeHn YO4oCTOBEPEHMS, KOUTO ca n3ganeHun ot cbotBeTHus YO.
3. [JocTaBumMKbT HE uU3gaBa M He nogabpXxa cxema Ha ,dactudeH" (delta) CRL, Ho 3ana3Ba npaeo
npv HeobxoAMMOCT Aa BbBee TakaBa CxeMma.
4. OcHoBHuTe CRL-aTpubyTy ca:
e ,Version"- Bepcus;
e ,Issuer Name" - nugeHtnduumpa YO, nsgan n nognucan Cnmcobka;
o  Effective Date"/"This update" - Bpeme Ha n3gaBaHe Ha CnnCbKa;
¢ ,Next Update"- BpemeTo Ha BanuaHocT Ha Cnuckka. Cnep nocodeHoto Bpeme, YO n3gaea
nepuoamnyHo HoB Cnncbk. [pes3 neprnoga Ha BanuaHoOCT, B Cryvan Ha npekpaTsiBaHe/cnnpaHe
Ha ygocTtoBepeHue, YO nsgaea HesabasHo HoB CRL;
e "Signature algorithm" - o3HauyaBa kpunTorpadckus MexaHn3bM/anropuTbma 3a enekTPoOHEH
noanuc Ha CRL;
e "Signature hash algorithm" - xeL-pyHKUNATa B MEXaHN3Ma Ha eNeKTPOHHUA nognuc.
5. JonbnHutenHn CRL-atpnbyTu ca:
o Authority Key ldentifier"- ngentudgukaropa Ha YO, konto msgaea v nognmucea Cnucbka.
Cobobprka 3HauveHueTo Ha ,subjectKeyldentifier" ot ygoctoBepeHueTo Ha YO, KOWTO nognucea
Cnucbka.

8.2.3 ®dopmat Ha enemeHT B CRL

1. CRL Ha YO cbabpka eneMeHTn 3a BCMYKN npekpateHn ygoctoBepeHusi oT YO. Tean enemeHTn
ca noctosiHHM B Cnucbka.
2. CRL Ha YO cbabpxa enemMeHT 3a BCAKO cnpsaHo ygoctoBepeHue oT YO. TakbB enemeHT e

BpeMeHeH B Cnucbka 4O MOMeHTa Ha Bb30OHOBSABaHe Ha y4OCTOBEPEHUNETO.

3. Atpubytute Ha enemeHT B CRL ca:

e "Serial number" - cepunHNAT HOMeEp Ha MpeKkpaTeHo/CnpsiHO yaocToBepeHue; "Revocation
date"- Bpeme Ha npekpaTaBaHe/cnupaHe Ha y4oCTOBEPEHME;

o "CRL Reason Code" — koa, naeHtnduumpall npuynHaTa Ha npekpartssaHe/cnupaHe.

4. 3HadveHuATa Ha NpuynHaTa 3a nNnpekpaTaBaHe/CnnpaHe Ha yaOoCTOBEPEHME Ca KaKTO crieBa:

e "keyCompromise" - KOMNpOMEeTUpaH YacTeH Koy Ha MNoTpebutens;

e "CACompromise" - koMnpoMeTMpaH YacTeH KoY Ha onepaTtuseH YO Ha [locTaB4uka;

o affiliationChange" - npomeHeH cTtaTyc Ha [loTpebuTten cnpsamo Apyro nvue - NnpomsHa B
npeacTaBuMTenHaTa BnNacT, OTHEMaHe Ha npeacTtaBUTenHata BRacT, MNpekpaTsBaHe Ha
TPYAOBO NPABOOTHOLLEHME U T.H.;

e "superseded" - yqoOCTOBEPEHMETO € 3aMECTEHO C APYrO;

o “certificateHold" - aencTBneTo Ha y4OCTOBEPEHMETO BPEMEHHO € CMpSIHO.

8.3 MMpodwmn Ha OCSP

1. OCSP cbpBbpa Ha [JocTtaBynka paboTn 1 NpeaocTaBs ycrnyraTta ,,OHflalnH NpoBepka Ha CTaTyc Ha
yOOCTOBEPEHNE B pearnHo BpeMe" B CbOTBETCTBME C MEeXAYHapoaHO yTBbpAeHaTa npenopbka
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IETF RFC 6960.
2. WHdopmauus 3a npodmna Ha 3asiBka 1 Ha oTroeop npu pabota ¢ OCSP cbpBbpa ce Cbabpxa B
ropenocoyeHarta TexHM4ecka npenopbka, NyérnmyHo gocTbnHa oT canTta Ha IETF.
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9 MNPOBEPKA U KOHTPOJN HA OEMHOCTTA HA JOCTABYMKA

9.1 MepuoaunyHa u obcToATENICTBEHA NPOBEpKa

1.

4.

5.

KoHTpon Ha npaBHO-pernaMmeHTMpaHaTta 4enHoCT Ha [locTaBymka, CBbp3aHa C yOoCTOBEPEHUATa
3a efeKTPOHEeH Nognuc U HelmHaTa CbobpasHOCT ¢ uanckeaHuaTa Ha SEJEYY n HopmaTMBHaTa
ypeaba ce ocblyecTBABa 0T KomucusaTa 3a perynvpaHe Ha CboOLEeHNsaTa, B paMKUTE Ha HEMHUTE
KOMMNeTeHUnn.

BbTpelueH KOHTPOS Ha AenHocTTa Ha [locTaByMka ce HasHayaBa OT ONepaTMBHOTO PbKOBOACTBO
n/vnn CbBeTa Ha OUPEKTOPUTE Ha IOPUANYECKOTO Nuue Ha [JocTaBymKka KaTo peabT U 06xBaTbT
Ha NpoOBEpPKUTE € CbobpaseH C BbTPELLUHN JOKYMEHTM Ha OPUONYECKOTO NnLe.

PbkoBoacTBOTO Ha [locTaB4yMka OCbLLECTBSABA MOCTOSIHEH OnepaTMBEH KOHTPOS 3a TOYHOTO
N3MbIIHEHNE Ha MHCTPYKUnUTE npu paboTta oT nepcoHana Ha [JoctaBymka.

Pvkosoacteoto Ha ,BOPUKA® ALl HasHayaBa nepuoavyHuM MNPOBEPKM 3@ CbOTBETCTBME Ha
Tekylarta AenHoCT ¢ yTBbpaeHuTe MNpakTtuka n MNonutuku 0THOCHO AenHOoCTTa Ha [JocTaByuka.
[locTaBUYMKBT M3NBbIHABA MOCTOAHEH KOHTPOI BbpXy AenHocTta Ha PO/MPC.

9.2 Ksanudwukaumsa Ha npoBepsABaLMTe Nuua

1.

2.

MpoBepsiBawm nuua morat ga 6baat camo nvua, KOMTO MMaT NpaBo Aa M3NbIHsBAT TakuBa
YHKUMN B CbOTBETCTBME C Bb3NPMETU B MeXAyHapOoAHaTa NpakTuka U3MCKBaHMSA U JOKYMEHTMW.
MpoBepsiBawmMTe nuua crnegBa Aa ca akpeguTupaHu OT MexayHapodHa akpeauTaumoHHa
opraHusaums ga usnbiiHABaT TakMBa NPOBEPKMU.

BbTpewHnTe npoepkn Ha pabotata Ha PO/MPC ce nanbnHsBaTt OT cnyxutenu Ha [loctaByuka,
KOWUTO Ca OTOPU3MpPaHK 3a Ta3n OEeNHOCT.

MpoBepsaBaLLy NUUa He MoraT Aa ynbfAHOMOLLABAT Apyru nvua ga M3BbpLUBaT YacT unu usanarta
npoBepKa, OCBEH C U3PUYHOTO Cbrinacue Ha [JocTaBuuka.

MpoBepsiBawmMTEe nMUa HOCAT OTFOBOPHOCT 3a npoBepeHutTe Gaktn u ob6CToATencTBa,
He3aBUCMMO Janun ca NPEBBL3NOXKUIN YacT Unu LanaTa NnpoBepka Ha Apyry nvua CbC CbrnacneTo
Ha [ocTaBuuka.

9.3 OTHoLWeHUA Ha NnpoBepsaBalmTe nuua ¢ floctaBumka

1.

2.

MNpoBepsiBawmTe nuua TpsibBa Aa 6baaT He3aBUCUMMU, a HEe ca NPSIKO UMM KOCBEHO CBbp3aHu 1
[a HAMaT KOHMMMKT Ha uHTepecu ¢ [locTaBymka.
OTHoLLeHuATa mexay [ocTaBynka 1 NpoBepsiBalllo BLHLUHO NWLEe ce ypexaaT ¢ A0roBop.

9.4 OO6xBaT Ha npoBepKaTa

1.

MpoBepkaTa OT cTpaHa Ha OpraHu 3a oueHsiBaHe Ha cboTBeTCcTBMETO ¢ PermameHt 910/2014

obxBallLa HOPpMaTMBHO perfnameHTUpaHnTe N3NCKBaHUS KbM OEMHOCTTA Ha [locTaB4vMKa ChrnacHo

3EOEYY .

BbTpelwHaTa npoBepka moxe aa obxsalya BCAKO 0BCTOATENCTBO UK AEWHOCT, MOCOYEHN B TO3U

OOKYMEHT, KaKTo W:

e CbMNOCTaBKa Ha MPakTUKM 1 NpoLenypy NOCOYEHN B TO3M AOKYMEHT C TsIXHATa npaktudecka
peanusaums Npyu N3NbiHeHMe Ha AenHoCTTa Ha [locTaBuuKa;

e MpoBepKa Ha AEWHOCTTa Ha NOAU3NbIHUTENM - BbHWHM PO/MPC;

e apyrm obcToATencTtBa, akTM M AEWHOCTU, CBbp3aHu C UH(pacTpykTypaTa B-Trust, no
npeueHka Ha PbkoBogcTBOTO Ha [locTaBumka.

9.5 O6cbXxaaHe Ha pe3ynTaTuTe U 4EUCTBUS C ornea usBbplieHaTa NpoBepKa

1.

2.

3.

B3 ocHOBa Ha HanpaBeHUTE OLEHKW U OoKMnaga oT npoeepkaTta, PbkoBoacTBo Ha [ocTaByumka
Habensi3Ba MepKn N CPOKOBE 3a OTCTPAHSABAHE HA KOHCTATMPaHUTE NPOMNYCKU N HECHLOTBETCTBUS.
MepcoHanbT Ha [ocTaBuymKka npegnpuemMa KOHKPETHU AENCTBUSA 3a TAXHOTO OTCTpaHsiBaHe B
NMOCOYEHUTE CPOKOBE.

PesynTtatute oT nssbpLUeHaTa NpoBepKka ce CbXpaHsBaT HaAMNEeXHO B apxvBa Ha [locTaBuuka.
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10 APYI' BU3HEC YCI1OBUA U NMPABHU ACIMNEKTH

10.1 LleHn v Takcu

1.

2.

5.
6.

[ocTtaBunkbT noaabpxa OOKyMeHT "Tapuda 3a npegoctaBsHUTE  YOOCTOBEPUTENHM,
MHAOPMAaLIMOHHU, KPUNTOrpagCKU U KOHCYNTAHTCKK yCryrin®.

[locTaBYMKbT MMa NpaBo Aa NpoMeHst egHOCTpaHHO Tapudbata no BCSAKO BpeMe OT AENCTBUETO
Ha [JoroBopa, kaTto yBegomsiBa 3a ToBa [loTpebutenute nocpegcteom nyGnMKyBaHe Ha
NpPoOMeHNTE Ha VIHTepHeT cTpaHuuaTta.

MpomsaHaTa nma gencteue cnpsamo Notpebuten ot geHs, crnefBaly AeHa Ha nybnukauymaTa.

B 5 (neT) oHeBeH CpoK OT gataTta Ha NpoMsaHaTa U AOKOJIKOTO € Hanuue yBenMyYeHne Ha LeHuTe,
MoTpebutenat nma npaBo Aa NpekpaTM €OHOCTPaHHO OoroBopa C OTNpaBsiHE Ha MUCMEHO
n3gectne ao [ocrtaBumka, cyMTaHO OT AdaTaTa Ha M3TMYAHE Ha CpoKa Ha MoCcneaHoTo
yooctoBepeHue. B To3n cnyyam 4oroBopbT Ce cunTa nNpekpaTeH oT JataTta Ha NpomMsHaTta, KaTto
nnaTeHuTe MO [AOroBopa Bb3HArpaXdeHWst 3a MNOoN3BaHe Ha YCNyrm He noanexaTr Ha
Bb3CTaHOBSBAHeE.

Mpn nunca Ha n3BecTue 3a NpekpaTaBaHe ce cunTa, Ye [oTpebuTensT e cbrnaceH ¢ npoMsiHaTa.
lMpomsHaTa Ha Bb3HarpaXKaeHMsiTa He MOXe Ja 3acerHe Bede 3annaTteHn Bb3HarpaxaeHust.

10.1.1 Bb3HarpaxaeHus

1.

CTonHOCTTa Ha goroesopa BKMHOYBA €4HO UMM HAKOSKO OT CNegHUTE Bb3HarpaxaeHus:

e Bb3HarpaxaeHue 3a usgasaHe u nogabpxkaHe Ha KY;

e Bb3HarpaxneHue 3a nogHossaBaHe Ha KY;

e Bb3HarpaxaeHue 3a M3BbpLUEHM NO UckaHe Ha MoTpebutensa KoHCynTauum n TEXHONOrMYHa
NMOMOLLL;

e LieHa 3a 3aKyneHo unu npegocrtaBeHo nod Haem oT [loctaBunka obopyaBaHe;

e Bb3HarpaxaeHve 3a nepcoHanuanpaHe Ha PU3N4eckn HocuTen.

ObmkMMnTe Bb3HarpaxgeHns um cymu ce 3annawaTt Ha [JocTaBumMka B pas3Mepu, CbINacHo

Tapucata 3a npepgoctaBanute oT ,BOPUKA® Al kBanuduumpaHu yOooCTOBEPUTENHN,

NHPOPMAaLIMOHHN, KpMNTOrpaddCKN U KOHCYNTAHTCKM YCIYrn 1 B CPOKOBE M MO Ha4YMHW, NOCOYEHN

B [JoroBopa 1 NpunoXxeHusiTa KbM HEro.

[IOKONKOTO MMa yroBOpeHO aBaHCOBO UIM abOHAaMEHTHO Bb3HarpaxdeHue 3a M3Mori3BaHe Ha

ycrnyra, CbLOTO He MOANEeXW Ha Bb3CTaHOBsiBaHe, ako [loTpebutensat He e KoHcymupan

npegocTaBsHaTa ycnyra npe3 CbOTBETHUSI CPOK, 3@ KOWTO Ce OTHAcs aBaHCOBOTO WU

abOHaMEHTHOTO Bb3HarpakaeHue.

LleHaTa He BKMOYBA HaAYMCMEHUTE OT TENEKOMYHWKALMOHHUTE KOMMaHMU CyMU BbB Bpb3Ka C

nonssaHu ot MNoTpebuTtens ycnyrm oT TsX 3a LenuTe Ha NnpeaocTaBsaHUTE ycnyrmn oT [locTaBymka.

Te ce gbmkat m3uano ot lNoTpebuTtens Ha CbOTBETHATA TENEKOMYHUKAUWMOHHA KOMMaHUS.

[oCcTaBUMKBLT HE OBITKN N HE HOCK OTTOBOPHOCT 3a 3anfallaHeTo Ha Te3n CyMMW.

Bcuukm pasxoam v Takcu 3a npeBexgaHe Ha ObIMKMMUTE CyMu Mo cMmeTkaTa Ha [locTaBuuka,

BKIMIOYUTENHO 1 TE3M KOPEeCNOHAEHTCKN BaHKn, ca 3a cMmeTka Ha [NoTpebuTens.

10.1.2 Bb3HarpaxaeHusi 3a yOoCTOBepUTENHU, Kpuntorpadckn, NHOPMaLMOHHU U

KOHCYNTAHTCKM yCIyru

3a ycnyrite no npegoctaBsiHe M nsnonssaHe Ha KY u ceBbp3aHuTe C TAX ycnyru ce sannaiia
AbKnma cyma npuv 3asBsiBaHe Ha ycnyrata. B octaHanute cnyyam nnawaHeTo ce M3BbpLUBa B
10-gHeBeH CPOK OT norlydaBaHe Ha hakTypaTa UM CbrnacHO CKITYEHUS LOroBop.

Ycnyrute CBbp3aHM C OCbLUECTBSIBAHE Ha TEXHOMOrmyHa MnoMoLl, M npeaocTaBsiHe Ha
KOHCyNnTauum 3a u3rpaxgaHe W noggbpXkaHe Ha WHpacTpykTypa W peleHus 3a
NMHOpMaLMOHHa CUTYPHOCT ca Ha 6a3a "JyoBeko4vac" 1 ce 3annawiaTt Bb3 OCHOBa Ha ABYCTPaHHO
noanucaH MpoTOKON 3a M3BbpleHa paboTta. LleHnte Ha yacoBaTa CTaBka B npuroxeHarta
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Tapuca ca BanugHM B pamKMTe Ha YCTaHOBEHOTO paboTHO Bpeme. [Npu pabota B U3BBLH
yCTaHOBEHOTO paboTHO BpeMe, LieHUTe ce yBenuyaBaT CbC CbOTBETEH MNPOLEHT, CbrnacHo
Tapudarta.

3a ycnyra ,MIagaBaHe Ha KBanuduuupaHu enekTpoHHU BpeMeBu nevatn" npu cbrinacyBaHoO HUBO
Ha obcnyxBaHe (SLA, Service Level Agreement) ce 3annaiia CbrnacHo 4OroBOPHUTE YCroOBUSE
3a [JocTaBKa M Non3BaHe Ha ycrnyrarta.

LleHaTa Ha 3akyneHo unv npegoctaBeHO nod Haem ot [loctaBumka obopyaBaHe ce yroBaps U ce
ObIKM  CbrNacHo ycnosusATa Ha pJoroopa. [lpaBooTHoweHusiTa Mexay [ocTtaBuvka U
MoTpebutena ce ypexgat cbriacHo obwuTe npaBuna Ha goroeopa 3a npogaxba, pecn.
Aorosopa 3a Haewm.

Mpun 3abaBsHe Ha NnawaHusaTa cnen oroBopeHnst cpok MNoTpebutenaTt abmkn Ha [JocTaBunka
3aKoHOBaTa NMxBa 3a Neproda A0 OKOHYATENHOTO M3nnaliaHe Ha Ob/HKUMUTE CyMMU.
MonsBaHeTo Ha Ny6nnkyBaHM 4OKyMeHTU B IHTepHeT cTpaHuuaTa Ha [JoctaB4ymka e 6e3nnaTtHo.
3a 3anuc u npepocTaBsHe Ha Te3n OOKYMEHTUM BbpXy (PU3MYECcKM HocuTen ce 3annaila
cebeCcTOMHOCTTa Ha TO3N HOCUTEN U KYPUEePCKUTE Pa3HOCKMN.

10.1.3 daKktypupaHe

1.
2.

3.

[ocTtaBunkbT n3gasa Ha NoTpebutensa dakTtypa 3a NnpegocTaBsaHUTE YCyru.

Henony4yaBaHeTo Ha ghakTypa He ocBoboxaasa [oTpebuTens oT 3agbimKEHNETO My Aa 3annaTu
OBbIDKUMUTE Bb3HarpaXkaeHusi B yroBOpPeHUTE CPOKOBeE.

Bcuukm abmkmMMy no goroBopa cymu ce 3annawart ot MNotpebutens B 6pon mnm no 6aHKOB NbT.
MnawaHeTo no 6aHKOB NBbT Ce cuMTa U3BBbPLUEHO CbC 3aBepsiBAHETO Ha B6aHkoBaTa cMeTKa Ha
[locTaBunka C MbAHUA pasmep Ha ObIPKUMUTE CYMU.

Bcunykm 6aHKOBM KOMUCUMOHHK, TakCK 1 pa3HOCKN BbB Bpb3ka ¢ 6aHKOBUTE NpeBOAN ca 3a CMeTKa
Ha lMNoTpebutens.

10.1.4 BpblaHe Ha yaocToBepeHMe U Bb3CTaHOBAABaHe Ha nraijaHe

1.

2.

MoTpebuten moxe Oa Bb3pasyM OTHOCHO HETOYHOCT MM HEMbIHOTA B CbObPXaAHMETO Ha
nsnaneHo KY B 3-aHeBeH cpok cnep nybnukyBaHeTo My B [yOnunyHnsa permcrop.

AKO MpuyMHa 3a HEBAPHOTO CbAbpxaHue Ha ygoctoBepeHneTo e B PO/MPC, [ocTaBunkbT
npekpaTsBa YAOCTOBEPEHMETO U U3gaBa HOBO C BSIPHO CbAbpXaHMe 3a CBOS CMeTKa unu
Bb3CTaHOBsIBA HarnpaBeHOTO nnawaHe 3a npeKkpaTeHOTO YAOCTOBEpPEHME C  HEBSIPHO
CbAbpKaHue.

AKO NpyyMHa 3a HEBSPHOTO CbAbpXXaHWEe Ha yOOCTOBEPEHMETO € No BuMHa Ha [loTpebutens,
[ocTaBunKbT npekpaTsBa YO4OCTOBEPEHMETO M He Bb3CTAHOBSIBA HanpaBeHOTO MnailaHe.
[ocTaBunkbT MOXe [a u3aaje HOBO C BSPHO CbAbpXXaHue 3a cmeTka Ha NMoTpebutens.
MoTpebutenat moxe ga oTkaxe m3gageHo KY ¢ BApHO cbabpkaHue, KoeTo [OoCTaBuYMKbT Lie
npekpatm HesabaBHO 6e3 [Oa Bb3CTAHOBM HaMNpPaBeHOTO MnallaHe 3a MpeKkpaTeHoTo
yOoCTOBEpPEHME.

10.1.5 be3nnaTHu ycnyru

1.

HocTtaBunkbT npepoctaBs 6e3nnaTtHO pPerucTbpHU U MHAPOPMALUOHHM YCAYrn, CBbpP3aHu C
nonssaHe Ha [NybnnyHnsa perncTbp, KakTo creasa:

e rnpoBepka Ha nybnukyeBaHo B peructbpa KY Ha lNoTtpeburten;

e MpoBepKa 3a BanuaHOCT Ha u3gageHo yaoctosepeHune B NyGnnyHns perncTbp; NnpoBepka Ha
CTaTyC Ha yAOCTOBEPEHME B pearnHo Bpeme;

yOOCTOBEPEHNE 3a BpEME Ha NpeaCcTaBeHO CbabpXKaHNe/enekTpoHHO ussasneHune 6e3 SLA;
naternsHe Ha aktyaneH CRL n goctbn go apxmea cbc CRL-u;

n3ternsiHe Ha cnyxebHuTe ygoctoBepeHus Ha [locTaB4uka;

nsternsHe Ha Ny6nuyHn JOKyMeHTW Ha [JocTaBuvka; Apyru ycnyru.
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10.2 ®nHaHCOBU OTTOBOPHOCTHU

10.2.1 3acTpaxoBKa Ha AeMHOCTTa

1.

2.
3.

[locTaBYMKBT CKMOYBA 3a4b/DKUTENHA 3acTpaxoBka Ha OeMHOCTTa ¢ KaTto peructpupad OKYY
oT KPC;

3agbipkMTenHaTa 3acTpaxoBKa € C HenpeKkbCBaeM CPOK U ce NOAHOBSABA NEPUOANYHO.

MpeameT Ha 3acTpaxoBkaTa € OTrOBOPHOCTTA Ha [locTaBuMka 3a OCbLUECTBsIBAHaATa OT HEro
OENHOCT cbrnacHo uanckeaHunara Ha 3EOEYY n HOMAAYY.

[ocTaBunKbT UMa 3aQbIDKUTENHA 3acTpaxoBKa B pa3mMep Ha 3acTpaxoBaTeflHM CyMU NOCOYEHN B
HOonMnaaoyy.

3agbiokMTenHata 3acTpaxoBka MOKpuBa OTroBOpPHOCTTa Ha [locTaBumka kbM [loTpebutenn,
CbOTBETHO [loBepsABaLLM Ce CTPaHWU 3a MPUYMHEHU UMYLLIECTBEHN N HEUMYLLECTBEHM Bpeau A0
rpaHuumTe onpegenenn B 3EAEYY n HOMAOYY.

Cnen HacTbnBaHe Ha cbbuTMe, KOETO MOXe Aa MNO3BONU MNpeasiBiBaHe Ha WCK MOKPUT OT
3acTpaxoBKaTa, 3acerHaToTo nvue Tpsibea Aa yBeaommn nucMmeHo [loctaBynka n 3actpaxoBarens
B CPOK OT 7 OHW cnepj Kato CbOMTUETO My CTaHe U3BECTHO.

10.2.2 3acTpaxoBaTesiHO NOKpuTUe

1.

2.

3acTpaxoBaTenHoOTO MOKPUTME 3a HAHECEHW HEMMYLLECTBEHU W/Wnn UMYyLLEeCTBEHM Bpean Ha

MoTpebuten He HaoxBbPNsS pasmepa yctaHoBeH oT HOMAAYY.

3acTpaxoBkaTa He NOKpMBa criydamTe No 0TKas Ha OTTOBOPHOCT, B YACTHOCT 3a Bpeau NpUYMHEHN

oT:

e HecrnasBaHe Ha 3aabikeHusTa Ha [NoTpebuTen;

e KOMMNpomeTupaHe unu 3aryba Ha 4yacTeH kno4v Ha [MoTpebuten nopagu He nonaraHe Ha
ObIKMMaTa rpyka 3a onassaHe npu U3nona3BaHe;

e HecnasBaHe Ha M3NCKBaHMSITA 3a NPOBEPKa Ha BanMAHOCTTA Ha €NEeKTPOHHUS MOAMUC N Ha
yaocToBepeHneTo oT [JoBepsiBalla ce CTpaHa;

e (OpCMaxopHM 1 opyrn 06CTOATENCTBA, U3BBbH KOHTPONa Ha [locTaBymka.

10.3 KoHcdhmaeHumanHocT Ha 6usHec nHdopmaums

10.3.1 O6xBaT Ha KOHdMAeHUMnanHaTa nHcopmaums

1.

WHudbopmauua 3a Motpebuten, KOATO He e BKMYeHa B usgageHute ygoctosepeHns n B CRL
CbCTaBnsABa NMUYHM JAaHHU MO CMUCBIa Ha 3akoHa 3a 3awuTa Ha nnyHuTe aadHn (33J10), ce cunta
3a KOHuaeHunanHa.

MHdbopmauuaTa no npegxogHata Todka ce cbbupa oT [ocTaBumka camoO [OOKOSIKOTO €

Heobxoanma 3a HyXguTe Ha u3gaBaHe u Nnogabp)KaHe Ha YOA0CTOBEPEHNATA.

CuuTaHarta 3a KoHuaeHunanHa nidopmaunsa He moxe aa 6bae npegocTaBsiHa Ha TpeTu nuua,

6e3 U3pMYHO cbrnacue Ha npefocTaBUNUTE s Nvua C U3KIKYEHME Ha criyvyauTe, Npu KOUTO

[ocTaBuMKbLT € 3a4bIKEH MO cuaTta Ha 3akoH, B TOBa YNUCIO Npu:

o [lpoBepku Ha KomucuaTa 3a 3awimra Ha NUYHK AaHHW;

o [lpoBepkn Ha BBHLUHM N BbTPELUHU OOUTOPM 3a JOKasBaHE CbOTBETCTBME KbM CTaHOAPTH,
3aKOHW, Hapeabw, NpaBUNHULN U APYTU PerynaTopHy U3NCKBaHUSA, U3PUYHO Heobxoaumm 3a
peanuamMpaHeTo Ha OGu3Hec npouecuTe Ha [JocTaB4mKa;

o [lpegoctaBsiHe Ha OAbpXKaBHM UHCTUTYLMK, KOraTo TOBA € 3aKOHOCHLOOPasHO U M3PUYHO ce
n3nckea.

KoHdmaeHumanHaTa nHdopmMaumsa ce CbxpaHsiBa Ha MSCTO, 4OCTbNbT A0 KOETO € OrpaHunyeH

camo 3a nvua oT nepcoHana Ha [JoctaBuuka, oBfacTeHN ga onepupart ¢ AaHHUTE 1 ce paskpusa

camMo cnefj M3pUYHO cbrnacve Ha [loTpebutena C M3KMYEeHWe Ha cnyyYaute, Npu KOUTO

JocTaBuYnKBLT € 3a4bIDKEH MO cunata Ha 3akoH.

Hwukon oceeH NoTpebuTen, BkntounTenHo 1 [loctaBunka, HAMa NpaBo 4a N3Mon3Ba YaCTHUA KIHY

3a cb3aBaHe Ha enekTpoHeH nognuc. [loctaBumkbT npenopbysa lMNoTpebutena ga He mnsnara

noTpebuTenckms Kog 3a AOCTbM A0 YacTHUS Kitod Ha KY, gopu ako Tor e wndposaH.
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6.

7.

Bcuykn YacTHM KNMoYoBe Ha nnua oT NepcoHana v 3BeHa B MH@pacTpykTypaTa Ha [locTaBumka ca
HageXaHO 3alUMTEHN cpeLlly KOMNpoMeTUpaHe 1 pasnpocTpaHeHMe.

3anucu B XKypHanuTe M noroseTe OT cucTemMuTe Ha [ocTaBuMka ce pasrnexpgar KaTto
KOHpMaeHUManHa nHopMaLmsa 1 ca 3alnTeHn OT HenpaBOMEpPEH A0CTbIM U Bb3AeNCTBYE.

10.3.2 HekoHmaeHumnanHa nHdopmaums

1.

O6wopocTbnHa e Bcsika nHdopmaums, cbabpxala ce B MNybnuyHusa pernctbp nNo oTHOLWEHME
Ha msgageHuTe ygocTtoBepeHusi, (ocBeH ako lMoTpebutenaTt e nocouun onuus ,3abpaHa Ha
goctbna“) kKakto n B nyonukyeaHuna aktyaneH CRL 1 B apxvBHUTE KOMWUS Ha TO3M CMNCHK.

10.3.3 3awumTa Ha KoHuAaeHUManHaTa uHpopmauusa

1.

HoctaBunkbT u [loTpebuTenar HamaT npaBo Aa pasnpocTpaHsBaT wunuM Aa ponyckart
pa3npocTpaHsiBaHe Ha MHOPMaLUsi, CTaHana UM U3BECTHa MPU UK MO NOBOA M3MbIHEHWE Ha
3a4biKeHusiTa MM no [oroBopa, BKMOYMTENHO OTHOCHO NnaiwiaHusi, 6e3 npegBapuTeriHO
N3PUYHO NMMCMEHO paspeLleHne oT gpyraTta cTpaHa.

10.4 NoBepUTENHOCT Ha FIMYMHU AAHHU

1.
2.

[locTaBuMKBLT € permcTpmpaH kKaTto agMMHUCTPATOP Ha NIMYHK AaHHKU no pega Ha 33J14.

B kauectBOTO CcM Ha AOMMHMCTPATOP Ha NWYHM OaHHM, [JOCTaBuYMKBT CTpOro cvbniogaea

N3NCKBAHUATA 3a NMOBEPUTENHOCT M HepasnpocTpaHeHWe Ha NUYHUTE AaHHWU Ha [loTpebuTenu,

CTaHann My U3BECTHW NpW U3NbiHEHWEe Ha genHocTTa cn kaTto OKYY.

JInynuTe gaHHn, kouto [JocTaBumkbT cbbupa, cbrnacHo 1.10.3.1, ce cbxpaHsaBaTt 1 obpaboTBaT

€OVHCTBEHO U CaMO 3a LennTe Ha npegocTaBsHuTe oT [locTaBuMka yooOCTOBEPUTENHU YCNYru B

CbOTBETCTBUE C n3nckBaHusTa Ha SEQEYY, gencreawata HopmatueHa ypeaba n GDPR

CovrnacHo ytBbpaeHuTe lMonutukm Ha KY, enemeHTM Ha WHpopmauusaTa B TaX Morat ga

cbabpXat nuyHM gaHHu. C orned OCbLUECTBABAHETO HA AEWHOCTTA CUM U Ha onpeneneHu

M3NCKBAHNA Ha nNybnuyHMTE €enekTPOHHM YCIyrM KbM yOOCTOBEpeHaTa MHdopmauus,

[locTaBuMKBLT s1 NpaBuM AOCTbMHA 3a TPETU NULa Ypes n3gageHuTe yaoCTOBEPEHNS, OCBEH ako B

NCKaHEeTO 3a u3gaBaHe Ha yOOCTOBEPEHME HE € MOcoYeHa onuusTa ,3abpaHa Ha goctbna".

MoTpebutenaT, B KAYECTBOTO CU Ha CYBEKT Ha NUYHM OaHHU MMa NPaBOTO:

e [la namckea oT [locTaB4ymKka Aga kopurmpa, unu orpaHn4m obpabotBaHeTO Ha HErOBUTE NINMYHMU
AaHHW UK Ja HanpaBu Bb3paXeHue cpeLly TAXHOTO obpaboTBaHe;

e [la manckea ot [octaBumka ga u3tpue 06e3 HeHyXHO 3abaBsiHe HEroBUTE NUYHU OaHHM,
KOETO LLie ce u3BbpLuKn OoT [JocTaBumnka, ako ca NpunoXxumMmm ycnoesusTta Ha yn.17 ot GDPR,;

o [la nony4yu cBOMTE NNUYHM AAHHW MPU NOMCKBAHE NO CbLOTBETHUS pea, onncaH B 7.10.11.

e Ha npeHocumocT 3a nuyHM gaHHu, npu ycnosuaTa Hac Yn.20 ot GDPR u HopmaTtuBHa a
ypenba B cTpaHarTa.

e [la 6bae yBeOOMEH 3a U3BBbPLUEHUTE KOPEKLMM, HAanpaBeHO U3TpUBAHE U OrpaHMyaBaHe B
obpaboTkaTa Ha HEroBUTE NMNYHN JaHHW, aKO U3PUYHO NOoMCKa TOBa.

e [la nopasa anba Ao Haa3opHus opraH — KomucusaTa 3a 3alumTa Ha NUYHUTE OaHHU, No
OTHOLUEHNE Ha HErOBUTE NMNYHM AaHHW, KOUTO ca NpeaocTaBeHn Ha [locTaB4ymka

10.5 MNpaBa BbpXy UHTErNeKTyarnHa co6CTBEHOCT

1.

PasnnyHn gaHHKW, BKNIOYEHW B M34aBaHW YAOCTOBEpeHus unu nybnukyBaHu B [ly6nvyHus
pernctbp ca obekT Ha npaBa BbPXy MHTENekTyanHata COGCTBEHOCT U APYrM UMYLLECTBEHUN U
HenmyLLecTBeHM npasa.

OTHoweHuATa No noBog Ha Te3u npaBa Mexay [loctaBuvka W Apyrute yyacTHUUM B
nHdppacTpykTypaTa Ha B-Trust, kato BbHWHM PO, MPC u gp. ce ypexaaT ¢ Jorosop.

Bcuukn nsgageru yagoctosepeHuns ot [loctaBumka ca 06ekT Ha aBTOpCKO nNpaso Ha [locTaBymka.
Bcuykm npaBa Bbpxy usnonssaHu ot [JoctaBumka 6usHec mapku (Hanp., B-Trust®), kakto u
CbAbpXallyM ce B yqOCTOBEPEHUATA TbProBCKM HauMeHOBaHUSA n3nonssanu ot MNMotpebutenn, ce
3anasBat OT COOCTBEHMUMTE UM W Ce M3MNOM3BaT camMoO 3a HyXAuTe Ha npeaocTaBsHUTE
YyOOCTOBEPUTENHN YCIYIW.
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5. [BoiikuTe Kn4oBe, KOPECNoHAMpallM Ha yaocToBepeHusTa Ha [loctaBumka u Ha [pyrute
y4YacTHUUM B MHpacTpykTypaTa Ha B-Trust kakTo 1 CbOTBETHUSA CEKpeTeH maTtepuarn, ca o6ekT
Ha npaBa Ha [locTaByMKka M Ha CbOTBETHUTE y4acCTHULM, HE3ABMCMMO OT COOCTBEHOCTTa BbPXY
dn3MYecknss HocUTeN Ha Kr4yoBeTe.

10.6 OTroBOpPHOCT U rapaHuumn

10.6.1 OTroBOpHOCT 1 rapaHuumn Ha [loctaBumMKa

1. [JdocTaBYMKbLT OTrOBOPS W rapaHTuMpa, Ye chnasBa TOYHO YCNOBUATA B HACTOALWMS [OKYMEHT,
nanckeannata Ha 3EJEYY n Ha HOopmaTuBHaTa ypeaba npu oCcbLeCcTBABaHE Ha AEVMHOCTTa Ha
pernctpupaH OKYY.

2. [locTaBuyuMKbLT OCbLUECTBSABA OENHOCTTA Ha peructpupaH [OKYY kato:

n3non3ea TEXHWYECKO obopyaBaHe M TEXHONOrMKM, KOUTO OCUrypsiBaT HaOEeXOHOCT Ha
CUCTEMM U TEXHMYECcKaTa 1 Kpuntorpadcka CUrypHoCT npu OCbLLECTBSIBaHe Ha npoLecuTe, B
TOBA YMCIO U CUTYPEH 1 3alUNTEH MEXAHU3bM/YCTPOMCTBO 3a FrEHEpPMPAHE Ha KITlo4YoBE U 3a
Cb3aBaHe Ha eneKTPOHEeH Noanuc B CBOSITa MHAPACTPYKTYpa;

uspasa KY cneg kato npoBepu € OONyCTUMKM OT 3aKOHa CpeacTtBa npeacraBeHaTa
nHdopmaums;

CbXpaHsaBa W nogaobpxa uHGOpMauus, CBbp3aHa C W3gaBaHUTE YOOCTOBEPEHUS W
onepaTtuBHaTa paboTa Ha cUCTEMUTE;

crnasBa yCTaHOBEHMTE npoueaypu 3a pabota M npaBuna 3a TEXHUYECKM M (PU3NYECKM
KOHTpPOI, B CbOTBETCTBME C YCNOBUATA B TO3U JOKYMEHT;

npu WUCKaHe wu3gaBa CbOTBETHUTE TUIMOBE YOOCTOBEPEHWs, CMasBalKu YCnoBusiTa U
npouenypute B TO3M AOKYMEHT U CbOTBETHUTE MONNTUKY;

yBefowmsiBa NoTpebutennte 3a hakta Ha akpeautTaumsTa cu;

Cb3aaBa Bb3MOXHOCT 3a He3abaBHO cnvpaHe u npekpaTsaBaHe Ha aencteneto Ha KY;
npekpatsiea M cnvpa OencTBMEeTO Ha YAOCTOBEPEHWUS MNpW YCroBuATa M MO peda Ha
cboTBeTHaTa lNonuTuka;

yBefoMsiBa He3abaBHO cnepj cnupaHe Ha ygoctoBepeHue Notpebuten;

ocurypsiea ycrnoBust 3a TOYHO OnpedensHe Ha BpeMeTo Ha u3gaBaHe, Crnuvpade,
Bb30OHOBABaAHE M NpekpaTsaBaHe Ha AECTBMETO Ha YAOCTOBEPEHUATA;

ocurypsiBa Mepku cpeLly noanpaBsiHe Ha yAOCTOBEPEHUSATa U MOBEPUTENHOCTTA Ha JAaHHUTE,
00 KOMTO MMa AOCTbMN B NpoLeca Ha Cb3aaBaHeTo Ha NoAnuca;

N3non3Ba HageXaHN CUCTEMN 3a CbXpaHsiBaHe 1 ynpasneHne Ha YAOCTOBEPEHUATA;
ocurypsiea camo HagsexHo OBfacTeHN CRYXUTENN Aa MMAT SOCTHLN 3a BHACsHE Ha NPOMEHU,
yCTaHOBSIBaHE Ha aBTEHTMYHOCTTA M BanuOHOCTTa Ha YAOCTOBEPEHUATA;

npy Bb3HMKBaHE Ha TeXHU4Yeckn nNpobrnemu BbB Bpb3Ka CbC CUIYpHOCTTa, TOBa Aa CTaBsa
He3abaBHO JOCTOsIHME Ha 0BCNYXBaLLMsA NepcoHarn;

C M3TN4YaHe Ha cpoKa Ha BanuAHOCT Ha KY ga oTMeHu BanuaHocTTa My;

nHdopmupa lNoTpebutenute n TpeTn OOBEPSIBALLN CE CTPaAHW 3a TEXHUTE 3adbIPKEHUS U
ObIbKMMaTa rpyka Ha nosegeHue npu nsnon3eaHeTo M AOBEpPsBaAHETO Ha NpedoCcTaBAHUTE
ot [locTaBumka yOoOCTOBEPUTEMHU YCNYrM, KakTO M OTHOCHO MPaBUITHOTO WU CUFYPHO
N3non3BaHe Ha n3gageHnTe yaoCTOBEPEHNSA U YAOCTOBEPUTENHUTE YCNYrn, CBbP3aHN C TAX;
n3non3Ba 1 CbxpaHsaBa cbbpaHaTa nu4Ha u apyra nHdopmMaumsa camo 3a Lienute Ha CBosiTa
OENHOCT MO MNpeaocTaBsAHE Ha YAOCTOBEPUTENHWM ycrnyrm no cmucbna Ha 3EOEYY wn B
CbOTBETCTBUE C pasnopendbute Ha 33J1[ n gpyrute OTHOCMMW NPaABHU HOPMU;

He CbXpaHsiBa UIM HE KoNMpa AaHHU 3a Cb3gaBaHe Ha YaCTHU KIHOYOBE;

noaabpXa pasnoriaraemu CpeacTtBa, KOMTO OCUrypsiBaT Bb3MOXHOCT 3a M3BbPLUBAHE Ha
OenHocTTa My;

3acTpaxoBa 3a BPEMETO Ha CBOSITA AENHOCT 3a BpeauTe OT HEU3NbIIHEHNE Ha 3a4bIDKEHMATA
my no 3EJEYY, B cboTBETCTBME CbC 3acTpaxoBaTenHara NnonmTuKka;

nooabpka nepcoHan, npuTexasalw, HeobxoaMmMmuTe €eKCNepTHU 3HaHus, ONMUT U
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KBaJ'II/I(bVIKaLl,MFl 3a U3BbpLUBaHeE Ha DEenHoCTTa;

nyonunkyBa n ocurypsiea 4OCTbM 40 YTBbPAEHO MOOGMAHO NpunoxeHue 3a obnaven KEIT,
nogabpxa Permctbp, B KomTto nybnukyBa usgagenute KY, aktyaneH CRL, gpyrm
obcToaATencTBa U eneKTPOHHU JOKYMEHTW, CbrnacHo To3n AoKymeHT n 3ELEYY;

ocurypsiea 4octbn Ao Pernctbpa no enekTpoHeH nbT 24 yaca B AEHOHOLLMETO;

ocurypsiea 3aljuTa cpelwy BHacsHE Ha MpoMeHW B nogobpxaHus Pernmctbp oT
HepernameHTMpaH 1 HenpaBoOMEpPEH JOCTbM UK Nopaan CryyYyanHo cbouTue;

nybnukyBa B nybnuuHua Pernctbp Ha KY HesabaBHO wu3gageHute u  NoAnMcaHu
yOOCTOBEPEHMS;

Cb3daBa YCNoBUSA Ha BCsIKa AOBepsiBallla Ce CTpaHa da npoBepw cTaTyca Ha M3gageHo u
ny6nvkyBaHO yaocToBepeHne B ny6nmyHma Pernctbp Ha yooCTOBEPEHMS;

npy u3BbplBaHe Ha obuyanmHata penHoct Ha BOPUKA no npepoctaBsiHe Ha BCUYKM
yOOCTOBEPUTENHM YCIyrn OT nopTdonuoTto Ha bopuka ALl, 4OCTAaBYMKBLT HE AUCKPUMMHMPA
MO HUKAKbB HAYMH CBOUTE KITUEHTU U CIYXXUTENN.

3. [ocTaBunkbT oTroBaps npen MotpebuTten n [loBepsaBalla ce cTpaHa 3a:

3aabJDKEeHNATa CK1 Mo npeaxoaHaTa TOYKa,
HeBepHU nnun nmnceawln gaHH1M B yaoctoBepeHmne no Heroea BUHa;
nponyckn B yCtaHOBABAaHE HA NOEHTUYHOCTTa Ha 3aasutensi.

10.6.2 OTroBopHOCT U rapaHuuu Ha PO/MPC

1. [OoctaBumkbT rapaHtupa, ye PO/MPC wmsnbnHsaBa cBouTe PYHKUUU U 3a0bIDKEHUS B MbIHO
CbOTBETCTBME C YCNOBMATA B TO3M AOKYMEHT, C U3NCKBaAHUATa U npouenypute B Nonutuknite n
n3gageHnTe BbTPELUHW ONepaTUBHN NHCTPYKLMN.

2. [JocTtaBumnkbT OTroBaps 3a gencteuata Ha PO/MPC B uHdpacTpykTypata Ha B-Trust.

10.6.3 OTroBopHoOCT Ha lNoTpebutens
1. lMoTtpebutenar Tpsidea aa:

cnassa TOYHO YCroBMATa M NpoueaypuTe Ha Tasu JOKYMEHT M cboTBeTHaTa [lonuTtuka npu
ncKaHe 3a u3gaBaHe Ha YAOCTOBEPEHUS U MON3BaHETO Ha ApYyrMTe yAOCTOBEPUTENHN YCNyri;
3annawa ABIMKNMOTO Bb3HarpaxaeHve KbM HocTaBunka CbracHoO
[oroBopa 1 NpUNOXeHUsITa KbM HEro;

“Ma OCHOBHM NO3HAHUSA OTHOCHO U3MON3BaHETO Ha YAOCTOBEPEHMUS 3a €MNEKTPOHEH NOAMNUC U
PKI TexHomnormu;

npeaocTaBsa BApHA, TOMHA U MbiiHA MHGOPMauus, KoATO [OCTaBYMKBbT U3NCKBA CbINacHO
3aKOHa W TO3W OOKYMEHT Mpu NofdaBaHe Ha MWCKaHe 3a wu3gaBaHe W ynpasBneHue Ha
yOOCTOBEPEHHUE;

ocurypsiea curypHa v HagexaHa cpega v npoueaypa (HagexaHu TEXHUYeCKU cpeacTtsa u
codpTyep), kKoraTo reHepvpa gBorkaTta KrnoyoBe U3BbH MHAPACTPyKTypaTa Ha [locTaBuumka, C
ornepn onassaHe TarvHaTa Ha YaCTHUS KIHOY;

M3nonaea anroputMu, cbobpasHo usmnckeanuatTa Ha HWAKEN npu reHepupaHe Ha gBonkarta
KMNOYoBe;

yBegoMn HeszabaBHo [locTaBumka, B Cfny4yah Ha KOMNPOMETUPaHe WNU CbMHEHUS 3a
KOMMNpPOMETMPaHe Ha YaCTHUSA KIOY KaTo M3npaTtu 3asiBKa 3a CnvpaHe unu npekpaTsaBaHe
OENCTBMETO Ha yOOCTOBEPEHUNETO;

CbXpaHsiBa 1 3aliMTaBa HageXaHO CBOSI YAaCTEH KoY Npe3 UsAnoToO BPEME Ha BanuvaHOCT Ha
yAOCTOBEPEHNETO cpeLly 3aryba n KoMnNpoMeTupaHe B CbOTBETCTBME HA U3UCKBAHWUSATA Ha
cboTBeTHaTa [Nonutrka. Bcsko nanona3saHe Ha YaCTHMSA KITOY Ce NpyemMa KaTto U3BbPLLEHO OT
MoTpebutens gencTeue;

npuemMe u3gafeHo YOOCTOBEPEHME 3a €eneKkTPOHeH noanuc HesabaBHO crieq HEroBoTO
npeacTasBsHe OT CTpaHa Ha [JocTaB4uka;

NpoBepu MbIiHOTaTa M BEPHOCTTA Ha CbAbPXAHMETO Ha yOOCTOBEPEHUE B CPOK OT 3 (Tpw)
OHW OT nybnukyBaHeTo My. B cnyyam Ha HecbOTBETCTBME Mexay npeacTaBeHaTta
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WHopMaLmMs No curarta Ha JorosBopa U CbAbpPXaHWETO Ha YOAOCTOBEPEHMETO, Aa YBeAOMM
He3abaBHO [locTaBuMka. [pelkuTe unm HEeNbrHOTUTE Ce OTCTpaHsiBaT He3abaBHO OT
AOCTaBYMKa Ypes n3gaBaHe Ha HOBO yAoCToBepeHue, 6e3 3annallaHe Ha Bb3HarpaxgeHue,
OCBEH B ClnyyauTe, Korato rpellkuTe U HenmbiIHOTUTE Ce ObIhKaT Ha npedocTaBsHe Ha
HEeBEPHW OaHHW.

* UN3BECTU 3a HACTbMNWNA NPOMsIHA B YAOCTOBEPEHaTa UHopMaLums 1 Aa noncka npekpaTasaHe
Ha yOOCTOBEPEHUETO;

e yBegomu [JocTaBuMKa 3a BCAKa NPOMsSIHA B MHPOPMaLUATA, KOATO He e BKIoYeHa B u3gageHo
HEeroBo YyOoOCTOBEpPeHue, HO KOATO € npefocTaBeHa B rpoueca Ha wu3gaBaHe Ha
yOOCTOBEPEHNETO;

e CMeHW CBOS MbpBOHAaYaneH KoA 3a AoCcTbn Ao YacTHuA knod B QSCD, npeau aa nanonssa
yOOCTOBEPEHMNETO;

* U3MNon3ea nsgageHuTe My ya4oCTOBEPEHNS CaMO C NUUEH3npaH Kpuntorpadckm coptyep;

e 13MNON3Ba M34afgeHO YOOCTOBEPEHME CaMO B CbOTBETCTBME C OTOENsA3aHOTO B HEro
npeaHasHavyeHne 1 cbrnacHo npunoxmmara lonutuka, KakTto 1 ¢ orneg orpaHu4eHusaTa npu
KOWUTO € nsganeHo;

e He M3Mon3Ba YacTHUS KMo 3a Cb3aBaHe Ha eneKkTPOoHEH Noanuc crned u3tnyaHe cpoka Ha
BannAHOCT Ha YAOCTOBEPEHME UNK Crnea CnupaHe unu npekpaTasaHe AeVCTBMETO MY;

e uyHopMMpa Bcska [loBepsiBalla ce cTpaHa OTHOCHO HeWHaTa rpmxa M OTrOBOPHOCT Mpu
posepsiBaHe Ha KY;

e [puvema ycrnoBusiTa 3a rpwkaTta M OTrOBOPHOCTTA npu gosepsBaHe Ha KY, B cniyyan 4e
penctsa kaTo [loBepsBalla ce cTpaHa.

MoTpebutenat e otroBopeH ako e npuen KY, msgageHo oT [JocTtaBumka Bb3 OCHOBa Ha

npegocTaBeHn OT HEro HEBEPHU AaHHWU, CbOTBETHO Bb3 OCHOBA Ha NPeMbYaHn Unn MnceaLlu

OaHHW.

[ocTaBunkbT We perpecupa cnpsamMo [oTpebutens npeTeHuMs 3a BCUYKM NPeTbpneHn Bpeau,

BCreAcTBME OT peanuamMpaHa OTroBOPHOCT Ha [locTaBuvka, MopaguM HeusnmbIiIHEHME Ha

nNpon3TUYaLLM OT TO3M JOKYMEHT UNKW SOroBopa 3agbJPKEHUs, KoraTo:

e € 13Mon3Ban anropuTbM, KOMTO He OTroBapst Ha nsnckeaHusTa Ha HAAKETT;

e He M3NbIHABA TOYHO M3UCKBaHUATA 3@ CUrYPHOCT, onpeaeneHy ot [JocTaBuuKa;

e He MNovcKa npekpaTsiBaHe 4EeNCTBMETO Ha yAOCTOBEPEHME, KOraTo € y3Harl, Ye YaCcTHUAT KIHoY
e Oun M3non3BaH HenpaBOMEPHO WM CbLUECTBYBA OMNACHOCT OT HENPaBOMEPHOTO My
N3Mnon3BaHe;

e € npuven yaoCTOBEPEHWETO MNpW HEroBoTO u3gaBaHe, korato [loTpebutenar He e 6un
OBacCTeH [a AbPXW YaCTHUA KNHY, CbOTBETCTBALL, Ha MNOCOYEHUs B YAOCTOBEPEHUETO
nyGrMyeH Kroy;

e e npven ygoCTOBEPEHMETO NPU HEFOBOTO U3gaBaHe, KaTo € HanpaBui HEBEPHU U3SABMEHNS
npea JocTtaBunka, MaLLM OTHOLLEHME KbM CbAbPXKaHNETO Ha y4OCTOBEPEHMNETO;

e e npuen ygoctoBepeHueTo, korato NoTpebuten He e 6un oBNacTeH Aa noucka nsgaBaHeTo
Ha y4OCTOBEPEHNETO.

10.6.4 F'puxa n otroBopHOCT Ha [loBepsiBaLla ce cTpaHa

1.

JNvuaTa, kouto ce posepsiBaT Ha KY TpaAbBa ga npuTexaBaT OCHOBHW MO3HaHMS OTHOCHO
NPUYHUMNUTE Ha M3NON3BaHe W NPUNOXKUMOCT Ha ENEKTPOHHWUS nognuc/neyaT u Ha ycrnyrute,
CBbp3aHu ¢ ynotpeba Ha yaoCTOBEPEHNETO.

[oBepsiBalwata ce cTpaHa criefBa [a NnoroXun AbIHKUMa rpuxa, KaTto:

e Ce [oBepsBAa Ha yOoctoBepeHusTa camMo C orneg Ha [lonvtukata  OTHOCHO
npeaHasHa4YeHMeTo N Ha OrpaHUyYeHnsiTa u ycrnoBusaTa, Npu KOUTO e N3aafaeHo;

e V3BbPLWK MpoBepka Ha cTaTyca Ha YOOCTOBEPEeHVWEeTO B nogabpxaHus oT [JocTaByumka
My6bnuyen peructbp. [NpoBepkaTta Ha enekTpoOHHATa aBTEHTUYHOCT W Ha WHTerputeTa Ha
yAOCTOBEpPEHNETO U3BbH MybnunyHua Pernctbp unu B HeakTyaneH CRL-cnncek He ocurypsisa
npoBepka 3a HeroBaTa BanUAHOCT M BCUYKU HaACTLNWMAW Bpeau OT npeanpuetun OencTBus,
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cren ocbllecTBsiBaHe eQMHCTBEHO Ha Takaea MpoBepka, ca 3a cMeTka Ha [JosepsiBallaTa
CTpaHa;

e [poBepsiBa BanuAHOCTTA Ha noAnuca/neyata, KakTo W BanMAHOCTTA Ha EneKTPOHHMUS
nognuc/neyat Ha [loctaBymka no BepuraTa oT yaocToBepeHusi o 6a30BOTO yA0CTOBEPEHNE;

e Ce yBepM, Ye NPUIOXKEHNATa, C KOUTO Ce M3MOoN3Ba YAOCTOBEPEHMETO ca (PYHKLMOHAMHO
NPUNOXMMKN 3a NpeaHa3Ha4YeHWeTo, 3a KOUTO € M3[AafeHO, KakTo U C ornea HMBOTO Ha
CUIYPHOCT, NMOCOYeHN B CboTBeTHaTa NonuTuka.

Obmkuma rpwka Ha [loBepsiBallata ce CTpaHa € [a M3nonsea curypHa (kBanuduumpaHa)

npoBepka (Banuaauusi), KoATo rapaHTupa, Ye:

e NyGRNUYHUAT K04, KOWTO CE M3MNON3Ba 3a NPOBEpPKa Ha noAnuca/neyarta CbOTBETCTBA Ha TO3M,
KOMTO Ce NpeAcTaBs B yAOCTOBEPEHNETO;

e [poBepkaTa 3a M3Mosfi3BaHe Ha YacTHUS KN4 € HAJEeXAHO NoTBbpAeHa U pesynTtaTtuTe oT
Tasn NpoBepKa KOPEKTHO ce NPeacTaBaT;

e Mpu HeoOXOAMMOCT MOXe Oa Ce YCTaHOBM CbAbPXKAHMETO Ha noanucaHus/mognevaTaH
€NEeKTPOHEH JOKYMEHT/U3SBNEHUE;

e aBTEHTMYHOCTTA W  BanMaHOCTTa Ha  YOOCTOBEpPEeHWeTo KbM  MOMEHTa  Ha
nognuceaHeTo/noanedYaTBaHe HageXaHo ce NPoBepsiBaT;

e pesynTaTuTe OT NpoBepKaTa U enekTpoHHaTa MaeHTUYHOCT Ha MoTpebuTtens Ha KY npaeunHo
ce NpeacTaBaT;

e  BCSIKaKBW NPOMEHM, PENEBAHTHN 3a CUIYPHOCTTa Ca YyCTaHOBUMM.

[locTaBYMKLT He HOCM OTrOBOPHOCT 3a HacTbnNuUnM Bpeau Ha [oBepsiBaliaTa ce cTpaHa oT

HenonaraHe Ha AbIkKMMaTa rpwka.

10.7 OTKa3 OT OTTOBOPHOCT

1.

2.

8.

C wuskniodeHne Ha cnyyvyauTe Ha npeTbpreHu Bpeau OT M3nosidaBaHe M gosepsBaHe Ha KY,

[ocTaBuMKBLT He OTroBaps 3a CBOMUTE HEOPEXHN AENCTBUS.

JocTaBunkbT He OTroBaps B ClyyauTe, KOrato HacTbnunuTe Bpean ca Crneacreue ot

HEBPEXHOCT, OTCBbCTBME Ha MNOSIOXKEHA rpuKa WM nurnca Ha OCHOBHWU MO3HAHMS OTHOCHO

TEXHONOrMnTE Ha eNeKTPOHEH Noannc oT cTpaHa Ha MNoTpebuTtens unu [JoBepsasalim ce CTpaHu.

JocTaBYMKLT NO HMKAKbB HA4YMH HE MOXe [a OTroBaps 3a Criyyaute, B KOMTO MOAMUCaHU U

NPUAPYXEHW C BanvaHW YAOCTOBEPEHUS U3ABIEHNSA ca Bunn oTTerneHu.

[ocTaBunKbT He OTroBaps B clnyyauTe, Korato e nognucaH codtyep mnm MHOPMaLMOHHN

06eKTn 1 CbluMTE Ca NpUYMHUIM Bpean Ha [loBepsiBalla ce cTpaHa.

[ocTaBunkbT HE NpoBepsiBa U He Crieau 3a HapyllaBaHe Ha NpaBa Ha TPEeTU Nuua No OTHOLLEHME

Ha TEeXHW TbProBCKM MapKW, TbProBCKM HAMMEHOBAHWUS WNU OPYrY UMYLLECTBEHU WUNK

HEUMYyLLLECTBEHN MpaBa, Korato mHdopmMauus, cbabpXkalla ce B u3gageHn yooCTOBEPEHUS €

JoBena [0 TakMBa HapylweHus. B cnyyanm Ha npeTbprneHu Bpedn OT cTpaHa Ha [ocTtaBuuka

nopagu Takuea HapyLUeHUsl, CbLUMAT MOXe Aa rv npeTeHgupa ot NoTtpebutens.

[ocTaBuMKbLT HEe OTrOBOPS 3a MPEKUM UNKU KOCBEHW, NpeaBMAMMU UMW Henpeasuaumu Bpeawu,

HaCTbNUIM BCNeacTBue OT U3MNOM3BaHe U A0BEpSBaHE Ha CPeHN, NpeKkpaTeHn Unmn ¢ N3TeKbn

CPOK Ha BanuaHOCT YAOCTOBEPEHMUS.

M3BBHH crniydanTe no npegxogHuTe Touky, [JJoCTaBYMKBT HE HOCKM OTFOBOPHOCT 3a:

e TOYHOCTTA, aBTEHTUYHOCTTA, MbfHOTATa UMM CbOTBETCTBMETO Ha MHGOPMaUUd, KOATO €
BKIIOYEHA B TECTOBM, 6e3nnaTtHM UM 4EMOHCTPALNOHHN YOOCTOBEPEHNUS;

e KayecCTBOTO, (YHKUMUTE WM TEXHOMNOrmdta Ha CcoTyepHUTEe MPOAYKTU U XapOyepHu
YCTPOMWCTBA B UH(ppacTpykTypaTta Ha B-Trust, nanonasanu ot Notpedbutenn unm Josepsasaiim
ce CTpaHu;

e 33 CBOEBPEMEHHO NpeKpaTaBaHe n CrnMpaHe Ha yaoCTOBEPEHUS U/unmn NnpoBepka Ha ctaTtyca
Ha yOOCTOBEPEHUSI NOpaaM NPUYNHKN, KOUTO Ca M3BBH HEroBUS KOHTPOM (Hanp. HenonaraHe
Ha Ob/PKMMa rpmka OT CcTpaHa Ha [loBepsiBalla ce cTpaHa, HegobpoCchbBECTHU OENCTBUS OT
cTpaHa Ha NoTpebuTten, TeNeKoMyHUKaUMOHHN N EHEPTUNHN CMYLLEHNS U 4.

JocTaBunkbT He OTroBapsi 3a Bpeaw, NpUYUMHEHM OT u3nonssBaHe Ha KY un3BbH obGxBaTa Ha
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BNMncaHnTe B HEro0 OrpaHn4YeHna n npegHasHaveHus.

10.8 OrpaHu4yeHune Ha OTrOBOPHOCT Ha [locTaBuYMKa

1. 3ausgasanu KYKEM/KYKEMNeuart, [locTaBYMKbT OTroBaps B pamMKuTe Ha MakcMMarneH NIMMUT Ha
oTroBopHocT 40 000 nB.

2. TlocovyeHuTe NUMUTU Ha OTrOBOPHOCT Ce cyuMTaT 3a OrpaHMYeHMst Ha OTrOBOPHOCTTA Ha
JocTtaBuuka.

10.9 KomneHcauum 3a [loctaB4YMKa

1. 3a BCMYKM Clny4yauM Ha HeusNblIHEHME Ha 3adblKeHusiTa OT cTpaHa Ha [loTpe6utens,
JloCTaBYMKbBT Le aHraxupa OTroBOpHOCTTa Ha [MoTpebuTens 3a Bpeau U Le Mma nNpaBoTo Aa
npekpaTy HezabaBHO 13daOeHo YAOCTOBEPEHME.

10.10 Cpok un npekpaTtsaBaHe

1. Pasnopeabute B HacTosIlMs [OOKYMEHT, KaKTO W acouummpaHute ¢ Hero [lonutuku Ha
npegoctaesaHe Ha KY u ygoctoBepuTenHu ycnyrin ot [locTaBumka ca BanuaHu SO usgasaHe U
nybnukyBaHe Ha crefsalla TaxHa Bepcus/peaakums B XpaHUIULLETO 3a AOKYMEHTM Ha canTa Ha
[ocTtaBuuka.

2. [oroBopbT 3a ygoctoBeputenHu ycnyrn mexay [octaBumka un NoTtpebuTten e cbC Cpok egHa
roguHa wnu 0o U3TMYaHe Ha CpoKa Ha BanuOHOCT Ha NOocnegHoTO M3dadeHo Mo cunarta Ha
A0oroBopa ygocToBepeHue.

3. C npekpaTsaBaHe Ha gevHocTTa Ha [locTaBumka ce npekpartaBat pasnopenbdbute, MNMpaktnkaTta m
MonuTukMTE acoummpaHn ¢ TO31 AOKYMEHT.

4. B cnyyan Ha HeQeNCTBUTENHOCT Ha OTAENHa Knay3a OT TO3M JOKYMEHT, BanvMaHOCTTa Ha uenus
OOKYMEHT ce 3ana3Ba U He ce HapyLluaBa gorosopa c Notpebutens. HegencreutenHaTa knaysa
ce 3amMecTBa OT NOBENUTESNTHUTE HOPMU Ha 3aKoHa.

5. [oroBopbT 3a ygoctoBeputenHu ycnyru mexay [octaBumka u MNotpebuten ce npekparsiea ¢
N3TU4aHe Ha CpoKa Ha BanMAHOCT Ha NOCNegHOTO U3gadeHo yaoCTOBEPEHUE NO JOroBopa Unu ¢
npekpaTsiBaHe Ha BCUMYKM U3JageHn yaoCToBepPEHNS No AOroBopa.

6. [ocTaBuMKbT CbXpaHsiBa HAAMNEXHO U CUTYPHO BCUYKM NPEOULLIHM BEPCUWN Ha TO3W AOKYMEHT U
acouumpaHuTte ¢ Hero MonuTtuku.

10.11 YBegomsiBaHe U KOMyHUKaLUS MeXAy CTpaHUTe

1. [ocTaBuMKbT M3MN0N3Ba U3ABMNeHUa, nucma n cobobuleHna Ha PO/MPC kKakto n enekTpoHHM
yBeOMIEeHWs, KOUTO nybnvkyBa Ha cBosiTa MHTepHeT-CcTpaHumua.

2. KnuneHtute Ha B-Trust morat ga manpawaT cbobLleHUs:, MMCMa, NPENOPbBKX, BBMPOCU 1 XKanbtu
0o [octaBumka KaTo n3non3eaT cneaHns agpec 3a KOHTaKTU:

nowueHckn agpec: Codua 1612, 6yn. ,Llap Bopuc llI" 41
TenedoH: 0700 199 10

nmenn agpec: info@b-trust.org

OdmumanHa cTpaHuua Ha gocTtaBumka: https://www.b-trust.bg

3. B cnyyan Ha nony4daBaHe Ha xanba, [locTaBuMKbT U3BbpLUBA He3abaBHa NpoBepka v nsnpawla
OTroBop A0 xanbonogaTens B CPOK OT 2 paboTHU gHW.

10.12 NMpomeHu B [lokymMeHTa

1. [ocTaBuvMKbT MOXe Aa npaBu pefakuMOHHM MPOMEHM B TO3M OOKYMEHT, KOMTO He 3acsarat
CbObpPXaHMETO Ha NpaBaTta M 3agb/HKEHUSTA B HErO.

2. [MpomeHu, KonTo BOAAT 4O HOBa Bepcusa/penakumnsa Ha gokymeHTa ce nybnukyeaT Ha MHTepHeT
CcTpaHuuaTta Ha [locTtaB4umka.

3. TlNpomenuTe ce cbobwasat Ha KPC n 3aMHTepecyBaHuTe nuua.

4. Bcsko nuue Moxe ga oTnpasd npeanoXeHns 3a NPOMEHU U OTCTPaHsABaHE Ha SOMyCHATU MPELLKN,
KaTo M3non3Ba NOCOYEHUTE NO-rope KOHTaKTu ¢ [locTaByuka.
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O6woaoCTLNEH JOKYMEHT
NMPAKTUKA NMPU NPEAOCTABAHE HA KBAITMOULUMNPAHU YOOCTOBEPEHUA
N YOOCTOBEPUTEJIHU YCITIYTU OT ,,BOPUKA“ Al

10.13 PewaBaHe Ha cnopoBe U MACTO (NOACBHAHOCT)

1. Bcuykm Bb3HMKHANU cnopoBe Mexay CTpaHute no Ooroeopa 3a yaoCTOBEPUTESTHU YyCnyrn ce
ypexxgaTt no criopasyMeHue Mexagy cTpaHuTe, Ypes3 pa3bupartesncreso 1 B ayx Ha gobpa Bons, a
adKoO TaKoBa He 6'b,£l,e NOCTUTHATO, Ce pelwlaBaT OT KOMNETEHTHUA 6'bJ'IFapCKVI cbAa.

10.14 Mpunoxumo npaBo

1. 3a Bcuukn BbMNpoCcu, HeypeaeHn B HacCToAWwMA LOOKYMEeHT Ce npunarart pasnopen6MTe Ha
6'bJ'IrapCKOTO 3aKoHOOaTesICTBO.

10.15 CvoTBeTCTBME C NMPUSTOXKUMOTO NpaBo

1. HactoawmaT nokymeHT e pa3paboTteH B cboTBeTcTBME CbC SELEYY n gencreawata HopmaTBHa
ypenba.
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