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XpoHonorus Ha U3MeHeHUATa Ha AOKYMeHTa

Bepcus ABTOp (M) Harta Cbcrosinne | KomeHTap

3.2 Oumutsp Hukonos 13.01.2017 YTBbpAEH M3meHeHunsa Ha AOKyMeHTa,
CBbP3aHu C npunaraHe Ha
PernameHnt 910/2014.

4.0 OumuTtsp Hukonos 01.06.2017 YTBbpAEH PaspensHe Ha pokymeHTa Ha
obuwa npakTuka npwu
npegocTaBsHe Ha
KBanuduympaHm

YOOCTOBEPUTENHU  yCnyrmu u”
CbOTBETHM NOJIUTUKMN.
[obaBsHe Ha ob6Llia npakTuka

npu npegocTaBsHe Ha
Ksanuduumpanm
yOOCTOBEPEHUst 3a
KBanuuuupaH €eKTPOHEH
neyar.

[dobaBsHe Ha o6wa npakTuka
npm npegocTaBsiHe Ha
Keanuduumparm
yaocToBepeHuss 3a obnaveH
KBanudmuupaH €IeKTPOHEH
noanuc.

[obaBsHe Ha obuwa npakTMka 3a
KBanuduuupaHa ycnyra  3a

BanuaupaHe Ha
KBanuuuUpaHn  eneKkTPOHHU
nognucu/neyatu.

5.0 Ovumntbp Hukonos 01.04.2019 YT1BBbpAEH HobaseHn ~KBanuduumpaHa

ycnyra 3a BanuaupaHe Ha
KBanudpuuupaHu €NEeKTPOHHU
nognucu u nevatu* n ,Ycnyra sa
KBanMpuumpaHo cbxpaHsiBaHe
Ha KBanuduumpaHn enekTpoHHU
noanucy n neyatu

6.0 Oumntep Hukonos 01.03.2020 YTBbpAOEH TexHn4eckn kopekumm

6.1 Oumntbp Hukonos 01.10.2020 YTBbpAOEH [onbnHeHn  wm3nckBaHma  3a
yCTaHOBsIBaHE Ha CaMONMYHOCT

7.0 Oumntep Hukonos 01.01.2021 YTBbpAOEH [obaBeH npoLec no otaanevyeHo
yCTaHOBsIBaHE Ha CaMONMYHOCT

71 Mapraputa boHeBa 01.07.2021 YTBbpAOEH Kopekuumn

7.2 Oumntep Hukonos 26.04.2022 YTBbpAOEH Hoeu OCSP ygoctosepeHus

8.0 MaprapuTta boHeBa 10.03.2023 YTBbpAOEH Kopekumm un pobaBsHe Ha
obnayeH nevar

8.1 MaprapuTta boHeBa 01.08.2023 YTBbpAOEH TexHn4eckn kopekumm

9.0 MaprapuTta boHeBa 15.10.2024 YTBbpAOEH HobaesHe Ha ,KBanuduumpaHa
ycnyra 3a eneKTpoHHa
npenopb4yaHa nowa“

9.1. MaprapuTta boHeBa 01.07.2025 YTBbpAOEH M3meHeHune cebp3aHo ¢ elDAS 2
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AKLMNOHEPHO OpYXeCTBO

[bpxaBeH BECTHUK

[ocTaBunk Ha KBanMduumpaHm yaocToBEPUTENHN YCIyrn

EauvHeH rpaxaaHckn Homep

EnekTpoHeH nognuc

3aKoH 3a eNeKTPOHHUSA OOKYMEHT U eNeKTPOHHUTE YAOCTOBEPUTENHU YCIyri
KesanuduumpaH EnektpoHeH MNognuc

KsanuduumpaHo yaoctosepeHue

KBanunpuumpaHn yaocTtoBepuTenHN yCryrm

KeanunduumpaHo yooctosepeHue 3a KeanuduumnpaH EnekrtpoHeH NMognuc
KsanuduumpaHo yaoctoBepeHue 3a YcbBbpLleHcTBaH EnekTpoHeH Moanmc
KsanuduumpaHo yaoctosepeHue 3a KsanuduuupaH EnektpoHeH Mevat
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lNepcoHaneH ngeHTunkaunmoHeH Homep

MpaktTka npu npegoctaBsHe Ha KY u KBanupuuupaHu YLOCTOBEPUTENHM
ycnyru

MonuTtuka 3a NnpefocTaBsiHe Ha KBanMuuupaHu y4OCTOBEPUTENHN YCryTn

PernameHT (EC) Ne 910/2014 (n3ameHeH c PernameHT (EC) 2024/1183).
Peructpupaly, opraH

Peructpupauy, OpraH 4pes otganeyeHa Bugeo mgeHtudmkaums
YcbBbpLieHcTBaH EnektpoHeH MNognuc

YcbBbplleHcTBaH EnekTpoHeH Mevat

YaoctoBepsBall, opraH
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O6woaoCTLNEH JOKYMEHT

MPAKTUKA NP NPEOOCTABAHE HA KBAIITU®ULIMPAHU YOOCTOBEPEHUA

N YOOCTOBEPUTEINHN YCNYTU OT ,,6OPUKA* ALl

CBbKPALLEHNA HA AHINIMACKN E3MK

AES
AESeal
BG

Advanced Electronic Signature — YcbBbpLUEHCTBAH €NeKTPOHEH noanuc
Advanced Electronic Seal — YcbBbpLUEHCTBAH €MEKTPOHEH nevar
Bulgaria — bvnrapus

B-TrustQHSM Keanudwuumpan HSM B nnatcopmaTta 3a obnayeH KEI, cbe 3awmteH npodun,

CA
CC

CEN
CENELEC

CP
CPS

CRL
CQES

OT CQES
DSA

DN
ETSI

EU
FIPS

GDPR

HSM
IEC

ISO
OID

OCSP

PKCS

"BOPUKA" ALl,

OTroBapsLl Ha W3MCKBaHMSATA 3a HMBO Ha curypHocT EAL 4+ mnu no-BUCOKO,
cbrnacHo CC unu gpyra cneundurkaums, onpegensiia ekBuBaneHTHN HMBa Ha
cUrypHocTtTa

Certification Authority — YgocTtoBepsiBaly opraH (YO)

Common Criteria for Information Technology Security Evaluation -
MexgyHapogeH ctaHgapT (ISO/IEC 15408) 3a nHdopMaumMoHHa CUrypHoCT

European Committee for Standardization - EBponelickn ctaHgapTusaumoHeH
KoMuUTET

European Committee for Electrotechnical Standardization - Esponenckn
KOMUTET 3a eneKkTpoTeEXHNYecKka cTaHaapTM3aumus

Certificate Policy — NonuTuka 3a npegocTaBsHe Ha yAOCTOBEPUTENHN YCIyru

Certification Practice Statement — T[lpakTuka npu npegoctaBsHe Ha
yAOCTOBEPUTENHN yCryrn

Certificate Revocation List — Cnncbk ¢ npekpaTeHn u cnpeHn yaocToBepeHus
Cloud Qualified Electronic Signature — Ksannduumpan O6navex KEMN/OKET
EnHokpaTten OKEIN

Digital Signature Algorithm — Bug kpuntorpadckm anroputbm 3a Cb3gaBaHe Ha
noanuc

Distinguished Name — YHukanHo nve

European Telecommunications Standards Institute - EBponeinckn MHCTUTYT 3a
TENEeKOMYHMKALMOHHM CTaHAapTH

European Union - EBponencku cbio3

Federal Information Processing Standard — ®egepaneH ctaHgapt 3a obpaboTka
Ha nHdopmauna

PernamenT (EC) 2016/679 HA EBPOMENCKNA MAPIAMEHT M HA CHBETA
oT 27 anpun 2016 roguHa OTHOCHO 3aluuTaTa Ha (hnsndeckmTe nmua BbB Bpb3Ka
¢ 06paboTBaAHETO Ha JIMYHWN JAHHU N OTHOCHO CBOBOOHOTO ABMXKEHME HA TakmBa
AaHHK

Hardware Security Module — cneuunanuampaHa xapgyepHa kpuntocuctema 3a
CbXpaHeHune n paboTa ¢ KpunTorpadCckm Knovoee

International Electrotechnical Commission - MexayHapoaHa
eneKTpoTexHM4Yecka Komncus

International Standardization Organization - MexgyHapogHa opraHusauusa 3a
cTangapTu3aums

Internet Protocol — HTepHeT npoTokon
Object Identifier — geHTudukaTop Ha obekT

On-line Certificate Status Protocol — NpoTokon 3a oHnarH NnpoBepka Ha cTaTyca
Ha y4OCTOBEpEHUS

Public Key Cryptography Standards — Kpuntorpadcku ctangapT 3a nybnuyeH
KMoy

1 KOJ1IN 2025 r. Ctp. 8 ot 86



O6woaoCTLNEH JOKYMEHT

MPAKTUKA NP NPEOOCTABAHE HA KBAIITU®ULIMPAHU YOOCTOBEPEHUA

N YOOCTOBEPUTEINHN YCNYTU OT ,,6OPUKA* ALl

PKI

QcC
QES
QESeal
RA
RSA

QSCD

QHSM
RQSCD

SAD
SAP
SAM
SCT
B-Trust SCT
SHA

SSL
S/MIME

TRM
URL
QCP-n-gscd

QCP-I-gscd

QCP-w

"BOPUKA" ALl,

Public Key Infrastructure — MHdpacTpykTypa Ha ny6nuyHmus knioy
Qualified Certificate — KsanudguumnpaHo ygoctosepeHve

Qualified Electronic Signature — KsanuduunpaH enekTpoHeH noanuc
Qualified Electronic Seal — KsanuduumpaH enektpoHeH neyat
Registration Authority — Peructpupaly opraH

Rivest — Shamir - Adelman — Kpuntorpadckn anropuTbM 3a Cb3gaBaHe Ha
noanuc

Qualified Signature Creation Device — (nokanHo) yCTpPOWCTBO 3a CUrypHO
cb3aBaHe Ha kBanuduumpaH nognuc

HSM c HMBO Ha curypHocT Ha QSCD

Remote QSCD — cbpBbpHa koMmnoHeHTa ¢ QHSM 3a curypHo cb3gaBaHe Ha
NoAnuC OT pascTosiHMe

Signature Activation Data — [JaHHK 3a akTnBauus Ha nognuca

Signature Activation Protocol — NpoTokon 3a akTuBauus Ha nognmca
Signature Activation Module - Mogyn aktnBupaly reHeprpaHe Ha nognuc
Signature Creation Token — codTyepeH TokbH (PKCS#12 kpunto-dann)
PKCS#12 — npeHocum cTaHgapTeH kpunTo-chann (CopTyepeH TOKbH)

Secure Hash Algorithm — Xew-anropyteM 3a wu3BAMYaHe Ha XeLl-
noeHTMgukaTop

Secure Socket Layer — CurypeH kaHan 3a npefaBaHe Ha JaHHU
Secure/Multipurpose Internet Mail Extensions — T[lpoTokon 3a curypHo

npeaaBaHe Ha enekTpoHHa nowia npes3 VIHTepHeT
Tamper Resistant Module — XapayepeH mMoayn HenogaTnve Ha UHTEPBEHLNS
Uniform Resource Locator — YHucumumpaH nokatop Ha pecypc

certificate policy for EU qualified certificates issued to natural persons with
private key related to the certified public key in a QSCD

Certificate policy for EU qualified certificates issued to legal persons with
private key related to the certified public key in a QSCD
Certificate policy for EU qualified website authentication certificates
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N YOOCTOBEPUTEJIHU YCITIYTU OT ,,BOPUKA“ Al

CbOTBETCTBUE U YINNOTPEBA
To3n [IoKkyMeHT:

e e paspaboteH oT ,BOPVKA" ALl, topnandeckoTo nuue, permcTtpupaHo B TbproBCkUsS pernctbp
kbM AreHumaTta no snmceaHusaTa ¢ EMK 201230426;

e MOAMEHS W3UANO BCUMYKM AOCerawHy pepakuum Ha “HapbuHuk Ha [MoTpebutens” w/unu
,[10NUTUKa 3a M3gaBaHe Ha KBanuduuupaHu yooCTOBEPEHUS 3a KBanuduumpaH enekTpoHeH
nognuc u MNpaktnka npu npegoctassaHuTe ot ,6OPUKA® ALl ksanuduuupaHn yaoctoBepuTenHu
ycnyru';

e Bnu3a B cuna Ha 1.07.2025r. ;

CbAbpXa ycrnoBudaTa, CbrnacHo Konto [locTaBumK Ha KBanvuunpaHu yaocToBEpPUTENHN yCryrn
(OKYY) ,BOPUKA* A (OoctaBumk) npegoctaBa Ha [loTpebutenn cpelly Bb3HarpaxaeHue
kBanuduumnparm yooctosepeHuns (KY) n ygoctoseputennHu ycnyrm (KYY) 3a enektpoHeH noanuc
(KETIT), 3a enektpoHeH neyvat (KEneuaT), 3a obnayeH enektpoHeH nognuc (OKE), 3a obnaveH
enektpoHeH neyat (OKEleuyaT) n 3a aBTeHTMYHOCT Ha yebcawt (WEB), «kakto u gpyru
MHAOPMAaLIMOHHUW, KPUNTOrpadpCKn N KOHCYNTAHTCKU YCNyri Nog, 3anaseHara Tbproscka mapka B-
Trust, upes3 opraHusaumMoHHo o060cobGeHO 3BeHO - YpaocTtoBepsiBaw, opraH B-Trust®, B
CbOTBETCTBME C W3NCKBAHUATA Ha 3akoH 3a EneKTPOHHUA [OOKYMEHT U  erleKTPOHHUTE
yaocTtoBeputenHn ycnyrm (SEAEYY);

e VMa xapakTep Ha obwm ycnosust N0 cMuUCbna Ha 4Yn. 16 oT 3akoHa 3a 3aabliikeHuaTa u
poroopute (33[). Tean ycnoBusa ca 4act oT nMcMeH [1oroBop 3a yAOCTOBEPUTENHU YCNyrH,
KOWTO ce ckntoyBa mexay [octaBumka m lNMoTpebutenute Ha ocHoBaHue 4n.23 ot 3ELOEYY.
[oroBopbT MOXe Aa CbAbpXka crneumanHu ycroBus, KOMTO ce nona3sat ¢ NpeaumMcTBO npen
obLnTe ycrnoBmsi B HAaCTOALMNSA AOKYMEHT;

e BK/OYBA NoApOGHO onMcaHue Ha npakTukata Ha [JoctaBymka npu npegocraBsiHe Ha KY n KYY 3a
TAX 1 e NyOnunyeH 4OKYMEHT C LieNn yCTaHOBsIBaHE Ha CbOTBETCTBME HA AeMHOCTTa Ha [locTaB4umka
cbe 3EJEYY v HopmaTuBHaTa ypenba;

e ¢ obwoaocTbnNeH MO BCAKO BPeEMe Ha WHTepHeT-CcTpaHnuuaTta Ha [octaBunka Ha agpec:
https://www.b-trust.bg/documents;

e MOXe aga 6bae npomeHsiH oT OKYY n Bcska HOBa pefakumsi Ha ce nybnukyBa Ha MHTEpPHeT-
cTpaHuuaTta Ha [loctaB4uka;

Hactosawmnar OOKYMEHT € U3roTBeH B CbOTBETCTBME C:

o 3aKOH 3a eNeKTPOHHUA JOKYMEHT 1 eNeKTPOHHUTE yaocTtoBepuTendu yenyrm (3EQEYY);

e Hapepba 3a OTroBopHOCTTa M 3a MpekpaTsBaHeTO Ha [AeWHOCTTa Ha [JocTaBynumuTe Ha
yaocTtoBeputenuun ycnyrn (HOMAOYY);

e PernameHT (EC) N2 910/2014 (n3meHeH ¢ PernamenT (EC) 2024/1183).

CobObprKaHUETO 1 CTPYKTypaTa Ha JOoKyMeHTa e B cboTBeTcTBME ¢ PernameHT (EC) Ne 910/2014
(n3meHeH ¢ PernameHT (EC) 2024/1183) n ce no3oBaBa Ha nHdopmMaLms, CbabpXalla ce B crnegHute
YTBBbPAEHV MeXOyHapOAHU Npenopbky, cneumdukanmm u ctangapTu:

e RFC 5280: Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List

(CRL) Profile;

RFC 3739: Internet X.509 Public Key Infrastructure: Qualified Certificates Profile;

RFC 6960: X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP;

RFC 3161: Internet X.509 Public Key Infrastructure: Time-Stamp Protocol (TSP);

RFC 5816: ESSCertIDv2 Update for RFC 3161;

RFC 3279: Algorithms and Identifiers for the Internet X.509 Public Key Infrastructure Certificate

and Certificate Revocation List Profile;

o RFC 4055: Additional Algorithms and Identifiers for RSA Cryptography for use in the Internet
X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile;

e |ITU-T X.509 | ISO/IEC 9594-8: The Directory: Authentication framework; Public-key and attribute
certificate frameworks;
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ETSI EN 319 401: General Policy Requirements for Trust Service Providers;

ETSI EN 319 411-1/2: Policy and security requirements for Trust Service Providers issuing
certificates;

ETSI EN 319 412-1/5: Certificate Profiles;

ETSI EN 319 421: Policy and Security Requirements for Trust Service Providers issuing Electronic
Time-Stamps;

ETSI EN 319 422: Time-stamping protocol and time-stamp token profiles;

ETSI EN 419 241, part 2 — Trustworthy Systems Supporting Server Signing - Part 2: Protection
profile for QSCD for Server Signing;

ETSI EN 419 241, part 3 — Trustworthy Systems Supporting Server Signing — Part 3: Protection
profile for Signature Activation Data management and Signature Activation Protocol(PP-
SAD+SAP);

ETSI EN 419 221-5 - Protection profiles for TSP Cryptographic modules - Part 5 Cryptographic
Module for Trust Services;

ETSI TS 119 312 — ESI Cryptographic Suites;

ETSI TS 119 495 — ESI Sector Spesific Requirements: Qualifed Certificates Profiles and TSP
Policy Requirements under the PSD2;

ETSI TS 119 431-1: Policy and security requirements for trust service providers; Part 1: TSP
service components operating a remote QSCD / SCDeyv;

ETSI TS 119 461 Electronic Signatures and Infrastructures (ESI); Policy and security
requirements for trust service components providing identity proofing of trust service subjects;

BcakakBa MHdopmaums, cBbp3aHa C TO3M JOKYMEHT, MOXe [a ce nonydu oT [JoctaByMka Ha

agpec:

oyn. ,Llap Bopuc 111" Ne 41

Codma 1612

,BOPUKA® AL}

TenedoH: 0700 199 10

nmenn agpec: info@borica.bg

OdmumanHa ctpaHmua Ha goctaBumka: www.b-trust.bg
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BbBEAEHUE

MpaktukaTta npu npegoctassHe Ha KY u KYY 3a tax ot ,BOPUKA® Al cbabpxka onvcaHne Ha
yYyacTHUUUTE B UHJPpACTpyKTypaTa Ha Ny6rmyHu knovose B-Trust® n Ha HEMHUTE KOMMOHEHTU, Ype3
kouto [ocTaBumka msgaea, nogabpxka, nybnukyesa mn ynpaensisa KY 3a KE[M/YE, obnayen KEI,
KEMeuaT/YEleyat, obnaveH neyat n aBTEHTUYHOCT Ha yebcanT. OnncaHun ca obwmTte onepaTuBHU
npoueaypv npu 3aseBsBaHe Ha KY, maeHTudpmumpaHe Ha 3asButenu, usgasaHe v nybnukyBaHe,
poctaBsHe U npuemaHe Ha KY, noggpbxka M ynpaBneHwe Ha Te3n yOOCTOBEPEHUS, KaKTO U
npoueaypv Npy NnpegoctaBaHe AOCTbN 3a NPoOBepKa Ha YAOCTOBEPEHUATA.

lMpakTukaTa BKNHOYBA OLLEe MepKUTE W crnefBaHUTe TexXHUYecku npoueaypu OT cTpaHa Ha
[locTaB4mka, KOUTO rapaHTUpaT CUrYpPHOCTTa N HagexXaHoOCTTa Ha npepocTtassaHuTe KY 1 KYY 3a Tax
ype3 nHpacTpyktyparta Ha B-Trust® B cvoTBeTcTBME cbC SEAEYY n HopmaTuBHaTta ypenoa.

[OKyMEHTLT € pa3paboTeH B CbOTBETCTBME C (hOPManHUTE W3MNCKBaHWUS 3@ CbAbpXaHue,
CTpPyKTypa n obxBaT, NocoyeHn B MexayHapoaHata npenopbka RFC 3647, ooKonkoTo T9 oTroBaps
Ha ynpasrieHckaTa nonuTuka Ha [JoctaByuka.

[oKyMeHTBLT BKIHOYBA U ONMbIIHUTENHA MHbopMaLUs ¢ ornes Ha nsnckBaHusiTa B HopmaTueHaTta
ypeaba no 3EAEYY.

1 OCHOBHMU NOJNTOXEHUA

1.1 [JocTtaB4MK Ha KBanucpuumpaHm yaoctoBepuUTEesNHU yCnyru

1. ,BOPUKA* Al e ropnanyecko nuue - TbproBel, ocbliecTBaBawo gernHocT Ha OKYY cbrnacHo
3EOEYY n HopmaTuBHaTa ypeaba.

2. PKIl Ha ,BOPUKA” ALl e narpageHa 1 ce ynpasrisiBa CblflacHO NpaBHaTa pamka Ha PernameHT
(EC) Ne 910/2014 (nameHeH c PernameHt (EC) 2024/1183) n 3EOEYY n B cboTBETCTBME C
MexayHapogHute cneuundukaumm n ctangaptv ETSIEN 319 411-1/5 n ETSI EN 319 412,

3. [HoctaBumkbT mnsnonssa naeHtugpukatopn Ha obektn (OID) B B-Trust PKI- nHdpactpykryparta,
dopmmpaHn Ha 6asa kog 15862, npucBoeH Ha ,BOPUKA® AL ot IANA B koHa
iso.org.dod.internet.private.enterprise (1.3.6.1.4.1 - IANA —Registered Private Enterprise) n B
cboTtBeTcTBUE cbhe cTaHgapTuTe ITU-T Rec. X.660 and the ISO/IEC 9834-1:2005 (Procedures for
the Operation of OSI Registration Authorities: General Procedures and ASN.1 Object Identifier
tree top arcs).

4. B kayectBOTO cu Ha peructpupad OKYY, ,BOPUKA® Al ocblecTBaBa crnegHuTe npaBHO-
pernameHTMpaHn eNHOCTH No:

e n3nasaHe Ha KY:
o npuemaHe Ha UCKaHe 3a MbpBOHAYaNHO U3aaBaHe;
O YCTaHOBSIBaHE Ha MAEHTUYHOCT M BanuaHun AaHHu 3a MNotpebutens;
o NpedocTaBsaHe Ha YCNyru no cb3gaBaHe Ha ABONKN KpUNTorpadyCku KrnovoBe - YacTeH
1 NyGnuyeH Knro4
o nognuceaHe Ha KY ¢ yCbBbpLUEHCTBAH eNeKTpoHeH nognuc/neyat Ha OKYY;
o 3anuc Ha usgageHo KY.
e rnoaapbXka v ynpasneHue Ha KY:
o nogHoBsABaHe Ha usgageHo BanuaHo KY;
o npomsiHa B cTaTyca Ha BanuaHo KY- cnnpaHe, Bb306HOBABAHE M NpeKpaTaABaHe;
o npoBepka Ha cTaTtyca Ha KY;
o npoBepka Ha cTatyca Ha KY B peanHo Bpeme (OCSP cratyc).
e BOJEHe Ha perucTpu:
o BOAEHe Ha nyGnuyeH perncTbp Ha BCu4kn usgagexu KY;
o nybnukyBaHe Ha usgageHo KY B nyGnvyHus perncrop;
O BOAEHe Ha CnUCHLK Ha BCUYkM npekpateHn KY;
o HesabasHO nybnukyBaHe Ha npekpaTeHo KY B cnncbka ¢ NpekpaTeHn yaoCTOBEPEHUS;
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7.

O OcurypsiBa NoCTOsIHEH JOCTbM Ha TPETU nNuua 4o Nyo6rmyHMA permcTbp 1 4o cnucbka
Ha NpeKkpaTeHn y4oCTOBEPEHMS.

e rpoBepka (Banugauusl) Ha eNeKTPOHHW NoANUCHK.
npepoctaBsaHe Ha QSCD 3a (nokamHo) reHepupaHe U CbXpaHeHue Ha KpunTorpadCcku
KntoyoBe 1 3a cb3gasaHe Ha KEIN — cmapT kapTa/w.

o [lpepoctaBsHe Ha RQSCD 3a reHepupaHe U cbXxpaHeHue Ha KpuntorpadCckm Krovose npu
OKYY n 3a cb3gaBaHe Ha KEI n KElNeuat ot pasctoaHne (ObnaveH KEIM n O6naveH
KEleuar).

e 13[aBaHe Ha KBanvpuumpaHu enekTpoHHU BPEMEBU neyaTu:

O Ha npeactaBeHO CbAbpXaHWe Ha EeneKkTPOHHO nognucaH/mognedyaTaH AOKYMEHT
(Bpeme Ha nognuceaHe/nognevyaTeaHe);
O Ha umcpoBO CbabpXKaHMe B AageH MOMEHT M HENPOMEHUMOCT Ha CbAbPXaHWETO
crnep To3n MOMEHT
o [JoKasaTencTBeHa NPOBEpPKa Ha M3gageHuTe KBanuuuupaHn enekTpoHHN BPEMEBU
neyaTu.
[ocTtaBunkbT npegocTtaBa nocoveHnte KYY B cbOTBETCTBME C HacTosiwaTta [lpakTuka Ha
YaocTtoBepsABaLmsa opraH u nocoyeHaTa B ygoctoBepeHueTo [lonuTuka.
[locTaBuMKbT MOXeE Aa NpeaocTaBs v ApYyrn KBannuuupaHu ygoCcToBEPUTENHU, KpUnTorpadcku,
MHAOPMALIMOHHU N KOHCYNTaHTCKM YCIyri, CBbpP3aHn C MPUNOXMMOCTTa Ha yOoOCTOBEPUTENHUTE
ycrnyru, cneaBanky obwonpmneTmuTe Npenopbku, cneundmkauumn n ctaHgapTu.
[ocTaBunkbT MOXe ga nybnunkyea oTaenHo obwm ycnosud 3a t1esm KYY.

1.2 Perynauusa v KOHTpoOn

1.

2.

[MbNHOTO HaMMeHoBaHWe Ha TO3N AOKYMEHT e [1pakTuka npy npegocTaBsiHe Ha KBanuduuupaHm

yooctoBepeHus u yaoctoeputenuu yenyrm ot ,60OPUKA* ALl (B-Trust CPS-eIDAS)*

,DOPUKA* ALl e yBegomuno KPC 3a 3ano4ysaHe Ha genHocT kato OKYY no pega Ha 3EOEYY n

Jenctealata HopMaTtuBHa ypeaba.

AkpegutauuaTa Ha ,BOPUKA® ALl kato OKYY no 3EAEYY uenn Han-BMCOKO HMBO Ha CUrYPHOCT

Ha npegocTaesaHnTe KYY 1 no-gobpo xapMoHM3MpaHe Ha Ta3n AENHOCT CbC CbOTBETHATA TakaBa

B CTpaHUTe-uneHkn Ha EBponenckns colos.

[ocTtaBunkbT yBegomsiBa [MoTpebutenute 3a cBosiTa akpeauTauus npu npegocTaBsHE Ha

noco4veHute KYY B TO31 JOKYMEHT.

B oTHoweHuATa c MNoTpebutenuTte 1 TpeTn nuua e BanugHa caMmo BepcusaTa, KOSTO € akTyanHa

KbM MOMEHTa Ha nonssaHeTo Ha ycnyrute Ha ,BOPUKA*AL.

Toaun gOoKyMeHT e NyGnnyHO JOCThNEH Ha agpec: hitps://www.b-trust.bg/documents.

MpakTukata npu npegocrassHe Ha KYY e npunoxuma 3a cnegHute MNonutukn Ha [JoctaBymka:

e [lonuTuka npu npegocTaBsaHe Ha KBanuduumpaHu yOOCTOBEPEHMS 3a KBanvduumpaH
€NeKTPOHEH noanuc/obnadeH  enekTpoHeH nognuc/neyat  (B-Trust  CP-elDAS
QES/CQES/QESeal);

e [lonutuka npu npegocrtaBsHe Ha KBanuduuMpaHW YOOCTOBEPEHUS 3a YCbBbPLUEHCTBAH
enekTpoHeH nognuc/neyat (B-Trust CP-eIDAS AES/AESeal);

o [lonutuka npu npegoctaBsHe Ha KBanMuuMpaHu yoOCTOBEPEHMSI 33 aBTEHTMYHOCT Ha
yebcawTt (B-Trust QCP-eIDAS QWAC);

e [lonuTuka Npy NpegocTaBsiHe Ha KBanuduumpaH ya4oCTOBEPEHMS 3@ ENEKTPOHEH NeyaT 1 3a
aBTEHTUYHOCT Ha yebcanT Ha [locTtaBunum Ha nnatexHu yenyrm (B-Trust QCP-PDS2 QSealC
n QWebC).

Te3an NONUTUMKM M3MBIHABAT CneundUYHUTE WU3UCKBAHWA Ha yOOCTOBEPUTENHUTE MNOMUTUKM,

nocoyeHun B ctaHgapta ETSI EN 319 411-2: QCP-n; QCP-n-gscd, QCP-I, QCP-I-gscd n QCP-w,

Konto ca 6asnpaHn Ha obLwmTe nsnckBaHus B cbotBeTHMTE nonutukn NCP n NCP+ noco4vexun B

ctaHgapta ETSI EN 319 411-1.

Monutuknte Ha [ocTaBuMka 3a KOHKpPETHWUTE TUNOBe KBanuduuumpaHu yaoocTOBEpPEHUs ca

nyonukyBaHn B OTAENHU AOKYMEHTWM M ca nybnnyHO AOCTbMHWM Ha agpec: hitps://www.b-

"BOPUKA" Afl, 10NN 2025 . Ctp. 13 ot 86


https://www.b-trust.bg/documents

O6woaoCTLNEH JOKYMEHT
NMPAKTUKA NMPU NPEAOCTABAHE HA KBAITMOULUMNPAHU YOOCTOBEPEHUA
N YOOCTOBEPUTEJIHU YCITIYTU OT ,,BOPUKA“ Al
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1.3 WUpeHTndpukaTopm B AOKyMeHTa

1. O6ektnte B B-Trust uHdppactpyktypata Ha ,BOPUKA® ALl 3a usgaBaHe v nogapbxka Ha
KBanudpuunpaHmte ygoctoBepeHusata ce obosHavaBaT ¢ ugeHTudpumkatopm (OID - Object
Identifier).

2. KeanudumumpaHute yagoCcToBepeHMs 3a Nognuc, neyvyaT n aBTEHTUYHOCT Ha yebcanT kaTo 0beKkTu
Ha MHdpacTpyKTypaTa ce naeHTMduunpaH Ypes NaeHTUPUKaTopuTe Ha NoNIMTUKK 3a TAX, KOUTO
moraT aa 6baat npoBepenn B aTpubyta CertificatePolicies Ha Te3n ygoctoBepeHus.

3. WaeHnTtudmkatopute Ha obektun B B-Trust ca nocoveHn B cnegHata Tabnuua:

Obekt MaoeHtudgpumkatop (OID)
BORICA AD 1.3.6.1.4.1.15862
B-Trust 1.3.6.1.4.1.15862.1
B-Trust Root Qualified CA 1.3.6.1.4.1.15862.1.6
B-Trust Operational Qualified CA 1.3.6.1.4.1.15862.1.6.1
B-Trust Personal qualified certificate QES 1.3.6.1.4.1.15862.1.6.1.1
B-Trust Professional qualified certificate QES 1.3.6.1.4.1.15862.1.6.1.2
B-Trust Organization qualified certificate QESeal 1.3.6.1.4.1.15862.1.6.1.3
B-Trust PDS 1.3.6.1.4.1.15862.1.6.2
B-Trust Qualified Time Stamp Authority 1.3.6.1.4.1.15862.1.6.3
B-Trust Qualified Time Stamp Authority PDS 1.3.6.1.4.1.15862.1.6.4
B-Trust Root Qualified OCSP Authority 1.3.6.1.4.1.15862.1.6.5
B-Trust Qualified OCSP Authority 1.3.6.1.4.1.15862.1.6.5.1
B-Trust Qualified Validation Service 1.3.6.1.4.1.15862.1.6.6
B-Trust Qualified Long-Terms Preservation Service 1.3.6.1.4.1.15862.1.6.7
B-Trust Remote QSCD (RQSCD)/Server Signing  Service | 1.3.6.1.4.1.15862.1.6.8
Component

B-Trust Remote Signature Creation Service Component 1.3.6.1.4.1.15862.1.6.9
B-Trust Remote Video Identification Service Component 1.3.6.1.4.1.15862.1.6.10
B-Trust Remote video identification 1.3.6.1.4.1.15862.1.6.10.1
B-Trust Electronic Identification 1.3.6.1.4.1.15862.1.6.10.2
B-Trust qualified electronic registered delivery Component 1.3.6.1.4.1.15862.1.6.11
B-Trust qualified electronic registered delivery service policy 1.3.6.1.4.1.15862.1.6.11.1
B-Trust Root Advanced CA 1.3.6.1.4.1.15862.1.7
B-Trust Operational Advanced CA 1.3.6.1.4.1.15862.1.7.1
B-Trust Personal qualified certificate AES 1.3.6.1.4.1.15862.1.7.1.1
B-Trust Professional qualified certificate AES 1.3.6.1.4.1.15862.1.7.1.2
B-Trust Organization gqualified certificate AESeal 1.3.6.1.4.1.15862.1.7.1.3
B-Trust Application qualified certificate 1.3.6.1.4.1.15862.1.7.1.4
B-Trust Domain Validation SSL qualified certificate (B-Trust DVC | 1.3.6.1.4.1.15862.1.7.1.5
SSL)

B-Trust Organization Validation SSL qualified certificate (B-Trust | 1.3.6.1.4.1.15862.1.7.1.6
OVC SSL)

B-Trust Organization qualified certificate AESeal PSD2 1.3.6.1.4.1.15862.1.7.1.7
B-Trust Organization Validation SSL qualified certificate PSD2 1.3.6.1.4.1.15862.1.7.1.8
B-Trust PSD2 PDS 1.3.6.1.4.1.15862.1.7.1.9
B-Trust Root Advanced OCSP Authority 1.3.6.1.4.1.15862.1.7.2
B-Trust Advanced OCSP Authority 1.3.6.1.4.1.15862.1.7.2.1

4. T[MpaktukaTta Ha [JocTaB4mKa Npu nsgasaHe u nogabpkaHe Ha KY ce ocbLiecTBsABa NOCPEACTBOM
cnegHute onepaTtusHn YO:

OnepatuBeH YO UpeHTtucbmkarop (OID)

B-Trust Operational Qualified CA 1.3.6.1.4.1.15862.1.6.1
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| B-Trust Operational Advanced CA

| 1.3.6.1.4.1.15862.1.7.1

5. TMonutukute Ha JoctaB4ymka oTHOCHO BMaoBeTe KY u npegoctaesaHuTe 3a Tax KYY ce o3HavaBaTt

B usgasaHunte KY cbc cnegHuTe naeHTUguKkaTopm:

KsannduumpaHo yaoctoBepeHue

Monutuka

NaeHTudukaTop Ha nonutuka (OID)

B-Trust Personal qualified certificate
QES
(MepcoHanHo
dusnyecko nuue)
B-Trust Personal Qualified certificate
CQES

(MepcoHanHo KY 3a o6nayeH KEI
Ha cpuamyecko nuue)

KYKEN Ha

B-Trust Personal qualified
certificates Policy (QCP-n-gscd)
(Monutnka Ha npegocTaBsHe Ha
KYKEIM un KY 3a obnayeH KEI Ha
dumsnyecko nvue), pasnornoxeH B
QSCD

1.3.6.1.4.1.15862.1.6.1.1
(0.4.0.1456.1.1)
(0.4.0.194112.1.2)

B-Trust Professional qualified
certificate QES

(MpodecuonanHo  KYKEM  Ha
dusnyecko nuue, acoummMpaHo ¢
IOpMAnYECKO Nnue)

B-Trust Professional qualified
certificate CQES

(MpodrecuoHanHo KY 3a obnayveH
KEN Ha dm3nyecko nige,
acounvpaHo c puanyecko nuue)

B-Trust Professional qualified
certificates Policy (QCP-n-gscd)
(Monuntuka Ha npepocTaBsHe Ha
KYKEN un KY 3a o6nadveH KEI Ha
dusnyecko nvue, acoummpaHo ¢
IOpUaMYECKO nuue, pasnonoxeH B
QSCD

1.3.6.1.4.1.15862.1.6.1.2
(0.4.0.1456.1.1)
(0.4.0.194112.1.3)

B-Trust  Organization  qualified
certificate QESeal

(KYKEMeuaT Ha topygmyecko nuue)
B-Trust  Organization  qualified
certificate CQESeal

(KY 3a o6navyeH KEMNeuyar Ha
topuanyecko nuue)

B-Trust  Organization  qualified
certificates Policy (QCP-I-gscd)
(Monuntuka Ha npepocTaBsHe Ha
KYKEMewatr wn KY 3a obnaveH
KEMNeyat Ha topugmnyecko nuue Ha B-
Trust QSCD)

1.3.6.1.4.1.15862.1.6.1.3
(0.4.0.194112.1.3)

B-Trust Personal qualified certificate
AES

B-Trust Personal
certificates Policy (QCP-n)

qualified

1.3.6.1.4.1.15862.1.7.1.1
(0.4.0.1456.1.2)

dm3nyecko nuue acouumpaHo c
IOpMANYECKO NnLE)

KYYEI Ha wmsmyecko nuue,
acoLMUpaHo C PUANYECKO N1LE)

(MepconanHo KYYEN Ha | (Monmutnka Ha npepgocTtaBaHe Ha | (0.4.0.194112.1.0)
dmsuyecko nuue) KYYEI Ha dm3anyecko nuue)

B-Trust Professional qualified | B-Trust Professional qualified | 1.3.6.1.4.1.15862.1.7.1.2
certificate AES certificates Policy (QCP-n) (0.4.0.1456.1.2)
(MpocpecuoHanHo  KYYEM  Ha | (Monutuka Ha npepoctaBsHe Ha | (0.4.0.194112.1.1)

B-Trust  Organization
certificate AESeal
(KYYEMeuaT Ha topuanyecko nuue)
B-Trust  Organization  qualified
certificate CAESeal

(O6naueH KYYENeuar Ha
ropUaNYecKo nuue)

qualified

B-Trust  Organization
certificates Policy (QCP-I)
(MonuTtnka Ha npegocTaBsHe Ha
obnaveH KYYEMNeuat Ha
lopuamyecko nuue)

qualified

1.3.6.1.4.1.15862.1.7.1.3
(0.4.0.1456.1.2)
(0.4.0.194112.1.1)

B-Trust Domain Validation SSL
qualified certificate (B-Trust DVC
SSL)

(KY 3a aBTEHTUYHOCT Ha yeb6caunT -
LOOMENH)

B-Trust certificate for Domain
Validation Certificate Policy (DVCP)
(Monutnka Ha npegocTaBsHe Ha
yOOCTOBEPEHUS 33 aBTEHTUYHOCT Ha
yebcanT - JOMEViH)

1.3.6.1.4.1.15862.1.7.1.5
(0.4.0.2042.1.6)

B-Trust SSL Organization Validation
qualified certificate (B-Trust OVC
SSL)

(KY 3a aBTEHTUYHOCT Ha yeb6canT -
opraHusaums)

B-Trust certificate for Organization
Validation Certificate Policy (OVCP)
(MonuTtMka Ha npegocTaBsiHe Ha
yOOCTOBEPEHUS 33 aBTEHTUYHOCT Ha
yebcanT - opraHnsaums)

1.3.6.1.4.1.15862.1.7.1.6
(0.4.0.2042.1.7)

B-Trust  Organization  qualified
certificate  AESeal PSD2 (B-Trust
QSeal PSD2)

B-Trust PSD2 Organization qualified
certificates Policy (QCP-I)
(Monuntuka Ha npepocTaBsHe Ha

1.3.6.1.4.1.15862.1.7.1.7
(0.4.0.1456.1.2)
(0.4.0.194112.1.1)
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(KYNMevaT Ha topuanyecko nuue —
nnarexHa nHcTutyums no PSD2)

KYYEleuaT Ha opuauyecko nuue —
nnaTtexHa nHctutyumusa no PSD2)

B-Trust SSL Organization Validation
qualified certificate PSD2 (B-Trust
QWebC PSD2)

(KY 3a aBTEHTMYHOCT Ha yebcanT —
opraHusauusi—nnaTexHa
nHcTuTyums no PSD2/KYYe6 PSD2))

B-Trust certificate  for PSD2
Organization Validation Certificate
Policy (OVCP)

(Monutuka Ha npepocTaBsHe Ha
yOOCTOBEpPEHMUS 32 aBTEHTUYHOCT Ha
yebcanT — opraHnsaumsa — nnaTexHa

1.3.6.1.4.1.15862.1.7.1.8
(0.4.0.2042.1.7)

MHCTUTYUMSA no PSD2)

1.4 YvyacTtHuum B UH(pacTpyktTypaTta Ha B-Trust®

1.4.1 YpoctoBepsiBalm opraHum

1.

,YaoctoBepsiBalwms opraH” Ha B-Trust® Ha OKYY ,BOPUKA* ALl e opraH13aumoHHo 060cobeHo
3BEHO, KOETO OCbLLUECTBSIBA AENHOCT MO n3gasaHe, No npeocTaBsHe M No nogabpxkaHe Ha KY n
Ha KYY 3a Tax. YO HamaT camocTosTerniHa NpaBoCcyOEeKTHOCT M BCUYKN OCbLLECTBEHM OEUCTBUS U
aKTOBE Ha CryXuTenute My ce M3BbpLIBAT B KAYECTBOTO MM Ha Cnyxutenu Ha [JocTtaByuka, B
pamKuUTe Ha NpeaoCTaBeHNTE MM MPaBOMOLLMS.

MHdbpacTpykTypaTa Ha B-Trust® nma gsycreneHHa nepapxusa Ha YO 3a nsgaeaHe n nogaopbxka

n3gaBa yOOCTOBEPEHUSI HA MOAYMHEHUTE B
nepapxmyHo oTHolleHne onepaTteHu YO Ha [JocTaBuymKka U TakmBa Ha apyru JoctaBunuy;
nspaesa KYKEIM un KYKEleuar,

NHdbpacTpykTypaTa Ha B-Trust® nma asycreneHHa nepapxusa Ha YO 3a nsgasaHe n nogapbkka

Ha KYYET, KYYEleuat 1 KY 3a aBTeHTUYHOCT Ha yebcanT, KakTo criegea:

n3gaBa yOoOCTOBEPEHUS Ha MNOOYUHEHUTE B
nepapxmyHo oTHolleHne onepateHu YO Ha [lJocTaByuka u Takma Ha gpyrv [JoctaBunuy;

e OnepatmeeH YO ,B-Trust Operational Advanced CA" - usgaBa KYYEI n KYYElleuar,

2.
Ha KYKEIT n KYKElevaT, kakto cneasa:
e basos YO ,,B-Trust Root Qualified CA" -
e OnepatuseH YO ,,B-Trust Operational Qualified CA" -
cbrnacHo lNonutukarta 3a npegoctassHe Ha Teaun KY;
3.
e bBasoB YO ,B-Trust Root Advanced CA" -
cbrnacHo lMNonutnknte 3a npegocraBsiHe Ha Teaun KY.
4.

OKYY cu 3anasBa npaBoTo Aa paswmpu nHdpacTpyktypata Ha B-Trust® ¢ gpyra nepapxus ot
YO.

1.4.2 Peructpupauly opraH

1.

"BOPUKA" ALl,

,PEermcTpmpalLmnaT opraH" € 3BeHo, KOETO OCbLLECTBSIBA AENHOCTM Ha [lJoCcTaB4YMKa, KakTo cneasa:

e puema, npoBepsia, ogobpsiBa Unn oTXBbPNSA NcKaHNS 3a n3gasaHe Ha KY;

e peructpupa nogagexu uckanms go YO 3a nsgasaHe v BHacs NpomeHu B ctatyca Ha KY;

e OCbLUECTBSIBA CbOTBETHM MPOBEPKN 33 YCTAHOBABAHE HA CaMOSIMYHOCTTA Ha bU3ndecKnTe
nMua M MOEHTUYHOCTTa Ha PUANYECKUTE NULLA, KaKTO M Ha cneuuduyHM JaHHM 3a TaX C
AonycTumMuTe CpeacTsa;
yBegomsea YO ga nsgage KY cnep ycnewHa naeHtudumkaumsa u 3annateHa yenyra;

e npepaBa Ha [loTpebutens wnn Ha yNbAHOMOLWLEHO OT Hero nuue wusgageHoto KY,
CbOTBETCTBALLO Ha reHepupaHa gBOWKA KO4YO0BE;

e rpuema Unu oTXBbLPIIS PEMMCTPMPAHN UCKaHMSA 3a NOAAPBXKA U ynpaBneHne Ha KY;
CKIOYBa [OroBOpPM 3a MpefocTaBsHE Ha YyOOCTOBEPUTENHU W APYrn KpunTorpadhcku,
NMHPOPMAaLIMOHHN N KOHCYNTaHTCKKM ycnyru ¢ MNMotpebutennte ot umeTo Ha [loctaB4uka.

PernctpupalwmaT opraH ocbLUECTBSBa ropen3dpoeHnTe AeNHOCTU:

e B 0hMC Ha opraHa KaTo M3nckea pmamyecko NpMcbCTBUE Ha 3aaBuTen Ha KY (npucbhctBeHa
naeHTMdmkauus, permctpaums n nsgasaHe Ha KY - nsgasane Ha KYKET, KYKEleuar, KY 3a
O6nayeH KET (B T.4. n E-OKEI), KY 3a ObnayeH KElMevaT);

e ype3 oOTAaneyeHa OHMaMH BMAEO WAeHTUdKaUMs Ha 3asButen (HENPUCLCTBEHA
noeHTndmrkaums, pernctpaunsa n nagasaHe Ha KYKEN, KYKEMeyvar, KY 3a O6nadeH KEI (B
T.4. n E-OKEN), KY 3a O6nayeH KElNeyar).
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9.

10.
11.

Monutukata u MNpaktukata Ha PO, KONTO nanbfiHsBa genHoctmute no T.1 B opuc Ha opraHa, ca
HeJenuma 4acTt OT HAaCTOALMSA JOKYMEHT.

Monutukata u lNpaktukata Ha PO, KOMTO M3MbIHABa AeWHOCTUTE Mo T.1 4ype3 oThanedeHa
OHNAMH BMOEO WMAEHTUUKauMs ca B oTaeneH [okyMeHT — [llonutuka u [MNpaktvka npwm
npeaocTaBsHe Ha oThanedeHa BMAEO MAeHTUdUKaLMA 3a M3gaBaHe Ha KBanuduuupaHu
yooctoBepeHus 3a obnadeH KEI (B 1.4. n E-OKEIT), o6nayen KElMeyvaT o1 ,6OPUKA* ALL".
Pernctpupawmar opraH Ha [JoctaBuvMka MOXe [a NpefocTaBsd YAOCTOBEPUTENHW YCNyru Ha
MoTtpebutenn B opuc (npucbcteeHo) Ypesd MectHm Peructpupawym Cnyxou (MPC).
PernctpupawmaTt opraH moxe ga 6bae 060cobeHO 3BEHO B paMKUTE Ha HOPUMANYECKO nuue,
pasnunyHo oT [locTaBymnka, Ha KOETO ca Aenervpanun npasa Aa oCbLLecTBsABa Te3n AENHOCTU Unu
Ha 4YacT OT TsIX OT MMeTo Ha [locTaBuuka.

Peructpupawmat opraH (PO) Ha [JocTaByuka MoXe fa NnpeocTaBs YAOCTOBEPUTENHU YCyru Ha
Motpebutenu ypes MectHn Peructpupawm Cnyxou (MPC).

Korato PO/MPC e caMOCTOSITENHO IOpUOMYECKO NnLe, NPaBOMOLUMETO Aa OCbLUECTBSBA Taswu
OEeNHOCT MoXe fa 6bae orpaHMYeHo 3a onpeneneHa TepuTopusi, CPOK, YAOCTOBEPUTENHN YCIyTU
unu 3a onpegeneHa kateropus  [loTpebutenn. [lNMpaBomowmeTo ce yaocToBepsiBa npeq
3aaBuTENNTE N BCUYKX TPETU NMUA C MMCMEHO UIN ENEKTPOHHO yaocTtoBepeHme 3a PO/MPC.

B cnyyauTe, korato PO e camocToaTenHo opnaudecko nuue, MPC kbM TO3U opraH ce paskpmsat
caMo cnepg uspunyHo ogobpeHune oT cTpaHa Ha [locTaBumka.

OtHoweHuaTa mexay LdocTtaBumka u PO/MPCce ypexagaT ¢ goroeop.

[ocTaBunkbT rapaHTupa, ve genHoctta Ha PO/MPC we 6baoe cbobpaseHa ¢ ycrnoBusita Ha
HacToAWwmsA [JOKyMEHT.

1.4.3 OpraH 3a usgaBaHe Ha KBanudpuumpaHu eneKTPOHHM BpeMeBM nevyaTtu

1.

,LOpraH 3a msgaBaHe Ha KBanuduumMpaHu enekTpoHHW BpemeBu nedvatn" e obocobeHo wn
HeZenMmo 3BEHO KbM YOCTOBEPSABALLNSA OpraH, KOeToO OCbLEeCTBABA AENHOCTU Ha [locTaBuymka,
KaKTo cneaBa:

e rpuema 3asiBKM 3a u3gaBaHe Ha KBanuduuUpaHu €EnekTPOHHW BpeMeBW neyaTn Ha
NpeAcTaBeHo CbabpKaHWe Ha enekTPOoHeH AOKYMeHT oT NoTpebuTtenu nnu [osepsBalla ce
CTpaHa;

e 13roTBs KBanuduUUpaH enekTPoOHEH BPEMEBM neyaT Ha NpeacTaBeHUsl XeL-CTOMHOCT Ha
€IeKTPOHEH JOKYMEHT;

e Oocurypsiea Bb3MOXHOCT 3a nocnegeawo (cneq nepuoga Ha BanuaHocT Ha KY) gokassaHe
crnpsiMo NpveMallaTta cTpaHa Ha pakTa Ha noanvMcBaHe/noanevYaTBaHe Ha U3siBNEHNe Unu Ha
€NeKTPOHEH JOKYMEHT.

,B-Trust Qualified Time Stamp Authority " e YO 3a nsgaBaHe Ha kBanuuumpaHn enekTpoHHU
BpemeBu neyatu Ha [loctaBymka.

EnekTpoHHMsT nognuc Ha [locTaBunka Ha KBanuuumpaHis enekTpoHeH BpeMeBN neyar € CbC
cTaTyC Ha kBanuduumpaH enekTpoHeH nevar.

KBanndwuumpaHn enekTpoHHW BpeMeBM neyatu MoraT ga ce WHTerpupaT B npoueca Ha
Cb3daBaHe UNU npuemaHe Ha nognucwu/nevyaTv KbM €nEeKTPOHHU OOKYMEHTU WU ENEeKTPOHHM
TpaH3aKUMK1, NpU apxXMBUpaHe Ha eNeKTPOHHU AaHHW, B ENEKTPOHHWN HOTapuaTtu U Apyru.
JdoctaBunkbT paspabotBa v nybnukyBa otaenHa [lonutuka Ha YO 3a wusgaBaHe Ha
KBanuuuupaHn enekTpoHHN BpeMeBn nevaTu.

1.4.4 KBanudmumpaHa ycnyra 3a BanuaupaHe Ha KBanuduuupaHu enekTPOHHU

nognucu/nevyatun

KBanuduumpaHata ycnyra 3a BanuavpaHe Ha KBanuuumpaHn enekTpoHHu nognucu/nedatu (B-

Trust QSVS) e o6ocobeHo 1 Hegennmo 3BeHO kbM [locTaBuMKa, KOETO OCbLLECTBSABA CriegHUTE

JEeNHOCTH:

e rpuema nognucaHw/noanedataHn dannoBe/e-4OKYMEHTU C onpegeneHn dgopmatm wu
npodunu Ha noanuc/neyar 3a BanuanpaHe;
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e Banuaupa nognucaHuTe/nogneyataHu annose/e-gOKYMEHTH;
N3roTeA 1 NpegocTass nognevartanu ot [loctasymka ctaTyc(u) v OTHET OT BanvanpaHe Ha e-
nognuc(n)/neyaTt(n) B npuetnute cdannose/e-4OKYMEHTH;
e Ocurypsia Bb3MOXHOCT 3a pasnedaTtBaHe (PDF doopmar) Ha xapTus Ha aBTOpU3NpaHns otdeT
OT BanuaupaHe Ha noanuc(ute)/neyat(ute).
Ycnyrata asTopusvpa crtatyca u oT4yeTa OT BanuaupaHe C KBanuduuupaH enekTpoHeH neyart
n3gageH ot [loctaB4ymka.
Cratycute Ha BanvaupaHe Ha KBanuduuupaHu e-nognucu/nedat morat ga ce MHTerpupart B
npouecu Ha npuemaHe Ha nognucu/medaT KbM EMEKTPOHHU AOKYMEHTU U  eneKTPOHHU
TpaH3akuMu, NpM CbXpaHeHMe Ha noAanuc/nedaTu, KakTo M apxvBupaHe Ha enekTPOHHU
OOKYMEHTU, B €NEKTPOHHM HOTapmuaTtu 1 ap.
HoctaBunkbT paspabotBa v nybnukyBa otgenHa [lonuTtuka u [Mpaktuka Ha ycnyrata 3a
kBanudguuupaHo sanugupaHe Ha KEMN/KEMeuaTw.

1.4.5 Ycnyra 3a KBanuuuupaHO CbXpaHsiBaHe Ha KBanuuuupaHU eneKTPOHHU

nognucu/nevyatun

Ycnyrata 3a kBanuduumpaHo CbxpaHsBaHe Ha kBanudumumpanun e-nognucu/nedatn (B-Trust
QSPS) e obocobeHo u Hegenumo 3BEHO KbM [locTaB4yMKa, KOETO OCbLUECTBABA CIeOHUTE
JEeNHOCTH:

e npuema e-nognucu/neyaTu (nognucaHn/nognevartaHu pannoBe/e-4oKyMeHTIN) C onpeneneHmn
dopmaTtn 1 npodunu Ha noanuc/neyaT 3a CbXpaHEHME;

e CUrypHO CbXpaHsiBa nognucaHute/noanevaTaHu dannoBe/e-40KyMEHTH;

e U3rOTBA W CbXxpaHABa nogneyataHn oT [locTaByvMka [OKa3aTeNncTBEeHW 3anucu OT
CbXxpaHsBaHe Ha e-nognuc(n)/neyart(m) B npnetute dannose/e-qOKyMEHTH;

e 13roTBs MO 3asBKa yBeOOMMEHUS crnef yCnewHo CbXpaHsBaHe Ha dpannoBe/e-gOKyMEHTH C
noanuc(n)/neyat(n);

e OcurypsiBa Bb3MOXHOCT 3a aBTOpu3MpaH AOCTbM, YeTeHe, moanduumpaHe u nsTpuBaHe Ha
CbXpaHsaBaHu hannose/e-4o0KyMeHTM ¢ nognuc(m)/neyat(m).

Ycnyrata aBTopu3vpa (QoKasaTencTBeHW) 3anucu UM yBEAOMISIEHWS 3a CbXpaHsiBaHe 4pes
KBanuduumnpaH enekTpoHeH neyaT usgageH ot [JocTtaBymka.

HocTtaBunkbT paspaborea m nybnukyBa otgenHa lMonutuka u lNpakTnka Ha ycnyrata 3a
cbxpaHaBaHe Ha KEl/KEMevaTun.

1.4.6 lMnarcopma 3a obnayveH KET

1.

Mnatdopmarta 3a obnadveH KEI BkntoyBa aBe 4acTu:
o OrtpaneyeHa cbpBbpHa KomnoHeHTa RQSCD (codptyep n HSM) npu [loctas4uika;
o MobunHo npunoxeHwne (B-Trust Mobile) B cmaptdoHa Ha MNoTpebuTen.
RQSCD e obocobeHa un Hegenvma komnoHeHTa B B-Trust nHdpactpykrypata Ha [JoctaB4uka,
KOSAATO U3MbIIHABA CNeAHNTE OENHOCTMU:
e reHepwupa gBoWka kntovose 3a obnadveH KEM/KEMeuyat B HSM npu [JoctaB4dmnka no 3asiBka Ha
yaocToBepeH oT Hero MoTpebuten
CbXpaHsiBa CUrypHO reHepupaHaTta ABOoWKa krtodose npu [loctaBunka
aKkTMBUpa OT pa3cTosiHne reHepupaHe Ha undpos nognuc (PKCS#1)
reHepupa uudpos nognuc Ha Tutynap B8 HSM-a npu [octaBumka ( O6naven KEM)
npegoctaBa Ha TUTyNdaAps reHepupaHus noannc U CbOTBETCTBALLOTO YAOCTOBEPEHME 3a
npoBepkKa Ha nognmca

3. RQSCD nonyyaBa 3asiBkMte 3a u3gaBaHe Ha obnadveH KE[/KEMewat 4ypes PO/MPC Ha

[locTaBumka crnep ycrnewHo yaocTtoBepeH 3asBuTen M pernctpyupaHo MOBUIHO YCTPOWCTBO
(cmapTdoH) Ha 3asaBuTens Ha noanuc.

4. RQSCD wusnonssa YO B-Trust Operational CA Ha [JocTtaBuuka 3a ga usgasa ksanuuumpaHo
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yOoCTOBEpEHME, CbOTBETCTBALLO Ha reHepupaHns NOANUC OT Pas3CTOSHME.

Mo6unHoTto npunoxenune B-Trust Mobile B cmapTdoHa Ha NoTpebutens cnyxu ga aktmempa
reHepupaHeTo Ha umndpos nognuc 3a ObnaveH KEIMN/KEMNewat B HSM-a Ha RQSCD camo cnepg
yOOCTOBEPEH NepcoHarneH KOHTPOM Ha YacTHUS KoY Ha NoAnuca Ypes cTpora aBTeHTUpMKaLms
Ha Tutynapst n BbBedeH oT Hero MWH (kog 3a akTMBupaHe) 4pe3 MOGMITHOTO YCTPOWCTBO
(cmapTtdoHa).

MpepoctaBeHnte oT [InaTdopmaTta uUM@PPOB NOAMMC M CbLOTBETCTBALWO KBanupuumpaHo
yaoctoBepeHne Ha Ob6naynmsa KEIM moraT ga ce uHTerpvpaT B KOHTEMHepa Ha nognucaHu
nokymeHtTn ¢ O6naven KEI oT ycnyra 3a nognuceaHe, onepupaHa ot [ocTtaBumka unum ot
BbHLIHA Takaea (npu MNMotpebuten/[oeepsiBalia ce cTpaHa).

Mnatgopmata 3a O6naveH KEI ,npemectBa“/Buptyanusvpa dusmdeckata cmapT kKapTta
(nokanHo QSCD) 3a KEI Ha Tutynsaps B HSM Ha RQSCD npu OKYY. B RQSCD ce anokupa
,BUpTyaneH cnoT' KaTto oTAaneyeH pecypc Ha TUTynsaps C eKBMBANEHTHU KpunTorpadocku
napamMeTpu 1 XapakTepUCTUKM Ha cMapT kapTtaTta (nokanHo QSCD.

1.4.7 KBanudumuupaHa ycnyra 3a npenopb4aHa nowya

1.

KeanuduumpaHata enekTpoHHa npenopbYaHa nowa npeaoctaBa [OoKasaTericTBO  3a
na3npaLlaHeTo 1 Nofny4YaBaHETO Ha JaHHUTE W 3aluTaBa npefaBaHUTe AOKYMEHTU CPeLLy pucK
oT 3ary0ba, kpaxxba, nnmn Heno3BOSIEHN U3MEHEHNS. YcnyraTta e npegHasHadeHa 3a m3nyecku n
OPUANYECKM LA, ObPXaBHU NHCTUTYLMK, OOLLMHM 1 OOLLIECTBEHM OpraHM3aLmnn.

3a nognuceaHe Ha BCUYKM [oKasaTencrBa, reHepuvpaHu OT ycryraTa, ce M3nonaea
KBanuduumpaH enekTpoHeH neyat Ha B-Trust Qualified Electronic Registered Delivery Service.
BanmngHocTTa Ha enekTpPoOHHUAT nedaT € 5 rognHn n e 3awmnteH ¢ RSA knoy ¢ gbmknHa 4096
ouTa

1.4.8 OCSP cbpBbBp
1.

,OCSP cbpBbp" € 060cobeHo n Hegenumo 3BeHO Ha YO, KOeTO OCbLUEeCTBSIBA OAENHOCTU Ha
J[locTaB4umka KakTo crneaBa:

e npuema 3aaBku ot NoTpedbutenu nnu [loBepsiealla ce cTpaHa 3a NpoBepKa B peariHO Bpeme
Ha cTaTyca Ha npeacTaBeHO YAOCTOBEPEHUE, n3gaaeHo ot [locTaBumka;

e U3roTBs aBTOMATU4YHO B peanHo BpPeEME €EfieKTPOHHO noAdnncaH OTroBop 3a cTaTtyca Ha
npeacTaBeHo YA0CTOBEPEHNE.

OCSP cbpebpute Ha [octaBumka ca: ,B-Trust Root Qualified OCSP Authority" n ,B-Trust
Qualified OCSP Authority", cvotBeTHO ,B-Trust Root Advanced OCSP Authority" n ,B-Trust
Advanced OCSP Authority".

Bcaka goeepsiBawata ce cTpaHa, korato npuema KY, Moxe Aa 3asBu NpoBEpPKa Ha cTaTyca Ha
yOOCTOBEPEHUSATA B pearnHo Bpeme.

lMpoBepkaTa Ha ctatyca Ha KY B pearnHo BpeMe He e 3aabrkuTenHa 3a [osepsBawwmte ce
CTpaHu, Ho [loCcTaBYMKBLT NpenopbyBa Aa Cce M3MNon3Ba Tasn ycryra U HEMHOTO MHTEerpypaHe npu
Cb3aBaHe Unm npMemaHe Ha eneKkTpoHHO nognucaHn/nognevartaHm QOKYMEHTU 1 Npy npoBepka
Ha aBTEHTUYHOCTTA Ha yebCalT B eNEKTPOHHN TPaH3aKUuu.

1.4.9 MoTtpebuten
1.

MoTpebutenute ca U3NYECKM UK KPUANYECKM NLA, KOUTO Ca NOAAaNU CKaHe 1 cnep ycnewHo
3aBbpLUBaHE Ha npouenypata UM ce nsgaea ksanuguuupaHo ygoctoepenue. Npean ga 6vae
n3sbpLleHa nposepka n fa 6bae usgageHo ksanuduuupaHo yaoctoeperue, Notpebutenat e
camo 3asaBuTen 3a ksanuduumpanun ycnyr Ha B-Trust.

OTtHoweHuaTa mexay ,bOPUKA® Al kato AKYY u MNotpebuten ce ypexaaT ¢ NMCMeH LOroBop.
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1.4.9.1 Tutynsap

1. ,Tutynap" e lMotpebuten-cpusnyecko nuue Ha KYKEM/KYYEN, KY 3a obnayeH KEI, koeTto
Cb3aaBa efleKTPOHHMS noanuc.

2. TuTynapaT ocbLLecTBsiBa OT CBOE MME UMM OT UMETO Ha ApPYro nvue, KOeTo Ton NpeacTaBnsBa,
€NEeKTPOHHN U3SABMEHNS, KOUTO ENEeKTPOHHO Moanucea B CbOTBETCTBME C MpeaocTaBeHaTta My
npeacraBMTeNHa BNacT.

3. B KYKEIN/KYYEI n KY 3a obnadeH KEIl moxe ga ce nocounm n nuueTto, KoeTo Tutynapst
npegcraensiea.

4. EpuHctBeHo Tutynapat Ha KYKEM/KYYEN wn KY 3a obnayen KEI, nma npaBo Ha goctbn A0
YaCcTHMSA KN4 3a NoANMCBaHE Ha eNEKTPOHHN N3SIBIIEHWS.

1.4.9.2 Cv3pnaTten

1. ,Cb3agaren” e NoTpebuTen-opruanyecko nuue, KOeTo Cb3fgaBa erekTPOHEH nevar, JaHHUTE Ha
koeTo ca ygocTtoBepeHu B KY, ©3non3BaHO 3a NpoBepka Ha enekTpoHHus nedvat. Cb3gatenart
MoXe Aa 6bae caMo HPUANYECKO NULLE.

2. KOpugunyeckn nuua“ no cmmucbna Ha [oroeopa 3a yHKUMOHMPAHETO Ha EBponenckus cbio3
(APEC) o3HauyaBa BCUYKM 06pasyBaHusi, y4peaeHn unv pernameHTMpaHm cbrinacHo NpaBoTo Ha
AbpXXaBa YrneHka, He3aBMCMMO OT TAXHaTa npaBHa oopma.

3. EnexkTpoHHMAT [NeyaT He e nognuc Ha pUaNYEecKOTO NMUEe WU Cry)KM camMO fda yOooCToBepu
N3TOYHMKA W LEenocTTa Ha nognevyaTtaH enekTpoHeH AOKYMEHT UM U3SABIEHNE.

4. KoraTo lopvMaM4ecko nvue M3nonssa enekTpoHeH neyar, npenopbyBa ce Aa 6bae ycTaHOBEH
BbTPELLUEH KOHTPOMNEH MEXaHW3bM MpU PUONYECKOTO NnLEe, NO3BONABALY, CaMO Ha (PM3NYECKO
nuue, ymbITHOMOLLIEHO OT ToBa topuanyvecko nuue (,Cb3gaTten“) ga cb3gaea nedara (Hanpumep,
Aa ,HaTucHe" 6yTOH 3a (aBTOMATMYHO) Cb3gaBaHe Ha eNeKTPOHHN nevaTw).

5. B KY 3a enekTpoHeH ne4aT MoXe Oa ce nocounm (puanmdeckoTo nuue, KOeTo npeacTtaBnsiBa
,Cb3natens“.

6. EAWHCTBEHO, TOBaA PU3MYECKO NMLE MMa MPaBO Ha AOCTbM 40 YaCTHMS KoY 3a reHepupaHe Ha
nevara.

7. KoraTo 3a gageHa TpaHcakuusi ce M3nckBa KBanuduunpaH enekTpoHeH neyvart oT Hpugnuyecko
nvue, KBanUMUUMPaHUAT enekTPoOHEeH MOAMMC Ha YMNbIHOMOLWEHWUS npeacTtaBuTen Ha
IOPUAMYECKOTO NMLe ce NpruemMa paBHOCTOMHO.

1.4.10 JoBepsiBawm ce cTpaHu

1. ,[oBepsaBalim ce cTpaHn" ca agpecaTuTe Ha nognucaHu/nognevartaHu eNeKTPOHHU U3ABMNEHNS U
OOKyMeHTU OT [loTpebutenu, kouto nputexasaT udgageHn ot [doctaBumka KY wunu kpanHm
KNUeHTK, KouTo agpecupat yebcanTose, 3a KOUTO ca u3gageHu yooctoBepeHus ot [loctaBuumka.

2. [losepsBalunTe ce CTpaHu criegsa ga uMat No3HaHUSA 1 yMEHUst OTHOCHO M3non3BaHeTo Ha KY un
ce JoBepsiBaT Ha yAoOCTOBepeHuTe OBCToATencTBa B TAX CaMO C Orfieq Ha npunoxumarta
MonuTtuka, oco6eHo No OTHOLLIEHME Ha HMBOTO Ha CUIYPHOCT Npu npoBepka Ha [NoTpebutenure
Ha Teau KY.

3. [oBepsaBaluuTe ce CTpaHu UMaT NOCTOAHEH OOCTbLN OO perncTpute Ha [JoctaBumka 3a npoBepka
Ha BanugHoctTa Ha KY, 3a ycrtaHoBsfiBaHe Ha CboTBeTHUTEe [loTpebutenn wnn Ha Apyru
obcTodATencTBa u faHHW, OTpPa3eHn B y4OCTOBEPEHMATA U BNUCAHW B TE3U PETUCTPM.

1.5 YpoctoBepeHus n ynotpeba

1.5.1 OnpepeneHune

1. ,KeanudwuumpaHo ygoctoBepeHue 3a nybnuyeH kntoY" e nognedartaH ot [loctaBynka enekTpoHeH
AOKYMEHT, CbAbp)Kall onpeaeneHy peksm3nTu, yaoctToBepsaBallm Bpb3kata mexay Notpeburens
n nyénuuHmns my kniod B KY, cboTBETCTBALL, Ha YaCTHUS KItoY Ha To3u [NoTpebuten u cnyxu 3a
npoBepka Ha noanuca/mevata B €NEKTPOHHU OOKYMEHTU M OBEeKTM wmnyM 3a npoBepka Ha
aBTEHTUYHOCTTa Ha yebcanT.

2. KY moraT ga ce nsnonsear 3a JENHOCTU, KOUTO M3NCKBAT NOANUCBAHE Ha eNEKTPOHHU JOKYMEHTMU,
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aBTeHTUduKauma Ha [loTpebuten wmnn yebGcalT, KaKTO W 3a KpuNTUpaHEe Ha OaHHW npu
€MNeKTPOHHM TPaH3aKUuK, U3NCKBALLM HAaN-BUCOKO UIM 3HAYNTESNTHO HUBO HA CUTYPHOCT.

3. Camo yaocToBepeHusiTa C O3Ha4YeHUTe B TO3M JOKYMEHT NOMIUTUKK, KOUTO n3gasa [JoCTaBUYMKBLT,
umat xapaktep Ha KY.

1.5.2 YpoctoBepeHusi Ha [locTtaBuYMKa

ba3oBo yoocrtoBepeHue

1. BasoBo ygoctoBepeHue Ha [locTaBuMka € camou3gadeHO M erekKTPOHHO camornogneyaTtaHo C
©a30Bus YacTeH krtod Ha [ocTaBumka KY 3a HeroBus 6a3oB nybnuyeH k4. C 6a3oBusi yacTeH
kntoy [JOCTaBYMKbT €NeKTPOHHO MnoanedarBa yooCTOBEPEHMS 3a NyOMMYHW KMOYOBE Ha CBOW
onepatneHn YO, KaKkTO M yOOCTOBEPEHWs Ha Apyru (nod) AOCTaBYMUM Ha yOOCTOBEPUTENHM
ycnyrun B HpacTpykTypaTta Ha B-Trust.

2. B cwvoteetctBue cbc 3EAEYY u nepapxumsata ot YO B wuH(ppacTpykTypata Ha B-Trust,
HocTtaBunkbT npepoctaBs Ha KPC BanugHoTOo ygoctoBepeHue Ha 6asoBusa YO. OcHoBHUTE
pekBM3nTK Ha 6a3oBoTo ygoctoBepeHme Ha YO ,B-Trust Root Qualified CA " Ha [JocTaBuuka ca
KakTo criegsa:

B-Trust Root Qualified CA

Mone ATpubyTHn 3Ha4veHune/CToMHOCT
Version - V3
Serial number - 01
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Root Qualified CA
ou = B-Trust
0= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Validity from - 2017-04-25T18:28:43Z
Validity to - 2037-04-25T18:28:43Z
Subject CN= B-Trust Root Qualified CA
Oou-= B-Trust
= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Public key - RSA(4096 Bits)
Subject Key Identifier - f2 84 ee 2e 35 fe fO fa d8 50 50 b0 9c 48 89 ea 5a 2f d9 ab
Authority Key Identifier |KeyID = f2 84 ee 2e 35 fe fO fa d8 50 50 b0 9c 48 89 ea 5a 2f d9 ab
Issuer Alternative Name |URL = http://www.b-trust.org
Basic Constraints Subject Type = CA
(critical) Path Length Constraint = None
Certificate Policies - [1] Certificate Policy:

Policy Identifier=All issuance policies
[1,1] Policy Qualifier Info:

Policy Qualifier Id=CPS

Qualifier:

http://www.b-trust.org/documents/cps

CRL Distribution Points [1] CRL Distribution Point
Distribution Point Name:
Full Name:

URL=http://crl.b-trust.org/repository/B-TrustRootQCA.crl

Authority Information [1] Authority Info Access
Access Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
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(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustRootQCAOCSP.cer

Key Usage (critical)

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

Thumbprint (Sha1)

c04d 7a42 7f 5a 82 b1 2d a6 f0 94 88 11 66 8e 1a 67 Oa f6

Thumbprint (Sha256)

d3 3895 e1d5 11231948 c8c9 9977 26 40 fa 05 05 fb d1
5a b0 93 e8 98 db 27 dd 29 14 e8

B-Trust Root Advanced CA

Mone ATpunbyTtn 3Ha4veHne/CToMHOCT

Version - V3
Serial number - 01
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Root Advanced CA

Oou = B-Trust

0= BORICA AD

Organizationldentifier(2.5.4.97) INTRBG-201230426

C= BG
Validity from - 2017-04-24T18:55:40Z
Validity to - 2037-04-24T18:55:40Z
Subject CN = B-Trust Root Advanced CA

ou = B-Trust

= BORICA AD

Organizationldentifier(2.5.4.97) INTRBG-201230426

C= BG
Public key - RSA(4096 Bits)
Subject Key Identifier - 88 db 42 ed 89 05 32 0c 72 27 Oc 46 1b e1 c6 09 5e ec c9 21
Authority Key Identifier |KeyID = 88 db 42 ed 89 05 32 Oc 72 27 Oc 46 1b e1 c6 09 5e ec c9 21
Issuer Alternative Name |[URL = http://www.b-trust.org
Basic Constraints Subject Type = CA
(critical) Path Length Constraint = None

Certificate Policies

[1] Certificate Policy:
Policy Identifier=All issuance policies
[1,1] Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.b-trust.org/documents/cps

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-TrustRootACA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustRootQCAOCSP.cer

Key Usage (critical)

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

Thumbprint (Sha1)

ba 11 d6 ad 94 b2 4f c9 16 11 3a f6 82 cd 76 2a b3 bf d7 75
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Thumbprint (Sha256)

fo 2¢c 73 6f 3c f1 ad 7c 89 ec 36 €8 60 c9 Oc d6 be 87 7 0d 66
09 8e 0a cc d5 4a 49 ea fa 2c a9

3.

4.

1.

2.

Ha ocHoBaHne PernameHt (EC) Ne 910/2014 (u3meHeH c PernameHt (EC) 2024/1183)
eneKkTpoHHUTe nevaTtun Ha [locTaBunka, KOMTO ca NpUAPY>KeHn oT 6a3oBUTE My YAOCTOBEPEHMS ca
KBanununpaHu.

[JocTaBunkbT MOXe [a uHcTanupa U
WHdpacTpykTypaTa Ha B-Trust.

nogabpka Apyrm 0as3oBM  YOOCTOBEPEHMS B

OnepaTtmBHU yaocToBepeHus Ha [locTaBunka

YaoocTtoBepeHne Ha onepatuBeH YO Ha [JocTaBumka € KBanuuuMpaHOTO YAOCTOBEpPeHWe 3a
ny6nuyHMsa Koy Ha onepatuBHms YO, enekTpoHHO noanedartaHo ¢ 6a3oBMS YacTeH K4 Ha
HocTaBunka. C 4aCTHUAT KoY, CbOTBETCTBALL, HA YAOCTOBEPEHUS MyBNUYeH Krtod, onepaTtuBHUS
YO enekTpoHHO nogneyaTea usgasanute ot [loctaBumka KY Ha NoTtpeburtenure.

OcHOBHUTE PEKBU3UTU Ha onepaTuBHOTO yaoctoeepeHue Ha YO ,B-Trust Operational Qualified

CA" Ha [locTaBuuKa ca:
B-Trust Operational Qualified CA

Mone ATpubytn 3HayeHune/CTonHOCT
Version - V3
Serial number - 69 Oe 4f b7 9a ed 13 94
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Root Qualified CA
ou = B-Trust
0= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Validity from - 2018-06-01T16:44:50Z
Validity to - 2033-05-31T16:44:50Z
Subject CN = B-Trust Operational Qualified CA
ou = B-Trust
= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Public key - RSA(4096 Bits)
Subject Key Identifier |- 27 cf 08 43 04 fO c5 83 37 67 81 17 4d fc 05 e6 db 65 8b b0
Authority Key Identifier |KeyID = f2 84 ee 2e 35 fe f0 fa d8 50 50 b0 9c 48 89 ea 5a 2f d9 ab
Issuer Alternative Name |URL = http://www.b-trust.org
Basic Constraints Subject Type = CA
(critical) Path length Constraint = 0

Certificate Policies

[1]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.6.1
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.b-trust.org/documents/cps
[2]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.6.1.1
[3]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.6.1.2
[4]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.6.1.3

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:

URL=http://crl.b-trust.org/repository/B-TrustRootQCA.crl
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Authority Information
Access

[1] Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustRootQCAOCSP.cer

Key Usage (critical)

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

Thumbprint (Sha1)

ad 4¢ 92 43 9a 5b 83 28 13 1e b8 45 65 d1 46 2b fO 3d 3d 55

Thumbprint (Sha256)

499a9c a8 b4 7e e8 44 37 f9 Ob 96 fb 40 41 3e a2 93 f9 b3
94 2a 16 08 37 a0 c6 7b Oe c5 ba Oc

B-Trust Operational Advanced CA

Mone ATpubytn 3Ha4veHune/CToMHOCT

Version - V3
Serial number - 55 6¢ c19f35f1 95 ca
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Root Advanced CA

ou = B-Trust

Organizationldentifier(2.5.4.97) INTRBG-201230426

0= BORICA AD

C= BG
Validity from - 2018-06-01T16:29:34Z
Validity to - 2033-05-31T16:29:34Z
Subject CN = B-Trust Operational Advanced CA

ou = B-Trust

= BORICA AD

Organizationldentifier(2.5.4.97) INTRBG-201230426

C= BG
Public key - RSA(4096 Bits)
Subject Key Identifier - 07 dc aa 30 76 98 b7 85 4b 6d 03 18 c8 €3 cd a7 7b 36 82 ef
Authority Key Identifier |KeylD = 88 db 42 ed 89 05 32 Oc 72 27 Oc 46 1b e1 c6 09 5e ec c9 21
Issuer Alternative Name |URL = http://www.b-trust.org
Basic Constraints Subject Type = CA
(critical) Path length Constraint = 0

Certificate Policies

[1]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.7 .1
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.b-trust.org/documents/cps
[2]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.7.1.1
[3]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.7.1.2
[4]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.7.1.3
[5]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.7.1.4
[6]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.7.1.5
[7]1Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.7.1.6
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[8]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.15862.1.7.1.7
[9]Certificate Policy:

Policy Identifier=1.3.6.1.4.1.15862.1.7.1.8

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL= http://crl.b-trust.org/repository/B-TrustRootACA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustRootQCAOCSP.cer

Key Usage (critical)

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

Thumbprint (Sha1)

2d 11 1 fb 79 b9 46 0a d5 e7 04 bf 36 18 8d a6 b6 e8 d8 c4

Thumbprint (Sha256)

e7 42 69 82 c0 26 4b 78 6b 94 25 ce 45 f3 63 58 7f 34 83 4f a3
4a 6a 7ffd d5 05 67 41 76 ad 0d

3. Ha ocHoBaHne PernameHt (EC) Ne 910/2014 (n3meHeH c¢ PernameHt (EC) 2024/1183)
eneKkTpoHHUTEe neyaTm Ha [ocTaBuuka,
yOOCTOBEPEHNS ca KBanuuumpaHu.

4. [ocTaBuMKbT MOXe [a WHCTanupa W nogabpXa ApyrM OnepaTtvBHW yOOCTOBEPEHUS B
WHdpacTpykTypaTa Ha B-Trust.

YnoctoBepeHus Ha OCSP cbpBbpyu Ha [JocTaByMKa

KOMTO Ca npugpyxeHun OT Te3n onepaTtuBHAU

B-Trust Root Qualified OCSP Authority

Mone ATpunbytn 3Ha4veHune/CToMHOCT
Version - V3
Serial number - 03
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Root Qualified CA
ou = B-Trust
= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Validity from - 2022-04-21T14:49:02Z2
Validity to - 2027-04-21T14:49:02Z
Subject CN = B-Trust Root Qualified OCSP Authority
OouU = B-Trust
= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Public key - RSA(2048 bits)
Subject Key Identifier |- 34 3184 22 65 34 41 46 €0 0d 03 2a 9f a1 0a 29 4a 93 7b 5¢c
Authority Key Identifier |KeyID = f2 84 ee 2e 35 fe fO fa d8 50 50 b0 9c 48 89 ea 5a 2f d9 ab
Issuer Alternative Name |URL = http://www.b-trust.org
Subject Alternative URL= http://ocsp.b-trust.org
Name
Basic Constraints Subject Type = End Entity
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Path length Constraint =

None

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-TrustRootQCA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustRootQCAOCSP.cer

Key Usage (critical)

Digital Signature, Non-repudiation

Enhanced Key Usage

OCSP Signing (1.3.6.1.5.5.7.3.9)

OCSP No Revocation |- 0500

Checking

Thumbprint (Sha1) d2 87 af f7 b5 aa b4 7b 6e Oc a1 a1 99 86 da 82 62 a9 b9 5f
Thumbprint (Sha256) 99 49 df ¢c5 19 04 84 b0 d8 38 44 85 5¢c €7 34 09 b1 49 fe 5¢

2042 a51781¢c10c5f83 140 7c
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B-Trust Qualified OCSP Authority

Mone ATpunbytun 3Ha4veHune/CTonMHOCT
Version - V3
Serial number - 23 C3 46 00
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Operational Qualified CA
ou = B-Trust
= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Validity from - 2022-04-21T15:45:58Z
Validity to - 2027-04-21T15:45:58Z
Subject CN = B-Trust Qualified OCSP Authority
ou= B-Trust
= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Public key - RSA(2048 bits)
Subject Key Identifier - be e5 83 42 fa 25 a5 58 4a 39 a5 0f 42 ea ef f4 42 05 95 2¢
Authority Key Identifier |KeyID = 27 cf08 43 04 f0 c5 83 37 67 81 17 4d fc 05 e6 db 65 8b b0
Issuer Alternative Name |URL = http://www.b-trust.org
Subject Alternative URL= http://ocsp.b-trust.org
Name
Basic Constraints Subject Type = End Entity
Path length Constraint = None

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-
TrustOperational QCA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustOperational QCAOCSP.cer

Key Usage (critical)

Digital Signature, Non-repudiation

Enhanced Key Usage

OCSP Signing (1.3.6.1.5.5.7.3.9)

OCSP No Revocation |- 05 00

Checking

Thumbprint (Sha1) 8758 e86272be 7b24 c3 12 ec 22 65f3f9 d6 aaa5351b
Thumbprint (Sha256) ad 92 1€ 63 10 c0 76 28 77 41 fa 37 66 b8 74 b 3 71 f8 91 2a

94 c4 91 fa 30 b5 e5 fa Oa 9f 68
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B-Trust Root Advanced OCSP Authority

Mone ATpubyTtn 3HayeHne/CToONMHOCT
Version - V3
Serial number - 03
Signature algorithm - Sha256RSA
Signature hash - Sha256
Algorithm
Issuer CN = B-Trust Root Advanced CA
ou = B-Trust
0= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Validity from - 2022-04-21T14:52:472
Validity to - 2027-04-21T14:52:472
Subject CN = B-Trust Root Advanced OCSP Authority
Oou = B-Trust
0= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Public key - RSA(2048 bits)
Subject Key Identifier - Oa fe c2 5d 35 50 0a e1 00 2a c9 a7 09 2a Oa 4c f0 c5 cf 41
Authority Key Identifier |KeyID = 88 db 42 ed 89 05 32 Oc 72 27 Oc 46 1b e1 c6 09 5e ec c9 21
Issuer Alternative Name |URL = http://www.b-trust.org
Subject Alternative URL= http://ocsp.b-trust.org
Name
Basic Constraints Subject Type = End Entity
Path length Constraint = None

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-TrustRootACA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustRootACAOCSP.cer

Key Usage (critical)

Digital Signature, Non-repudiation

Enhanced Key Usage

OCSP Signing (1.3.6.1.5.5.7.3.9)

OCSP No Revocation
Checking

05 00

Thumbprint (Sha1)

c8 a5 c0 14 dd 06 16 b0 01 9b fb 91 da d2 d2 88 c2 97 3e a9

Thumbprint (Sha256)

c2 a7 cc5ca7deel b4 3439 1d
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B-Trust Advanced OCSP Authority

Mone ATpubyTtn 3HayeHne/CToONMHOCT
Version - V3
Serial number - 29 B9 27 00
Signature algorithm - Sha256RSA
Signature hash - Sha256
Algorithm
Issuer CN = B-Trust Operational Advanced CA
ou = B-Trust
0= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Validity from - 2022-04-21T15:28:492
Validity to - 2027-04-21T15:28:492
Subject CN = B-Trust Advanced OCSP Authority
Oou = B-Trust
0= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Public key - RSA(2048 bits)
Subject Key Identifier - 30 9c 15 49 43 6¢ af 46 3d 6f eb 5e ad 2e 55 06 de 6 30 de
Authority Key Identifier |KeyID = 07 dc aa 30 76 98 b7 85 4b 6d 03 18 c8 e3 cd a7 7b 36 82 ef
Issuer Alternative Name |URL = http://www.b-trust.org
Subject Alternative URL= http://ocsp.b-trust.org
Name
Basic Constraints Subject Type = End Entity
Path length Constraint = None
CRL Distribution Points [1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-TrustRootACA.crl
Authority Information [1] Authority Info Access
Access Access Method=0On-line Certificate Status Protocol

(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustOperational ACAOCSP.cer
Digital Signature, Non-repudiation
OCSP Signing (1.3.6.1.5.5.7.3.9)

Key Usage (critical)
Enhanced Key Usage

OCSP No Revocation - 05 00
Checking
Thumbprint (Sha1) 7¢ 58 b5 7f 52 cc ae 79 f2 94 62 9e 09 cf 08 35 31 2d cb 94
41 b8 28 6e ef 2c 47 74 11 5f ad 96 a9 82 24 35a8 30 17 b1 ae
Thumbprint (Sha256) 3b b0 33 b6 8c 82 2a 47 5¢ c0 03

1. YpoctoBepeHnneto Ha OCSP cbpBbpa Ha [loctaBunka ,B-Trust Root Qualified OCSP Authority" e
KY 3a Herosusi nybnuyeH kntod, nogneyataHo ¢ 6as3osus vacteH knod Ha YO ,B-Trust Root
Qualified CA* Ha [JoctaBumka. C yacTHUA KoY Ha gBovkaTa knoyose Ha OCSP cbpBbpa ,B-
Trust Root Qualified OCSP Authority" [JoctaBunkbT nognedarsa pesynrarta OT NpoBepkaTa B
peanHo Bpeme Ha cTtatyca Ha npeactasenu KY, usgagenn ot YO ,B-Trust Root Qualified CA".

2. YpoctoBepeHueTo Ha OCSP cbpBbpa Ha [ocTtaBumka ,B-Trust Qualified OCSP Authority" e KY
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Ha HeroBusa nNybnuueH kN4, NognevataHo C YacTHWUs Knod Ha onepaTtmBHua YO “B-Trust
Operational Qualified CA" Ha [JocTtaBumka. C yacTHMa kN4 Ha aBonkarta knodose Ha OCSP
cbpBbpa ,B-Trust Qualified OCSP Authority" [JocTtaBuuMkbT nognevatsa pesynrtata oT
npoBepkata B peanHo Bpeme Ha cTtaTyca Ha npeactaBeHu KY, uzgageHun ot YO “B-Trust
Operational Qualified CA".

YaoctoBepeHneto Ha OCSP cvpebpa Ha [octaBuuka ,B-Trust Root Advanced OCSP Authority"
e KY 3a Heroeusa nybnuyeH ko4, nogneyataHo ¢ 6a3oBusi yacteH kntod Ha YO ,B-Trust Root
Advanced CA* Ha [JocTtaBuumka. C YacTHMA Koy Ha ABonkaTa kntodvose Ha OCSP cvpBbpa ,B-
Trust Root Advanced OCSP Authority" [JocTaBunkbT nognedaTtBa pesynraTa OT npoBepkata B
pearnHo BpeMe Ha ctatyca Ha npeactaseHu KY, nsgagenm ot YO ,B-Trust Root Advanced CA”
YpaoctoBepeHneto Ha OCSP cbpBbpa Ha JocTtaBumka ,B-Trust Advanced OCSP Authority”" e KY
Ha HeroBusa nNybnuueH kN4, NognevataHo C YacTHWUs Knod Ha onepaTtmBHua YO “B-Trust
Operational Advanced CA" Ha [ocTtaBumka. C yacTHMS KIOY Ha ABoOKKaTa krtovoBe Ha OCSP
covpBbpa ,B-Trust Advanced OCSP Authority" [JoctaBumkbT nognevarsa pesynrara oOT
npoBepkata B peanHo Bpeme Ha cTtaTyca Ha npegctaBeHn KY, usgageHun ot YO “B-Trust
Operational Advanced CA".

EnekTpoHHUTE nevatn Ha [locTaBumnka, KOUTO ca NPUAPYKEHWN OT Cy>XeOHUTE YAOCTOBEPEHUS Ha
OCSP cbpebpute Ha [loctaBumka ca KElevatn.

1.5.3 YpoctoBepeHusi Ha Apyrn onepaTuBHU OpraHu

1.

[ocTtaBunkbT MOXe ga usgasa onepatneHu KY Ha gpyrn YO B uHgpacTpykTtypata Ha B-Trust,
KakTo 1 Ha apyru [loctaBumum, Korato nocregHuTe:

e OCbllecTBsABaT [AOeMHOCT W3BbH MNpaBHO pernameHtMpaHatra B 3EOEYY, c¢ wuen
YHKUMOHMPAHE KaTO OOCTaBYUK;

e B3aMMHO ygocToBepsiBaT NyOonMYHMTE OMepaTMBHM KIOYOBE C Orfeq MOBULIABaHE Ha
00BepmneTo B NpeaoCTaBsHUTE YyOOCTOBEPUTENHM YCnyrn (Kpoc-cepTudmumpaHe);

e OCbLlLECTBABAT NpaBHO pernameHTMpaHa gerHoct Ha [KYY cbrnacHo 3EOEYY .

M3paBaHeToO Ha Te3n yOoCTOBEPEHUS Ce OCbLUEeCTBsIBA Ha 6a3aTa Ha KOHKpPeTHa 4OroBOPEHOCT
CbC CbOTBETHUTE JOCTaBYMLMN.

YpoctoBepeHueTo Ha YO ,B-Trust Qualified Time Stamp Authority“ e npegcrtaBeHo B otaeneH
OokyMmeHT [NonuTtuka m MNMpaktuka 3a npegoctasaHarta ot ,6OPUKA® ALl ksanuduumpaHa ycnyra
3a n3gaBaHe Ha KBanuduumpaHu enekTpoHHM BpeEMEBU NneyaTn” Ha TO3M OpraH.

1.5.4 KBanudmumpaHm ygoctoBepeHus 3a lNotpedbutenun n npunoxmmocTt

1.5.4.1 KBanucdmumpaHm yaoctoBepeHus 3a KBanucpuumpaH enekTpoHeH noanmc

1.

HoctaBunkbT unsgasa KYKEIN, KY 3a obnayvenH KEIM (B T.4. n E-OKEI) B 3aBucumocT oOT
MoTpebutenute, NPUNOXHOTO NOJSIE U NpeAHa3Ha4YeHNe Ha ENEKTPOHHNS MOAMNMWC, KaKTo cregga:

MepconanHo KYKEI ,B-Trust Personal Qualified Certificate QES";

MepconanHo KY 3a obnayeH KEI ,B-Trust Personal Qualified Certificate CQES”;
Mpodecuonanyo KYKEI ,B-Trust Professional Qualified Certificate QES";
MpodecuonanHo KY 3a obnaven KEI ,B-Trust Professional Qualified Certificate CQES”.

Mpaktukata n MNonutukata Ha [JoctaBynka 3a Te3n KY onpenensaTt npouenypute, dpopmaTta u
N3UCKBAHUATA 3a CUTYPHOCT, MpUnoXxumu npu msgasaHe u msnonssaHe Ha KYKEM u KY 3a
obnaveH KEI. CvotBeTHUTe Monutnkn n npodunute Ha KY 3a KEIN n 3a obnaden KEI ca
e HaKBMW.

HocTtaBunkbT nsgasa KYKEI n KY 3a obnadeH KEIN camo Ha NMoTpebutenun - dumsndecku nuua.
MepconanHo KYKEI ,B-Trust Personal Qualified Certificate QES" n KY 3a obnauen KEIT ,B-Trust
Personal Qualified Certificate CQES" ce nsgasa nepcoHarnHo Ha cumaundecko nuue (Tutynsap).
MpodecnonanHo KYKE ,B-Trust Professional Qualified Certificate QES" n KY 3a obnadeH KEI
.B-Trust Personal Qualified Certificate CQES" ce usgaBa Ha dmaundecko nuue (Tutynap),
npeacTaBnsaBaLLo pUaN4ecko nuue No cunata Ha 3akoHa Unu ynbrHoMoLLaBaHe.
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6.

9.

WMckaHeTo 3a peructpaums n usgasaHe Ha Tesn KYKEI ce npaBu oTganeyeHo (Mo enekTpoHeH
cnocob) mnu nokanHo (Ha msacto) B PO/MPC, kaTto npoueaypaTta no uaeHTudumkaumsa ypes
yCTaHOBSIBaHEe Ha camonu4yHocTTa Ha [loTpebutens usmckea NUYHO NPUCHCTBUE UM U3PUYHO
ynbfiHOMOLWaBaHe OT cTpaHa Ha loTpebutens-Tutynsp. lNMpoBepsiBa ce M MOEHTUYHOCTTA Ha
NpeAacTaBnsiBAHOTO fuUE, PECMNEKTUBHO Ha YMbIHOMOLLEHOTO bM3n4ecko nvue (ako uma
TakoBa). MpoeHTudukaumoHHaTta npoueaypa uM npouegypuTe nNpy reHepupaHe Ha gBonkaTta
KntoyoBe, Npu usgaeaHe u npegoctaBsiHe Ha KYKEI u KY 3a obnaveH KEI Ha lMoTpebutens
rapaHTMpaT Han-BMCOKO HMBO Ha CUIYPHOCT Ha YAOCTOBEPEHWUTE AaHHM B YOAOCTOBEPEHUETO U
Bpb3Kata UM C NyOnnYHUS KIlrou.
KYKETI ,B-Trust Personal Qualified Certificate QES" n ,B-Trust Professional Qualified Certificate
QES" u cvoTBeTCTBALUTE UM YACTHU KMOYOBE Ce reHepupar, CbXpaHsaBaT U NpefoCTaBAT Ha
MoTtpebutena-Tutynsp 3agbmkutenHo Ha B-Trust QSCD.
KY 3a obnayeH KEI1 ,B-Trust Personal Qualified Certificate CQES" n ,B-Trust Professional
Qualified Certificate CQES" n cboTBeTCTBaLLMTE UM HYaCTHM KINOYOBE Ce reHepupaT, CbXxpaHsiBaTt
n nonaeart ot oTpebutens-Tutynap 3agbmkutenHo Ha HSM B RQSCD Ha nnatdopmarta 3a
obnayeH KEI Ha [JocTtaB4yumka
[ocTaBunkbT nsgasa KBanupuuupaHi yaocToBepeHns 3a KBanuduuupaH enekTpoHeH nognuc
Ha KpanHu NnoTpebuTenu ¢ onpeaeneH Cpok Ha BanMaHOCT, KOUTO € NOCOYEH B CbabpKaHMETO Ha
yaocTtoBepeHneto. CpokoBeTe Ha BannaHOCT ca, KakTo cneasa:
e 3a KYKEI (Ha xapayepeH HocuTten): 1 (egHa) unu 3 (Tpy) roanHu, c4MTaHo OT JaTtaTa Ha
nsgaesaHe. TOYHUAT CPOK Ce onpeferns B A4OroBopa 3a n3gaBaHe Ha y4oCTOBEPEHMETO;
e 3a kBanuduumpaHo ygoctoepeHune 3a obnaden KEI: 3 (Tpu) rognHu;
3a epHokpaTeH OKEI (E-OKEMM): 1 (eguH) 4yac, kaTo ce M3nona3eBa €4HOKpPaTHO 3a
KOHKpeTHa Len.

1.5.4.2 KBanudumumpaHm yaoctoBepeHusi 3a yCbBbPLUEHCTBAH €NeKTPOHeH noanuc

1.

B w

[octaBunkbT n3gaea aea smaa KYYEI B 3aBucumocT oT NoTpebutenute, NpunoXxHOTo none u
npeaHasHavyeHne Ha enekTPOHHMSA NOAMNKWC, KakTo cneaga:

e nepcoHanHo KYYEI ,B-Trust Personal Qualified Certificate AES";

e npodecuonanHo KYYEI ,B-Trust Professional Qualified Certificate AES".

Mpaktukata n MNonutukata Ha [JoctaBunka 3a Te3n KY onpenenart npouenypute, dopmaTta u
N3UCKBaHWATA 3a CUTYPHOCT, MPUMNOXUMMK Npu u3gasaHe u nanonassaHe Ha KYYETT.

HoctaBunkbT n3gasa KYYEI camo Ha Notpebutenn - gpusmyeckn nuua.

MepcoHanHo KYYEI ,B-Trust Personal Qualified Certificate AES" ce nsgaBa nepcoHanHo Ha
dusnyecko nuue (Tutynsp).

MpodecnonanHo KYYEI ,B-Trust Professional Qualified Certificate AES" ce wn3gaBa Ha
dusnyecko nuue (Tutynap), NnpeacTaBnsBallo PUONYECKO Nvue NOo cunaTta Ha 3akoHa unu
ynbIIHOMOLLaBaHe.

WNckaHeTo 3a peructpauusa n nsgasaHe Ha Te3n KYYEI ce npaBu otaaneyeHo (Mo enekTpoHeH
cnocob) mnnu nokanHo (Ha msacto) B PO/MPC, kaTo npouegypata no vaeHTudukaumsa 4pes
yCTaHOBSIBaHE Ha CaMONIMYHOCTTa Ha [loTpebutens M3mMckea NUYHO NPUCHCTBUE MU U3PUYHO
ynbfHOMOLWaBaHe OT cTpaHa Ha [loTtpebutena-Tutynsp. lNpoBepsiBa ce U MOEHTUYHOCTTa Ha
npeacTaBnsiBaHOTO NULE, PECNEKTUBHO HA YMbAHOMOLLLEHOTO hM3NYECKO NunLe (ako MMa Takosa).
NaoeHTudumkaumoHHaTa npoueaypa v npouenypuTe Npu reHepupaHe Ha gBovikaTa Knodose npu
nsgaBaHe u npepoctaesHe Ha KYYEI Ha MoTtpebutens rapaHTMpaTt 3HA4YMTENHO HUBO Ha
CUIYPHOCT Ha YAOCTOBEPEHUTE JAHHW B YAOCTOBEPEHMETO U Bpb3Kata UM C NYONNYHNSA KITHOM.
KYYETI ,B-Trust Personal Qualified Certificate AES" n ,B-Trust Professional Qualified Certificate
AES" n cboTBETCTBaAWLUTE MM HYaCTHM KIMOYOBE CE reHepupar Ypes cneunannsvpaH, yTBbpaeH ot
[ocTtaBunka codpTyep 1 ce cbxpaHsiBaT 1 NpedocTaBsaT Ha NoTpebutena-Tutynsp Ha copTyepeH
TokbH B-Trust SCT (PKCS#12 kpuntodpann).
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8.

CpokbT Ha BanuagHocT Ha KYYET e 1(egHa) rognHa, c4MTaHo OT AataTta Ha usgaBaHe.

1.5.4.3 KBanucmumpaHo yaoctoBepeHue 3a efieKTPOHEH nevar

1.

10.
11.

HoctaBunkbT nsgasa KYElMeyaT B 3aBMCMMOCT OT NPUNOXHOTO Morie u npegHasHadeHve Ha

€reKTPOHHMSA neyaT, KakTo cneasa:

o KpanuduumpaHo ygoctoBepeHue 3a ksanudbuumpad ElMevat “B-Trust Organization Qualified
Certificate QESeal” (KYKElNeyvaT);

o KeanuduumpaHo ypoctoBepeHue 3a obnadveH KEleuat ,B-Trust Organization Qualified
Certificate CQESeal”

¢ KpanuduumpaHo ygoctoBepeHme 3a ycbBbpLleHcTBaH Nevat ,B-Trust Organization Qualified
Certificate AESeal” (KYYElNeuar);

o KeanuduumpaHo ygoctoBepeHue 3a obnayeH YElewat ,B-Trust Organization Qualified
Certificate CAESeal’

MNpaktukaTta n lMNMonutukata Ha [octaByuka 3a Te3n KY onpegenat npoueaypute, doopmarta u

N3NCKBaHWNATA 3a CUTYPHOCT, NPUIOXMMU NpU n3gaesaHe n nanonasaHe Ha KYElevar.

HoctaBunkbT n3gaea KYElMNeuat camo Ha MNoTpebuten—topuamyecko nuue (Cbwagaten).

WMckaHeTo 3a pernctpauus n nsgaeare Ha tesm KYEleuat ce npaBu otganeyeHo (No eneKkTpoHeH

cnocob) nnn nokanHo (Ha msacto) B PO/MPC, kaTo npouegypaTta no unaeHTudukaumst vpes

yCTaHOBSIBaHE Ha CaMONM4YHOCTTa Ha [loTpebuTtens mM3nckea NUYHO NPUCHCTBUE WU U3PUYHO

ynbfiHOMOLWWaBaHe oT cTpaHa Ha [NoTpebutena-Cbh3garten. NpoBepsiBa ce M MOEHTUYHOCTTA Ha

IOPUANYECKOTO NULEe, PECNEeKTUBHO Ha YMbHOMOLLEHOTO (U3NYECKO nuue (ako Mma Takosa).

MaoeHTudukaumoHHata npouenypa u npuv wmsgasaHe u npepoctasaHe Ha KYEleuyaT Ha

MoTpebutena rapaHTMpaT HaW-BMCOKO HMBO Ha CUIYPHOCT Ha yOOCTOBEPEHUTE [AaHHM B

yAOCTOBEPEHNETO M Bpb3Kata UM C NyBNNYHNS KItou.

Mpouenyparta npu reHepupaHe Ha aBonkaTta krtodose 3a KYKEleuat nsnonsea B-Trust QSCD un

rapaHTupa Han-BUCOKO HMBO Ha CUIYpPHOCT. YacTHMAT KNOY Ce CbXpaHsBa U NpeaoCcTaBsaT Ha

Cob3parens 3agbmkmutenHo Ha B-Trust QSCD. KY 3a obnayeH KElNeyaT 1 cboTBETCTBALLINTE UM

YaCTHW KITOYOBE Ce reHepupart, CbxpaHaBaT 1 nonseaT oT Cb3aatens 3agb/kutenHo Ha HSM B

RQSCD Ha nnatdopmara 3a obnadveH KEIN Ha [JocTtaB4umka.

Mpouenyparta npu reHepuypaHe Ha ABonkata kntodvoBe 3a KYYEleuat n obnaveH YE[leuar

n3non3Bea crneumanmanpaH copTyep, yTBbpaeH oT [locTaBunka 1 rapaHTMpa 3HaunTenHo HUBO Ha

CUrypHOCT. YacCTHMAT KNOY Ce CbxpaHsaBa M npegoctaBa Ha Cwv3gatena Ha B-Trust SCT

(PKCS#12 kpunTtodann).

KYElleyaT HAMa 3HAa4YEHMETO Ha efeKTPOHEH NoAMUC U Ce M3NoN3Ba caMo Aa aBTeHTuduuupa

N3TOYHMKA N UHTErpuTeTa Ha eNEeKTPOHHUSA AOKYMEHT UIK U3SBNEHMNE.

KYElewat moraT ga ce n3nona3ear oLLe Npuv 3amMTEHO U KPUNTUPAHO M3npaLliaHe Ha eNeKTPOHHN

CbOOLEHNs N 3aWUTEHN U KPUNTUPAHM KOMYHMKaUWUW, OOCTbM A0 WMHAOPMAaLMA U OHNaWnH

TpaH3aKuMM M3NCKBALLN Ha-BUCOKO UITN 3HAYMTENHO HMBO HA CUMYPHOCT.

CpokbT Ha BanvaHocT Ha KYKEleyvat n KY 3a obnayen KEleuaT e 1(egHa) unu 3(Tpn) rogunun,

cYMTaHO OT AaTaTa Ha nsgaBaHe u ce onpegensa B gorosopa 3a KYY.

CpokbT Ha BanngHocT Ha KYYETleuaT e 1(egHa) roguHa, CYMTaHO OT AataTa Ha u3gaBaHe.

KYEleuat He cnegBa Aa ce M3nona3ea v npunara kato enekTpoHeH Nognunc Ha KpPUANYECKO nuue.

Korato 3a gageHa TpaHcakums ce M3nckBa KBanmduuupaH enekTpoHeH nevart oT opuanvecko

niue, KBanUMUUMPaHUAT EeNeKTPOHEeH MOAMMC Ha YNbAHOMOLWEHUS npeacTaBuTen Ha

IOPUANYECKOTO NLLE Ce NpMemMa PaBHOCTOMHO.

1.5.4.4 KBanucduumpaHo ygoctoBepeHue 3a aBTEHTUMHOCT Ha yebcanTt

1.

[locTaBunkbT n3gasa kBanuduuMpaHu yooOCTOBEPEHUSA 3a aBTEHTUYHOCT Ha yebcaWT, KakTo

cnepga:

e KeanudpuumpaHo yaocTtoBepeHue 3a aBTEHTUYHOCT Ha yebcaunT (gomenH) ,B-Trust Domain
Validation SSL Certificate” (B-Trust DVC SSL);

"BOPUKA" Afl, 10NN 2025 . Ctp. 32 oT 86



O6woaoCTLNEH JOKYMEHT
NMPAKTUKA NMPU NPEAOCTABAHE HA KBAITMOULUMNPAHU YOOCTOBEPEHUA
N YOOCTOBEPUTEJIHU YCITIYTU OT ,,BOPUKA“ Al

10.

o KpanudpuumpaHoO yOOCTOBEpPEHME 3a aBTEHTUMYHOCT Ha yebcauT (opraHusaums) ,B-Trust
Organization Validation SSL Certificate” (B-Trust OVC SSL).
Monutnkata Ha [ocTaBumMka 3a Te3n y[OCTOBepeHus onpedens npoueayparta, dopmaTa u
N3NCKBaHWUSATA 3@ CUTYPHOCT, NPUOXUMU NPU U3gaBaHe 1 U3MNon3BaHe Ha yOOCTOBEpeHUsaTa 3a
aBTEHTUYHOCT.
[ocTaBuMKbLT n3gaBa yaoCTOBEPEHNS 3a aBTEHTUYHOCT Ha yebcanT Ha MNoTpebuten—dusmnyecko
NN IOPUANYECKO NnLe.
NckaHeTo 3a pernctpaumsi m usgaBaHe Ha Te3n YAOCTOBEPEHMS Ce npaBu oTAarneyveHo (no
enekTpoHeH cnocob) nnm nokanHo (Ha msacto) B PO/MPC, kaTo npoueaypata no naeHtudukaums
ypes yCTaHOBSIBaHE Ha CaMOJSIMYHOCTTa Ha PU3NYECKOTO M/UIN Ha IOPUONYECKOTO NnLE N3MUCKBA
NINYHO NPUCHCTBME UIM U3PUYHO YMbITHOMOLLLABaHe OT cTpaHa Ha lNMoTpebutens. MNposepsBa ce
N NOEHTUYHOCTTA Ha IPUANYECKOTO NULE, PECNEKTUBHO Ha YMbITHOMOLLEHOTO (OM3NYECKO Nnuue
(ako Mma TakoBa) U ce M3NbfHABaA NpoBepKa Ha NpeAcTaBeHUTe OaHHW 33 HavMeHOBaHWe Ha
AOMEWH, U3NCKyeMN eNleMeHTUN 3a agpeca U perncTpaumoHeH Homep (B nyGnnyHuTe perncrpu).
MpeHTudukaumoHHaTta npouegypa npu msgaBaHe W NpefocTaBAHE Ha YAOCTOBEpeHue 3a
aBTEHTMYHOCT Ha yebcanT rapaHTMpaT BWMCOKO WNW 3HAYUTENHO HMBO HA CUFYPHOCT Ha
yAOCTOBEPEHUTE AaHHU B yAOCTOBEPEHNETO M Bpb3KaTa UM C NyONNYHMSA KoY.
Mpouenyparta npu reHepupaHe Ha gsonkaTta knoyose 3a KY B-Trust DVC SSL u B-Trust OVC
SSL m3nonaea cneunanuanpaH codtyep, YTBbpAeH oT [JocTaByMka U rapaHTupa 3Ha4MTenHo
HMBO Ha CUIYPHOCT. HaCTHMAT KoY ce CbXpaHsiBa 1 npegocTass Ha NoTpebutens Ha npeHocuM
codptyepeH TokbH (PKCS#12 kpuntodhann).
CpokbT Ha BanugHocT Ha KY B-Trust DVC SSL 1 B-Trust OVC SSL e 397 gHun, cuntaHo ot gararta
Ha n3gaBaHe.
Ypoctoeepenne B-Trust DVC SSL cnyxu ga ngeHtndmumnpa nputexarens Ha JOMenHa, KONTo
XocTBa yebcanTa, KaTo rapaHTupa 3HaunTenNnHO HMBO Ha CUIYPHOCT 3a KnueHTa ¢ bpay3bpa. Toea
yoocTtoBepeHue Moxe aa cbeabpxka ,Wildcard” (*) 3a umeTo Ha xocta (Hanpumep, *.b-trust.bg).
M3paBa ce B cboTBeTcTBME ¢ nonutuka DVCP B ETSI EN 319 411-1.
YpoctoBepeHune B-Trust OVC SSL cnyxu ga maeHTudpuuupa nputexaTens Ha SOMenHa u
akpeamTaumsTa Ha opraHu3aumsitTa, Kato rapaHTMpa 3Ha4YMTENHO HMBO Ha CUIYPHOCT 3a KNMeHTa
c bpaysbpa, 4e canTa KOWTO AOCTbMNBa NPUHAANEXN Ha opraHudauusTa, ngeHTuduumpaHa B
yaocToBepeHneTo. ToBa yaocToBepeHne moxe aa cbabpxa ,Wildcard” (*) 3a umeto Ha xocTa
(Hanpumep, *.b-trust.bg). U3naBa ce B cboTBeTcTBME C nonuTtukata OVCP B ETSI EN 319 411-1.

1.5.4.5 KBanudumumpanm ygocrosepeHus 3a [loctaBuMLM Ha NIaTeXHU ycnyrum

1.

[ocTaBunkbT n3gaBa KsanuuumpaHm yaoctoBepeHnsa Ha [JocTaBuMumM Ha MAaTeXHN YCNyru no

PSD2, kakTto cnepnBa:

o KYleuatr PSD2 (QSealC PSD2) - KsanuduumpaHo ygoctoBepeHue 3a EnektpoHeH lNevat
(Ha nnaTexHa nHcTuTyums) 3a PSD2;

e KYYeb PSD2 (QWebC PSD2) KsanuduunpaHo yaoctoBepeHune 3a aBTEHTUYHOCT Ha yebcant
(Ha nnaTexHa nHcTuTyums) 3a PSD2.

Te3n ypoctoBepeHus MMaT XxapakTep Ha kBanuduuvpaHu yaOCTOBEPEHWUst MO CMUCbNa Ha

PernamenT (EC) Ne 910/2014 (u3ameHeH ¢ PernameHTt (EC) 2024/1183).

Monutnkata Ha [ocTaBumka 3a Te3u yOOCTOBEpeHMs onpeens npoueaypata, dopmara u

N3NCKBAHWUSTA 3a CUIYPHOCT, MPUNOXMMU NPpU n3gaBaHe 1 U3nonssaHe Ha yaoCTOBEpPEHUsiTa oT

[ocTtaBununTe Ha NNaTeXHU YCnyru.

[ocTaBunkbT n3gasa Te3un KBanupuumupaH ygoctoBepeHusa camo Ha NoTtpeburtenu- ropugnyecku

nuua, KouTo ca [loctaBumum Ha nnaTexHn ycnyrm no PSD2.

3a n3gaBaHe Ha Te3n yaocToBepeHusa ce nanckea nuyHo npucecteue npeg PO/MPC B B-Trust

Ha ,BOPUKA® Al Ha ynbnHoMoLeHOo oT [JocTaByMKa Ha nnaTexHaTa ycnyra usn4ecko nuue 3a

NpoBepKa Ha MOEHTMYHOCTTA Ha PUANYECKOTO NULE U Ha CAMOSIMYHOCTTA Ha YMbIHOMOLLEHOTO

OT Hero nuue.
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5. Tlpouenypata no ngeHtudukauma B PO/MPC BknioyBa npeacTaBsHe Ha [okasaTencrBa 3a
MOEHTMYHOCTTa M aBTopm3aumaTa Ha [locTaBumka Ha NNaTexXHUTe yCryrm n Ha UAEHTUYHOCTTa Ha
YMbSIHOMOLLIEHOTO NnLE 1 TAXHaTa NpoBepka.

6. [locTaBuMKk Ha nnaTtexHa ycrnyra MOXe cam Aa reHepvpa ABovikaTa Kto4oBe 3a CbOTBETHOTO
yOoocToBepeHue kaTo uanonsea yrebpaeH ot ,bOPUKA® ALl nnu gpyr nuueHsmpaH codtyep ¢
€KBMBANeHTHO HMBO Ha CUTYPHOCT, KOMTO € CbBMECTUM C MHdpacTpykTypaTta Ha B-Trust.

7. Korato gBomkata kntodoBe ce reHepupa B ,BOPUKA® All, nsgageHute ygocTOBEpEHUst Ha
[locTaBunka Ha nnaTexHa ycnyra, yaocToBepsBaln nybnmyHMTe KNOYOBE CbOTBETCTBALLM Ha
YacTHUTE TakuBa, Ce 3anmMceaTt B npeHocumun kpuntorpadckm codptyepHn TokbHU (PKCS#12)
3aegHo cbC cnyxebHute ypoctoBepeHna Ha [OKKY un ce npepoctaBsaT Ha [loctaBuvka Ha
nnatexHaTa ycnyra.

8. CpoKbT Ha BanMOHOCT Ha KBanuduuMpaHuTe ygocToBepeHus Ha [docTaBuvum Ha NnaTexHu
ycnyrm no PSD2 cboTBeTCTBa Ha Cpoka Ha BanuOHOCT Ha CbOTBETHUTE CTaHO4apTHM
KBanuduumnpaHn yoocTtoBepEHMs 3a Nevart n aBTEHTUYHOCT Ha yebcanT (opraHmnsaums).

-—

.5.5 lpegHasHayeHMe Ha KBanudmumpaHuTe ygoctoBepeHus 3a lNortpedburtennu

1. Wspagenute ot JocTtaBumka KY Ha NoTpebuTtenu ce nanonaeart no npegHasHa4veHne cbobpasHo
cboTBeTHUTE MNMonnTnkK 3a Te3n ygoctoBepeHus. JoctaBumkbT nma obwa (egHakea) Monutuka
3a KYKETI un 3a KY 3a obnayeH KET.

2. Bcsko KY cbabpxka KaTo pekBM3UT nore 3a npeaHasHavyeHne Ha yaocToBepeHneTo. PekBnsntsT
ce ngentndmumpa kato "Key Usage" B cvotBetcTBnEe ¢ RFC 5280 n moxe ga ce m3nonseaTt C
€0HO N eaHOBPEMEHHO C HSIKONKO OT CreaHuTe npeaHasHa4vyeHus:

e undpoBo nognuceaHe (digitalSignature) - ga ocurypm BB3MOXHOCT 3a UMPPOBO
nognvuceBaHe/nognevyaTBaHe Ha EneKTPOHHO M3SABIEHME WM Ha CbAbpXaHue W HerosaTa
NpOBEpKa;

e pna aeBTeHTUdMumpa [loTpebutenss kato TuTynsip Ha nognuca wnu ga aeBTeHTuduumpa
natovHuka (Cbagarensd) u MHTerpuTeTa Ha nognevyartaHuTe 4aHHU N Ha U3SBIEHUETO;

e HeoTMeHuMMOCT (nonRepudiation) - ga ocurypy BB3MOXHOCT 3a MOCneABalo [oKa3BaHe
cnpsmo MoTpebutensa Ha hakTa Ha nognvcBaHe/noaneyaTBaHe Ha eNeKTPOHHO U3ABMEHME
UIn Ha CbabpXXaHWe 1 Ha HEBB3MOXKHOCT 3a 0TKa3 OT NOMOXEeHNA eNeKTPOoHEeH noanunc/nevyar;

e KpunTupaHe Ha kntodose (keyEncipherment) - ga kpuntupa w/vnm gekpuntmpa Knr4dose,
N3MNon3BaHn Npu WUpPOoBaHE Ha AAHHY;

e KpunTMpaHe Ha AaHHu (dataEncipherment) - ga kpunTupa w/unu gekpunTupa AaHHW.

3. Upes peksusut ,Extended Key Usage" B cboTtBeTcTBME ¢ RFC 5280, KONTO CbLLO MOXE Aa ce
cbabpxa B wu3gaBaHute oT [ocTtaBumMka KY, ce pgetamnuampa npunoxmmoctta Ha
yOOCTOBEPEHNETO C ornea npegHasHayeHneTo My.

4. WspaBaHuTe KBanuduumpaHn yooctoBepeHms Ha [JocTaBuMLM Ha NnaTexHW ycrnyrn cbabpxar
aTpubyTn cbC cneumduyHM faHHKM, KOMTO ce uauckeat oT PSD2 (M3nonseaT ce aTtpubyTtu
,QCStatement® n ,organizationldentifier”).

5. KYKEI n KY 3a obnayeH KEIl nma 3Ha4yeHMETO Ha caMOpbYeH MOAMUC CAPSIMO BCUYKKU MO
cvucbna Ha 4n.13, an.3 Ha 3EAEYY u ngeHtuduumpa Motpebutena kato Tutynap Ha KE.
KYKEN n KY 3a obnaveH KEI mMoxe ga ce v3nonsea oOwe Mpu 3aliMTEeHO W KpUNTUPaHO
n3npawjaHe Ha eneKkTPOHHU CbOOLLEHMA M 3aWUTEHU U KPUNTUPAHW KOMYHWUKaLMK, AOCTbN A0
NMHOpMaLmMsa 1 OHNaH TPaH3aKUMKN U3NCKBALLWM HAaN-BMCOKO HUBO HA CUTYPHOCT

6. KYYEI HAma 3Ha4YeHneTo Ha caMopbYeH NogNUC CNpsiMo BCUYKM MO cMUCbia Ha yn.13, an.3 Ha
3EOEYY, Ho ngeHtndpuumpa MoTtpebutens kato Tutynap Ha YEI.

7. KYYEI moraT ga ce 1M3nonasaTt OLe Npu 3aWmnTEHO N KPUNTUPAHO U3npalliaHe Ha eneKTPOHHU
CbOOLLEHNST N 3alUUTEHN U KPUNTUPAHW KOMYHMKaUMW, SOCTbM A0 MHOPMaUMa U OHManH
TPaH3aKLMM U3NCKBALLN 3HAYNTENHO HUBO Ha CUMYPHOCT.

8. KVYEIlleuaT He cneaBa ga ce 13nonsea v npunara kKato efieKTPOHEH NOAMNUC Ha IOPUANYECKO NULLE.
KYElNeuatr cnyxm camo fga aBTeHTUdMuMpa u3TodHUKa (Cb3gaTtens) U uHTerputetTa Ha
nogneyataHu enekTPOHHU JOKYMEHTU U U3ABMEHMS.
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OcBeH npun yaooctoeepdaBaHeTO Ha aBTEHTUYHOCTTA Ha OOKYMEHT, nu3ganeH ot npungn4ecko nuue,

eNeKTPOHHUTE nevyaT MoraT fa Ce W3nonseaT 3a YAOCTOBepsiBaHe Ha aBTEHTMYHOCTTA Ha
LUMPOBUTE aKTUBM Ha IOPUANYECKO N1LE, KaTo COTYEPEH KOA UMW CbPBBHPMU.

10.

KBanngpuumpaHoTo yaoCTOBEpPEHMEe 3a aBTEHTUYHOCT Ha yebcalT gaBa Bb3MOXHOCT ga ce

YyCTaHOBM aBTEHTUYHOCTTa Ha yebcanT, KaTo ro CBbp3Ba C (PU3MYECKOTO UNM HOPUONYECKOTO
nuue, Ha koeto [KYY e nsgan yagoctoBepeHNETO B CbOTBETCTBME C N3NUCKBaAHUATA Ha PernameHT
(EC) N2 910/2014 (n3meHeH ¢ PernameHT (EC) 2024/1183).

11.

KBaJ'II/Id)I/ILI,I/lpaHI/ITe YAOCTOBEPEHUA Ha ,D,OCTaB‘-IVIU,I/ITe Ha NnaTexXHW ycrnyru ca C npunoxHo norne,

CbOTBETCTBALLO Ha MPUIIOXKHOTO MOJie Ha CbOTBETHUTE KBanuduLmMpaHm yaocToBepeHns ¢ obLLo

npegHasHavyeHue.

12. MpunoxHoTo none Ha nagaBaHuTe oT [JoctaBumka Tvnose KY e kakTo cneasa:

KsanudmumpaHo yaocrosepeHue

MpunoxHo none

MepcoHanHo KYKEI Ha dunsnyecko nuue
,B-Trust Personal Qualified Certificate
QES"

MepcoHanHo KY 3a obnayeH KEM Ha
hur3nyecko nuue

,B-Trust Personal Qualified Certificate
CQES"

MepcoHanHa waeHTn4HOCT Ha [loTpebutensa kato Tutynsp Ha KE[/obnayeH KEM B
NPUNOXEHNS, N3NCKBALLM HaN-BUCOKO HMBO Ha CUIYPHOCT - yeb-6asmpaHu npunoxeHus 3a
€IeKTPOHHa ThProBusl, ENIEKTPOHHO NoANUCBaHE Ha AOKYMEHTW, ENEKTPOHHO NoanuMcBaHe Ha
[oroBopwu, 6aHKOBM TpaHCaKuuu, BOAEHE Ha KOPECNOHAEHUMS U U3BbPLUBAHE HA U3SBMEHUS
OT 1 0O AbPXXaBHU OpraHu 1 opraHu Ha MECTHOTO camoynpaBrieHne no cMucbna Ha 3EOEYY.

MpodpecnorHanHo KYKEI Ha dmanyecko
nmue ,B-Trust Professional Qualified
Certificate QES"

MpodpecroHanHo KY 3a obnauveHn KEIN Ha
pusmyecko nuue ,B-Trust Professional
Qualified Certificate CQES"

MpodpecnmorHanHa naeHTnYHocT Ha [MNoTpebutens kato Tutynsap Ha KEl/obnaven KEI B
NPUNOXEHNS, N3UCKBALLM HAN-BMCOKO HUBO Ha CUIYpHOCT - yeb-6asmpaHu npunoxeHust 3a
€IeKTPOHHa ThProBUsl, ENEKTPOHHO NoANUCBaHe Ha AOKYMEHTW, ENEKTPOHHO NoanuMcBaHe Ha
[oroBopw, 6aHKOBM TpaH3aKLUMKU, BOAEHE HA KOPECTNOHAEHLUMS N U3BbPLUBAHE HA U3SBIEHMUS
OT 1 0 AbPXKaBHU OpraHn 1 opraHn Ha MECTHOTO camoyrpaBrieHue no cmucbna Ha 3EAEYY.

MepcoHanHo KYYEI Ha cdusnyecko nuue
.B-Trust Personal Qualified Certificate
AES*

MepcoHanHa wpeHTM4HOCT Ha [MoTpebutens kato Twutynap Ha YEIM B npunoxenwus,
M3UCKBALLM 3HAYUTENHO HMBO Ha CUIYPHOCT - yeb-6asupaHu MpUoXeHUsl 3a eniekTpoHHa
TbProBus, €NeKTPOHHO MOANMUCBAHE Ha AOKYMEHTUW, eMEKTPOHHO MOAMUCBaHE Ha JOroBOpW,
6aHKOBM TpaH3aKuuW, BOAEHE Ha KOPECMOHAEHUMS U U3BBLPLUBAHE Ha U3SBMNEHWS OT U A0
ObpPXXaBHW OpraHy 1 opraHy Ha MeCTHOTO caMoynpasneHne no cmucbna Ha SEJEYY.

MpodpecroHanHo KYYET Ha dusmuecko
Jinue ,B-Trust Professional Qualified
Certificate AES"

MpodecnmornanHa naeHTUYHocT Ha [oTpebutens kato Tutynap Ha YEI B npunoxenus,
M3NCKBALLM (OOCTATbYHO) BUCOKO HMBO HA CUIypHOCT - yeb-6asupaHn npunoxeHus 3a
€IeKTPOHHa ThProBUsl, ENEKTPOHHO NOANUCBAHE Ha JAOKYMEHTW, ENEKTPOHHO NoanuMcBaHe Ha
[oroBopw, 6aHKOBM TpaH3aKLUMK, BOAEHE Ha KOPECMNOHAEHLMSA N U3BbPLUBAHE HA U3ABMEHUS
OT 1 0O AbpXaBHU OpraHu 1 opraHy Ha MECTHOTO camoynpasfieHne no cMucbna Ha 3EQEYY.

KYKENeuat Ha topuanyecko nuue ,B-Trust
Organization Qualified Certificate QESeal”
KBanudmumpaHo  ygoctoBepeHve — 3a
obnaveH KEMeyat ,B-Trust Organization
Qualified Certificate CQESeal”

EnekTpoHHa aBTEHTUMKALMSA Ha U3TOYHUKA U HA MHTErpuTeTa Ha eNeKTPOHHN [OKYMEHTU U
n3siBNeHus B Ny6nunyHn n 6U3HeC enekTpOHHM TpaH3akumm (B CMUCHN Ha ,enekTPoHeH oduc”
Ha opUAMYECKM NLA), U3NCKBALLA Haii-BUCOKO HUBO Ha CUTYPHOCT.

OcBeH NMpU YAOCTOBEPSIBAHETO HA aBTEHTUMYHOCTTA Ha [OKYMEHT, U3fafeH OT HopuanMyecko
nvue, enekTPoOHHUTE NeyaTy MoraT a ce M3MNon3BarT 3a yA0CToBepsiBAHE HAa aBTEHTUYHOCTTA
Ha LUMPOBUTE aKTUBY Ha LOPUANYECKO NULE, KaTO COTYEPEH KO UMM CbPBBPY.

Korato 3a papeHa TpaH3akuusi ce M3UCKBa KBanuuUMpaH enekTpoHeH noanuc Ha
lopuandecko  nvue,  KBanuUUMpaHWST — eneKTPOHEH MOANUC Ha  YMbIHOMOLLEHUS
npeAcTaBUTEN Ha LPUANYECKOTO NKLE Ce NpUemMa paBHOCTOMHO.

KYYETlleyaT Ha topugnyecko nuue ,B-Trust
Organization Qualified Certificate AESeal”

KBanudmumpaHo  ygoctoBepeHve — 3a
obnaveH YEleuat ,B-Trust Organization
Qualified Certificate CQESeal”

EnekTpoHHa aBTeHTUdMUKALMSA Ha M3TOYHMKA U HA UHTErpUTETa Ha eNEeKTPOHHU JOKYMEHTU U
n3siBNeHust B ny6nmyHm n 6usHec enekTpoHHM TpaH3aKLmm (B CMUCHI Ha ,,eNEKTPOHEH odnc”)
Ha opuanYecky nmua, 3nckealla 3HaYMTENHO HUBO Ha CUMYPHOCT.

OcBeH Mpu yOoCTOBEPSBAHETO HA aBTEHTUYHOCTTA Ha JOKYMEHT, U34afeH OT puanMyecko
nvue, eNeKTPOHHUTE NeYaTy MoraT Ja ce U3Nnos3BaT 3a yAoCTOBEPSBaHE HA aBTEHTUYHOCTTA
Ha UMPOBUTE aKTUBY Ha OPUANYECKO NULLE, KAaTO COTYEPEH KO UMM CbPBBPU.

KoraTo 3a QfafgeHa TpaH3akuus ce M3uckBa KBanuduvuupaH enekTpoHeH noAanuc Ha
IOPUaMYECcKO Nuue, KBanuUUUPAHWUAT  ENEKTPOHEH TMOAMWC Ha  YMbITHOMOLLEHWS
npeacTaBUTEN Ha LPUAMYECKOTO NULE CE NpUemMa paBHOCTOMHO.

KY 3a aBTEHTUYHOCT Ha yebcanT (QOMENH)

MpoeHTudpmumpa nputexatenss Ha [OOMeNHa, KOWTo xocTBa yebGcaiTa, kaTo rapaHTupa

Validation qualified certificate”

“B-Trust Domain Validation qualified |3HauuTenHo HMBO Ha cUrypHOCT 3a knmeHTa ¢ bpaysbpa.

certificate”

KY 3a aBTeHTMYHOCT Ha yebcanT|geHTudmumpa nputexatens Ha AOMeNHa M akpeauTauusTa Ha opraHusauusita, kato
(opranmsaumsa)  “B-Trust  Organization |rapaHTvpa CbC 3HaYWMTENHO HMBO HAa CUIYPHOCT 3a knueHTa ¢ bpaysbpa, Ye canTa KOWTO

[OCTbMNBa NPUHAANEXW Ha OpraHu3auusTa, MAeHTUMLMPaHa B yAOCTOBEPEHUETO.
KpvntupaHe Ha kKOMyHUKauusiTa mexagy KnueHta u yebcavita (TSL/SSL npotokon).

1.5.5.1 OrpaHuyeHune Ha yAOCTOBEPUTENHOTO AEeNCTBUE

1. Ako KY ce nsnaea c orpaH/yeHne Ha y10CTOBEPUTENHOTO AeicTeue, MNpakTukata Ha [locTaBuymnka
[onycka fia ce BMN1CBa B yA0CTOBEPEHNETO OrpaHUYeHre No OTHOLLEHWE Ha Lienn U/vnm CTOMHOCT
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Ha cgenkn mexay lMotpebutenu n [oBepsaBawmn ce CTpaHuM Npw M3NON3BaHe Ha €neKTPOHEH
noanuc.

[ocTaBunKbT 3agbImKUTENHO n3nonasa pekenanTt "Qualified Statements” B KY.
OrpaHnynTenHoTo AeicTBMEe Ha nsganeHn KY no oTHoLEeHWe Ha CTOMHOCTTa Ha COeNkuTe, KOUTO
MoTpebutenute cknoyBaT NOCPEACTBOM WU3MNOM3BaHE Ha €NeKTPOHEH noAanuc, ce cbrnacysa
Mexay Tax un Bcsika [loBepsiBallia ce cTpaHa 1 € M3BbH 0b6xBaTa Ha HACTOSLLNA JOKYMEHT.
KYEIleyat He crnefBa Aa ce n3nosisesa v npunara Kato enekTpoHeH NoANMUC Ha topnanyecko nuue.
KYElNeuat cnyxm camo fa aBTeHTUdMUMpPaA M3TOYHWKA M UMHTerputeTa Ha noanedyaTaHu
€NEeKTPOHHM OOKYMEHTU NN U3SBNEHUS (B CMUCHIIA Ha ,eNeKTPOHeH” odmc/opraHmsaums).

1.5.5.2 YnoTtpeba Ha yaocToBepeHUsi U3BbLH NPUITOXKHOTO NOJie U OrpaHUYeHUusTa

1.

Korato [lNoTtpebuten wnu [oBepsiBawla ce cTpaHa wm3nons3eat M ce goepsiBaT Ha KY ¢
npegHasHadeHue, pasnuMyHo OT ykasaHute B pekeumsnth "Key Usage", "Extended Key Usage",
.Certificate Policy" nnn ,Qualified Statements", oTroBopHOCTTa € n3LANo TAXHa U He aHraxupa ¢
OTroBOPHOCT [JoCTaBYMKa NO HNUKAKbB HAYMH.

1.6 YnpaBneHue Ha lpakTukaTta Ha [JocTaB4YMKa

1.

2.

MpakTukaTa Ha [JocTaB4uMka nognexmn Ha agMUHUCTPATMBHO YNpaBfieHMe U KOHTPOM OT CTpaHa
Ha CbBeTa Ha gupekTopute Ha ,6OPUKA” ALL.

[onyckat ce npoMeHu, pedakumm 1M OOMbITHEHUS, KOUTO HE 3acaraT npaBaTa U 3adbiPKeHus,
npom3TU4aLLyn oT TO3M AOKYMEHT U CTaHAApTHUA aoroBop mexay [octaBuunka u MNMotpebutenute
cnepf cbrnacyeaHe U yTebpkgasaHe oT CbBeTa Ha AMpeKkTopuTe.

Bcsika npegctaBeHa n ogobpeHa HOBa BEpPCUSA UMW pedakumsi Ha TO3M JOKYMEHT He3abaBHO ce
nybnunkyea Ha canTta Ha [JoctaBumka. KomeHTapu, 3anntBaHusi N pa3sCHEHUS NO TO3U AOKYMEHT
mMoraT fa ce OTnpaBsaT Ha:

e eneKTpoHeH agpec Ha [JocTtaB4umka: info@borica.bg;

e Ten.: 0700 199 10
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2 3AO0BINXKEHUE 3A NYBJIMKYBAHE U BOOEHE HA PETUCTBP

2.1 MNyGnuyeH perucrTbp

1.

HocTaBunkbT Boau enekTpoHeH [ybnnyeH permctbp, B KOMTO Ny6nukyBa BeuYkn ngagexHm Ky
Ha NoTpebuTtenu n aktyaneH Cnuckk Ha npekpaTteHnte KY (CRL), kakTo 1 Ha cBOUTE Cry>KEeOHN
yAOCTOBEPEHNS;

My6nuyHMAT perncTbp Ha BCUYKM n3gageHun yaoctoBepeHus n aktyanHute CRL ca nocTostHHO
AOCTbIMHU, OCBEH B CryyamTe Ha CbOUTUSA, U3BBH KOHTpora Ha [lJoctaByMka U nNpu HaACTbLNUIK
dopcmarkopHu obcTosATeNnCcTBA.

MoTpebuten Ha KY, nsgageHo ot [loctaBumka, € AnbXeH Aa NpoBepu BEPHOCTTa M MbHOTaTa
Ha nHopmauusaTa B yAOCTOBEPEHUETO, HE3AaBUCUMO, Ye TO e NPUETO.

JocTaBunkbT npefoctaBs Ha BCSAKO TPeTO nvue npu nouckBaHe MHopmauuaTa Kacaewa
ctatyca Ha u3gageHo KY. [docTtaBuukbT npefoctaBs MHoOpMauusTa, Ccbabpxalla ce B
N3aafeHoTo YAOCTOBEpeHMe, MpU HanmuuMe Ha HOPMaTMBHO YCTAHOBEHO 3agblihkeHue Aa A
npeaocTaBn U Npy HAANEXHO UCKaHe OT ONPaBOMOLLIEH OpraH unu nuue.

Aktyanuuat CRL cbabpxa MHdopMaums 3a BCUYKM NpekpaTteHu u cnpeHn KY oo MOMeHTa Ha
nybnukyBaHeTo My B peructbpa. CnpsiHO yaocTtoBepeHune ce nogabpxa B CRL 3a nepuopg ot
Bpeme, pernameHtupad ot 3EOEYY wn npeaBngeH B HacTosAWwMs OOKYMEHT. AkO
yaocToBepeHneTo 6bae Bb30OHOBEHO MMM M3Teye pernameHTUpaHusa nepuog OT BpeMe Ha
cnupaHe, TO ce oTCTpaHsiBa u aktyanuanpanusat CRL ce nybnukysa 6e3 Hero.

2.2 Ty6nunyHoO XpaHunuwie Ha AOKYMEHTHU

1.

JocTtaBunkbT Ny6nvkyBa 1 NOAABPXKA B €NEKTPOHHO XPaHWUMWLLE akTyanHu 1 npeguHi Bepcum

Ha:

e [ly6nunynn Jeknapauun Ha Joctasumka (PDS);

MpakTuka npu npegoctassaHe Ha KY n KYY;

Monutukn npm npepoctaesiHe Ha KY u KYY 3a TaXx;

Horosop 3a KYY,;

Tapudpa Ha npegocTassaHuTe KYY;

MpaBuna 3a nsgaesaHe Ha KY;

Ycnosua u ped 3a uanonasaHe Ha KY, BKMOYMTENHO M3UCKBaHMSATA 3@ CbXpaHsiBaHe Ha

YaCTHUS KINOY;

o [IOKYMEHTW, M3NCKYEMM nNpuM MbpBOHAYanHO wu3gaBaHe Ha KY, npu nogHoBsiBaHE W
cnvpaHe/npekpaTaBaHe Ha KY;

e [lpyrn aokymeHTu, nanckyemm no 3EAEYY n HopmatmeHata ypeaba.

2.3 MNy6nukyBaHe Ha MHopmauua 3a yaOCTOBEPEHUATA

1.

2.

[ocTtaBunkbT HeszabaBHO nybnukyBa B Pernctbpa msgageHo BanvaHoO yOooCTOBEpEHue creq
nsgasaHeTo My oT onepaTtuseH YO.

HocTtaBunkbT HeszabaBHO nybnukyBa aktyaneH CRL, nognucaH ot onepatmBeH YO cnen
npekpaTaBaHe/cnupaHe Ha BCAKO BanuaHo yaoctoBepeHue. AktyanHuat CRL BkmouvsBa u
NpeKpaTeHOTO N/UNKn CNpPSIHO YAOCTOBEPEHNE.

EdektnBHmAT nepuog Ha BanuaHOCT Ha nybnukyeBaHus aktyaneH CRL e 30 gHu, ocBeH ako He
ce U3BbpLIM aKTyanusaumsTta my.

2.4 YecTtoTa Ha ny6nukyBaHe

1.

AKTyanusaums Ha nybnuuHms Pernctbp Ha u3gageHute yOoOCTOBEPEHMSI Ce OCbLLECTBsBa
aBTOMATM4YHO U He3abaBHO cnen nybnvkyBaHe Ha BCSKO HOBOWM3A4AAEHO  BanwugHo
yOOCTOBEpPEHHME.

AkTyanusaums Ha Tekywmsa CRL ce ocbllecTBABa aBTOMaTMYHO Ha He noseye OT 3 (Tpu) vaca
unu HesabaBHO creg npekpaTsiBaHe uUnu cnmpaHe/Bb3obHOBSABaHE Ha BanNuAHO yOOCTOBEPEHME.
BbB Bcuukn CRL KYY ykasBa BpemeTo 3a criefBalloTo nsgaHune Ha CRL.
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3.

My6nukyBaHe Ha HoBa pefakumst unu Bepcust Ha MNonuTuknTte un MNpakTukaTa, KakTo U Ha Apyru
cbnbTCTBaWM AokymeHTn no SELAEYY, ce ocbliecTBABa He3abaBHO.

2.5 [octbn oo Perncrbpa v A0 XpaHUNULLETO

1.

2.

HoctaBunkbT Boan [lybnuyeH pernctbp Ha M3gageHuTe yOooCTOBEPEHMS, KOUTO € OHMauH
ny6rnMYHO 4OCTHNEH.

[locTaBuMKbLT HE MOXe da orpaHumym goctbna o NybénuuHms permctbp. C orneq 3awuTa Ha
NMYHUTE gaHHM Ha [MoTpebutenuTte QOCTLNBT HA TPETU NUUA 3a U3TErNgHe Ha NyonukyBaHUTe
yOOCTOBEPEHUSA € OrpaHu4eH, OCBEH ako CbOTBETHMAT [loTpebuten M3puyHO He e nouckan
JOoCTbNbT Aa 6bae cBoboaeH.

Hama orpaHnyeHue go Monutukute m MNpaktukaTta n Ha CbabpXalnte ce B TaX ycnosus. Besko
3anHTEPECOBAHO NULE MMa NpaBo Ha A4OCTbN A0 NY6NnKyBaHUTE OOKYMEHTMW.

Hama orpaHnyeHne Ha ocTbMNa 3a TbpCeHE Ha U3gaaeHo 1 nybnvkyBaHoO yaOCTOBEPEHME C Len
npoBepka Ha cTaTyca My. Bcsiko 3amMHTepecoBaHO nuue MOXe ga Tbpcu MybriMKyBaHO
yOOoCTOBEpPEHME (BanngHO Uiy € N3TEKBLIT CPOK HA BanngHOCT) NO onpeaeneHn aTpuodyTu.

Bcako 3amHTepecoBaHO nuvue Mma npaBO Ha CBOGOA4EH AOCTbMN 3a YEeTeHe M U3TernsiHe no
enekTpoHeH nbT Ha CRL.

Bcsiko 3anHTEpEecoBaHO nvue uMa nNpaBo Ha CBOOOAEH AOCTbN A0 CryXeOHUTE yOOCTOBEPEHUS
Ha [JocTaBuuka.

JocTaBunkbT ocurypsisa cBoboaeH AOCTbN A0 BCMYKM 6a30BM 1 onepaTUBHU YAOCTOBEPEHMUS Ha
CBOMTE aKTMBHU YOOCTOBEPUTENTHM OpraHu, Kakto u cBOOOAEH OOCTbMN OO TE3N Ha BCUYKM
HeaKTMBHM TaKMBa 3a CPOK He MO-MasnbK OT 2 (OBE) rogvHu cnepg v3TM4aHe Ha Cpoka Ha
BanNUAHOCT Ha Te3n yOOoCTOBEPEHMS.
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3 WOAEHTU®UKALUUNA W ABTEHTUDOUKALUA

1.

[ocTtaBunkbT, Ypes ceont PO/MPC:

e Mpuema uckaHus 3a nsgasaHe Ha KY;

e OCblleCcTBsIBA NpPOBepKa 3a YCTaHOBsIBAHE Ha camonuyHocTtTa Ha [loTpebutens u Ha
cneundunyHn gaHHu 3a Hero ¢ 4onycTMMN CPeacTBa;

e yTBbPXAaBa crie ycrnelwHa NpoBepKa Ui OTXBbPIs PErMCTPUPAHNTE UCKAHNS;

e yBenomsaea YO ga usgage MckaHoTo yaoCTOBEPEHUE.

PO/MPC cbbupa wn nonyyaBa Heobxogumata wHdopmauus 3a ugeHTudukauus wu

aBTeHTUduKauna Ha Notpebutens.

AeTeHTUMKaumaTa/maeHTudmkauuaTa Ha NoTpebuTtens cnen peructpaums 1 npean ga 6vae

nsgageHo KY, wusnckea HEroBo 5fMYHO MPUCBHCTBUE WKW MNPUCHCTBME HA YMBbIHOMOLLEH

npegcrtaesuten Ha 3aasutensa B PO/MPC.

JocTaBunkbT rapaHtMpa, 4e duU3nMYeckuTe W OPUANYECKUTE nNULa ca NPaBUMHO

naeHTMduumMpaHn, aBTeHTUMUMPaHN N Ye 3asaBKkMTEe 3a u3gaBaHe Ha KY ca HanbIHoO,

BHUMATESTHO N HAAMEXHO NPOBEPEHN M 0400PEHN, BKITHOUNTENHO: MbITHOTO MME/HanMEHOBaHNE

W NpaBHMSA CTATyC Ha CbOTBETHOTO (hM3MYECKO/IOpUaAMYECKO NULE; foKa3aTeNncTBa 3a Bpb3kaTta

MeXay yaoCTOBEPEHUTE AaHHU U PU3NYECKOTO M/MNKN IOPUONYECKOTO NNLLE.

3.1 WUmeHyBaHe

3.1.1 U3non3BaHe Ha MMeHa

1.

KY ca ¢ cdopmaT, cbotBeTcTBal, Ha cTtaHgapTta X.509. PO/MPC, paboTell OT MMETO Ha
[ocTtaBunka yTBbpXAaBa, Ye MMeHaTa B 3asiBKUTE 3a YAOCTOBepeHunsa cbbniogaesaTt ctaHgapTta
X.5009.

Moneto ,Subject" B ygoctoBepeHMETO enekTPoHHO uaeHTudpumumpa lMNoTtpebuTtens, cBbp3aH C
nyonunyHms ko B KY.

MmeTo u apyrn nngmeuagyanuaunpaidm 6enesm Ha NoTpedbutensd B CbOTBETHUTE MOeTa 3a BCEKN
Tvn ygoctoBepeHune ca B cboTBeTcTBUE ¢ DN (Distinguished Name), dhopmupallo ce cbobpasHo
ctangapta X.500 n X.520.

CnyxebHuTe ygoctoBepeHuns Ha [loctaBumka cbabpxaT B noneta "Subject” n "Issuer" atpmbyT
DN dopmumpalL, HEroBOTO YHUKANHOTO UME.

HetannHa cneundukauma Ha wmsgasaHuTe KY ce cbabpka B CbOTBETHUTE AOKYMEHTU 3a
Monutukn Ha [JocTaB4ymKa 3a Te3M y4OCTOBEPEHUS.

3.1.2 N3non3BaHe Ha NCeBAOHUM

1.

[ocTtaBunkbT Moxe ga nsgasa KY kato usnonsea ,nceBgoHMM”, 3a ga uMmeHyea [lotpebutens
camo cnepg kato PO/MPC cbbepe Heobxogumata nHopmanmsa 3a CaMonmnM4yHOCTTa My U yCNeLwHo
ro aeHTudmumpa.

He ce ponycka m3nonasaHe Ha ,nceBgoHMM” B KY 3a enekTpoHeH nedyar, 3a Aa ce MMeHyBa
Cb3naTens Ha neyarTa.

3.1.3 3HauMmocCT Ha UMeHaTa Npu BNUCBaHe

1.

YnoctoBepeHuaTa Ha YO Ha [locTaBuvka cbObpXaT YHUKaNHW umeHa c obuiopasbupaema
CeMaHTuKa, Nno3BonsiBalla onpedensiHeTo Ha WMAeHTMYHocTTa Ha [ocTtaBumka, cybekT Ha
yOOCTOBEPEHMETO.

KY cbabpkar umeHa, cbBnajawim C aBTeHTUdMUMPaHUTE WOEHTUMUKALMOHHM MMEHa Ha
MNMoTpebutenute, cybekTn Ha Te3n yAOCTOBEPEHUS.

3a no-ynobHa enekTpoHHa KoMyHukaums ¢ Notpebuten, [locTaBuMKbT M3UCKBA M yOOCTOBEPSBA
B KY Heros umenn agpec. B cnyyan, 4ye nocnegHuaT He pasnonara ¢ Takbs, [JOCTaBUMKBLT MOXE
4a My npegoctaBu MMenn agpec B gomenHa B-Trust.

"BOPUKA" Afl, 10NN 2025 . Ctp. 39 oT 86



O6woaoCTLNEH JOKYMEHT
NMPAKTUKA NMPU NPEAOCTABAHE HA KBAITMOULUMNPAHU YOOCTOBEPEHUA
N YOOCTOBEPUTEJIHU YCITIYTU OT ,,BOPUKA“ Al

3.1.4 TlpaBuna 3a MHTepnpeTauusa Ha UMeHaTa

1.

HocTtaBunkbT BKNtouBa B KY MHopmaums 3a enektpoHHa maeHtudukauma Ha lMotpebutenn,
KOATO € ycnewHo npoBepeHa u notebpaeHa oT PO/MPC, Bb3 OCHOBa Ha npeacraBeHUTe
OOKYMEHTM 32 CaMOSINYHOCT.

BbB BCU4YKM yOocTOBEpeHMsi, B KOMTO ce Bnucea [loTpebutens, noneto 3a obuyanHO ume
(Common Name, CN) cbabpxa nme Ha PU3MYECKOTO UMK OPUANYECKO nule, C KoeTo To e
obunyariHo obo3Ha4YaBaHO B 4eNHOCTTa CW.

B npodecunonanHoTo ygoctoBepeHne, aTpubyTeT 3a yHUKanHo nve (DN) cbabpyka nHgpopmaums
N 3a MOAEHTUYHOCTTA Ha NuueTo, koeTo MNoTpebutena npeacrasnsiea.

B ypoctoBepeHueTo 3a topugudecko nuue, atpubyTbT 3a yHukanHo ume (DN) cbobpxa
NMHopMaumsa 1 3a MAEHTUYHOCTTA Ha YNMbAHOMOLEHUS NpeacTaBuTen Ha IpUan4eckoTo nuue.

3.1.5 YHuUKanHocT Ha nmeHaTta

1.

2.

EnektpoHHaTa ngeHtndukaums Ha lNotpebutensa Ha usgageHo ot [loctaBumka KY e Ha 6asata
Ha DN.

MoneTto "Subject" B yooctoBepeHneTo ce copmupa oT nHdopmauusata 3a lNotpebutens, koaTo
ce NpefocTaBs OHNaWH UK Ha XapTusa OT 3asBUTENs UK OT YMbIIHOMOLLEH NpeacTaBUTen npu
pernctpaumst Ha MbpBOHAaYasrHO UCKaHe 3a u3gaBaHe Ha YyOOCTOBEPEHME U KOSTO Ce npoBepsBa
B PO/MPC Ha 6a3arta Ha npeacTaBeHUTE AOKYMEHTH.

[ocTtaBunkbT rapaHTupa yHukanHoct Ha ,DN" Ha [Motpebutens B gomenHa B-Trust upes
nobaBsHe Ha peKBM3UT, KOMTO rapaHTUpa TakaBa YHUKANHOCT.

MoTtpebuten ¢ yHukaneH DN B gomenHa B-Trust moxe ga uma noBeye OT €QHO M34afEHM
pgencrteutentn KY.

Bcako n3ganeHo yooctoBepeHne nma yHukaneH cepmeH Homep ("SerialNumber") B o6xBaTa Ha
cboTBeTHUA YO Ha [JocTtaBumka. KombuHaumaTta Ha noneta ,Issuer”, "SerialNumber" n ,Validity
from“ rapaHTnpa yHMKanHocTTa Ha U34aaeHoTo yOOCTOBEPEHME B NYyONNYHMUS JOMENH.

3.1.6 lMpusHaBaHe, aBTEHTUYHOCT U POSIA HA TbProBCKUTE MapKu

1.

2.

MoTpebuTensT HAMa NpaBo Aa 3asBsiBa U34aBaHe Ha YAOCTOBEPEHMWS C U3MOM3BaHE Ha MMEHa,
KOWTO HapyLuaBaT Yy)Xan MMYLLECTBEHN NN HEMMYLLIECTBEHN NpaBa.

MputexaTenu Ha TakMBa NpaBa yaoCTOBEPSIBAT TOBA CBOE NMPaBO C omumaneH AOKyMEHT npes
PO/MPC npu nckaHeTo 3a nsgasaHe Ha yA0CTOBEPEHNETO.

[oCcTaBYMKLT HE HOCKM OTFOBOPHOCT, KOraTo M3mnon3BaHu MMeHa B y4OCTOBEPEHMS HapyLlaBaT
YyXXOM NpaBa BbpXy TbProBCKO MMe, TbproBcka Mapka, JOMENHN, aBTOPCKM nNpasa 1 4p.

B cnydyan Ha Bb3HUKHAN Cnop Mo OTHOLLEHME Ha M3MNON3BaHM UMeHa, [1oCTaBYMKBLT CM 3anasBsa
NpaBoTO Aa He usgaze yaocToBepeHMe Ny ako TakoBa e u3gafeHo, Aa ro npekparu.
[ocTaBuMKbLT HE BKIOYBA TbPrOBCKM MapKu, 3ana3eHn 3Hauu unu apyr rpadundeH matepvan B
yAOCTOBEPEHUATA, KOUTO N3aaBa.

3.2 [lMbpBOHavanHa uaeHTUUKauma n yctaHoBiBaHe Ha UAEHTUYHOCT

1.

2.

3a nbpBOHavanHa uaeHTMduKauus/ycTtaHoBsBaHe caMofnM4HoCcTTa Ha [loTpebutens Ha KY,
[ocTaBUMKBLT M3NCKBA PErMCTPMPAHO NCKaHe 3a MbpBOHaYarHo M3fgaBaHe Ha y4OCTOBEPEHMETO.
3assuten/notpebuten Ha KY 3a obnadeH KEIN n KY 3a obnayeH KEleyat TpAbBa ga uma
MOBUITHO YCTPOMCTBO CbC 3apefeHo MobunHo npunoxeHne B-Trust Mobile 3a Android vnu 3a
iOS.

WNckaHeTo 3a nbpBoHavanHo nagasaHe Ha KY npeg PO/MPC Ha [JoctaBuuka e npoueaypa, Ypes
kosiTo [locTaBuYMKBbT M3UCKBA, CbbMpa 1 nonyyasa Heobxoanma nHopmaums 3a ngeHTndmkaumns
Ha [loTpebuTtens B yOOCTOBEPEHUETO KaKTO U WMOEHTUMUKALUMOHHW [aHHM 3@ MOOMIHOTO
YCTPOMCTBO/MOBUITHOTO MPUIOXEHUE.

Mpouenyparta No perucTpauuns BKNOYBA:

e onbrBaHe Ha perucTpaunoHHa popma 3a usgasaHe Ha KY;

e reHepupaHe Ha [BOVKa KM4OBE;

e MOAroTBSIHE Ha €neKTPOHHA 3asiBKa, CbAbpKalla NyonuyHMA KIo4, 3a KOWTO ce usgasa
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yOOCTOBEPEHUNETO;

e npefctaBsiHe Ha usuckyemuTte gokymeHTn B PO/MPC cbkrnacHo lMNMonutukata npu nsgasaHe
Ha KY;

e BDb3MOXHOCT 3a 3a8BsBaHE Ha OpYyru ycrnyrn, CBbp3aHu C N34aBaHOTO YAOCTOBEPEHNE.

5. YcrtaHoBsiBaHETO Ha caMonMyHocTTa Ha MoTpebuTen ce u3BbpLUBaA cnea perncTpaums n npeam
n3gaBaHe Ha 3aaBeHoTO KY upes:

e OTAaneveHa Bnaeo naeHtTudpukauma npeg PO-BU;

e ype3 NNYHO MNpucbCTBUE Ha [loTpebuTens unum Ha ynbAHOMOLLEH HeroB npeacTtasuTen B
PO/MPC.

C uen npegoTBpaTaABaHe Ha HEOTOPU3NPAHO U3MON3BaHE Ha YCnyruTe, U C ornes ocurypsiaHe

Ha Bb3MOXXHOCT 3a MpoBepKa Ha aBTEHTMYHOCTTa Ha AaHHUTe, npegocTaBeHun ot MNoTpebutens,

KakTo 1 npensua pasnopeabata Ha un. 24, nap. 1, T. ,B“, CbrmacHO KOWTO MpoOBepKa Ha

CaMOSIMYHOCTTA Ha NMLETO, Ha KOEeTO ce n3aasa KBanuduumpaHo yaqocToBepeHne, Moxe aa bbae

npoBepeHa 4Ype3 yOOoCTOBEPEHME 3a KBanuuumpaH enekTpoHeH Noanuc, B MHTEpeC KakTo Ha

MoTpebutens, Taka n Ha [JocTaB4Mka € NOCTUraHe Ha MakCUMarnHO BUCOKO HMBO Ha CUTYPHOCT

Yypes3 CHEMaHEeTO Ha Konue OT OKYMEHTa 3a CaMOSIMYHOCT Ha [1oTpebuTens n cbxpaHsiBaHETO My

B XapTWEH U eNeKTPOHEH BMA. YTOBOPKa 3a CHEMaHE M CbXpaHsBaHE Ha Konue OT JOKYMEHTa

3a camonunyHocT Ha [MoTpebutena moxe ga 6bae BKIHOYEHa B CKIIOYEHUA MexXOy CTpaHuTe

[oroBop 3a yaoctoBeputenHu ycnyrn. B cnyyan, 4ye cbrnacume 3a CHEMaHe M CbXpaHeHue Ha

Konue OT AOKYMEHT 3a CaMOSNIMYHOCT He 6bae nocturHato, [JOCTaBUMKBLT MOXE [a OTKaxe

npeaocTaBsAHETO Ha KBanuduumpaHa yaocToBepuTenHa ycnyra npeasug HeBb3MOXHOCTTa Aa

rapaHTmpa 6e3npensiTcTBEHOTO U 3a NbiHMS 06em OT ycnyrm npMeMaHe Ha KBanmuumpaHoTo
yOOCTOBEPEHNE OT LOBEPSIBALLM CE CTPaHU, 3a KOUTO NOCTUTAHETO HA MaKCMMAanHO BUCOKO HMUBO

Ha CUrypHOCT € NMpuopuTEeT, B TOBA YMCNO OOCTABYMLM HA NAATEXHM YCNYrn, KOUTO, CbrNacHO

NPUNOXMMOTO 3aKOHOLATENCTBO 3@ MEPKUTE CpeLly M3NUpaHeTo Ha napw, ca 3agbikeHu fa

cbbupaT 1 CbxpaHaBaT Konue Ha AOKYMEHTa 3a CaMOSIMYHOCT Ha KINMeHTa KaTo 4acT OT npoleca

no HerosaTta naeHTUdmkaumns.
6. [NbpBOHaYanHaTa naeHTMUKaUMa U NOTBbPXAAaBaHE Ha CaMONIMYHOCTTA BKITHOYBA:

e ObpXaHEeTo Ha YacTHUSA KoY oT MNoTpebutenst nnm oT N3pMYHO YyNbAHOMOLLEHO OT HEro nuue,
CbOTBETCTBALL Ha nybnuyHMA KoY, npeactaBeH Ha [locTaBuvMka 3a uM3gaBaHe Ha
yOOCTOBEPEHUNETO;

e MPUHAOSIEXHOCT Ha MOOWMNHOTO YyCTPOWCTBO/MOBMITHOTO NPUINOXeEHNEe oT
3aautens/lMoTpedbuten nnun ot N3PUYHO YNbIIHOMOLLEHO OT HEro nuue

e [poBepka M MOTBbPXAaBaHe Ha camMonuyHocTTa Ha [loTpebutens Ha w3gaBaHOTO
yOOCTOBEpPEHHME.

7. Cnen ycnewHa npoBepka Ha camomnuyHoctTa Ha [lotpebutensa, B 3aBUCUMOCT OT
yOOCTOBEPEHNETO M KaHana Ha u3gaBaHe ce:

e npegnara gorosop unu obwm ycnoesus 3a KYY nognucaH OT mmMeTo Ha [ocTaBuymka u
CbXpaHsBa BCUYKM NPeAcTaBEHN JOKYMEHTH ;

e OTBbPXAaBa WMCKAHETO 3a u3gaBaHe M M3npawa enekTpoHHa 3asBKa 3a M3gaBaHe Ha
yooctoBepeHue ao onepatmeHua YO Ha [JocTaBumka;

e 3anucsa usgageHoTo ygoctoeepeHue Ha B-Trust QSCD (3a KEIN/KEle4vat) 1 ro npegasa Ha
MoTpebutensa nnm Ha ynbAHOMOLLEHOTO NNLE;

e 3anuceBa wusgageHoto ypoctosepeHue (3a YEM/YElMeuat) Ha B-Trust STC (PKCS#12
Kpuntodbann) kato uanonaea ytebpAeH oT [octaBumka coptyep (CSP/Crypto Service
Provider).

8. WMapapeHo KY 3a obnayveH KEM/KElMeyvat He ce npeaasa Ha Tutynaps/Ce3gatens. [JocTaBYMKbT

r nybnukysa B B-Trust [y6nnyHnsa pernctbp Ha yaoctoBepeHusaTa u rm cbxpaHasa B RQSCD

Ha nnaTtgopmaTta 3a obnaveH KEI kato rM acoummpa B nNOTpeOUTENCKUS akayHT Ha

Tutynapsa/Cbv3patens ¢ HEroBoTO MOBUHO YCTPOMUCTBO/MOBUITHO NpUNOXXeHne (CMapTdoHa) u ¢

reHepvpaHaTta ABonka kniodose B HSM 3a 1031 BUA yoocToBEPEHUS.

9. WspasaHeTo Ha E-OKEI Ha duanyecko nuue, Kakto n Ha pusnyecko nuue, npencrasnsiBaLlo
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IopuanYecko nuue, ce M3BbpLUBA Ype3 MNpouec Ha oTaaneyeHa uaeHTudmkauusa wunuv npu
dusnyecko npucbcTeme B oduc (face-to-face), kato ce manpawa Ha MOBGUNHOTO YCTPONCTBO Ha
nnueTto SMS ¢ NUHK nnu Kog 3a NOTBbPXKAEHME.

3.2.1 [doka3BaHe AbpPXXaHETO Ha YaCTHUS KoY

1.

2.

PO/MPC wu3BbpLuBa npoBepka 3a CbOTBETCTBME HA NpeacTaBeHMs NyOnuyeH Krod, KOWTO ce
yaoCToBepsiBa B U34aBaHOTO yaocToBepeHue oT [locTaBumka € YacTHUs Kntod Ha Motpebutens.
EnekTpoHHaTa 3asiBka ¢ NyGnmMyHUS KoY, KOATO Ce reHepupa 3a usgaeaHe Ha KY ot 3asisutens,
cnegBa ga 6bae nognuMcaHa C YacTHUSA KY, KOWTO KopecrnoHAaupa € nybnuyHusa Koy B
3asBkaTa. EnektpoHHaTa 3asiBka criefBa ga € BbB hopMat, KOMTO No3BongaBa Ha [JocTaByuka,
ypes PO/MPC, ga npoBepu AbpXXaHETO Ha YaCTHUS KITHOM.

OHnanH uckaHusTa 3a agMUHUCTPUpPaHe Ha yaocToBepeHusa cnefga Aa 6baaT noanvcBaHn ot
3asBUTENs C YaCTHUS KITKOY, KOpecnoHaupall ¢ ny6rnnyHns KNy B YAOCTOBEPEHMETO, 06EKT Ha
3asBkaTta. [loctaBunkbT, Ypes PO/MPC, npoBepsiBa NONOXEHUST €NEKTPOHEH Noanuc.

PO/MPC npeanpvema OONMbIHUTENHM CTBIMKU 3a aBTEHTUMMKAUNS Ha ObpXaTens Ha YacTHUS
KNIOY U hakTa Ha AbpXKaHeTo Ha Ko4va, B 3aBUCMMOCT OT 3asiBEHWUS TUM YyOOCTOBEpEHue
cbrnacHo npunaraHaTta NonuTuka.

ABTEHTMMMKALMS Ha ObpxaTenss Ha yacTHua koY 3a KY Ha obnaveH KEIN gonbnHuTEnHO
BkntouBa TOTP-cxema, 6asnpaHa Ha MOOWNMHOTO MNPUIOXEHWE B MOOWMHO YCTPOWCTBO U
acoLMMpaHnAaT NOTpeObunTENCKM akayHT, 3a KOWTO ce reHepupa ABOoWKaTa Kro4oBe.

[BonkaTta kntoyoBe 3a KEI n KEleuaTt, cboTBeTcTBalla Ha nagasaHoto ot [JoctaBumka KY,
3agbimkuTenHo ce reHepupa B QSCD () unu B ytBbpaeH oT [loctaBumka codptyep (Crypto Service
Provider/CSP) 3a YEI/YEleuar.

[1BolrikaTa Kkno4oBe, CboTBeTCTBalla Ha u3gasaHo oT [loctaBuymka KY 3a oonadeH KEM/KEMeuyar,
3agbmkuTenHo ce reHepupa B HSM (CC EAL 4+) Ha RQSCD Ha nnatdgopmaTta 3a obnadeH KEI
N ce cbxpaHsiBa npu [JoctaBumka Ha 6a3a yTBbPAEHN BbTPELLUHN KPUMNTO-CXEMU 3a NepCcoHaneH
KoHTpon B cboTtBeTcTBUE C SAD/SAP/SAM (Signature Activation Data/Signature Activation
Protocol/Signature Activation Module) Ha ETSI EN 419 241 (part 2/3) n 3awuteH npocun (PP)
cbrnacHo EN 419 221-5.

[JocTbnbT KakTo WM OTAanedYeHusaT [OCTbM A0 YacTHMA KoY Ce  ObpXKM camo  OT
Tutynaps/Cbwagatens Ha KEMN/KEMeuat nnn Ha O6naven KEMN/KEMeyvaT (sole control).

3.2.2 YcTaHOBsIBaHe Ha WAEHTUYHOCT Ha KPUAUYECKO nuUue WU efHOoNUYeH

Tbprosewy,

YpoctoBepsiBaHe Ha MOEHTUYHOCTTA M aBTEHTMYHOCTTA Ha HOPUANYECKO NULe umMa ABe Lenu:
e [a ce fjoKaxe, Ye Mo BPEME Ha pasrnexaaHe Ha 3asiBkaTa pMAMYECKOTO NULE CbLLEeCTBYBa;
e [a Cce AoKaxe, 4ye NpPeacTaBUMTENHOTO fuue, KOeTO KaHAuAaTCTBa 3a yOAOCTOBEPEHUE €
MONy4unno paspeLleHne OT PUAMYECKOTO N1LE Aa ro NpeacTaBnsBa.
YcTaHoBsiBAaHE W MpoBepkaTa Ha WMAEHTUYHOCTTA Ha HPUOANYECKOTO NMue UNU eaHONMYeEH
Tbproeey ce ocbuiecTBsiBa oT PO/MPC Ha [JocTaB4yMka CcbriiacHO cboTBeTHaTa [lonuTtuka npum
n3gaBaHe Ha yOOCTOBEPEHME U APYrUTE BbTPELLUHN JOKYMEHTH Ha [locTaBumka.
YCcTaHOBSIBAHETO HA MAEHTUYHOCTTA Ha PUANYECKO NUUEe NN e4HONUYEH TbProBel, AaHHUTE
3a koeTo ce Bnucea B KY, nsmcksa B PO/MPC fa ce 981 ynbSIHOMOLLEH NpeacTaBMTeN Ha NNUETO
N Oa NpeacrtaBn U3NCKyeMUTe OOKYMEHTM, OOKa3BaluM npaBHuA My ctaTtyc. MaeHTudumkauuara
MOXe [Ja Ce W3BbpWW M aBTOMATM3MpaHO, 4Ype3 crnocobute Ha oThanevyeHa BUAEO
naeHTMdukaums.
YCTaHOBSIBAHETO Ha MAEHTUYHOCTTA Ha ObrArapcko PUANYECKO Nuue ce OCbliecTBsBa OT
PO/MPC Ha [ocTaBumka, 4Ype3 npoBepka B CbOTBETHUTE peructpu no npegoctaseH EUK,
cvoteeTHO BYJICTAT no pega Ha 3EY. Cnyxuten Ha PO/MPC moxe ga nposepwu perucrpauudara
nocpeacTBOM BCUYKM AOCTbNHM NYONNYHM YCyrn CbrinacHo 6bnrapckoTo 3aKOHOAAaTENCTBO.
3a ObnrapckuTe pPUAMYECKM NMLA, KOMTO HE Ca TbProBUW, KAKTO M 3a YyXXOEeCTpaHHUTe
topuanNYeckn nmua, 3a KOMTo He MOXe [a Ce U3BbpLUM OHMNalH (MNn aBTOMaTU3npaHa) NpoBepka
ce npeacTassaT:
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o CbaebHo pelleHne nnu gpyr QOKYMEHT, yOOCTOBEPSBALLM Bb3HMKBAHETO Ha HOPMANYECKOTO
nvue;

o JloKyMeHT, yooCTOBepsiBaLL, aKTyanlHOTO CbCTOSIHUE Ha NULETO;

e YHMKaneH HaumoHaneH naeHtTngukaTop.

6. CnucbK C M3nckyemu JOKYMeHTW e nybnukyBaH Ha B-Trust canta Ha OKYY. Cnen konupaHe Ha

3.2.3
1.

BCUYKN U3NUCKYEMU OOKYMEHTU, CbC CblacueTo Ha NMUeTo nofano UckaHe, Konusita octasaT B

apxuea Ha [loctaBuuka.

Korato BMeCTO lopyvaMYEecKO nuvue ce SBfBa HEeroB YMbMHOMOLLEH npeAacTaBuTen,

yOoCTOBEPSIBAHETO Ha UHOPMaLMATA, KOATO ce CbAabpXa B NpeAcTaBeHUTe AOKYMEHTU CTaBa

ypes:

e 3aBepka ,BspHo ¢ opurnHan” n camopbyeH nognuc BbpXy AOKYMEHTUTE npepn CnyxuTten Ha
PO/MPC,;

e HoTtapnanHo 3aBepeHn JOKYMEHTMU;

o [lognuceaHe Ha nNPUNOXEHUTE ENeKTPOHHU dopMaT Ha [OKYMEHTUTE C BanuaHo
yOoCTOBEpEeHne 3a KBanuduuupaH enekTpoHeH nognuc.

YcraHoBsfiBaHe CaMOJSIMYHOCTTA Ha (bI/I3VI‘IeCKO nuuge

YcTaHoBsiBaHe 1 NpoBepka Ha CaMONMMYHOCTTa Ha pun3ndeckoTo nuue kaTto Motpebuten Ha KY
WIn KaTo NpeacTaBUTEN Ha APYro fnuue, KakTo 1 oBnacTsaBaHeTo My, ce ocbluecTeaBa ot PO/MPC
Ha [locTaBuuka Npu crneaBaHe Ha npoueaypHUTE npaBuia M CTbMKKW, MOCOMEHN B CbOTBETHATa
MonuTuka 1 Apyrnte BbTPELLUHM OOKYMEeHTU Ha [locTaBuuka.

YcTaHOBsIBAHETO Ha CaMONUYHOCTTa M3NCKBaA (PU3NYECKOTO nuue kaTto [oTpedbuTten unm kato
YNbITHOMOLWLEH NpeAcTaBuMTeNn Ha Apyro U3MYEecKo nuue WM Ha lopuanyecko nvue aa
npegctasm B PO/MPC cnegHuTe OKYMEHTHU:

HanmeHoBaHue Ha KY

Heo6xoanmMmn [OKYMEHTHU

MepcoHnanHo KYKENN

,B-Trust Personal Qualified Certificate QES"
MepcoHanHo KY 3a obnauyeH KEIN

,B-Trust Personal Qualified Certificate CQES"

[okymeHTH, Aokassalim CaMOnuyHoCTTa Ha
MoTpebutens - npm NMYHO ABABaHE UNM Ypes cnocobuTe
Ha oTganeveHa naeHTUgmuKaums

[okymeHTn, Jokassaliu CcaMOonuyHoCTTa Ha
YMbITHOMOLLEHOTO NULE U MbIHOMOLLHO — NpY SIBSIBaHe
Ha YMbIHOMOLLEHO N1LE — NPU NINYHO SIBSIBAHE.
YT1BbpAeHo oT [ocTaBumMka MOOWMHO MNpUIOXeEHWe B
MOBUITHO YCTPOMCTBO (3a obnadeH KEM).

MpodecnonanHo KYKEN

,B-Trust Professional Qualified Certificate QES"
MpodecnonanHo KY 3a obnaueH KEN

,B-Trust Professional Qualified Certificate CQES"

JokymeHTH, [oKa3Balu camonM4HocTTa Ha
MoTtpebutens, MOEHTUYHOCTTa Ha PUANYECKOTO N1ue
W npefcTaBuTenHaTa BnacT Ha NoTpebutens cnpsmo
IOPUANYECKOTO NULE — NPU NNYHO SIBABAHE UMW 4Ypes
cnocobuTe Ha oTdaneveHa naeHTudukaums
YT1BbpAeHo oT [ocTaBymka MOBUMHO MpUMOXEHWe B
MoBWIHO ycTponcTBo (3a obnadeH KEM).

MepcoHanHo KYYEN
,B-Trust Personal Advanced Certificate AES"

HokymeHTn, Aokassawim CaMOnn4HOCTTa Ha
MoTpebutens - npm NMYHO ABABaHE UNM Ypes cnocobuTe
Ha oTAane4veHa ngeHTndukaums

HokymeHTn, Aokassam camonuyHocTTa Ha
YMbIHOMOLLEHOTO NULE U MbIIHOMOLLHO — NpY ABABaHe
Ha YMbIHOMOLLEHO nnue

MpodecnonanHo KYYEN
,B-Trust Professional Advanced Certificate AES"

JokymeHTH, JoKassaLm camonuyHocTTa Ha
MoTpebutens, MOEHTUYHOCTTA Ha PUONYECKOTO NuLe
W npeacTtaBuTenHaTa BracT Ha [MoTpebutens cnpsMo
IOPUONYECKOTO NULE — MPU NUYHO ABABAHE UMW Ypes
cnocobuTe Ha oTaaneveHa UaeHTUMKaUms

KYKEMeuaTt

KYKEleyvat Ha topuanyecko nuue ,B-Trust Organization
Qualified Certificate QESeal”

KY 3a O6nauyeH KEMeuat Ha ropuanyecko nuue ,B-
Trust Organization Qualified Certificate CQESeal”

ﬂ,OKyMeHTI/I, AoKa3Balliun CaMOJTIM4YHOCTTa Ha
|_|0Tpe6l/1TeJ'I$|, WAEHTUYHOCTTa Ha Hpunan4eckoTo nuue
N npegcrtaBuTenHaTta BJf1aCT Ha |_|0Tpe6VITeJ'I$I cnpsamo
ropnan4eckoTo numue.

KYYEMNeuar
KYYEMNeuaT Ha topuguyecko nuue ,B-Trust Organization

[okymeHTn, [okassalim CaMOSIMYHOCTTA Ha
MoTpebuTtens, naeHTUYHOCTTa Ha PUANYECKOTO N1ue
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Qualified Certificate AESeal” 1 NpeacTaBuUTenHaTa BnacT Ha MNoTpebutens cnpsimo
KY 3a O6naueH YEleuaT Ha opuguyecko nuue ,B- | 1opuanyeckoTo nuue.
Trust Organization Qualified Certificate CAESeal”

KY 3a aBTeHTUYHOCT Ha yebcanTt JokymeHTn, [oKa3BaLln CaMOSMYHOCTTa Ha
,B-Trust Web authentication Qualified Certificate” MoTtpebutens
JokymeHTn, [oKa3sBalmn caMONnKMYHOCTTa Ha

YNBIHOMOLEHOTO Nnue U NbJTHOMOLWHO — Npu ABABaHe
Ha YyNbJIHOMOLLEHO NuLe.

[okymeHTU, Ooka3Baluy NpUHaAnNexXHoCT Ha yebcavta
(nomenHa) Ha MoTtpebutens.

3.2.4 OcobeHu aTpubyTHn

1.

2.

[ocTaBunKbT MOXE Aa BKMOYBA B N34aBaHOTO y4OCTOBEpPEHME 0cobeHn aTpubyTu, CBbp3aHu C
MoTpebuTensi, ako ygoCTOBEPEHUETO Ce U3aBa 3a KOHKPETHa Lien No CboTBETHATa NonmTuKa.
Taaun nHdopmaumst noanexun Ha nposepka ot PO/MPC.

3.2.5 HenotBbpaeHa uHcpopmauus

1.

2.

3.

HenoTtBbpaeHa wHdopmaumnsa e Bcsika MHgopMaumsi, u3BbH obOxBaTa Ha npoBepsiBaHaTa
3agbikMTENHa MHOpMauus, KOATo cneasa Aa 6bae BKAOYEHa B YAOCTOBEPEHMETO.
JocTaBunkbT MOXe Aa BKMOYBa B U34aBaHOTO yAOCTOBEPEHUE M HENOTBbpAeHa MH(opmaums
3a TuTynaps, KoATo He noanexu Ha npoeepka ot PO/MPC.

[ocTaBuYMKBT HE HOCK HMKaKBa OTFOBOPHOCT 3a BKIOYeHaTa B YAOCTOBEPEHNETO HEMOTBbPAEHA
nHdopmaums.

3.3 MAeHTI/I(bVIKaLIMH n yctraHoBssiBaHe Ha MUOEHTUYHOCT npu nogHoBsABaHe

1.

No

KsanuduumpaHuTe yoocToBepeHna 3a kBanuduumpaH enekTpoHeH nognuc, Konto JoctaBunKbT
n3gaea, ca c pasfnuyeH nepuog Ha BanugHocT. lNeprnoabT Ha BanuMaHOCT ce BNMCBa B U30aAeHoTO
yooctoBepeHne. [logHoBsABaHe Ha KBanuuuupaHo YyOOCTOBEPEHME 3a KBanuduumpaH
€neKTpPoHeH noanuc, nsgageHo ot [octaBymka, Moxe Aa 6bAe M3BBLPLUEHO CaMO ako BCUYKM
OaHHU B YOOCTOBEPEHMETO Ca HEMPOMEHEHU N CbOBbPKAHMETO Ha HOBOTO YAOCTOBEPEHWE €
MOEHTMYHO C AENCTBAWOTO YOOCTOBEPEHME, C MU3KITIOYEHME HA CpOKa Ha BanNMAHOCT, KaTto B
HOBOTO Y4OCTOBEPEHME CE BMMCBA HOBUAT CPOK.
[octaBunkbT Moxe ga nogHosu BanuaHo KYKEI unn KYKEleuwaT, koeTo He e npekpaTteHo B
cpoKa My Ha BanuaHOCT, NO ABa HauvHa:
e KaTo 3anasu reHepupaHaTta ABOMKa Ko4oBe 3a TEKYLLOTO YAOCTOBEPEHME, HE NoBeYe oT 3
(Tpwn) roamHmn (Renew);
e KaTO reHepupa HoBa [BOMKa KM4YoBe — NogMsHa Ha ABonka krtoyose (Re-key).
JocTaBunkbT He Oonycka WM3nori3BaHe Ha [BOWKa Kro4voBe 3a nepvog, no-ronsm ot 3 (Tpw)
rOAVHWN.
MogHoesiaHe Ha KYYEIN wn KYYEMNeuat He ce ponycka. o wuckaHe Ha [lotpebutens,
HoctaBunkbT wnsgasa HoBo KYYEN wunn KYYEleyaT kato wu3nbrHsBa MbpBOHA4YanHa
naeHTndmKauns n yctaHoBsiBaHe Ha CaMONMYHOCTTa My.
Ob6navHnTe KBaNUMUUUPaHU yOOCTOBEPEHUS HE noAnexart Ha nogHoBsBaHe. [JOCTaBUYMKBLT
n3gaBa HOBO O6OMayHO YyAOOCTOBEpPEHWE MO uckaHe Ha [loTpebuTens, kaTo M3NbiHSABA
nMbpBOHayvarHa npoueaypa no naeHTUguUKauna n yctaHoBsBaHe Ha CaMONMYHOCTTa.
EnHokpaTHUTE 0b6niayHn KBanuuumnpaHn yogocTtoBepeHnst He nognexaT Ha NoAHOBSIBaAHE.
YaocToBepeHme ce NOAHOBSIBa 3a CbllaTa ABONKA aCUMETPUYHK KrntovoBe (Renew) Ha TeKyLoTo
KY, ako vHopmMaumsTa B yOOCTOBEPEHMETO, KOETO ce MOAHOBSBA, € WAEHTUYHa C Tasu B
TekywoTto. Camo nepnoabT Ha BanuaHOCT B NOAHOBEHOTO YAOCTOBEPEHNE € pasnnyeH OT TO3n B
TEKyLLOTO.
[ocTtaBunkbT gonycka nogHoesiBaHe Ha KY, kaTo 3anasBa Tekyllata gBoka kntodose (Renew),
HO He NoBeYe OT TPY roAMHM 1 NPENnopbYBa Tasu NpakTuka Aa ce orpaHn4vaBa C Lien Aa ce Hamanm
pucka oT KOMNPOMETUPAHE Ha YaCTHUS KIHOM.
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9. [ocTtaBumKkbT We nogHoBM TekyLwo KY ¢ HoBa aBovika kntoyoBe (Re-key), camo ako NoTtpebutens
3asdBM MCKaHe 3a ToBa W [JeKknapupa, 4e HsaMa HacTbnunu MNpoMeHu B yAOCTOBepeHaTta
MHopMaumMa B TeKyLWOTO yaoctoBepeHue. [logHOBEHOTO YyOOCTOBEpeHMe uMa pasnnyeH
nybnuyeH Knd, HOB Mepuon Ha BanuMaHOCT U HOB CEpuMeH HOMep, KaTo yAoCToBepeHaTta
WHdopMaLms ce 3anasBa

10. Cnen nogHoBsiBaHe TEKYLOTO YAOCTOBEPEHME HE Ce MpeKpaTsiBa U 0CcTaBa BanvMaHO B CpOKa My
Ha BanuUgHocCT.

11. 3a mnageHTMdUKaumsa, ycTaHOBABaAHE Ha MOEHTUYHOCT WM caMonunyHocT Ha [loTpebutensa Ha
yOOCTOBEPEHME, KOETO CE MOAHOBSIBA, HE CE U3MCKBA TAXHOTO NMn4YHO npucberemne B PO/MPC Ha
JocTtaBuuka.

12. Mpun HacTbNUNKM NpomeHn B MHopmaumsTa 3a MNMotpebutens Ha KY, TekywoTo ygocToBepeHme
He ce nogHoBsBa. [JocTaBYMKbLT n3gasa HoBo KY, kaTo cneasa nbpBoOHaYanHa naeHtundukaums
N YCTaHOBSsIBAHE Ha CaMONIMYHOCTTa My 1 NpekpaTsiBa He3abaBHO TEKYLLIOTO YOOCTOBEPEHME.

13. NogHoBsAiBaHe Ha ygocTtoBepeHne Ha YO Ha [octaBunka ,BOPUKA” AL He ce gonycka. [Mpu
BCUYKM O0BCTOATENCTBA, KOMTO HanaraT NogMsiHa Ha Y4OCTOBEPEHMETO, BUHArM ce n3gasa HOBO
yoocTtoBepeHue Ha YO.

14. [locTaBuMKbT CcbOM0gaBa criegHUTe BPEMEBU OrpaHMYEHUs U U3NCKBaHMSA 3a naeHTudunkaumns
npu nogHossiBaHe Ha KY:

BpemeBu nHTepBan NogHoBsABaHe U3ucksaHe
[o 30 gHu npegun nstnyaHe cpoka |- Ype3 Renew 1. a Hama npomsHa B ,DN" Ha ygocToBepeHueTo
Ha BanuaHoOCT Ha yaocToBepeHue, |- upes Re-key 2. YpocToBepeHueTo aa e 6uno nsgageHo Ha QSCD
KOEeTO He e npekpaTeHOo N KOeTo 3. 3agBkaTa 3a noaHoBABaHE MOXe Oa 6'b,£l,e n3BbpLIeHa
HAMa NpoMsAHa B yaooCcToBepeHaTa B oTAane4yeHo
Hero nHcpopmaums
[o 30 aHu cnea n3tudaHe cpoka Ha |- ype3 Renew 1. Aa Hama npomsHa B ,DN" Ha ygocToBepeHneTo
BaNnuaHOCT Ha yOOCTOBEpPEHME, - ype3 Re-key 2. YpocToBepeHueTo ga e 6uno nsgageHo Ha QSCD
KOETO He € NpekpaTeHo 1 KOeTo 3. 3aaBkaTa 3a nogHoBsiBaHe ce nogasa Ha msicto (PO/MPC)
HAMa NpoMsAHa B yaooCToBepeHaTa B nnn 4ypes crnocobute Ha oTAane4vyeHa VI,CI,eHTMCbMKaLl,Mﬂ.
Hero VIHd)OpMaLI,VIH
MNoBeye ot 30 gHKM cnea cpoka Ha He ce nogHoBsiBa
BanWAHOCT Ha y4OCTOBEPEHME

3.4 WUpeHTUdMKauma n asteHTUMKaLUA Npu cnmpaHe

1.

2.

3.

[ocTtaBunkbT € anbXxeH, ypes PO/MPC, na cnpe AencTBMeTO Ha BanugHoO yaoCTOBEpPEHue npwu
NOCTBMNUIO UCKaHe 3a CnnpaHe, HO He 3a noeeye oT 48 vaca.

[octaBunkbT, upe3s PO/MPC, He nspbpLuBa ngeHTUdmkaumsa n aBTeHTudmrkauma Ha 3asasutens n
cnvpa He3abaBHO AENCTBMETO Ha yOOCTOBEPEHME.

HoctaBunkbT, 4pe3 PO/MPC, Bb3oOHOBABa [OENCTBMETO Ha CNPAHO YAOCTOBEpPEHME B
CbOTBETCTBME C un. 26, an. 6 Ha SEJEYY.

3.5 UpeHTudpukauma n aBreHTUDMKaLMNA NPpU NpeKpaTaBaHe

1.

2.

HoctaBunkbT, upes PO/MPC, npekpaTtsiBa [EWCTBMETO Ha BanuMgHO YAOOCTOBEPEHWE NpwU
NMOCTBNUIIO UCKaHE 3a NpekpaTsBaHe B CbOTBETCTBME C un. 27 Ha SEAEYY.

HocTtaBunkbT, ypes PO/MPC HesabaBHO cnvpa OeNCTBMETO Ha yOOCTOBEPEHMETO M U3BBLPLUBA
nocnegpalia naeHtudurkaums n aBTeHTumkaumnsa Ha 3aasutens.

HocTtaBunkbT, Ype3a PO/MPC, cnegBa ga u3BbplIM MAEHTUDMKAUMATA U aBTEHTUdUKAUNSA Ha
3asButens B paMKuTe Ha OONYCTMMMUS CPOK 3a CrMpaHe Ha OeNCTBMETO Ha yAOCTOBEPEHUETO,
KonTo € 24 vaca.

. JoctaBumkbT, ypes PO/MPC, npekpaTsiBa 4ENCTBMETO Ha yAOCTOBEPEHWE CaMo crief ycnelHa

naeHTUdMKaLMsa U aBTEHTUMMKAUMSA Ha 3asiBUTENS U YyTOYHEHa NpuYMHa 3a npekpaTtsisaHe. B
NPOTMBEH Clny4ai yI0CTOBEPEHMETO Ce Bb30OHOBSsBA.

3.6 UpeHTudMkauusa n aBTeHTUDUKaALUA cneq npeKkpaTtaBaHe

1.

jornycka nmnogHoBsABaHe H OCTOB HUe 9 R w" unn Re- nen
He ce ponycka noaHo aHe Ha ocTOBEpeHune e3 ,Renew" Re-key“ cne
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npekpaTsiBaHETO My.

2. MoTpebuTen Ha NpekpaTeHo yaOCTOBEPEHME MOXE [a 3asiBU n3gaBaHe Ha HOBO y4OCTOBEPEHME.

3. JoctaBuukbT, ypes PO/MPC wmsnbnHsiBa nbpBOHa4anHa wmaeHTudukaumsi, yctaHOBsSIBAHE Ha
NMOeHTNYHOCT Ha MNoTpebutens, ako TOM 3asBM HOBO YAOCTOBEPEHNE.
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4 ONEPATUBHU U3NCKBAHUA U NMPOLIEQYPU

1.

HoctaBunkbT, Ype3 PO/MPC, B pamkuTe Ha ckntodeH [orosop 3a KYY, npegoctaesa crnegHute
onepauunoHHn npoueaypu 3a KYY, npunoxmmm kbm KY:

e perucTpauus Ha UCkaHe 3a U3gaBaHe;

0bpaboTka Ha nckaHe 3a u3gaBaHe;

nsgaBaHe;

npeaaBaHe Ha U3gafeHo;

ynoTpeba Ha ABowikaTta kntoyose un KY;

nogHoesiBaHe 4pe3 “Renew’;

nogHoesiBaHe ype3 “Re-key”;

crnmpaHe/Bb300HOBSABAHE;

npekpaTsaBaHe;

e cTaTyc Ha KY.

HocTtaBunksT, Ype3 PO/MPC, gonycka NoTpebuten ga npekpatu [JoroBopa 3a yaoCTOBEPUTENHN
yCrnyru Mexay Tax.

4.1 WckaHe 3a nsgaBaHe Ha yaocTtoBepeHue

1.

2.

N3paBaHeTO Ha yOOCTOBEpPEHME Ce Mnpeaxoxga OT perucTpypaHe Ha MckaHe OT cTpaHa Ha
3assutens npeg PO/MPC Ha [ocTtaBuuka.

WckaHe 3a nsagaBaHe Ha yaoCTOBEPEHNE MOXe Aa HanpaBu Nn4yHo ot [NoTpebuTten npu sBsiBaHe B
ogMC NN OT YMbITHOMOLLIEHO NULE, NPU JIMYHO SBSIBAHE, UM 4pe3 cnocobuTte Ha oTaanevyeHa
naeHTudurkaums.

MckaHeTo 3a 3asBsiBaHe Ha KY 3a obnaveH KEI n KY 3a obnayeH KEleyaT ce npeaxoxna ot
WHCTanMpaHe 1 UHUUManuM3npaHe/akTupnpaHe Ha MOOWMHOTO npunoxeHue 3a obnadeH KEIM B
MOOunNHoTo ycTponcTeo Ha 3aseutens/lNotpebutens.

. 3asgsutenar perncTtpupa UckaHe 3a m3gaBaHe Ha yaoCToBepeHune B OHNanH peXnm mnnm 4pes

onepatop B PO/MPC Ha [JocTtaB4uka.

Onepatop Ha PO/MPC, kaTto oTopuanpaH npencraBviten Ha [ocTaB4yMka, MOXe Aa U3MbilHsBa
pona Ha 3asiBuTen, kaTo PerncTpypa OHMaWH WCKaHe 3a u3gaBaHe Ha YAOCTOBEpeHune B
npuckcTBueTo Ha MNoTpebutens.

4.1.1 Tlpouec Ha 3aaBsiIBaHe

1.

MckaHeTo 3a nsgaBaHe BKIOYBa Uanarta nsamckyema nHdgopmauusa no 3EAEYY 3a NoTtpebutens
“ TMNa Ha yaoCTOBEPEHNETO, KOETO ce 3asaBsBa. MIckaHeTO MOXe Aa BKIHYBA U AONBIHUTENHA,
HenposepseMa MHOopMaLMs, 4acT OT KOSATO Ce yAOCTOBEpSBa, a Apyra 4acT ynecHsiBa KOHTaKTa
Ha [JocTaBunka c nuueTo.

MpouecbT Ha 3asBABaHE NPeaoCcTaBd Bb3MOXHOCT Ha onepatop Ha PO/MPC wnu Ha NMoTtpebuten
Aa reHepvpa ABonkarta kpuntorpadhCkm Krnto4oBe 1 Aa BKOYM NYONNYHUA KoY B MHGpopMaumsTa
3a u3gaBaHe Ha y4oCTOBEPEHMETO.

[Bownkata kpuntorpadcku kniodose 3a nsgasaHe Ha KYKEI u KYKElNeuat 3agbrmkutenHo ce
reHepupa B B-Trust QSCD, oTroBapsLL0 Ha N3MCKBaHMATA 3@ HUBO Ha CUTYPHOCT 3a Cb3gaBaHe
nognuca/neyara.

[Borkata kpuntorpadckv knoyoBe 3a udgaBaHe Ha KY 3a obnauveH KEIM u KY 3a obnaveH
KEMeyvaTt 3agbmkuTtenHo ce reHepupa npu foctasumka B HSM-a B8 RQSCD Ha nnatdopmara 3a
obnaueH KEI.

[Borkata kpuntorpadpckm kniodoBe 3a msgasaHe Ha KYYEN un KYYElewat ce reHepupa
codpTyepHo ype3 yTBbpaeH oT [JoctaBumka codptyep (Crypto Service Provider/CSP), otroBapsy
Ha W3UCKBaAHWSITA 3a [AONYCTUMOTO HMBO HA CUIYPHOCT/OCUMIYpPEHOCT 3a Cb3[aBaHe
YCbBbpPLUEHCTBAH nognuc/neyar.

EnekTpoHHUAT dhopmaTt Ha UCKaHEeTOo 3a n3gaBaHe Ha yAoCToBepeHune ¢ nHopmauuara, KosaTo
LLle Ce BKITOYN B yOOCTOBEPEHUETO € CTPYKTYpa, NognmMcaHa C YacTHUSA KIoY OT reHepupaHaTta
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9.

[JBOMKa KIto4oBe.

B cnyvaute, korato e Heobxogumo, PO/MPC npepoctaBs Ha [loTpebutens wunu Ha
YMbSTHOMOLLIEHO OT HEro nvue B 3alMTeH Bua MHpopmaums/koa 3a A0CTbN A0 YaCTHUS KoY.
Ako 3aasuTtenar He nputexaa QSCD, koraTto npeacTtass UckaHe 3a u3gasaHe Ha KY Ha PO/MPC
Ha [JocTaBuymka, TOM camMO BbBexaa MHopmauusaTta 3a maeHtuduumpaHe Ha loTpebutens,
KakTo U Aapyra gonbhHuTenHa TakaBa, 6e3 ga reHepupa kpuntorpadcka ABOWKa KNovoBe 3a
nckaHoTo ygocTtoBepeHue. Kpuntorpadckata gBonka knto4vose ce reHepupa npu PO/MPC Ha
[ocTtaBuuka.

KomyHukauunte wmexgy [loTpebutenute n 3awmteHn WHTepHeT CcTpaHMuM Ha canTa Ha
[ocTtaBuunka ce 6asupat Ha HTTPS npoTokon.

10. OpobpeHnTe 3asiBKM 3a U3gasaHe 1 ynpaeneHune Ha KY ca nognucaHu oT [locTaBymka.

4.2 [poueaypa Ha usgaBaHe

4.2.1 ®yHKUuuM no naeHTUdUKauma n aBTeHTUdUKaumus

1.

2.

PO/MPC wusBbpwBa unaeHTudukauna u asTeHTUdUKauua Ha 3assutena Ha WCKaHeTo 3a

nsgaBaHe Ha ygoctoBepeHue - NotpedbuTten unm ynbnHOMOLLEHO OT HEro nuue.

Cneg nbpBOHavyanHa uvaeHTUUKaUMA W cnopen YTBbpPAEHUM BbTPElWHM npoueaypu Ha

HocTtaBunka, Ha 6Gas3a NOCTLNUNO UCKaHE 3a u3gaBaHe Ha YyO4OCTOBEPEHME U NpeacTaBeHU

nokymeHTn, PO/MPC npoBepsiBa 1 noTBbpxgasa npeq Joctasuumka:

e camonu4yHocTTa Ha NoTpebutens N ynbaHOMOLLEHOTO NULE;

e rpeactaBuTenHata BMAacT Ha (PM3MYECKOTO CMpsSIMO  HOPUOUYECKOTO fuue U Ha
YMbIHOMOLLEHOTO JIMLE;

e [poBepsiBa yMbSIHOMOLLABaHETO;

e ObpPXKaHEeTO Ha YaCTHMSA KIoY, CbOTBETCTBALL Ha Ny6NNYHMA KNtoY (KoraTo ABOMKaTa KNovoBe
e reHepupaHa npwu lNotpebuten);

e (3a obnaveH KEI/KEle4yar) ycnewHo wHULManNuavpaHe/akTuBupaHe Ha MOOMIHOTO
npuroXxeHne B MOOMMAHOTO YCTPOMCTBO W perucTpypaHe (T.e., acouuupaHeTo My C
noTpebuTenckusa akayHT, Ypes ckaHupaHe Ha nanpateH QR-koa) ot [loctaBuuika ;

e (3a obnaveH KEI/KEle4aTt) npuHagnexHocTt/nputexaHne Ha MOOMITHOTO YCTPOWCTBO C
MobunHoTO npunoxeHne 3a obnadeH KEI ot 3aasutens/Motpebuten upe3 TOTP-
MexaHn3bM/CXema;

e [JONMbJIHUTENHA WH(OpPMaLMs, 3asBeHa 3a BKMOYBAHE B YAOCTOBEPEHUETO, KaKTO U
AonycTuma HenoTBbpAeHa Takaga;

e rnognuceaHe Ha [1oroBop 3a yAOCTOBEPUTENHM YCNYrn 1 Cbrnacue ¢ yCnoBmsaTa B HACTOALWMSA
OOKYMEHT.

AKo pgBonkata knwo4voBe e reHepupaHa npu [NoTtpebutens, PO/MPC cnegea ga npoBepu

npegocTaBeHaTa enekTpoHHa 3asdBKa M M3UCKBaHMATA 3@ HUMBOTO Ha CUTYPHOCT Ha ABOWKaTta

KnHo4yoBe.

4.2.2 WpeHTpUKauma n aBTeHTUKaALUA C aCUCTEHT

1.

Korato 3aasutenat/[oTpebutenst e rpamoTeH, HO € HAM, FIyX UMW FyXOHAM, ryxXuaT Tpabea
caM Ja npoyeTe rnacHo OOKYMEHTUTe, KOMTO MOAMMCBa, M Aa obsiBU fanu € CblfaceH CbC
CbObPXAHNETO MM, @ HEMUST UMK FNyXOHEMUAT TpsibBa crnep npouYnTaHe Ha AOKYMeHTa Aa
Hanvwe cobCTBEHOPBYHO B HErO, Y€ ro € NPOoYen 1 Ye € CbrnaceH CbC CbabpPXKAHNETO MY.
Korato 3asasutenat/lotpebutenart e HerpamoTeH, CbLUMAT cneasa ga ocurypu rpaMmoTHO nvue
(TbNKOBHUK), KOETO ga My npefafde CbAbpPXaHMETO Ha nognexawmte Ha nognuceaHe
AOKyMeHTW. NoannceaHeTo Ha LOKYMEHTU OT HErpamoTHO fMLe Ce M3BbpPLUBA Ype3 nonaraHe Ha
NpbCTOB OTNEeYaTbK OT AecHuA My naneu. B cnyyan, 4ye nonaraHe Ha NPbCTOB OTNEYaTbK OT
AECHUA NaneLw e HeBb3MOXHO, B IOKYMeHTa ce oTbenassa npuymMHaTa 3a ToBa, KakTo U C KOv apyr
NPBLCT € CNOXEH OTNeYaTbKbT.

Korato 3asButenat/loTpebutensat e cnan, cblWMAT cnegBa ga OCUrypyu [Bama rpaMOTHU
CBUAETENM, KOMTO Aa ro 3ano3HasT CbC CbAbPXKAHMETO Ha JOKYMEHTUTE, KOUTO MOANUCBA, M Aa
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npunoanuwiaTt CbLmMTe.

4. PO/MPC ycTaHoBsiBa CaMONMYHOCTTa Ha TbMKOBHMKA U cBUAeTenuTe no pefa Ha 1. 3.2.3. OT
HaCTOALWMSA JOKYMEHT. [JaHHMTE 3@ CaMONMYHOCTTa Ha ThIIKOBHUKA W CBMAETENUTE ce 3anuceBar
B JOKYMEHTUTE, B NOANUCBAHETO Ha KOUTO CbLUUTE ydYacTBar.

4.2.3 lNoTBbpXKAaBaHe UIN OTXBBLPIISAHE HA UCKaHe 3a usgaBaHe

1. Cnen ycnewHo HanpaBeHWTe MPOBEPKM WM 3annaiwiaHe OT cTpaHa Ha 3assutens/[oTtpebuTen,
oTopuaupaH onepatop Ha PO/MPC ytebpxgasa npea [ocTaBymka MCKAHETO 3a M3gaBaHe Ha
yOOCTOBEpPEHHUE.

2. PO/MPC oTxBbpna WCKaHETO 3a u3gaBaHe Ha YOOCTOBEpPeHue, ako YTBbpXOaBaHeTo e
HeyCnewHo WM He e M3NbfHEeHO 3annawlaHe B 5-AHeBEeH CPOK OT 3asBeHOTO WCKaHe 3a
nsgaBaHe.

3. PO/MPC He3abaBHO yBegomsiBa 3asaBuUTensi U NOCOYBa NPUYNHUTE 3a OTXBBLPIISHE.

4. 3asBuTEn C OTXBbPMEHO WUCKaHe 3a M3fgaBaHe Ha y4OCTOBEPEHME MOXEe OTHOBO Aa Hanpasu
nckaHe, crnepf Kato e OTCTPaHuI NOCOYEHUTE NPUYNHK 38 OTXBBPIISIHE.

5. PO/MPC HagnexHo CbxpaHsdBa W apxuBupa npencraBeHMTe AOKYMEHTW M NoTBbpAeHaTa
erleKTpoHHa 3asiBKa 3a u3gaBaHe Ha yOoCTOBEpPEHHMe.

6. PO/MPC koHTponupa v yTBbpxaaBa npeq [loctaByMka BEPHOCTTA M TOYHOCTTA Ha BKITlOYEHaTa
NMHopMaumsa B ygoCTOBEPEHNETO CaMO KbM MOMEHTA Ha U34aBaHeTO My.

7. TNotpebuten Ha KY uma 3agbrkeHneTo He3abaBHO fa MHdopmumpa [JocTtaBymka 3a HaCTLNUN
NpOMeHM B yaOoCTOBEpPEHaTa MHopMaLmsa crneg u3gaBaHeTo My.

4.2.4 Cpok 3a o6paboTka Ha MUCKaHe 3a usgaBaHe Ha yaoCToBepeHue

1. PO/MPC Ha [ocrtaBuMka He3abaBHO, B npucbcTBueto Ha 3asiButens/[loTpebuten wnu
YMbITHOMOLLEHO OT HEro nuue, M3nbiHsaBa BCUYKM (PYHKUMM MO NpOBEpKa, Cried Kato Ton e
npeacTaBvn HeobxooumuTe 3a ToOBa AOKYMEHTM W yTBbpXAaBa npeacTaBeHaTa MHopmaums
Yype3 HanpaBeHOTO UCKaHE 3a 3fgaBaHe Ha yooCTOBEPEHME.

2. YO Ha [JoctaBuvka nsgaea He3zabaBHO yaoctoBepeHneTo cned yrebpxaaBaHe oT PO/MPC Ha
eneKkTpoHHaTa 3asiBKa 3a n3gaBaHe.

4.3 WN3paBaHe Ha yaocTtoBepeHue

4.3.1 [encrtBue Ha YaocToBepsABalWmsa opraH

1. YO Ha [JocTtaBunka enektpoHHo maeHtudpmumpa PO/MPC, yTBbpann enekTpoHHaTa 3asBka 3a
n3gasaHe Ha KY.

2. YO reHepupa 3asBeHoTo KY cbrnacHo u3bpaHus npodwun, nognncea ro ¢ enekTpoHHUS Noanuc
Ha [JocTaBuuka n ro nybnvkyesa He3abaBHo B My6nnyHUA cu perncTsbp.

4.3.2 UsBectaBaHe Ha [oTpebutensa Ha yaoctoBepeHue oT [locTaBuMKa

1. [HoctaBumkbT, Ypes Cnyxbata 3a nssectsisaHe Ha [oTpebutenn Ha KYY, He3abaBHO nssecTsaBa
MoTpebutensa Ha nsgageHoTo n NyGrMKyBaHO YAOCTOBEPEHNE.

2. CnyxbaTa 3a u3BecTsiBaHe m3npaiia o otpebuTtens enekTpoHHO M3BECTWE MO UMENN Wnu
push-HOTUMKaUNA 4O MOBUIHOTO NpuoXeHne ¢ nHdbopmauusa 3a mnsgageHoto KY, Herosus
CepueH HoMep 1 nepuoaa My Ha BanvaHOCT, OCBEH B CriydauTe, Korato nuncea uMmenn agpec.

3. [ocTtaBuvMkbT [OCTaBA Wu3gageHoOTO ypoctoBepeHue Ha [loTpebutens, pecnekTMBHO Ha
YMbIHOMOLLEHOTO OT Hero nuue, Ypes PO/MPC.

4. OtopusupaH onepatop Ha PO/MPC 3anucea KY Ha B-Trust QSCD wnu Ha B-Trust SCT
(PKCS#12 «kpuntodpanmn), B 3aBMCMMOCT OT TOoBa kbae € Owna reHepupaHa [ABonkaTta
KpunTorpadCcku Knto4oBe 3a ToOBa YAOCTOBEPEHMNE, KOraTo TOBa € Bb3MOXHO.

5. [JoctaBuukbT, yped PO/MPC goctaBa uv3gageHoOTO  yooCTOBEpeHMe Ha Motpebutens,
PECNEKTUBHO Ha YMbIHOMOLLEHOTO OT HEro nuue.

6. B cnyuas, korato NoTpebuten e reHepupan gBoWKaTa KI4YOBE M YACTHUS K4 € Ha HeroB
KOMMIOTbP, TOW cneasa Aa AocTtaBu/3apean nagageHoto KY Ha To3u KOMMTbP OT MNOCOYEHMS
agpec (URL) B umenna.

"BOPUKA" Afl, 10NN 2025 . CTp. 49 ot 86



O6woaoCTLNEH JOKYMEHT
NMPAKTUKA NMPU NPEAOCTABAHE HA KBAITMOULUMNPAHU YOOCTOBEPEHUA
N YOOCTOBEPUTEJIHU YCITIYTU OT ,,BOPUKA“ Al

7.

'eHepupaHeTo Ha 3awwmTeH npeHocum codbTyepeH TokbH (PKCS#12 dhann) e 3agbrkeHne Ha
MoTpebutena wunuM Ha YNbAIHOMOLWEHO InMUe crej Kato goctaBu um3gagneHoto KY nu
yOoCTOBepeHusTa Ha [JocTaBumka.

4.4 TpuemaHe 1 NnyGNMKyBaHe Ha yAOCTOBEpPEHMETO

1.

2.

HocTtaBunkbT, ypes onepatmBHua YO nybnvkyBa He3abaBHO W30ageHOTO YAOCTOBEpPEHME B
MyGnnyHusA perncTbp Ha n3gageHuTe yaoCcTOBEPEHUS.

MoTpebutenat moxe ga Bb3pasn npeq [JocTtaBymka, ako n3gageHoTo yooCTOBEPEHME ChabpXka
FPELLKN UK HEMBITHOTK, B 3(TPWU) AHEBEH CPOK OT Ny6nmkyBaHeTo My B [yGnuyHus pernctop. Te
ce oTcTpaHsiBaT He3abaBHO OT [JocTaBuMKa 4Ype3 u3gaBaHe Ha HOBO ypocTtoBepeHue 6e3
3annallaHe Ha Bb3HarpaxneHue, OCBEH ako ce AbikKaT Ha NpedoCcTaBsAHE Ha HEBEPHU AaHHM.
Mpn nunca Ha Bb3paxeHne OT cTpaHa Ha [NMoTpedbuTensa B NOCOYEHMS NO-TOPe CPOK Ce CMATa, Ye
CbAbPXaHNETO Ha YOOCTOBEPEHUETO € NpUeTo.

4.5 Ynotpeba Ha AoBOMKaTa KNnO4YOBe U Ha YAOCTOBEPEHUETOo

4.5.1 Ot loTpebutens

1.

2.

YacTHMAT KMoy, CbOTBETCTBALY, Ha YAOCTOBEpPeHUs NybnuyeH Ky e nof KOHTporia caMo Ha

Motpebutensa. OTroBOpHOCTTA 3a M3NON3BAHETO HA YaCTHUSA KoY e Ha [NoTpebutens.

MNMoTpebuten ynoTpebsBa yOOCTOBEPEHMETO M CbOTBETCTBALLATa [BOMKAa KI4YOBE Ha

yAOCTOBEPEHNETO, KaKTo crieasa:

e B CbOTBETCTBME C O3HaYeHaTa B yaocTtoBepeHuneTo Nonutuka "Certificate Policy" n cbrnacHo
atpubyturte ,keyUsage" n ,extendedKeyUsage";

e 32 nonaraHe Ha EeNeKTPOHeH MOoAMWUC WM EeNeKTPOHEH neyaT B paMKMTe Ha cpoka Ha
BanuaHOCT Ha yOOCTOBEPEHUETO;

e MpoBepKa Ha NOMOXEH eNeKTPOHEH NOANUC UMW eNEeKTPOHEH nevyar;

e 10 MOMEHTA Ha nNpekpaTsBaHe Ha Y4OCTOBEPEHMNETO;

e KOraTo YyAOCTOBEPEHMWETO € CMpsSHO, He W3Mon3Ba 4YacTHMSA KIY 3a Cb3gaBaHe Ha
€NeKTPOHEH NOANNC UMW Ha eNeKTPOHEH nevyar;

e cbrmacHo [loroBopa 3a ygoCTOBEPUTENHW YCryrn mexay Hero v [loctaBuuka.

4.5.2 OT poBepsiBaLla ce CTpaHa

1.

2.

My6nnyHuaT kntod B KY, cboTBETCTBALL HA AbpXaHnd oT [oTpebuTenst YacTeH KItod, € NyGrnyHO

AOCTBIMEH 3a BCUYKMW.

Bcsaka posepsiBawa ce ctpaHa, BkntountenHo onepatop B PO/MPC cnegea aa nsnonsea KY u

ny6nuyHms kntod Ha MoTtpebuten, kakTo cneaga:

e B CbOTBETCTBME C O3HaYeHaTa B ygoctoBepeHueTo nonutuka "Certificate Policy" n cbrnacHo
atpubytute ,keyUsage" n ,extendedKeyUsage;

e camoO cnepj NpoBepka Ha cTtaTyca Ha y4OCTOBEPEHMETO M NPOBEpPKA Ha YCbBbPLUEHCTBAHUS
eneKkTpoHeH neyaTt Ha [locTaBuuika;

e [10 NpekpaTtsBaHe Ha yOOCTOBEPEHUNETO;

e KOraTto yAOCTOBEPEHMETO € CrpsHO, NyGnNnuHnAT Koy He TpsbBa ga ce M3nonsea.

4.6 lNopHoBABaHe Ha yaocToBepeHue

1.

2.

MNMogHoBsiBaHeTO Ha KY 3anasea WHopMauuaTa OT TeKywoTO YAOCTOBEpeHue, Kato B
NOAHOBEHOTO YAOCTOBEPEHMNE CE MPOMEHS Nepuoha Ha BanvaHOCT.

KYVYE, KYYEleuaT u KY 3a obnayeHn KEMN/KEMeyaT He ce nogHoBsBa. [NoTpebutensaTt moxe aa
3asBuK u3gasaHe Ha Hoo KY 3a noanuc, 3a nedat unm 3a obnadeH KEM/KElNeuar.
MogHoBsiBaHeTO Ha KY ce npegxoxga OT perucrpupaHe Ha uckaHe 3a NogHOoBsIBAHE npen
PO/MPC.

MogHoesiBaHe Ha KY, KoeTo He e BMMo npekpaTeHo B Nepuoga My Ha BanuAHOCT, MOXe Ada ce
M3NbHM NO ABa Ha4YMHa:

e 3anasBa Ce reHepvpaHaTa ABOVKa KMo4YoBe 3a TEKYLLOTO yaoctoBepeHme (Renew);
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8.

9.

e TreHepupa ce HoBa ABovika kniodoBe (Re-key), KOSATO nogMeHs TekywaTta npu 3annc Ha
noaHoBeHOTO yaoctoBepeHue. MNMogHoBsaBaHeTo ¢ Re-key 6v ooBeno 40 HEBBL3MOXHOCT 3a
AeKpunTMpaHe Ha uWHgopmMaums, KpuntupaHa C NyOnUYHUAT K4 Ha  nNpeguliHusA
cepTudmkar.

NckaHeTo 3a nogHoBsiBaHe Ha y4OCTOBEPEHME Ce peructpupa OHnamH, korato oTtpebutenaT

nma sanmngHo KYKET, koeto Tpsabsa Aa nogHoBw.

Korato ygocTtoBepeHMEeTO € C U3TEKbST CPOK Ha BanuOHOCT M UCKaAHEeTO 3a MOAHOBSIBaHe e

CblMacHO MOCOYEHUTE BpPEMEBU OrpaHUYEHMs U  U3UCKBaHUSA 3a wuaeHTudukauusa npu

nogHossBaHe, MoTpebutensat unu ynbnHOMOLWLEHO OT Hero nuue TpsabBa nMYHO fa nocetu

PO/MPC Ha JocTtaBuuka.

MoTpebuten nnn ynbiaHOMOLLEHO OT HEro nvue MoXe Aa NoAHOBM MHOrokpaTHO csoe KY npwu

cbbntogaBaHe Ha NOCOYEHUTE MO-A0NY YCNOBKSA 3a NOAHOBSABAHE.

[locTaBunKbT He gonycka M3rnoni3BaHe Ha ABOWKAa KIYoBe 3a nepuog, no-ronsMm ot 3 (Tpwu)

FOONHN.

[ocTaBunKbT He npenopbyBa MHOrOKpaTHOTO nogHoBsBaHe Ha KY 4ypes ,Renew" ¢ uen ga ce

HamManm pucka oT KOMNpoOMeTUPaHe Ha YaCTHUSA KoY.

10. JocTtaBumKkbT NpenopbyBa Ha [NoTpebuTtens ga nogHOBM CBOE yOoCTOBEpPEHMe vpes ,Re-key”.

4.6.1 YcnoBus 3a nogHOBsIBaHe Ha yAoCTOBepeHue

1.

PO/MPC we nogHosu eaHo KY ypes ,Renew" npu cbbniogaBaHe Ha crniegHUTe ycrnoBus:

e yOOCTOBEPEHMETO HE € NpeKpaTeHo B Nepmoga My Ha BanuaHocT;

e [loTpebuten wunuM ynbAHOMOLWLEHO OT HEero nuue Jaeknapupa, 4Ye HaMa npoMsHa B
yaocToBepeHaTa MHopmMauus B TEKYLLLOTO My YOCTOBEPEHUE;

e VCKaHe 3a nogHoBsiBaHe e HanpaseHo Ao 30 AHM Npeau unu cneg M3Tu4aHe Ha nepuoaa Ha
BanMaHOCT Ha YAOCTOBEPEHNETO;

e CTPOro M3nbiHsBa WAEHTUMUKAUMSATA M YCTaHOBSIBA MAEHTUMYHOCTTA Ha 3asButens u
cbbntogaBa NOCOYEHNTE BPEMEBM OrpaHNYeHNs Npu NOAHOBSBAHeE.

PO/MPC we nogHoBu egHo KY ypes ,Re-key" npu cvbniogaBaHe Ha cnegHuTe ycrnoBus:

e yOOCTOBEPEHUETO HE € NpeKpaTeHO B CPOKa My Ha BanuaHOCT;

e [loTpebuten wunuM ynbAaHOMOLLEHO OT HEero nuue Jaeknapupa, 4Ye HaMa npoMsiHa B
yAOCTOBEpPeHaTa NHGOPMaLMs B TEKYLLOTO My YAOCTOBEPEHNE;

e /CKaHe 3a nogHoBsiBaHe e HanpaseHa o 30 AHM npeau unu cneq u3TM4aHe Ha cpoka Ha
BanuMaHOCT Ha YAOCTOBEPEHNETO;

e CTPOro u3nbiiHABa MaeHTUUKaAUMUSATA U YCTaHOBABAHE Ha MAEHTMYHOCTTA Ha 3asBuTens u
cbbntogaBa NOCOYEHNTE BPEMEBM OrpaHNYeHNs Npu NOAHOBSBAHE;

BbB BCMYKM cnyyaun, korato nma npomsiHa B yaocToBepeHaTta nHdopmaums 3a MNotpebutens Ha

TEKyLOTO YAOCTOBEPEHME, NOCNEAHOTO HEe NOAMEXM Ha NOAHOBABaHe, a [locTaBuMKbT M3gaBsa

HOBO yJOCTOBEpPEHME.

4.6.2 Kou moxe aa 3asBM NogHOBSIBaHe Ha yAOCTOBepeHue

1.

MoTpebuTen unNM YyNbIHOMOLLEHO OT HEro nuue MoXe [Ja 3asiBu NoAHOBsIBaHe Ha
YOCTOBEPEHMETO NpU CbONoAaBaHe Ha BPEeMEBUTE OrpaHUYEHUs, M3UCKBAHMSA U YCNoOBUS 3a
noaHoOBsIBaHe.

4.6.3 lpouenypa no nogHOBsIBaHe Ha yAOCTOBEpeHUe

1.

2.

MopHoBsiBaHeTOo Ha KY ce npegxoxga OT perncrpupaHe Ha MckaHe 3a MOAHOBABaHe npen
PO/MPC Ha JocTtaBuuka.

VMckaHeTo 3a nogHOBABaHE Ha YAOCTOBEPEHME Ypes eNlekTPoHHa 3asiBka ce yaoctosepsiea ¢ KET.
B cnyyan, 4e ynocToBepeHMETO, KOETO Ce MNOAHOBABA € C M3TeKbS&l CPOK Ha BanuaHoOCT,
MoTpebutenat mnn ymbrHOMOLLEHO OT Hero nuue Tpabsa ga nocetn nuyHo PO/MPC Ha
Hoctaeunka. PO/MPC cTtporo cnefsa msnckBaHusiTa 3a MaeHTuduMKaums u yctaHoBsiBaHe Ha
NMOEHTUYHOCT Ha 3asaBUTENd 1 Ha yCnoBuaTa 3a NOgHOBSBAHE.

Cnep ycnewHa waeHTUdMKaLMA W NpoBepka Ha ycnoBusTa 3a nogHoBsaABaHe, PO/MPC
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6.

noTBbPXKAAaBa NCKAHETO 3a NoAHoBABaHe nped onepatmeHus YO Ha [locTaBumka.

Cnen ycnewHa enektpoHHa aBTeHTUdUKauua Ha PO/MPC 4ypes oTopuaupaHusi onepartop,
onepaTtuBHunda YO nanbiHsaBa NOTBbPAEHOTO NCKAHE 3a MOAHOBSIBAaHE Ha Y4OCTOBEPEHMUETO.
Mpn HeycnewHa wugeHTUdUKAUMA UM NpoBepka Ha ycnoBusTa 3a nogHossiBaHe, PO/MPC
OTXBbpPnsi UCKaHeTO 3a NOAHOBSABaHE Ha yOOCTOBEPEHNETO U He3abaBHO M3BeCTsIBa 3asBUTENS
3a npuynHaTa.

3asaBuTEN C OTXBBLPIIEHO UCKaHE 3a NOQHOBABAHE, MOXe Aa 3asBu nsgasaHe Ha HoBo KY.

4.6.4 WU3BectsAiBaHe Ha lNoTpebuTten cnea nogHoBsIBaHe Ha yAOCTOBEpPeHue

1.

2.

HocTaBunkbT, upesd Cnyxbata 3a ussectaBaHe Ha [MoTpebutenn Ha yaoCTOBEPUTENHU YCNyru,
He3abaBHO nsBecTdBa [loTpebuTens Ha NOQHOBEHOTO U NyONNKyBaHO yOOCTOBEPEHME.
Cnyxb6aTa 3a u3BecTtaBaHe manpawa go [otpebutensa enekTpoHHO M3BECTME MO UMEWNN Unn
push-HoTUdMKaUMA Ha MOBUIMHOTO NpunoxeHue ¢ MHdopmauus 3a nsgageHoto KY, HeroBus
CepueH HOMep 1 nepuoga Ha BanuMaHOCT Ha NOAHOBEHOTO yaocTtoBepeHue u agpeca (URL), ot
KOWTO MOXeE Aa AOCTaBU NOOHOBEHOTO yOOCTOBEPEHME.

Korato 3asButensaTt 3a nogHoBsiBaHe Ha yaoctoBepeHue nocewaBa PO/MPC, lMotpebuten
nony4aea NOAHOBEHOTO YAOCTOBEPEHNE OT OTOPM3NPAHMS onepaTop, KOUTO Npu HeobxoaumocT
ro 3anucsa Ha B-Trust QSCD, B KOeTO e reHepupaHa gBovikaTa Kpuntorpadgckm Kniovose 3a
yOOCTOBEPEHMETO.

MoaHoBeHo KY 3a obnadeH KEI He ce poctaBs Ha [loTpebutensi, camo ce 3anucea B
noTpebuTenckna  akayHT, CbOTBETCTBAll, Ha  acouuMmMpaHoTo C  Hero  MoOunHO
npunoxeHme/MmobuHo yCTpoOnCTRO.

4.6.5 ly6nukyBaHe Ha NOAHOBEHO yAOCTOBEpPEHUe

1.

[ocTtaBumkbT, Ypes onepatuBHus YO nybnvkyea He3abaBHO MOAHOBEHOTO YAOCTOBEpPEHVEe B
MyGnuYHMSA perncTup.

4.7 lMopmsiHa Ha ABOMKa KpunTtorpad)CKu Kno4yoBe B yA4OCTOBepeHue

1.

[ocTtaBunkbT gonycka noaMsaHa Ha kpuntorpadpcka asounka kniodose B KYKEI upes ,Re-key",
camo rnpu cnasBaHe Ha M3UCKBaHUATA M Ha YCNoBusTa 3a NOAHOBSABAHE HAa yAOCTOBEPEHNE MUnun
KaTo usgane HoBO YAOCTOBEPEHME.

4.8 [pomsiHa B ynocTtoBepeHue

1.

2.

3.

[ocTaBunkbT gonycka NPOMEHM B CbAbPXXaHMETO Ha MHopMaunsa B n3gageHo m nybnukysaHo
KY camo npu cnassaHe Ha M3NCcKBaHMSATa U Ha YCNOBUSTa 3a U3gaBaHe Ha HOBO YOCTOBEPEHME.
[ocTtaBunkbT He gonycka rnpomsaHa B npoduna Ha KY, cneunduumpan B MNonutukata 3a ToBa
yOOCTOBEpPEHHME.

HoctaBunkbT He npegnara ycnyrata "Moaudukaums Ha ypoctoBepeHue" (Certificate
Modification).

4.9 [lpekpaTtsiBaHe U cnupaHe Ha yaoCcToBepeHue

1.

2.

Ha npekpaTtsiBaHe noanexart caMmo BanvaHu yaoCTOBEPEHUS, T.€. yAOCTOBEPEHNS, YANTO CPOK Ha
BanMaHOCT HE € U3TEKbI.

Mpu npekpaTaBaHe Ha yAOCTOBEPEHNETO Ha onepaTtmBHUA YO 3a usgaBaHe v nogabp)KaHe Ha
KY, BencTBmMeTo Ha BCMYKM U3gageHn OT Hero 1 BanuaHu YAOCTOBEPEHWS Ce NpekpaTsBa.

Camo onepatmeHuaT YO, mM3gan yaoCTOBEpPEHME, MOXE Ada Mpekpatu AEeNcTBMETO Ha ToBa
yOOCTOBEpPEHHUE.

AKO nNpekpaTsaBaHeTO € crieacTBMe OT onepaTopcKa rpeLuka unn crnegctene ot KOMNpoMeTMpaHe
Ha onepaTMBEH YacTeH koY Ha [locTaBumnka, 4OBENW A0 NpekpaTsBaHe Ha y4OCTOBEPEHMETO Ha
onepaTtusHuda YO, [locTaBumKbT LWe n3gage 3a CBOsi CMETKa EKBMBANEHTHO YOOCTOBEPEHME.
Ycnyrute no ynpaeneHne Ha npekpaTsaBaHe 1 cnupaHe Ha AEeNCTBUETO Ha YAOCTOBEPEHME Ca Ha
pasnonoXeHne OEHOHOLWHO, 7 AHW B ceamuuarta. 3a CnewHo cnupaHe Ha AEeWCTBMETO Ha
yooctoBepeHune (Hanpumep, nsrybeHo/otkpagHato QSCD ycTponcTBO MM MOBUITHO YCTPOMCTBO
¢ MoBUNHO npunoxeHune) e Heobxoanmo ToBa Aa ce 3aaBu Ha TenedoH: 0700 199 10.
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Mpwn cpuB B cuctemarta, ycnyrute unu apyru akropu, KoMto ca u3sbH KoHTpona Ha YO, OKYY
nonara MakCMmarnHu ycunus, 3a Aa rapaHtupa, 4e ycriyrata He nuncea 3a nepuog, no-Abbr ot
MakcMmarHus nepuog ot Bpeme, KonTo B criyvasi e 3 (Tpu) yaca.

BpemeTo B cuctemnte, CBbp3aHM CbC CNMpaHe W MNpekpaTaABaHe Ha YOOCTOBEPEHUsa ce
cuHxpoHuaupa cnpamo UTC noHe BeaHBbX Ha 24 yaca.

4.9.1 YcnoBwus 3a npeKkpatsiBaHe Ha yaoCToOBepeHune

1.

[ocTaBunkbT Npekpatasa nsgageHo ot Hero KY npu:

e CMBPT WNK NocTaBsHe noA 3anpeleHne Ha [oTpebuten ¢ npekpatsaBaHe Ha PUANYECKO
nuue Ha lMoTtpebutens;

e rpekpaTtaBaHe Ha NpeacTaBuTeNHaTa BnacT Ha [loTpebuTtens cnpsMo puManYECKOTO nuue,

KOeTo npeacTaBnsiBa;

yCTaHOBSIBaHE Ha HEBEPHW AaHHU NpU U3faBaHe Ha YAOCTOBEPEHUETO;

CTaHana BMnOCMneAcTBME HEBSIPHA yOOCTOBEpPEHa NHpopMaums;

npv NpomMsiHa B YAOCTOBepeHa Beve nHdopmauus Ha Motpebutens;

KOMNpoMeTMpaHe Ha YaCTHUS KIou;

3ary6a Ha B-Trust QSCD unu mobunHo ycTponcTBO C MHULMANn3npaHo/akTMBnpaHo MobunHo

npunoxexue nnu 3anuyaesaHe (delete) Ha MOBGMNHOTO NpUNoOXeHne B MOBUNHOTO YCTPOWCTBO;

e 3abaBa B 3annallaHeTo Ha AbIDKUMO Bb3HarpaxaeHue;

e VCKaHe 3a npekpaTsaBaHe, crnej Kato ce yBepu B CaMOSIMYHOCTTa M B NpeacTaBuTenHarta
BnacT Ha NoTtpebuTtens.

HocTtaBunkbT npeanpuema He3abaBHO npekpaTsaBaHe Ha AEWCTBMETO Ha m3gageHoTto KY npwu

BCAKO €4HO OT NOCOoYeHUTEe Nno-rope obcTosTencraa.

[ocTaBunKbT NpekpaTaBa n3ganeHnTe oT Hero yaoCTOBEPEHUS, ako NpekpaTn AenHocTTa cu 6e3

Aa s NPexXBbpnvn Ha ApYr 4OCTaBYMK.

[ocTaBunKbT MOXe da crnpe u npekpaTtn ygoctoBepeHne Ha YO oT nHdpacTpykTypaTa, ako ca

Hanuue OCHoBaTENHN CbMHEHMS 3a KOMMNPOMETUPAHE Ha YaCTHUS KoY Ha TO3M OpraH.

4.9.2 lpoueaypa 3a npeKkpaTsiBaHe Ha yaocToBepeHue

1.

2.

MpekpaTaBaHe OENCTBMETO Ha yOOCTOBEPEHME Ce npeaxoxaa OT perucTpypaHe Ha uckaHe 3a
npekpartsisaHe npeg PO/MPC Ha [JocTtaBuuka.

NckaHeTo 3a npekpaTsiBaHe Ha y4OCTOBEpPEHME MOXe [a Ce perumctpupa eneKkTpoHHO, caMo
korato [loTpebutens mma (gpyro) BanMAHO M OOCTLMNHO 3a Mon3BaHe yaoctoBepeHue. B
NPOTUBEH Criy4aln ce NpaBu UCKaHe Ha MSCTO Npea oTopusnpaH onepatop B MPC.
MpekpaTaBaHETO Ha yAOCTOBEpPEHNE Ype3 UCKaHe MO enekTpoHeH cnocob ce yaoctoBepsiBa C
nonaraHe Ha sanugeH KEM, cboTBeTCTBaLY, HA BanuaHo ygoctosepeHune Ha MNoTtpebutens.
OTtopusumpanuat onepatop B PO/MPC He3abasHo, 6e3 aa ngeHtuduumpa Notpedbutens, cnupa
OEenCcTBMETO Ha yOOCTOBEPEHMETO 3a HE noeeye oT 48 vaca.

BbB Bcuykm criyyaum, Motpebutensart unu ynbrnHOMOLLEHO OT Hero nuue Tpsabsa ga nocetn NUYHO
PO/MPC Ha [ocTtaBuvMka 3a nocnejBallia npoBepka Ha WOEHTUYHOCTTA, PECMNEKTUBHO
CaMOfMYyHoOCTTa My.

PO/MPC cTporo cnegsa usnckBaHuATa 3a MAeHTUMUKALUUA U YyCTaHOBABAHE Ha WOEHTUYHOCT,
pecnekTUBHO CaMONNYHOCT Ha MoTpebutensa n NnpuynHUTE 3a NpekpaTsiBaHe.

Cnen ycnewHa enektpoHHa aBTeHTudukauua Ha PO/MPC 4ypes oTopuaupaHus onepartop,
onepatmBHus YO n3anbrHaBa NOoTBbpAeHaTa 3asiBKa 3a NpekpaTsaBaHe Ha yaOCTOBEPEHMETO.
Mpn HeycnewHa uaeHTUUKaAUMA W NpoBepka Ha ycnosuaTa 3a npekpatasaHe, PO/MPC
OTXBbLPMS MCKAHETO 3a npekpaTdBaHe Ha YAOCTOBEpPEHMEeTO U He3abaBHO W3BeCTHABaA
MoTpebutens 3a npuynHUTE 3a TOBA.

MoTpebuten, c OTXBbPMEHO NCKaHe 3a NpekpaTsiBaHe Ha yAOCTOBEPEHNE, MOXe Aa nofaae HOBO
NCKaHe 3a MpekpaTsBaHe Ha yOOCTOBEPEHWETO, Chnef KaTto OTCTPaHU MOCOYEHUTE MPUYUHKU 33
oTKasa.

10. Cnepn npekpaTaBaHe Ha yaocToBepeHneTo, [locTaBumkbT, Ypes cBos onepatmeeH YO, He3abaBHO
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ny6nukyBa npekpateHoTo yaoctoBepeHue B CRL, kaTo n3gasa HOB CMIUCHK.

11. Cnen npekpatsiBaHe Ha ypoctoBepeHueTo, [octaBumkbT, yYpe3 Cnyxbata 3a msBecTsBaHe
He3abaBHO yBegomsiBa [loTpebutens upes e-menn wunu push-Hotudukaumsa Ha MOOMMAHOTO
YCTPOMCTBO/MOBMITHOTO NPUIOXEHNE HA MPEKPaTEHOTO YAOCTOBEPEHME.

12. MNpekpateHo ypoctoBepeHne Ha [loTpebuten He nognexu Ha Bb30OHOBABAHE WNM Ha
noaHoBsIBaHe.

13. ocTbn OO MCKaHeTO 3a npekpaTsBaHe UM OTY4eTUTE OT M3MbIHEHUETO Ha npekpaTaBaHe Ha
yOOCTOBEpPEHME MMAT OTOPU3MpPaHU Nuua oT nepcoHarna Ha [JloctaByuka.

4.9.3 [patuceH nepuop npeau npeKkpaTtaBaHe Ha yaocToBepeHune

1. lNpeaon pa npekpatu genctemeTo Ha BanugHo KY, [octaBumkbT 4pes ceos PO/MPC cnupa
OENCTBMETO Ha YOOCTOBEPEHNETO 3a He NoBeYye OT 24 vyaca.

2. B pamkuTe Ha TO3M rpatuceH nepuopg, octaBunkbT, ypes ceos PO/MPC, TpsabBa na ussbpLum
BCUYKM MPOBEPKM 3a yCTAHOBSBaAHE Ha MAEHTMYHOCTTA Ha [MoTpebuTtena n Ha npuynMHUTE 3a
npekpaTaBaHe.

3. lMpn HeycnewHa npoBepka WM crnej u3TMYaHe Ha rpaTtucHus nepuog, [ocTaBuMKbLT
Bb30OHOBABA AENCTBMETO Ha YAOCTOBEPEHNETO.

4. [ocTtaBumkbT Bb30OHOBsIBA [OENCTBMETO Ha YOOCTOBEPEHMETO MO M3PUYHO WCKaHE Ha
MoTpebutensa unm ynbAHOMOLLEHO OT HEero nvue npean aa natede rpaTUcHUS nepuoa.

4.9.4 Bpeme, 3a KoeTO YaocTtoBepsiBal, opraH TpAbOBa Aa M3NbIIHM MCKaHe 3a
npeKkparsiBaHe

1. [ocTaBuukbT TpsibBa Oa M3MbIHM MCKaHe 3a MNpekpaTsiBaHe Ha y4oCTOBEepeHWe 3a nepuog oT
BpeMe, He MOo-TofiiM OT MOCOYEHUs rpaTUCEH Nepuoa M caMo cried YChnewHo 3aBbplieHa
npoBepKa Ha yCcrnoBusiTa U Ha NPUYNHUTE 3a NpekpaTsiBaHe.

4.9.5 N3uckBaHMA KbM [loBepsiBallM ce CTpaHM 3a nNpoBepkKa Ha npekpaTeHo
yAocToBepeHue

1. Bcsika [JoBepsiBalwia ce cTpaHa npuema usgageHo ot [loctaBumka KY camo cnep ycnewHa
npoBepKa Ha cTaTyca Ha yaocToBepeHmeTo Ypes aktyanHusa CRL unmn ypes npoBepka Ha TekyLmns
cTaTyC Ha yaocToBepeHneTo B peanHo Bpeme ype3 OCSP cbpBbpa Ha [JocTaBumka.

2. J[lOCTaBYMKBT HE HOCU OTTOBOPHOCT 3a@ HAaCTbMWIM BPEAW U MOCNEACTBUS OT HEU3MbITHEHME HA
NOCOYEHUTE N3NCKBAHWS.

4.9.6 YecTtoTa Ha NnyONMKyBaHe Ha akTyaneH CnucbK Ha NpeKkpaTeHn ya0CTOBEPEHUA

1. [HocTaBuukbT, Ypes cBos onepaTtuseH YO, nybnvkysa He3abaBHO HOB akTyaneH CRL, Bcekun nbT
KoraTo ce npekpaTtu AenUcTBMeTo Ha BanngHo KY, nagageHo ot TO3u opraH.

2. [octaBuukbT, Ypes cBod onepatmeeH YO, nybnukysa nepunogmyHo aktyaneH HoB CRL cbc Cpok
Ha BanugHocT 1 mecel,

3. CpokbT Ha BanMaHOCT 1 MeceL, Baxu 3a BCeku nybnukyBaH HoB akTyaneH CRL Ha onepaTtnBHUS
YO.

4.9.7 lNy6nukyBaHe Ha aKkTyarneH CnNMCHLK Ha NpeKpaTeHU yaoCcToBepeHUst

1. [HocTtaBunkbT cBOeBpeMeHHO nybnukysa aktyaneH CRL cneg asTomaTuyeH 3anuc Ha
npeKkpaTeHo unm CnpsiHo yaoCTOBEPEHUE.

2. TlybnukyBaHeTo Ha akTyanHusa CRL e aBTomatuyHo.

4.9.8 Bb3MOXHOCT 32 NpoBepKa Ha cTaTyC Ha yAOCTOBepeHMe B peasriHO Bpeme

1. [ocTtaBuymKbT NpegocTaBst OHNarH nposepka B peanHo Bpeme no OCSP npoTokon Ha cTaTyca Ha
n3pgagenute KY.

4.9.9 WU3sncksaHuA 3a nonsBaHe Ha OCSP

1. lpoBepka Ha ctaTyc Ha KY B peanHo Bpeme (no OCSP npoTokon) usnckea ga ce v3nonssa
HeobOxoAuMaTa TEXHUKa M TEXHONOrMMW, KakTo M OHnamH goctbn npe3 WHtepHet go OCSP
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cbpBbpa Ha [JocTaByuka.
2. TpoBepka Ha ctaTtyc Ha KY B peanHo Bpeme (no OCSP npoTokon) MOXe Aa ce U3NbIHU U Npe3
MHTepHeT cTpaHuuaTa Ha [locTaBumka.

4.9.10 CurnacyBaHe Ha uHdopmauusta B CNMCHK Ha npeKkpaTeHn yaoCTOBEepPEHUs U
OCSP

1. Tovrkarto [JocTaBunKbT NoadbpKa ABa MeTo4a 3a MpoBepKa Ha cTaTyc Ha yaoctoBepeHue (OCSP
n CRL) cbiecTByBaT npoueaypu 3a nogabpykaHe Ha €4HaKBOCT Ha MHdopMaumsiTa 3a cTaTyc.
2. WVIHdopmaLums 3a cTaTyca Ha yaoCTOBepeHWe ce akTyanusmpa Han-Hanpeq no OCSP, cnepf koeTo
Ce CUHXpOHM3Mpa W cboTBeTHMA CnMCbK Ha npekpaTeHn ypocTtoBepeHus. Pasnukata B
NMHopMaumaTa 3a cTaTyca Ha ygoCTOBepeHMe uma nepuo Ha yeaHakesiBaHe B 3aBUCUMOCT OT
YpocTtoBepsiBalLms opraH, nsgaeall CboTBeTHUSE CNNCHK Ha NPeKpaTeHN yaoCTOBEPEHUS, KaKTO
cnepnga:
e 3a B-Trust Root Qualified CA n B-Trust Root Advanced CA — nepuoa Ao 2 vaca;
e 3a B-Trust Operational Qualified CA n B-Trust Operational Advanced CA — nepvoa go 2
MUHYTW.

4.9.11 YcnoBusa 3a cnupaHe Ha yaoCTOBepeHue

1. HocTtaB4yMkbT, Ypes cBosi onepaTueeH YO, cnnpa genctBneTo Ha BanuaHo KY npu onpegenexHn
YCNoBKs 1 3a CPoK Ao 24 vaca.

2. [octaBuyuKbT Npeanpuema He3abaBHM OENCTBUS NO UCKAHETO 3a CNUpaHe Ha YOOCTOBEPEHNME.

3. 3a BpemeTo, Npe3 KOeTo YOOCTOBEPEHMETO € CMPSHO, TO Ce cyYMTa 3a HeBarMgHO U BCUYKU
€NeKTPOHHM NOANUCU, MPOBEPSIBAHN C TOBA YOOCTOBEPEHME Ca HEQENCTBUTENHM (HEBANUOHN).

4.9.12 Kon moxe Aa 3asaBU UCKaHe 3a CupaHe Ha yaoCTOBepeHune

1. [ocTaB4yMKbT Cnupa u3gageHo OT HEro BanvaHO yOOCTOBEPEHME aKo:

e MOCTBbMN UckaHe Ha MoTpebuten unm ynbiaHOMOLLEHO OT HEro nuue, 6e3 Aa e OiTbXeH aa ce
yBEPU B UAEHTUYHOCTTA UMK B NpeAcTaBuTeNHaTa My BMacT,

e MOCTBMN MCKaHe Ha Nnuue, 3a KoeTo crnopen obcToaTencreaTa € BUAHO, Ye MoXe Aa 3Hae 3a
HapyLEHNSA Ha CUFYpPHOCTTA Ha YaCTHUS KoY, KaTo NpeacTaBuUTern, CbOPYXKHUK, CAYXUTEN,
ap.;

e nocTbnu nckaHe Ha KPC;
uMma pelwieHne Ha npegcenartens Ha KPC, korato e Hanuue HenocpeacTBeHa OnMacHoOCT 3a
WHTEPEeCcUTE Ha TpeTu fvMua UMM MpyM HannuMe Ha OOCTaTbYHO AAHHWM 3a HapyLleHue Ha
3EJEYY.

4.9.13 Mpoueaypa 3a cnupaHe Ha yaocToBepeHue

1. CnupaHe OencTBMETO Ha yAOCTOBEPEHME Ce NPeaxoXaa OT perncTpmpaHe Ha UckaHe 3a cnvpaHe
npeg PO/MPC.

2. VckaHeTo 3a cnvpaHe Ha YAOCTOBEpEeHe MOXe [ia Ce pernctpmpa vypes eneKkTpoHHa 3asiBka nnm
ce npaBu UckaHe npea otopuanpaH onepatop B MPC Ha [docTtaBuuka.

3. WckaHeTo 3a cnvpaHe Ha yaoCTOBEpEHMe Ypes enekTpoHHa 3asBka ce ygoctosepsiBa ¢ KEI (nnu
YEM) unu obnadveH KEI.

4. Otopusupanunat onepaTtop B PO/MPC HesabasHo, 6e3 aa naeHtuduumpa Notpebutens, cnvpa
AenCTBMEeTO Ha ygocToBepeHueto. CnupaHeTo Ha YAOCTOBEPEHWETO Ce U3BbpliBa 4pes
BPEMEHHOTO My BMMCBaHE B CNCbKAa Ha NpekpaTeHnTe yaA0CTOBEPEHWS, CbIMacHo Yn. 26, an. 5
ot SEOEYY.

5. Cnep ycnewHa enekTpoHHa aBTeHTUUKauua Ha oTtopuanpaHus onepatop B PO/MPC,
onepaTneHus YO n3nbrHABa NOTBbpAeHaTa 3as8Bka 3a CnvpaHe Ha yaOCTOBEPEHUETO.

6. PO/MPC He moxe Aa OTXBbpNS UCKaHETO 3a CnvpaHe.

7. Cnepn cnvpaHe Ha ygocTtoBepeHueTo, [ocTaBumkbT 4pe3 cBos onepaTtmBeH YO HeszabasHO
nybnukyBsa crnpsHoTo yaoctoBepeHne B CRL ypes nspasaHe Ha HoB CRL.

8. Cnep cnupaHe Ha ypoctoBepeHueTo, [ocTaBumkbT upe3d cBosita Cnyxba 3a m3BecTaABaHe
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He3abaBHO yBegomsiBa [loTpebutens ypes e-menn wunm push-HoTudpmkauna Ha MOBUNHOTO
YCTPOMWCTBO Ha CNPSIHOTO YAOCTOBEPEHUE.

4.9.14 OrpaHuM4yeHue Ha nepuoaa Ha cnMpaHe Ha yaocToBepeHue

1.

2.

[ocTtaBunkbT cnvpa gencrtemeto Ha KY 3a nepmoa Ao 24 yaca OT nosiydyaBaHe Ha MCKaHETO 3a
crnnpaHe.

[ocTaBunkbT BpeMeHHO cnupa [0 24 vaca [JeucTBMeTo Ha YOOCToBepeHue, npeau
npekpaTsiBaHETO My.

4.9.15 Bb306HOBsIBaHe AeMCTBMETO Ha CNPSAHO yAOCTOBEpPEHUe

1.

2.

[ocTaBunkbT Bb30OHOBSIBa 4ENCTBMETO Ha cnpsiHo KY:

e [0 24 yaca cnep HeroBoTo Cnupaxe;

e crepj KaTo nsteye cpoka 3a cnvpaHe (24 yaca) 1 He e NOCTLNUMO UCKaHe 3a NpekpaTsBaHe;

e Cnea KaTto oTnagaHe OCHOBAHWETO 3a CnupaHe, Npeaun ga ustede nepmoaa Ha CnupaHe;

e o uckaHe Ha lNotpebutens, cneg kato [JoctaBunkbT, cboTBETHO KPC ce yBepu, 4e Ton e
y3Han npuvyMHaTta 3a CnMpaHeTo, KakTo U 4Ye UCKaHEeTO 3a Bb30OHOBSIBAHE € HanpaBeHo
BCreACTBME Ha y3HaBaHETO.

Cnen Bb306HOBSAABaHE Ha yOOCTOBEPEHUE, MOCNEAHOTO Ce cumTa 3a OENCTBUTENHO.

4.9.16 Npouenypa 3a Bb30O6HOBsIBaHe Ha 4ENCTBUETO Ha yAOCTOBepeHue

1.

2.

PO/MPC B1b306HOBSsIBa cnpsiHO KY crieq KaTto nony4yn nckaHe 3a Bb300OHOBsABaHe oT [loTpebuTens
N creq ycnewHa npoBepka 3a naeHTudukaums.

PO/MPC Bb306HOBSBa CNpPsIHO yOOCTOBEPEHME Crneq KaTo Nosy4ym MMCMEHO pasnopexaaHe Unm
nucmeHa 3anoBeg oT KPC, cboTtBeTHO Ha npeacepatens Ha KPC 3a Bb3oOHOBsIBaHE Ha
yAOCTOBEPEHNETO.

PO/MPC He3abaBHO Bb30OHOBsIBa CMpsSIHO Y4OCTOBEPEHME Crneq KaTo M3Tevye HOpMaTUMBHUS
nepvoa Ha cnupaHe.

BbB BCuukn cnydaum, npouenyparta no Bb30oOHOBSABaHE M3BaXda CrNpsSHOTO y4OCTOBEpPEHME OT
Tekywms CRL v nybnukysa HoB CRL.

4.10 CtaTyc Ha yaocToBepeHue

1.
2.

Bcunukn gencteutenHu KY, konto [loctaBumkbT n3gasa ce nybnukysat B [y6nunyHusa pernctsbp.

Bcsako nybnukyBaHo yaoctoBepeHue B Pernctbpa e:

e CbC CTaTyC ,BanngHo" - nepnoabT Ha BanuaHOCT, MOCOYEH B YAOCTOBEPEHMETO HE € U3TEKDb
KbM MOMEHTa Ha NpoBepKa Ha cTaTyca;

e CbC CTaTyC ,HEBaANUAHO" - NEPUOABLT HA BanvMaHOCT, NOCOYEH B YOOCTOBEPEHMETO € U3TEKb
KbM MOMEHTa Ha NpoBepKa Ha cTaTyca.

Becunuku npekpateHn ygoctoBepeHus ce BkntousaT B CRL, konto ce nybnukysa nepnogmyHo unm

He3abaBHO cnej NPoMsaHa Ha CTaTyC Ha y4OCTOBEPEHME.

EnemeHtsT B CRL, CbOTBETCTBALL, Ha CApsSHO/NpPeKpaTeHO YAOCTOBEPEHME ChbaobpKa aTpubyT,

KOWTO yKa3Ba npuynHaTta 3a npekparsasaHe Ha yaoctoBepeHuneTo (,CRL Reason").

CnpsiHo yaoocTtoBepeHune ce BkntodBa B CRL go HeroBoTo Bb3o6HOBABaHe n aTpmbyTsT ,,CRL

Reason" B cboTBeTCTBaWMS My enemeHT oT Cnncbka e cbe 3HadeHue ,certificate Hold".

Cratyc Ha ygocTtoBepeHune, nposepsiBaH Ype3 CRL-mexaHn3bMm (4pe3 CnmchbK Ha npekpaTeHu

yOoOCTOBEpEHNS), ce onpeaens oT 3HavyeHneTo Ha atpmbyTta ,CRL Reason".

Cratyc Ha ygoctoBepeHue, nposepsaBaH ype3 OCSP-mexaHn3bm (Ype3 OCSP npotokon), ce

onpegens OT 3HadeHuneTo response Status" B oTroBopa, nonydeH ot OCSP cbpBbpa, KakTo

cnepga:

e ,good"- yOOCTOBEPEHNETO He e chnpsiHO/MpeKkpaTeHo, HO He YTBbpXAaBa, Ye BPEeMEeTO Ha
OTroBOpa € B paMKuTe Ha nepuoaa Ha BanngHoOCT Ha TOBa y4OCTOBEPEHUE;
.revoked"- yqocToBepeHNeTO e NpeKkpaTeHo nnmn BpeMeHHo cnpsiHo (on hold);

e unknown"- OCSP cbpBbpa HAMa MHpOpMauus 3a ToBa yOgoCTOBepeHue (Han-BepOsiTHO
yOOCTOBEPEHNETO € u3ganeHo ot Apyr [loctaByuk).
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4.11 MNpekpaTsaaBaHe Ha AOroBOp 3a yAOCTOBEPUTESTHU yCnyrun

1. [oroBopbT 3a yAoCTOBEPUTENHN yenyrn mexxay [loctaBunka n MoTpebuTtens ce npekpaTtssa crneq
N3TUYaHe Ha cpoka Ha BanvMAHOCT Ha NOCneaHoTO U3aadeHo yaoCTOBEPEHUNE, NpeKpaTsiBaHe Ha
BCUYKM BanuaHW YOOCTOBEPEHMsI MO TO3W [OroBOp, WU Ha [APYro OCHOBaHWe, MOCOYEHO B
aorosopa.

4.12 Bb3cTaHOBSABaHe Ha Kn4yoBe

1. [HocTtaBuyukbT He npeanara ycnyrata "EckopTvpaHe Ha KoY 1 Bb3cTaHoBsIBaHe Ha knoy" (Key
Escrow and Key Recovery).
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5 CPEOCTBA, YNPABJIEHUE U ONEPATUBEH KOHTPOI

5.1 ®uUsn4eckn KoOHTpon

1.

2.

JocTaBunkbT ocurypsiea msmyecka 3alimta U KOHTPOS Ha OOCTbMNa Ha NOMELWEeHUATa, Kb4eTo
MMa MHCTanMpaHn KpUTUYHW KOMMOHEHTU Ha MHppacTpykTypaTa Ha B-Trust.

KpuUTu4HM KOMNOHEHTU Ha HdpacTpykTypaTa B-Trust Ha [locTaBumka ca:

e bBasos YO ,B-Trust Root Qualified CA";

basos YO ,B-Trust Root Advanced CA”;

OnepatumeeH YO ,B-Trust Operational Qualified CA";

OnepatumeeH YO ,B-Trust Operational Advanced CA”

PerucTtpupaly opran;

My6nuyeH perncrop;

OpraH 3a nsgaBaHe Ha kBanuduumpaHn enekTpoHHn BpemeBu nedaTtun ,B-Trust Qualified
Time Stamp Authority";

RQSCD B nnatdopma 3a ObnaveH KETT;

OCSP cbpBbp ,B-Trust Root Qualified OCSP Authority";

OCSP cbpBbp ,B-Trust Qualified OCSP Authority";

OCSP cbpebp ,B-Trust Root Advanced OCSP Authority";

e OCSP cbpBbp ,B-Trust Advanced OCSP Authority".

WHdpacTpyktypata B-Trust Ha [JocTtaBumka e chmsmdeckm n normdeckm obocobeHa uM He ce
nanonasa npw gpyru genHoctu, konto ,6OPUKA” ALl ocbLiecTBsaBa.

5.1.1 lNMomeweHNA N KOHCTPYKLMA Ha NOMeLleHUsTa

1.

JocTaBuMKbT pasnonara CbC CreuManHo KOHCTpyMpaHO W 000opyaBaHO MOMeELLeHne C
eneKkTpoOMarHnTHa 3allmTa U Ha-BUCOKa CTeMNeH Ha KOHTPON Ha OM3MYECKN AOCTLM, B KOETO Ce
nomewaBaT YO Ha [locTaBuYMKa U BCUYKUTE LleHTparnHn KOMNOHEHTU Ha MHAppacTpykTypaTta — ,B-
Trust Root Qualified CA®, ,B-Trust Operational Qualified CA”, ,B-Trust Root Advanced CA®, ,B-
Trust Operational Advanced CA”.

5.1.2 ®Pusnyeckm gocrtoun

1.

2.

®dU3nMYecKMAT 40CTBN A0 CNeUMann3nMpaHoTo NoMeLLeHe Ce KOHTPONMpa OT CUCTEMM 3a KOHTPON
Ha JocTbna, BUAeoHabnioaeHne, CUrHanHo-m3BeCcTUTENHN CUCTEMU U Ap.

CuctemuTe 3a KOHTPON Ha (U3MYECKMS AOCTbMN Ce MHCMEeKTMpaT NepuoanyHO U ce noaabpxaT
HeobXoaAMMUTE XKypHanW.

OBnacTeHuTe nuua OT nepcoHana Ha [ocTaByvka CTpPOro cnaseaT W crneaeaTt paspaboTeHu
BbTPELUHM NpoLeaypv 3a A0CTbM 40 PasfINYHUTE 30HU Ha MOMELLLEHNETO C OrpaHUYeH r3NYeCcKU
[AOCTbN.

Bcsiko nuue oT nepcoHana Ha [JocTtaByvka € NepcoHUdULUMPaHO B CUCTEMUTE 3a KOHTPONUpaHe
Ha JocTbMa A0 NOMELLEHNETO M ce U3NCKBa CTpora Bepudukaums.

5.1.3 EnekTpuyecko 3axpaHBaHe U KNIMMaTU4HU yCIIOBUA

1.

EnekTpo3axpaHBaHEeTO Ha BCUYKM KPUTUYHU KOMMOHEHTW Ha WHdpacTpykTypata B-Trust Ha
[ocTaBunka ca 3almTeHn cpeLly npekbcBaHe Ha enekTpocHabassaHeTo. EnekrposaxpaHBaHeTo
Ha NOMELLEHNETO € C BUCOKa CTEMEH Ha 3almuTa 1 € eKpaHMpaHo cpeLly BbHLUHU UHTEPBEHLIUN.
BeHTnnaumoHHaTa cuctema e cneymnanHo npegHasHadeHa 3a TakbB Krac NoMeELLEHMs!, KaTo He
Aornycka KomnpomeTpaHe Ha pusmyeckata n enekTpoMmarHMTHaTa 3almTa Ha ToBa NoMeLLleHue,
KakTo 1 HopManHarta paboTa Ha MHCTanMpaHUTe KOMMIOTbPHU KOMMOHEHTW.

5.1.4 HaBogHeHue
1. NpeaBuaeHu ca cneumanHy Mepkn cpelly HaBogHeHMEe Ha NOMEeLLEHWETO.

"BOPUKA" Afl, 10NN 2025 . Ctp. 58 oT 86



O6woaoCTLNEH JOKYMEHT
NMPAKTUKA NMPU NPEAOCTABAHE HA KBAITMOULUMNPAHU YOOCTOBEPEHUA
N YOOCTOBEPUTEJIHU YCITIYTU OT ,,BOPUKA“ Al

5.1.5 lNpepoTBpaTABaHe Ha noxap v 3awmTa oT noxap

1. ,D,OCTaBLIVIK'bT cna3Ba BbBegeHunTe HOopMaTMBHU W CTaHOAPTU3AUMOHHWU TMPOTUBONOXapHN
M3NCKBaAHNA 3a TaKbB KilaC noMeLleHnA.

5.1.6 CbxpaHeHMe Ha HOCUTEeNnn Ha JaHHU

1. B nomelwleHneTo ca pasnonoxeHn cerndoBe C pasnnyHa CTeneH Ha uanyecka s3awmra cpeLly
OTBapsiHe, B KOMTO Ce CbXxpaHsaBa MHpopmauusaTa, kKsanupuumpaHa kato KoHpuageHumanHa.

5.1.7 Cpok Ha ynoTpe6a Ha TeXHUYECKU KOMMOHEHTU

1. EkcnnoaTtauMoHHUAT CPOK Ha U3MYecKuTe ernemMeHTU B CbCTaBa Ha BCUYKU  KPUTUYHU
KOMMNOHEHTU Ha nHdpacTpykTypata Ha B-Trust ce cvbniogaBsa n cneg npeaBvMaeHnst nepuog Ha
paboTa, Te ce nsBexagar ot ynorpeba.

5.1.8 [y6nupaHe Ha TeXHUYECKUTE KOMIMOHEHTHU

1. BCWYKM KPUTMYHM KOMNOHEHTU B MHApaAcTpykTypaTa B-Trust Ha [locTaBunka ca gybnupam.
2. KomnoHeHTUTe B MHPACTPYKTypaTa, KOMTO NpeaoCTaBAT yCryrn B peanHo Bpeme, CBbp3aHu C
n3gageHnTe yaocToBepeHusi, ca U3MbHEHU MO CXema 3a HENPeKbLCBAeMOCT Ha ycrnyruTe.

5.2 [lpoueaypeH KOHTpon

1. OnepaTtvBHUTE NpoLeaypu B HACTOSALWLMS OOKYMEHT, OTHOCHO MHAbpacTpykTypaTa Ha B-Trust, ce
N3MNbIHABAT B MbJSIHO CbOTBETCTBUE C pa3paboTeHn BbTPELLUHN NpaBuna, ykasaHusa u Nonutunka
3a CUrypHocT Ha [locTaBuuka.

5.2.1 [ONBbXHOCTU U AENHOCTU

1. JocTaBumMKbT nogabpka KBanuuuupaHu Cryxmtenu Ha AAbXHOCTU, KOUTO ocurypsieaT
N3MbITHEHNETO Ha 3a4bJPKEHNATA My BbB BCEKM MOMEHT MPU OCbLLECTBSABAHETO Ha AEVHOCTTa
no usgaeaxe, nogapbxka n ynpaeneHune Ha KYKEI, B cboTBeTCTBME C HOpMaTMBHATA ypeaba.

2. [ocTtaBuMKbT OcUrypsiBa 4eNHOCTTa CU CbC COBCTBEH NepcoHarn.

3. 3a onpegenenun genHoctn, [IoCTaBUMKBT MOXE Aa NPUBAMYA U BBHLUHKM fvua.

5.2.2 Bpow Ha cnyxXuTenu 3a onpegeneHa 3agada

1. 3a Bcsika OT NOCOYEeHUTE AEMHOCTU B HopMaTuBHaTa ypeaba, [locTaBuMKbT noadbpka NoHe Mo
€[HO NuLe, KOETO Aa U3NbIHSABA NOCTaBEHUTE 3a4auu.

5.2.3 UpeHTucmkaums Ha ONBXKHOCT

1. HoctaB4nkbT € pa3paboTun ANbXHOCTHU XapaKTEePUCTUKM 3a BCHAKA edHa OT ANbXHOCTUTE Ha
nepcoHana, KonTo U3nNbiHsABa AeWHOCTTa My.
2. [OnbXHOCTUTE OT nepcoHarna Ha [JocTaB4ymka BKOYBAT NOHE CnegHnTe 4eNHOCTU:
e TeHepupaHe U NogaobpXKaHe Ha MHAPACTPyKTypaTa Ha NyonunyHus Koy Ha [JocTtaBumka Ha
yOOCTOBEPUTENHMU YCIYTu;
* AOMWHUCTPUPaHE U OCUrypsiBaHe CUrypHOCT Ha CUCTEMUTE;
Cb3faBaHe 1 ynpasneHue Ha KY, BKNOYNTENHO Cb3[aBaHe Ha ABOWMKa KIOYOBE - YacTeH U
ny6nu4yex 3a KY;
e CbXpaHeHMEe Ha AaHHU N apXUBUpPaHe.

5.2.4 WN3ucksBaHuA 3a pa3gensiHe Ha OTFTOBOPHOCTUTE
1. [HenHocTtuTe Ha nepcoHana Ha [locTtaByuMKka ce U3nNbIIHSABAT OT pasnnyHu nuua.

5.3 KBanudukaumsa n obyyeHue Ha nepcoHan

1. TepcoHanbT Ha [JocTaBumka nputexasa HeobxogumaTa kBanudukauus, npodyecruoHanHu
No3HaHUA M ONUT B crnegHuTe obnactu: TEeXHONorMu 3a CUrypHocT, kpuntorpadwms, PKI -
TEXHOMOrNSA, TEXHUYECKM HOPMWU 3a OueHKa Ha CUrypHOCTTa, MHAOPMAUMOHHM CUCTEMMU,
KOMYHUKaLmm 1 ap.

2. Jlvuata oT nepcoHana Ha [locTaB4unka NpemMuHaBaT HavyanHo 1 nocrneasallo KeanugukaLMoHHO
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obyyeHure no ekcnnoaTtaums Ha KOMMOHEHTUTE Ha UHdpacTpykTypaTa B-Trust.

3. WanckBaHuaTa 3a gonbnHUTENHa KBanudukauusi, ONpecHUTENHU W ApYrn MeponpuaTust ca
pa3nucaHy BbB BbTPELUHM JOKYMEHTU Ha [locTaBumka.

4. [NocTaBYvKbT NOArOTBSA U aKTyanusnpa BbTPELLHN MHCTPYKLMK 3a paboTa, KOUTO NpeaocTaBs Ha
nepcoHana 3a Luenute Ha camooby4yeHve 1 NnoBuLlaBaHe Ha kBanudukaumsaTa npu padora.

5.4 WsrortBsiHe N nogabpXKaHe Ha XypHanu

5.4.1 3anuncu Ha 3Ha4YUMMU cBLOUTUA

1. [ocCcTaBYMKbT CbXpaHsiBa 3anucu, Cb3gaBaHM OT OMEPAUNOHHUTE CUCTEMM Ha KOMMIOTbPHUTE
nnartopmm B MHpacTpykTypata B-Trust, kakTo cneasa:
® [pW UHCTanNMpaHe Ha HOB U/UNW JoMbITHUTENEH codTyep;
e Mpu CNupaHe 1 cTapTUpaHe Ha CMCTEMUTE U NPUNOXeEHMATa B TAX (AaTta, Bpeme);
e MpW YCMNELLUHN N HeYyCNeLIHN ONUTK 3a CTapTMpaHe Ha U 4OCTbMN 40 XapAyepHu N cOPTYEpHN
PKI-koMnoHeHTU Ha cuctemMuTe;
e [pU CUCTEMHU COMPTYEPHM U XapAyepHW CPUBOBE Ha CUCTEMUTE U OPYrn aHOManuu B
nnatgopmuTe.
2. [ocTaBuYMKbT CbxpaHsBa 3anucu, Cb3gaBaHW OT KOMMOHEHTUTE (codpTyep W Xxapayep) B
MHdpacTpykTypaTta Ha B-Trust oTHOCHO:
® reHepupaHe u ynpasreHue Ha ABOWKUTE KIoyoBe M ygoctoBepeHus 3a YO 1 KOMNOHEHTU B
WHdpacTpykTypaTa Ha B-Trust;
ynpasneHne Ha HSM Ha ,B-Trust Root Qualified CA” n ,,B-Trust Operational Qualified CA*;
ynpasneHne Ha HSM Ha ,B-Trust Root Advanced CA” n ,B-Trust Operational Advanced CA*,
CbAbpXaHve Ha usgageHnTe yaoCTOBEepEHNS;
reHepvpaHe 1 ynpasrieHne Ha LBONKUTE KINto4voBe 1 yaocToBepeHus Ha [NoTtpebutenuTe;
ycnewHa unn HeycnewHa o0paboTka Ha 3asBKM 3a u3gaBaHe WM nogapbXka Ha
yOOCTOBEPEHMS;
reHepupaHe Ha CRL;
ny6nvkyBaHe Ha usgageHy BanugHu ygocrtosepexus B MNybnnyHna perncrsp;
KOHdourypupaHe Ha npodunn Ha yaoCToBEPEHUS;
cTaTyc Ha yOoOCTOBEPEHUE B peasiHoO BpEME;
nsgaBaHe Ha kBanudumumpaH enekTpoHeH BpeMeBn nedaTt Ha NpeacTaBeHo CbabpKaHue.
3. Hoctbn go uwHdopmauusiTa Ha 3anucute mMmaT caMO OBflaCTeHM nuua OT MepcoHana no
noagpbXKka Ha cuctemuTe.
4. [ocTaB4MKbLT CbXpaHsiBa 3anmcu, kouto ce cb3gasaT B PO/MPC oTHOCHO:
e MOCTBLNWUIN AOKYMEHTM 3a PErMcTpupaHe C Len yCTaHOBsABaHe Ha MAEHTUYHOCT U Ha MCKaHWUS
3a usgasaHe, NoAHOBsIBaHe, cnupaHe/Bb30OHOBSIBaHE 1 NpeKkpaTaBaHe Ha yOOCTOBEPEHUS;
e BbTPELUHM Npoueaypu 3a NaeHTUPUKaUms n permcTpaums.
5. CwobxpaHsiBaT ce 3anucu, Cb3gageHn oT KOMYHMKALMOHHMUTE KOMMOHEHTU B MH(bpacTpykTypaTa.
6. CobxpaHsBaT ce 3anucu B OKYMEHTANHUA apxvB - CTapu 1 akTyanHu Bepcumn Ha llonutuka 3a
n3gaBaHe Ha KBanuduuMpaHuM yOOCTOBEPEHMSI 3a KBanuduuupaH enekTpoHeH noanuc u
MpakTtuka npu npegoctassHuTe oT ,BOPUKA® ALl kBanuduuupaHn yoocToBepuUTeNHN ycnyrn,
3aABKN-OOpMynNApu, MHCTPYKUWUK 3a paboTa n ap.

5.4.2 YecTtoTa Ha cb3paBaHe Ha 3anucum

1. WHdopmaumsaTa 3a enekTpoHHUTE XXypHanu ce reHepupa aBToMaTUYHO.
2. 3anucute u noroseTe NEPUOANYHO CE aHanNuaupaT OT OBNacTeHM CNyxntenun Ha [loctaBunka.

5.4.3 Tlepuopn Ha cbXxpaHeHUe Ha 3anucu
1. XypHanuTe ce cbxpaHsiBaT 3a nepuog oT 7 (cegem) roaunHu.

5.4.4 3awwuTa Ha 3anucute
1. WHopmaumnaTa OT 3anmMcuTe B NOroBeTe nepumogunyHo ce 3anumcea Ha (OU3NYECKM HOCUTENN,
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KOUTO Ce CbXpaHsiBaT B creuuaneH ceid, Hamupaly ce B NOMELLEHNE C BUCOKa CTeneH Ha
dmanyecka 3aLmTa U KOHTPON Ha AoCTbNa.

2. Cawmo kBanuduumpaHu oBNacTeHu nuua oT nepcoHana Ha [lJoctaBynka MMmat npaBo Ha AOCTbM U
paboTa ¢ Te3n 3anuncu 1 Noroee.

5.4.5 MNMopaabpxaHe Ha pe3epBHU KoNuA

1. MNopabpxaT ce pe3epBHU KOMUSA OT 3anmncute B NIOFOBETE Ha CUCTEMUTE, KOUTO Ce CbXpaHsaBaT
HageXaHo.

5.4.6 YBegomsiBaHe criefj aHanu3 Ha 3anucu B XXypHana
1. TlepuognyHo ce aHanuaMpar 3anMcuTe B XXypHarna no OTHOLIEHWE Ha YA3BMMOCT N HageXgHocT

Ha cucTemMuTe 1 ce yBeaoMsiBaT KOMMNETEHTHUTE opraHn Ha [locTaBuvka 3a B3eMaHe Ha MepKu Nno
ynpaBnieHne Ha CUrypHoOCTTa, ako e Heobxoaumo.

5.5 ApxuB 1 nogabpKaHe Ha apxuBa

1. MHd)OpMaLI,VIFITa 3a 3Ha4YMMKM cboOUTUA ce apxmBupa B eNneKTpoHeH g nepmnoanyHo.

2. Ha XapTneH HOCUTeN Unn B ENEKTPOHEH BU Ce apXmnBupa un udanarta I/IHCbOpMaU,VIFI, CBbp3aHa CbC
MCKaHeTO 3a wu3gaBaHe, nNoaHOBABAHE, CHVIpaHe/B'b306HOBFIBaHe N npekpardaBaHe Ha
yOOCTOBEPEHUS U MbIHUSA OKYMEHTO0060opoT mexay [JocTtaBunka n NoTpebutenure.

3. ,D,OCTaB‘-IVIK'bT CbXpaHdaBa apxmBa BbB d)OpMaT, no3BosidBall, Bb3npou3sexagaHe ¢
Bb3CTaHOBABAHE.

5.5.1 Bupose apxuBu
1. [ocTaBYMKbLT NogabpXKa XapTUEHN U eNEKTPOHHU apXmnBW.

5.5.2 lNepuop Ha cbxpaHeHue
1. ApxmBbT Cce CbxpaHsBa 3a cpok oT 10 (geceT) roamHu.

5.5.3 3awwmTa Ha apxmBHa Hcopmaums

1. CurypHocTTa Ha apxuBa ce obeaneyvaBa, KakTo crefBa:
o apxMBHUTE hansioBe B eneKkTpoHHa oopma ca enekTPOHHO NognNucaHu;
e cneundpuyHMTe CHOUTMA W OaHHM, KOMTO Ce 3anuceaT B apxvmBa Ca onpeferieHn u
OOKyMeHTMpaHu oT [locTtaBumka;
e CbXpaHsiBa Ce Ha HaOeXOHW EeNeKTPOHHW HOCUTEenWu, KOMTO He morat ga 6baat necHo
YHULLOXXEHN NN N3TPUTK Npe3 Nnepmofa Ha CbXpaHeHe Ha apXuBa;
e YO enekTpoHHO NOAMMCBA BCUYKM YOOCTOBEPEHMS M CNUCBLUM HA MpekpaTeHu U ChnpeHu
yOOCTOBEPEHMS;
e CaMO OBfaCTeHU fvLa OT nNepcoHarna no NogApbXKKa Ha cUCTeMUTE PaboTAT CbC 3alumMTeHaTa
apxuBHa nHpopmMauus;
e EMEeKTPOHHUTE KOMYHMKaUMM Mexay JOoKanHuTe KOMMOHEHTU Ha WH@pacTpyKTypata ca
3alwmTenun Ha 6a3a crangaprta PKIX;
e OThaneyYeHuTe enekTPOHHN KOMYHMKaL MK ca 3almMTeHn u ca 6asnpann Ha ctaHgapTta PKIX;
2. [ocTaBuMKbT MpeueHsBa W3MON3BaHETO Ha MOLLEHCKM W Kypuepcknm ycnyrm u dakc c
MoTpebutenuTe.

5.5.4 Bb3cTtaHoBsiBaHe Ha apxuBHa MHdopmauus
1. Tlpun HeobBxoanmocT [locTaBUMKbT Bb3CTaHOBSABA MHOpMaLMsa OT apxmBa.

5.5.5 U3aunckBaHe 3a yaocTtoBepsiBaHe Ha Aata M Ha 4yac
1. OTLl,eJ'IHVITe apxumeu ce obesnevyaBaT C yoocToBepABaHe Ha TOYHOTO BpeMe Ha noanncBaHeTo UM.

5.5.6 CbxpaHsiBaHe Ha apxuBa

1. BbTpewHa (KypHanHa) U BbHLIHA (OOKYMEHTanHa) MHopMauusa ce CbXpaHsiBa HaanexHo B
crieuymarneH cend B NoMeLLEeHNe C BUCOKa CTeNeH Ha ousnyecka sawmTa.

"BOPUKA" Afl, 10NN 2025 . Ctp. 61 oT 86



O6woaoCTLNEH JOKYMEHT
NMPAKTUKA NMPU NPEAOCTABAHE HA KBAITMOULUMNPAHU YOOCTOBEPEHUA
N YOOCTOBEPUTEJIHU YCITIYTU OT ,,BOPUKA“ Al

5.5.7 MNpupo6muBaHe n npoBepka Ha MHOpMaLMA B apxuBa

1.

3.

My6nuyHaTa apxmBHa nHpopmauusa Ha [JoctaByunka ce nybnvkysa u e gocTbnHa B [y6nuyHma
pernctbp 1 CRL 1 B gokymeHTanHus peructbp. [pyra nHdopmauus, KoaTo ce cbbupa npu
ncKaHe 3a nsgaBaHe UNu ynpasneHne Ha yAOCTOBEepeHne e 4OCTbMHA caMo 3a nuuaTta, noganv
WUCKaHEeTO UM 3a CbOTBETHO YMbSIHOMOLLEHU OT TAX Nuua.

,IIONUTUKa 3a usgaBaHe Ha KBanuUUUpaHn yOOCTOBEPEHUSA 3a KBanuduumpaH enekTpoHeH
nognuc u MNpaktuka npu npegoctaesaHuTe ot ,6O0PUKA* ALl kBanuduumnpaHn ygocToBepuTenHun
ycnyrn® n [JoroBopbT 3a yAOCTOBEPUTENHWU YCNyrn ca nybrnnmyHo AOCTbMHW B AOKYMEHTalHUA
peructbp Ha [ocTaByunka WU moraT ga ce nonyyat M msternar oT WHTepHeT cTpaHuuaTa Ha
JocTtaBuuka.

[ocTaBunkbT ocurypsisa nybnuyHata apxuBHa MHopMaums B YeTUM BUA.

5.6 [lpomsHa Ha KItoY

1.

2.

[locTaBYMKbT MOXe Aa NPpOMEHM KIto4va, CbOTBETCTBALL Ha u3gaaeHo KY, camo kato nsgane HoBo
yOOCTOBEPEHME UM MOAHOBM TeKyLoTo € ,Re-Key”.

MpomsiHa Ha kntoya, cboTBeTcTBaw, Ha KYYET, obnaveH KEIN n KYYElNeuaT ce nanbnHsaBa camo
KaTo ce u3gage HOBO yOOCTOBEPEHME.

5.7 KomnpomeTupaHe Ha Kno4yoBe U Bb3CTaHOBsIBaHe crnej aBapum

1.

JocTaBunkbT nonara Abfxumara rpuxa, 3a ga nogabpxka HenpekbCBaeMoCT M LUANOCTHOCT Ha
yOOCTOBEPUTENHUTE YCINYyrn, CBbp3aHM C YOOCTOBEPEHMATa, KOUTO m3gaea, nogabpxa wu
ynpasnsBea.

JocTaBunKbT nonara MakCUMarnHu rpuxun B pamMKUTe Ha Bb3MOXHOCTUTE U pecypcute cu, Aa
MUHUMU3NPA pUCKa OT KOMMPOMETMpaHe Ha krn4yoBeTe Ha YO Bcneacrsve OT NPUPOAHMU
GencTBusA nnmn asapun.

B cnyyain Ha cpmBOBE B KOMMIOTHPEH pPecypc, B copTyep nnu B UHGopmaumaTta, [JoctaBYnKbT
yBegomsiBa [loTpebutenuTte, Bb3CTaHOBSABA KOMMOHEHTUTE Ha WMH@pacTpykTypata W
npUopuTeTHO BL30OHOBABA AocTbna Ao NybnuyHusa permctop n CRL.

Mpn kOMNpoMeTUpaHe Ha M3NOoN3BaH KpunTorpadpcku anropuTbMm, [OCTaBYMKBLT MHOpMMpa
Motpebutenute n [JoBepsaBamMTE Ce CTPaAHU CbC CbObLLEHNE Ha odmumanHus cu yeb canr.

5.8 KomnpomeTupaHe Ha 4yacTeH KJtoY

5.8.1 Ha YpocTtoBepsiBaly opraH

1.

[ocTaBunkbT npeanpuema crnegHute AEWCTBUS NPW KOMMPOMETUPAHEe Ha YaCTHWUS KIoY Ha
onepaTtueHua YO:

e rpekpaTtaBa He3abaBHO YAOCTOBEPEHMNETO Ha ornepaTUBHUSA OpraH;

nsgasa n nybnvkyesa HoB CRL oT 6a30Bus oprah;

yBepowmsiea Notpebutenute n [loBepsBalmTe ce CTpaHu;

cnmpa onepatmBHus YO;

yBegowmsiea KPC;

n3BbpLUBa He3abaBeH aHanu3 n N3roTes AoKNag 3a npuynHaTta 3a KOMNPoOMeTUPaHETO;
MHULMMpa npoueaypa no reHepypaHe Ha HoBa ABOVKa onepaTUBHU KINIOYOBE;

n3gasa HOBO yOCTOBEpeHune Ha opraHa oT basosus opraH.

[ocTaBunkbT npeanpuema crnegHute AEWUCTBUS NPW KOMMPOMETUMPAHE Ha YacTHWUS KIoY Ha
6asosusa YO:

e [pekpaTtsiBa He3abaBHO y4OCTOBEPEHMETO Ha 6a30BMSA OpraH;

e CcnefBa BCUYKM CTbLIMKW NO NPeaxoaHaTa TouKa;

o yBepowmsBa KPC v akpegutupa/pernctpmpa HoBv yaoCcToBEPSBALLM OpraHu.

5.8.2 Ha yacTteH knto4 Ha lNoTpeburten

1.

Mpn kOMNpoMeTUpaHe Ha YacTeH KoY Ha [NMoTpebuTten, NnocnegHUaT e 3agbikeH He3abaBHo aa
yBegomMu [locTaBuuvka, 3a Aa MHuumupa npouenypa no npekparsiBaHe Ha yYaAOCTOBEPEHMETO.
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5.9 [lpekpatsAaBaHe Ha AeMHOCTTaA Ha [locTtaBuYMKa

1. HenHocTtTa Ha [ocTtaB4unka ce npekpatsea no pega Ha HAPEOBA 3A OTTOBOPHOCTTA A 3A
MPEKPATABAHETO HA OEWMHOCTTA HA [OOCTABYMUMTE HA YOOCTOBEPUTENHWU
YCIyTru

2. Tlpu npekpaTsiBaHeTo Ha AenHocTTa ¢ [JOoCTaBUUKBLT:

€ ONbXeH ga crnejpa akTyanuampaH u ogobpeH OT pbKOBOLCTBOTO NilaH M CueHapui 3a
npekpaTsiBaHe Ha OeHOCTTa Ha yOoCTOBepsiBaLL, OpraH.

e AnbXxeH aa ysegomun Komucuata n ceoute notpedbutenn 3a HamepeHneTo Cu Hani-KbCHO 4
Mecelua npegu nraHMpaHaTa garta Ha npekpaTtsaBaHe

e ANbXeH ga yeegomm HesabaBHo KomucusaTa B criydanm Ha 3anodsaHe Ha NPOM3BOACTBO MO
065BsIBAHETO MY B HECBHCTOSITENTHOCT, NMPOM3BOACTBO MO NIMKBMAALMS, OPYro NPOM3BOACTBO
no npekpaTtdBaHe OEWHOCTTa Ha [OCTaBYMKa UMM OPYro HenmnaHupaHo npekpaTsiBaHe Ha
KBanuduumnpaHa ygocTtoBepuTesHa ycnyra.

€ ONbXeH Aa nyonukyea MHdopMauust nNpyu npekpaTsiBaHe/NpexBbprsiHe Ha AENHOCTTa cn
Unn NpeycTaHoBsBa NpeaoCTaBAHETO Ha OTAeNHa KBanuduumpaHa yaoctoBepuTenHa ycnyra
Ha CBOSITA MHTEPHET CTpaHuua U Aa MHdopmMupa No Noaxoasil Ha4YMH noTpedbuTenuTe Ha
yOOCTOBEPUTENHW YCNYI1, JOrOBOPHMN NAPTHLOPU U APYTY 3aUHTEPECOBAHN CTPaHW.

€ ONbXeH CBOEBPEMEHHO [a OTpa3siBa NPOMEHUTE B NyOIIMYHUTE CYM AOKYMEHTH.

€ OMTbXEH npean npekpaTtsBaHe Ha OEeMHOCTTa Ha YOOCTOBEpPSsIBALL, OpraH, B pasyMeH CPOK,
[a NPexBbpnu 3aabIMKeHUsITa Cu MO NoAAbPXKaHe Ha uanaTa nHgpopmauus, Heobxoanma 3a
npegocTaBsHe Ha QoKa3aTeNcTBa Ha HafeXaHa CTpaHa;

npegu ga npekpaty AeNHOCTTA, Aa YHULLOXM YaCcTHUTE KIOYOBE, BKITHOUYNTENHO pe3epBHUTE
Konus, Unu ga rm uaterny ot ynotpeba no TakbB HAYMH, Ye NUYHUTE KIIYOoBE Aa He Morart aa
ObOaT U3BMNEYEHU;

€ [OfbXeH [ga MpoOMeHM cTaTyca Ha CBOWUTE YOOCTOBEPEHUs, Oa MNpeKkpaTtu BCUYKK
yOOCTOBEPEHUS Ha NoTpebuTtenute B paMkuTe Ha 0DsiBEHUSA nepuof 3a npekpaTtdBaHe Ha
OenHocTTa 1 ga csefe 40 MUHUMYM HapyLlaBaHETO Ha MHTEPECUTE Ha KINEHTUTE;
M3BbPLUBA HeODXxoanmMuTe AencTBUSA, 3a Aa Mmoxxe OpraHa no Hags3op Aa nogabpxa Cnucbka
CbC CrpeHun n npekpateHn ygoctosepeHus (CRL)

npy Bb3MOXXHOCT NPEeXBbpIs AeNHOCTTa CM Ha ApYyr KBanuuumpaH 4ocTaB4vmK. AKO He ycree
0a NpexBbpnn OEeMHOCTTa CU Ha ApYr AOCTaBYMK, € ANbXEH Aa npekpatn 4eNCTBUETO Ha
BCUYKM M3gadeHn KBanvduumpaHm yooCTOBEPEHMS M Oa CbXpaHsaABa AOKyMEHTauusita 3a
cpok 10 rognHu.

Mpn oTHemaHe Ha kKeanuduumMpaH cTaTyT Ha [AOCTaBYMK Ha  KBanuduumpaHu
yooctoBeputenHun ycnyrm ot KomucusaTa, [octaBumkbT Hes3abaBHO npeycTaHoBsiBa
NpeaoCTaBAHETO Ha BCUYKM  KBanuduuupaHu YOOCTOBEPUTENHM YCryrn, BMUCaHU B
HaunoHanHua gosepuTteneH CNUCHK 1 e AnbxeH Aa yseaomm B 10-AHEBEH CPOK Mo NogxoasLLy
HaunH notpebutenute, Aa nybnvkyBa MHGOPMaUMA Ha CBOsiTa MHTEPHET CcTpaHuua, Ada
npekpaTtn OENCTBMETO Ha W3OadeHWUTe BanuaHu KBanuduumpaHu yaooCcTOBEPEHMS U Aa
na3nnaTtu obesweTeHne Ha noTpebutenure.
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6 YNPABJIEHUE U KOHTPOJ1 HA TEXHUYECKATA CUI'YPHOCT

6.1 leHepupaHe u MHCTanupaHe Ha ABOMKaA Kno4oBe

1.

2.

Kpuntorpadhcknte ABOMKM KNOYOBE 3a CNyxebHuTe yaocTtoBepeHuss Ha [JoctaBumka ce

reHepupaTt 1 MHCTanuMpaT CbrNacHO UHCTPYKUMUTE U NpoueaypuTe B TO3M JOKYMEHT.

JocTaBuMKbT M3Mon3Ba CBOMTE YaCTHWU KMOYOBE CaMO 3a LEenuTe Ha OEeWHOCTTa CU, KaKTo

cnepnga:

e [a noanvucBa u3gadeHn CnyxebHW yOOCTOBEPEHWA Ha onepaTUBHM OpraHu B CBoOsITa
MHPACTPYKTYPa;

e [Ja nognucea u3gaesaHuTe u nyonukyesaHn CRL;

e [a nognucea BCUYKM n3gaBaHu 1 nybnukyeanun KY Ha MNoTtpebutenure.

Kpuntorpadpckute (RSA) gBonkn knovoBe Ha m3gaBaHuTe KYKEI B mHppacTpykTypata Ha

[ocTaBunka ce reHepupar, KakTo cneasa:

e 0T [loTpebuTtens - ¢ xapayep n copTyep unm camo ¢ yTBbpaeH oT [loctaBunka codptyep
(Crypto Service Provider/CSP), konTo e nog HEroB KOHTPOIT;

o oT PO/MPC Ha [JocTaBuuka - ¢ xapayep v copTyep unm camo ¢ yTBbpaeH ot [locTaB4mka
coptyep (Crypto Service Provider/CSP), KOWTO e nog KOHTPON Ha onepaTtop Ha
JocTtaBuuka.

Kpuntorpadpckute (RSA) oBownku krtovoBe Ha nsgasaHu KY 3a obnaden KEI ce reHepupaTt Ha
HSMa B RQSCD Ha nnaTtdopmara 3a obnadveH KEI npu [JoctaBymka C M3MCKYyEMOTO HMBO Ha
curypHocTt (CC EAL 4+ 1 no-BMCOKO).

[ocTaBunKbT MOXe Ha GasaTa Ha OOroBOpPHM OTHOLLEHMS ga npegoctaBu Ha MoTpebutenuTte
00006peHn OT HEero TEXHWYECKM CPeACcTBa, KOMTO OTroBapsiT Ha M3MCKBAHMATA 3a HMBO Ha
CUIYPHOCT.

Camo enekTpoHHM Moanucu M neyaTn, Cb3OadeHW C YacTeH K4 Ha ABOWMKa Kro4oBe
reHepupaHn B QSCD 1 RQSCD Ha nnaTtdopmaTa 3a obnadeH KEIN umat xapaktepa Ha KEIT,
KEleuat n obnaveH KEI.

MoTpebuTensT ce 3agbihkaBa Aa U3nonaea yTBbpAeH oT [JocTaBumka copTyep Unu nuueH3npaH
TakbB 3a paboTta ¢ KY un c acounnpaH (cboTBeTeH) ¢ TAX TokbH (QSCD unu SCT/PKCS#12 dann).

6.2 [poueaypa no reHepupaHe

6.2.1 leHepupaHe Ha KpuntorpadCkM Kr4YoBe Ha YaocTtoBepsiBaw, opraH Ha

JdocTtaBuuka

[ocTtaBunkbT reHepupa gBounku kpuntorpadckm (RSA) knrodoBe Ha 6a3oBua M Ha onepaTuBeH
YO kato nanonsea HSM ¢ yagoctoBepeHo HMBO Ha curypHocT FIPS 140-2 Level 3 nnun no-eucoko,
cboTtBeTHO CC EAL 4+ nnu no-B1UCcokKo.

OTopusnpaHn nuua OT nepcoHana Ha [ocTaBuMka W3NbMHSABAT CTbMAKATE MO reHepupaHe,
WHCTanMpaHe U CbXxpaHsiBaHe Ha ABOVKMTE Kno4yoBe Ha basoBute M Ha OnepatuBHute YO,
cboTBeTHO ,B-Trust Root Qualified CA", ,B-Trust Operational Qualified CA" wn ,B-Trust Root
Advanced CA", ,B-Trust Operational Advanced CA", cbrnacHo OOKyMeHTMpaHa BbTpELUHa
npoueaypa, cbrnacysaHa u yTBbpaeHa oT pbKOBOACTBOTO Ha [locTaBumka.

Mpouenypata ce m3nbNHABA B NPUCBHCTBME Ha NpeacTaBUTEN Ha BUCLIETO PbKOBOACTBO Ha
,DOPUVKA” Al n Ha HOoTapwuyc.

[Bowka kntoyose Ha YO Ha [locTaBumka ce reHepupa camo creq nHiumuanusaumns Ha CbOTBETHUSA
CnoT B XapgyepHaTa kpuntocuctema, obcnyxsatiia To3n OpraH.

Mpy vHUUMaNM3auMsi Ha BCEKM CMOT Ce BbBeXAaT npeaBapuTenHo MOAroTBEHM KOAOBE 3a
KOHTPOI Ha AoCTbna 40 YacTHMA Kntod Ha OpraHa B TO3u ChoT.

KopoBeTe 3a 4OCTHMN A0 YaCTHMS KoY Ca HE3aBUCUMO MOAENEHN MeXAyY NOHE ABe OTOPU3NpPaHu
nuua oT nepcoHana Ha [JocTtaBumka, ¢ ornen Ha HEBb3MOXHOCT 3a MepcoHarHa akTueauus Ha
J0CTbNa A0 CbOTBETHUS YaCTEH KoY.

Cb3gageHunTe 4YacTHu kntovoBe Ha YO ce cbxpaHaBaT pasgenHo Bbpxy otaenHn QSCD, Bcsiko
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OT KOUTO e NoJ KOHTpona Ha NnoBeYe OT eQHO OTOPU3NPaHo NuLe OT NepcoHana Ha [loctaB4umka.
Pa3nenHoTo cbXxpaHeHWe Ha YacTHUTE KIYOBE WU MHOMBMAYANHUSA KOHTPOM Ha OOCTbN [0
CbXpaHsABaHMUTE 4acTM Ha 4acTHu KnodoBe Ha YO B otgenHute QSCD He nossonsiBa Te3u
KnoyoBe Aa ObaaT KOMNPOMETUPaHU W/WMNW  HepernameHTUpaHo penpoayumMpaHn U3BbH
[ocTaB4unka.

6.2.2 leHepupaHe Ha KpunTorpacdckm knroyoBe Ha MNoTpebuten

1.

2.

[BownkaTta kntovoBe Ha [MoTpebuten ce reHepmpa c M3Nof3BaHe Ha YTBbPAEH crneunannanpaH
copTyep, KONTO € U3LANO0 NoA HEroB KOHTPOS.

B cnyuan, korato [JoctaBumkbT reHepupa [BorkaTta kntodoBe Ha [MoTpebutens, Ton manonsea
cneumnanuaupaH 1 yTBbpaeH codpTyep, NPOBEPEH 3a ycnelwHa paboTta npes3 nHTtepdencute Ha
WHdpacTpykTypaTta Ha B-Trust.

[BownkaTa knto4voBe Ha [MoTpebuTten ce reHepupa B ogobpeH ot JoctaBumka QSCD ¢ npoBepeHo
HWBO Ha CUTYPHOCT UNK Ypes yTBbpAeH oT Hero codptyep (Crypto Service Provider/CSP). Korato
nBownkara kritovoBe 3a KEIN/KEleuart ce reHepupa npu [JocTtaB4unka, BUHaru ce nanonasa B-Trust
QSCD. YacTHuaT kNtod Ha reHepupaHaTa ABoWiKa Kn4oBe He Moxe aa 6bae usseneH ot QSCD.
[BownkaTa knto4oBe Ha NMoTpebuten Ha obnadeH KEI BuHaru ce reHepupa B HSM Ha RQSCD B
nnatdopmarta 3a obnadeH KEIN Ha [locTaB4ymka, CbxpaHsiBa Ce NPy HEro Ypes yTBbpaeHa KpUnTo-
CcXema u ce JOCTbMBa OT pa3cTosiHMe (OTAaneyvyeHo) KaTo ce rapaHTupa NepcoHaneH KOHTPon Ha
4YacTHMS KNKOY B CbOTBETCTBUE C 3awmTeH npodpun Ha SAD/SAP/SAM cwrnacHo ETSI EN 419
241-2/3.

KOHTpONbT Ha YacTHMS KITHOY € Ype3 Kog 3a AOCTbM, a Ab/kMHaTa Ha RSA knova € MUHUMYM
2048 6uta, moxe ga 6bae 3072 n 4096 6uta. MNoTpedbUTENAT N3NoMN3Ba YacTHUS KN4 3a Aa
cb3gafe nognuca, kKaTo BbBeXa4a kKofa 3a A0CTbMN 4O Hero.

Korato pgBowkata knwo4doBe ce reHepupa npu [loTpebuten, [JocTaBuMKbT npenopbyeBa
nocnegHnaT ga wuanon3ea ogobpeHo B uHpacTpyktypata Ha B-Trust pewenue wnu
€eKBMBANEeHTHO TaKkoBa.

3a uenute Ha nonaraHe Ha KEI/KEMewaT [ocTaBuMkbT npenopbyBa [loTpebutenar na
nsnonsea B-Trust QSCD unu gpyro QSCD, cbBMecTumMo B nHdpacTpykTypata Ha B-Trust.

3a uenute Ha nonaraHe Ha obnayveH KEI JocTaBunkbT AoCTaBsa YyTBLPAEHO OT HEMO MOBUMAHO
npunoxeHme  3a  cMapTgOH, koeto [loTpebutenar cnegBa ga  MHcTanupa,
UHUUManuanpa/perncTpmpa n u3nonsea npu akTMBupaHe Ha nognuca.

3a uenute Ha nonaraHe Ha YEI/YEMNeuatr [JoctaBunkbT npenopbuyBa [loTtpebutenaTt ga
nanonasa B-Trust SCT (PKCS#12 chann) nnun gpyro SCD, cbBMeCTUMO B MH(ppacTpykTypaTta Ha
B-Trust.

6.2.3 [JocTaBKa Ha YaCTHUA KN4

1.

KoraTto aBovikata knto4voBe 3a KEIMN/KElMeuaT ce reHepupa npu JoctaBuuka, [NoTpebutenaT nnm
N3PUYHO YMBIAHOMOLLEHO OT Hero nuue nonydaesa ot PO/MPC Ha [JocTaB4yvka 4acTHUA KoY U
n3gageHoTo ygoctoBepeHue Bbpxy QSCD.

KoraTto aBovikaTa kntovoBe 3a YE[/YEleuat ce reHepupa npu [JoctaBuumka, [NoTpebutenaT nnm
N3PUYHO YMBIHOMOLLEHO OT Hero nmue nonyvaea ot PO/MPC Ha [JocTaBumka 4acTHUA KoY U
nsgageHoTo yagoctosepeHue ypes B-Trust STC (PKCS#12 kpunTtodann).

Mpun n3gasaHe Ha KYKET/KYKEMevat 4acTtHMA koY n M3gageHoTo yaoCTOBEPEHME ce Npeaasat
BbpXxy B-Trust QSCD, kbaeTo e reHepupaH YactHus knod. QSCD rapaHTupa Han-BMCOKO HMBO
Ha CUIYPHOCT U 3alLmMTa Ha YaCTHUS KIoY U ce NPeaocTaBd 3aedHO C HavaneH Ko 3a JoCTb.
Mpwn n3gaBaHe Ha KY 3a obnadveH KEIN yacTHWAT KoY, CbOTBETCTBALL HA YAOCTOBEPEH NybnnyeH
KrntoY B yOOCTOBEPEHUNETO, ce cbxpaHsaBa B HSM-a Ha RQSCD B nnatdopmara 3a obnaveH KEI
npu [locTaBymka 4ype3 yTBbpAeHa KpUNTO-CXeMa, rapaHTMpalla nepcoHarneH KOHTPOS Ha YacTHUS
KNKOY; AOCTbMBLT A0 KNtova € B CbOTBETCTBUE C 3awmteH npodun Ha SAD/SAP cbrnacHo ETSI
EN 419 241-2/3.

MoTpebutenaT e 3agbimKeH 4a CMEeHU NPeaoCTaBeEHNs HavaneH ko4 3a AOCThM U BbBeae CBOW
NUYeH.
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6. Korato lNMoTpebuten reHepupa asorkaTa kno4voBe npu cebe cu, TOM HOCK Lsinata OTTOBOPHOCT
3a rapaHTMpaHe Ha ObPKaHeTO Ha YacTHUS KN4 OT Hero.

7. Korato [loTpebuten reHepupa pfBonkata Krwo4voBe npu cebe cu, Ton peknapupa npeq
[ocTtaBunka, 4ye gBoKkaTa KNHOYOBE HaAMbMHO OTrOBaps Ha M3UCKBaHUATA 3a MonaraHe Ha
enekTpoHeH nognuc/neyaT B CbOTBETCTBUE C PernameHTa.

6.2.4 [loctaBKa Ha Nny6nu4yHuA Kntod npm [loctaBumka

1. ManbnHgaBa ce camo oT [NoTpebuTten, npn KOWTO ce reHepupa BONKA KIHYOBE U KOWTO crieaBa
Aa gocTtaBu cBosi NybnuueH knio4v Ha [locTaBuMka 3a HyXAWTe Ha npoueca Ha u3gaBaHe Ha
yOOCTOBEPEHMETO.

2. TlNotpebutenat gocrtaesa 4vpes PO/MPC Ha [JoctaBumka nyGnnyHMS KoM OT reHepupaHata
[BOWKa KIto4oBe.

3. lMoTpebutenaTt moxe Oa NpedoCTaBU enekTpoHHaTa 3asiBka Ha Hocuten, nmyHo B PO/MPC,
3aefHO C Apyrute OOKYMeHTU cbrnacHo lMNMonuTtuknte Ha [JoctaBumka 3a usgasaHe Ha KY, npes
NHTepHeT-cTpaHuuaTta Ha [locTaBYMKa Unv no gpyr noaxogsil HaumH.

4. PO/MPC Ha [JocTaBunka 3agbimKUTESNTHO NpaBu NpoBepKa Ha AbPKAHETO Ha YaCTHUS KITY OT
MoTpebutens.

6.2.5 [octaBka Ha ny6nu4yHuA Kntod Ha [loctaB4yMKa Ha [loBepsiBallyM ce CTpaHu

1. TybnuyHute knovoBe Ha [ocTaBumka ca nybnuyHO OOCTbMNHU B WHTEpHET cTpaHuuata
[ocTaBunka, KbAeTo ca NyobrnvkyBaHn HeroBuTe crnyxebHn yaocToBepeHus.

2. Bcgka [dosepsiBalla ce cTpaHa uarpaxga gosepue kbM [locTaB4ymka, kaTo npueme 1 3apeau B
CUCTEMUTE NOA HEWH KOHTPON CNy>kebHuTe yaoctoBepeHus Ha [loctaBymka.

6.2.6 ObnkKuHa Ha Knr4oBe

1. ObmxunHaTta Ha 6a3oBuTe RSA-knovoBe Ha [loctaB4ymka e 4096 buTa.

2. ObmknHaTa Ha gBonkaTa RSA-kntovoBe Ha onepaTtuBHuTe YO ,B-Trust Operational Qualified CA"
n “B-Trust Operational Advanced CA" e 4096 buta.

3. IObmkmHaTta Ha gBonkaTta RSA-kntoyoBe Ha onepatuBHuTe opranu ,B-Trust Root Qualified OCSP
Authority", ,B-Trust Qualified OCSP Authority" n “B-Trust Root Advanced OCSP Authority", ,B-
Trust Advanced OCSP Authority" e He no-manka ot 2048 6uTa.

4. OvmkuHata Ha asonka kntovoBe (RSA) 3a KEIM/KEMeuat, obnadeHn KEM n YEM/YElMeyaT Ha
MoTpebuten, reHepupaHa 4Ype3 MHPpacTpykTypata Ha [ocTtaBuvka € MuHumym 2048 Guta un
moxe ga 6bae 3072 nnn 4096 buta.

5. OwvmxuHaTta Ha aBomka kntovoBe (RSA) 3a KElM/KElMewat u YEI/YElMNevat Ha lNMoTpebuten,
reHepvpaHa u3BbH MHpacTpykTypaTta Ha [JoctaBunka € MuHumym 2048 6uta n moxe ga 6vae
3072 nnn 4096 6uta

6. HesaBucumo Kbae e reHepupaHa ABoilkaTa Kro4voBe 3a n3gasaHe Ha KY, knoubT TpsibBa ga e ¢
ObIDKMHA Har-manko ot 2048 6uta 3a anroputmn RSA.

6.2.7 MapameTpu Ha NyONMYEH KnroY

1. TMapameTpuTe Ha NyGNUYHMA KIOY ca MOCOYEHM M YAOCTOBEPEHW B YAOCTOBEPEHWUETO, KOETO
J[locTaBuMKbLT M3aaBa 3a TO3M NyBnMYEH KoY, CbOTBETCTBALL, Ha YaCTHUS KIoY.

6.2.8 Ms3nonsBaHe Ha Kro4a

1. TNapameTpuTe Ha n3nonseaHe Ha ABOMKaTa KIN4YoBe, CbOTBETHO Ha YaCTHUSA KNOY, Ce CbabpxaT
B yOOCTOBepeHneTo, koeTo usgasa [ocTtaBumka 4ype3 atpubytute "keyUsage" n ,extended
keyUsage".

6.3 3awuTa Ha YacTeH K1Y U KOHTPO Ha KpunTtorpadgckua moayn

6.3.1 CraHpaptu

1. KnioyoBuTe KOMMNOHEHTU B nHpacTpykTypaTa Ha B-Trust ,B-Trust Root Qualified CA", ,B-Trust
Operational Qualified CA", ,B-Trust Root Advanced CA", ,B-Trust Operational Advanced CA",
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RQSCD B nnatcopmata 3a o6nadeH KEIN n OCSP cvpebpute nsnonsesat HSM ¢ ygoctoBepeHo
HMBO Ha curypHoct FIPS 140-2 Level 3(cvotBetHo CC EAL 4+ unvM no-BMCOKO), KOATO
yAoBMneTBopsiBa HOPMATUBHUTE U3NCKBAHWS.

B-Trust QSCD, pecnektnuBHo HSM-a B RQSCD Ha nnatdopmara KbOeTo ce reHepupa u
CbXpaHsiBa YacTHMA Koy Ha NoTpebuTtens e ¢ HMBO Ha curypHocT CC EAL 4+/FIPS 140-1 Level
2, pecnektuBHo Level 3.

CodbTyepbT 3a reHepupaHe Ha gowika krtodoe (Crypto Service Provider/CSP) e ytBbpaeH oT
[ocTaBunka n npoBepeH 3a paboTa B MH(ppacTpykTypaTa Ha B-Trust.

Bcunukn QSCD n3BbH MHppacTpykTypaTa Ha B-Trust, kouTo MNoTpebutenat moxe ga nonsea, 3a
[a reHepupa ABOVKa KMNo4oBE U ga cbXxpaHsaea 4YactHus kntod 3a KEM/KEMeyaT, Tpsabea ga ca
cepTucmumpaHn 3a eksmBaneHTHo HUBO Ha curypHoct CC EAL 4 n no-Bucoko.

6.3.2 KoHTpon Ha usnonsBaHe U CbXpaHeHWe Ha YacTeH KIoYy

1.

YactHute kntovoBe Ha YO Ha [loctaBumka ce wuanons3eat camo B HSM u ca pgoctbnHM
nocpeacTBOM KOAOBE 3a [AOCTbM, pasfeneHn Ha HAKOMKO 4acTh, KOMTO ca M3BECTHUM Ha
OTOpM3MpaHN Nuua OT nepcoHana Ha [loctaB4umka.

EnoHoBpeMeHHO € reHepupaHe Ha fBouka kntovoBe Ha YO ce msnbfiHaBa M npouegypara no
CbXpaHsiBaHe Ha YaCTHUS KIoY B CbOTBETCTBUE C YyTBbPAEHa BbTPELLHa npoueaypa.

YactHuart kntod Ha KETMN/KEMewaT Ha lMotpebuten ce m3nonsea camo B B-Trust QSCD wunu B
QSCD c ekBMBaneHTHO HMBO Ha CUIYPHOCT 1 € AOCTbNEH NOCPEACTBOM fMYEH KOA 3a AOCTbN. B
TO3W Cryvan e4HOBPEMEHHO C reHepypaHe Ha OBOVKa KIH4OBE Ce U3MbIIHSIBA CbXpaHsABaHe Ha
YyacTHus kntov B QSCD.

YacTHuaTt kntod Ha obnadeH KEI Ha lMotpebuten ce mnanonssa camo B HSM-a Ha RQSCD B
nnatdopmarta 3a obnadeH KEI n e noctbneH nocpeactsom SAD/SAP/SAM cxema 1 nNn4YeH kof
3a goctbn B cboTBeTCTBME € ETSI EN 419 241-2/3. B 1031 cnyyan eqHOBPEMEHHO C reHepupaHe
Ha [BOMKA KIOYOBE Ce U3MbIIHABA CbXpaHsBaHe Ha 4YacTHWUS KNov Ha 6asa yTBbpAaeHa
KpunTocxema oT [JocTaBymka, ocurypsieallia 3awmra u nepcoHaneH KOHTPOM Ha Knoya.
YactHuart kntod Ha YET/YElNeuat Ha NMoTpebuten ce nanonssa caMo C nuuUeH3npaH codTyep
ypes B-Trust SCT (PKCS#12 kpunTtodhann) n e 4oCTbneH NOCPeaAcTBOM fMYEH KOA 3a JOCTbM.

6.3.3 CbxpaHeHMe M apxuBUpaHe Ha YaCTHUA KoY

1.

YacTtHute kntoyoBe Ha YO ce cbxpaHsBaT Ha 4actu pasgenHo Bbpxy otgenHm QSCD cbe
3awmTeH npodun CC EAL 4+ nnum no-BMCOK, KaTto 4oCcTbNBbT A0 BCAko QSCD ce koHTponupa vpes
KOA 3a AOCTbN OT CbOTBETHOTO OTOPU3NPAHO N1LEe OT nepcoHana Ha [JoctaByuka.

KoabT 3a goctbn o Bcako QSCD e nuuyeH 3a BCAKO OTAENHO OTOpM3MpaHo nNuue OT nepcoHana
Ha [ocTaBuuka.

PaspenHoTo cbxpaHeHue Ha YacTHUTe kntovose Ha YO Bbpxy HAKONKO QSCD v NMYHNSA KOHTPON
Ha poctbn Ao Tean QSCD He nos3BonsiBa Knw4voBeTe Oa ObaaT KOMMOPOMETUPAHU WK
HepernameHTMpaHo penpoayumpaHn n3sbH [locTaBumka.

PenpogyumpaHeto Ha u4acTtHuM knwoyoBe Ha [loctaBumka BbpXy pesepBeH HSM cnepg
aedekTnpaHe Ha onepaTMBHATa TakaBa, Ce M3NbJIHABA CaMO B MPUCHCTBME Ha MOHe 2
OTOPM3NPaHK NnLa, BCAKO OT KOMTO KOHTpOnupa goctbna 4o Herosoto QSCD.

YactHuar kntod Ha KEM/KEleyvat Ha MNoTpebuTten ce cbxpaHsaea camo Ha QSCD 1 He moxe fa
ce penpogyumpa Ha gpyro QSCD. lMNMpu gedektnpaHe Ha QSCD, Motpebutenar Tpsbea aa ro
noaMeHn 1 aa 3asiBv M3gaBaHe Ha HOBO YAOCTOBEPEHME.

YacTtHuat kv Ha obnaveH KEI Ha lMotpebuten ce cbxpaHasa camo B HSM-a Ha RQSCD B
nnatcopmaTta 3a obnadeH KEIN n He Mmoxe Aa ce penpogyumpa Ha gpyra Takaea nnatgopma. B-
Trust nnatdpopmara 3a obnadeH KEI e pesepBupaHa OTHOCHO KPUTUYHUTE KOMMOHEHTU B Hes,
BkntountenHo n HSM mogyna.

YactHuart kntov Ha T/KYYEMNeuaT Ha [NoTpebuten ce cbxpaHsiBa cCOPTYEpHO U MOXe ga ce
penpoayumMpa Ha gpyra cuctemMa camo nog KoHTtpon [lotpebutens. Npu gedektnpaHe Ha
yacTHua kntod, MNMoTpebutenart Tpsibea ga kaTo 3asBu n3gaBaHe Ha HOBO YAOCTOBEPEHMUE.
[oCTaBUMKLT MO HUKAKbB HaYMH HE CbXpaHsBa WM He apxuMBuMpa 4YacTeH Koy 3a
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9.

KYKEMN/KYKElMeuaT Ha MNoTpebuten, He3aBUCUMO KbAE M Kak Ce reHepupa gBokkaTta Kio4voBe.
[locTaBUMKBLT CbXxpaHsBa YacTeH koY Ha obnaveH KEIN camo Ha 6a3a yTBbpaeHn KpuntTorpamm
3a 3aluMTa 1 rapaHTupaH nepcoHaneH KOHTPO BbPXy Krtoya OT cTpaHa Ha NoTtpebutens.

6.3.4 TpaHcdep Ha YacTeH KN4 B 1 OT KpunTtorpadcku moayn

1.

TpaHcdep Ha yacTeH kntod Ha YO Ha [JoctaBumka oT HSM ¢ uen cbxpaHeHne n Bb3CcTaHOBSIBAHE
B pe3epBHa TakaBa Ce U3NbIHABA NoA U3KNIYUTENEH KOHTPOM 1 camo npu [loctaBynka CbrinacHo
OOKYMEHTUpaHUTEe U YTBBbPOEHM BbTPELUHU MNpouenypu 3a reHepupaHe U CbXpaHeHue U 3a
Bb3CTaHOBsBaHe Ha kntoyoBeTe Ha YO.

TpaHcdep Ha YacTeH kntod Ha [NoTpebuTten kbMm 1 oT [JocTaBymMKa C Liefl CbOTBETHO CbXpaHeHMe
n Bb3cTaHoBsBaHe B Apyro QSCD/HSM mnnu B codhTyep ce noaabpxa.

YactHuart kntod Ha KENM/KEleyat Ha MNoTpebuTten ce cbxpaHsiBa camo Ha QSCD, B koeTo ce
reHepvpa gBovikaTa Kro4YoBe M He MOXe Aa ce TpaHcdepupa/penpoayumpa Ha Apyro MACTO.
YactHuat knod Ha YET/YEMNe4vat Ha lMoTpebuTten ce cbxpaHsBa COPTYEpPHO M MOXe ada ce
penpoayumpa Ha gpyra cuctema camo nog KoHtpon NoTtpebutens.

6.3.5 MeTtoa Ha akTMBaLUA Ha YAacTeH KoY

1.

YacteH kno4 Ha [JocTaBumMka ce akTMBMpa NocpeacTBOM MOAENIEH CMCTEMEH KOA4 3a LOCTb,
OTAENHUTE YacTy Ha KOWTO ca N3BECTHWN Ha NOBEYE OT €4HO OTOPM3MPAaHO NULE OT NepcoHana Ha
[ocTtaBuuka.

Camo B nNpucbCTBME Ha Te3n Nnuua, cnepn BbBeXOaHe Ha BCUMYKM YacTu Ha Koga 3a OOCTbI, ce
paspellaBa gocTbnbT 40 cnota B HSM n ce akTnBMpa YacTHUS KITou.

YacTeH kntod Ha NoTpebuten ce aktueupa, Ypes BbBeXAaHe Ha NOTPpeOduUTenckns Ko 3a A0CTbMN
00 MSCTOTO, KbOEeTO 3aliMTEHO Ce CbXpaHsiBa Kr4ya MM ce u3nonsea Apyr cnocob Ha
naeHTudurkaums.

YacTteH kntod Ha obnadeH KEI Ha MNoTtpebuten B RQSCD Ha nnatdopmarta ce aktuBmpa 4pes
nm3nbiHeHne Ha cxema 3a TOTP-aBTeHTUMKAUMA 3a NPUHAANEXHOCT Ha cMapTdoHa U
BbBeXxaaHe Ha notpebutenckusa kog 3a goctbn (MAH) 3a obnaven KEIN B cboTBETCTBME CbC
SAD/SAP/SAM Ha ETSI EN 419 241-2/3. YacTHuaT kntod 3a obnadveH KEI ce aktuBupa camo ako
CbLLEeCTBYBAT NognnucaHu nckaHe 3a nsgasade Ha O6nadeH KEIN v [JoroBop 3a yaoCToBEpPUTENHN
ycnyrun ot MNoTtpebutens. MNoannceaHeTo Ha Te3n AOKYMEHTU MOXe Aa CTaHe cnepj nsgasaHe Ha
yaocTtoBepeHune 3a ObnaveH KET.

6.3.6 MeToa Ha ge-akTMBaLUA Ha YacTeH Koy

1.

YacteH kntoy Ha [octaBumka B kpuntocuctemata Ha YO ce peaktuBumpa (npekpatssa ce
Bb3MOXHOCTTA 3a W3MNOf3BaHe) NOCPEACTBOM NPEYCTaHOBSIBAHE Ha FOrnMyeckust 4oCTbi OO0
CbOTBETHUS KItOY B Hesl.

YacTteH kntoy Ha lMoTtpebuten ce geaktmeBumpa (nNpekpatsiBa ce Bb3MOXHOCTTa 3a M3NoNn3BaHe)
NOCPEeACTBOM MNpeyCTaHOBABAHE Ha JIOrMyeckus OOCTbM A0 MSCTOTO, KbAETO 3aluUTeHOo ce
CbXpaHsiBa KIriova.

6.3.7 YHMLlOXaBaHe HAa YacTeH Knou

1.

YacTeH kntod Ha [locTaBymka B Kpyntocuctemata Ha YO ce yHuLoXaBa NocpeacTBOM U3TPpUBaHE
Ha KIto4a UM cboTBeTHUS cnoT. Npn HeobxoaMMOCT ce u3TpmBaT U CbXpaHABaHUTE B apxuBa
HOCUTENN 32 Bb3CTaHOBSIBaHeE.

YacTeH kntod Ha KETM/KEMNeyaT Ha MoTpebuten ce yHuwoxaBa NnocpeacTBOM U3TPUBAHETO MY OT
QSCD unu usinoctHoTo n3tpmBaHe Ha QSCD.

YacTeH kntoy Ha obnadveH KEI Ha MNoTpebuTten ce yHuwoxaBa nocpeacTBOM U3TPUBAHETO MY
(Ha kpunTOrpamarta 3a Hero) oT NoTpebuTenckua akayHT 3a obnayeH KEI.

YacTteH kntoy Ha YEIM/YEleuaT Ha MNoTpebuTten ce yHUWOXaBa NoCpeaCcTBOM U3TPUBAHETO My
OT MSICTOTO, KbETO 3aLUNTEHO Ce CbXpaHsBa Kro4a.
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6.4 [pyru acnekTu Ha ynpaBrieHue Ha ABOMKA KI1loYoBe

6.4.1 ApxuBupaHe Ha NyGNUYHMA KIHOY

1.

My6nnyHute kntodoBe Ha YO ce cbaobpxaT B u3gageHuTe cnyxebHu yOooCTOBEpPEHMsT Ha
[ocTaBunka n ce cbxpaHaBaT BbB BbTpeLLEH pernctbp. CoymTte ca nybnmyHo JOCTbMHM Ypes3
ny6nvkyBaHe Ha ygocToBepeHuaTa Ha [locTaB4mka.

My6nnyHute knovoBe Ha YO ce apxuBupaT M CbxpaHsaBaT 3a nepuog oT 10 rogmHn cneg
n3TMyaHe Ha nepmoaa Ha BanuOHOCT UK NPeKPaTABAHETO HA CbOTBETHUTE YAOCTOBEPEHWS.
My6nuyHuTe kntoyoBe Ha oTpebutenn ce cbabpXaT B U3gageHUTe 3a TAX YAOCTOBEPEHMS,
KOMTO ca ny6nukyBaHu B [y6nnyeH perncTbp 1 ce CbXpaHABaT BbB BbTPELLEH PErncTbp.
My6nuyHuTe kntoyoBe Ha [loTpebutenn ce cbxpaHsBaT M apxuBupar 4pe3 nepuoguyHo
apXxmMBMpaHe Ha BbTPELLUHUSA PerncTbp.

6.4.2 lNepuopn Ha BanUAHOCT Ha yAOCTOBEpeHUe 1 ynotpeba Ha ABOMKA KNKO4YOBe

1.

KY nmaTt cnegHuTe CpoKoBe Ha OENCTBUE:

e Ha 6asosusa YO ,B-Trust Root Qualified CA" n ,B-Trust Root Advanced CA" - 20 (aBagecerT)
rOONHY;

e Ha onepatmBHuTe YO ,B-Trust Operational Qualified CA" n ,B-Trust Operational Advanced
CA" - 15 (neTHageceT) roguHu;

e Ha OCSP cbpBbpU — 5 (NeT) roanHu;

e Ha lNoTtpebuten — cbrnacHo gorosopa mexay [octaBunka n MNotpebutens, HO He noBeye OT
3 (Tpun) roavHu.

Korato ce nsnonasa knoya 3a nognuceBaHe/nognevarsaHe cnej u3tekbi Nepyvod Ha BanugHocT

Ha yQoCTOBEpeHMEeTO, MOANUCHT/NeYaThbT € HeBanuaeH M CbOTBETHUSA noanucaH/nogneyaraH

06eKT nnn n3sBneHne cneaBa a ce cynTaTt HegeNnCTBUTENHM.

LLlecT meceua npeaun M3TM4aHeTo Ha nepmoaa Ha BanuaHocT Ha YO, [locTaBuMKbT reHepupa HoBa

ABOMKa KIlo4oBe M npunara BCMYKM HeobXxoanumMun AeNCTBMS 3a HEHapyllaBaHe Ha paboTaTta Ha

[oBepsBawmnTe ce CTpaHW, KOMTO pas3yuTaT Ha CcTapaTa [[BOWka knio4voBe. HoBaTa ABolika

kntoyoBe Ha YO ce reHepupa v nybnuyHaTta n 4acTt ce pasnpocTpaHsiBa CbrnacHo nonutukata B

TO3U JOKYMEHT.

6.5 [JaHHM 3a akTMBaUus

6.5.1 leHepupaHe U HCTanNMpaHe Ha AaHHU 3a aKTUBaLMA

1.

2.

Mpwn reHepupaHe Ha ABoWKa krntoyoBe OT [loTpebuTen, nocrnegHusa cam Cb3gaBa M yrnpaBnsasa
AaHHW 3a aKTMBaLUWS.

Mpun reHepupaHe Ha ABoOWKa kntoyoBe Ha MNoTpebutens ot [JocTaBumka, nocneaHus npegasa Ha
MoTpebutensa KOHTpONa Ha JaHHW 3a aKTMBaUUA 3ae4HO C YAaCTHUS KIHOM.

Mpn NbpBOHavanHo nsgaBaHe Ha ygocTtoBepeHue Bbpxy B-Trust QSCD, npeaun reHepupaHe Ha
aBorika kno4voBe, B-Trust QSCD ce nHnuymanuaupa un ce cb3gaBaT CreaHuTe KogoBe 3a AOCTbN:
Motpebutencku ("User") n AomuHuctpatmeeH ("SO") n cboTBETHO, 3a NEpPCOHaneH OCTbn Ao
YyacTHus kntod B QSCD v 3a gebnoknpaxe Ha 6nokmpaHo QSCD.

HauyanHuat Motpebutenckn n AoDMMHUCTpPaTUBEH Ko, 3a AOCTbN M 3a AebnokmpaHe Ha B-Trust
QSCD ce npegoctaBaTt Ha MoTpebutensa unm Ha YMbAHOMOLLEHOTO OT HEro NiMue B 3anevaTteH,
Henpo3payeH XxapTUEH MIuK.

MoTpebuntenaT e 3aabimkeH HAa CMeHM MbpBOHa4YanHus NoTpebuTtenckm koa 3a goctsbn go B-Trust
QSCD nocpeacteom codpTyepa, KOUTO ce NpefocTaBs C Hero.

HocTtaBunkbT npenopbyBa [oTpebutenaT ga cMeHs nepuoamyHo cBos NMoTpebutenckn kog 3a
poctbn go B-Trust QSCD.

MoTpebutenat cnegsa ga uanonaea NpeaocTaBeHUSaT AOMUHUCTPATMBEH KOA4 3a SOCTbLM C Len
aebnokmpaHe 6noknpaHo B-Trust QSCD.

6.5.2 leHepupaHe N MHCTanMpaHe Ha AaHHW 3a akTMBauus Ha oonayeH KEI v KEMNevar

1.

[eownkaTta knto4yoBe 3a obnadeH KEI ce reHepupa B HSM-a Ha RQSCD B nnatdopmara 3a
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o6nayeH KEI kaTo YaCTHUAT KNIOY 3aLMTEHO ce CbXxpaHsaBa npu [ocTaBumka.

Mpn nbpBOHa4anHo n3gaBaHe Ha KY 3a obnaveH KEI, npeau reHeprpaHe Ha ABOWKa Kro4oBe,

MoTpebutenat cnefBa da 3apean M MHUUManM3vMpal/akTuBupa MOOWMHOTO NPUIOXEHME 3a

o6nayeH KEI B cmapTdoHa.

WHuumanusauusata/aktmBaunara Ha MOOUNHOTO NPUNOXEHWEe Ce WU3NbMIHABA aBTOHOMHO B

cMmapTdoHa, a perucrtpauuaTa Ha MOOWUNHOTO MNPUMOXKEHUS Ce U3NbIHSABA CbBMECTHO C

nnatdgopmarta 3a obnaveH KEIN Ha [JocTaBumka kaTo BKMOYBAT:

¢ Cb3gaBaHe Ha napona;

e Peructpauusa (acoummpaHe) Ha NpPUNOXeHNeTo/MOBMMHOTO YCTPOMCTBO B NnatdopmaTta 3a
obnaveH KEI (Bb3gaBaHe Ha noTpebuTencku akayHT, o6meH Ha obu (shared) knitou 3a TOTP-
cxema Ha aBTeHTuduKaums, kY 3a 3awuta Ha MNAH-a);

e CurypHo CbxpaHsiBaHe Ha ABaTa Krto4ya B MOBUITHOTO YCTPOWCTBO /MPUSOXKEHNETO — € AUHUAT
ce usnonsea 3a TOTP-aBTeHTUMMKaAUMS (NpuTexaHue Ha MOOMMHOTO YCTPOMCTBO OT
MoTpebutens, opyrmaT — 3a 3awwmTa Ha NMH-a 3a gocTbn 40 YacTHUSA KioY);

e [eHepupaHe Ha gBOMKaA KITlo4HOBeE crieq BbBexaaHe Ha [YH upe3 MobunHoTo npunoxeHue ot
MoTpebutens; YyacTHUA KW Ce 3aliMTaBa 4ype3 yTBbpAeHa KpunTocxema, rapaHtmpalia
nepcoHaneH KOHTPOI A0 YaCTHUS KIOY U Ce CbXPaHsBa;

[aHHuTe 3a aktMBaumsa Ha obnayHmsa KEI (obw, krtou 3a TOTP-aBTeHTMdMKAUMS, KITIOY 33

3awmTa Ha NMWH) ca nog koHTpona Ha lMoTpebutens.

TOTP-aBTEHTUMKALMOHHMSA MEXaHU3bM U KpUNTOCXeMaTa 3a 3aluTa Ha 4YacTHUS K4 Ha

obnaveH KEI BbBexagaTt n rapaHTupaH nepcoHaneH KoHTpon Ha [loTpebuTtens Ao 3awuTeHus

YyacTeH Kkrtod Ha obnayHms KEI.

6.5.3 3awmTa Ha gaHHM 3a aKkTUBaLUA

1.

|_|0Tpe6I/ITeJ'IFIT € 3adbJIKeH Oa CbXpaHAaBa U Na3n OT KOMMNpoMeTunpaHe KogoBeTe 3a AOCTbM A0
MACTOTO, KbAeTO 3allUTEHO Ce CbXpaHABaA YaCTHUA KITHO4.

6.5.4 [lpyrv acnekTu Ha JaHHUTe 3a aKTUBauUus

1.

2.

Cnepn onpegeneH 6por HeycneLwwHN ONUTU 3a BbBEXAAHE Ha KOPEKTEH KO 3a 4OCTbN A0 YaCTHUS
krntod Ha NMotpebutens, B-Trust QSCD ce 6nokupa.

Cnepn onpegeneH 6po HeycneLwwHn onNuTn 3a BbBEXAAHE HA KOPEKTEH Ko 3a AOCTbIM A0 YAaCTHUS
kntod Ha obnadeH KEI Ha [MoTpebuTtens, kpuntorpamaTa C YacTHUS K4 B noTpebutenckms
akayHT ce bnokupa.

MoTpebutenart TpsibBa Aa nanonsea NpegocTaBeHnaT My AAMUHUCTPATMBEH KOA4 3a AOCTbM, 3a
Aa gebnokvpa 6noknpaHo B-Trust QSCD.

MoTpebutenatr Ha obnadeH KEI TpsdAbBa ga w3nonssa MpedocTaBeH My AOMbIHUTENEH
(agmunHMCTpaTMBEH) KOA, 3a Aa Aebnokupa kpuntorpamaTa CbAbpXKalla YaCcTHUS KoM,

6.6 CuUrypHOCT Ha KOMNKTbLPHUTE CUCTEMU

6.6.1 WUN3uckBaHus 3a CUTYPHOCT

1.

KomnioTbpHute nnatdopmn, Ha KOUTO paboTAT BCUYKM KPUTUYHU  KOMMOHEHTU Ha
nHdppacTpykTypaTa Ha B-Trust, ca obopyaBaHu n KOHUrypupaHm CbC CpeacTsa 3a flokanHa
3aluMTa Ha gocTbna o copTyepa n nHdopmauuara.

[ocTaBunkbT ocurypsisa MeToam 1 n3nonasea npoueaypv 3a agMUHUCTPUPaHe 1 ynpasneHue Ha
CUrypHOCTTa Ha usanata uHgpacTpyktypa Ha B-Trust, B cboTBeTcTBMEe C obuonpuetn B
MexayHapoaHaTta rnpakTuka ctaHgapTuv 3a yrnpasreHve Ha MHopMaLmMoHHaTa CUrypHoCT.
HapgexagHocTTa Ha uM3nonsBaHUTE CUCTEMW, TexXHu4eckata W Kpuntorpadpcka CUrypHOCT Ha
OCbLLECTBABAHUTE Ype3 TAX NpoLecH, Ce OCUrypsisa Ypes TeCTOBE U NPOBEPKM HA TEXHNYECKOTO
obopyaBaHe 1 TEXHONMOrMNTE CbIMacHO MeToAmMKa 3a OLEeHKa Ha CUrypHocTTa.

lMpoBepkn N TecToBe ce U3BBLPLUBAT NEPUOOUYHO, KaKTO U MpU BCSKa NPOMsHA, KOATO 3acsara
CUrypHOCTTa Ha MHdpacTpyKTypara.
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6.6.2 CTteneH Ha CUrypHOCT

1. CTteneHTa Ha CUrypHOCT Ha U3MNonN3BaHNTEe CUCTEMM B UHDpaCTpyKTypaTa Ha B-Trust oTroBaps Ha
HOpMaTMBHUTE U3NCKBAHUS 3a U3MbIIHEHME HA AeNHOCTTa Ha [locTaByMka U ce onpeaens ypes
JokymeHTa NonuTuka 3a curypHocT Ha [JocTaB4uka.

6.7 Pa3Bou u ekcnnoatauusa (XKM3HEH LUMKBLI)

6.7.1 PasBomn

1. Pas3BoAT Ha NpoAyKTM U YOOCTOBEPUTENHW YCIyrM, CBbP3aHW C U3faBaHWTE U NogabpXKaHu
yaocToBepeHust oT [locTaBymMka, Ce OCbLLECTBSIBA Ha OTAENMHN CUCTEMU, HaMbIIHO HE3aBUCKUMM
OT Te3M B peAloBHa eKcnroaTauus.

2. TMpoaykTtn, codTyep 1 ycnyru, KouTo ce npegnarat ot [loctaBymka, ce TecTBaT MbpBOHAYasiHO Ha
pa3BolHUTE cucTeMu, Npean aa 6baaTt BbBeAeHN B ekcrnoaTaums.

3. HoBuTte npoaykTu 1 yoocToBepuUTENHU YCnyri, kKouto [JocTaBuMKbLT Npeanara, ce cbnpoBoXxaat
OT npoueaypv No ekcrnroaTauus 1 UHCTPYKLUMUM 3a Non3BaHe.

6.7.2 Ekcnnoartauus

1. BbBegeHuTe B ekcnnoataumsi yooCTOBEPUTENHM YCIyrM M npoayktm ot [ocTtaBumka ce
noaabpxat nocpeactsom ob6ocobeHnTe 3a Tasm Len ekcnnoaTaumoHHN KOMMOTbPHU CUCTEMMN.

2. Ypes ekcnnoataumMoHHUTE cucTemm [JOCTaBYMKbT NPEOCTaBs BCUYKN YOOCTOBEPUTENHN YCIYIN.

3. [lpoayktute n ycnyrmute Ha [locTaBuMka ca TeCTBaHM B YCITOBUS HA peanHa paboTa.

6.8 [donbnHuUTesnHu TecTtoBe

1. [ocTaBuYMKbT NpegocTaBsi Bb3MOXHOCT 3a M3BbLPLUBAHE Ha TeCcToBe 3a paboTocnocoBGHOCT Ha
n3gageHnTe KeanmuumpaHm yoocToBEPEHUS Ha oduumanHaTta cm cTpanuua.

6.9 MpexoBa CUrypHOCT

1. [ocCTaBuYMKbLT M3Non3Ba CbBPEMEHHU TEXHUYECKN CPEACTBa 3a 0OMEH 1 3alumTa Ha MHpopmaums
B MHpacTpykTypaTa Ha B-Trust, 3a ga rapaHTMpa mpexoBaTa CUrypHOCT Ha CUCTEMUTE cpeLly
BbHLUHW MHTEPBEHLUN 1 3annaxMu.

6.10 YaocTtoBepsiBaHe Ha BpemMe

1. [octaBuymkbT NyOnuKyBa B oTAeNeH AOKyMeHT lNonutukata n npaktukata Ha OpraHa 3a nsgasaHe
Ha KBanuunumpaHn enekTpoHHN BPEMEBU nevaTtu.
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7

OLIEHKA HA PUCKA

OTunTarku ycraHoBeHu G1sHec n TexHn4eckn npobnemm npun 4OcTaBka, onepmpaHe 1 NoaapbKKa
Ha yaocToBepuTenHuTe ycnyru, [locTaBuYMKbT M3BBbPLLBA OLIEHKA Ha pyCKa 3a Aa naeHtTuduumpa,
aHanuampa v oLueHN CBbp3aHNTE C TOBA PUCKOBE.

N3bupat ce nooxoasawin Mepku 3a ulbsireaHe Ha MAEHTUUUMPAHN PUCKOBE KaTo ce oTyuTaT
pe3yntatute OT oOueHKaTa Ha pucka. [lpyemaHuTe Mepku rapaHTMpaT HMBO Ha CUrYpHOCT,
CbU3MEPUMO CbC CTENEHTa Ha NOEHTUPULNPAHNTE PUCKOBE.

JocTtaBunkbT goKyMeHTUpa 4pe3 [Npaktukata n cboTBeTHUTE [loNUTUKM Ha npefocTaBsaHUTE
yOOCTOBEPUTENHN YCIYrM U3NCKBAHUATA KbM CUFYpHOCTTA W OnNepaTtMBHUTE nNpoueaypu,
HeobxoanmmM 3a n3bsreaHe Ha NOEHTUPULMPAHN PUCKOBE.

MepuoguyHO ce wu3NbMHABA Nperneq W OueHka Ha pucka C uen npeogonsiBaHe Ha
NAEHTMAULMPAHN PUCKOBU dhaKTopW.

MeHMaXMBbHTBLT Ha [JocTaBunka ogobpsiBa pe3yntaTtuTe OT OLeHKaTa Ha pucka, npeanucaHute
MEepK/ 3a npeofonsBaHe Ha WMAEHTMUUMPaHM PUCKOBM haKTOpU U npuvemMa YyCTaHOBEHUTE
OCTaTb4HUN PUCKOBE.
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8 MNMPO®UIIN HA KBATTIUDULIMPAHU YOOCTOBEPEHUA, HA CRL
N HA OCSP

8.1 NPoOduUI HA KBAINIMOPULIMPAHN YOLOCTOBEPEHUA

1. MbnHOoTO cbabpxaHue (npodun) Ha KY ce cbabpxa B NyOGnvKyBaHUTE AOKYMEHTUTE 3a
cboTBeTHUTe MNMonuTtukn Ha [JoctaB4unka.

8.1.1 Homep Ha Bepcus

1. HocTtaBumkbT nsgaesa KY BbB oopmat X.509, v3.
2. Bepcuara ce Bnvcea B nsgasaHoto KY.

8.1.2 [onycTtnmu paswimpeHus BbB popmaTta Ha yaocToBepeHue

1. Atpubyt ,Subject Key Identifier"- cdopmmpa ce ot nybnmyHMs KoY, yOOCTOBEPEH B
yOOCTOBEPEHNETO KaTO XELU-CTOMHOCT Ha NyGNMUYHNS KINHOY.

2. Atpubyt ,Authority Key ldentifier"- ¢oopmupa ce KaTto Xew-CTOMHOCT Ha NyOGnMYHUS KoY Ha
onepaTtuBHuda YO Ha [JocTaBuuka.

3. Atpubyt ,Issuer Alternative Name"- cbabpxa URL-CTpUHr KaTto anTepHaTMBHO WUME Ha
[ocTtaBuuka.

4. ATtpubyt ,Basic Constrains"- onpegensa Tuna Ha yagoCTOBEPEHMETO U MMa CTomHocT ,End entity”
B yaoctoBepeHueTo Ha lMoTpebutens.

5. Atpubyr ,Certificate Policy" - onpegenst ugeHtudgpukatopa Ha lNMonuTukata 3a KY.

6. AtpubyTt ,Key Usage" - aTpmbyT, KOMUTO onpeaens ynotpebaTa un orpaHmdeHunsta B ynotpeba Ha
yOOCTOBEPEHNETO.

7. Atpubyt ,Extehanced Key Usage" - ponbnea 3HavyeHneTo Ha aTpubyT "Key Usage" n ykassa
AOMBbITHUTENHUTE U CNEeuUUYHN NPUNOXEHNA HA YOOCTOBEPEHNETO.

8. Atpubyt ,CRL Distribution Point" - cbabpxa nuHk kbM aktyanHms CRL Ha onepaTtuBHua YO Ha
JocTtaBuuka.

9. Atpubyt ,Authority Information Access" - cbaobpxa URL-agpeca Ha OCSP cbpBbpa 3a
Banuaaunsi Ha yooCTOBEPEHMETO.

10. ATpnbyTt ,Qualified Statements" - aTpubyTbT cbabpxa ykasaHue, 4Ye yAOCTOBEPEHUETO €
KBanuuuupaHo 1 ganu 4YacTHUS KIoY e reHepupaH 1 ce cbxpaHsiaa Bbpxy QSCD.

8.1.3 UpeHTUdukaTopm Ha anropuTMuUTE Ha efIeKTPOHEH noanuc

1. AtpubytbT ,Signature algorithm" ngeHtndumumpa anroputMmnte (KpyntorpadpCkute MexaHmsmm),
KOWTO Ce n3nonssar.

8.1.4 ®opmu Ha uMeHyBaHe
Bwx cekuna ,MImeHyBaHe" OT TO3U JOKYMEHT.

8.1.5 OrpaHu4yeHus1 Ha UMeHaTa
Bwx cekuna ,MImeHyBaHe" OT TO3U JOKYMEHT.

8.1.6 UpeHTudukarop Ha NMonutuka

1. KY ce nspgasart cbrnacHo Nonutuka Ha [loctaBynka, ngeHtugukatopsT (OID) Ha koaTo ce Bnucea
B atpubyta ,Certificate Policy" Ha ygoctoBepeHueto. Tasu [Nonutuka Ha [ocTtaBumka e B
CbOTBETCTBUE C MEXAYHAPOAHO YCTaHOBEHUTE MONUTUKK, cbrnacHo ETSI/ITU-T B gokymeHTH
EN 319 411-1/2. Bux Tabnuua B T.1.3 Ha AOKYMeHTa.

8.1.7 O3HaueHue Ha KBanupuLumMpaHOTO yAOCTOBEpPEHMUE

1. [HoctaBuunkbT nsnonaea B KY ¢ npocdun no craHgapta X.509 v.3 atpmnbyta ,Qualified Statements"
C unpeHTtudukatopu: ,id-etsi-qcs-QcCompliance” (O1D=0.4.0.1862.1.1), ,id-etsi-qcs-QcSSCD*
(OID=0.4.0.1862.1.4) un ,id-etsi-qcs-QcType* (OID=0.4.0.1862.1.6) cbC CTOWHOCT ,id-etsi-qct-
esign“ (0id=0.4.0.1862.1.6.1) un ,id-etsi-qct-eseal” (0id=0.4.0.1862.1.6.2) u ,id-etsi-qcs-QcPDS*
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(0id=0.4.0.1862.1.6.5).

8.2 TMMpodumn Ha Cnucbka Ha NpeKkpaTeHn yaoCcToBepeHus

8.2.1 Bepcus

1. [HoctaBuukbT, 4pe3 ceoute YO wusgasa, nybnukyBa u nogabpka Cnucbum Ha npekpaTeHu
yoocTtoBepeHus (CRL) BbB dhopmata X.509 v.2.
2. Bepcudara ce snucea B usgageHus CRL.

8.2.2 dopwmar

1. [HocTtaBunkbT m3gaBa, nybnukyBa u noaabvpxa CRL, uninto dopmat e B CbOTBETCTBME C
n3nckBaHudATa B MexxgyHapogHaTa npenopbka RFC 5280.
2. YO na [JocTtaBuuka nsgasat, NyonunkyBaT U nogabpkaTt camoctoaTenHu nbiHn CRL-u kaTto B TSX
3anuceaTt camo NpekpaTeHn YO4oCTOBEPEHMS, KOUTO ca n3ganeHun ot cbotBeTHus YO.
3. [JocTtaBumMKbT HE uU3gaBa n He nogabpxa cxema Ha ,dactudeH" (delta) CRL, Ho 3ana3Ba npaeo
npv HeobxoAMMOCT Aa BbBee TakaBa CxeMma.
4. OcHoBHuTe CRL-aTpubyTy ca:
e ,Version"- Bepcus;
e ,Issuer Name" - nugeHtnduumpa YO, nsgan n nognmucan Cnmcobka;
o Effective Date"/"This update" - Bpeme Ha n3gaBaHe Ha CnnCbKa;
¢ ,Next Update"- BpemeTo Ha BanuaHocT Ha Cnuckka. Cnep nocodeHoto Bpeme, YO n3gaea
nepuoamnyHo HoB Cnncbk. [pes3 neprnoga Ha BanuaHoOCT, B Cryvan Ha npekpaTsiBaHe/cnnpaHe
Ha ygocTtoBepeHue, YO nsgaea HesabasHo HoB CRL;
e "Signature algorithm" - o3HauaBa kpunTorpadckus MexaHn3bM/anropuTbma 3a enekTPoOHEH
noanuc Ha CRL;
o "Signature hash algorithm" - xeLl-(pyHKUNATa B MEXaHN3Ma Ha eNEeKTPOHHUA nognuc.
5. JonbnHutenHn CRL-atpnbyTu ca:
o Authority Key ldentifier"- ngentudumkaropa Ha YO, konto msgaea u nognucea Cnmcbka.
Cobobprka 3HauveHueTo Ha ,subjectKeyldentifier" ot ygoctoBepeHueTo Ha YO, KOWTO nognucea
Cnucbka.

8.2.3 ®dopwmat Ha enemeHT B CRL

1. CRL Ha YO cbabpxa enemMeHTu 3a BCUYKM NpekpaTeHn ygoctoBepeHus ot YO. Te3n enemeHTn
ca noctosiHHM B Cnucbka.
2. CRL Ha YO cbabpxka enemeHT 3a BCAKO cnpsiHo yaoctoBepeHne oT YO. TakbB enemeHT e

BpeMeHeH B Cnucbka 4O MOMeHTa Ha Bb30OHOBSABaHe Ha y4OCTOBEPEHUNETO.

3. AtpubyTtute Ha enemeHT B CRL ca:

e "Serial number" - cepunHNAT HOMeEp Ha MpekpaTeHo/cnpsiHO yaocToBepeHue; "Revocation
date"- Bpeme Ha npekpaTtaBaHe/cnupaHe Ha yAOCTOBEPEHME;

o "CRL Reason Code" — koa, naeHtndumumpaly npuynHaTa Ha npekpartssaHe/cnupaHe.

4. 3HadveHuATa Ha NpuynHaTa 3a nNnpekpaTaBaHe/CnnpaHe Ha yaoCTOBEPEHME Ca KaKTO crieBa:

¢ "keyCompromise" - KoMnpoMeTupaH YacTeH Koy Ha MNoTpebutens;

o "CACompromise" - koMnpoMeTMpaH YacTeH Koy Ha onepaTtuseH YO Ha [locTaBuuka;

o "affiliationChange" - npomeHeH cTtaTyc Ha [loTpebuTten cnpsamo Apyro nvue - NnpomsHa B
npeacTaBuMTenHaTa BnNacT, OTHEMaHe Ha npeacTtaBUTenHata BRacT, MNpekpaTsBaHe Ha
TPYAOBO NPABOOTHOLLEHME U T.H.;

o "superseded" - yqoCTOBEPEHMETO € 3aMECTEHO C APYrO;

o "certificateHold" - pericTBueTo Ha yaoCTOBEPEHNETO BPEMEHHO € CNPSHO.

8.3 MMpodwmn Ha OCSP

1. OCSP cbpBbpa Ha [loctaB4ymka paboTu 1 npegocTass ycryrarta ,OHnarH NpoBepKa Ha CTaTyc Ha
yOOCTOBEPEHNE B pearnHo BpeMe" B CbOTBETCTBME C MEeXAYHapoaHO yTBbpAeHaTa npenopbka
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IETF RFC 6960.
2. WHdpopmaums 3a npodmna Ha 3asBka 1 Ha oTroBop npu pabota ¢ OCSP cbpBbpa ce cbabpXka B
ropenocoyeHarta TexHM4ecka npenopbka, NyérnmyHo gocTbnHa oT canTta Ha IETF.
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9 TMPOBEPKA Y KOHTPOJ1 HA OEMHOCTTA HA IOCTABYMKA

9.1 lNepuoaunyHa u obCcTOATENICTBEHA NPOBEpPKA

1.

4.

5.

KoHTpon Ha npaBHO-pernaMmeHTMpaHata AenHoCT Ha [locTaBymka, CBbp3aHa C yOOCTOBEPEHUATa
3a efeKTPOHEeH Nognuc U HelmHaTa CbobpasHOCT ¢ uanckeaHuaTa Ha SEJEYY n HopmaTMBHaTa
ypeaba ce ocblyecTBABa 0T KomucusaTa 3a perynvpaHe Ha CboOLEeHNsaTa, B paMKUTE Ha HEMHUTE
KOMMNeTeHUnn.

BbTpelueH KOHTPOS Ha AenHocTTa Ha [locTaByMka ce HasHayaBa OT ONepaTMBHOTO PbKOBOACTBO
n/vnn CbBeTa Ha OUPEKTOPUTE Ha IOPUANYECKOTO Nuue Ha [JocTaBymKka KaTo peabT U 06xBaTbT
Ha NpoOBEpPKUTE € CbobpaseH C BbTPELLUHN JOKYMEHTM Ha OPUONYECKOTO NnLe.

PbkoBoacTBOTO Ha [locTaB4yMka OCbLLECTBSABA MOCTOSIHEH OnepaTMBEH KOHTPOS 3a TOYHOTO
N3MbIIHEHNE Ha MHCTPYKUnUTE npu paboTta oT nepcoHana Ha [JoctaBymka.

Pvkosoacteoto Ha ,BOPUKA® ALl HasHayaBa nepuoavyHuM MNPOBEPKM 3@ CbOTBETCTBME Ha
Tekylarta AenHoCT ¢ yTBbpaeHuTe MNpakTtuka n MNonutuku 0THOCHO AenHOoCTTa Ha [JocTaByuka.
[locTaBUYMKBT M3NBbIHABA MOCTOAHEH KOHTPOI BbpXy AenHocTta Ha PO/MPC.

9.2 Kpanudukaumsa Ha npoBepsaBawmTe nuua

1.

2.

MpoBepsiBawm nuua morat ga 6bvaar camo nvua, KOMTO MMaT NpaBo Aa M3NbIHSBAT TakuBa
YHKUMN B CbOTBETCTBME C Bb3NPMETU B MeXAyHapOoAHaTa NpakTuka U3MCKBaHMSA U JOKYMEHTMW.
MpoBepsiBawmMTe nuua crnegBa Aa ca akpeguTupaHu OT MexayHapodHa akpeauTaumoHHa
opraHusaums ga usnbiiHABaT TakMBa NPOBEPKMU.

BbTpewHnTe npoepkn Ha pabotata Ha PO/MPC ce nanbnHsBaTt OT cnyxutenu Ha [loctaByuka,
KOWUTO Ca OTOPU3MpPaHK 3a Ta3n OEeNHOCT.

MpoBepsaBaLLy NUUa He MoraT Aa ynbfAHOMOLLABAT Apyru nvua ga M3BbpLUBaT YacT unu usanarta
npoBepKa, OCBEH C U3PUYHOTO Cbrinacue Ha [JocTaBuuka.

MpoBepsiBawmMTEe nMUa HOCAT OTFOBOPHOCT 3a npoBepeHutTe Gaktn u ob6CToATencTBa,
He3aBUCMMO Janun ca NPEBBL3NOXKUIN YacT Unu LanaTa NnpoBepka Ha Apyry nvua CbC CbrnacneTo
Ha [ocTaBuuka.

9.3 OTHOWeHUA Ha npoBepaABalMTe nNuua ¢ floctaBymnka

1.

2.

MNpoBepsiBawmTe nuua TpsibBa Aa 6baaT He3aBUCUMMU, a HEe ca NPSIKO UMM KOCBEHO CBbp3aHu 1
[a HAMaT KOHMMMKT Ha uHTepecu ¢ [locTaBymka.
OTHoLLeHuATa mexay [ocTaBynka 1 NpoBepsiBalllo BLHLUHO NWLEe ce ypexaaT ¢ A0roBop.

9.4 O6xBaT Ha npoBepKaTa

1.

MpoBepkaTa oT cTpaHa Ha OpraHun 3a oueHsABaHe Ha cboTBeTCcTBMETO ¢ PermameHTt (EC) Ne

910/2014 (n3meHeH ¢ PernameHT (EC) 2024/1183) obxBawa HOpMaATUBHO perriameHTupaHuTe

M3NCKBaHNSA KbM JeNHOCTTa Ha [loctaBumnka cbrinacHo SEAEYY .

BbTpelwHaTa npoBepka moxe aa obxsalya BCAKO 0BCTOATENCTBO UK AEWHOCT, MOCOYEHN B TO3U

OOKYMEHT, KaKTo W:

e CbMNOCTaBKa Ha MPakTUKM 1 NpoLenypy NOCOYEHN B TO3M AOKYMEHT C TsIXHATa npaktudecka
peanusaums Npyu N3NbiHeHMe Ha AenHoCTTa Ha [locTaBuuKa;

e MpoBepKa Ha AEWHOCTTa Ha NOAM3NbIHUTENM - BbHWHM PO/MPC;

e apyrm obcToATencTtBa, dakTM M AEWHOCTU, CBbp3aHu C UH(pacTpykTypaTa B-Trust, no
npeueHka Ha PbkoBogcTBOTO Ha [locTaBumka.

9.5 O6cbxpaHe Ha pe3ynTaTuTe U AEUCTBUSA C ornea U3BbpLUeHaTa NnpoBepkKa

1.

2.

3.

B3 ocHOBa Ha HanpaBeHUTE OLEHKW U OoKMnaga oT npoeepkaTta, PbkoBoacTBo Ha [ocTaByumka
Habensi3Ba MepKn N CPOKOBE 3a OTCTPAHSABAHE HA KOHCTATMPaHUTE NPOMNYCKU N HECHLOTBETCTBUS.
MepcoHanbT Ha [ocTaBuymKka npegnpuemMa KOHKPETHU AENCTBUSA 3a TAXHOTO OTCTpaHsiBaHe B
NMOCOYEHUTE CPOKOBE.

PesynTtatute oT nssbpLUeHaTa NpoBepKka ce CbXpaHsBaT HaAMNEeXHO B apxvBa Ha [locTaBuuka.
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10 APYI' BU3HEC YCJ1IOBUA U NMPABHU ACIMNEKTH

10.1 LleHn n Takcu

1.

2.

5.
6.

[ocTtaBunkbT noaabpxa OOKyMeHT "Tapuda 3a npegoctaBsHUTE  YOOCTOBEPUTENHM,
MHAOPMAaLIMOHHU, KPUNTOrpagCKU U KOHCYNTAHTCKK yCryrin®.

[locTaBYMKbT MMa NpaBo Aa NpoMeHst egHOCTpaHHO Tapudbata no BCSAKO BpeMe OT AENCTBUETO
Ha [JoroBopa, kaTto yBegomsiBa 3a ToBa [loTpebutenute nocpegcteom nyGnMKyBaHe Ha
NpPoOMeHNTE Ha VIHTepHeT cTpaHuuaTta.

MpomsaHaTa nma gencteue cnpsamo Notpebuten ot geHs, crnefBaly AeHa Ha nybnukauymaTa.

B 5 (neT) oHeBeH CpoK OT gataTta Ha NpoMsaHaTa U AOKOJIKOTO € Hanuue yBenMyYeHne Ha LeHuTe,
MoTpebutenat nma npaBo Aa NpekpaTM €OHOCTPaHHO OoroBopa C OTNpaBsiHE Ha MUCMEHO
n3gectne ao [ocrtaBumka, cyMTaHO OT AdaTaTa Ha M3TMYAHE Ha CpoKa Ha MoCcneaHoTo
yooctoBepeHue. B To3n cnyyam 4oroBopbT Ce cunTa nNpekpaTeH oT JataTta Ha NpomMsHaTta, KaTto
nnaTeHuTe MO [AOroBopa Bb3HArpaXdeHWst 3a MNOoN3BaHe Ha YCNyrm He noanexaTr Ha
Bb3CTaHOBSBAHeE.

Mpn nunca Ha n3BecTue 3a NpekpaTaBaHe ce cunTa, Ye [oTpebuTensT e cbrnaceH ¢ npoMsiHaTa.
MpomsHaTa Ha Bb3HarpaXKaeHMsTa He MOXKe Ja 3acerHe Bede 3annaTteHn Bb3HarpaxaeHust.

10.1.1 Bb3HarpaxaeHus

1.

CTonHOCTTa Ha goroesopa BKMHOYBA €4HO UMM HAKOSKO OT CNegHUTE Bb3HarpaxaeHus:

e Bb3HarpaxaeHue 3a usgasaHe u nogabpxkaHe Ha KY;

e Bb3HarpaxneHue 3a nogHossaBaHe Ha KY;

e Bb3HarpaxaeHue 3a M3BbpLUEHM NO UckaHe Ha MoTpebutensa KoHCynTauum n TEXHONOrMYHa
NMOMOLLL;

e LieHa 3a 3aKyneHo unu npegocrtaBeHo nod Haem oT [loctaBunka obopyaBaHe;

e Bb3HarpaxaeHve 3a nepcoHanuanpaHe Ha PU3N4eckn HocuTen.

ObmkMMnTe Bb3HarpaxgeHns um cymu ce 3annawaTt Ha [JocTaBumMka B pas3Mepu, CbINacHo

Tapucata 3a npepgoctaBanute oT ,BOPUKA® Al kBanuduumpaHu yOooCTOBEPUTENHN,

NHPOPMAaLIMOHHN, KpMNTOrpaddCKN U KOHCYNTAHTCKM YCIYrn 1 B CPOKOBE M MO Ha4YMHW, NOCOYEHN

B [JoroBopa 1 NpunoXxeHusiTa KbM HEro.

[IOKONKOTO MMa yroBOpeHO aBaHCOBO UIM abOHAaMEHTHO Bb3HarpaxdeHue 3a M3Mori3BaHe Ha

ycrnyra, CbLOTO He MOANEeXW Ha Bb3CTaHOBsiBaHe, ako [loTpebutensat He e KoHcymupan

npegocTaBsHaTa ycnyra npe3 CbOTBETHUSI CPOK, 3@ KOWTO Ce OTHAcs aBaHCOBOTO WU

abOHaMEHTHOTO Bb3HarpakaeHue.

LleHaTa He BKMOYBA HaAYMCMEHUTE OT TENEKOMYHWKALMOHHUTE KOMMaHMU CyMU BbB Bpb3Ka C

nonssaHu ot MNoTpebuTtens ycnyrm oT TsX 3a LenuTe Ha NnpeaocTaBsaHUTE ycnyrmn oT [locTaBymka.

Te ce gbmkat m3uano ot lNoTpebuTtens Ha CbOTBETHATA TENEKOMYHUKAUWMOHHA KOMMaHUS.

[oCcTaBUMKBLT HE OBITKN N HE HOCK OTTOBOPHOCT 3a 3anfallaHeTo Ha Te3n CyMMW.

Bcuukm pasxoam v Takcu 3a npeBexgaHe Ha ObIMKMMUTE CyMu Mo cMmeTkaTa Ha [locTaBuuka,

BKIMIOYUTENHO 1 TE3M KOPEeCNOHAEHTCKN BaHKn, ca 3a cMmeTka Ha [NoTpebuTens.

10.1.2 Bb3HarpaxaeHusi 3a yaocToBepuUTENHU, Kpuntorpadckn, MHOPMaLMOHHU U

KOHCYNTAHTCKM yCIyru

3a ycnyrnte no npegoctaBsiHe U nsnonssaHe Ha KY u cBbp3aHuTe € TAX ycnyru ce 3annawa
AbKnma cyma npuv 3asBsiBaHe Ha ycnyrata. B octaHanute cnyyam nnawaHeTo ce M3BbpLUBa B
10-OHeBeH CpPOK OT NosiyyaBaHe Ha (pakTypaTa UNnu CbrfacHO CKIYEHUA JOroBop.

Ycnyrute CBbp3aHM C OCbLUECTBABAHE HAa TEXHOMOrMYHa MNOMOLW, M MpedocTaBsAHEe Ha
KOHCynTauun 3a wu3rpakgaHe W noagbpKaHe Ha MHGpacTpykTypa W pelleHnsa  3a
NMHOpMaLMOHHa CUTYPHOCT ca Ha 6a3a "JyoBeko4vac" 1 ce 3annawiaTt Bb3 OCHOBa Ha ABYCTPaHHO
noanucaH MpoTOKON 3a M3BbpleHa paboTta. LleHnte Ha yacoBaTa CTaBka B npuroxeHarta
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Tapuca ca BanugHM B pamKMTe Ha YCTaHOBEHOTO paboTHO Bpeme. [Npu pabota B U3BBLH
yCTaHOBEHOTO paboTHO BpeMe, LieHUTe ce yBenuyaBaT CbC CbOTBETEH MNPOLEHT, CbrnacHo
Tapudarta.

3a ycnyra ,MIagaBaHe Ha KBanuduuupaHu enekTpoHHU BpeMeBu nevatn" npu cbrinacyBaHoO HUBO
Ha obcnyxBaHe (SLA, Service Level Agreement) ce 3annaiia CbrnacHo 4OroBOPHUTE YCroOBUSE
3a [JocTaBKa M Non3BaHe Ha ycrnyrarta.

LleHaTa Ha 3akyneHo unv npegoctaBeHO nod Haem ot [loctaBumka obopyaBaHe ce yroBaps U ce
ObIKM  CbrNacHo ycnosusATa Ha pJoroopa. [lpaBooTHoweHusiTa Mexay [ocTtaBuvka U
MoTpebutena ce ypexgat cbriacHo obwuTe npaBuna Ha goroeopa 3a npogaxba, pecn.
Aorosopa 3a Haewm.

Mpun 3abaBsHe Ha NnawaHusaTa cnen oroBopeHnst cpok MNoTpebutenaTt abmkn Ha [JocTaBunka
3aKoHOBaTa NMxBa 3a Neproda A0 OKOHYATENHOTO M3nnaliaHe Ha Ob/HKUMUTE CyMMU.
MonsBaHeTo Ha Ny6nnkyBaHM 4OKyMeHTU B IHTepHeT cTpaHuuaTa Ha [JoctaB4ymka e 6e3nnaTtHo.
3a 3anuc u npepocTaBsHe Ha Te3n OOKYMEHTUM BbpXy (PU3MYECcKM HocuTen ce 3annaila
cebeCcTOMHOCTTa Ha TO3N HOCUTEN N KYPUEPCKUTE Pa3HOCKN.

10.1.3 daKkTypupaHe

[ocTtaBunkbT n3gasa Ha NoTpebutensa dakTtypa 3a NnpegocTaBsaHUTE YCyru.

Henony4yaBaHeTo Ha ghakTypa He ocBoboxaasa [oTpebuTens oT 3agbimKEHNETO My Aa 3annaTu
OBbIDKUMUTE Bb3HarpaXkaeHusi B yroBOpPeHUTE CPOKOBeE.

Bcuukm abmkmMMy no goroBopa cymu ce 3annawart ot MNotpebutens B 6pon mnm no 6aHKOB NbT.
MnawaHeTo no 6aHKOB NBbT Ce cuMTa U3BBbPLUEHO CbC 3aBepsiBAHETO Ha B6aHkoBaTa cMeTKa Ha
[locTaBunka C MbAHUA pasmep Ha ObIPKUMUTE CYMU.

Bcunykm 6aHKOBM KOMUCUMOHHK, TakCK 1 pa3HOCKN BbB Bpb3ka ¢ 6aHKOBUTE NpeBOAN ca 3a CMeTKa
Ha lMNoTpebutens.

10.1.4 BpblaHe Ha yaocToBepeHMe U Bb3CTaHOBAABaHe Ha niaijaHe

MoTpebuten moxe Oa Bb3pasyM OTHOCHO HETOYHOCT MM HEMbIHOTA B CbObPXaAHMETO Ha
nsnaneHo KY B 3-aHeBeH cpok cnep nybnukyBaHeTo My B [yOnunyHnsa permcrop.

AKO MpuyMHa 3a HEBAPHOTO CbAbpxaHue Ha ygoctoBepeHneTo e B PO/MPC, [ocTaBunkbT
npekpaTsBa YAOCTOBEPEHMETO U U3gaBa HOBO C BSIPHO CbAbpXaHMe 3a CBOS CMeTKa unu
Bb3CTaHOBsIBA HarnpaBeHOTO nnawaHe 3a npeKkpaTeHOTO YAOCTOBEpPEHME C  HEBSIPHO
CbAbpKaHue.

AKO NpyyMHa 3a HEBSPHOTO CbAbpXXaHWEe Ha yOOCTOBEPEHMETO € No BuMHa Ha [loTpebutens,
[ocTaBunKbT npekpaTsBa YO4OCTOBEPEHMETO M He Bb3CTAHOBSIBA HanpaBeHOTO MnailaHe.
[ocTaBunkbT MOXe [a u3aaje HOBO C BSPHO CbAbpXXaHue 3a cmeTka Ha NMoTpebutens.
MoTpebutenat moxe ga oTkaxe m3gageHo KY ¢ BApHO cbabpkaHue, KoeTo [OoCTaBuYMKbT Lie
npekpatm HesabaBHO 6e3 [Oa Bb3CTAHOBM HaMNpPaBeHOTO MnallaHe 3a MpeKkpaTeHoTo
yOOCTOBEpPEHME.

10.1.5 beannaTHu ycnyru

1.

HocTtaBunkbT npepoctaBs 6e3nnaTtHO pPerucTbpHU U MHAPOPMALUOHHM YCAYrn, CBbpP3aHu C
nonssaHe Ha [NybnnyHnsa perncTbp, KakTo creasa:

e rnpoBepka Ha nybnukyeBaHo B peructbpa KY Ha lNoTtpeburten;

e MpoBepKa 3a BanuaHOCT Ha u3gageHo yaoctosepeHune B NyGnnyHns perncTbp; NnpoBepka Ha
CTaTyC Ha yAOCTOBEPEHME B pearnHo Bpeme;

yOOCTOBEPEHNE 3a BpEME Ha NpeaCcTaBeHO CbabpXKaHNe/enekTpoHHO ussasneHune 6e3 SLA;
naternsHe Ha aktyaneH CRL n goctbn go apxmea cbc CRL-u;

n3ternsiHe Ha cnyxebHuTe ygoctoBepeHus Ha [locTaB4uka;

nsternsHe Ha Ny6nuyHn JOKyMeHTW Ha [JocTaBuvka; Apyru ycnyru.
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10.2 ®HaHCOBU OTTOBOPHOCTHU

10.2.1 3acTpaxoBKa Ha AeMHoCTTa

1.

[locTaBYMKBT CKMOYBA 3a4b/DKUTENHA 3acTpaxoBka Ha OeMHOCTTa ¢ KaTto peructpupad OKYY
oT KPC;

3agbipkMTenHaTa 3acTpaxoBKa € C HenpeKkbCBaeM CPOK U ce NOAHOBSABA NEPUOANYHO.

MpeameT Ha 3acTpaxoBkaTa € OTrOBOPHOCTTA Ha [locTaBuMka 3a OCbLUECTBsIBAHaATa OT HEro
OENHOCT cbrnacHo uanckeaHunara Ha 3EOEYY n HOMAAOYY.

[ocTaBunKbT UMa 3aQbIDKUTENHA 3acTpaxoBKa B pa3mMep Ha 3acTpaxoBaTeflHM CyMU NOCOYEHN B
HOonMnaaoyy.

3agbiokMTenHata 3acTpaxoBka MOKpuBa OTrOBOpPHOCTTa Ha [locTaBumka kbM [loTpebutenn,
CbOTBETHO [loBepsABaLLM Ce CTPaHWU 3a MPUYMHEHU UMYLLIECTBEHN N HEUMYLLECTBEHM Bpeau A0
rpaHuumTe onpegenexdn B 3EQEYY v HOMOAYY.

Cnen HacTbnBaHe Ha cbbuTMe, KOETO MOXe Aa MNO3BONU MNpeasiBiBaHe Ha WCK MOKPUT OT
3acTpaxoBKaTa, 3acerHaToTo nvue Tpsibea Aa yBeaommn nucMmeHo [loctaBynka n 3actpaxoBarens
B CPOK OT 7 OHW cnepj Kato CbOMTUETO My CTaHe U3BECTHO.

10.2.2 3acTpaxoBaTenHO NOKpuTUe

3acTpaxoBaTenHoOTO MOKPUTME 3a HAHECEHW HEMMYLLECTBEHU W/Wnn UMYyLLEeCTBEHM Bpean Ha

MoTpebuten He HaoxBbPNS pasmepa yctaHoBeH oT HOMAAYY.

3acTpaxoBkaTa He NOKpMBa criyvamTe No 0TKas Ha OTTOBOPHOCT, B YACTHOCT 3a Bpeau NPUYMHEHN

oT:

e HecrnasBaHe Ha 3aabikeHusTa Ha [NoTpebuTen;

e KOMMNpomeTupaHe unu 3aryba Ha 4yacTeH kno4v Ha [MoTpebuten nopagu He nonaraHe Ha
ObIKMMaTa rpyka 3a onassaHe npu U3nona3BaHe;

e HecnasBaHe Ha M3NCKBaHMSITA 3a NPOBEPKa Ha BanMAHOCTTA Ha €NEeKTPOHHUS MOAMUC N Ha
yaocToBepeHneTo oT [JoBepsiBalla ce CTpaHa;

e (OpCMaxopHM 1 opyrn 06CTOATENCTBA, U3BBbH KOHTPONa Ha [locTaBymka.

10.3 KoHcdhmaeHumanHocT Ha 6usHec nHdopmaums

10.3.1 O6xBaT Ha KOHdMAeHUMnanHaTa nHpopmaums

1.

WHudbopmauua 3a Motpebuten, KOATO He e BKMYeHa B usgageHute ygoctosepeHns n B CRL
CbCTaBnsABa NMUYHM JAaHHU MO CMUCBIa Ha 3akoHa 3a 3awuTa Ha nnyHuTe aadHn (33J10), ce cunta
3a KOHuaeHunanHa.

MHdbopmauuaTa no npegxogHata Todka ce cbbupa oT [ocTaBumka camoO [OOKOSIKOTO €

Heobxoanma 3a HyXguTe Ha u3gaBaHe u Nnogabp)KaHe Ha YOA0CTOBEPEHNATA.

CuuTaHarta 3a KoHuaeHunanHa nidopmaunsa He moxe aa 6bae npegocTaBsiHa Ha TpeTu nuua,

6e3 U3pMYHO cbrnacue Ha npefocTaBUNUTE s Nvua C U3KIKYEHME Ha criyvyauTe, Npu KOUTO

[ocTaBuMKbLT € 3a4bIKEH MO cuaTta Ha 3akoH, B TOBa YNUCIO Npu:

o [lpoBepku Ha KomucuaTa 3a 3awimra Ha NUYHK AaHHW;

o [lpoBepkn Ha BBHLUHM N BbTPELUHU OOUTOPM 3a JOKasBaHE CbOTBETCTBME KbM CTaHOAPTH,
3aKOHW, Hapeabw, NpaBUNHULN U APYTU PerynaTopHy U3NCKBaHUSA, U3PUYHO Heobxoaumm 3a
peanuamMpaHeTo Ha OGu3Hec npouecute Ha [JocTaBunKa;

o [lpegoctaBsiHe Ha OAbpXKaBHM UHCTUTYLMK, KOraTo TOBA € 3aKOHOCHLOOPasHO U M3PUYHO ce
n3nckea.

KoHdmaeHumanHaTa nHdopmMaumsa ce CbxpaHsiBa Ha MSCTO, 4OCTbNbT A0 KOETO € OrpaHunyeH

camo 3a nvua oT nepcoHana Ha [JoctaBuuka, oBfacTeHN ga onepupart ¢ AaHHUTE 1 ce paskpusa

camMo cnefj M3pUYHO cbrnacve Ha [loTpebutena C M3KMYEeHWe Ha cnyyYaute, Npu KOUTO

JocTaBuYnKBLT € 3a4bIDKEH MO cunata Ha 3akoH.

Hwukon oceeH NoTpebuTen, BkntounTenHo 1 [loctaBunka, HAMa NpaBo 4a N3Mon3Ba YaCTHUA KIHY

3a cb3aBaHe Ha enekTpoHeH nognuc. [loctaBumkbT npenopbysa lMNoTpebutena ga He mnsnara

noTpebuTenckms Kog 3a AOCTbM A0 YacTHUS Kitod Ha KY, gopu ako Tor e wndposaH.

"BOPUKA" Afl, 10NN 2025 . Ctp. 79 ot 86



O6woaoCTLNEH JOKYMEHT
NMPAKTUKA NMPU NPEAOCTABAHE HA KBAITMOULUMNPAHU YOOCTOBEPEHUA
N YOOCTOBEPUTEJIHU YCITIYTU OT ,,BOPUKA“ Al

6.

7.

Bcuykn YacTHM KNMoYoBe Ha nnua oT NepcoHana v 3BeHa B MH@pacTpykTypaTa Ha [locTaBumka ca
HageXaHO 3alUMTEHN cpeLlly KOMNpoMeTUpaHe 1 pasnpocTpaHeHMe.

3anucu B XKypHanuTe M noroseTe OT cucTemMuTe Ha [ocTaBuMka ce pasrnexpgar KaTto
KOHpmaeHUManHa nHopMaLmsa 1 ca 3alnTeHn OT HenpaBoOMepPEH A0CTbIM U Bb3AeNCTBYE.

10.3.2 HekoHmaeHumanHa nHdopmaums

1.

O6wopocTbnHa e Bcsika nHdopmaums, cbabpxala ce B MNybnuyHusa pernctbp nNo oTHOLWEHME
Ha msgageHuTe ygocTtoBepeHusi, (ocBeH ako lMoTpebutenaTt e nocouun onuus ,3abpaHa Ha
goctbna“) kKakto 1 B nyonukyeaHuna aktyaneH CRL 1 B apxvBHUTE KOMUS Ha TO3M CMNCHK.

10.3.3 3awumTra Ha KoHMAaeHUManHaTa uHpopmauusa

1.

HoctaBunkbT u [loTpebuTenar HamaT npaBo Aa pasnpocTpaHsBaT wunuM Aa ponyckart
pa3npocTpaHsiBaHe Ha MHOPMaLUsi, CTaHana UM U3BECTHa MPU UK MO NOBOA M3MbIHEHWE Ha
3a4biKeHusiTa MM no [oroBopa, BKMOYMTENHO OTHOCHO NnaiwiaHusi, 6e3 npegBapuTeriHO
N3PUYHO NMMCMEHO paspeLleHne oT gpyraTta cTpaHa.

10.4 NoBepUTENHOCT Ha FIMYHU AAHHU

1.
2.

[locTaBuMKBLT € permcTpmpaH kKaTto agMMHUCTPATOP Ha NIMYHK AaHHKU no pega Ha 33J14.

B kauectBOTO CcM Ha AOMMHMCTPATOP Ha NWYHM OaHHM, [JOCTaBuYMKBT CTpOro cvbniogaea

N3NCKBAHUATA 3a NMOBEPUTENHOCT M HepasnpocTpaHeHWEe Ha NUYHUTE AaHHWU Ha [loTpebuTenu,

CTaHann My U3BECTHW NpW U3NbiHEHWe Ha genHocTTa cn kaTto OKYY.

JInynuTe gaHHn, kouto [JocTaBumkbT cbbupa, cbrnacHo 1.10.3.1, ce cbxpaHsaBaTt 1 obpaboTBaT

€OVHCTBEHO U CaMO 3a LennTe Ha npegocTaBsHuTe oT [locTaBuMka yooOCTOBEPUTENHU YCNYru B

CbOTBETCTBUE C n3nckBaHusTa Ha SEQEYY, gencreawata HopmatueHa ypeaba n GDPR

CovrnacHo ytBbpaeHuTe lMonutukm Ha KY, enemeHTM Ha WHpopmauusaTa B TaX Morat ga

cbabpXat nuyHM gaHHu. C orned OCbLUECTBABAHETO HA AEWHOCTTA CUM U Ha onpeneneHu

M3NCKBAHNA Ha nNybnuyHMTE €enekTPOHHM YCIyrM KbM yOOCTOBEpeHaTa MHdopmauus,

[locTaBuMKBLT s1 NpaBuM AOCTbMHA 3a TPETU NULa Ypes n3gageHuTe yaoCTOBEPEHNS, OCBEH ako B

NCKaHEeTO 3a u3gaBaHe Ha yOOCTOBEPEHME HE € MOcoYeHa onuusTa ,3abpaHa Ha goctbna".

MoTpebutenaT, B KAYECTBOTO CU Ha CYBEKT Ha NUYHM OaHHU MMa NPaBOTO:

e [la namckea oT [locTaB4ymKka Aga kopurmpa, unu orpaHn4m obpabotBaHeTO Ha HErOBUTE NINMYHMU
AaHHW UK Ja HanpaBu Bb3paXeHue cpeLly TAXHOTO obpaboTBaHe;

e [la manckea ot [octaBumka ga u3tpue 06e3 HeHyXHO 3abaBsiHe HEroBUTE NUYHU OaHHM,
KOETO LLie ce u3BbpLuKn OoT [JocTaBumnka, ako ca NpunoXxumMmm ycnoesusTta Ha yn.17 ot GDPR,;

o [la nony4ym cBOMTE NNUYHM AAHHW MPU NOMCKBAHE NO CbLOTBETHUS pea, onncaH B 7.10.11.

e Ha npeHocumocT 3a nuyHM gaHHu, npu ycnosuaTa Hac Yn.20 ot GDPR u HopmaTtuBHa a
ypenba B cTpaHarTa.

e [la 6bae yBeOOMEH 3a U3BBbPLUEHUTE KOPEKLMM, HAanpaBeHO U3TpUBAHE U OrpaHMyaBaHe B
obpaboTkaTa Ha HEroBUTE NMNYHN JaHHW, aKO U3PUYHO NOoMCKa TOBa.

e [la nopasa anba Ao Haa3opHus opraH — KomucusaTa 3a 3alumTa Ha NUYHUTE OaHHU, No
OTHOLUEHNE Ha HErOBUTE NMNYHM AaHHW, KOUTO ca NpeaocTaBeHn Ha [locTaB4ymka

10.5 MNpaBa BbpXy UHTENeKTyanHa co6CTBEHOCT

1.

PasnnyHn gaHHKW, BKNIOYEHW B M34aBaHW YAOCTOBEpeHus unu nybnukyBaHu B [ly6nvyHus
pernctbp ca obekT Ha npaBa BbPXy MHTENekTyanHata COGCTBEHOCT U APYrM UMYLLECTBEHUN U
HenmyLLecTBeHM npasa.

OTHoweHuATa No noBog Ha Te3u npaBa Mexay [loctaBuvka W Apyrute yyacTHUUM B
nHcppacTpykTypaTa Ha B-Trust, kato BbHWHKM PO, MPC u gp. ce ypexaaT ¢ Jorosop.

Bcuukn nsgageru yagoctosepeHuns ot [loctaBumka ca 06ekT Ha aBTOpCKO nNpaso Ha [locTaBymka.
Bcuykm npaBa Bbpxy usnonssaHu ot [JoctaBumka 6usHec mapku (Hanp., B-Trust®), kakto u
CbAbpXallyM ce B yqOCTOBEPEHUATA TbProBCKM HauMeHOBaHUSA n3nonssanu ot MNMotpebutenn, ce
3anasBat OT COOCTBEHMUMTE UM W Ce M3MNOM3BaT camMoO 3a HyXAuTe Ha npeaocTaBsHUTE
YyOOCTOBEPUTENHN YCIYIW.
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5. [Boiikute Kno4oBe, KOPECNoHAMpAalLUM Ha ydocToBepeHusTa Ha [loctaBumka u Ha [pyrute
y4YacTHUUM B MHpacTpykTypaTa Ha B-Trust kakTo 1 CbOTBETHUSA CEKpeTeH maTtepuarn, ca o6ekT
Ha npaBa Ha [locTaByMKka M Ha CbOTBETHUTE y4acCTHULM, HE3ABMCMMO OT COOCTBEHOCTTa BbPXY
dn3MYecknss HocUTeN Ha Kr4yoBeTe.

10.6 OTroBOpPHOCT U rapaHuumn

10.6.1 OTroBOpHOCT U rapaHuuu Ha [locTtaBuYMKa

1. [JocTaBuMKbT OTroBOPSA M rapaHTupa, Yye crnasBa TOYHO YCMOBMATA B HACTOALWMS OOKYMEHT,
nanckeannata Ha 3EJEYY n Ha HOopmaTuBHaTa ypeaba npu oCcbLeCcTBABaHE Ha AEVMHOCTTa Ha
pernctpupaH OKYY.

2. [locTaBuMKbT OCBLLECTBSIBA AEMHOCTTA Ha pernctpupan OKYY kato:

n3non3ea TEXHWYECKO obopyaBaHe M TEXHONOrMKM, KOUTO OCUrypsiBaT HaOEeXOHOCT Ha
CUCTEMM U TEXHMYECcKaTa 1 Kpuntorpadcka CUrypHoCT Npu OCbLLECTBABAHE Ha npolecuTe, B
TOBA YMCIO U CUTYPEH 1 3alUNTEH MEXAHU3bM/YCTPOMCTBO 3a FrEHEpPMPAHE Ha KITlo4YoBE U 3a
Cb3aBaHe Ha eneKTPOHEeH Noanuc B CBOSITa MHAPACTPYKTYpa;

uspasa KY cneg kato npoBepu € OONyCTUMKM OT 3aKOHa CpeacTtBa npeacraBeHaTa
nHdopmaums;

CbXpaHsaBa W nogaobpxa uHGOpMauus, CBbp3aHa C W3gaBaHUTE YOOCTOBEPEHUS W
onepaTtuBHaTa paboTa Ha cUCTEMUTE;

crnasBa yCTaHOBEHMTE npoueaypu 3a pabota M npaBuna 3a TEXHUYECKM M (PU3NYECKM
KOHTpPOI, B CbOTBETCTBME C YCNOBUATA B TO3U JOKYMEHT;

npu WUCKaHe wu3gaBa CbOTBETHUTE TUIMOBE YOOCTOBEPEHWs, CMasBalKu YCnoBusiTa U
npouenypute B TO3M AOKYMEHT U CbOTBETHUTE MONNTUKY;

yBefowmsiBa NoTpebutennte 3a hakta Ha akpeautTaumsTa cu;

Cb3aaBa Bb3MOXHOCT 3a He3abaBHO cnvpaHe u npekpaTsaBaHe Ha aencteneto Ha KY;
npekpatsiea M cnvpa OencTBMEeTO Ha YAOCTOBEPEHWUS MNpW YCroBuATa M MO peda Ha
cboTBeTHaTa lNonuTuka;

yBefoMsiBa He3abaBHO cnepj cnupaHe Ha ygoctoBepeHue Notpebuten;

ocurypsiea ycrnoBust 3a TOYHO OnpedensHe Ha BpeMeTo Ha u3gaBaHe, Crnuvpade,
Bb30OHOBABaAHE M NpekpaTsaBaHe Ha AECTBMETO Ha YAOCTOBEPEHUATA;

ocurypsiBa Mepku cpeLly noanpaBsiHe Ha yAOCTOBEPEHUSATa U MOBEPUTENHOCTTA Ha JAaHHUTE,
00 KOMTO MMa AOCTbMN B NpoLeca Ha Cb3aaBaHeTo Ha NoAnuca;

N3non3Ba HageXaHN CUCTEMN 3a CbXpaHsiBaHe 1 ynpasneHne Ha YAOCTOBEPEHUATA;
ocurypsiea CaHaaneXxXHo OBIaCTeHW CRYXXUTeNW a MmaT AOCTbM 3a BHACAHE Ha MPOMEHM,
yCTaHOBSIBaHE Ha aBTEHTMYHOCTTA M BanuOHOCTTa Ha YAOCTOBEPEHUATA;

npy Bb3HMKBaHE Ha TeXHU4Yeckn nNpobrnemu BbB Bpb3Ka CbC CUIYpHOCTTa, TOBa Aa CTaBsa
He3abaBHO JOCTOsIHME Ha 0BCNYXBaLLMsA NepcoHarn;

C M3TN4YaHe Ha cpoKa Ha BanuAHOCT Ha KY ga oTMeHu BanuaHocTTa My;

nHdopmupa lNoTpebutenute n TpeTn OOBEPSIBALLN CE CTPaAHW 3a TEXHUTE 3adbIPKEHUS U
ObIbKMMaTa rpyka Ha nosegeHue npu nsnon3eaHeTo M AOBEpPsBaAHETO Ha NpedoCcTaBAHUTE
ot [locTaBumka yOoOCTOBEPUTEMHU YCNYrM, KakTO M OTHOCHO MPaBUITHOTO WU CUFYPHO
N3non3BaHe Ha n3gageHnTe yaoCTOBEPEHNSA U YAOCTOBEPUTENHUTE YCNYrn, CBbP3aHN C TAX;
n3non3Ba 1 CbxpaHsaBa cbbpaHaTa nu4Ha u apyra nHdopmMaumsa camo 3a Lienute Ha CBosiTa
OENHOCT MO MNpeaocTaBsAHE Ha YAOCTOBEPUTENHWM ycrnyrm no cmucbna Ha 3EOEYY wn B
CbOTBETCTBUE C pasnopendbute Ha 33J1[ n gpyrute OTHOCMMW NPaABHU HOPMU;

He CbXpaHsiBa UIM HE KoNMpa AaHHU 3a Cb3gaBaHe Ha YaCTHU KIHOYOBE;

noaabpXa pasnoriaraemu CpeacTtBa, KOMTO OCUrypsiBaT Bb3MOXHOCT 3a M3BbPLUBAHE Ha
OenHocTTa My;

3acTpaxoBa 3a BPEMETO Ha CBOSITA AENHOCT 3a BpeauTe OT HEU3NbIIHEHNE Ha 3a4bIDKEHMATA
my no 3EJEYY, B cboTBETCTBME CbC 3acTpaxoBaTenHara NnonmTuKka;

nooabpka nepcoHan, npuTexasalw, HeobxoaMmMmuTe €eKCNepTHU 3HaHus, ONMUT U
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KBaJ'II/I(bVIKaLl,MFl 3a U3BbpLUBaHeE Ha DEenHoCTTa;

nyonunkyBa n ocurypsiea 4OCTbM 40 YTBbPAEHO MOOGMAHO NpunoxeHue 3a obnaven KEIT,
nogabpxa Permctbp, B KomTto nybnukyBa usgagenute KY, aktyaneH CRL, gpyrm
obcToaATeNncTBa M eneKTPOHHU JOKYMEHTW, CbrnacHo To3n AoKymeHT n SELEYY;

ocurypsiea 4octbn Ao Pernctbpa no enekTpoHeH nbT 24 yaca B AEHOHOLLMETO;

ocurypsiea 3aljuTa cpelwy BHacsHE Ha MpoMeHW B nogobpxaHus Pernmctbp oT
HepernameHTMpaH 1 HenpaBoOMEpPEH JOCTbM UK Nopaan CryyYyanHo cbouTue;

nybnukyBa B nybnuuHua Pernctbp Ha KY HesabaBHO wu3gageHute u  NoAnMcaHu
yOOCTOBEPEHMS;

Cb3daBa YCNoBUSA Ha BCsIKa AOBepsiBallla Ce CTpaHa da npoBepw cTaTyca Ha M3gageHo u
ny6nvkyBaHO yaocToBepeHne B ny6nmyHma Pernctbp Ha yooCTOBEPEHMS;

npy u3BbplBaHe Ha obuyanmHata penHoct Ha BOPUKA no npepoctaBsiHe Ha BCUYKM
yOOCTOBEPUTENHM YCIyrn OT nopTdonuoTto Ha bopuka ALl, 4OCTAaBYMKBLT HE AUCKPUMMHMPA
MO HUKAKbB HAYMH CBOUTE KITUEHTU U CIYXXUTENN.

3. [HocTtaBunkbT oTroBaps npend MNotpebuten u [JoBepsieallia ce cTpaHa 3a:

3aabJDKEeHNATa CK1 Mo npeaxoaHaTa TOYKa,
HeBepHU nnun nmnceawln gaHH1M B yaoctoBepeHmne no Heroea BUHa;
nponyckn B yCtaHOBABAaHE HA NOEHTUYHOCTTa Ha 3aasutensi.

10.6.2 OTroBopHOCT U rapaHuuu Ha PO/MPC

[ocTtaBunkbT rapaHtupa, ye PO/MPC wmsnbnHsaBa cBoutTe OyHKUUMU U 3a0bIDKEHUS B MbIHO
CbOTBETCTBUE C YCNOBUSTA B TO3M JOKYMEHT, C U3UCKBaHMATA 1 npoueaypute B [Nonutukute un
n3gageHnTe BbTPELLHN ONEPaTUBHU UHCTPYKLNN.

2. [octaBuukbT O0TroBaps 3a gencreusata Ha PO/MPC B nHdpacTpykTypaTa Ha B-Trust.

10.6.3 OTroBopHoCT Ha lNoTpebutens
1. ToTpebutensat Tpsbea ga:

cnassa TOYHO YCroBMATa M NpoueaypuTe Ha Tasu JOKYMEHT M cboTBeTHaTa [lonuTtuka npu
ncKaHe 3a u3gaBaHe Ha YAOCTOBEPEHUS U MON3BaHETO Ha ApYyrMTe yAOCTOBEPUTENHN YCNyri;
3annawa ABIMKNMOTO Bb3HarpaxaeHve KbM HocTaBunka CbracHoO
[oroBopa 1 NpUNOXeHUsITa KbM HEro;

“Ma OCHOBHM NO3HAHUSA OTHOCHO U3MON3BaHETO Ha YAOCTOBEPEHMUS 3a €MNEKTPOHEH NOAMNUC U
PKI TexHomnormu;

npeaocTaBsa BApHA, TOMHA U MbiiHA MHGOPMauus, KoATO [OCTaBYMKBbT U3NCKBA CbINacHO
3aKOHa W TO3W OOKYMEHT Mpu NofdaBaHe Ha MWCKaHe 3a wu3gaBaHe W ynpasBneHue Ha
yOOCTOBEPEHHUE;

ocurypsiea curypHa v HagexaHa cpega v npoueaypa (HagexaHu TEXHUYeCKU cpeacTtsa u
codpTyep), kKoraTo reHepvpa gBorkaTta KrnoyoBe U3BbH MHAPACTPyKTypaTa Ha [locTaBuumka, C
ornepn onassaHe TarvHaTa Ha YaCTHUS KIHOY;

M3nonaea anroputMu, cbobpasHo usmnckeanuatTa Ha HWAKEN npu reHepupaHe Ha gBonkarta
KMNOYoBe;

yBegoMn HeszabaBHo [locTaBumka, B Cfny4yah Ha KOMNPOMETUPaHe WNU CbMHEHUS 3a
KOMMNpPOMETMPaHe Ha YaCTHUSA KIOY KaTo M3npaTtu 3asiBKa 3a CnvpaHe unu npekpaTsaBaHe
OENCTBMETO Ha yOOCTOBEPEHUNETO;

CbXpaHsiBa 1 3aliMTaBa HageXaHO CBOSI YAaCTEH KoY Npe3 UsAnoToO BPEME Ha BanuvaHOCT Ha
yAOCTOBEPEHNETO cpeLly 3aryba n KoMnNpoMeTupaHe B CbOTBETCTBME HA U3UCKBAHWUSATA Ha
cboTBeTHaTa [Nonutrka. Bcsko nanona3saHe Ha YaCTHMSA KITOY Ce NpyemMa KaTto U3BbPLLEHO OT
MoTpebutens gencTeue;

npuemMe u3gafeHo YOOCTOBEPEHME 3a €eneKkTPOHeH noanuc HesabaBHO crieq HEroBoTO
npeacTasBsHe OT CTpaHa Ha [JocTaB4uka;

NpoBepu MbIiHOTaTa M BEPHOCTTA Ha CbAbPXAHMETO Ha yOOCTOBEPEHUE B CPOK OT 3 (Tpw)
OHW OT nybnukyBaHeTo My. B cnyyam Ha HecbOTBETCTBME Mexay npeacTaBeHaTta
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WHopMaLmMs No curarta Ha JorosBopa U CbAbpPXaHWETO Ha YOAOCTOBEPEHMETO, Aa YBeAOMM
He3abaBHO [locTaBumka. [pelkuTe unm HEenbrHOTUTE Ce OTCTpaHsiBaT He3abaBHO OT
AOCTaBYMKa Ypes n3gaBaHe Ha HOBO yAoCToBepeHue, 6e3 3annallaHe Ha Bb3HarpaxgeHue,
OCBEH B ClnyyauTe, Korato rpellkuTe U HenmbiIHOTUTE Ce ObIhKaT Ha npedocTaBsHe Ha
HEeBEPHW OaHHW.

* UN3BECTU 3a HACTbMNWNA NPOMsIHA B YAOCTOBEPEHaTa UHopMaLums 1 Aa noncka npekpaTasaHe
Ha yOOCTOBEPEHUETO;

e yBegomu [JocTaBuMKa 3a BCAKa NPOMsSIHA B MHPOPMaLUATA, KOATO He e BKIoYeHa B u3gageHo
HEeroBo YyOoOCTOBEpPeHue, HO KOATO € npefocTaBeHa B rpoueca Ha wu3gaBaHe Ha
yOOCTOBEPEHNETO;

e CMeHW CBOS MbpBOHAaYaneH KoA 3a AoCcTbn Ao YacTHuA knod B QSCD, npeau aa nanonssa
yOOCTOBEPEHMNETO;

* U3Mon3ea nsgageHuTe My yaAoCTOBEPEHNSA CaMO C NUUEH3npaH Kpuntorpadckm coptyep;

e 13MNON3Ba M34afgeHO YOOCTOBEPEHME CaMO B CbOTBETCTBME C OTOENsi3aHOTO B HEro
npeaHasHavyeHne 1 cbrnacHo npunoxmmara lonutuka, KakTto 1 ¢ orneg orpaHu4eHusaTa npu
KOWUTO € nsganeHo;

e He M3Mon3Ba YacTHUS KMo 3a Cb3aBaHe Ha eneKkTPOoHEH Noanuc crned u3tnyaHe cpoka Ha
BannAHOCT Ha YAOCTOBEPEHME UNK Crnea CnupaHe unu npekpaTasaHe AeVCTBMETO MY;

e uyHopMMpa Bcska [loBepsiBalla ce cTpaHa OTHOCHO HeWHaTa rpmxa M OTrOBOPHOCT Mpu
posepsiBaHe Ha KY;

e [puvema ycrnoBusiTa 3a rpwkaTta M OTrOBOPHOCTTA npu gosepsBaHe Ha KY, B cniyyan 4e
penctsa kaTo [loBepsBalla ce cTpaHa.

MoTpebutenat e otroBopeH ako e npuen KY, msgageHo oT [JocTtaBumka Bb3 OCHOBa Ha

npegocTaBeHn OT HEro HEBEPHU AaHHWU, CbOTBETHO Bb3 OCHOBA Ha NPeMbYaHn Unn MnceaLlu

OaHHW.

[ocTaBunkbT We perpecupa cnpsamMo [oTpebutens npeTeHuMs 3a BCUYKM NPeTbpneHn Bpeau,

BCreAcTBME OT peanuamMpaHa OTroBOPHOCT Ha [locTaBuvka, MopaguM HeusnmbIiIHEHME Ha

nNpon3TUYaLLM OT TO3M JOKYMEHT UNKW SOroBopa 3agbJPKEHUs, KoraTo:

e € 13Mon3Ban anropuTbM, KOMTO He OTroBapst Ha nsnckeaHusTa Ha HAAKETT;

e He M3NbIHABA TOYHO M3UCKBaHUATA 3@ CUrYpPHOCT, onpeaenexu oT [JocTaBynka;

e He MNovcKa npekpaTsiBaHe 4EeNCTBMETO Ha yAOCTOBEPEHME, KOraTo € y3Harl, Ye YaCcTHUAT KIHoY
e Oun M3non3BaH HenpaBOMEPHO WM CbLUECTBYBA OMNACHOCT OT HENPaBOMEPHOTO My
N3Mnon3BaHe;

e € npuven yaoCTOBEPEHWETO MNpW HEroBoTO u3gaBaHe, korato [loTpebutenar He e 6un
OBacCTeH [a AbPXW YaCTHUA KNHY, CbOTBETCTBALL, Ha MNOCOYEHUs B YAOCTOBEPEHUETO
nyGrMyeH Kroy;

e e npven ygoCTOBEPEHMETO NPU HEFOBOTO U3gaBaHe, KaTo € HanpaBui HEBEPHU U3SABMEHNS
npea JocTtaBunka, MaLLM OTHOLLEHME KbM CbAbPXKaHNETO Ha y4OCTOBEPEHMNETO;

e e npuen ygoctoBepeHueTo, korato NoTpebuten He e 6un oBNacTeH Aa noucka nsgaBaHeTo
Ha yO4OCTOBEPEHNETO.

10.6.4 N'puxxa n otroBopHOCT Ha [loBepsiBaLla ce cTpaHa

1.

JNvuaTa, kouto ce posepsiBaT Ha KY TpaAbBa ga npuTexaBaT OCHOBHW MO3HaHMS OTHOCHO
NPUYHUMNUTE Ha M3NON3BaHe W NPUNOXKUMOCT Ha ENEKTPOHHWUS nognuc/neyaT u Ha ycrnyrute,
CBbp3aHu ¢ ynotpeba Ha yaoCTOBEPEHNETO.

[oBepsiBalwata ce cTpaHa criefBa [a NnoroXun AbIHKUMa rpuxa, KaTto:

e Ce [oBepsBAa Ha yOoctoBepeHusTa camMo C orneg Ha [lonvtukata  OTHOCHO
npeaHasHa4YeHMeTo N Ha OrpaHUyYeHnsiTa u ycrnoBusaTa, Npu KOUTO e N3aafaeHo;

e V3BbPLWK MpoBepka Ha cTaTyca Ha YOOCTOBEPEeHVWEeTO B nogabpxaHus oT [JocTaByumka
My6bnuyen peructbp. [NpoBepkaTta Ha enekTpoOHHATa aBTEHTUYHOCT W Ha WHTerputeTa Ha
yAOCTOBEPEHNETO M3BbH MybnnyHua Pernctbp unu B HeakTyaneH CRL-cnncek He ocurypsisa
npoBepka 3a HeroBaTa BanUAHOCT M BCUYKU HaACTLNWMAW Bpeau OT npeanpuetun OencTBus,
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cren ocbllecTBsiBaHe eQMHCTBEHO Ha Takaea MpoBepka, ca 3a cMeTka Ha [JosepsiBallaTa
CTpaHa;

e [poBepsiBa BanuAHOCTTA Ha noAnuca/neyata, KakTo W BanMAHOCTTA Ha EneKTPOHHMUS
nognuc/neyat Ha [loctaBymka no BepuraTa oT yaocToBepeHusi o 6a30BOTO yA0CTOBEPEHNE;

e Ce yBepM, Ye NPUIOXKEHNATa, C KOUTO Ce M3MOoN3Ba YAOCTOBEPEHMETO ca (PYHKLMOHAMHO
NPUNOXMMKN 3a NpeaHa3Ha4YeHWeTo, 3a KOUTO € M3[AafeHO, KakTo U C ornea HMBOTO Ha
CUIYPHOCT, NMOCOYeHN B CboTBeTHaTa NonuTuka.

Obmkuma rpwka Ha [loBepsiBallata ce CTpaHa € [a M3nonsea curypHa (kBanuduumpaHa)

npoBepka (Banuaauusi), KoATo rapaHTupa, Ye:

e NyGRNUYHUAT K04, KOWTO CE M3MNON3Ba 3a NPOBEpPKa Ha noAnuca/neyarta CbOTBETCTBA Ha TO3M,
KOMTO Ce NpeAcTaBs B yAOCTOBEPEHNETO;

e [poBepkaTa 3a M3Mosfi3BaHe Ha YacTHUS KN4 € HAJEeXAHO NoTBbpAeHa U pesynTtaTtuTe oT
Tasn NpoBepKa KOPEKTHO ce NPeacTaBaT;

e Mpu HeoOXOAMMOCT MOXe Oa Ce YCTaHOBM CbAbPXKAHMETO Ha noanucaHus/mognevaTaH
€NEeKTPOHEH JOKYMEHT/U3SBNEHUE;

e aBTEHTMYHOCTTA W  BanMaHOCTTa Ha  YOOCTOBEpPEeHWeTo KbM  MOMEHTa  Ha
nognuceaHeTo/noanedYaTBaHe HageXaHo ce NPoBepsiBaT;

e pesynTaTuTe OT NpoBepKaTa U enekTpoHHaTa MaeHTUYHOCT Ha MoTpebuTtens Ha KY npaeunHo
ce NpeacTaBaT;

e  BCSIKaKBW NPOMEHM, PENEBAHTHN 3a CUIYPHOCTTa Ca YyCTaHOBUMM.

[locTaBYMKLT He HOCM OTrOBOPHOCT 3a HacTbnNuUnM Bpeau Ha [oBepsiBaliaTa ce cTpaHa oT

HemnonaraHe Ha AbJkKMMaTa rpmka.

10.7 OTKa3 OT OTTOBOPHOCT

1.

2.

8.

C wuskniodeHne Ha cnyyvyauTe Ha npeTbpreHu Bpeau OT M3nosidaBaHe M gosepsBaHe Ha KY,

[ocTaBuMKBLT He OTroBaps 3a CBOMUTE HEOPEXHN AENCTBUS.

JocTaBunkbT He OTroBaps B ClyyauTe, KOrato HacTbnunuTe Bpean ca Crneacreue ot

HEBPEXHOCT, OTCBbCTBME Ha MNOSIOXKEHA rpuKa WM nurnca Ha OCHOBHWU MO3HAHMS OTHOCHO

TEXHONOrMNTE Ha eNeKTPOHEH Noannc oT cTpaHa Ha MNoTpebuTtens unu [osepsiBawin ce CTpaHu.

JocTaBYMKLT NO HMKAKbB HA4YMH HE MOXe [a OTroBaps 3a Criyyaute, B KOMTO MOAMUCaHU U

NPUAPYXEHW C BanvaHW YAOCTOBEPEHUS U3ABIEHNSA ca Bunn oTTerneHu.

[ocTaBunKbT He OTroBaps B clnyyauTe, Korato e nognucaH codtyep mnm MHOPMaLMOHHN

06eKTn 1 CbluMTE Ca NpUYMHUIM Bpean Ha [loBepsiBalla ce cTpaHa.

[ocTaBunkbT HE NpoBepsiBa U He Crieau 3a HapyllaBaHe Ha NpaBa Ha TPEeTU Nuua No OTHOLLEHME

Ha TEeXHW TbProBCKM MapKW, TbProBCKM HAMMEHOBAHWUS WNU OPYrY UMYLLECTBEHU WUNK

HEUMYyLLLECTBEHN MpaBa, Korato mHdopmMauus, cbabpXkalla ce B u3gageHn yooCTOBEPEHUS €

JoBena [0 TakMBa HapylweHus. B cnyyanm Ha npeTbprneHu Bpedn OT cTpaHa Ha [ocTtaBuuka

nopagu Takuea HapyLUeHUsl, CbLUMAT MOXe Aa rv npeTeHgupa ot NoTtpebutens.

[ocTaBuMKbLT HEe OTrOBOPS 3a MPEKUM UNKU KOCBEHW, NpeaBMAMMU UMW Henpeasuaumu Bpeawu,

HaCTbNUIM BCNeacTBue OT U3MNOM3BaHe U A0BEpSBaHE Ha CPeHN, NpeKkpaTeHn Unmn ¢ N3TeKbn

CPOK Ha BanuaHOCT YAOCTOBEPEHMUS.

M3BBHH crniydanTe no npegxogHuTe Touky, [JJoCTaBYMKBT HE HOCKM OTFOBOPHOCT 3a:

e TOYHOCTTA, aBTEHTUYHOCTTA, MbfHOTATa UMM CbOTBETCTBMETO Ha MHGOPMaUUd, KOATO €
BKIIOYEHA B TECTOBM, 6e3nnaTtHM UM 4EMOHCTPALNOHHN YOOCTOBEPEHNUS;

e KayecCTBOTO, (YHKUMUTE WM TEXHOMNOrmdta Ha CcoTyepHUTEe MPOAYKTU U XapOyepHu
YCTPOMWCTBa B UH(ppacTpykTypaTta Ha B-Trust, nanonasanu ot Notpedbutenn unm [Josepsasaiim
ce CTpaHu;

e 33 CBOEBPEMEHHO NpeKpaTaBaHe n CrnMpaHe Ha yaoCTOBEPEHUS U/unmn NnpoBepka Ha ctaTtyca
Ha yOOCTOBEPEHUSI NOpaaM NPUYNHKN, KOUTO Ca M3BBH HEroBUS KOHTPOM (Hanp. HenonaraHe
Ha Ob/PKMMa rpmka OT CcTpaHa Ha [loBepsiBalla ce cTpaHa, HegobpoCchbBECTHU OENCTBUS OT
cTpaHa Ha NoTpebuTten, TeNeKoMyHUKaUMOHHN N EHEPTUNHN CMYLLEHNS U 4.

JocTaBunkbT He OTroBapsi 3a Bpeaw, NpUYUMHEHM OT u3nonssBaHe Ha KY un3BbH obGxBaTa Ha
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BNMnCaHUTEe B HEro0 OrpaHn4YeHna n npeagHasHaveHus.

10.8 OrpaHu4yeHne Ha OTrOBOPHOCT Ha [locTaBuYMKa

1. 3awnsgasann KYKEI/KYKENeuaT, [JocTaBunKbT OTroBaps B paMKUTE Ha MakCUMareH NMMUT Ha
oTroBopHocT 40 000 nB.

2. TlocoyeHuTe NMMUTU Ha OTFOBOPHOCT Ce CcuyMTaT 3a OrpaHUYeHUst Ha OTFOBOPHOCTTA Ha
JocTtaBuuka.

10.9 KomneHcauum 3a [loctaB4YMKa

1. 3a BCWYKM Cfyyanm Ha HeusMbiHEHWE Ha 3adbibKeHuATa OT cTpaHa Ha [loTpebuTens,
JloCTaBYMKbBT Le aHraxupa OTroBOpHOCTTa Ha [MoTpebuTens 3a Bpeau U Le Mma nNpaBoTo Aa
npekpaTty He3abaBHO 13aaOeHo YaAOCTOBEPEHNE.

10.10 Cpok un npekparsaBaHe

1. Pasnopenbute B HacTosWMA AOKYMEHT, KakTo M acouumpaHute c Hero [lMonutukm Ha
npegoctaesaHe Ha KY u ygoctoBepuTenHu ycnyrin ot [locTaBumka ca BanuaHu SO usgasaHe U
nyonunkKyBaHe Ha cnefBalla TaxHa Bepcusi/pegakumns B XpaHUULLETO 3a AOKYMEHTM Ha canTa Ha
[ocTtaBuuka.

2. [oroBopbT 3a yaocTtoBeputenHu ycnyrin mexay [doctaBunka un NoTpebuTten e cbC CpoKk egHa
rogMHa unu OO M3TM4aHe Ha CpokKa Ha BanMAHOCT Ha MOCNegHOTO M34adeHo Mo cunaTa Ha
[0roBopa ygoCTOBEPEHME.

3. C npekpaTsiBaHe Ha OoenHocTTa Ha [locTaBuMka ce npekpaTtsiBaT pasnopenbuTte, MNpakTtukaTta u
MonuTuknTEe acounmpaHn ¢ To31 AOKYMEHT.

4. B cny4yan Ha HEOEWUCTBUTENMHOCT Ha OTAENHA Knay3a OT TO3M JOKYMEHT, BanuaHOCTTa Ha uenus
OOKYMEHT ce 3ana3Ba U He ce HapyLluaBa gorosopa c Notpebutens. HegencreutenHaTa knaysa
ce 3aMecTBa OT NOBENUTENHNUTE HOPMKU Ha 3aKOHa.

5. [oroBopbT 3a ygoctoBeputenHu ycnyru mexay [octaBumka u MNotpebuten ce npekparsiea ¢
N3TU4aHe Ha CpoKa Ha BanMAHOCT Ha NOCNegHOTO U3gadeHo yaoCTOBEPEHUE NO JOroBopa Unu ¢
npekpaTsiBaHe Ha BCUMYKM U3JageHn yaoCToBepPEHNS No AOroBopa.

6. [ocTaBuMKbT CbXpaHsiBa HAAMEXHO U CUTYPHO BCUYKM NPEOULLIHM BEPCUWN Ha TO3N AOKYMEHT U
acounmnpanHute ¢ Hero MNonuTtukn.

10.11 YBegomMmsaiBaHe U KOMYHUKaLIMA MeXAy CTpaHUTe

1. [docTtaB4vKbT M3nonsea M3dABNeHusi, nucma 1M cboblleHns Ha PO/MPC KkakTto v eneKTPOHHM
yBe4OMIEeHWs, KoUTo nybnvkyBa Ha cBosiTa MHTepHeT-CcTpaHumua.

2. KnuneHtute Ha B-Trust morat ga mnanpawat cbobLeHus, NnMcmMa, NPenopbky, BbNPOCU 1 Xantu
0o [octaBumka KaTo n3non3eaT cneaHns agpec 3a KOHTaKTU:

nowueHckn agpec: Codua 1612, 6yn. ,Llap Bopuc llI" 41
TenedoH: 0700 199 10

nmenn agpec: info@b-trust.org

Odmumanna cTpaHuua Ha gocTtaBumka: hitps://www.b-trust.bg

3. B cnyyan Ha nony4daBaHe Ha xanba, [locTaBuMKbT U3BbpLUBA He3abaBHa NpoBepka v nsnpawla
OTroBop A0 xanbonogaTens B CPOK OT 2 paboTHU gHW.

10.12 NMpomeHu B [lokymeHTa

1. [ocTaBuMKbT MOXe Oa NpaBu pedakuMOHHW NPOMEHW B TO3M AOKYMEHT, KOUTO He 3acaraT
CbObpPXaHMETO Ha NpaBaTta M 3agb/HKEHUSTA B HErO.

2. [TlpomeHun, KouTo BOAAT A0 HOBa Bepcus/pefakuma Ha OKYMeHTa ce nybnukyBaTt Ha MIHTepHeT
cTpaHuuaTta Ha [locTtaB4uka.

3. TNpomenuTe ce cbobwasat Ha KPC n 3aMHTepecyBaHuTe nuua.

4. Bcsako nuue Moxe ga oTnpasd NnpeanoXeHns 3a NPOMEHU U OTCTPaHsABaHE Ha SOMyCHATU MPELLKN,
KaTo M3non3Ba NOCoOYEHUTE NO-rope KOHTaKTu ¢ [locTaByuka.
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10.13 PewaBaHe Ha cnopoBe U MACTO (NOACBHAHOCT)

1. BCWYKM BB3HWKHANM CrOpOBE MEXAy CTpaHWTe No 4oroBopa 3a YAOCTOBEPUTENHU YCryru ce
ypexgaart no criopasymeHve Mexay CTpaHuTe, Ype3 pas3bupaTenctso u B Ayx Ha nobpa Bons, a
ako TakoBa He Gbie NOCTUrHaTo, Ce peLlaBaT OT KOMMNETEHTHUS 6brapcku cby,.

10.14 NMpunoxumo npaBo

1. 3a BcUYKM BbMNpoCcu, HeypeaeHn B HacCToAWwMA LOOKYMEeHT Ce npunarart pasnopen6MTe Ha
6'b]'|rapCKOTO 3akoHoOaTesncTBo.

10.15 CroTBeTCTBME C NMPUSTOXKUMOTO NpaBo

1. HacroawmaTt gokymeHT e pa3paboTeH B cboTBeTCcTBME cbe SELAEYY 1 gencTBallaTta HopMaTuBHa
ypenba.
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