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XpOHOﬂOFVIﬂ Ha N3SMEeHEeHUATa Ha AOKYMEeHTa

Bepcus | ABTop (K) Hara CbcrosiHue | KomeHTap

3.2 Oumntbp Hukonos | 13.01.2017 YTBbpOEH M3MeHeHns Ha JOKYMEHTa,
CBbP3aHW C npunaraHe Ha
PernameHnT 910/2014.

4.0 Oumntbp Hukonos | 01.06.2017 YTBbpOEH PasgenaHe Ha [OokymeHTa
Ha obwa npaktMka npu
npegocTaBsiHe Ha
kBanuduumpaHm

YOOCTOBEPUTENHW YCNyrn 1
CbOTBETHM MONUTUKN.

JobaBsiHe Ha obuwa
npakTuka npwm
npegocTtaBsiHe Ha
Ksanudpuumpanu
YyAOCTOBEPEHNS 3a
KBanuduumpaH enekTpoHeH
nevyar.

JobaBsiHe Ha obwa
npakTuka npwm
npegocTtaBsiHe Ha
Ksanudpuumpanu

yaooCcTtoBepeHusa 3a obnaveH
KBaJ'II/I(bI/ILl,I/IpaH €JI1EKTPOHEH

noanuc.
JobaBsiHe Ha obuwa
npakTuka 3a
KBanuduumnpaHa ycnyra 3sa
BanuanpaHe Ha
KBanuduumnpaHm
€NEeKTPOHHM
nognucu/neyartu.
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CbAbPXAHUE

CBKPALLEHVA HA BBITTAPCKU EBUIK ...
CBKPALLEHUA HA AHTTIMNCKI EBUIK ... s
CBOTBETCTBUE M YTIOTPEBA ... e e e

BBbBEOEHUE..........oo

1

11
1.2
13
1.4
141
1.4.2
143
1.4.4
145
1.4.6
1.4.7
1.4.8
15
151
15.2
153
154
155
1.6

2

2.1
2.2
2.3
2.4
2.5

3

3.1
3.11
3.1.2
3.1.3
3.14
3.1.5
3.1.6
3.2
3.21
3.2.2
3.2.3
3.24
3.2.5
3.3
3.4
3.5
3.6

4.1
41.1
4.2
421
422
4.2.3
4.3
4.3.1
43.2
4.4
4.5
451

OCHOBHW MNMONOXEHNA
[ocTtaBuvk Ha KBanuuLmpaH y4OCTOBEPUTENHN YCNyrn
Perynaums N KOHTPOM ....veieiirieeiieie e et e e
MAEeHTUMDUKATOPU B AOKYMEHTA ..ccoiiiiieeiee e

YyacTHMUM B MH(ppacTpyKkTypaTta Ha B-Trust®
YOOCTOBEPSABALLM OPTAHM ...cciviiiiiiiiie ittt sttt e e ettt e sttt e s b e e skt e e et e e e s bb e e e e eb b et e s e b et e e s bb e e e e ssb b e e s e bn e e e s nbn e e e e sanneee s
PErUCTPUPALL OPTAH. ... .eeiiiiiiiie ittt

OpraH 3a nsgasaHe Ha kBanuuumpaH1 enekTpoHHN BpeMEBY nevaTtu
KsanuduumpaHa ycnyra 3a BanuavpaHe Ha KBanuuumpaHn eneKTPOHHN NOANMNC/MEYATU .....eeveerivreeerireeennnee
Ycnyra 3a kBanuumuupaHo CbxpaHsiBaHe Ha KBanuduumpaHn enekTpoHHW nognucu/neyatn
L1080 o1 Y o)=Y o OO PO PPPPPRPPRN
MoTpeduten.........cceveenee.

[osepsBalum ce cTpaHu
YpocTtoBepeHns u ynotpeba...................
ONPEeOENEHNE .......ccoeviiieieee e,
YpocToBepeHus Ha [locTtaBumka
YpocToBepeHns Ha Apyrn onepaTyMBHU OpraHu
Ksanuduumpanu ygoctoBepeHuns 3a Notpebutenu n npunoxmmoct
MpenHa3HaveHve Ha kBanuUUMpaHnTe yaocToBePEHUS 3a MNOTPEOUTEMNM .....covviviiiiiiiiiiie e
YnpasneHuve Ha lNMpaktukata Ha [JoctaBunka
SAOBIDKEHME 3A MYBNUKYBAHE Y BOOEHE HA PETUICTDBP ..ot
BN oT a1 =TI oLty Tox Y o F T T T TP T PP PP UPPRTPN
MMYGANYHO XPAHUINLLE HA JOKYMEHTM ..eeuriiiaiieititaiee ettt atee ettt abee st e a b e e bt e sbe e bt e nbeeesneeenineennneens

My6nvKyBaHe Ha MHAOPMALNA 38 YAOCTOBEPEHMSATA . ....ccuveeuriearrearetantreessreesieeessreesieeesnreessneennneens

UECTOTA HA MYBITUKYBAHE ...c..vviiiiiiiii ettt ettt e ettt ettt et e e ettt e et e e s bt e e e b bt e e e e e e e s nreeeeanreeenan

JocTbn 00 PErncTbpa M OO XPAHMITULLIETO ....uevveiieeeeeeeiiiteeeeaeessasteseeeeeessaasnssseeeaasssssnssseeeaaesssnnssssees
VMOEHTUOUKALINA U ABTEHTUDUKALINA ...t

UIMEHYBAHE ......ooiiiiiiiiiiiiee it
M3nonssaHe Ha umeHa
M3nona3BaHe Ha NCEBAOHUM ....................
3HauMMOoCT Ha MMeHaTa Npu BNUcBaHe
MpaBuna 3a MHTEPMNPETALMA HA MMEHATA ....cceirriieirrieeiiiriieesirie e st e e s st e e str et e s sbn e e e s s et e e st et e e s san e e e s sene e e s snne e e s nenes
YHVKanHOCT Ha nMeHaTa
MpusHaBaHe, aBTEHTUYHOCT Y PO HA TBPTOBCKNTE MAPKU......eeeiuuieeeiitieeaautieeesnreeeasstreesasneeessnneeessnnneeesnsneeesnnnes
MbpBOHaYanHa MAEHTUMUKALMSA N YCTAHOBSABAHE HA MACHTUMHOCT ..ccoueviieeiiieeesiteeeesitreeessneeesmnneessnnreeesnneeesnnnes
[lokasBaHe AbPKAHETO HA HACTHUS KITHOU ...eeeutrrieitreeesiteeessutseeessseeesssseeesaasseeesnneeesanneeessnneeeesnnneees
YcTaHoBABaHe Ha MOEHTUYHOCT Ha IOPUANYECKO NULIE UNN €0HONUYEH TBPIOBELL......cveveveeeeenee.
YcTaHoBABaHE CaMOSIMYHOCTTA HA PUBNUECKO JINLIE......oeiiirrieeiirire it e sireee e

(@ TeToTaT YT = o1 1)V PR UPSRSTRR

[ Lo (o R p= Y oY a Lo o T o o o) o Y E= T L
NaeHTndmrkaumsa n yctaHoBABaHE Ha MOEHTUYHOCT MPU MOOHOBABAHE ......ccuvvveeiiieeeaiirreeeeieeee e
NaeHTndmrKaumsa n aBTEHTUMUKALMS MPY CTIUPAHE ....ceeovrreeeiiieeeiieeeeasitreeeaineeesnnneeessnnreeeanreeesnnes
MaeHTuurkaums n aBTeHTUMUKALNA NPU MPEKPATABAHE .......ccviuvrrieiieeesaaiireeeeeeesesirreeeeeesennnneees
MaeHTuurkaums n aBTeHTUMUKALMNA CNEM MPEKPATABAHE ......c.ciiirrriieieeeieiiiteeeeee e s et et e e e s s s trrneeeee e s s nesrreeeeeeeaas
OMEPATUBHWN N3NCKBAHUA N MPOLIEAYPA
VckaHe 3a usgaBaHe Ha YOOCTOBEPEHUE ..........cevveennnee.

TTPOLIEC HA BASBABAHE ....cceiiviieiiiiie e iiteie ettt e e ettt e st e e ettt e e ettt e e n et e e ee et e e e R e et e e Re e e e e esE et e e e s n e e e e mnn e e e nnne e e e anne e e s nnnns
TTPOLIEAYPA HA MBOABAHE .......ceeiuriiiiiiteeee ettt e e ettt e st e e ettt e e et e e s m et e e e s r e e e e s s et e e e mr e e e e e s n et e e e s ne e e s mn e e e e nnne e e e anneeesnnnns
PyHKUMM NO NOAEHTUMDUKALNSA N aBTEHTUMDUKALINS ...ooeeeeiiiiieeeeeaeas
MoTBbPXKOABaHE UNM OTXBBPIIAHE Ha UCKaHEe 3a U3JaBaHe ...............
Cpok 3a 0bpaboTka Ha UckaHe 3a n3gaBaHe Ha yoOCTOBEPEHUE .......
M30aBaHe Ha YOOCTOBEPEHUE .....cccceiriiriiieeieeeiaiireeeeeeeeenirrneeeee s e
[encTBre Ha YOOCTOBEPABALUMSA OPTAH........cuvvrieieeeeiaiireeeeeee e e
MN3BecTaBaHe Ha [MoTpebuTens Ha ygoctoBepeHue oT [locTaBuuka ...
MpremaHe 1 Ny6nMKyBaHe Ha YOOCTOBEPEHUETO .....ccvuveerureerireennneenens
YnoTtpeba Ha ABoriKaTa KItoYOBE U Ha YAOCTOBEPEHNETO .......ccueeeee..
(O ol I (o § o T=1o1 ) =Y 1= PSSP SPRRRROPR
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4.5.2 OT [OBEPABALLA €& CTPAHE ...cccuuveeeeiurreeeaitetesauteeeeaseeeeaassetesasteeeessse e e e aasbe e e e e ab et e e as s seeeaab b et e e asne e e e aas s e e e asbeeeeannneeennnneeens
4.6 [MOOHOBSABAHE HA YOOCTOBEPEHUE. ... .eeeeiitiee ettt estseee sttt e e st e e sse e e e s e b et e e e b et e e s nee e e e as b et e e aanee e e s nne e e e et r e e e nnne e e s nanes
4.6.1 Ycnosus 3a NOOHOBSBAHE HA YAOCTOBEPEHME..................

4.6.2 Kou MOoxe ga 3asBu NogHOBSABaHE Ha YAOCTOBEPEHNe
4.6.3 Tlpouenypa no NOAHOBABAHE HA YOOCTOBEPEHUE ......cceevieieieiiiiieieieeaeeieeeeeeeaeaeaeaeaaaens
4.6.4 W3BecTsiBaHe Ha lNoTpebuTten cnen NnogHoOBSABaHE Ha yOOCTOBEPEHME
4.6.5 Tly6nukyBaHe Ha MOOHOBEHO YAOCTOBEPEHME ......c.vveeerirereiireeeeinneeeasineeesnneeeennneees
4.7 MoamsaHa Ha aBonka KpunTorpadycku KrnoyoBe B yAOCTOBEPEHNE
4.8  TIPOMSHA B YAOCTOBEPEHME ......veeeeiieeeeeireeeeiteeeesineea e s s snneee s
4.9 MpekpaTtaBaHe 1 cnMpaHe Ha yoocToBepeHue
4.9.1 YcnoBus 3a NPEKPaTABAHE HA YAOCTOBEPEHME .......uvuiieeeeiiiiiiteieeeeaa sttt eeeeeaasbbe e e e e e e e s e sbab e e e e e e e sasnnereeeeeesannneneeeas
4.9.2 Tlpouenypa 3a NPeKPaTABAHE HA YAOCTOBEPEHME ......cceeeeiiiuitiereeeeaaaititieeeaeaaaatsseeeeeeeeaasbaereeeeeesaasnnereeeeeesaannnereeeas
4.9.3 [paTvceH nepvoa nNpeav NpekpaTsaBaHe Ha yaoCTOBepeHue
4.9.4 Bpeme, 3a KOeTO YO0CTOBEPABALY, OpraH TpsibBa Aa U3MbIHU MCKaHe 3a NpekpaTsiBaHe
4.9.5 WMancksaHns kbM [loBepsiBaLLuM ce CTpaHU 3a NpoBepKa Ha NpeKkpaTeHo yaoCToBepeHne
4.9.6 YectoTa Ha nyGnmkyBaHe Ha akTyaneH Cnucbk Ha NpekpaTeHn yAoCTOBEpPEHUS
4.9.7 TlybnukyBaHe Ha akTyaneH CnMCHbK Ha NpeKpaTeHN YAOCTOBEPEHNS ........c.veveernniee..

4.9.8 Bb3MOXHOCT 3a NpoOBepKa Ha CTaTyC Ha yAOCTOBEPEHUE B peariHo BpeME..............

4.9.9 W3nckBaHMs 32 NON3BAHE HA OCSP .....cocuuiiiiiiiiie ettt e e st e e e e e aeeeas
4.9.10 CwvrnacyBaHe Ha nHpopmaumsata B Cnucek Ha npekpatenu ygoctoBepeHmsa u OCSP ..................
4.9.11 YcnoBUS 3a CNINPAHE HA YAOCTOBEPEHUE .......eeeieeeiiiiiiiiieeeaeaaitieeeeeesaaaibaeeeeeeaeaaasbbseeeeeeeeaannnrreeeeeens
4.9.12 Kot MOXe fa 3asiB/ UCKaHe 3a cnupaHe Ha yAOCTOBepeHue
4.9.13 lNpoueaypa 3a CNUPaHe Ha YAOCTOBEPEHUE .......ccecvverieeeaeeeainiieeneanns

4.9.14 OrpaHun4eHne Ha Nepuoaa Ha CNNPAHE HA YAOCTOBEPEHME. ......ciuuueeeiireterairteestreeesatteeessineeesanreeeaasbeeeesneeeesnnneeens
4.9.15 Bb30o6HOBSABaHE AENCTBMETO Ha CNPSAHO YAOCTOBEPEHMIE .....veieiirieeeaiiieeeiteeeestseee sttt e s ssneeeesanreeeanbr e e e snneeesnnneeens
4.9.16 lMNpouenypa 3a Bb30OHOBSABAHE Ha AENCTBUETO Ha yOOCTOBEPEHME ..

4.10  CTATYC HA YIOCTOBEPEHWIE ....ceuueeeeeiuueeeeaauteeeaauteeaeaseeeeaasteeesasseeeeasseeeeaasteeesanseeaeansseeeaasteeesansseeeansseeeaasseeeesnseeesssseeens
4.11 TlpekpaTsaBaHe Ha JOrOBOP 38 YAOCTOBEPUTEITHU YCITYTU ....uuvviiiiiriieeiiriieseieeeesnree e st e s snn e e e s
4.12 Bb3CTAHOBABAHE HA KIKOUOBE. ... ..ueeieiieeiiiiiiiieeeeeaaaiiiteeeeeeesaineneeeeeeens

5 CPELOCTBA, YINPABIEHUE N OMNMEPATUBEH KOHTPOI ...............

51 DUBNYECKN KOHTPOM ciiiiieieiiieieieieeeeeee e eeeeeaeaaaaaaaaaaaa e

5.1.1 TlomeLleHns n KOHCTPYKLUMSA Ha NoMeLLeHnsATa
T B 217/ E< 1Y TN T=Tot (7 B a o T )

5.1.3 EREeKTPNYECKO 3aXPaHBAHE N KITUMATUUHUN YCIMOBUSI .. ..uveeiuerreeiitrtesautteeessseeesastseesaasneeessseeeassbeeesannneeesnneeesannreenanes
LT B o P T= To Y (1= = SRR
5.1.5 [lpepoTBpaTtaBaHe Ha NoOXap 1 3aluTa OT noXxap
5.1.6 CbXPaHEHMNE HA HOCUTEIIM HA LLAHH .......uvveiieeeeeiiiiieeeeeeeesetttaeeeeeeasaaaassseeeeeesaaassseseeaeeessasbaaseeeeeesassssseeeeeesaansereneas
5.1.7 Cpok Ha ynoTpeta Ha TEXHUUECKN KOMIMOHEHTM .....ceeiuureerueeeeaauteeesateeeesaseeeesasteeseasseeesanseeesasteeesansseeesnnseessanseeesanns
5.1.8 [ybnupaHe Ha TEXHUYECKUTE KOMMOHEHTHN
5.2 TTPOLLEAYPEH KOHTPOIT «.ttteeiattite ettt e et tee ekttt e et e e s e e ekt e e st e o4 st e e s bt e e e s bttt e 4k e e e e asb et e e e be e e e e anbe e e e anbb e e e e nne e e s nnnns
L7 R A 25 TG To Yox 17 I =T LT Yo 1 PP ERR PP
5.2.2 bBpow Ha cnyXuTenu 3a onpegeneHa 3agavya................

5.2.3 VIOeHTUMUKALUUA HA OITBKHOCT ..evverreeeeiiiiiiereeee e e

5.2.4 W3nckBaHuA 3a pasgensiHe Ha OTrOBOPHOCTUTE
5.3 KBanudukauusi u obydeHne Ha NePCOHan ....................

5.4 M3roTBsiHe 1 NnogabpXXaHe Ha XXYPHAMM .........ccvvveeeennnn.

5.4.1  3aMNNCK HA BHAUMMU CBOUTUIN . ...eeeiiuiiieeiiiieeeitieeeeaiteeeeattteesateeeaasteeeeasteeesseeeeeasteeeeanseeeesnseeeeasteeeeanseeeesnneeeeanseeeeane
5.4.2 YeCTOTa HA Cb3AABAHE HA BAMMMCH.......ccceeeeeeeeeeeeeeeeeee e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeeeeeeeaaaeaaeaaens
5.4.3 Tlepuopg Ha CbXxpaHeHWe Ha 3anucu
B5.4.4  BALUMTA HA BAMMCUTE .cceeeieieieeei e e e e e e e e ettt e e e e e e e et e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeeeeeeeeeaeeaeaeaaeaaaaaaaeans
5.4.5 T1000BPKAHE HA PEBEPBHU KOTIUS ... iiieiiiiieeeeeaeiiieeteeee e e st et e e e e e s e s e e e et e e e s e e s e e et e e e e e s e b b e e e e e e e e e s asnnnreeeeeeenannnnneeees
5.4.6 YBegoomsiBaHe crej aHanus Ha 3anucu B XXypHana
55 APXUB N MOOLOBPIKAHE HA GPXMBA. .. ..uuuuunununnnnnnnannnnnnnnnnnnnnnannnasnnnnnnnnnnnnnnannnasananana.a.——.—————————————————————o—oo————————————————————.
LT R =17 T o) oY= o) (- SRS
5.5.2 Tlepuog Ha CbXPaHEHUE..........ccceeeeeeennnnn

5.5.3 3awwTa Ha apxuBHa MHdopmaums
5.5.4 Bwb3cTaHOBsIBaHE Ha apxmMBHa MHOPMaLUMS.................
5.5.5 W3unckBaHe 3a yaoocToBepsiBaHe Ha AaTta U Ha yac........
5.5.6 CbXPaHABAHE HA @PXMBA ....ccccuvvvrerirrieairieeesiieeeesineee e
5.5.7 [puaobueaHe n npoBepka Ha MHOpPMaLUUs B apxmBa
5.6 [T o o] B T T = T T L SRS
5.7 KomnpomeTupaHe Ha kroyoBe 1 Bb3CTaHOBABaHe crieq aBapum
5.8 KOMMAPOMETUPAHE HA HACTEH KITHOU ...iiieeieiee e e e e e e e e e e et e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eaeeaeaeaeaaaaaeaaaaaaaaaaaaaaes
5.8.1 Ha Y AOCTOBEPSBALL OPTAH . .cciieiiieieieieeeeee et et e et e e e e et e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeaeeeaeeeaeeeaaaaaeeaaaaaaeaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaes
5.8.2 Ha YaCTEH KITOU HA TTOTPEOMTEIT .....eeiiiiiiieiiiiie ettt ettt ettt et e e et st e e asb e e sbb e e e s nbbeeeeanbreeenae
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5.9 T[pekpaTsaBaHe Ha AENHOCTTA HA JJOCTABUMKE ......vveeiiiiiieiiteeeisiriee e ettt e sttt e s st e e et e e e ssn e e e snn e e s anbn e e e nnneeesanneeeenans
6 YMNPABJIEHUVE N KOHTPOI HA TEXHUYECKATA CUTYPHOCT

6.1 ["eHepupaHe 1 MHCTanMpaHe Ha ABOMKA KIHOYOBE .....ccceeeeeeeeeeieieeeeennn

6.2 [T oTo TN =Y aNY o= Wy lo N =T o= T o] T o= | =

6.2.1 [eHepupaHe Ha KpunTorpaddCkun KNYoBe Ha YOocToBepaBaLl, opraH Ha [JocTaBymKa...................

6.2.2 T[eHepupaHe Ha kpuntorpadcku krtodoBe Ha MNoTpebuten

6.2.3 [oCTaBKa HA YACTHUS KITHOU ..coeeeeeieeeeeeeeeeeeeeeeeeeeeee e e e e e e e s e e e e e e e e e e e e e

6.2.4 [ocTtaBka Ha ny6nuyHua knod npu JoctaBunka

6.2.5 [ocTtaBka Ha nyb6nuuHua knod Ha [JocTaByuka Ha [loBepsiBallm ce cTpaHu

6.2.6  [BITKMHA HA KITHOUOBE ... ..iiieieeeee et eeee e e ee e e ee e e e e e e e e e e e e s e e e s e e e e e e e e e s e s e s e s e s e e e e e e e e e e e e e e e e e e aaaaeaenas

6.2.7 T1aPAMETPU HA MYBITUUEH KITHOU ...veiieeeieiiuiiiiteeeeeeiitteeeeeeeessatsssseeeeeasassassseeaeeeaaaassseseeaesessassaaseeaeeessassnsseeeeeessassnreees
6.2.8  VIBMONIBBAHE HA KITHOU@ ...ceeieiiiuiiiiiieeee e e ettt et e e e e ettt e et e e e e e s a bbbttt et e oo 4o ahbe e et e e e 44 4R R R b e e et e e a2 e e a kb bbb e e e e e e e anbbne e e e e e e e s annneneeeas
6.3  3awwmTa Ha YacTeH KoY 1 KOHTPOM Ha KpunTorpadyCckms Moayrn

(S A O3 = 7= o 1 PSPPSRSO
6.3.2 KOHTPON Ha N3NON3BaHE N CHXPAHEHMNE HA YACTEH KITKOU ...vvieiiriieeaiiieeesieiee st e e st e e ssneeesanne e e s snnneeesssneeesannneeenans
6.3.3 CobxpaHeHVe 1 apXMBUPaHE HA HACTHUS KIMHOY.......oveerireeernreeeinineeeenns

6.3.4 TpaHcdep Ha YacTeH KNy B U OT KPUMTOrPadCKM MOAYI ...ceenvvenennee

6.3.5 MeToa Ha akTUBALMSA HA YACTEH KITHOMY ....vvvvnneeeeevnnnnnn..

6.3.6 MeTop Ha Oe-akTUBaALUUS HA YAaCTEH KIMHOM.......cvvvveeennnnss

6.3.7 YHULLOXaBaAHE HA YACTEH KIMHOM ....uvveveneiiiineeinineeennnnass

6.4  [pyrv acnekTu Ha ynpasfieHne Ha [ABOWKa KIOYOBE ....

6.4.1 ApPXMBUPAHE HA MYBTINUHUS KITHOU ...eeeeeiieieeeiiieeesitieeeaieeeesneeeessnteeessnneeeesnneeessnneeeans

6.4.2 Tlepvop Ha BanuOHOCT Ha YOOCTOBEPEHME 1 ynoTpeba Ha ABOWKa KrtoyoBe

6.5 JLAHHY 38 GKTUBALIMS ....eveeeeeesiiuititieteeeeaaatteteeteaeesaaatteeeaaaeaasanseesseaaaeasaassstseeeaeeaaasnssseeeaaeseansbaseaaaeeesansansseaaaeesaannnssneeas
6.5.1 [eHepypaHe N MHCTaNMPAHE HA AAHHU 38 AKTUBEALINS .....courreeiiirieeeaiteeesieeeeaastreeestneeessseeesasbeeeesanneeeasnneeesanbneeenans
6.5.2 [eHepupaHe 1 MHCTanMpaHe Ha JaHHM 3a akTuBaumsa Ha obnaveH KEI

6.5.3 3ALLUNTA HA JAHHM 38 GKTUBALIMS . ... ..eeeeeeeeeeeeeeeieeeaeeeeeeeeeeeaaeseeeseteeaae s teeeseeaasaaseaseeesssaaassssseesssansessesssssnnnseesseresnes
6.5.4 [pyry acnekT Ha OAHHUTE 38 @KTUBALMS ....ccceetiuuteeiieeeaaiitteeeeeeeesaauteseeeeaeaaaatbseeeeeeeaaansbaeeeeaeeeaanbbnbeeeeeeesaannneneeeas
6.6  CuUrypHOCT Ha KOMMIOTBPHUTE CUCTEMM .....cvvveeeniieennnss

6.6.1 M3uckBaHMA 3a CUrypHOCT

6.6.2 CTEneH Ha CUTYPHOCT ......cuveeeeiirereenieeeeennnens

6.7 PasBon n ekcnnoaraums (KU3HEH LUKB)...

6.7.1 PaBBOM.....cccuuiiiiiieeiiiiiiiei e e

B.7.2  EKCIITOATALMS. ..o i e i e i e e e e e ettt et ettt ettt et et e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e e e e e e e e e e eeeeeeeaeaeeeeeaaaaaeaaaaaaaaaaaaens
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MpakTuka
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1 KOnu 2018 .

AKUMOHEPHO OpYKeCTBO

[dbpxaBeH BECTHUK

[ocTaBunk Ha KBanuduumpaHu yaocToBepUTESTHM YCIyrn

EanHeH rpaxgaHckn HoMep

EnekTtpoHeH nognuc

3aKOH 3a eNeKTPOHHUS AOKYMEHT U eNEeKTPOHHUTE YOOCTOBEPUTENHN YCNyri
KeanunduumpaH EnektpoHeH lMNognnc

KBanunpuumpaHo yooctoBepeHune

KeanuduumpaHu yaoctToBepuTeSHU yCryru

KeanuduumpaHo yaoctosepeHune 3a KeanudpuumpaH EnektpoHeH MNognuc
KBanunduumpaHo yaooctoBepeHmne 3a YcbBbpLUeHCTBaH EnekTpoHeH MNoannc
KeanunduumpaHo yaooctosepeHune 3a Keanuduunpan EnektpoHeH lMNMevar
KeanuduumpaHo yaoctoBepeHue 3a YcbBbpLIeHCTBaH EnekTpoHeH Mevat
Komucus 3a perynmpaHe Ha cbobLeHusita

MuHMCTEPCTBO Ha TpaHcnopTa M CbobLleHnATa

MecTtHa peructpupatia cnyxota

HapenGa 3a oOTroBopHOCTTa W 3a MpekpaTaABaHETO Ha [OerHocTTa Ha
[OCTaBYMLNTE Ha YAOCTOBEPUTENHM YCIyru

Hapep,6a 3a U3NCKBaAHUATA KbM almroputMmTe 3a Cb3gaBaHe M MNPOBEpPKa Ha
KBaJ'II/ICbVILI,VIpaH €J1IeKTPOHEeH noannc

O6naveH Keanuduumpan EnekrpoHeH Mognuc
lNepcoHaneH ngeHTunkaLunoHeH Homep

MpaktTka npu npegoctaBsHe Ha KY u KBanupuuupaHu YyLOCTOBEPUTENHM
ycnyru

Monutrka 3a NpefocTaBsHe Ha KBanMUUMpPaHW YAOCTOBEPUTENHMN YCIyTI
O6nayeH KEI

PernameHT (EC) Ne 910/2014 Ha EBponenckusa napnameHT n Ha CbBeTa OT 23
tonm 2014 rogMuHa  OTHOCHO EnekTtpoHHaTa naeHTuduKaums n
YaoctoBeputenHuTe ycnyrn Nnpu enekTpoHHM TpaHcakumMm Ha BbTPELLHUSA nasap
1 3a oTMsHa Ha anpektnea 1999/93/EOPO

Peructpupaly, opraH
YcbBbplueHcTBaH EnektpoHeH Moanuc
YcbBbplleHcTBaH EnexkTpoHeH Mevat

YaoctoBepsBall, opraH
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CBbKPALLEHNA HA AHITIMNCKN E3MK

AES
AESeal
BG

Advanced Electronic Signature — YCbBbpLUEHCTBaAH €MEKTPOHEH NO4NUC
Advanced Electronic Seal — YcbBbpLUIEHCTBAH €fIEKTPOHEH nevaT
Bulgaria — Bwrirapus

B-Trust QHSM Keanuduumpan HSM B nnatgopmata 3a obnayveH KEI, cbe 3awmTteH npodun,

CA
CcC

CEN
CENELEC

CP
CPS

CRL
CQES
DSA

DN
ETSI

EU
FIPS

GDPR

HSM
IEC

ISO

OID
OCSP

PKCS

PKI

"BOPUKA" ALl

OTroBapsill, Ha M3WUCKBaHMSITA 3@ HMBO Ha curypHocT EAL 4+ unu no-Bmcoko,
cbrnacHo CC unu gpyra crneundukaums, onpegensia eKBMBaneHTHU HMBa Ha
CUrypHOCTTa

Certification Authority — YaooctosepsBaly opraH (YO)

Common Criteria for Information Technology Security Evaluation -
MexayHapogeH ctaHgapT (ISO/IEC 15408) 3a nHdopmMaumoHHa CUrypHocCT

European Committee for Standardization - EBponelickn ctaHgoapTusaumoHeH
KOMUTET

European Committee for Electrotechnical Standardization - Eponenckn
KOMUTET 3a eNneKkTpoTEXHMYECKa CTaHAapTn3auus

Certificate Policy — NonnTtuka 3a npegocTtaBsHe Ha YOAOCTOBEPUTENHUN YCIyru

Certification Practice Statement - [lpakTMka npu npegocTaBsHe Ha
YOOCTOBEPUTENHMN YCIyTK

Certificate Revocation List — CnnMcbk ¢ npekpaTeHN U CIPEHN YOOCTOBEPEHUS
Cloud Qualified Electronic Signature

Digital Signature Algorithm — Bug kpuntorpadckv anropytbm 3a cb3gaBaHe Ha
noanuc

Distinguished Name — YHukanHo ume

European Telecommunications Standards Institute - EBponencku MHCTUTYT 3a
TeNeKOMYHUKaLMOHHM CTaHaapTH

European Union - EBponeiicku cblo3

Federal Information Processing Standard — ®egepaneH ctaHgapT 3a obpaboTka
Ha UHopmaums

PernamenT (EC) 2016/679 HA EBPOIMENCKMA MNAPNAMEHT W HA CBbBETA
oT 27 anpun 2016 roguHa OTHOCHO 3aluTaTa Ha U3ndecknTe nvua BbB Bpb3ka
¢ 06paboTBaHETO HA NIMYHWN JAHHU N OTHOCHO CBOGOHOTO ABMXKEHME HA TakMBa
AaHHK

Hardware Security Module — cneunanuampaHa xapgyepHa kpuntocucrema 3a
CbXxpaHeHune n paboTa ¢ KpunTorpadCcku KrnovoBe

International Electrotechnical Commission - MexayHapoaHa
€NeKTPOTEXHNYECKA KOMUCUSA

International Standardization Organization - MexayHapogHa opraHusauusa 3a
cTaHgapTusauus

Internet Protocol — IHTepHeT npoToKon
Object Identifier — iaeHTudukaTop Ha 06ekT

On-line Certificate Status Protocol — INpoTokon 3a oHnanH npoBepka Ha cTaTyca
Ha yOOCTOBEpEHMS

Public Key Cryptography Standards — Kpuntorpadcku ctangapT 3a nybnvyeH
KIToY

Public Key Infrastructure — iHdpacTtpykTypa Ha nyGnmyHns Koy
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QC
QES
QESeal
RA
RSA

QSCD

SAD
SAP
SCT
B-Trust SCT
SHA

SSL
S/IMIME

TRM
URL
QCP-n-gscd

QCP-l-gscd

QCP-w

"BOPUKA" ALl

Qualified Certificate — KsannduumnpaHo ygoctoBepeHme

Qualified Electronic Signature — KsanudpuumnpaH enekTpoHeH noanmc
Qualified Electronic Seal — KsanuduuupaH enekTpoHeH nevar
Registration Authority — Peructpupaly opraH

Rivest — Shamir - Adelman — Kpuntorpadcku anroputbmMm 3a Cb3gaBaHe Ha
noanuc

Qualified Signature Creation Device — KBanuduumnpaHo yCTPONCTBO 3a CUTYPHO
cb3aBaHe Ha nognvca

Signature Activation Data — [JaHHUX 3a akTuBaung Ha nognuca

Signhature Activation Protocol — NpoTokon 3a akTuBauus Ha nognuca
Signature Creation Token — codTyepeH TokbH (PKCS#12 kpunto-dhann)
PKCS#12 — npeHocum cTaHgapTeH kpunTo-chann (CopTyepeH TOKLH)

Secure Hash Algorithm — Xew-anropyt®eM 3a W3BAWYaHE Ha Xel-
noeHTMgukaTop

Secure Socket Layer — CurypeH kaHan 3a npefaBaHe Ha JaHHU
Secure/Multipurpose Internet Mail Extensions — T[IpoTokon 3a CuUrypHo

npeaaBaHe Ha enekTpoHHa nowia npe3 VIHTepHeT
Tamper Resistant Module — XapayepeH Moayn HenogaTnve Ha UHTePBEHLNS
Uniform Resource Locator — YHucuumpaH nokartop Ha pecypc

certificate policy for EU qualified certificates issued to natural persons with
private key related to the certified public key in a QSCD

Certificate policy for EU qualified certificates issued to legal persons with
private key related to the certified public key in a QSCD
Certificate policy for EU qualified website authentication certificates
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CbOTBETCTBUE U YINIOTPEBA

Tosun [JokymeHT:

e paspaboteH ot ,6OPUKA" Al, topuanM4eckoTo nuue, PermcTpupaHo B TbproBCKUSt PErnCTbp
kbM AreHumaTa no BnucsaHusTa ¢ EMK 201230426;

NogMEHs M3USANO BCUYKM AOcerawHn pefakuumnm Ha “HapbyHuk Ha [loTpebutena® w/unu
,[1ONMTUKa 3a M3gaBaHe Ha KBanuuuupaHu yaoCTOBEPEHUS 3a KBanuduumpaH eneKkTpoHeH
nognuc u MNpaktuka npu npegoctasaHuTe ot ,6OPUKA® ALl kBanuduumnpaHn yaocToBepuUTENHN
yenyrmn®,

BNm3a B cuna Ha 01.07.2018r. ;

CbabpXKa yCcrnoBuATa, CbrnacHo Kouto [locTaBumK Ha KBanvuunpaHu yaocToBEPUTENHN yCnyrn
(OKYY) ,BOPUKA* ALl (OoctaBumk) npegocTtaBss Ha [loTpebutenu cpelly Bb3HarpaxgeHue
kBanuduumnpann yaooctoeperus (KY) n yagoctoseputenuu yenyrm (KYY) 3a enekrpoHeH nognuc
(EM), 3a obnadeH enekTpoHeH noanuc, 3a enektpoHeH neyat (ElMeyaTt) un 3a aBTEHTUYHOCT Ha
yebcant (WEB), kakTo 1 Apyrn MHoOpMauMOHHKU, KpUNTorpadpCKn N KOHCYNTAHTCKX YCIyrn Nog
3anaseHata TbproBcka Mapka B-Trust, u4pe3 opraHusaumoHHo 060co6eHO 3BEHO -
YaoctoBepsiBaly opraH B-Trust®, B CbOTBETCTBME C U3MCKBaHUATA Ha 3aKOH 3a €NeKTPOHHUS
OOKYMEHT 1 eneKkTpoHHUTE yaocToBepuTenHu yenyrm (BEQEYY);

MMa xapaktep Ha obwm ycnoBusi MO cMucbina Ha 4n. 16 oT 3akoHa 3a 3agbinkeHusATa u
poroopute (33[). Tean ycnosusa ca 4act oT nucMeH [1oroBop 3a yOOCTOBEPUTENHU YCNyru,
KOWTO ce cknoyBa mexay [loctaBumka n MoTpebutenute Ha ocHoBaHue 4n.23 ot 3EOEEYY.
[oroBopbT MOXe Oa CbObpXa cneunanHu ycrnoBus, KOUTO ce MnonseaT C NpeguMmcTBO npen
obLnTe ycrnoBmsi B HAaCTOALWMNSA JOKYMEHT;

BKIOYBa Nogpo0bHO onncaHue Ha nNpakTukaTa Ha [locTaBumka npu npegocTtaBsHe Ha KY n KYY 3a
TAX U e NyOnnyeH 4OKYMEHT C LieNn yCTaHOBsIBaHe Ha CbOTBETCTBUE Ha AeMHOCTTa Ha [locTaB4umka
cbe 3EAEYY n HopmaTuBHaTta ypenoa;

e obwoaocTbneH MO BCAKO BpemMe Ha WHTepHeT-CTpaHuuata Ha [locTaBuvka Ha apgpec:
https://www.b-trust.bg/documents;

MoXe Aa 6bae npomeHsaH oT OKYY m BcAka HOBa pefakuusa Ha ce nybrvkyBa Ha WMHTEpPHeT-
CTpaHuuaTa Ha [locTaBuuka;

Hactosawmnar OOKYMEHT € U3roTBEH B CbOTBETCTBME C:

3aKoH 3a enekTPOHHMSA OOKYMEHT U eNeKTPOHHUTe yaocTtoBeputenHu yenyru (SEQEYY);
Hapenba 3a oTroBopHOCTTa M 3a MpekpaTaBaHETO Ha [AerHOCTTa Ha [JocTaBuvuuTe Ha
yooctoseputenHu yenyrm (HOMAOAvY);

Hapenba 3a m3uckBaHuATa KbM anropuTtMuTe 3a Cb3aBaHe W NpoBepKa Ha KBanuduumpaH
enektpoHeH noanuc (HUAKE);

PernameHTt (EC) N2 910/2014 Ha eBponenckmsa napnameHT 1 Ha CbBeTa OTHOCHO eNeKTPOHHaTa
noeHTUMKaUns N yaoCcToBepUTENHUTE YCryrn Npyu eneKkTPoHHW TpaHCaKuMM Ha BbTPELUHUS
nasap

CbabpKaHneTo 1 CTpyKTypaTa Ha AoKyMeHTa e B cboTBeTcTBMe ¢ PernameHT (EC) Ne 910/2014

1 ce No30BaBa Ha MHopMauus, CbabpKalla ce B CneaHuTe YTBbPAEHWN MeXayHapoaHU NpenopbKuy,
cneunduKkauumn n cTaHaapTu:

RFC 5280: Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List
(CRL) Profile;

RFC 3739: Internet X.509 Public Key Infrastructure: Qualified Certificates Profile;

RFC 6960: X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP;
RFC 3161: Internet X.509 Public Key Infrastructure: Time-Stamp Protocol (TSP);

RFC 5816: ESSCertIDv2 Update for RFC 3161,

RFC 3279: Algorithms and Identifiers for the Internet X.509 Public Key Infrastructure Certificate
and Certificate Revocation List Profile;
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RFC 4055: Additional Algorithms and Identifiers for RSA Cryptography for use in the Internet
X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile;

ITU-T X.509 | ISO/IEC 9594-8: The Directory: Authentication framework; Public-key and attribute
certificate frameworks;

ETSI EN 319 401: General Policy Requirements for Trust Service Providers;

ETSI EN 319 411-1/2: Policy and security requirements for Trust Service Providers issuing
certificates;

ETSI EN 319 412-1/5: Certificate Profiles;

ETSIEN 319 421: Policy and Security Requirements for Trust Service Providers issuing Electronic
Time-Stamps;

ETSI EN 419 241, part 2 — Trustworthy Systems Supporting Server Signing - Part 2: Protection
profile for QSCD for Server Signing;

ETSI EN 419 241, part 3 — Trustworthy Systems Supporting Server Signing — Part 3: Protection
profile for Signature Activation Data management and Signature Activation Protocol(PP-
SAD+SAP);

ETSI EN 419 221-5 - Protection profiles for TSP Cryptographic modules - Part 5 Cryptographic
Module for Trust Services.

Bcsakaksa VIHd)OpMaLI,VIFI, CBbp3aHa C TO3M OOKYMEHT, MOXe Oa Cce nojiydn OT ,D,OCTaB‘-II/IKa Ha

agpec:

6yn. ,Uap Bopwuc 111" Ne 41

Codma 1612

,bOPUKA* Al

TenecoH: 0700 199 10

umenn agpec: info@b-trust.org

Odmumanna cTpaHmua Ha gocTaB4ymka: Www.b-trust.org
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Oo6woaoCTLNEH JOKYMEHT
NMPAKTUKA NP NPEOOCTABAHE HA KBAITUOULUMPAHU YOOCTOBEPEHUA
N YOOCTOBEPUTEJIHU YCIIYTU OT ,,BOPUKA“ AL

BbBEAEHUE

MpaktukaTta npu npegoctassHe Ha KY n KYY 3a 1ax ot ,6OPUKA® ALl cbabpka onucaHne Ha
yYyacTHUUUTE B MHGPACTPYKTypaTa Ha nyonmyHu kntovose B-Trust® 1 Ha HEMHUTE KOMMOHEHTH, Ype3
kouto [locTaBumnka nsgaea, nogavpxa, nyénukyesa n ynpasnsasa KY 3a KE[M/YE, o6naveH KEM,
KElNeuat/YEleyaT n aBTEHTUYHOCT Ha yebcanT. OnucaHn ca obwmuTe onepaTMBHU Npoueaypu npu
3asBsBaHe Ha KY, vgeHTudpmumpaHe Ha 3aaButenun, m3gaBaHe u nybnvkyBaHe, AOCTaBSHE W
npuemaHe Ha KY, nogapbXka M ynpaBreHne Ha Te3n yooCTOBEPEHUS, KakTo W npoueaypu npu
npegocTaBsHe 4OCTbLI 3a NPOBEPKa Ha YAOCTOBEPEHUATA.

lMpakTukaTa BKHOYBA OLLE MEPKUTE W criedBaHUTE TEXHMYECKM Mpouedypu OT CcTpaHa Ha
[ocTaBunka, KOUTO rapaHTUpaT CUrypHOCTTa M HagexaHocTTa Ha npegoctassaHuTe KY n KYY 3a tax
ype3 nHpacTpykTypaTta Ha B-Trust® B cvoTBeTcTBME cbC SEAEYY n HopmaTuBHaTta ypenoa.

[lokyMeHTBLT € pas3paboTeH B CbOTBETCTBME C (POPMANHUTE U3UCKBAHUSA 3a CbObpKaHue,
CTpyKTypa 1 obxBaT, NocoyeHn B MexayHapoaHata npenopbka RFC 3647, ookonkoTo T9 oTroBaps
Ha ynpaBrieHckaTa nonuTunka Ha [JoctaBumka.

[oKyMEHTBLT BKITHOUBA W OMbITHATENHA MHOpMaUUs ¢ ornen Ha n3nckBaHusiTa B HopmaTuBHaTa
ypenba no 3EAEYY.

1 OCHOBHMW NOJNOXEHUA

1.1 [AdocTaBuYMK Ha KBanuuumpaHu yA0CTOBEPUTEITHU YCNYTU

1. ,6OPUIKA* ALl e opngnyecko nuue - TbproeeL, ocblUecTBsBaWO gerHocT Ha [KYY cbrnacHo
3ELEYY u HopmaTuBHaTa ypeaba.

2. PKIl Ha ,BOPUKA” ALl e nsrpageHa u ce ynpaensiBa CbrflacHO npaBHaTa pamka Ha PernameHT
910/2014 v 3EQEYY n B cbOTBETCTBUE C MEXAyHaApoaHUTE cneundukaumm n ctaHgaptn ETSI
EN 319 411-1/5mn ETSI EN 319 412.

3. [JocTtaBuunkbT msnonsea vaeHtudgukatopn Ha obektn (OID) B B-Trust PKI- nHppactpykTypaTta,
dopmupaHn Ha 6asa kog 15862, npucBoeH Ha ,BOPUKA® Al ot IANA B KknoHa
iso.org.dod.internet.private.enterprise (1.3.6.1.4.1 - IANA —Registered Private Enterprise) n B
cboTBeTCTBUE CbhC cTaHaapTuTe ITU-T Rec. X.660 and the ISO/IEC 9834-1:2005 (Procedures for
the Operation of OSI Registration Authorities: General Procedures and ASN.1 Object Identifier
tree top arcs).

4. B kauyecTBOTO cu Ha peructpupan OKYY, ,BOPUKA®“ ALl ocblecTBaABa criegHUTe MpaBHO-
pernameHTMpaHn AeNHOCTH No:

e uy3gaBaHe Ha KY:
o MprvemaHe Ha UCKaHe 3a MbpBOHaYasnHo M3fgaBaHe;
O YCTaHOBSIBaHe Ha MAEHTUYHOCT M BanuaHun aaHHu 3a Motpebutens;
o npefocTaBsiHe Ha YCryrn No Cb3AaBaHe Ha ABOWKM KpUNTOrpadpCKm Krno4voBe - YacTeH
1 Ny6nuyeH Knro4
o noanuceaHe Ha KY ¢ yCbBbpLUEeHCTBaH enekTpoHeH nognuc/nedat Ha OKYY;
o 3anuc Ha nsgageHo KY.
e nogapbxKa u yrnpasrieHve Ha KY:
o nogHoBsiBAHe Ha usgageHo BanugHo KY;
o MpomMsHa B cTaTyca Ha BanugHo KY- cnnpaHe, Bb306HOBSABaAHE 1 NpekpaTaBaHe;
o npoBepka Ha cTatyca Ha KY;
o npoBepka Ha cTatyca Ha KY B peanHo Bpeme (OCSP cratyc).
e BOJEHe Ha perncrTpu:
o BOAEHe Ha nyGnuyeH perncTbp Ha BCu4kn usgagexu KY;
ny6nukyBaHe Ha nsgageHo KY B nybnuyHmsa perncrbp;
BOJEHE Ha CMMCbK Ha BCUYKM npekpaTeHn KY;
He3abaBHO NybnukyBaHe Ha npekpaTeHo KY B cnuckka ¢ npekpaTeHn yaoCTOBEPEHUS;

O
O
O
o ocurypsiBa noCTtoAHEH OOCTbMN Ha TpeTu nuua 0o I'Iy6J'II/I‘-IHI/IFI perncTtop 1 Ao CNUCbKa
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Oo6woaoCTLNEH JOKYMEHT
NMPAKTUKA NP NPEOOCTABAHE HA KBAITUOULUMPAHU YOOCTOBEPEHUA
N YOOCTOBEPUTEJIHU YCIIYTU OT ,,BOPUKA“ AL

7.

Ha npekpaTeHn yaoCTOBEPEHMS.
npoBepka (Banugaumsi) Ha eNeKTPOHHN NoANNCHU.

e npepoctaBsHe Ha QSCD 3a reHepupaHe M CbXpaHeHMe Ha KpunTorpadpckmn KroyoBe M 3a
cb3gaBaHe Ha KEI .

e U3gaBaHe Ha KBanuduumMpaHu eneKkTpoHHU BpeEMEBM neyaTu:

O Ha npeactaBeHO CbAbpXaHWe Ha ernekTPoHHO nognucaH/mogneyataH AOKYMEHT
(Bpeme Ha noanuceaHe/nognevaTeaHe);
O Ha unpoBO cCbabpKaHMe B JadeH MOMEHT U HEMPOMEHUMOCT Ha CbAbpXXaHWETO
crnep To3n MOMEHT
o [oKasaTefiCTBEHa NpOBepKa Ha u3gageHuTe KBanuduumpaHu enekTpoHHU BpeMEBU
neyartu.
[ocTtaBunkbT nNpegoctaBa nocoveHnte KYY B CbOTBETCTBME C HacTosiwaTta [lpakTnka Ha
YaocTtoBepsBaLMsa opraH U nocoyeHaTa B ygoctoBepeHueTo [lonuTuka.
[ocTaBunKbT MOXe Aa NpeaocTaBs U Apyrn KBanuuunpaHn yoocToBepuUTESTHU, KpUnTorpagcky,
MHAOPMAaLIMOHHM N KOHCYITTAHTCKM YCIYr1, CBbpP3aHn C MPUIOXMMOCTTa Ha yOOCTOBEPUTENHUTE
ycnyru, cnegpaniki ooLwonpmeTmuTe Npenopbky, cneundnkaumm n ctTaHgapTu.
[ocTaBunkbT MoXe Aa nybnukysa otaenHo obwm ycnosus 3a tesm KYY.

1.2 Perynauusa v KOHTpoOn

1.

2.

3.

[MbNHOTO HaMMeHoBaHWe Ha TO3n AOKYMEHT e [1pakTuka npyu npegoctaBsHe Ha KBanvduuupaHm

yoocToBepeHus u yooctoeputenuu yenyrm ot ,60OPUKA* ALl (B-Trust CPS-eIDAS)*

.DOPUKA* ALl e ysegomuno KPC 3a 3anoysaHe Ha genHocT kato OKYY no pega Ha 3EOEYY un

AencreawaTta HopmaTtusHa ypeaba.

AkpegutauusaTa Ha ,BOPUKA* ALl kato OKYY no 3ELEYY uenn Han-BMCOKO HMBO Ha CUIYPHOCT

Ha npepocTaBsHuTe KYY 1 no-4obpo xapMoHU3npaHe Ha Ta3n AeMHOCT CbC CbOTBETHATa TakaBa

B CTpaHUTe-uYneHkn Ha EBponencknst colos.

HocTtaBunkbT yBegomsBa [loTpebutenute 3a cBosTa akpeguTaums nNpu nNpeaocTaBsHe Ha

noco4veHunte KYY B TO31 JOKYMEHT.

B oTHoweHusATa ¢ MNoTpebutennTte n TpeTn nuua e BanugHa caMmo BepcusaTa, KOSITO € akTyanHa

KbM MOMEHTa Ha nonssaHeTo Ha ycnyrute Ha ,BOPUKA*AL.

To3u OOKYMeHT e NyGnMyYHO OOCTbNEH Ha agpec: https://www.b-trust.bg/documents.

MpakTukata npu npegocraBsaHe Ha KYY e npunoxuma 3a cnegHute MNonutukn Ha [JoctaB4mka:

e [lonuTuka npu npegocTaBsHe Ha KBanuduumpaHuM yOOCTOBEPEHMS 3a KBanvduumpaH
enekTpoHeH noanuc/neyar (B-Trust CP-eIDAS QES/QESeal);

e [lonuTuka npu npegoctaBsHe Ha KBanuduuMpaHu yOOCTOBEPEHUSA 3a YCbBbPLUEHCTBAH
enekTpoHeH nognuc/neyat (B-Trust CP-eIDAS AES/AESeal);

e [lonuTuka npu npegocTaBsHe Ha KBanuuUMpaHu YAOCTOBEPEHWUs 3a aBTEHTMYHOCT  Ha
yebcawnt (B-Trust CP-eIDAS Web SSL/TLS).

Te3an NoONUTUMKM M3MBIHABAT CheuMdUYHUTE U3UCKBAHUA HA yOOCTOBEPUTENHUTE MOMUTUKM,

nocoyeHun B ctaHgapta ETSI EN 319 411-2: QCP-n; QCP-n-gscd, QCP-I, QCP-l-gscd n QCP-w,

KouTo ca 6a3upaHun Ha obwmnTe namckBaHust B cbotBeTHUTE nonutkn NCP n NCP+ nocoyeHn B

ctaHgapta ETSI EN 319 411-1.

Monutuknte Ha [locTaBuMka 3a KOHKPETHWTE TUMNoBe KBanuduuupaHu yOooCTOBEPEHMS ca

ny6nukyBaHn B OTAENHW [OOKYMEHTM M ca nybnuyHo [OCTbMHM Ha agpec: https://www.b-

trust.bg/documents.

1.3 WUpeHTncdpukaTopm B AOKyMeHTa

1.

2.

Ob6ektute B B-Trust nHdppactpyktypata Ha ,BOPUKA® Al 3a usgaBaHe v noaapbXka Ha
KBanudpuunpaHmte ygoctoBepeHusata ce obosHavaBaT ¢ ugeHTudpukatopm (OID - Object
Identifier).

KBanuduumpaHnte ygoctoBepeHus 3a noanmc, nevyaT u aBTEHTUYHOCT Ha yebcanT KaTo 06eKTu
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NPAKTUKA NMPU NPEAOCTABAHE HA KBAITIM®ULIMPAHU YOOCTOBEPEHUA
N YOOCTOBEPUTEJIHMN YCNYTU OT ,,BOPUKA®” Al

Ha MH(pacTpykTypaTa ce MaeHTUULMPaH Ype3 MAeHTUPUKATOPUTE Ha NOMUTUKK 3a TAX, KOUTO

moraT ga 6bvaaTt npoBepeHun B aTpubyTta CertificatePolicies Ha Te3n ygoctoBepeHus.
3. WpeHTudmkatopute Ha obektn B B-Trust ca nocoyeHn B cnegHata Tabnuua:

ObekT WaeHTtudukartop (OID)
BORICA AD 1.3.6.1.4.1.15862
B-Trust 1.3.6.1.4.1.15862.1

B-Trust Root Qualified CA

1.3.6.1.4.1.15862.1.6

B-Trust Operational Qualified CA

1.3.6.1.4.1.15862.1.6.1

B-Trust Personal qualified certificate QES

1.3.6.1.4.1.15862.1.6.1.1

B-Trust Professional qualified certificate QES

1.3.6.1.4.1.15862.1.6.1.2

B-Trust Organization qualified certificate QESeal

1.3.6.1.4.1.15862.1.6.1.3

B-Trust PDS

1.3.6.1.4.1.15862.1.6.2

B-Trust Qualified Time Stamp Authority

1.3.6.1.4.1.15862.1.6.3

B-Trust Qualified Time Stamp Authority PDS

1.3.6.1.4.1.15862.1.6.4

B-Trust Root Qualified OCSP Authority

1.3.6.1.4.1.15862.1.6.5

B-Trust Qualified OCSP Authority

1.3.6.1.4.1.15862.1.6.5.1

B-Trust Qualified Validation Service

1.3.6.1.4.1.15862.1.6.6

B-Trust Qualified Preservation Service

1.3.6.1.4.1.15862.1.6.7

B-Trust Root Advanced CA

1.3.6.1.4.1.15862.1.7

B-Trust Operational Advanced CA

1.3.6.1.4.1.15862.1.7.1

B-Trust Personal qualified certificate AES

1.3.6.1.4.1.15862.1.7.1.1

B-Trust Professional qualified certificate AES

1.3.6.1.4.1.15862.1.7.1.2

B-Trust Organization qualified certificate AESeal

1.3.6.1.4.1.15862.1.7.1.3

B-Trust Application qualified certificate

1.3.6.1.4.1.15862.1.7.1.4

B-Trust Domain Validation SSL qualified certificate (B-
Trust DVC SSL)

1.3.6.1.4.1.15862.1.7.1.5

B-Trust Organization Validation SSL qualified certificate
(B-Trust OVC SSL)

1.3.6.1.4.1.15862.1.7.1.6

B-Trust Organization gualified certificate AESeal PSD2

1.3.6.1.4.1.15862.1.7.1.7

B-Trust Organization Validation SSL PSD2 qualified
certificate (B-Trust OVC SSL PSD2)

1.3.6.1.4.1.15862.1.7.1.8

B-Trust PSD2 PDS

1.3.6.1.4.1.15862.1.7.1.9

B-Trust Root Advanced OCSP Authority

1.3.6.1.4.1.15862.1.7.2

B-Trust Advanced OCSP Authority

1.3.6.1.4.1.15862.1.7.2.1

4. TpakTukata Ha [locTaBuuka Npu nsgasaHe n nogabpxaHe Ha KY ce ocbliecTBsABa NOCpPeACTBOM

cnegHute onepatneHn YO:

OnepaTtuBeH YO

Upentndukartop (OID)

B-Trust Operational Qualified CA

1.3.6.1.4.1.15862.1.6.1

B-Trust Operational Advanced CA

1.3.6.1.4.1.15862.1.7.1

5. Tonutukute Ha JoctaBymka oTHOCHO BMaoBeTe KY 1 npegoctaBsaHuTe 3a Tax KYY ce o3HavaBaTt
B usgasaHunte KY cbc cnegHute ngeHTugukaTopm:

KBanuduumpaHo yagoctoBepeHue

Monutuka

NpeHtndmkaTop Ha nonutuka (OID)

B-Trust Personal qualified certificate
QES
(MepconanHo
dusnyecko nuue)
B-Trust Personal Qualified certificate
CQES

(MepcoHanHo KY 3a o6naveH KEN
Ha umanyecko nuue)

KYKEN Ha

B-Trust Personal qualified
certificates Policy (QCP-n-gscd)
(Monuntuka Ha npepocTaBsHe Ha
KYKEIN un KY 3a obnayeH KEI Ha
dumsunyecko nuue)

1.3.6.1.4.1.15862.1.6.1.1
(0.4.0.1456.1.1)
(0.4.0.194112.1.2)

B-Trust Professional qualified

B-Trust Professional qualified

1.3.6.1.4.1.15862.1.6.1.2
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certificate QES
(MpodecuoHanHo
dumsmndecko nuue,
HOpMaNYECKO NNLLE)
B-Trust Professional qualified
certificate CQES
(MpodecuonanHo KY 3a obnaueH
KEN Ha dpusnyecko nuue,
acounmpaHo C lpuanyecko nuue)

KYKEN Ha
acouumpaHo ¢

certificates Policy (QCP-n-gscd)
(Monutnka Ha npegocTaBsHe Ha
KYKEIN un KY 3a o6nayeH KEI Ha
dmanyecko nuue, acouumpaHo c
1opuan4ecko nuue)

(0.4.0.1456.1.1)
(0.4.0.194112.1.2)

B-Trust  Organization  qualified
certificate QESeal
(KYKEMeuaT Ha topuanyecko nvue)

B-Trust  Organization  qualified
certificates Policy (QCP-I-gscd)
(Monuntuka Ha npepocTaBsHe Ha
KYKElNeyaT Ha topuamyecko nuue Ha
B-Trust QSCD)

1.3.6.1.4.1.15862.1.6.1.3
(0.4.0.194112.1.3)

B-Trust Personal qualified certificate
AES

B-Trust Personal
certificates Policy (QCP-n)

qualified

1.3.6.1.4.1.15862.1.7.1.1
(0.4.0.1456.1.2)

(MepcoHanHo KYYEN Ha | (Monutnka Ha npepocTaBsHe Ha | (0.4.0.194112.1.0)
dusnyecko nuue) KYVYEI Ha donanyecko nuue)

B-Trust Professional qualified | B-Trust Professional qualified | 1.3.6.1.4.1.15862.1.7.1.2
certificate AES certificates Policy (QCP-n) (0.4.0.1456.1.2)
(MpocdbecnonanHo  KYYEM  Ha | (Monutuka Ha npepocTtaBsaHe Ha | (0.4.0.194112.1.0)

dusnyecko nuue acoummpaHo c
IOpMANYECKO Nnue)

KYYEIN Ha  dwmanuecko nuue,
acoLMMpaHo C PUANYECKO NULEe)

B-Trust  Organization
certificate AESeal
(KYYEMeuaT Ha topuanyecko nuue)

qualified

B-Trust  Organization
certificates Policy (QCP-I)
(MonuTnka Ha npegocTaBsHe Ha
KYYEleuaT Ha topngnyecko nuue)

qualified

1.3.6.1.4.1.15862.1.7.1.3
(0.4.0.1456.1.2)
(0.4.0.194112.1.1)

B-Trust Domain Validation SSL
qualified certificate (B-Trust DVC
SSL)

(KY 3a aBTeHTM4YHOCT Ha yebcanT -
LOMEeMH)

B-Trust certificate for Domain
Validation Certificate Policy (DVCP)
(MonuTMka Ha npegocTaBsHe Ha
YAOCTOBEPEHUS 32 aBTEHTUYHOCT Ha
yebcanT - JoMeiH)

1.3.6.1.4.1.15862.1.7.1.5
(0.4.0.2042.1.6)

B-Trust SSL Organization Validation
qualified certificate (B-Trust OVC

B-Trust certificate for Organization
Validation Certificate Policy (OVCP)

1.3.6.1.4.1.15862.1.7.1.6
(0.4.0.2042.1.7)

SSL) (Monuntuka Ha npepocTaBsHe Ha

(KY 3a aBTEHTUYHOCT Ha yebcalT - | yooCTOBEPEHUS 32 aBTEHTUYHOCT Ha

opraHusauus) yebcalT - opraHmsaums)

B-Trust  Organization  qualified | B-Trust PSD2 Organization qualified | 1.3.6.1.4.1.15862.1.7.1.7

certificate AESeal PSD2
(KYYEMeuat Ha topyanyecko nuiue —
nnarexHa nHctTutyumsa no PSD2)

certificates Policy (QCP-I)
(Monuntuka Ha npepocTaBsHe Ha
KYYElNeuaT Ha opuauyecko nuue —
nnartexHa nHctutyums no PSD2)

(0.4.0.1456.1.2)
(0.4.0.194112.1.1)

B-Trust SSL Organization Validation
qualified certificate PSD2 (B-Trust

OVC SSL)
(KY 3a aBTeHTUYHOCT Ha ye6cant —
opraHusauus - nnaTtexHa

MHCcTUTYLMA no PSD2)

B-Trust  certificate  for PSD2
Organization Validation Certificate
Policy (OVCP)

(Monuntuka Ha npepocTaBsHe Ha
yAOCTOBEPEHUS 338 aBTEHTUYHOCT Ha
yebcanT — opraHnsaumsa — nnaTexdHa
UHCTUTYLMSA no PSD2)

1.3.6.1.4.1.15862.1.7.1.8
(0.4.0.2042.1.7)

1.4 YyacTHuum B UH(ppacTpykTypaTta Ha B-Trust®

1.4.1 YpocTtoBepsiBalyu opraHu

1. ,YpoctoBepsiBawmsa opran® Ha B-Trust® Ha OKYY ,EOPUKA* ALl e opraHnsaunmoHHO 060cobeHo
3BEHO, KOETO OCbLLieCTBSABa AENHOCT NO U3gaBaHe, No NpeaocTaBsaHe 1 No nogabpkaHe Ha KY n
Ha KYY 3a Tax. YO HaAmMaT camocToaTenHa NpaBoCybEeKTHOCT 1 BCUYKM OCBLLIECTBEHN AEUCTBUSA U
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"BOPUKA" Al, 11Onwu 2018r.



Oo6woaoCTLNEH JOKYMEHT
NMPAKTUKA NP NPEOOCTABAHE HA KBAITUOULUMPAHU YOOCTOBEPEHUA
N YOOCTOBEPUTEJIHU YCIIYTU OT ,,BOPUKA“ AL

4.

aKTOBe Ha CnyXuTenuTe My Ce U3BbpLUBAT B KAYECTBOTO UM Ha crnyxutenu Ha [loctaB4uvka, B
pamKn1Te Ha NpeaoCTaBeHNTE UM MPaBOMOLLMS.

WHdppacTpykTypaTa Ha B-Trust® nma asycteneHHa nepapxusa Ha YO 3a nsgasaHe n nogapbxka
Ha KYKEIT n KYKEleuaT, kakto cnegsa:

e basos YO ,B-Trust Root Qualified CA" - nsgaBa ygocTtoBepeHMsl Ha NOOYMHEHUTE B
nepapxmyHo oTHoweHne onepatmeHu YO Ha [JocTaBuumka u TakmBa Ha gpyru [JoctaBunuy;

e OnepatuBeH YO ,,B-Trust Operational Qualified CA" - nsgasa KYKEMN un KYKElleuar,
cbrinacHo MNonuTtukarta 3a npegocTaBsHe Ha Te3n KY;

MudpactpykTtypaTa Ha B-Trust® nma gsycreneHHa nepapxusa Ha YO 3a nsgasaHe n nogapbkka

Ha KYYET, KYYEleuat n KY 3a aBTEHTUYHOCT Ha yebcaunT, KakTo cneaBa:

e basos YO ,B-Trust Root Advanced CA" - u3gaBa YyOOCTOBEPEHWA Ha MNOAYMHEHUTE B
nepapxmyHo oTHoweHne onepatmeHu YO Ha [JocTaBumka u TakmBa Ha gpyrv [JoctaBunuy;

e OnepatuBeH YO ,B-Trust Operational Advanced CA" - msgaea KYYEI n KYYElleuar,
cbrnacHo lNonutnknte 3a npegocraBsiHe Ha Te3un KY.

OKYY cu 3anasBa npaBoTo Aa paswmpu nHppacTpyktypaTta Ha B-Trust® ¢ gpyra nepapxus ot

YO.

1.4.2 Peructpupaly opraH

1.

No

,,PeFVICTpI/IpaLLl,I/IFIT opraH" € 3BEHO, KOeTo OCbLUECTBsIBA AENHOCTU Ha ,D,OCTaB‘-WIKa, KaKTO crieaBa:

e puema, npoBepsBa, ogobpsBa Unn OTXBbPNA NCKaHNA 3a n3gasaHe Ha KY;

e peructpupa nogagexu nckanunsa go YO 3a nsgaBaHe u BHacs NpoMeHU B ctaTtyca Ha KY;

e OCbLUECTBSIBA CbOTBETHM MPOBEPKN 33 YCTAHOBABAHE HA CaMOSIMYHOCTTA Ha bU3NYECKUTE
nuua v MOEHTUYHOCTTA Ha IPUMANYECKUTE NMUA, KAaKTO U Ha cneumdunyHM OaHHU 3a TSX C
OONyCTUMUTE CPEeACTBa;

o yBegomsBa YO ga usgage KY cnep ycnewHa ngeHTudukaums 1 3annarteHa ycnyra;

e npepaBa Ha [loTpebutena wnM Ha yMbIHOMOLLEHO OT Hero nuue wusgageHoto KY,
CbOTBETCTBALLO Ha reHepupaHa OBONKa Ko40oBe;

e puvema unm OTXBbPMSA PErMCTPUPAHN MCKaHUA 3a NoaapbXKKa 1 ynpasneHune Ha KY;

e CKMOYBA AOroBOpYM 3a MNpedoCTaBsHE Ha YOOCTOBEPUTENHM W OPYrn Kpuntorpadocku,
WHAOPMALIMOHHM U KOHCYNTaHTCKKU ycnyru ¢ MNotpebutenute ot umeTo Ha [locTaBymka.

PernctpupawmaTt opraH moxe ga 6bae o060cobeHO 3BEHO B paMKUTE Ha HOpUONYECKO NULE,
pa3nun4yHo oT [locTaBymnKa, Ha KOETO ca Aenervpann npaea Ja OCbLLEeCTBSABA Te3N AENHOCTU Unn
Ha YacT OT TsX OT MMeTo Ha [locTaBuuka.

Peructpupawwmar oprax (PO) Ha [JocTaBumKka MoXe Aa npeaocTaBs yaoCTOBEPUTENHM YCIyrn Ha
MoTtpebutenn ypes MectHn Peructpuparum Cnyxéu (MPC).

Korato PO/MPC e camocTosTenHo opunanvecko nuue, NnpaBoMoLLMETO Aa OCbLLUECTBsBA Tasu
AEeNHOCT MOoXe fa 6bae orpaHMyYeHo 3a onpegerneHa TepuTopusi, CPoK, yA0CTOBEPUTENHN YCIyru
unn 3a onpegeneHa kateropus  [loTpebutenu. [NpaBomowmeTo ce yaocToBepsiBa npen
3aaBuTennTe N BCUYKU TPETU NMua C MMCMEHO U eNEKTPOHHO yaocTtoepeHmne 3a PO/MPC.

B cnyyaunte, korato PO e camocTosaTenHo topuanyecko nuue, MPC kbM TO31 OpraH ce paskpusat
camo cnepg uspnyHo ogobpeHune oT cTpaHa Ha [locTaBumka.

OTHoweHuaTa mexay foctasumka n PO/MPC no 1.4 ce ypexaaTt ¢ A0roBop.

HocTtaBunkbT rapaHTupa, vye genHoctta Ha PO/MPC we 6baoe cbobpaseHa ¢ ycrnoBusita Ha
HacToAWMnSA [JOKYMEHT.

1.4.3 OpraH 3a n3gaBaHe Ha KBa.ﬂM(*)MLWIpaHVI eJNIeKTPpOHHU BpeMeBU nevyatun

1.

,LOpraH 3a umsgaBaHe Ha KBanuduumpaHm enekTpoHHW BpemeBu nedatn" e obocobeHo wn
HeJenuMMo 3BEHO KbM Y40CTOBEpPSIBALLMSA OpraH, KOETO OCbLLECTBABA AEMHOCTU Ha [locTaBuKKa,
KaKkTo crnefpa:
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5.

e MpvemMa 3asBKM 3a W3gaBaHe Ha KBanuduuMpaHu erneKkTPoOHHM BpeMeBM nedyaTu Ha
npeacTaBeHO CbAbpXKaHUE Ha enekTPoHeH AOoKYMeHT oT MoTpebutenu unu JosepsiBalia ce
CTpaHa;

e UN3roTBA KBanuduuUupaH enekTpoHeH BpeMeBU nedyaT Ha npeacTaBeHWUsl XeLU-CTOMHOCT Ha
€NEeKTPOHEH JOKYMEHT;

e Ocurypsisa Bb3MOXHOCT 3a nocnegsallo (cnea nepuoga Ha BanuaHocT Ha KY) gokaseaHe
cnpsiMo npvemallaTa cTpaHa Ha bakTa Ha noanuceaHe/noaneyarsaHe Ha U3sBrNeHne Unm Ha
€NEKTPOHEH [OKYMEHT.

,B-Trust Qualified Time Stamp Authority " e YO 3a nsgasaHe Ha ksanuuumpaHn enekTpoHHU
BpeMeBU neyaTun Ha [loctaB4uka.

EnekTpoHHMAT noanuc Ha [JoctaBumka Ha KBanuuuupaHus enekTpoHeH BpeMeBn neyvaT € CbC
cTaTyc Ha kBanuduumpaH enekTpoHeH nevar.

KBannduumpaHn enekTpoHHM BpemMeBM MnedyaTn Morat ga Ce WHTerpupat B npoueca Ha
Cb3gaBaHe WnuM npuemaHe Ha nognucu/medaT KbM €NEeKTPOHHU LOKYMEHTU W eNeKTPOHHU
TpaH3aKLMK1, NPy apxXMBUpaHe Ha eneKkTPOHHU AaHHW, B ENEKTPOHHM HOTapuaTtu 1 Apyru.
HocTtaBunkbT paspabotBa u nybnukyBa otgenHa [lonutuka Ha YO 3a wu3gaBaHe Ha
KBanupuunpaHu enekTpoHHN BPEMEBU NnevaTu.

1.4.4 KsanucdpmumpaHa ycnyra 3a BanmauvpaHe Ha KBanuduumpaHu eneKTPOHHU

1.

nognucu/neyaTun

KsanuduumpaHaTa ycnyra 3a BanvanpaHe Ha KBanuduuupaHu enekTpoHHu nognucu/nedvaTu (B-

Trust QSVS) e 060cobeHo 1 Hegennmo 3BeHO kbM [locTaBuMKka, KOETO OCbLLECTBABA CrIEAHUTE

JEeNHOCTH:

e npuema noanucaHw/nognedatTaHn dannose/e-gOKYMEHTU C onpegeneHn dopmatn u
npodunu Ha noanuc/neyar 3a BanvanpaHe;

e Banuaupa nognucaHuTe/nognevyaTtaHu annose/e-qOKYMEHTU B CbOTBETCTBME C PernameHT
910/2014 (un. 32, 33 n 40);

® U3roTBs M NpeaocTaBs noaneyaTtaHun oT [JocTaBymnka ctaTyc(M) U oT4ET OT BanuaupaHe Ha e-
noanuc(n)/neyat(n) B npuetute hannose/e-4OKyMEHTH;

e ocurypsiBa Bb3MOXHOCT 3a pa3snevaTtsaHe (PDF copmaT) Ha xapTus Ha aBTopu3npaHns otyeT
OT BanuaupaHe Ha noanuc(ute)/neyat(ute).

Ycnyrata aBTopuampa craTyca U otyeTa OT BanvaupaHe ¢ KBanuduumpaH enekTpoHeH nedar

n3gageH ot [JoctaB4umka.

Cratycute Ha BanuavpaHe Ha KBanvduuupaHui e-nognucu/nedat morat ga ce MHTerpvpart B

npouecn Ha npuemaHe Ha nognucu/medaT KbM EMEKTPOHHU AOKYMEHTU U ENEeKTPOHHU

TpaH3akuMK, NpW CbXpaHeHMe Ha noAanuc/nedaTv, KakTo M apxXvMBMpaHe Ha eneKkTPOHHU

OOKYMEHTU, B ENEKTPOHHM HOTapmuaTtu n ap.

HocTtaBunkbT paspaborea m nybnukyesa otgenHa [lMonutuka u [NNpakTuka Ha ycnyrata 3a

kBanuduuupaHo sanungmnpade Ha KEIMN/KEMevatn.

1.45 Ycnyra 3a kKBanudpuumpaHoO CbXpaHsiBaHe Ha KBanuduuupaHu erieKTPOHHU

1.

nognucu/neyaTun

Ycnyrata 3a kBanuduumMpaHO CbxpaHsiBaHe Ha KBanuduuupaHu e-noanucu/nedatn (B-Trust
QSPS) e ob6ocobeHO n Hegenumo 3BeHO KbM [loCTaBuMKa, KOETO OCbLUECTBABA CnegHuTe
JEeNHOCTH:

e npuema e-nognucu/nedatu (nognucaHn/nognedataHn annose/e-qOKYMEHTH) C onpeaeneHmn
dopmaTn 1 npomnu Ha nognuc/neyat 3a CbXpaHeHue;

e CUrypHO CbXpaHsiBa nognucaHute/nogneyaTaHn dannose/e-OOKYMEHTU B CbOTBETCTBUE C
PernameHTt 910/2014 (un. 34 n 40);

e WU3rOTBA W CbXxpaHABa nogneyataHn oT [locTaByvMka [oKas3aTencTBeHW 3anucu OoT
CbXpaHsiBaHe Ha e-nognuc(n)/neyat(u) B npuetute pannose/e-4OKYMEHTH;
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e V3roTBSA MO 3asBKa yBeJOMIEHUS cnepj yCnewHo CbXpaHsiBaHe Ha dpannoBe/e-gOKyMEHTU C
nognuc(n)/nevat(n);

e ocurypsisa Bb3MOXHOCT 3a aBTOpu3MpaH AOCTbIM, YeTeHe, moanduumpaHe n n3TpusaHe Ha
CbXpaHsaBaHu annose/e-A0OKYMeHTU ¢ nognuc(u)/neyat(un).

Ycnyrata aBTopusvpa (OokasaTencTBeHW) 3anmcu U yBeOOMSIEHUS 3a CbXpaHsiBaHe 4pes
KBanuuumnpaH enekTpoHeH neyaT uagageH ot [loctaBymka.

[ocTtaBunkbT paspaborBa m nybnukyBa otgenHa [lMonutuka un lNpakTnka Ha ycnyrata 3a
cbxpaHsiBaHe Ha KEl/KElNevaTw.

1.4.6 OCSP cbpBbp

1.

,LOCSP cbpBbp" € 060co6eHO0 U Hegenumo 3BeHO Ha YO, KoeTo ocbluecTBABa AEWNHOCTU Ha
JlocTaB4ynKa KakTo crefga:

e npuema 3asBku oT MNoTpebutenu unu [losepssallia ce cTpaHa 3a NpoBepka B pearHo Bpeme
Ha cTaTyca Ha NpeAcTaBeHo YAOCTOBEPEHME, M3aaaeHo oT [locTaBunka;

e 13roTBS aBTOMATU4YHO B pearHo Bpeme eneKTPOHHO MoanucaH OTroBop 3a cTaTyca Ha
npeacTaBeHo yO0CTOBEPEHNE.

OCSP cbpebpute Ha [ocTtaBumka ca: ,B-Trust Root Qualified OCSP Authority" n ,B-Trust
Qualified OCSP Authority", cbotBeTHO ,B-Trust Root Advanced OCSP Authority" n ,B-Trust
Advanced OCSP Authority".

Bcska poBepsBallata ce cTpaHa, koraTto npuema KY, moxe fa 3asBu NpoBepka Ha cTaTyca Ha
yOOCTOBEpPEHMSATA B pearnHo BpeMe.

lMpoBepkaTa Ha cTtatyca Ha KY B peanHo Bpeme He € 3agbibkuTenHa 3a [doBepsiBawuTe ce
CTpaHu, Ho [locTaBYMKBLT NpenopbyBa Aa Cce M3MNon3Ba Tasn ycryra n HEMHOTO MHTerpupaHe npwm
Cb3gaBaHe U NpMemMaHe Ha enekTPoOHHO nognucaHu/nognedartaHn JOKYMEHTM U Npy NpoBepka
Ha aBTEHTUYHOCTTA Ha yebCalT B ENTEKTPOHHN TPaH3aKUNN.

1.4.7 MoTpeburten

1.

2.

MoTpebutenute ca PU3NYECKn Unu KPUANYECKN NULA, KOUTO ca Nogarnu UCKaHe 1 cnepg ycnewwHo
3aBbplUBaHe Ha npoueayparta, um e 6un n3gageHo kesanuduunpaHo ygoctosepeHue. lNpeam ga
6bae wu3BbplleHa nposBepka M da My 6bae v3gageHo KBanuduuMpaHoO YAOCTOBepeHue,
MoTpebutenat e camo 3asButen 3a kBanuduumpaHute ycnyrm Ha B-Trust.

OtHoweHuaTa mexay ,bOPUKA® ALl kato OKYY un NMotpebuten ce ypexaaT ¢ NMCMEH LOroBop.

1.4.7.1 Tutynsap

1.

2.

»utynap" e Notpebuten-dpusnyecko nuue Ha KYKET/KYYET nnun Ha KY 3a obnaveH KEI, koeTo
Cb34aBa enekTPOHHMSA NOAMNKUC.

TuTynapaT ocbllecTBsiBa OT CBOE MME Wi OT UMETO Ha ApYro nuue, KoeTo Ton npeacTaBnsaBea,
€NEeKTPOHHN U3SABMEHUS, KOUTO ENEeKTPOHHO NMognucea B CbOTBETCTBME C NMpedocTaBeHaTta My
npeacTaBuTeNHa BNacT.

B KYKEI/KYYEI n KY 3a obnaveH KEIM moxe ga ce nocoun u nuueto, Koeto TuTynsapart
npeacTaensiea.

EauHctBeHo Tutynapat Ha KYKEM/KYYEN wn KY 3a obnayen KEl, nma npaBo Ha goctbn 0
YacTHWS KN4 3a NOANMCBaHE Ha eNeKTPOHHW U3SBEHMS.

1.4.7.2 Cv3paTen

1.

,Cb3garen“ e [NoTpebuTen-topmanyecko nvue, KOeTo Cb3gaBa €MeKTPOHEH nevar, AaHHUTE Ha
KoeTo ca ygoctoBepeHu B KY, M3non3BaHo 3a nNpoBepka Ha eneKkTpoHHust nevart. Cb3gaTtenar
MoXe Aa 6bae caMo HPUANYECKO NULLE.

~fOpuanyeckn nuua“ no cmucbna Ha [loroBopa 3a (pyHKUMOHUpaHeTO Ha EBponenckus cbio3
(APEC) o3HauyaBa BCcuYkM 06pasyBaHUd, yYpeaeHn unu perfaMmeHTupaHy CbrinacHo nNpaBoTo Ha
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ObpXXaBa YneHka, He3aBNCUMO OT TsIXHaTa npaBHa dopma.

EnekTpoHHuAT lNevatr He e moanvMc Ha HPUMAMYECKOTO NMUE W CryXu camo ga YAoCToBepwu
N3TOYHMKA W LEenocTTa Ha nognevyaTaH enekTpoHEH AOKYMEHT UM U3SABIEHUE.

KoraTo topugmyecko nuue nsnonsBa €feKTPOHEH neyaT, npenopbyBa ce Aa 6bae ycTaHOBEH
BbTPELUEH KOHTPOSMIEH MEXaHM3BbM NPU PUONYECKOTO NMLE, NO3BONSABALL camMO Ha hrU3nyecko
nuue, ynbiiHOMOLLIEHO OT ToBa topuandecko nuue (,Cb3gaTten®) Aa cbagasa nevarta (Hanpumep,
Aa ,HaTucHe" 6yTOH 3a (aBTOMATMYHO) Cb3gaBaHe Ha eNeKTPOHHN nevaTw).

B KY 3a enekTpoHeH nedaTr MOXe Aa ce nocounm (pu3an4eckoTo nuue, KOeTo npencrasnsiBa
,Cb3gaTtens”.

EnnHcTBEHO, TOBa (hM3mMyecko nuue Mma nNpaBo Ha OOCTbLI A0 YaCTHMS KIToY 3a reHepupaHe Ha
neyara.

KoraTo 3a gageHa TpaHcakuus ce M3MCKBa KBanuduumpaH enekTpoHEeH nedart oT lopugnuyecko
nviue, KBanUMUUMPaHUAT EeNeKTPOHEH MOAMMC Ha YNbfHOMOLWLEHUS NpeacTaBuTen Ha
OPUANYECKOTO NKLIE Ce NpuemMa paBHOCTOWHO.

1.4.8 [oBepsiBawiu ce CTpaHu

1.

~1OBEepsiBaLLM ce CTpaHN" ca agpecaTuTe Ha nognucaHu/nognedartaHn enekTpoOHHU U3SBNEHUS K
OOKyMeHTM oT [loTpebutenn, Kouto nputexaBaT m3gageHn ot [octaBumka KY unu KpanHu
KNMeHTK, KOUTO agpecupaTt yebcanTtose, 3a KOMTO ca usgageHn yaoctoBepeHns ot [loctaBymka.
[oBepsaBawmTe ce CTpaHu criedBa ga nmaT No3HaHUS U YMEHUST OTHOCHO M3non3BaHeTo Ha KY u
ce [oBepsiBaT Ha YAOCTOBEPEHUTE OOCTOosATEsNICTBA B TAX CaMO C Orfieq Ha npunoxumara
MonuTtuka, ocobeHo No OTHOLLIEHME Ha HMBOTO Ha CUrYpHOCT Npu npoBepka Ha MNoTpebutenute
Ha Te3u KY.

[oBepsaBalwmTe Ce CTpaHN UMaT NOCTOAHEH AOCTBLMN 40 perucTpute Ha [JocTaBumka 3a NpoBepka
Ha BanupgHocTTa Ha KY, 3a ycraHoBsiBaHe Ha CboTBeTHMTE [loTpebutenn wnn Ha Apyru
obcToaTencTea U JaHHW, OTpa3eHn B YAOCTOBEPEHUSITA UMW BMUCAHN B TE3N PETUCTPMW.

1.5 YpoctoBepeHus n ynotpeba

1.5.1 OnpepeneHue

1.

.KBanugpuumpaHo ygoctoBepeHue 3a nyénudeH knio4" e nogneyaTaH ot [locTaBunka enekTpoHeH
OOKYMEHT, CbAbpiKall, onpeaeneHn pekBn3nTI, yaocToBepsaBalln Bpbakata mexay MNotpebutens
N NyénmyHua my knod B KY, cboTBETCTBALL Ha YaCTHUA KINoY Ha To3u [oTpebuTten u cnyxu 3a
npoBepka Ha nognuca/nedata B ENEKTPOHHW OOKYMEHTM U oBeKkTu unuM 3a npoBepka Ha
aBTEHTUYHOCTTa Ha yebcanT.

KY morat ga ce nsnonssar 3a 4EVNHOCTW, KOUTO U3NCKBAT NOAMNMCBAHE HAa €NEeKTPOHHU AOKYMEHTH,
aBTeHTUUKauna Ha [loTpebuten unm yebcanT, KakTo M 3a KpunTupaHe Ha [JaHHU Npu
€NEeKTPOHHM TPaH3aKLUUKN, U3NCKBALLM HAaN-BUCOKO UITM 3HAYNTESTHO HUBO HA CUTYPHOCT.

Camo ygoctoBepeHusiTa C 03Ha4YeHUTE B TO3U JOKYMEHT MOMUTUKKN, KOUTO udgasa [oCTaBuYUKDBT,
umart xapakrep Ha KY.

1.5.2 YpoctoBepeHusi Ha [locTaBuYMKa

1.

BasoBo ynocrtoBepeHue

Ba3oBo yaocTtoBepeHue Ha [locTaBumka € camov3gafdeHO M enekTPOHHO camorogneyaTtaHo C
6a3oBus YacTeH Koy Ha [loctaBunka KY 3a HeroBus 6asos nybnuyeH knioy. C 6a3oBus yacTeH
KMoy [JOCTaBYMKBT €NEKTPOHHO MoneyaTBa yAOCTOBEPEHUst 3a NyGNUYHKU KMHOYOBE Ha CBOM
onepatmBHn YO, KakTO U yOOCTOBEPEHWUs Ha Apyrn (nog) OOCTaBYMLM HA YAOCTOBEPUTEMHU
ycnyrn B UH(ppacTpykTypaTa Ha B-Trust.

B cwvotBetctBME cbc 3ELEYY wu nepapxusta ot YO B wuH(ppacTpyktypata Ha B-Trust,
HoctaBunkbT npegoctaBs Ha KPC BanuaHoTO ygoctoBepeHue Ha 6asoBua YO. OcHoBHUTE
pekBu3nTK Ha 6azoBoTo yaoctoBepeHne Ha YO ,B-Trust Root Qualified CA " Ha [locTtaB4umka ca
KaKkTo cneppa:

B-Trust Root Qualified CA

Mone | ATpnGyTH | 3HaueHmne/CToiHOCT
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Version - V3
Serial number - 01
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Root Qualified CA
OouU = B-Trust
O= BORICA AD
Organizationldentifier(2.5.4.97) [INTRBG-201230426
C= BG
Validity from - 2017-04-25T18:28:43Z
Validity to - 2037-04-25T18:28:43Z2
Subject CN = B-Trust Root Qualified CA
Oou = B-Trust
= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Public key - RSA(4096 Bits)
Subject Key Identifier - f2 84 ee 2e 35 fe fO fa d8 50 50 b0 9c 48 89 ea 5a 2f d9 ab
Authority Key Identifier |KeyID = f2 84 ee 2e 35 fe fO fa d8 50 50 b0 9c 48 89 ea 5a 2f d9 ab
Issuer Alternative Name |URL = http://www.b-trust.org
Basic Constraints Subject Type = CA
(critical) Path Length Constraint = None

Certificate Policies

[1] Certificate Policy:
Policy Identifier=All issuance policies
[1,1] Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.b-trust.org/documents/cps

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-TrustRootQCA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustRootQCAOCSP.cer

Key Usage (critical)

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

Thumbprint (Shal)

c04d 7a 42 7f 5a 82 bl 2d a6 f0 94 88 11 66 8e 1a 67 Oa f6

Thumbprint (Sha256)

d3 3895 el d5 11 23 f9 48 ¢8 c9 99 f7 7 26 40 fa 05 05 fb d1
5a b0 93 e8 98 db 27 dd 29 14 e8

B-Trust Root Advanced CA

Mone ATpnbytn 3HaueHue/CTonHOCT

Version - V3
Serial number - 01
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Root Advanced CA

Oou = B-Trust

o= BORICA AD

Organizationldentifier(2.5.4.97)

NTRBG-201230426
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BG

Validity from - 2017-04-24T18:55:40Z
Validity to - 2037-04-24T18:55:40Z
Subject CN = B-Trust Root Advanced CA

Oou = B-Trust

o= BORICA AD

Organizationldentifier(2.5.4.97) [INTRBG-201230426

C= BG
Public key - RSA(4096 Bits)
Subject Key Identifier - 88 db 42 ed 89 05 32 Oc 72 27 Oc 46 1b el c6 09 5e ec c9 21
Authority Key Identifier |KeylID = 88 db 42 ed 89 05 32 0c 72 27 Oc 46 1b el c6 09 5e ec c9 21
Issuer Alternative Name |URL = http://www.b-trust.org
Basic Constraints Subject Type = CA
(critical) Path Length Constraint = None

Certificate Policies

[1] Certificate Policy:
Policy Identifier=All issuance policies
[1,1] Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.b-trust.org/documents/cps

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-TrustRootACA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustRootQCAOCSP.cer

Key Usage (critical)

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

Thumbprint (Shal)

ba 11 d6 ad 94 b2 4f c9 16 11 3a f6 82 cd 76 2a b3 bf d7 75

Thumbprint (Sha256)

fb 2c 73 6f 3c f1 ad 7c 89 ec 36 €8 60 c9 Oc d6 be 87 f7 0d 66
09 8e Daccd5 4a 49 eafa 2c a9

3. Ha ocHoBaHue PernameHt 910/2014 enekTpoHHMTE ne4yatm Ha [locTaBuuka,

KOUTO Ca

npuapyxeHu ot 6a3oBMTe My YAOCTOBEPEHMS Ca KBaNUMULMPaHW.

4. [ocTtaBYnKbT

MOXe [na

WHCTanuMpa u

WMHdpacTpykTypaTta Ha B-Trust.

nogabpxa Apyrm 06as3oBuM  yoOCTOBEPEHMS B

1.

2.

OnepaTtuBHU yoocToBepeHus Ha [locTtaBymka

YpaoctoBepeHne Ha onepatmBeH YO Ha [JocTaBumka € KBanuduuMpaHOTO YOOCTOBEPEHME 3a
nyonunyHmsa ko4 Ha onepatnBHms YO, enekTpoHHO noAnedvyataHo ¢ 6a30BMS YacTEH KoY Ha
HocTaBunka. C 4aCTHUAT KoY, CbOTBETCTBALL, HA YAOCTOBEPEHNSI MyONUYEH Ko, onepaTUBHUS
YO enekTpoHHO nogneyaTsa usgasaHute ot [loctaBunka KY Ha NoTtpebutenure.

OcCHOBHUTE pPeKkBM3UTKU Ha onepaTuBHOTO yaoctoBepeHne Ha YO ,B-Trust Operational Qualified
CA" Ha [locTaBuuka ca:

B-Trust Operational Qualified CA

Mone ATpnbytn 3Ha4veHune/CTonHOCT

Version -

V3
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Serial number

69 Oe 4f b7 9a ed 13 94

Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Root Qualified CA
Oou = B-Trust
O= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Validity from - 2018-06-01T16:44:50Z
Validity to - 2033-05-31T16:44:50Z
Subject CN = B-Trust Operational Qualified CA
Oou = B-Trust
= BORICA AD
Organizationldentifier(2.5.4.97) [INTRBG-201230426
C= BG
Public key - RSA(4096 Bits)
Subject Key Identifier - 27 cf08 43 04 f0 ¢583 37 67 81 17 4d fc 05 e6 db 65 8b b0
Authority Key Identifier |KeyID = f2 84 ee 2e 35 fe f0 fa d8 50 50 b0 9c 48 89 ea 5a 2f d9 ab
Issuer Alternative Name |URL = http://www.b-trust.org
Basic Constraints Subject Type = CA
(critical) Path length Constraint = 0

Certificate Policies

[1]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.6.1
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.b-trust.org/documents/cps
[2]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.6.1.1
[3]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.6.1.2
[4]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.6.1.3

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-TrustRootQCA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustRootQCAOCSP.cer

Key Usage (critical)

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

Thumbprint (Shal)

ad 4c 92 43 9a 5b 83 28 13 1e b8 45 65 d1 46 2b f0 3d 3d 55

Thumbprint (Sha256)

49 9a9c a8 b4 7e e8 44 37 f9 Ob 96 fb 40 41 3e a2 93 f9 b3
94 2a 16 08 37 a0 c6 7b Oe c5 ba Oc
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B-Trust Operational Advanced CA

Mone ATpubytn 3Ha4veHune/CTonHOCT

Version - V3
Serial number - 55 6¢ c¢1 9f 35 f1 95 ca
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Root Advanced CA

Oou = B-Trust

Organizationldentifier(2.5.4.97) INTRBG-201230426

0= BORICA AD

C= BG
Validity from - 2018-06-01T16:29:34Z
Validity to - 2033-05-31T16:29:34Z
Subject CN = B-Trust Operational Advanced CA

OouU = B-Trust

0= BORICA AD

Organizationldentifier(2.5.4.97) INTRBG-201230426

C= BG
Public key - RSA(4096 Bits)
Subject Key Identifier - 07 dc aa 30 76 98 b7 85 4b 6d 03 18 c8 e3 cd a7 7b 36 82 ef
Authority Key Identifier |KeylD = 88 db 42 ed 89 05 32 Oc 72 27 Oc 46 1b el c6 09 5e ec c9 21
Issuer Alternative Name |URL = http://www.b-trust.org
Basic Constraints Subject Type = CA
(critical) Path length Constraint = 0

Certificate Policies

[1]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.7.1
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.b-trust.org/documents/cps
[2]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.7.1.1
[3]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.7.1.2
[4]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.7.1.3
[5]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.7.1.4
[6]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.7.1.5
[7]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.7.1.6

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL= http://crl.b-trust.org/repository/B-TrustRootACA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0n-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
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TrustRootQCAOCSP.cer

Key Usage (critical) Certificate Signing, Off-line CRL Signing, CRL Signing (06)

Thumbprint (Shal)

2d 11 f1 fb 79 b9 46 Oa d5 e7 04 bf 36 18 8d a6 b6 e8 d8 c4

Thumbprint (Sha256)

e7 42 69 82 c0 26 4b 78 6b 94 25 ce 45 3 63 58 7f 34 83 4f a3
4a 6a 7ffd d5 05 67 41 76 ad Od

3. Ha ocHoBaHne PernameHt 910/2014 enekTpoHHUTE neyaTu Ha [locTaBumka, KOMTO ca
npuapyXeHn oT Te3n onepaTMBHU YOOCTOBEPEHNS Ca KBannduumpaHu.

4. [locTaBuMKbT MOXEe [da WHCTanupa W noaabpXka JpyrM onepaTuBHW YOOCTOBEPEHUS B
WHdpacTpykTypaTa Ha B-Trust.
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YnoctoBepeHus Ha OCSP cbpBbpyu Ha [locTaBymMKa

B-Trust Root Qualified OCSP Authority

Mone ATpubytn 3Ha4veHune/CTonHOCT
Version - V3
Serial number - 03
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN= B-Trust Root Qualified CA
OouU = B-Trust
= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Validity from - 2017-04-26T14.27:48Z
Validity to - 2022-04-26T14:27:48Z
Subject CN= B-Trust Root Qualified OCSP Authority
Oou = B-Trust
O= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Public key - RSA(2048 bits)
Subject Key ldentifier - 343184 2265344146 e00d032a9fal 0a294a937b5c
Authority Key Identifier |KeyID = f2 84 ee 2e 35 fe f0 fa d8 50 50 b0 9c 48 89 ea 5a 2f d9 ab
Issuer Alternative Name |URL = http://www.b-trust.org
Subject Alternative URL= http://ocsp.b-trust.org
Name
Basic Constraints Subject Type = End Entity
Path length Constraint = None

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-TrustRootQCA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustRootQCAOCSP.cer

Key Usage (critical)

Digital Signature, Non-repudiation

Enhanced Key Usage

OCSP Signing (1.3.6.1.5.5.7.3.9)

OCSP No Revocation |- 05 00

Checking

Thumbprint (Shal) 64 ed 90 7c af 37 a0 f2 62 39 3a ce 7e 90 el a7 bd 45 af al
Thumbprint (Sha256) 91 18 ce 2d 4b cO dc d2 c0 b4 32 fc cb f7 04 4e 94 c0 53 e2 8e

92 93 21 88 5¢c d3 43 6b e2 69 d5
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B-Trust Qualified OCSP Authority

MNone ATpubytun 3Ha4veHune/CTonHoCT
Version - V3
Serial number - 23 C3 46 00
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN= B-Trust Operational Qualified CA
OouU = B-Trust
O= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Validity from - 2017-04-26T15:26:25Z
Validity to - 2022-04-26T14:35:30Z
Subject CN= B-Trust Qualified OCSP Authority
OouU = B-Trust
= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Public key - RSA(2048 hits)
Subject Key Identifier - be e5 83 42 fa 25 a5 58 4a 39 a5 0f 42 ea ef f4 42 05 95 2e
Authority Key Identifier |KeyID = 27 cf 08 43 04 f0 ¢5 83 37 67 81 17 4d fc 05 e6 db 65 8b b0
Issuer Alternative Name |URL = http://www.b-trust.org
Subject Alternative URL= http://ocsp.b-trust.org
Name
Basic Constraints Subject Type = End Entity
Path length Constraint = None

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-
TrustOperationalQCA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustOperational QCAOCSP.cer

Key Usage (critical)

Digital Signature, Non-repudiation

Enhanced Key Usage

OCSP Signing (1.3.6.1.5.5.7.3.9)

OCSP No Revocation |- 05 00

Checking

Thumbprint (Shal) 53 a1 58 Oe db 15 6¢ c0 1f 6 f4 a1 99 43 8d 5d 59 42 63 90
Thumbprint (Sha256) c7 5f3b 30 Oc 54 62 ba 78 80 €9 ea 4b €3 96 35 e3 50 df 1a

92 e8 14 53 5b 07 4a 6d 4a 02 d8 81
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B-Trust Root Advanced OCSP Authority

Mone ATpubytn 3Ha4veHune/CTonHOCT
Version - V3
Serial number - 03
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Root Advanced CA
OouU = B-Trust
= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Validity from - 2017-04-26T14:31:30Z
Validity to - 2022-04-26T14:31:30Z
Subject CN = B-Trust Root Advanced OCSP Authority
OouU = B-Trust
0= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Public key - RSA(2048 bits)
Subject Key Identifier - Oa fe c2 5d 35 50 0a el 00 2a c¢9 a7 09 2a 0a 4c f0 c5 cf 41
Authority Key Identifier |KeyID = 88 db 42 ed 89 05 32 Oc 72 27 Oc 46 1b el c6 09 5e ec c9 21

Issuer Alternative Name |URL = http://www.b-trust.org
Subject Alternative URL= http://ocsp.b-trust.org
Name
Basic Constraints Subject Type = End Entity

Path length Constraint = None

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-TrustRootACA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustRootACAOCSP.cer

Key Usage (critical)

Digital Signature, Non-repudiation

Enhanced Key Usage

OCSP Signing (1.3.6.1.5.5.7.3.9)

OCSP No Revocation
Checking

05 00

Thumbprint (Shal)

34 0a 07 e7 9a 27 88 3f 55 a6 0a 84 85 02 a7 62 98 96 c2 6a

Thumbprint (Sha256)

01 86 c1 46 66 50 68 b5 17 81 62 c5 ¢8 55 9b ab 67 06 6¢ cO

17 ca 12 5f 00 1e f4 38 f6 90 Ob 3
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B-Trust Advanced OCSP Authority

Mone ATpubytn 3Ha4veHune/CTonHOCT
Version - V3
Serial number - 29 B9 27 00
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Operational Advanced CA
OouU = B-Trust
= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Validity from - 2017-04-26T14:36:08Z
Validity to - 2022-04-26T14:36:08Z
Subject CN = B-Trust Advanced OCSP Authority
OouU = B-Trust
o= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Public key - RSA(2048 bits)
Subject Key Identifier - 30 9c f5 49 43 6¢ af 46 3d 6f eb 5e ad 2e 55 06 de f6 30 de
Authority Key Identifier |KeyID = 07 dc aa 30 76 98 b7 85 4b 6d 03 18 c8 e3 cd a7 7b 36 82 ef

Issuer Alternative Name |URL = http://www.b-trust.org
Subject Alternative URL= http://ocsp.b-trust.org
Name
Basic Constraints Subject Type = End Entity

Path length Constraint = None

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-TrustRootACA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustOperational ACAOCSP.cer

Key Usage (critical)

Digital Signature, Non-repudiation

Enhanced Key Usage

OCSP Signing (1.3.6.1.5.5.7.3.9)

OCSP No Revocation
Checking

05 00

Thumbprint (Shal)

0c 88 77 18 Oe 60 d2 a9 37 5 45 28 35 b2 cf 2f 30 d1 99 01

Thumbprint (Sha256)

0d Ob 59 a0 6b 13 8d cab2 bc 11 d7 b9 e4 09 1e 95 52 01 26
6e c8 33 a4 7e Oe b0 c7 9a f9 e2 4f

1. YpoctoBepeHnuneto Ha OCSP cbpBbpa Ha JocTasumka ,B-Trust Root Qualified OCSP Authority" e
KY 3a HeroBusa nybnuyeH kniod, nognedataHo ¢ 6asoBusa 4acTteH knod Ha YO ,B-Trust Root
Qualified CA*“ Ha JocTtaBunka. C yacTHua Knov Ha apownikaTta kno4voe Ha OCSP cbpebpa ,B-
Trust Root Qualified OCSP Authority" [JoctaBuMkbT nogneyaTtsa pesyntara OT nNpoBepkaTa B
peanHo BpeMe Ha ctatyca Ha npeactasexu KY, nsgagenu ot YO ,B-Trust Root Qualified CA".

2. YpoctoBepeHueto Ha OCSP cbpebpa Ha [ocTtaBunka ,B-Trust Qualified OCSP Authority" e KY
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Ha HeroBusi NybonmM4yeH K4, NogneyaTaHO C YacTHUA Knod Ha onepatmBHust YO “B-Trust
Operational Qualified CA" Ha [JoctaBunka. C yacTHMS KIOY Ha gBomnkaTta knodvoBe Ha OCSP
cbpebpa ,B-Trust Qualified OCSP Authority" [OocTaBuMkbT nogneyaTBa pesynrtata oOT
npoBepkata B peaniHO Bpeme Ha cTraTyca Ha npegctaBeHu KY, nsgageHn ot YO “B-Trust
Operational Qualified CA".

YaoctoBepeHneto Ha OCSP cbpebpa Ha Joctasuuka ,B-Trust Root Advanced OCSP Authority”
e KY 3a HeroBus nybnuyeH kntod, nogneyataHo ¢ 6a3oBusa yacteH knod Ha YO ,B-Trust Root
Advanced CA* Ha [JoctaBumka. C yacTHMA KoY Ha aBovikaTa kntodose Ha OCSP cbpBbpa ,B-
Trust Root Advanced OCSP Authority" [JocTaBuMkbT nogneyarsa pesynrtaTa OT npoBepkata B
pearnHo BpeMe Ha ctatyca Ha npeactaseHu KY, nsgagenu ot YO ,B-Trust Root Advanced CA”
YaoctoBepeHneto Ha OCSP cbpBbpa Ha [docTtaBumka ,B-Trust Advanced OCSP Authority" e KY
Ha HeroBusi NybnmM4yeH K4, NogneyaTaHO C YacTHUA Knod Ha onepatmBHus YO “B-Trust
Operational Advanced CA" Ha JdocTtaB4ymka. C 4yacTHMs KoY Ha ABonkaTa knodoBe Ha OCSP
cbpebpa ,B-Trust Advanced OCSP Authority" [JocTtaBumkbT nognevatsa pesynrarta oT
npoBepkata B peaniHO Bpeme Ha cTaTyca Ha npegctaBeHu KY, nsgageHn ot YO “B-Trust
Operational Advanced CA".

EnekTtpoHHUTE NneyaTn Ha [locTaB4umka, KOMTO ca NPUAPYXKEHM OT Cy>XeOHUTE yO0CTOBEPEHMSA Ha
OCSP cbpebpute Ha [octaBumka ca KElNeuyaTu.

1.5.3 YpoctoBepeHUsi Ha Apyru onepaTtuBHU OpraHu

1.

[ocTtaBunkbT MoXe ga usgaea onepatmBHu KY Ha gpyrn YO B nHgpacTpykTypata Ha B-Trust,
KaKTO 1 Ha gpyrk [JoctaBunum, Korato NocCrnegHuTe:

e OCblUeCTBABAT [OEWHOCT W3BbH nNpaBHO pernameHtupaHata B 3EOEYY, ¢ uen
YHKLMOHMPAHE KaTo SOCTaBYUK;

e B3aUMMHO YyAocTOBepsBaT NyOGnMMYHWUTE OnepaTMBHWU KMOYOBE C Orfea MoBULIABaHE Ha
OOBEPUNETO B NMPEAOCTaBsAHUTE YOOCTOBEPUTENTHM YCIyrn (Kpoc-cepTudmumpaHe);

e OCbLUECTBSABAT NMPaBHO pernameHTnpaHa genHoct Ha OKYY cernacHo 3ELEYY .

N3naBaHeTO Ha Te3n yaoCTOBEPEHNS Ce OCbLLeCcTBABa Ha Ga3aTa Ha KOHKpEeTHa AOrOBOPEHOCT
CbC CbOTBETHUTE AOCTABYMLN.

YpoctoBepeHneto Ha YO ,B-Trust Qualified Time Stamp Authority” e npegcraseHo B otaeneH
AokymeHT [lMonuTtuka n MNpaktuka 3a npegoctasaHaTta ot ,6bOPUKA* ALl ksanvduuymnpaHa ycnyra
3a nsgaBaHe Ha KBanuduumpaHm enekTpoHHM BpEMEBM NeYaTn” Ha TO3M opraH.

1.5.4 KsanudumumpaHu yanoctoBepeHus 3a lNMotpedbutenun n npnnoxmmocTt

1.5.4.1 KBanudmumpaHun yaoctoBepeHus 3a kKBanucpuumpaH enekTpoHeH noanumc

1.

HoctaBunkbT m3gaBa KYKEIM un KY 3a ob6nayen KEI B 3aBucumoct ot [llotpebutenurte,
NPWMNOXXHOTO None 1 npeaHasHa4yeHne Ha enekTPOHHNSA NOANMC, KakTo cneasa:

MepconanHo KYKEI ,B-Trust Personal Qualified Certificate QES";

MepcoHanHo KY 3a obnayeH KEI ,B-Trust Personal Qualified Certificate CQES”;
MpodecunonanHo KYKET ,B-Trust Professional Qualified Certificate QES";
MpodecuronanHo KY 3a obnayveH KEI ,B-Trust Professional Qualified Certificate CQES”.

MpaktukaTta n MNonutukata Ha [ocTtaBunka 3a Te3m KY onpenensTt npouenypute, dpopmata u
N3NCKBaAHNATa 3a CUTYpPHOCT, MPUIOXMMU Npu nsgasaHe u usnonssaHe Ha KYKEM un KY 3a
obnayeH KEIN. CvoTtBeTHUTE MonuTtukm n npocpunute Ha KY 3a KEI n 3a obnayeH KEI ca
eHaKBMW.

HoctaBunkbT nsgasa KYKEI n KY 3a obnadeH KEIN camo Ha MoTpebutenu - dousnyeckun nuua.
MepconanHo KYKEI ,B-Trust Personal Qualified Certificate QES" u KY 3a obnauyeH KEIT ,B-Trust
Personal Qualified Certificate CQES" ce nsgasa nepcoHarnHo Ha cuaundecko nuue (Tutynap).
MpodecnonanHo KYKEI ,B-Trust Professional Qualified Certificate QES" n KY 3a obnadeH KEI
,B-Trust Personal Qualified Certificate CQES" ce usgaBa Ha dwusmyecko nuue (Tutynsp),
npeAcTaBnsBaLLo HPUANYECKO N1Le No cunata Ha 3akoHa Unun ynbiaHOMOLLaBaHe.
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6.

MckaHeTo 3a peructpaumsi u usgaeaHe Ha Te3m KYKEI ce npaBu otganeyeHo (No enekTpoHeH
cnoco6) vnn nokanHo (Ha mscto) B PO/MPC, kato npoueagypaTta no maeHTudukaums vpes
yCTaHOBSIBaHE Ha camonu4HocTTa Ha [loTpebutena mamckeBa NUYHO NMPUCHCTBUE WU U3PUYHO
ynbiiHOMOLWaBaHe OT cTpaHa Ha [loTtpebutensa-Tutynsp. lNpoBepsiBa ce U MOEHTUYHOCTTa Ha
NpeAacTaBnsaBaHOTO fuUe, PEeCneKTUBHO Ha YMbIHOMOLLEHOTO (PM3MYecko nuue (ako uma
TakoBa). VoeHTudukaumoHHaTa npoueaypa M npoueaoypute npu reHepupaHe Ha gBonkaTta
Kno4yoBe, Npu usgaeaHe u npegoctaBsaHe Ha KYKEI u KY 3a obnayveH KEI Ha MNMoTpebutens
rapaHTMpaT Han-BUCOKO HMBO Ha CUTFYPHOCT Ha YAOCTOBEPEHUTEe AaHHW B YAOCTOBEPEHUETO U
Bpb3Kata UM C NyONYHUS KITHOM.

KYKEIT ,B-Trust Personal Qualified Certificate QES" n ,B-Trust Professional Qualified Certificate
QES" v cboTBeTCTBALLMUTE MM YaCTHU KMNOYOBE Ce reHepupaTt, CbXpaHsaBaT W NpefocTaBAT Ha
Motpebutena-Tutynsp 3agbikuTenHo Ha B-Trust QSCD.

KY 3a obnayen KEI ,B-Trust Personal Qualified Certificate CQES" n ,B-Trust Professional
Qualified Certificate CQES" n cboTBeTCTBALLUTE MM YACTHU KITOYOBE Ce reHepupar, CbxpaHasar
n nonseat oT [loTpebutens-Tutynap 3agbmkutenHo Ha B-Trust QHSM B nnatdopmaTta 3a
obnaveH KEI Ha docTaBumka

CpokbT Ha BanugHocTt Ha KYKET e 1(egHa) unn 3(Tpn) rognHy, cuuTaHo oT gatarta Ha usgaBsaHe
N ce onpeaens B gorosopa 3a KYY.

1.5.4.2 KBanudumumpaHm ynoctoBepeHns 3a yCbBbpPLUEHCTBAH €NeKTPOHEeH noanuc

1.

Hw

8.

HocTtaBunkbT nsnaea asa enaa KYYEN B 3aBucumocT oT [NoTpebutennte, NpUNoXHOTO None u
npeaHasHavyeHne Ha enekTPOHHMSA NoANUC, KakTo cneaga:

e nepcoHanHo KYYEI ,B-Trust Personal Qualified Certificate AES";

e npodecuoHanHo KYYEI ,B-Trust Professional Qualified Certificate AES".

Mpaktukata un lMNMonutukata Ha [ocTasumnka 3a Te3n KY onpegenat npouegypute, doopmarta u
N3NCKBaHMNATA 3a CUTYPHOCT, NPUIIOXMUMU NPy nsgasaHe 1 nsnonassaHe Ha KYYETL.

HoctaBunkbT n3gasa KYYEI camo Ha Notpebutenn - gpusmyeckn nuua.

MepconanHo KYYEI ,B-Trust Personal Qualified Certificate AES" ce usgasa nepcoHanHo Ha
dusnyecko nuue (Tutynsap).

MpodecnonanHo KYYEI ,B-Trust Professional Qualified Certificate AES" ce u3gaBa Ha
dusnyecko nuue (Tutynap), NnpeacTaBnsBallo PUANYECKO Nvue NO cunaTta Ha 3akoHa unu
yMbfIHOMOLLLaBaHe.

WNckaHeTo 3a peructpauusa n nsgasaHe Ha Te3n KYYEI ce npasBu otganeveHo (No enekTpoHeH
cnocob) mnu nokanHo (Ha msacto) B PO/MPC, kaTto npouegypata no maeHTudukaumsa ypes
yCTaHOBSIBaHE Ha CaMoNM4YHOCTTa Ha [loTpebutens mamckea NUYHO MPUCHLCTBUE UM U3PUYHO
ynbfiHOMOLWaBaHe OT cTpaHa Ha [oTpebutens-Tutynsp. MNpoBepsiBa ce U MOEHTUYHOCTTA Ha
NnpeAcTaBnsiBaHOTO NULLE, PECNEKTMBHO HA YMbJSIHOMOLLIEHOTO PU3NYECKO NKnLIE (aKo MMa TakoBa).
NaoeHTudmkaumoHHaTa npoueaypa u npoueaypuTe npu reHepmpaHe Ha gBovikaTa KIodoBe npu
n3gaBaHe n npegoctaBdaHe Ha KYYEI Ha [lMoTtpebutens rapaHTupaT 3HAYUMTENHO HMBO Ha
CUIYPHOCT Ha yOOCTOBEPEHUTE JAHHW B YAOCTOBEPEHMETO U Bpb3Kata UM C NYONNYHNSA KITHOM.
KYYETI ,B-Trust Personal Qualified Certificate AES" u ,B-Trust Professional Qualified Certificate
AES" n cboTBETCTBaAWLUTE MM HYaCTHM KIMOYOBE CE reHepupar Ypes cneunannsvpaH, yTBbpaeH ot
[ocTtaBunka codpTyep 1 ce cbxpaHsiBaT 1 NpedocTassaT Ha NoTpebutena-Tutynap Ha copTyepeH
TokbH B-Trust SCT (PKCS#12 kpuntodpann).

CpokbT Ha BanugHocT Ha KYYET e 1(egHa) roguHa, cuMTaHo OT AataTa Ha u3gaBaHe.

1.5.4.3 KBanucdmumpaHo yaoctoBepeHue 3a efieKTPOHEH neyar

1.

HoctaBunkbT wu3gaBa gsa Buaga KYEleyar B 3aBUCMMOCT OT MPUSIOXKHOTO Mone 7]
npeaHasHavyeHne Ha enekTPOHHUSA neyaT, KakTo cneasa:
o KeanuduumnpaHo yaoctosepeHue 3a ksanuduumpan Elfevat “B-Trust Organization Qualified
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10.

11.

Certificate QESeal” (KYKE[euaT);
o KpanuduumpaHo ygoctoBepeHme 3a ycbBbpueHcTBaH Elleyat ,B-Trust Organization
Qualified Certificate AESeal” (KYYENevaT);
MpaktukaTta n MNonutukaTta Ha JocTtaBumka 3a Te3n KY onpependart npouenypute, dopmarta u
N3NCKBaHNATA 3a CUTYPHOCT, NPUNOXMMU NMpy n3gasaHe n nsnonssaHe Ha KYElevar.
HoctaBunkbT nspaea KYElMNewat camo Ha MNoTpebuten—topuamndecko nuue (Cbagaten).
WckaHeTo 3a pernctpauusa n nsgasaHe Ha tesu KYEleuat ce npasu oTganeyeHo (No enekTpoHeH
cnocob) nnu nokanHo (Ha msacto) B PO/MPC, kaTo npouedypaTta no maeHtudpukaums dpes
yCTaHOBSIBAHE Ha camoniMyHocTTa Ha loTpebutensa mM3nckBa NMYHO MNPUCHCTBUE WU U3PUYHO
ynbfiHOMOLLaBaHe OT cTpaHa Ha [NoTtpebutena-Cbv3narten. NpoBepsBa ce U OEHTUYHOCTTA Ha
IOPUOMYECKOTO NULE, PECNEKTUBHO Ha YMBbIIHOMOLLEHOTO (bM3MYECcKo Nnuue (ako uma Takosa).
WpoeHTndpukaunoHHata npouenypa wu npu msgasaHe wn npepoctaBsaHe Ha KYEleat Ha
MoTpebutena rapaHTMpaT HaW-BMCOKO HMBO Ha CUIYPHOCT Ha YOOCTOBEPEHMTE AaHHM B
YAOCTOBEPEHNETO M Bpb3Kata UM C NyONNYHUA Ko,
Mpouenyparta npu reHepupaHe Ha geonkarta krtovose 3a KYKEleuat nsnonsea B-Trust QSCD un
rapaHTupa Han-BMCOKO HMBO Ha CUIYPHOCT. YacTHUAT KoY Ce CbXpaHsiBa M NpedocTaBaT Ha
Cob3parens 3agbmkutenHo Ha B-Trust QSCD.
MNpoueayparta npu reHepupaHe Ha ABonkaTa kroyose 3a KYYEleyaT nsnonssa cneynannanpaH
codTyep, yTBbpAEH oT [JocTaBumMKka 1 rapaHTMpa 3Ha4YMTESNTHO HUBO HA CUrYPHOCT. YaCTHUAT KIou
ce cbXxpaHsBa u npegoctaBsa Ha Cbagatend Ha B-Trust SCT (PKCS#12 kpunTtodpainn).
KYElleyaT HAMa 3HAa4YeHMETO Ha eNeKTPOHEeH Noanuc U ce M3noni3ea camo Aa aBTeHTuduuupa
N3TOYHMKA U MHTErpuTeTa Ha ENEKTPOHHNS AOKYMEHT U U3SIBIIEHME.
KYEle4aT moraTt na ce n3nons3sar OlLe NPy 3aLLUTEHO U KpUNTUPAHO M3npallaHe Ha eNeKTPOHHM
CbOOLEHNsT N 3aWMUTEHN U KPUNTUPaAHM KOMYHMKAUWMW, OOCTbM A0 WMHGOPMAaUMA U OHManH
TpaH3aKLMM U3UCKBALLW HAN-BMCOKO UM 3HAYUTENHO HUBO Ha CUMYPHOCT.
CpokbT Ha BanuagHocT Ha KYKElleuart e 1(egHa) wunu 3(Tpu) roguMHu, cyMTaHoO OT gartarta Ha
nsgaBsaHe n ce onpeaens B gorosopa 3a KYY.
CpokbT Ha BanuaHocT Ha KYYETleuat e 1(eagHa) roguHa, cuuTaHo OT AaTata Ha usgaBaHe u ce
onpenena B gorosopa 3a KYY.
B cvotBeTcTBUE ¢ PernameHTt 910/2014 EC, KYEle4aT He cnegBa ga ce uanonssa v npunara
KaTo enekTPoHeH noanuc Ha topuamndecko nuue. Korato 3a gageHa TpaHCakuusi ce U3UCKBa
KBanudpuumpaH €enekTpoHeH ne4yaT OT HPUANYECKO Ivue, KBaNnUMUUUPAHUAT €eneKTPOHEH
NOANMC Ha YNbSIHOMOLLIEHMS NPEACTaBMTEN Ha OPUAMYECKOTO N1LE ce Npuema paBHOCTOMHO.

1.5.4.4 KBanucmuumpaHo yaocTtoBepeHune 3a aBTEHTUYHOCT Ha yebcanTt

1.

[ocTaBunkbT mM3gaBa kBanuuuMpaHn yaooCTOBEPEHUS 3a aBTEHTUYHOCT Ha yebcanT, KakTo

cnepga:

o KeanuduumpaHo yaocTtoBepeHue 3a aBTEeHTUYHOCT Ha yebcaunT (gomenH) ,B-Trust Domain
Validation SSL Certificate” (B-Trust DVC SSL);

o KpanuduumpaHoO yOoOCTOBEpPEHME 3a aBTEHTUMYHOCT Ha yebcanT (opraHusauums) ,B-Trust
Organization Validation SSL Certificate” (B-Trust OVC SSL).

Monntukata Ha [ocTaBuMka 3a Te3n yOoOCTOBEpPEHMs onpedens npouenyparta, dopmarta u

N3NCKBAHWNSATA 3@ CUTYPHOCT, NPUMNOXUMUN NPU U3gaBaHe 1 U3MNOM3BaHe Ha yAOCTOBEpPEHUATa 3a

aBTEHTUYHOCT.

[ocTaBuUMKBLT n3gaBa yaoCTOBEPEHNS 3a aBTEHTUYHOCT Ha yebcanT Ha MNoTpebuten—dusmnyecko

NN IOPUANYECKO NULLE.

WckaHeTo 3a peructpaumsa M msgaBaHe Ha Te3n yOOCTOBEPEHUS Ce npaBu oTAaneyeHo (no

€eneKTpoHeH cnocob) unu nokanHo (Ha macto) B PO/MPC, kaTo npoueaypaTa no ngeHtmgpukaumns

ypes ycTaHOBsIBaHE Ha CaMOJSIMYHOCTTa Ha PU3NYECKOTO M/UNK Ha IOPUANYECKOTO NNLLE N3NCKBA

FNINYHO NPUCBHCTBME UIM U3PUYHO YNbIIHOMOLLLABaHE OT cTpaHa Ha NMoTtpebutens. NposepsBa ce

N MOEHTUYHOCTTA Ha IPUANYECKOTO NULE, PECNEKTUBHO Ha YMbITHOMOLLEHOTO (OM3NYECKO Nnuue
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10.

(ako Mma TakoBa) M ce U3NbfHABaA NPoOBepKa Ha NpeAcTaBeHUTe aHHW 33 HavMeHOBaHWe Ha
AOMEWH, U3NCKyeMN eNeMeHTUN 3a agpeca U perncTpaumoHeH Homep (B NyGrnnyYHUTE perncTpu).
MpeHTudukaumoHHaTta npouegypa npu msgaBaHe WM NpefocTaBAHE Ha YAOCTOBEpeHue 3a
aBTEHTMYHOCT Ha yebcaWT rapaHTMpaT BWCOKO WNW 3HAYUTENHO HWMBO HA CUFYPHOCT Ha
YAOCTOBEPEHUTE AaHHU B yAOCTOBEPEHUETO M Bpb3KaTa UM C NyONUYHMSA KoY.

Mpouenypata npu reHepupaHe Ha aBonkaTta knoyose 3a KY B-Trust DVC SSL u B-Trust OVC
SSL msnonaea cneunanuanpaH codptyep, YTBbpAeH OT [JocTaByMKka M rapaHTupa 3Ha4MTenHo
HMBO Ha CUIYPHOCT. YaCcTHUAT KoY ce CbXpaHsBa v npegocTass Ha NoTpebutens Ha npeHocuMm
coptyepeH TokbH (PKCS#12 kpuntocdpain).

CpokbT Ha BanugHocT Ha KY B-Trust DVC SSL n B-Trust OVC SSL e 1(egHa) nnu 3(Tpu) roguHu,
CYMTaHO OT JaTaTa Ha u3gaBaHe 1 ce onpeaens B JOroBopa 3a yaoCTOBEpeHUsTa.
Ypoctosepenune B-Trust DVC SSL cnyxu ga ngeHtndpmumnpa nputexarensa Ha JOMenHa, KONTo
XocTBa yebcanTa, KaTo rapaHTMpa 3Ha4YMTENHO HUBO Ha CUIYPHOCT 3a KnveHTa ¢ bpay3bpa. Toea
yaoctoBepeHue Moxe fa cbabpxka ,Wildcard” (*) 3a umeTo Ha xocTta (Hanpumep, *.b-trust.bg).
M3paBa ce B cboTBeTcTBME ¢ nonutika DVCP B ETSI EN 319 411-1.

YpoctoBepeHune B-Trust OVC SSL cnyxu ga maeHTudpuuupa nputexaTens Ha LOMenHa n
akpeamTaumaTa Ha opraHu3aumsiTa, KaTto rapaHTMpa 3Ha4YMTENHO HMBO Ha CUIYPHOCT 3a KNMeHTa
c bpaysbpa, 4e canTa KOWTO AOCTbMNBa NPUHAANEXN Ha opraHu3auusaTa, ngeHTuduumpaHa B
yaocToBepeHueTo. ToBa ygoctoBepeHne moxe ga cbabpxa ,Wildcard” (*) 3a MmeTo Ha xocTta
(Hanpumep, *.b-trust.bg). N3naBa ce B croTBeTcTBME C nonuTukata OVCP B ETSI EN 319 411-1.

1.5.5 lpepHa3HayeHMe Ha KBanudmumpaHuTe yaoctoBepeHus 3a lNotpedbutenum

1.

N3papenuTe ot [octaBunka KY Ha Motpebutenu ce nanonsear no npegHasHadeHne cbobpasHo
cboTBEeTHUTE [NonNuTHKKM 3a Te3n yagoctoBepeHus. [loctaBunkbT MMa obLwa (egHaksa) MonuTtuka
3a KYKET n 3a KY 3a obnaueH KETT.

Bcako KY cbabpka KaTo pekBu3uT none 3a npegHasHavyeHne Ha yooCcToBepPEeHMETO. PEKBU3NTLT
ce ngeHTnduumpa kato "Key Usage" B crotBeTcTBne ¢ RFC 5280 1 moxe ga ce nsnonsear C
€[HO NN eJHOBPEMEHHO C HSKOJSTKO OT criegHuTe npegHasHavyeHus:

e undpoBo nognuceaHe (digitalSignature) - ga ocurypu BB3MOXHOCT 3a UMEPOBO
nognvuceaHe/nognevyaTBaHe Ha EneKTPOHHO M3SABIEHME WM Ha CbAbpXaHue M HerosaTa
npoBepKa;

e pna asBTeHTUdmumpa [NoTpebutens kato TuTynsap Ha nognmca wnu ga asTeHTuduumpa
n3toyHuka (Cb3gaTtens) n nHterpuTeTa Ha nogneyataHuTe JaHHW U Ha U3SIBIIEHUETO;

e HeoTMeHumocT (nonRepudiation) - ga ocurypy Bb3MOXHOCT 3a Mnocnegsawlo oKasBaHe
cnpsimo lMoTpebutena Ha dakTa Ha noanvcBaHe/nogneyaTBaHe Ha €NeKTPOHHO M3sBNEHUe
UIn Ha CbabpXKaHWe 1 Ha HEBB3MOXKHOCT 3a 0TKa3 OT NOMOXEHNA eNeKTPOHEH noanuc/nevar;

e KpunTupaHe Ha kniodose (keyEncipherment) - ga kpuntupa w/vunmn gekpuntmpa Kni4dose,
N3MNon3BaHn Npu WpPoBaHe Ha AaHHY;

e KpunTMpaHe Ha AaHHu (dataEncipherment) - ga kpunTupa u/unu gekpunTupa AaHHW.

Upes peksusnt ,Extended Key Usage" B cbotBeTcTBME ¢ RFC 5280, kOMTO CbLO MOXe fa ce

cbabpxa B wu3gaBaHuTe oT [ocTtaBuvka KY, ce petamnuaupa npuroxmmoctrta Ha

yOOCTOBEPEHMETO C Oorfneq npegHasHadeHneTo my.

KYKEM n KY 3a obnayeH KEI nma 3HayeHMeTo Ha camMopbyeH MOAMMC CAPSIMO BCUYKMU MO

cvucbna Ha un.13, an.3 Ha 3EOEYY u nageHtndpuuymupa MNotpebutensa kato Tutynap Ha KET.

KYKEN n KY 3a obnaveH KEI moxe ga ce v3nonsesa oOwe Mpu 3alMTEeHO W KpUNTUPaHO

na3npailaHe Ha eneKkTPOHHU CHOOLLEHUS U 3alUUTEHU U KPUNTUPAHU KOMYHUKaLWUK, 4OCTbMA SO

NMHOpMaLUmMa 1 OHNaH TPaH3aKUUN N3NCKBALLM HaN-BMCOKO HUBO HA CUTYPHOCT

KYVYEI Hama 3Ha4YeHneTo Ha caMopbyeH Noannc cnpsiMo BCUYKM NO CMUCHIIA Ha yn.13, an.3 Ha

3ELEYY, Ho ngeHtndmumpa MNoTtpedbutens kato Tutynap Ha YETI.

KYYEI morat ga ce uanonssaTt owe npu 3almTeHO U KpUNTMPaHO M3npallaHe Ha enekTpOHHU

CbOOLEHNS M 3aLUUTEHM M KPUMNTUPAHU KOMYHUKaUMW, AOCTbN A0 MHAOPMaUUA U OHNamH

TpaH3aKLM1 U3UCKBALLM 3HAYUTENHO HMBO HA CUTYPHOCT.
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7. B cwotBetcTtBME ¢ PernameHT 910/2014 EC, KYEleuat He cnegsa ga ce nsnonsea v npunara
KaTo eneKkTpoHeH noanuc Ha topugmyecko nuue. KYEleyat cnyxu camo ga asTeHTUmumpa

MN3TOYHUKA
n3AaBrneHnsA.

(Cbsparens)

n uHTErputTeTa Ha noAanedyataHn enekTpoHHU [OOKYMEHTU WINn

OcBeH Npuv yooCTOBEPSIBAHETO HA aBTEHTUYHOCTTA HA AOKYMEHT, U34afeH OT HPUANYECKO niLe,

€N1eKTPOHHUTE neYaTth Morat ga ce M3non3Bart 3a yaooCToBepsABaHE Ha aBTEHTUYHOCTTA Ha
LI,VI(prBVITe aKTBU Ha Opnan4ecko nunue, Kato cochyepeH Ko4 Uin CbpBBbpPMU.

KBanuduumpaHoTo yAOCTOBEPEHME 3a aBTEHTUYHOCT Ha yebcanmT gaBa Bb3MOXHOCT da ce

YCTaHOBU aBTEHTUYHOCTTa Ha yebcanT, KaTo ro CBbp3Ba C (PU3MYECKOTO UIM HOPUONYECKOTO
nuue, Ha koeTo JKYY e nsgan yaoctoBepeHNeTo B CbOTBETCTBUE C U3UCKBaAHUATA Ha PernameHT

(EC) Ne 910/2014.

10. MNpunoxHoTo none Ha nsgasaHuTe oT [JoctaBumka Tunose KY e kakto crneaga:

KsanudumumpaHo yaoctosepeHue

MpunoxHo none

MepcoHanHo KYKEN Ha dmsunyecko nuue
.B-Trust Personal Qualified Certificate
QES"

MepcoHanHo KY 3a obnayen KEIN Ha
duranyecko nuue

,B-Trust Personal Qualified Certificate
CQES"

lMepcoHanHa waeHTn4HOCT Ha [loTpebutena kato Tutynsap Ha KEl/obnayen KEIN B
NPUNOXEHNSA, N3NCKBALLM Hal-BUCOKO HMBO Ha CUrypHOCT - yeb-6a3vpaHn npunoxeHus 3a
€NeKTPOHHa TbProBus, NeKTPOHHO NOANUCBaHE Ha AOKYMEHTW, ENEKTPOHHO NOAMNMUCBaHe Ha
Aoroeopw, 6aHKOBM TPaH3aKLuW, BOAEHE Ha KOPECTOHAEHLMS U U3BbPLUBAHE Ha M3SBIEHUS
OT 1 40 OAbpXXaBHW OpraHn 1 OpraHyu Ha MECTHOTO camoynpasneHue no cMucbna Ha 3EAEYY.

MpodecronanHo KYKEI Ha cmanyecko
nmue ,B-Trust Professional Qualified
Certificate QES"

MpodpecnoHanHo KY 3a o6navyeH KEIN Ha
dpusmyecko nuue ,B-Trust Professional
Qualified Certificate CQES"

MpodecnoHanHa naeHTnyHocT Ha [MoTpebutens kato Tutynsip Ha KEl/obnayeHn KEI B
NPUNOXEHNS, N3NCKBALLM HaN-BUCOKO HMBO Ha CUIYPHOCT - yeb-6asmpaHu npunoxeHust 3a
€reKTPOHHA TbProBusl, ENEKTPOHHO NOANNCBAHE Ha AOKYMEHTW, €NEKTPOHHO NOANUCBaHe Ha
poroBopwu, 6aHKOBY TpaH3aKLUuKW, BOAEHE Ha KOPECTOHAEHLMS U U3BbPLUBaHE Ha U3SBMNEHMUS
OT 1 0O AbPXaBHU OpraHu 1 opraHu Ha MECTHOTO camoyrnpasrieHne no cMucbna Ha 3EQEYY.

MepcoHanHo KYYEI Ha cduaunyecko nuue
,B-Trust Personal Qualified Certificate
AES*

MepcoHanHa wupeHTUYHOCT Ha [MoTpebutenss kato Twutynsp Ha YEM B npunoxenus,
M3NCKBALLM 3HAYUTENHO HMBO Ha CUIYPHOCT - yeb-6asupaHu MpUoXeHus 3a eneKkTpoHHa
TbProBusl, €NEeKTPOHHO MoANUCBaHE Ha AOKYMEHTW, EMEKTPOHHO NoanuMcBaHe Ha J0roBopw,
6aHKOBM TpaH3aKuuW, BOAEHE Ha KOPECMOHOEHUMS U U3BBLPLUBAHE Ha U3SIBNEHWUS OT U OO0
AbpXaBHW OpraHy 1 opraHn Ha MECTHOTO camoynpasneHme no cmucbna Ha SEJEYY.

MpodecronanHo KYYET Ha cunsmyecko
Jlnue ,B-Trust Professional Qualified
Certificate AES"

MpodecnoHanHa naeHTUYHocT Ha [lMoTpebutenst kato Tutynap Ha YEI B npunoxeHus,
M3UCKBALLM (OOCTaTbYyHO) BMCOKO HMBO Ha CUFYpHOCT - ye6-6asvpaHu NpuUnoxeHust 3a
€IeKTPOHHA TbProBusl, ENEKTPOHHO NOANUCBAHE HA AOKYMEHTW, €NEKTPOHHO NOANUCBAHE Ha
poroBopwu, 6aHKOBY TpaH3aKLUuKW, BOAEHE Ha KOPECTIOHAEHLMS U U3BbPLUBAHE Ha U3SIBIEHUSI
OT W 10 AbPXKaBHU OpraHu U opraHv Ha MECTHOTO camoyrpaBsrieHne no cMucbna Ha SEAEYY.

KYKEMeuat Ha topuandecko nuue ,B-Trust
Organization Qualified Certificate QESeal”

EnekTpoHHa aBTEHTU(DMKALMSA HA M3TOYHMKA U HA MHTErPUTETA Ha €NIEKTPOHHW JOKYMEHTU 1
U3ABMEHUSA B NyGNUYHM U BU3HEC ENEKTPOHHM TPaH3aKLmMK (B CMUCHI Ha ,eNeKTpoHeH oduc”
Ha PUAMYECKM NLA), USNCKBALLA Haii-BUCOKO HUBO Ha CUTYPHOCT.

OCBeH Mpu yOOCTOBEPSIBAHETO Ha aBTEHTMYHOCTTa Ha [OKYMEHT, U3aafeH OT HpuaNYecKo
nye, enekTPOHHWTE NeyaTu MoraT [ia ce U3Non3BaT 3a yA0CTOBEpPsIBaHe HAa aBTEHTUYHOCTTa
Ha LUMPOBUTE aKTUBM Ha IOPUAMYECKO ML, KaTo COTyepeH KoA UM CbpBbPY.

Korato 3a papeHa TpaH3akuMsi Ce M3UCKBa KBanuUUUpaH enekTpoHeH noanuc Ha
lopuanYecko  nuue, KBanUUUUPaHWST — enekTPoHEH MOoANMC Ha  YMbIHOMOLLEHUs!
NpeacTaBuUTEN Ha LPUAMYECKOTO NULE Ce NpUemMa PaBHOCTOWHO.

KYYETleyaT Ha topugnyecko nuue ,B-Trust
Organization Qualified Certificate AESeal”

EnekTpoHHa aBTEHTUMKALMSA Ha U3TOYHMKA U HA UHTErpUTETa HA ENEKTPOHHU AOKYMEHTU 1
U3siBNeHUs B NyGIIMYHN M GU3HEC ENEKTPOHHM TPaH3aKUMKM (B CMUCHIT Ha ,,eNEKTPOHEH oduc”)
Ha PUAMYECKM NLA, USVUCKBALLA 3HAYNTESTHO HUBO Ha CUTYPHOCT.

OCBeH NMpu yOOCTOBEPSIBAHETO Ha aBTEHTMYHOCTTa Ha [OKYMEHT, U3aafeH OT HpuaNYecKo
nuue, enekTPOHHUTE NevaTy MoraT Aa ce U3non3saT 3a yA0CTOBEPsiBaHe Ha aBTEHTUYHOCTTA
Ha UM poBUTE aKTUBM Ha IOPUANYECKO NULE, KaTO COPTYEPEH KOA, UITM ChPBBLPU.

KoraTo 3a papeHa TpaH3akuMsi Ce M3UCKBa KBanuuUMpaH enekTpoHeH noanuc Ha
IopMaMYecko  nuue,  KBanuUUMPaHUSIT — eneKTPOHeH MoAnMC Ha  YMbIHOMOLLEHWS
npeAcTaBUTEN Ha PUONYECKOTO NULE Ce NpUeMa PaBHOCTOWHO.

KY 3a aBTEHTUYHOCT Ha yebcanT (QomenH)

MpoeHTndwmumpa nputexatens Ha [OOMenHa, KOWTO xocTBa yebcawTta, KaTo rapaHTtupa

Validation qualified certificate”

“B-Trust Domain Validation qualified |3HauuTenHo HMBO Ha CUrypHOCT 3a knneHTa ¢ Bpaysbpa.

certificate”

KY ~3a aBTeHTM4HOCT Ha yebcant |MpeHTudvumpa nputexaTtens Ha OOMeVHa W akpeauTauusita Ha opraHvsauusita, kaTto
(opraHuzaums)  “B-Trust  Organization|rapaHTMpa CbC 3Ha4YMTENHO HMBO Ha CUIYPHOCT 3a KnueHTa ¢ 6pay3bpa, Ye caiTa KoWTo

[OCTBMNBa NPUHAANIEXN Ha opraHusaumaTa, uaeHTMduLmpaHa B yA0CTOBEPEHNETO.
KpuntupaHe Ha kKOMyHUKauusiTa Mexay knueHta u yebcavita (TSL/SSL npotokon).

1.5.5.1 OrpaHu4yeHne Ha yaoCTOBEPUTEITHOTO AeNCTBUE

1. Ako KY ce nsgasa c orpaHudeHne Ha yooCTOBEPUTENHOTO AencTBue, MNpakTukaTa Ha [JocTaBumka
Aornycka fa ce BNMcBa B y4OCTOBEPEHUETO OrpaHNYeHne No OTHOLLEHWE Ha Lenu u/unu CTOMHoCT

"BOPUKA" ALl,
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2.
3.

Ha coenkn mexay lNMotpebutenn n [oBepsBawm ce CTpaHW MpWU U3MOM3BaHE Ha EfIEeKTPOHEH
noanwuc.

[locTaBYMKbT 3a0bIDKUTENHO n3nonasea peksmant "Qualified Statements" B KY.
OrpaHnynTenHoTo gencTeme Ha nsgageHn KY no oTHoWweHne Ha CTOMHOCTTa Ha COEeNK1Te, KOUTO
MoTpebutenute cknovBaT NOCPEOCTBOM W3MON3BAHE Ha €MEKTPOHEH MOAMNWUC, Ce Cbrnacyea
MeXxay TsX 1 Bcsika [loBepsiBallia ce CTpaHa U € n3BbH 0OxBaTa Ha HaCTOALNS LOKYMEHT.

B cvotBeTcTBME C¢ PernameHT 910/2014 EC, KYEle4aT He cneaBa ga ce uanonssa v npunara
KaToO eneKTpoHeH noanuc Ha topugmyecko nuue. KYEleyat cnyxu camo ga aBTeHTUMdMUMpa
N3TOYHMKA U MHTErpUTETa Ha NnognedaTtaHn enekTPOHHN JOKYMEHTU Ui N3sBreHus (B CMUCHIIa
Ha ,eneKkTpoHeH” oduc/opraHusaums).

1.5.5.2 YnoTpeba Ha yaoCTOBepeHUsi U3BLH NPUITOXKHOTO NOJie U OrpaHM4YeHmusTa

1.

Korato [lNoTtpebuten wnu [oBepsiBawla ce cTpaHa wm3non3saTr M ce goeepsiBaT Ha KY ¢
npegHasHadeHue, pasnnyHo OT ykasaHuTe B pekBmantin "Key Usage", "Extended Key Usage",
.Certificate Policy" unun ,,Qualified Statements", oTroBopHOCTTa € n3uano TaxHa U He aHraxupa c
OTroBOPHOCT [JoCcTaB4YMKa MO HUKAKbB HAYMH.

1.6 YnpasneHue Ha lNpakTukata Ha [locTaB4YMKa

1.

2.

MpakTnkaTa Ha [JocTaByMKa NOANEXM HA aAMUHUCTPATMBHO ynpaBfieHNe U KOHTPOS OT CTpaHa
Ha CbBeTa Ha gupektopute Ha ,BOPUKA” ALl.

[onyckaT ce npoMeHu, pedakumm M OOMbIIHEHUS, KOUTO HEe 3acaraT npaBaTa U 3agbiPKeHus,
nNpoun3TU4aLLM OT TO3M JOKYMEHT U CTaHAapTHUS goroBop mexay [ocTtaBuuka u NoTpebutenure
crnepg cbrnacyBaHe v yTBbpxaaBaHe oT CbBeTa Ha AnpekTopuTe.

Bcsaka npeactaBeHa n ogobpeHa HoBa BeEpCUst UM pefakumnsa Ha TO3n AOKYMeHT He3abaBHO ce
nyonunkyBa Ha canTta Ha [JoctaBuuka. KomeHTapu, 3annTBaHnsl 1 passiCHEHUS MO TO3M AOKYMEHT
MoraT [ia ce oTnpaBsaT Ha:

e eNleKTPOHeH agpec Ha YaocToBepsBsaly, opraH: info@b-trust.org;

e eneKTpoHeH agpec Ha [JocTtaB4uka: info@borica.bg;

e Ten.: 0700199 10
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2 3AAQBITXKEHUE 3A NYBJIIUKYBAHE U BOOEHE HA PETUCTDBP

2.1 TMy6nuyeH perncrtoup

1.

[ocTaBunkbT BOAW enekTpoHeH [ybnudeH pernctbp, B KOMTO Ny6riMkyBa BCUMYKM n3gageHn KY
Ha MNoTpebutenu n aktyaneH Cnucbk Ha npekpaTeHuTe KY (CRL), KakTo 1 Ha cBouTe CrnyXebHu
yAOCTOBEPEHUS;

My6nnYHnAT perncTbp Ha BCUYKM u3gageHn yaoctoBepeHnsa u aktyanHute CRL ca nocTtosiHHO
OOCTBIMHKU, OCBEH B CnyyanTe Ha CbOMTUA, U3BBH KOHTpona Ha [JocTaBuMka U Npu HaACTbLNUIK
dopcmakopHU obcTosATencTea.

Motpebuten Ha KY, nagageHo ot [loctaBuuka, € ANbXEH Aa NPOBEPU BEPHOCTTA M NMblIHOTaTa
Ha WHopMaLmsTa B YAOCTOBEPEHNETO, HE3ABMCUMO, Ye TO € MPUETO.

[ocTaBunKbT NpedocTtaBA Ha BCSAKO TpPeTo nuue npu noucksaHe uHdopMauuatTa kKacaela
cratyca Ha wusgageHo KY. [octaBumkbT npefocTaBs WHGoOpMauusaTa, CbAbpXkawia ce B
n30ageHoTo yAOCTOBEpeHWe, NpU Hannume Ha HOPMaTUBHO YCTAHOBEHO 3aAdbibDKeHue Aa s
npegocTaBsu U Npu HagMNEeXHO UCKaHe OT ONPaBOMOLLIEH OpraH Unu nuue.

AktyanHuaT CRL cbabpxa MHdopMaumsi 3a BCUYKU NpekpaTteHn u cnpeHn KY oo MomeHTa Ha
nyonunkyBaHeTo My B permctbpa. CnpsHO ygoctoBepeHue ce nogabpxa B CRL 3a nepuog ot
Bpeme, pernameHtupadH ot 3EOEYY wn npeaBuaeH B HacToAwWMsS  OOKYMEHT.  AKO
yAoCTOBEpPEHNETo 6bae BH3OOHOBEHO MMM M3Teye pernameHTMpaHus nepuog OT BpeEME Ha
cnmpaHe, TO ce oTCTpaHsaBa u aktyanuanpannat CRL ce nybnvkyea 6e3 Hero.

2.2 My6nuyHo xpaHunuLLe Ha AOKYMEHTHU

1.

JocTaBunkbT Ny6nvkyBa 1 NOAABPXKA B €NEKTPOHHO XPaHWUMULLE aKTyanHu 1 npeguHi Bepcum

Ha:

e O6LWWM NoNoXxeHns N ycnoeus, cbabpxawm ce B Nonutuknte n MNpaktukata Ha JoctaBumka

(PDS);

MpakTuka npu npegoctassaHe Ha KY n KYY;

Monutukn npm npegoctaesiHe Ha KY u KYY 3a TaXx;

Horosop 3a KYY,;

Tapuda Ha npegocTtassaHuTe KYY;

Mpasuna 3a nsgasaHe Ha KY;

Ycnosua u ped 3a uanonasaHe Ha KY, BKMAOUYMTENHO M3UCKBaHMSATA 3@ CbXpaHsiBaHe Ha

YaCTHUS KIOY;

o [lokyMeHTW, u3MCKyeMu npu nbpBOHayanHo wusgaBaHe Ha KY, npm nogHoBsBaHe W
cnvpaHe/npekpaTaBaHe Ha KY;

e [lpyrn pokymeHTu, nanckyemu no 3EAEYY n HopmaTtmsHata ypeaba.

2.3 MNybnukyBaHe Ha nHdopMaLusa 3a yaOCTOBEpPEHUATA

1.

2.

[octaBunkbT HesabaBHO nybnukyBa B Perncrbpa nsgageHo BanuaHO yaoocToBepeHue cnef
nsgasaHeTo My oT onepaTtuseH YO.

HocTtaBunkbT HeszabaBHO nybrnukyBa aktyaneH CRL, nognucaH ot onepatmseH YO cnep
npekpaTaBaHe/cnupaHe Ha BCAKO BanuaHo yaoctoBepeHue. AktyanHuat CRL BkmwouBa U
npeKkpaTeHOoTO U/UNKn CNpsiIHO YAOCTOBEPEHNE.

EdektnBHmAT nepuoa Ha BanuaHOCT Ha nybnukyBaHus aktyaneH CRL e 30 gHw, ocBeH ako He
ce U3BbpLUM aKTyanusaumsTa My.

2.4 YecToTa Ha nybnukyBaHe

1.

AkTyanusaums Ha nybnuuHms Pernctbp Ha u3gageHute yOooCTOBEPEHMS Ce OCbLUecTBsiBa
aBTOMATMYHO U He3abaBHO cneg  nybnuMKyBaHe Ha BCAKO HOBOW3AAAEeHO  BanuaHo
yAOCTOBEpEHWE.

AxkTyanusauus Ha Tekywma CRL ce ocbliecTBsiBa aBTOMaTUYHO Ha He noseve oT 3 (Tpu) Yaca
nnun He3abaBHO crief nNpekpaTaBaHe unu cnpaHe/Bb3ob6HOBSABaHE Ha BanuaHO YOOCTOBEPEHME.
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3.

Bbe Bcuukm CRL [OKYY ykasea BpemeTo 3a creaBawoto n3gaHme Ha CRL.
lMy6ninkyBaHe Ha HOBa pedakumsi unu Bepcust Ha lMNonuTtukute n MNMpakTukara, KakTo 1 Ha apyru
cbnbTCTBAWM AokyMmeHTn no S3EAEYY, ce ocbliecTBABa He3abaBHO.

2.5 Ooctbn go Peructbpa n 4o XpaHUIULLETO

1.

2.

HoctaBunkbT Boan [lybnuyeH pernctbp Ha M3gageHuTe yOooCTOBEPEHMS, KOUTO € OHSalH
ny6nnMYHO 4OCTHNEH.

JocTaBunKbT He MOXe fa orpaHmum goctbna go NybnunyHua pernmctbp. C ornea 3awmta Ha
nnYHUTE gaHHM Ha [MoTpebutenuTte JOCTLNBT HA TPETU NUUA 3a U3TErnsgHe Ha nNyonukyBaHuTe
YOOCTOBEPEHMSI € OrpaHMYeH, OCBEH ako CbOTBETHUAT [loTpebuTten u3puyHO He e nowmckan
JOoCTbNbT Aa 6bae cBoboaeH.

Hama orpaHuyeHue go Monutukute n MNpaktukaTta n Ha CbabpXalinte ce B TaX ycnosus. Besko
3aMHTEpPECOBaHO NLE UMa NPaBo Ha JOCTbLN 4O NYONUKyBaHUTE JOKYMEHTMW.

Hama orpaHnyeHne Ha ocTbna 3a TbpCeHE Ha u3gaaeHo 1 nyénmkyBaHO YAOCTOBEPEHME C Len
npoBepka Ha cTtatyca My. Bcako 3avMHTepecoBaHO nuue MoOxe ga Tbpcu nybnukyBaHo
yOocToBepeHue (BanngHo UM ¢ N3TeKbIT CPOK Ha BanNMAgHOCT) MO onpeaerneHn aTpuobyTu.

Bcsiko 3anmHTepecoBaHO nuue uMma npaBo Ha CBOOOAEH OOCTLbM 3a YEeTeHe U U3TErNsHe Mo
enekTpoHeH nbT Ha CRL.

Bcsiko 3anHTEpEcoBaHO nvue uMa nNpaBo Ha CBOOOAEH AOCTbN A0 CrYyXeOHUTE yOOCTOBEPEHUS
Ha [locTaB4uka.

HocTaBunkbT ocurypsisa cBob6oaeH JOCTbN A0 BCUYKM 6a30BU 1 onepaTUBHU YAOCTOBEPEHUS Ha
CBOUTE aKTUBHM YOOCTOBEPUTENHW OpraHu, Kakto um cBobodeH AOCTbN OO Te3n Ha BCUYKM
HeaKTMBHM TakKMBa 3a CPOK He MO-ManbK OT 2 (OBE) rogvHu cnepg vM3TM4YaHe Ha Cpoka Ha
BanNUAHOCT Ha Te3n yOoCTOBEPEHMS.
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3

WOEHTUOUKALUUNA W ABTEHTUDUKALIUA

[ocTtaBunkbT, upes ceon PO/MPC:

* puema uUckaHus 3a nsgasaHe Ha KY;,

e OCbllecTBsiBA NpoBepKka 3a YCTaHOBsIBAHe Ha camonuyHocTtTa Ha [loTpebutens u Ha
cneungunyHn gaHHu 3a Hero ¢ AonycTMMN CPeacTBa;

e yTBbpXKAaBa cref ycrnelHa NnpoBepka Unn OTXBbPASA peErmcTpupaHnTe UCKaHus;

e yBepomsBa YO ga nsgage MCKaHoTO yAOCTOBEPEHMeE.

PO/MPC cbbupa wn nonyyaBa HeobxogumaTa wHOpMauua 3a wuaeHTUduKaums u

aBTeHTUdMKaumsa Ha MNoTpebuTtens.

AsTeHTUdMKaumsaTa/mgeHTudmkaumaTa Ha NoTpebuTtens cneq pernctpaums n npeaun ga 6vae

nsgageHo KY, wusnckBa HeroBo nWYHO MNPUCHCTBME WKW MNPUCHLCTBME HA YMbIHOMOLLEH

npenctaesuten Ha 3aasutensa 8 PO/MPC.

JocTaBunkbT rapaHTupa, 4Ye QU3nYecknTe U1  puaudeckuTe nuua ca npaBUITHO

naeHTuduunpann, aBTeHTUdMUMPaHM N 4Ye 3asiBkMTe 3a msgaBaHe Ha KY ca HambiHo,

BHMMATENHO U HaanexHo NpoBEpPEHU 1 0400peHM, BKNKOYUTESHO: Mb/IHOTO MMe/HauMeHoBaHne

N NpaBHMSA CTaTyC Ha CbOTBETHOTO (PM3MYECKO/IOpUanNYeCcKo Nuue; AokasaTencrea 3a Bpb3kata

MeXay yaoCTOBEpPEeHUTE AaHHU U PU3NYECKOTO /UK IOPUONYECKOTO NnLe.

3.1 WUmeHyBaHe

3.1.1 WN3non3BaHe Ha MMeHa

1.

KY ca ¢ dopmaTt, cborBeTcTBaw, Ha crtaHgapTta X.509. PO/MPC, pa6oTtew, OT uMMeTO Ha
[ocTaBunka yTBbpXaaBa, Ye MMeHaTa B 3asBKUTE 3a YAOCTOBepeHusi cbbntogasat craHgapTa
X.509.

Moneto ,Subject" B yoocToBEpeEHNETO eNeKTPOHHO uaeHTudumumpa lMotpebutens, cBbp3aH C
ny6nunyHms kntou B KY.

NmeTo v apyrn nigmeuayanuanpaiym 6enesm Ha MNotpebuTtens B CbOTBETHUTE NoneTa 3a BCEKU
TMn ygoctoBepeHue ca B cbotBeTcTBMe ¢ DN (Distinguished Name), popmumpaluo ce cbobpasHo
ctaHgapTta X.500 n X.520.

CnyxebHuTe ygoctoBepeHus Ha [JocTaBumka cbaobpkat B noneta "Subject” n "Issuer" atpnbyT
DN ¢dopmumpaly, HErOBOTO YHUKANHOTO MMeE.

[eTtannHa cneundukaumsa Ha wmsgasaHutTe KY ce cbabpXa B CbOTBETHUTE OOKYMEHTWU 3a
MonuTtukn Ha [locTaB4yMKa 3a Te3n yaOCTOBEPEHUS.

3.1.2 WN3non3BaHe Ha NnceBOOHUM

1.

[ocTtaBunkbT MoXe Aa usgasa KY kato usnonsea ,nceBgoHuMM”, 3a ga umeHysa lNotpebutens
camo cneg kato PO/MPC cbbepe Heobxogumara nHgopmaums 3a caMorM4yHOCTTa My U YCNeELLIHO
ro naeHTMduumpa.

He ce gonycka uanonssaHe Ha ,nceBgoHuUM” B KY 3a enekTpoHeH neyart, 3a Ja ce MMeHyBa
Cb3paTtens Ha neyarta.

3.1.3 3HayMMOCT Ha UMeHaTa Npu BNUCBaHe

1.

YpoctoBepeHuaTa Ha YO Ha [locTaBuvka CbObpXaT YHMKaNHWM MmeHa ¢ obuiopasbupaema
CeMaHTUKa, MO3BOMsBalla onpedensHeTo Ha WAEeHTUYHOCTTa Ha [ocTaBuvka, cybekT Ha
yAOCTOBEPEHUNETO.

KY cbaobpxaT MMeHa, cbBrnajawy C aBTEHTUUUMPAHUTE WAEHTUMDUKALMOHHW MMEHa Ha
MoTpebutenute, cybektn Ha Te3n ya4oCTOBEPEHNS.

3a no-ynobHa enekTpoHHa koMyHukaumsa ¢ NoTtpebuten, [JocTaBuUMKLT M3UCKBA U YOOCTOBEPSIBA
B KY HeroB umenn agpec. B cnyyan, 4ye nocrnegHnAaT He pasnosiara ¢ TakbB, [JOCTaBUYMKBT MOXe
Ja My npegocTtasu UMenn agpec B foMenHa B-Trust.
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3.1.4 MpaBuna 3a MHTepnpeTauua Ha MMeHaTa

1.

[ocTtaBunkbT BKNtouBa B KY uMHMboOpMaunst 3a enekTpoHHa naeHtudmkaumsa Ha [loTtpebutenn,
KOATO € ychnewHo npoBepeHa u notBbpaeHa oTr PO/MPC, Bb3 ocHOBa Ha npeacTaBeHUTE
OOKYMEHTU 32 CaMOSNYHOCT.

BbB BCUYKM yOoCTOBEpeHUs, B KOUTO ce Bnucea [loTpebutens, noneto 3a obuyamHO nme
(Common Name, CN) cbabpxa nme Ha U3MYECKOTO UNM OPUANYECKO NnLe, C KOeTo To e
obunyanHo obo3Ha4YaBaHoO B EAHOCTTA CH.

B npodecnoHanHoTo ygoctoBepeHume, atpubyTbT 3a yHukanHo nve (DN) cbabpxa nidopmaums
1 3a UOEHTUYHOCTTa Ha nNuueTo, koeTo MNoTpebutena npeacrasnsea.

B ypocTtoBepeHueTo 3a topuaudecko nuue, atpubytbT 3a yHukanHo mme (DN) cbabpxa
NMHopMaumsa 1 3a MAEHTUYHOCTTA Ha YNMbHOMOLLEHUSA NpeacTaBUTeN Ha PUANYECKOTO Nuue.

3.1.5 YHuKanHocCT Ha MMeHaTa

1.

2.

EnekTpoHHaTa nageHtndpmkaums Ha NoTpebutens Ha nsganeHo ot JoctaBumka KY e Ha 6asaTa
Ha DN.

Moneto "Subject" B ynoctoBepeHneTo ce chopmupa oT nHdopmauuaTta 3a Motpedbutens, KosTo
ce NpegocTaBs OHMavH NN Ha xapTud oT 3asaBUTEnNs UK OT YMbITHOMOLLIEH NpeacTaBuTen npu
pernctpaumsi Ha NbpBOHAYaHO MCKaHe 3a u3gaBaHe Ha YOOCTOBEPEHME M KOSITO Ce NpoBepsBa
B PO/MPC Ha 6a3aTta Ha NnpeacTaBeHUTe AOKYMEHTH.

[ocTaBunkbT rapaHTupa yHukanHocT Ha ,DN" Ha [MoTpebutena B gomenHa B-Trust uypes
nobaBsiHe Ha PEKBU3UT, KOUTO rapaHTMpa TakaBa YHUKAITHOCT.

Motpebuten ¢ yHukaneH DN B gomernHa B-Trust moxe ga nma noBede OT €4HO M34adeHu
pencteutenHn KY.

Bcsiko n3gageHo yooctoBepeHmne nva yHukaneHn cepueH Homep ("SerialNumber") B obxearta Ha
cvotBeTHUSA YO Ha [octaBuuka. KomOmnHaumsita Ha noneTta ,lssuer”, "SerialNumber" n ,Validity
from“ rapaHTMpa yHMKanHoCTTa Ha N3aaaeHoTo YAOCTOBEPEHME B NyONNYHMA JOMENH.

3.1.6 an3HaBaHe, AdBTEHTUYHOCT U POJiAA HA TbProBCKUTE MapKu

1.

2.

MoTpebutenat HAMa NpaBo Aa 3asBsiBa M34aBaHe Ha YAOCTOBEPEHUSA C U3MNOS3BaHe Ha UMEHA,
KOVTO HapyLuaBaT YyXan UMyLLECTBEHN NN HEMMYLLIECTBEHW Npasa.

MpuTexaTtenu Ha TakuBa nNpaBa yooCTOBEpPsiBaT TOBA CBOE NPaBo C odumumaneH JOKYMEHT npen
PO/MPC npu nckaHeTo 3a usgaBsaHe Ha YO4OCTOBEPEHNETO.

[ocTaBYMKbT HE HOCKM OTFOBOPHOCT, KOraTo M3mnon3BaHu MMeHa B yOOCTOBEPEHMS HapyLlaBaT
Yy>KOM NpaBa BbpXy TbProBCKO UME, TbProBcka Mapka, JOMENHWN, aBTOPCKM npasa 1 4p.

B cny4yan Ha Bb3HMKHaN Cnop No OTHOLLUEHME Ha M3MNoN3BaHN MMeHa, [1oCTaBUMKBbT CU 3anasBa
NpaBoOTO Aa He usgane yaoCcTOBEPEHUE UMM ako TakoBa € U3gadeHo, Aa ro npekparu.
[locTaBUMKBLT He BKIOYBA TbProBCKM MapKu, 3anas3eHun 3Hauu unu gpyr rpadmyeH matepuan B
yOoCTOBEPEHMATA, KOUTO nsgasa.

3.2 n'prOHa‘IanHa I/Ip,eHTI/I(*)VIKaU,VIH n yctraHoBsiBaHe Ha WOEHTUYHOCT

1.

2.

3a nbpBOHavanHa uaeHTMdUKaums/yCcTaHOBsIBAHE CaMONIMYHOCTTA Ha [loTpebutenss Ha KY,

JocTaBYMKBLT M3MCKBA PErMCTPUMPAHO MCKaHe 3a MbpPBOHAYanHo M3fgaBaHe Ha yaOCTOBEPEHMETO.

3assuten/notpebuten Ha KY 3a obnayeH KEI Tpsbsa ga uma MOBGWUNHO YCTPOWCTBO CbC

3apegeHo mobunHo npunoxeHune B-Trust Mobile 3a Android nnum 3a iOS.

WNckaHeTo 3a nbpBoHavanHo nagasaHe Ha KY npeg PO/MPC Ha [JoctaByuka e npoueaypa, yYpes

KosaATo [locTaBuMKbT M3nCKBa, Cbbupa 1 nonyyasa Heobxoanma HopmaLmsa 3a naeHTudmkaums

Ha [loTpebuTtens B yOOCTOBEPEHUETO KAKTO U WMOEHTUMUKALMOHHW [aHHM 3@ MOOMITHOTO

YCTPOMCTBO/MOBUITHOTO MPUIOXEHUE.

Mpouenypata No permcTpaums BKIOYBA:

e ronbrfBaHe Ha permcTpaunoHHa opma 3a usgasaHe Ha KY;

e reHepupaHe Ha [BOWKa KI4OBE;

e [OArOTBSIHE Ha €neKTPOHHA 3asiBKa, CbAbpXKalla NyonMYHMS KoY, 3a KOWTO ce u3gaea
YyAOCTOBEPEHUNETO;
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5.

6.

e npefctaBsiHe Ha usuckyemuTte gokymeHTn B PO/MPC cbrnacHo lMNMonutukata npu nsgasaHe
Ha KY;

e BDbL3MOXHOCT 3a 3a8BsBaHE Ha OpYru ycrnyrn, CBbp3aHu C N34aBaHOTO YAOCTOBEPEHNE.

YcTaHoBsiBaHe Ha camonu4HOCTTa Ha [loTpebuTensa cnea perncrpaums U npeau usgaBaHe Ha

3asBeHoTOo KY n3nckea nM4YHO NpUCbCTBUE UMK Ha yMbITHOMOLLEH npeacTasuten B PO/MPC.

MbpBOHaYanHaTa ngeHTUdMKaunsa 1 NOTBbPXKAaBaHe Ha CaMOSIMYHOCTTa BKIOYBA:

e ObpXaHeTo Ha YacTHUSA KoY oT MNoTpebutens nnm oT U3pMYHO YNMbIHOMOLLEHO OT HEro nuue,
CbOTBETCTBALL Ha nybnuyHMA KoY, npeactaBeH Ha [locTaBuvMka 3a uM3gaBaHe Ha
yAOCTOBEPEHNETO;

e MPUHAONIEXHOCT Ha MOOMNHOTO YyCTPONCTBO/MOBUNHOTO NpUNoXeHne oT
3aasutens/lMoTpedbuten nnun ot N3PUYHO YNBHIIHOMOLLEHO OT HEro nuue

e [poBepka M MOTBbPXAaBaHe Ha caMonuMyHocTTa Ha [loTpebutena Ha wu3gaBaHOTO
yAOCTOBEPEHME.

Cnep ycnelwHa npoBepka Ha camonu4HocTTa Ha [loTpebuTtens, oTopu3MpaHUAT onepaTop B

PO/MPC:

e npegnara goroeop 3a KYY nognucaH oT umMeTo Ha [locTaBuMKa M CbXpaHsiBa BCUYKK
npeacTaBeHn JOKYMEHTU KbM JOrOBOPa;

e [OTBbpPXAaBa WMCKAHETO 3a u3gaBaHe M M3npawa ernekTpoHHa 3asBKka 3a M3gaBaHe Ha
yooctoBepeHue ao onepatmeHua YO Ha [JocTaBuuka;

e MOXe Ja 3anuwe usgageHoTo ygoctoBepeHue Ha B-Trust QSCD (3a KET/KElMeyaT) n ga ro
npepage Ha MNoTtpebuTtens unu Ha ynbiIHOMOLLEHOTO NULE;

e MOXe [a 3anuiie nsgageHoto ygoctoBepeHue (3a YEIN/YElNeuart) Ha B-Trust STC (PKCS#12
Kpuntochann) kato uanonasa ytBbpAeH oT [octaeumka codptyep (CSP/Crypto Service
Provider).

N3papeHo KY 3a obnaven KEI He ce npenaea Ha lMoTtpebutens. JocTtaBumkbT ro nybnvkysa B

B-Trust Ny6nnyHmns pernctbp Ha Y4OCTOBEPEHMSTA N FO CbXpaHsiBa B NOTPEOUTENCKNS akayHT B

nnatgopmarta 3a obnadeH KEI, acouuupaH cbCc MOOWUNHOTO YCTPOMCTBO/MOBUITHOTO

npunoxeHue Ha lNMotpebutens n ¢ reHepmpaHaTa ABovika Knto4voBe B B-Trust QHSM 3a HeroBusi
obnaueH KEI.

3.2.1 [OokasBaHe AbPXKAHETO Ha YACTHUS KnioY

1.

2.

PO/MPC wusBbpLuBa npoBepka 3a CbOTBETCTBUE Ha NpeacTaBeHust NyOrnyeH Kiko4, KOMTo ce
yAoCTOBEpPsIBa B U34aBaHOTO yaocToBepeHue oT [locTaBymka € YacTHUS Kntod Ha Motpebutens.
EnekTpoHHaTa 3asBKa ¢ NyOnM4YHUA KN4, KOSTO ce reHepupa 3a usgasaHe Ha KY ot 3assutens,
cnegBa ga Obae nognmMcaHa C YacTHUSA K4, KOWTO KOpecnoHaupa € nyonuyHusa Koy B
3asaBkaTta. EnekrtpoHHaTa 3asiBKa crnegBa ga € BbB dhopmaT, KOMTO no3sondBa Ha [JocTaB4umka,
ype3 PO/MPC, goa npoBepu Abp>XXaHETO Ha YaCTHUS KITHOu.

OHnarH uckaHusiTa 3a agMUHUCTPUpPaHe Ha yaoCcToBepeHus cnegpa Aa 0baaT noanvMcBaHu oT
3asBuUTens C YacTHWS KITHOY, KopecnoHaupall ¢ NyGrMYHNS KoY B YAOCTOBEPEHMETO, 06EKT Ha
3asBekarta. [JoctaBunkbT, Ype3s PO/MPC, npoBepsiBa NOMOXEHUST EMIEKTPOHEH NoAnuc.

PO/MPC npegnpuema OOMbNHUTENHN CTbMKM 32 aBTEHTMMKALUA Ha ObpXaTens Ha 4YacTHUS
KNy 1M pakta Ha AbpKaHEeTO Ha KMk4va, B 3aBUCMMOCT OT 3asBEHUS TUMN YO4OCTOBEpeHWe
cbrnacHo npunaranaTta lNonuTuka.

ABTEHTUMMKALMA Ha ObpxaTens Ha 4acTHusa ko4 3a KY Ha obnaveH KEIN gonbnHUTENHO
BkmtoyBa TOTP-cxema, 6asnpaHa Ha MOOMMAHOTO NpuUoXeHue B MOOWUMHO YCTPOWCTBO U
acoLMMpaHnNAaT NOTPeObUTENCKM akayHT, 3a KOWTO Ce reHepupa ABOWKaTa Kio4oBe.

[lBonkaTa Kknio4oBe, CbOTBETCTBAWlA Ha m3gaBaHOTO oT [octaBumka KY, 3agbrmkuTenHo ce
reHepupa B QSCD (3a KEI u KElNeyvaT) nnu B ytBbpaeH ot JoctaBunka codptyep (Crypto Service
Provider/CSP).

[lBorikaTa Kno4yoBe, CbOTBETCTBallla Ha u3gaBaHo oT [octaBumka KY 3a obnadeH KEI,
3agbikuTenHo ce reHepmpa B QHSM (CC EAL 4+) Ha nnatdopmaTa 3a obnadveH KEIN n ce
CbXxpaHsiBa Ha 6asa yTBbPAEHW BbBTPELIHM KPUMNTO-CXEMW 3a MepCcoHarieH KOHTPONn B
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cvoteeTcTBUE ¢ SAD/DAP (Signature Activation Data/Signature Activation Protocol) Ha ETSI EN
419 241 (part 2/3) n 3awuteH npocun (PP) cernacHo EN 419 221-5.
8. KoHTponbT Ha gocTbna Ao YacTHUSA Krtod (sole control) ce obpxn camo ot MNoTpebutens Ha KY.

3.2.2 YcTtaHOBsIBaHe Ha WAEHTUYHOCT Ha HPUANYECKO nuue W eaHonuYeH
Tbprosey

1. YpocrtoBepsiBaHe Ha WOEHTUYHOCTTA M aBTEHTUYHOCTTA Ha IOpPMANYECKO NNLE MMa OBE Lenu:

e [a ce [jOKaxe, Ye MO BpeMe Ha pasrnexagaHe Ha 3asiBkaTa HopuManyeckoTo nvue CbLLeCTBYBa;
e [a ce JoKaxe, ye nNpencTaBUTENHOTO Nnuue, KOeTo KaHauaaTcTBa 3a YOOCTOBepeHue e
nony4ynno paspeLleHne oT IpuanyeckoTo Nuue Ja ro npeacraenssa

2. YcTaHoBsiIBaHEe W npoBepkaTa Ha MAEHTUYHOCTTA Ha OPUANYECKOTO Nuue UM edHonU4YeH
Tbproeey ce ocbuecTeaBa o1 PO/MPC Ha [octaB4ymka cbrracHo cbotBeTHaTa lMNonutnka npum
n3gaBaHe Ha YOOCTOBEPEHME U ApYrMTe BbTPELUHN JOKYMEHTN Ha [locTaBuumka.

3. YCTaHOBSABAHETO Ha MOEHTUYHOCTTA Ha PUANYECKO NULE U €OHONUYEH TbProBel, AaHHUTE
3a KoeTo ce Bnncea B KY, nsmcksa 8 PO/MPC pa ce gBM ynbfIHOMOLLEH NpeacTaBuTen Ha nNuueTo
W 0a npeacTaBy N3NCKyEMUTE OOKYMEHTU, AOKa3BaLLM NpaBHMS My CTaTycC.

4. YCcTaHOBSIBAHETO HA WOEHTMYHOCTTA Ha ObMrapcko OpUOMYECKO NMUE Ce OCbLUeCcTBsiBa OT
PO/MPC Ha [ocTtaBuuka, 4pe3 npoBepka B CbOTBETHUTE pernctpym no npepocrtaseH EWUK,
cwboTteeTHO BYJICTAT no pega Ha 3EY. Cnyxuten Ha PO/MPC moxe aa nposepwu perucrtpauudara
NOCPEACTBOM BCUMYKM AOCTBHMNHM NyGANYHKU YCIYrM CbrnacHO ObIIrapCKOTO 3aKOHOO4ATENCTBO.

5. 3a Obnrapckute OpuaMyYecku nuua, KOUTO He ca TbProBLM, KaKTO U 3a 4yXaecTpaHHUTEe
IOPUAMYECKM NN, 3a KOUTO HE MOXE Aa Ce U3BBLPLUM OHMNaWH (MNu aBToMaTU3upaHa) npoeepka
ce NpeacTaBAar:

e CbaebHo pelleHne nnu gpyr QOKYMEHT, yAOCTOBEPSBALLM Bb3HMKBAHETO Ha HOPUANYECKOTO
nuue;

o JloKyMeHT, yOoCTOBEpsiBaLL, aKTyaslHOTO CbCTOSIHUE Ha NNLETO;

e YHMKaneH HaunoHaneH naeHTudunkaTop.

6. CnncbK C M3MCKyemMmn OOKyMeHTU e nybrnmkyBaH Ha B-Trust canta Ha OKYY. Cnen konvpaHe Ha
BCUYKN M3NCKYEMWN OOKYMEHTU, CbC CbIacueTo Ha NMUETO Nofano UckaHe, Konusta octasaT B
apxuBa Ha [locTtaB4mka.

7. Korato BMECTO tOpMOM4EecKO 5uLe Cce sBsiBa HEroB YMb/HOMOLLEH MpeacTaBuTen,
yOoCTOBEPSABAHETO Ha UHPOPMaLMATA, KOSATO Ce CbAabpKa B NpeAcTaBeHNTe AOKYMEHTU CTaBa
ypes:

o 3aBepka ,BsApHo ¢ opurMHan” n camopbYeH NOANUC BbPXY AOKYMEHTUTE Npeq CnyXuten Ha
PO/MPC;

e HoTapuanHo 3aBepeHn JOKYMEHTN;
MoanuceaHe Ha NPUIIOXEHUTE ENEKTPOHHU dopMaT Ha [JOKYMEHTUTE C BanuaHo
yAOCTOBEpEHNe 3a kBanudumumpaH enekTpoHeH nognuc.

3.2.3 YcTtaHOBsiBaHe CaMOSIM4YHOCTTa Ha PU3NYECKOo nuue

1. YcTaHoBsiBaHe M MpOBEpKa Ha CaMONMYHOCTTa Ha duanveckoTo nuue kato MNMotpebuten Ha KY
WIn KaTo NPeAcTaBUTEN Ha APYro fuue, KakTo 1 OBNnacTsBaHeTo My, ce ocbluecTeaBa ot PO/MPC
Ha [locTaBumka Npu cneaBaHe Ha nNpoueaypHUTE npaBuia M CTbMKK, MOCOYMEHN B CbOTBETHATa
MonuTuka n apyrute BbTPELLUHM JOKYMEHTU Ha [locTaB4uka.

2. YcTaHOBsIBAHETO Ha CaMONMYHOCTTa M3nckea manyeckoTo nuue kato lMotpebuten mnu kato
YyMbITHOMOLLEH NpeAacTaBuTeEN Ha Apyro U3MYECcKO Nuue WM Ha lopuanyecko nvue aa
npeactasm B PO/MPC cnegHute OKYMEHTH:

HanmeHoBaHue Ha KY Heo6xoanmMmn fOKyMeHTH

MepconanHo KYKEN [okymeHTH, [JoKa3BaLlu CaMOSIMYHOCTTa Ha
,B-Trust Personal Qualified Certificate QES" MoTpebuTtens - npu NMYHO siBSIBaHE.

MepcoHanHo KY 3a o6nayeH KEN JokymeHTH, [oKa3BaLlu CaMOJSIM4YHOCTTa Ha
,B-Trust Personal Qualified Certificate CQES" YMbJIHOMOLLEHOTO f1LUEe U NbIHOMOLLHO — NpU siBABaHe
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Ha YNbIHOMOLLEHO N1Le.
YTBbpAaeHo oT [ocTaBuuka MOOGWUMHO MpuUnoxeHue B
MOBMITHO YCTPOMCTBO (3a obnaveH KEM).

MpodecnonanHo KYKEN

,B-Trust Professional Qualified Certificate QES"
MpodcecnonanHo KY 3a obnaueH KEIN

.B-Trust Professional Qualified Certificate CQES"

[okymeHTH, AoKa3Balliun CaMOJIM4YHOCTTa Ha
nOTpeﬁMTeJ’Iﬂ, WOAEHTUYHOCTTa Ha Hpunan4eckoTo nuue
M npeacraBuTesriHaTa BnacT Ha nOTpe6VITeJ'I$| cnpsamo
ropnan4eckoTo numue.

YTBbpAEHO OT [locTaByvka MOGMNHO MpUNOXeHWe B
MOBMITHO YCTPOMCTBO (3a obnaveH KEM).

MepcoHanHo KYYE [okymeHTH, JoKa3Balln CaMOJSIM4YHOCTTa Ha
,B-Trust Personal Advanced Certificate AES" MoTpebutens - npu NMYHO siBSBaHE.
JokymeHTn, [oKa3sBalm caMONnUMYHOoCTTa Ha

YNbAHOMOLLEHOTO NMLE U MbIHOMOLLHO — Npu siBSIBaHe
Ha YNbHOMOLLEHO NuLe

MpodecnonanHo KYYEN
,B-Trust Professional Advanced Certificate AES"

JokymeHTn, JokasBalum CaMOMMYHOCTTa Ha
MoTpebutens, naeHTUYHOCTTa Ha PUANYECKOTO nuLe
1 npeacrtaButTenHaTa BnacTt Ha [lMoTpebutena cnpsamo
OPUONYECKOTO NnLe.

KYKEMeuart
KYKEIeyaT Ha topuamndecko nuue ,B-Trust Organization
Qualified Certificate QESeal”

,D,OKyMeHTVI, AoKa3Balliun CaMOJTIM4YHOCTTa Ha
nOTpeGMTeJ’Iﬂ, WAEHTUYHOCTTa Ha Hpunan4eckoTo nuue
1 npegcrtasuTenHaTta Bf1acCT Ha |_|0Tp66VITEJ'IFI cnpsamo
Hopnan4eckoTo Jmue.

KYYEeuar
KYYEleuaT Ha topuanyecko nuue ,B-Trust Organization
Qualified Certificate AESeal”

,D,OKyMeHTVI, AoKa3Baliun CaMOJTIM4YHOCTTa Ha
nOTpeGMTeJ’Iﬂ, WAEHTUYHOCTTa Ha Hpunan4eckoTo nuue
M npeacrtaBuTesriHaTa BnacT Ha nOTpeﬁVITeJ'IFI cnpsamo
Hopnan4eckoTo Jmue.

KY 3a aBTeHTMYHOCT Ha yebGcanT JokymeHTn, Aokassaiym caMonnyHocTTa Ha
MoTpebutens - Npun NMYHO ABABaHeE.
[okymeHTH, Aokassawm CcaMonuyHocTTa Ha

YNbAHOMOLLEHOTO NMLE U MbIHOMOLLHO — Npu siBsiBaHe
Ha YNbIHOMOLIEHO f1Le.

3.2.4 OcobeHu aTpubyTtmn

1.

2.

[ocTaBunkbT MOXE Aa BKMOYBA B N34aBaHOTO y4OCTOBEpPeHMe 0cobeHn aTpubyTun, CBbp3aHu C
MoTpebutens, ako yqoCcToBEPEHNETO Ce 3aaBa 3a KOHKPETHa Len no CboTBeTHaTa NonuTurKa.
Tasn nipopmauus noanexmn Ha nposepka ot PO/MPC.

3.2.5 HenotBbpAaeHa nHdopmaums

HenotBbpaeHa wuwHdopmaumsi € Bcsika WHGopmauusi, M3BbH obxBaTa Ha NpoBepsiBaHaTa

1.
3agbIpkMTENHA MHOpMauus, KOATO cneasa Aa 6bae BKYEHa B YAOCTOBEPEHMETO.

2. [ocTtaBunKbT MOXe Aa BKMAOYBA B M34aBaHOTO YAOCTOBEPEHUE U HEMOTBbPAEHA UH(OopMaLms
3a Tutynsaps, KoATo He noanexu Ha npoeepka ot PO/MPC.

3.

[ocTaBYMKBLT HE HOCK HMKAKBa OTFOBOPHOCT 3a BKOYeHaTa B Y4OCTOBEPEHMETO HEMOTBbPAEHA
MHdopmMaums.

3.3 Mp,eHTI/I(*)VIKaLlMﬂ n yctraHoBsiBaHe Ha UAEHTUYHOCT nNpu noaHoBsiBaHe

1.

"BOPUKA" ALl

JoctaBunkbT Moxe ga noaHosu BannaHo KYKEN, KY 3a obnadeH KEIN unu KYKEleyaT, koeTo
He e NpeKkpaTeHO B CpOKa My Ha BanuAHOCT, NO ABa HayuHa:

e KaTO 3anasu reHepupaHaTta ABOWKa KN4oBe 3a TEeKyLOoTO yaocToBepeHne (Renew);

e KaTo reHepupa HoBa ABouka kntodose (Re-key).

MogHoBsiBaHe Ha KYYEMN wu KYYEleuatr He ce ponycka. [lo wckaHe Ha [lotpebutens,
HoctaBunkbT un3gasa HoBo KYYEI wunu KYYEleyar kato usnbfHABa MbpBOHaYanHa
naeHTMdmrKaumsa n yctaHoBsBaHe Ha CaMOSIMYHOCTTa My.

YaocToBepeHme ce NOAHOBSIBA 3a CbLuaTa ABOWKA aCUMETPUYHK KintovoBe (Renew) Ha TekywoTo
KY, ako vHopmMauusta B yOOCTOBEPEHMETO, KOETO ce MOAHOBSBA, € WAEHTUYHa C Tasu B
Tekyw,oto. CaMmo nepuogbT Ha BanvMaHOCT B NOLHOBEHOTO y4OCTOBEPEHME € pa3fiMyeH OT TO3U B
TEKyLLOTO.

[ocTaBunkbT gonycka MHOrokpaTHO nofHoBsBaHe Ha KY, kaTo 3anasBa TekyllaTta ABoKka
kntoyoBe (Renew), HO NpenopbyBa Ta3n NpakTUKa Aa ce orpaHnyaBa C Len ga ce Hamanu pucka
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OT KOMMNpomMeTnpaHe Ha YaCTHUA KITHoY.

5. [JocTtaBunkbT We nogHosu Tekywo KY ¢ HoBa aBolika kntovose (Re-key), camo ako NoTpebutens
3adABM UCKaHE 3a TOoBa W AeKnapupa, 4e HAMa HacTbhnuin npoMeHn B yOooCTOBepeHaTa
MHopMaumMa B TeKyWoTO yaoctoBepeHue. [1ogHOBEHOTO YOOCTOBEpeHMEe uMa pasnnyeH
nyonnyeH Knwo4, HOB Mepuog Ha BanMOHOCT M HOB CEpUEH HOMEP, KaTo yOoCcTOBepeHaTa
WHdopMaLms ce 3anasBa.

6. Cnep nogHoBsIBaHe TEKYLLIOTO YOOCTOBEPEHME HE Ce MpeKpaTsBa 1 ocTaBa BanuaHo B cpoka My
Ha BalmMgHOCT.

7. 3a VID,eHTVIdJMKaLI,VIFI, yCTaHOBdABaHe Ha WMAOAEHTUYHOCT U CaMOJIMYHOCT Ha |_|0Tpe6I/ITeJ'IF| Ha
yOoCcTOBEpEHME, KOEeTO ce NOAHOBSBA, HE Ce U3UCKBA TAXHOTO NnYHOo npucketeue B PO/MPC Ha
JocTtaBuuka.

8. [pn HacTbNUnM NnpomeHn B HopMaumsTa 3a NoTpebutensa Ha KY, TeKkyLoOTO yaocToBepeHne
He ce nNnogHoBABaA. ,D,OCTaBl-II/IK'bT mn3gaBa HOBO KY, KaTo cneaBa nbpBOHA4YaliHa I/ILl,eHTVI(bI/IKaLI,VIFI
N yCtaHoOBABaHE Ha CaMOJIMYHOCTTa MYy U NpeKkpaTdBa He3abaBHO TEKYLWOTO yOOCTOBEPEHNE.

9. [lMogHoesiBaHe Ha ygoctoBepeHne Ha YO Ha HoctaBumka ,BOPUKA” AL He ce gonycka. [Npwu
BCUYKN 06CTO$ITeJ'ICTBa, KOUTO Hanarat noamMsaHa Ha yoocTtoBepeHuneTo, BUMHarun ce n3gaBsa HoBO
yaocTtoBepeHune Ha YO.

10. JocTaBunkbT cbbniogaBa crnegHUTE BPEMEBU OrPaHNYEHUST U U3UCKBAHUA 3a MaeHTudmKaums
npu nogHoBsiBaHe Ha KY:

BpemeBu nHtepBan NogHoBsABaHe U3ucksaHe
[o 30 gHu npeam ustMyaHe cpoka |- upe3 Renew 1. a Hama npomsHa B ,DN" Ha ynoctoBepeHneTo
Ha BanuOHOCT Ha YOOCTOBepeHue, |- upe3 Re-key 2. YpocToBepeHueTo ga e 6uno nsgageHo Ha QSCD
KOETO He e NpekpaTeHo U KOeTo 3. 3asBKaTa 3a NoAHOBsIBaHe MOXe Aa 6bAe M3BbpLUEHa
HsiIMa NpoMsiHa B yOCTOBEpeHaTa B oTAaneyeHo
Hero uHgopmauums
[o 30 gHu cnep ustnyaHe cpoka Ha |- Ype3 Renew 1. a Hama npomsHa B ,DN" Ha yaocToBepeHueTo
BaNnuaHOCT Ha yOoOCTOBEpPEHME, - upes Re-key 2. YpocToBepeHueTo ga e 6uno nsgageHo Ha QSCD
KOETO He € NpeKkpaTeHo 1 KOeTo 3. 3aaBkaTa 3a nogHoBsiBaHe ce nogasa Ha msicto (PO/MPC)
HAMa NpoMsiHa B yAOCTOBepeHaTa B
Hero nHcpopmaums
MNoBeye ot 30 gHKM cnea cpoka Ha He ce nogHoBsiBa
BanMgHOCT Ha yaOCTOBEpEHue

3.4 WpeHTudmKauusa n aBTeHTUUKaLUA NpU crnvpaHe

1.

2.

3.

[ocTtaBunkbT € anbxeH, ypes PO/MPC, na cnpe AenctBuMeTo Ha BanugHoO yAOCTOBEPEHUE npwu
NOCTBMUIO UCKaHe 3a CnnpaHe, HO He 3a noeedye oT 24 vyaca.

HocTtaBunkbT, Ype3d PO/MPC, He napbpuiBa naeHTudmkaums n asTeHTudurkaumsa Ha 3asBuTens un
cnvpa He3abaBHO AENCTBMETO Ha yOOCTOBEPEHME.

HoctaBunkbT, 4pe3 PO/MPC, Bb300OHOBABaA [AENCTBMETO Ha CrpsSiHO YOOCTOBEPEHWE B
CbOTBETCTBME C un. 26, an. 6 Ha SEJEYY.

3.5 WpeHTudbmkaumusa n aBTeHTUMKALUA NPU NpeKkpaTsaABaHe

1.

2.

HoctaBunkbT, uypes PO/MPC, npekpaTtsiBa OEWCTBMETO Ha BanuMgHO YAOOCTOBEPEHWE NpwU
NMOCTBNUIIO UCKaHE 3a NpekpaTsiBaHe B CbOTBETCTBME C yun. 27 Ha SELAEYY.

HoctaBunkbT, Ypes PO/MPC He3abaBHO cnvpa OeNCTBMETO Ha yAOCTOBEPEHNETO U U3BbPLUBA
nocnegpalla naeHtnpukaums n asTeHTudmnKkaumnsa Ha 3aasutens.

HocTtaBunkbT, ypes PO/MPC, cnegBa ga u3sbplun MAeHTUMKaALMATA U aBTeHTUdUKaUNA Ha
3asButens B paMKuTe Ha JONYCTMMMUSA CPOK 3a CrMpaHe Ha OeNCTBMETO Ha YAOCTOBEPEHUETO,
KonTo e 24 vaca.

. HocTtaBunkbT, Ype3s PO/MPC, npekpaTtsiBa OENCTBMETO Ha YOOCTOBEPEHNE CaMO cnej ycnewuHa

naeHTUdMKaLMsa U aBTEHTUMMKAUMSA Ha 3asiBUTENS U YyTOYHEHa NpuYMHa 3a npekpaTtsisaHe. B
NPOTMBEH CNyYai Y4OCTOBEPEHMETO Cce Bb30OHOBSsIBA.
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3.6 UpeHTudMKauua n aBTeHTUDUKALUA cnen npekpaTtaBaHe

1. He ce ponycka nogHoBsiIBAHE Ha ypocTtoBepeHue 4pe3d ,Renew" unm ,Re-key“ cneq
npekpaTsiBaHETO My.

2. MNMoTpebuten Ha npekpaTeHO yaOCTOBEPEHNE MOXE Aa 3asiBU M3gaBaHe Ha HOBO y4OCTOBEPEHME.

3. JoctaBuukbT, Ypes PO/MPC umsnbnHsBa nbpBOHa4anHa wmaeHTudukaumsi, yctaHOBSIBAHE Ha
NMOeHTUYHOCT Ha MNoTpebutens, ako ToM 3asiBM HOBO YAOCTOBEPEHNE.
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4 ONEPATUBHU UBNCKBAHUA U NMPOLIEQYPU

1.

HocTtaBunkbT, upes PO/MPC, B pamknTe Ha ckntodeH [orosop 3a KYY, npegoctaesa cnegHute
onepaumoHHu npoueaypu 3a KYY, npunoxmmn kem KY:

e perncTpauus Ha UckaHe 3a n3gaBaHe;

00paboTka Ha nckaHe 3a U3gaBaHe;

n3gaBaHe;

npegaBaHe Ha U3gageHo;

ynotpeba Ha geonkarta knto4vose u KY;

noaHoesiBaHe vpe3 “Renew”;

nogHossaBaHe ypes “Re-key”;

cnnpaHe/Bb306HOBSIBaHE;

npekpartsiBaHe;

e cTaTycC Ha KY.

HoctaBunkbT, upes PO/MPC, gonycka MNoTtpebuten ga npekpatu [JoroBopa 3a ya0CTOBEPUTENHU
ycnyrn mexay TxX.

4.1 WckaHe 3a usgaBaHe Ha yAOCTOBepeHue

1.

2.

N3naBaHeTO Ha yOOCTOBEpPEHME Ce Mpeaxoxaa OT perncTpupaHe Ha uckaHe OT CTpaHa Ha
3agasutens npeg PO/MPC Ha [ocTaBuuka.

WckaHe 3a n3gaBaHe Ha YOOCTOBEpeEHME MOXe [a HanpaBu Nu4Ho oT [loTpebuten wunu
YMbSTHOMOLLIEHO NMLLE.

MckaHeTo 3a 3asBsiBaHe Ha KY 3a obnaveH KEI ce npeaxoxna oT MHCTanMpaHe Ha MOOGMMHOTO
npunoxeHue 3a obnaveH KEIN B mobunHoTo yctponcTteo Ha 3aseutens/Iotpebutens.
3asBUTENAT perncTpypa UckaHe 3a u3gaBaHe Ha yAOCTOBEPEHME B OHMANH PEeXUM WUnn Ypes
onepatop B PO/MPC Ha [JocTtaB4uka.

. Onepatop Ha PO/MPC, kaTo oTopuaupaH npeacrtaButen Ha [JocTaBuMka, MOXE Aa MU3MbIHSABA

pona Ha 3asBuTen, KaTo perucTpvpa OHNamH WCKaHe 3a u3gaBaHe Ha YAOCTOBEpeHve B
npuckcTBueTo Ha MNoTpebutens.

4.1.1 Tlpouec Ha 3asBAABaHe

1.

MckaHeTo 3a nsgaBaHe BKIOYBa Uanarta nsmckyema nHdgopmauusa no 3EAEYY 3a MNoTtpebutens
“ TMNa Ha yaoCTOBEPEHNETO, KOETO ce 3asaBsBa. VIckaHeTO MOXe Aa BKIHYBA U AONBHUTENHA,
HenpoBepsieMa MHopMaLmst, 4acT OT KOATO Ce YAOCTOBEpPSsBa, a Apyra 4YacT ynecHsBa KOHTakTa
Ha [JocTaBunka c nuueTo.

MpouechT Ha 3asBABaHE NPeaoCcTaBd Bb3MOXHOCT Ha onepatop Ha PO/MPC unu Ha NMoTtpebuten
Aa reHepvpa ABonkaTta KpuntorpadCkm KrnovoBe 1 Aa BKIYM NYOANYHUA KoY B MHpopMaumsTa
3a n3gaBaHe Ha yOOCTOBEpPEHMETO.

[BorkaTta kpuntorpadckun knodose 3a nsgasaHe Ha KYKEN n KYKEleyaT 3agbimkuTtenHo ce
reHepupa B B-Trust QSCD, oTroBap4LL0 Ha N3MCKBaHMATa 3@ HUBO Ha CUTYPHOCT 3a Cb3gaBaHe
nognuca/neyara.

[Bonkata kpuntorpadckm knoyose 3a nsgasaHe Ha KY 3a obnayveH KEI sagbmxkuTtenHo ce
reHepupa npu [Joctae4mka B B-Trust QHSM Ha nnatdopmata 3a obnayven KEI.

[Borkata kpuntorpadpckm knodoBe 3a msgasaHe Ha KYYEN n KYYElewat ce reHepupa
cobTyepHo vpes yTBbpaeH oT [JoctaBumnka codptyep (Crypto Service Provider/CSP), oTtroBapsiy
Ha W3NCKBaHMATA 3a [JOMYyCTUMOTO HUMBO HA CUFYPHOCT/OCUTYPEHOCT 3a Cb3gaBaHe
YCbBbPLUEHCTBAH nognuc/neyar.

EnekTpoHHUAT dhopmaTt Ha UCKAHETO 3a M3gaBaHe Ha YOOCToBepeHue ¢ nHdopmauundara, KosaTo
LLle Ce BKITOYN B yOOCTOBEPEHUETO € CTPYKTypa, NnognmcaHa C YacTHUS KIoY OT reHepupaHaTta
[JBOMKa KIo4oBe.

B cnyvaute, korato e Heobxogumo, PO/MPC npepoctaBa Ha [loTpebutens wnu Ha
YMbSTHOMOLLIEHO OT HEro nuLe B 3alMTeH BMA MHpopMaums/koa 3a A0CTbN 40 YaCTHUS KoY.
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8.

9.

Ako 3aseutenaTt He npuTexxasa QSCD, korato npeacraesa uckaHe 3a nsgasaHe Ha KY Ha PO/MPC
Ha [docTaBuMka, TOM caMO BbBexda MHoOpMauusita 3a maeHtuduumpaHe Ha [loTpebutens,
KakTo 1 Apyra gonbrHuUTenHa Takaea, 6e3 ga reHepupa kpuntorpadckara 4BOWKa KrntovoBe 3a
nckaHoTo ygocTtoBepeHue. Kpuntorpadckata gBonka kno4vose ce reHepupa npu PO/MPC Ha
JocTtaBuuka.

KomyHukaummte mexay [loTpebutenute u 3awmteHn VIHTEpHET CTpaHuMuM Ha canTa Ha
HoctaBunka ce 6asupat Ha HTTPS npotokon.

10. OnobpeHunTe 3asBKM 3a nsgasaHe n ynpasneHune Ha KY ca nognucaHn ot [loctaBumka.

4.2 Tlpoueaypa Ha usgaBaHe

4.2.1 ®PyHKUUM no naeHTUcpukauma n asteHTUpMKaums

1.

2.

PO/MPC wusBbpwBa unaeHTMdmukauns 1M aBTeHTUdMKauus Ha 3asButens Ha WCKaHETO 3a

nsgaBaHe Ha ygoctoBepeHue - NotpebuTten unm ynbnHOMOLLEHO OT HEro nuue.

Cnep nbpBOHayanHa uvaeHTUUKaALMA W cnopen YTBbPAEHM BbTPELWHM npoueaypu Ha

JocTtaBunka, Ha Ga3a NOCTLNWIO WMCKaHe 3a u3gaBaHe Ha yO4OCTOBEPEHME U MNpeacTaBeHu

nokymeHTn, PO/MPC npoBepsiBa 1 noTBbpxgaea npeg [JoctaBuumka:

e camonu4yHocTTa Ha [NoTpebutens nnm ynbnHOMOLLEHOTO NULE;

e npeactaBuTenHata BRAacT Ha ((PM3MYECKOTO CMpsiIMO  HOPUOUYECKOTO fuue UM Ha
YMbSTHOMOLLLEHOTO NnLE;

e rpoBepsiBa yNbSIHOMOLLABAHETO;

ObPXXaHeTOo Ha YaCTHUS KN4, CbOTBETCTBALL Ha NYONNYHNSA KITHOY;

e YCMNELWHO WHUUMaNM3MpaHe Ha MOOWMHOTO NpPuUNoXeHne B MOOBMITHOTO YCTPOWCTBO W
pernctpypaHe (T.e., acouMMpaHeTo My C NOTPebUTENnCKMS akayHT, 4Ype3 CKaHupaHe Ha
n3npateH QR-koa) ot JocTtaBuuka (3a obnayen KEMM);

e MPUHAOSIEXHOCT HAa MOOWIHOTO YCTPOMCTBO C MOBUITHOTO NpunoxeHue 3a obnadveH KEI ot
3assutens/MNotpebuten ypes TOTP-mexaHu3bm/cxema (3a obnayeH KENM);

e [OMbNHUTENHA WHOpMaLMs, 3asiBEHA 3a BKIOYBaHE B YOOCTOBEPEHMETO, KAKTO W
AonycTuma HenoTBbpAeHa Takasa;

e rnognuceaHe Ha [1oroBop 3a yAOCTOBEPUTENHW YCYrn 1 Cbrnacue ¢ yCnoBmsaTa B HACTOALWMSA
OOKYMEHT.

AKo pOBonkata knwo4voBe e reHepupaHa npu [NoTtpebutens, PO/MPC cnegea ga npoBepwu

npegocTaBeHaTa enekTpoHHa 3asdBKa M M3UCKBAHMSATA 3@ HMBOTO Ha CUIYPHOCT Ha ABoMKaTta

Krnto4oBe.

4.2.2 ToTBbpxAaBaHe UM OTXBbPJIsIHE HA UCKaHe 3a n3paBaHe

1.

Cnep ycnewHo HanpaBeHUTe NPOBEPKM K 3annawiaHe ot cTpaHa Ha 3assutens/[oTpebuTen,
oTopusupaH onepatop Ha PO/MPC ytebpxaaBa npea [JocTtaBumka MCKaHETO 3a vM3gaBaHe Ha
yAOCTOBEPEHWE.

PO/MPC oTxBbpns MCKaHeTO 3a u3gaBaHe Ha YyOOCTOBEPEHME, ako MOTBbpXKOaBaHETo e
HeyCneLHO Unx He € U3NbIHEHO 3annatllaHe B 5-gHEeBEH CPOK OT 3asiBEHOTO MCKaHe 3a u3fgaBaHe
Ha KY 3a obnayeH KET1.

PO/MPC He3abaBHO yBegomsiBa 3asiBUTENS Y NOCOYBA NPUYUHUTE 38 OTXBBPIISHE.

3asBuTten ¢ OTXBbPMIEHO UCKaHe 3a u3gaBaHe Ha YAOCTOBEPEHWE MOXe OTHOBO [a Harnpasu
nckaHe, crnepa Kato € OTCTPaHuI NOCOYEHUTE NPUYNHK 32 OTXBBPIISIHE.

PO/MPC HagnexHO cbxpaHsiBa M apxuBupa MpencTtaBeHUTe AOKYMEHTU W noTBbpAaeHaTta
ereKTpoHHa 3asiBKa 3a usgaBaHe Ha yaOCTOBEPEHHUE.

PO/MPC koHTponupa un yTBbpxaasa npeg [JoctaByvka BEPHOCTTa M TOYHOCTTA Ha BKMOYeHaTa
NHOPMaLMA B YAOCTOBEPEHMETO CaMO KbM MOMEHTa Ha U30aBaHETO My.

MoTtpebuten Ha KY nma 3agbmkeHneTo He3abasBHO Aa vHdopmupa [JocTaBymKka 3a HACTbNUN
NpOMEHM B yOOCTOBEpPeHaTa UHpopMaumsa cneq n3gaBaHeTo My.
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4.2.3 Cpok 3a o6paboTka Ha UCKaHe 3a usgaBaHe Ha yaocToBepeHue

1.

PO/MPC Ha [octaBumka Hes3abaBHO, B npucbctBMeTo Ha 3asasutens/[loTpebuten wnm
YMb/IHOMOLLEHO OT HEro nuue, MU3MbIIHABA BCUYKM (PYHKUMKM NO MpoBepkKa, creq kaTo Tou e
npeacTaBvn HeobxooumMuTe 3a TOBa AOKYMEHTM U yTBbpXKAaBa npeacTaBeHaTa MHopmaums
ypes HanpaBEHOTO MCKaHe 3a U3gaBaHe Ha YOAOCTOBEPEHNME.

[onycka ce 5-gHeBeH cpok 3a obpaboTka Ha uckaHe 3a nsgasaHe Ha KY 3a obnaven KEI1, npes
konTo [NoTpebutenaT Moxe Aa 3annaTu OHNaWH 3asiBEHOTO ygoctoBepeHue. Cnen To3n CPOK,
MOOMNHOTO NpuUnoXeHne 6nokMpa nanonseaHeTo Ha obnadyHusa KEN. AKo TO3M CPOK HE € N3TEKDBIT
unu 3asiBkaTta € noTebpaeHa (cneg 3annawane) ot PO/MPC, MobunHoTo npunoxeHne n3nckea
Motpebutenat na ebeeae NNH-koa 3a obnayvHms KETT.

YO Ha [JoctaBuuka n3gaBa HesabaBHO yaoCTOBepeHueTo cnef yTebpxaaBaHe ot PO/MPC Ha
€NeKTpOoHHAaTa 3asiBKa 3a u3gaBaHe.

4.3 WN3paBaHe Ha yaocTtoBepeHue

4.3.1 [OewncTtBue Ha YaocToBepsABalLUUA opraH
1. YO Ha [HoctaB4ymka enekTpoHHO ngeHTudmnumpa PO/MPC, yTBbpaun enekrpoHHaTa 3asiBka 3a

n3gasaHe Ha KY.

2. YO reHepupa 3asBeHoTo KY cbrnacHo msbpaHus npodur, noanucea ro ¢ eneKkTpoHHMS Noanuc

Ha [JocTtaBuuka n ro nybnmkyBa He3abaBHoO B [MyGnnyHUSA cu perncTop.

4.3.2 WUsBectABaHe Ha lNoTpebutensa Ha yaoctoBepeHue oT [locTaBumKa

1.

2.

[ocTtaBunkbT, upes CnyxbaTa 3a nssectaBaHe Ha Notpebutenu Ha KYY, He3abaBHO n3BecTsiBa
MoTpebutens Ha nsgageHoTo n Ny6rMKyBaHO YAOCTOBEPEHME.

CnyxbaTa 3a nssectaBaHe manpaiia oo Notpebutens enekTpoHHO U3BecTMe Mo  WUMEnn unm
push-HOTUdUKaUMA 40 MOGUITHOTO NPUITOXeHMe ¢ MHdopmauus 3a nsgageHoto KY, Herosusi
CepueH HoMep 1 nepuoga My Ha BanvMaHOCT, OCBEH B CryvauTe, Korato nuncea MMenn agpec.
[ocTaBunkbT [OCTaBA u3gageHOTO yaocTtoBepeHue Ha [loTpebutens, pecnekTMBHO Ha
YMbSTHOMOLLLEHOTO OT Hero nuue, Ype3 PO/MPC.

OtopusnpaH onepatop Ha PO/MPC 3anucBa KY Ha B-Trust QSCD wnn Ha B-Trust SCT
(PKCS#12 «kpuntochann), B 3aBUCMMOCT OT ToBa Kbae € Ouna reHepupaHa ABovkaTa
KpunTorpadCcku Knto4oBe 3a ToBa YAOCTOBEPEHMNE, KOraTo TOBa € Bb3MOXHO.

HocTtaBunkbT, upes PO/MPC goctaBs u3gageHOTO  yOOCTOBEPEHME Ha Motpebutens,
PECNEKTUBHO Ha YMbIHOMOLLEHOTO OT HEro nuue.

B cnyuyas, korato lNoTpebuten e reHepupan ABorkata KMHOYOBE M YaCTHUS KIOY € Ha Heros
KOMMNIOTBbP, TOW criedBa Aa goctaBu/3apean nsgageHoto KY Ha To3M KOMMTLP OT NMOCOYEHUS
agpec (URL) B umenna.

"eHepupaHeTo Ha 3awwmTeH npeHocum codpTyepeH TokbH (PKCS#12 dhann) e 3agbrkeHne Ha
MoTpebutena wunuM Ha yNbAHOMOLWEHO InMue crej Kato goctaBu  m3gageHoto KY nu
yaocToBepeHusaTta Ha [loctaByuka.

4.4 TlpuemaHe 1 Ny6nMKyBaHe Ha y4OCTOBEPEHMETO

1.

2.

[ocTtaBunkbT, 4Ypes onepatmBHua YO nybnukyBa He3zabaBHO M34ageHOTO yoOCTOBEpPEHME B
My6nnyHMA perncTbp Ha usgageHnTe YaoCTOBEPEHUS.

MoTpebutensaTt Mmoxe ga Bb3pasun npeq [loctaBynka, ako M3gageHoTo yAOCTOBEPEHUE ChAabpXa
rPELLKN UMK HEMBITHOTK, B 3(TPWU) AHEBEH CPOK OT NybnmkyBaHeTo My B [1y6nnyHus pernctop. Te
ce oOTcTpaHaBaT He3abaBHO oT [locTaBuMka 4pe3 usgaBaHe Ha HOBO yaocToBepeHue 6e3
3annawaHe Ha Bb3HarpaxaeHve, OCBEH ako Ce AbIhKaT Ha NpeoCcTaBAHe Ha HeBEPHU AaHHW.
Mpun nunca Ha Bb3paxeHue oT cTpaHa Ha lNoTpebutens B nocoYeHus no-rope Cpok ce cMsaTa, ve
CbAbpPXaHNETO Ha yOOCTOBEPEHMETO € MPUeTO.
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4.5 Ynotpeba Ha AoBOMKaTa KNn4YoBe U Ha YyAOCTOBEpPEHUeTo

45.1 Ot MNotpeburtens

1.

2.

YacTHUAT KntoY, CbOTBETCTBALL, HA YAOCTOBEPEHUs NyGNuYeH Koy e nog KOHTpona caMo Ha

MoTpebutens. OTroBOpHOCTTa 3a U3NON3BAHETO HA YaCTHUS KoY e Ha [NoTpebutens.

MoTpebuten ynotpebsiBa yOOCTOBEPEHMETO W CbOTBETCTBAlLLATa [ABOWKA KMOYOBE Ha

yAOCTOBEPEHNETO, KaKTO crneaBsa:

e B CbOTBETCTBME C O3HayeHaTa B ygoctoBepeHuneTo NonuTtuka "Certificate Policy" u cbrnacHo
atpubytute ,keyUsage" n ,extendedKeyUsage";

e 33 roraraHe Ha eneKkTPoHEeH MNoAMWC WM EneKTPOHEH nedvat B paMKUTe Ha cpoka Ha
BanNUAHOCT Ha yOOCTOBEPEHUNETO;

e poOBEpKa Ha NOSIOXKEH eMNeKTPOHEH NOANUC NN ENEKTPOHEH neyar,

e [0 MOMEHTa Ha npekpaTsBaHe Ha yOOCTOBEPEHUETO;

e KOrato yOOCTOBEPEHMETO € CrpsiHO, He W3MoNi3Ba YacTHUSA K4 3a Cb3daBaHe Ha
€MNeKTPOHEH NOAMUC UMW Ha eNEKTPOHEH neyar;

e cbrnacHo [loroBopa 3a ygoCTOBEPUTENHM YCNYrn Mexay Hero n [loctaByuka.

4.5.2 OT poBepsiBaLia ce cTpaHa

1.

2.

My6nnyHuaT kntou B KY, cboTBeTCTBALL HA AbpXaHnd oT [oTpebuTenst YacTeH KItod, € NyGrnyHO

OOCTbIMEH 3a BCUYKMW.

Bcsaka posepsiBalwa ce cTpaHa, BkniountenHo onepatop B PO/MPC cnegea aa nsnonsea KY u

nyonun4yHms krtod Ha Motpebuten, kakTo cneasa:

e B CbOTBETCTBME C O3HadeHaTa B ygocrtoBepeHueTo nonutuka "Certificate Policy" n cbrnacHo
aTpmnbytute keyUsage" n ,extendedKeyUsage;

e caMmoO crnepj NpoBepKa Ha cTtaTyca Ha Y4OCTOBEPEHMETO M NPOBepKa Ha YCbBbPLUEHCTBAHUS
eneKkTpoHeH neyaT Ha [locTaBuuika;

e [10 npekpaTtsBaHe Ha yOOCTOBEPEHUETO;

e KOraTto yAOCTOBEPEHMETO € CrpsSHO, NyGnNnYHnAT Koy He TpsbBa ga ce M3nonsea.

4.6 lNopHoBsABaHe Ha yaocToBepeHue

1.

2.

lMopHoBsiBaHeTO Ha KY 3anassa uHdoOpmaumara OT TeKywoTo YyOoCcToBepeHue, KaTto B
NOAHOBEHOTO YAOCTOBEPEHMNE Ce MPOMEHS Nepuoaa Ha BanvaHOCT.

KYYEI n KYYETleuat He ce nogHoBsiBa. [MoTpebutenaT moxe Aa 3asBu nsgasaHe Ha HOBO KY 3a
noanuc 1 3a nevar.

MogHoBsaBaHeTOo Ha KY ce npeaxoxga OT perucTpupaHe Ha WCKaHe 3a nogHoBsiBaHE npeq
PO/MPC.

MogHoBsiBaHe Ha KY, KoeTo He e BMno npekpaTeHo B nepuoga My Ha BanuAHOCT, MOXe Ada ce
M3NbIHW NO ABa Ha4MHa:

e 3anasBa Ce reHepvpaHaTa ABOVKa KMY0oBe 3a TEKYLWOTO yaoctoBepeHme (Renew);

e reHepupa ce HoBa ABovika kntoyoBe (Re-key).

MckaHeTo 3a nogHoOBsIBaHE Ha yoOCTOBEPEHME Ce perncTpupa oHnawH, korato NoTpebutenat
nma sBanmaHo KYKEI vnu BannagHo KY 3a obnayeH KEI1, koeTo TpsaAbBa aa nogHoBW.

Korato ygocTtoBepeHMETO € C U3TEKb/T CPOK Ha BanuOHOCT M UCKAHETO 3a NOOHOBSIBAHE €
CblMacHO MNOCOYEHUTE BPEMEBU OrpaHNYEHMS U U3UCKBaAHUSA 3a wuaeHTudukauua npu
nogHossBaHe, lNoTpebuTtenat unm ynbHOMOLWLEHO OT Hero nuue TpsbBa NMYHO ga noceTu
PO/MPC Ha HdocTaBuuka.

MoTpebuten mnn ynbnHOMOLLEHO OT HEro nuue MOXe Aa NOogHOBM MHOrokpatHo csoe KY npwu
cbbniogaBaHe Ha NOCOYEHNTE NO-40MY YCNOBUA 3a NOAHOBSIBAHE.

JocTaBunkbT He Oonycka M3nori3aBaHe Ha [BOWKa Kro4voBe 3a nepvog, no-ronsm ot 3 (Tpwm)
roAVHWN.

[locTaBunMKbLT He npenopbyBa MHOrOKpaTHOTO nogHoBsBaHe Ha KY 4ypes ,Renew" ¢ uen ga ce
HamManm pucka oT KOMNpPOMETUPAHE Ha YaCTHUSA KoY.
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10. JocTaBunkbT Nnpenopbyea Ha NoTpebutensa ga nogHoOBKM CBOe yaocToBepeHue vpes ,Re-key”.

4.6.1 YcnoBusAa 3a nogHOBsIBaHe Ha yaoCTOBepeHune

1.

PO/MPC we nogHoBu egHo KY upes ,Renew" npu cvbnogaBaHe Ha cnegHUTE yCroBust:

e yOOCTOBEPEHMETO He e MpeKpaTeHo B Nepuoaa My Ha BanuaHoCT;

e [loTpebuten wunuM ynbAHOMOLWLEHO OT HEero nuue Jeknapupa, 4Ye HaAMa npoMsHa B
yaocToBepeHaTa MHopmaumus B TEKYLLLOTO My YAOCTOBEPEHUE;

e VCKaHe 3a nogHoBsiBaHe e HanpaseHo Ao 30 AHM Npeau unu cneg M3Tu4aHe Ha nepuoaa Ha
BannaHOCT Ha YAOCTOBEPEHNETO;

e CTPOro M3nbfHsBa WAEHTUMUKAUMSATA M YCTaHOBSIBA MAEHTUMYHOCTTA Ha 3asButens u
cbbntogaBa NOCOYEHNTE BPEMEBM OrpaHNYeHns Npu NOAHOBSBaHE.

PO/MPC we nogHoBu egHo KY upes ,Re-key" npu cvbniogaBaHe Ha criegHUTE yCroBUS:

e yOOCTOBEPEHUETO HE e NpeKpaTeHo B CpoKa My Ha BanuaHOCT;

e [loTpebuten wunuM ynbAHOMOLWLEHO OT HEero nuue JAeknapupa, 4Ye HaMa npoMsiHa B
yaocToBepeHaTa MHopmauus B TEKYLLLOTO MYy YOCTOBEPEHUE;

e VCKaHe 3a nogHoBsiBaHe e HanpaseHa o 30 AHM npeau unu cneg u3TndaHe Ha cpoka Ha
BanMaHOCT Ha YAOCTOBEPEHNETO;

e CTPOro u3nbiiHABa UaeHTUUKaAUMUSATA U yCTAaHOBABAHE Ha MAEHTMYHOCTTA Ha 3aaBuTens u
cbbntogaBa NOCOYEHNTE BPEMEBU OrpaHNYeHNs Npu NOAHOBSBAHE;

BbB BCMYKM cnyyaun, korato nma npomsiHa B yaocToBepeHaTa nHdopmaums 3a MNotpebutens Ha

TEKyLLOTO YAOCTOBEpPEHME, NOCNEAHOTO HEe MOANEXM Ha NoaHoBsABaHe, a [locTaBunMKbT n3gaea

HOBO Y1OCTOBEpPEHNE.

4.6.2 Kou Mmoxe aa 3asBU NOAHOBSIBaHe Ha yAOCTOBepeHue

1.

MoTpeGuten wnM YNbIHOMOLLEHO OT HEro Inuue MOXe [n[a 3asiBu MNoAHOBsIBaHEe Ha
YOOCTOBEPEHMETO NMpU CbONoJaBaHe Ha BPEeMEBUTE OrpaHUYEHUs, M3NCKBaAHUA U YCIOBUS 3a
noaHoBsiBaHe.

4.6.3 Tlpouenypa no nogHoBsABaHe Ha yAOCTOBepeHMne

1.

2.

6.

MogHoBsBaHeTO Ha KY ce npegxoxga OT perucrpupaHe Ha uckaHe 3a NogHOBsIBAHE npen
PO/MPC Ha [JocTtaBuuka.

MckaHeTo 3a nogHoOBsIBaHe Ha YAOCTOBEPEHUNE Ype3 eNneKkTpoHHa 3asaBKa ce ygoctosepsiea ¢ KET
unun obnaven KEM. B cnyyan, 4e yaoctoBepeHNeTo, KOETO Ce NOAHOBSBA € C U3TeKbil CPOK Ha
BanuaHocT, [NoTpebuTenaT nnu ynbiHOMOLLEHO OT Hero nuue Tpsabea aa nocety nmyHo PO/MPC
Ha Joctasumka. PO/MPC cTporo crneaBa nsmMckBaHusTa 3a naeHTugukaums n ycrtaHoBsiBaHe Ha
NMOEHTMYHOCT Ha 3asiBUTENS M Ha YCNOBUSATA 3a NOAHOBSIBAHE.

Crnen ycnewHa wvageHTMduMKaumMsi M NpoBepka Ha ycnosusiTa 3a nogHossiBaHe, PO/MPC
NOTBbPXAaBa UCKAHETO 3a NoaHoBsABaHe npen onepaTtuBHus YO Ha [ocTtaBunka.

Cnen ycnewHa enektpoHHa aBTeHTuUdukauua Ha PO/MPC 4pe3 oTopuaupaHus onepartop,
onepatmBHus YO n3nbrHsBa NOTBbPAEHOTO MCKaHe 3a NOAHOBSIBAHE Ha Y4OCTOBEPEHMETO.
Mpn HeycnewHa wugeHTUdUKAUMA M NpoBEpKa Ha ycrnoBusTa 3a nogHosssaHe, PO/MPC
OTXBBbPIISt UICKAHETO 3a NOAHOBSBaAHE Ha y4OCTOBEPEHMETO N He3abaBHO M3BeCTaBa 3asaBUTENS
3a npuynHaTa.

3adaBuTEN C OTXBBLPIIEHO UCKAHE 3a NOOHOBABaHE, MOXe Oa 3asiBu u3gaBaHe Ha HOBO KY.

4.6.4 WUs3BectABaHe Ha lMoTpebuten cnea nogHoBsiIBaHe Ha yAOCTOBEpPEHUe

1.

2.

[ocTtaBunkbT, Ypes Cnyxbarta 3a n3BectaBaHe Ha [loTpebutenn Ha yooCTOBEPUTENHN YyCRyru,
He3abaBHO nssectaBa [loTpebuTens Ha NOgQHOBEHOTO N NYGNUKYBaHO yY4OCTOBEPEHME.
Cnyxbata 3a mnsBectaBaHe msnpawa Ao Notpebutenss enekTpoHHO U3BeCTMe N0 UMEWNN Unn
push-HOTUdMKaUNA Ha MOBUITHOTO NpunoxeHne ¢ nHdopmauusa 3a mnsgageHoto KY, HeroBus
CepVEH HOMEpP 1 Nepuoga Ha BanuMaHOCT Ha NOLHOBEHOTO ygocTtoBepeHue u agpeca (URL), ot
KOWTO MOXe [a 4OCTaBu NOAHOBEHOTO YAOCTOBEPEHME.

Korato 3asButenar 3a nogHoBsiBaHe Ha yaoctoBepeHue nocewasa PO/MPC, lMotpebuten
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nony4asa NOAHOBEHOTO YAOCTOBEPEHUE OT OTOPU3UPAHUS onepaTop, KOUTO Npu HeobxoauMocCT
ro 3anucsa Ha B-Trust QSCD, B koeTo e reHepupaHa gBovikaTa Kpuntorpadgckum Kniovose 3a
yOOCTOBEPEHMETO.

MogHoBeHo KY 3a mobunen KEI He ce poctaBa Ha [loTpebutend, camo ce 3anucBa B
noTpebuTenckua  akayHT, CbOTBETCTBall, Ha  acouuuMpaHotTo C  Hero  MoBunHO
npunoXxeHme/MoGUITHO YCTPONCTBO.

4.6.5 lNybnukyBaHe Ha NOAHOBEHO yAOCTOBEpeHUe

1.

HocTtaBunkbT, Ype3d onepatuBHua YO nybGnukyBa He3abaBHO MOLHOBEHOTO YAOCTOBEPEHME B
My6rmyHua pernctop.

4.7 TMopmsiHa Ha ABOMKa KpunTorpadcku KrnwyoBe B ya0CTOBEepeHMe

1.

[ocTaBunkbT gonycka noamsiHa Ha KpunTtorpadpcka asorka krtodose B KYKEN upes ,Re-key",
caMo Mnpu cnasBaHe Ha U3NCKBaHWATa U Ha yCrnoBUATa 3a NOAHOBSABAHE Ha YAOCTOBEPEHWe unm
KaTo u3gage HoBO YAOCTOBEPEHME.

4.8 lMpomsiHa B yaocToBepeHue

1.

2.

3.

[ocTaBunKbT Aornycka NPOMEHM B CbAbpPXXaHMETO Ha MHOopMauUns B n3gageHo u nybnukyBaHo
KY camo npu cnassaHe Ha M3NCKBaHUATA M Ha YCrOBUSATa 3a n3gaBaHe Ha HOBO YAOCTOBEPEHME.
[locTaBunKbT He gonycka npomsHa B npoduna Ha KY, cneunduumpar B NonutukaTta 3a ToBa
yAOCTOBEPEHME.

HoctaBunkbT He npegnara ycnyrata "Moaundwmkaums Ha ygoctoBepeHue" (Certificate
Modification).

4.9 TMpekpaTsiBaHe U cnupaHe Ha yaocToBepeHue

1.

2.

Ha npekpaTtsiBaHe noanexart caMmo BanvaHu yaoCTOBEPEHUS, T.€. YAOCTOBEPEHNS], YANTO CPOK Ha
BanuaHOCT HE € U3TEKbI.

Mpun nNpekpaTaBaHe Ha yAOCTOBEPEHNETO Ha onepatmBHuA YO 3a usgaBaHe v nogabp)KaHe Ha
KY, oencTBMeTo Ha BCMYKM U3gafeHn OT Hero 1 BanuaHu Y4OCTOBEPEHMS ce NpekpaTsBa.

Camo onepatuBHuaT YO, mnsgan ygocToBepeHue, MoXe Aa npekpatv AeWCTBMeTO Ha ToBa
yAOCTOBEPEHME.

AKO npekpaTsaBaHETO € CrneAcTBME OT onepaTopcka rpeLuka unv cnegctane ot KoMnpomMeTupaHe
Ha onepaTMBEH YacTeH KkntoY Ha [locTaBymka, [OBENU A0 NpekpaTaBaHe Ha YAOCTOBEPEHMETO Ha
onepatmBHus YO, [JoCTaBYMKbT Lie n3gage 3a CBOA CMETKa EKBMBANIEHTHO yAOCTOBEPEHME.
Ycnyrute no ynpaeneHne Ha npekpaTsaBaHe 1 cnupaHe Ha AeNCTBMETO Ha YOOCTOBEPEHME Ca Ha
pa3nosfioXeHne AEHOHOLWHO, 7 OAHWM B ceamuuarta. 3a crnewHo cnupaHe Ha AeNCcTBMEeTO Ha
yaocToBepeHune (Hanpumep, nsrybeHo/otkpagHato QSCD ycTponcTBO nnm MOBUMHO YCTPONCTBO
¢ MOBMNHO npunoxeHune) e Heobxoanmo ToBa Aa ce 3aaBu Ha TenedoH: 0700 199 10.

Mpwn cpuB B cuctemarta, ycnyrute unu apyru pakropu, KOMTo ca u3sbH KoHTpona Ha YO, OKYY
nonara MakCMMarnHu ycunus, 3a aa rapaHtupa, 4e ycriyrata He nuncea 3a nepuog, no-Abnbr ot
MakcumarnHus nepuog oT Bpeme, KOUTo B cnyyas e 3 (Tpum) yaca.

BpemeTo B cuctemute, CBbp3aHW CbC CNMpaHe W MNpekpaTsBaHe Ha yOOCTOBEPEHUSA ce
cuHxpoHu3npa cnpsmo UTC noHe BegHbX Ha 24 yaca.

4.9.1 YcnoBusa 3a npekpaTsiBaHe Ha yaocToBepeHue

1.

[ocTaBunKkbT Npekpatasa nsgageHo ot Hero KY npu:

e CMBPT UNK NOCTaBsAHe NoA 3anpeleHne Ha lNoTpebuten ¢ npekpatsaBaHe Ha OPUAMYECKO
nuue Ha lMNotpebutens;

e [peKkpaTsiBaHe Ha npeacraBuTenHata BnacT Ha NoTpebutens cnpamo puanvyeckoTo nuue,
KOeTO NpeacTaBnsiBa;

e yCTaHOBSIBaHE Ha HEBEPHW AaHHU NpY U3gaBaHe Ha YAOCTOBEPEHUETO;
CTaHana BMoCMeaAcTBME HEBSIPHA yO0OCTOBEpPEHA MHbopMaums;

e [pwu NpoMsiHa B yaoCToBepeHa Beve nHdopmauusa Ha MNMotpebutens;
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e KOMMNpoOMeTUpaHe Ha YaCTHUA KITHOY;

e 3arybaHa B-Trust QSCD mnv mobunHo ycTponcTBO C MHMLMANmM3npaHo/akTmempaHo MoGUIHoO
npunoxeHue nnu 3anuyaeaHe (delete) Ha MOGMNHOTO NpPUNOXXeHNe B MOBUAHOTO YCTPOWCTBO;

e 3abaBa B 3annawaHeTo Ha AbJ/HKMMO Bb3HarpaxaeHuve;

e VCKaHe 3a npekpaTsaBaHe, crnej Kato ce yBepu B CaMOSIMYHOCTTa U B npeAcTaBuTenHaTta
BnacT Ha NoTtpebuTtens.

[ocTaBunkbT Npeanpnema He3abaBHO NpekpaTsaBaHe Ha gencTBmneTo Ha usgageHoto KYKEN nnu

KY 3a obnayen KEI npu BCAKO egHO OT MOCOYEHNTE NO-rope obeTosaTencTaa.

JocTaBunKbT NpekpaTsaBa n3ganeHnTe OT Hero ya4oCTOBEPEHMS, ako NpeKkpaTh AenHocTTa cn 6e3

4a s Npexsbpnui Ha Apyr JOCTaBYuKK.

[ocTaBunKbT MOXe da crnpe u npekpaTtn ygoctoBepeHme Ha YO oT nHdpacTpykTypaTa, ako ca

Harnuvue OCHoBaTenHM CbMHEHUS 3a KOMNPOMETUPaHe Ha YacTHUS KNKOY Ha TO3M OpraH.

4.9.2 lMpoueaypa 3a npeKkpaTsiBaHe Ha yaoCTOBepeHue

1.

2.

10.

11.

12.

13.

MpekpaTaBaHe AEWCTBMETO Ha yOOCTOBEPEHME Ce NpeaxoXxpa OT perncrpypaHe Ha uckaHe 3a
npekpartsieaHe npeg PO/MPC Ha [JocTtaBuuka.

WckaHeTo 3a npekpaTsiBaHe Ha y4OCTOBEPEHME MOXe Ja ce peructpupa eneKkTpoHHO, caMo
korato [loTpebutens uma (Opyro) BanMAHO M OOCTLMHO 3a MNOn3BaHe yaocToBepeHue. B
NPOTUBEH CIy4al ce NpaBu UCKaHE Ha MACTO nped oTopuanpan onepartop B MPC.
MpekpaTaBaHETO Ha YAOCTOBEpPEHNE Ype3 UCKaHe MO enekTpoHeH cnocob ce yaoctoBepsiBa C
nonaraHe Ha BanvaeH KEI, cboTBeTCTBaL, HAa BanvMaHO yaocToBepeHne Ha NotpebuTens.
Otopusnpanuat onepatop B PO/MPC He3abaeHo, 6e3 aa naeHtuduumpa Motpebutens, cnmpa
OEeNCTBMETO Ha yOOCTOBEPEHMETO 3a HE noBeye oT 24 vaca.

BbB Bcuukm criyyqam, Motpebutenst unu ynbiaHOMOLLEHO OT HEro nuue Tpsabea aa noceTn NUYHO
PO/MPC Ha [octaBuvMka 3a nocnefBallia npoBepka Ha WOEHTUYHOCTTA, PEeCMNeKTUBHO
CaMOfMyHoCTTa My.

PO/MPC cTporo cnegBa M3McKBaHMATa 3a MOEHTUMUKAUNA U YCTAaHOBSIBAHE HA WMOEHTUYHOCT,
PECNEKTUBHO CaMONNYHOCT Ha NoTpebutens n NnpuunHUTE 3a NpekpaTsBaHe.

Cnen ycnewHa enekTtpoHHa aBTeHTMdukauua Ha PO/MPC 4ypes oTopuampaHus onepartop,
onepatmBHus YO n3nbrHaBa NOoTBbpAeHaTa 3asiBKa 3a NpekpaTsaBaHe Ha yaoCTOBEPEHMETO.
Mpn HeycnewHa uvaeHTMdUKaAUMA M MpoBepka Ha ycrnoBuaTa 3a npekpatssaHe, PO/MPC
OTXBbpNsi WUCKAHETO 3a npekpaTsiBaHe Ha yOOCTOBEPEHMETO U He3abaBHO Wu3BecTsBa
MoTpebutens 3a npuynHUTE 3a TOBA.

MoTpebuten, c OTXBbPMEHO NCKaHe 3a NpekpaTsiBaHe Ha yaOCTOBEPEHNe, MOXe Aa nofgaae HOBO
nckaHe 3a npekpartsiBaHe Ha y4OCTOBEPEHUETO, crief KaTo OTCTPaHW MOCOYEHUTE MPUYMHK 3a
OTKasa.

Cnien npekpaTtsiBaHe Ha yaAOCTOBEPEHNETO, [JOCTaBUMKBLT, Ype3 cBod onepaTtneeH YO, He3abaBHO
ny6nukyBa npekpateHoTo yaoctoBepeHue B CRL, kaTo n3gasa HOB CMIUCHK.

Cnepn npekpaTtsiBaHe Ha yaocToBepeHueTo, [locTaBumkbT, vpe3 Cnyxbarta 3a M3BecTsiBaHe
He3abaBHO yBegowmsiBa [loTpebutens upes e-menn wunu push-Hotudukaums Ha MOOMAHOTO
YCTPOMCTBO/MOBMITHOTO NPUIOXEHNE HA NPEKPaTEHOTO YAOCTOBEPEHME.

MpekpateHo ypocToBepeHne Ha [loTpebuten He noanexu Ha Bb30OHOBsIBAHE WM Ha
noaHoBsIBaHe.

JocTbn OO0 MCKaHETO 3a npekpaTaABaHe M OTYETUTE OT U3NBIIHEHWETO Ha NpekpaTaBaHe Ha
yAOCTOBEPEHNE nmaT OTOpU3NpaHmn nuua oT nepcoHana Ha [loctaBumka.

4.9.3 lpatuceH nepuopa npeau npekparaiBaHe Ha yaocTtoBepeHue

1.

2.

Mpeaon ga npekpatu gencteueTto Ha BanugHo KY, HoctaBumkbT ypes csoa PO/MPC cnupa
OeNnCTBMEeTO Ha YOOCTOBEPEHNETO 3a He NnoBeYye oT 24 yaca.

B pamkute Ha TO3M rpatuceH nepuod [doctaBunkbT, ypes ceos PO/MPC, Tpsibsa ga u3BbpLum
BCUYKM MPOBEPKN 3a yCTaAHOBSIBAHE HA MOEHTMYHOCTTa Ha [loTpebuTtenss u Ha nNpuymMHUTE 3a
npekpaTaBaHe.

MNpn HeycnewHa npoBepka WNW creg u3TM4aHe Ha rpatucHus nepwof, [oCTaByYMKBLT
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Bb30OHOBsIBA EVCTBMETO HA Y4OCTOBEPEHMETO.
4. [ocTaBuvkbT Bb30OHOBSIBA [ENCTBMETO HA YOOCTOBEPEHMETO MO M3PUYHO WCKaHe Ha
MoTpebuTtens unm ynbaHOMOLLEHO OT HEro NuLe NPeaun Aa u3teye rpaTucHUS nepuoa.

4.9.4 Bpeme, 3a KoeTO YpocToBepsiBal, opraH TpsAbBa Aa M3NbJIHUW WUCKaHe 3a
npekpaTtsiBaHe

1. [ocTtaBuMkbT TpsibBa Aa M3MbIHM UCKaHe 3a MpekpaTsiBaHe Ha yAOCTOBEpPEeHue 3a nepuog oT
BpeEMe, He MOo-rofisiM OT MOCOYEHUs FpaTUCEH Nepuoad M caMo cried YChnewHo 3aBbplieHa
NMpoBepka Ha ycrioBMaTa U Ha NPUYUHUTE 3a NpekpaTsBaHe.

4.9.5 U3uckBaHMa KbM [loBepsiBallM ce CTpaHU 3a MNpoBepKa Ha MnpeKkpaTeHo
yAocToBepeHue

1. Bcsika [oBepsiBawa ce cTpaHa npuema magageHo ot [ocTaBuvka KY camo crieq ycneluHa
NpoBepKa Ha cTaTyca Ha yaoCTOBepeHMeTo Ypes akTyanHus CRL unv ypes npoBepka Ha TeKyLus
cTaTyc Ha y0CTOBEepeHMeTo B pearnHo Bpeme 4pe3 OCSP cbpBbpa Ha [locTaBuuka.

2. JloCcTaBYMKBLT HE HOCK OTFOBOPHOCT 3a HACTbNWUMW Bpeau U NocrneacTBus OT HeU3MbIIHEHWE Ha
MOCOYEHNUTE U3NCKBAHUS.

4.9.6 YecTtoTa Ha ny6nukyBaHe Ha aKkTyaneH Cnucbk Ha NpeKpaTeHn yaoCcToBepeHUs

1. [JoctaBunkbT, Ypes cBos onepatmBeH YO, nybnukysa He3abaBHO HOB akTyaneH CRL, Bceku nbT
KoraTo ce npekpaTun AencTBmeTo Ha BanugHo KY, nsgageHo oT 1031 opraH.

2. [JocTtaBumkbT, Ypes cBosi onepatmBeH YO, nybnukyBa nepmoanyHo aktyaneH HoB CRL cbe cpok
Ha BanugHocT 1 mecell.

3. CpokbT Ha BanuaHOCT 1 MeceL Baxu 3a Bcekn nybnunkyBaH HOB akTyaneH CRL Ha onepaTuBHus
YO.

4.9.7 NMybnukyBaHe Ha akTyaneH CnucbK Ha NpeKkpaTeHu yaoCcToOBEepeHUs

1. [octaBuvMKkbT CBOeBpeMeHHO nybnukyBa aktyaneH CRL cneg asTtomMatudeH 3anuc Ha
npekpaTeHo U CrpsHO YAOCTOBEPEHHME.
2. [lybnukyBaHeTo Ha akTyanHus CRL e aBTomaTuyHo.

4.9.8 Bb3MOXHOCT 3a NpoBepKa Ha CTaTyC Ha yAOCTOBepeHMe B peasriHo Bpeme

1. [JocTaBuMKbT NpedocTaBs OHMNanH npoeepka B pearnHo Bpeme no OCSP npoTtokon Ha ctatyca Ha
n3pgagenute KY.

4.9.9 WUN3suckBaHuA 3a non3saHe Ha OCSP

1. lMpoeepka Ha ctatyc Ha KY B peanHo Bpeme (no OCSP npoTokosn) M3MckBa fa ce M3non3ea
HeobOxoaMMaTa TEXHWKa M TEXHONOMMW, KakTo M OHNamH goctbn npe3 WHtepHet ao OCSP
CbpBbpa Ha [JocTaB4uka.

2. [poepka Ha ctaTyc Ha KY B peanHo Bpeme (no OCSP npoTokomn) Moxe Aa ce U3NbiHM 1 npes
WHTepHeT cTpaHuuaTa Ha [locTaBuumka.

4.9.10 CbrnacyBaHe Ha unHcgpopmaumaTa B CNUCHK Ha NpeKkpaTeHn yaAOCTOBEpPEeHUs U
OCSP

1. TbnkaTto [JocTaBuMKbT NOgAbPXKA ABA METOAA 3a NPOBEPKa Ha cTaTyc Ha ygoctoBepeHune (OCSP
n CRL) cblecTtByBaT npoueaypu 3a nogabpXXaHe Ha eHaKBOCT Ha MHopMaLmaTa 3a cTaTyc.
2. WNHdopmaums 3a ctatyca Ha yaocToBepeHue ce aktyanuampa Han-Hanpeg no OCSP, cnep koeTo
Ce CUHXpOHM3Mpa W cboTBeTHMS ChnMCbK Ha npekpaTeHn ygocTtoBepeHus. Pasnukata B
nHdpopmaumaTa 3a ctaTyca Ha yaoCTOBEpeHME UMa Nepuoa Ha yeHaKBsBaHe B 3aBMCUMMOCT OT
YpocTtoBepsiBalLms opraH, nsgasall CboTBeTHUSE CNNCHK HA NpeKpaTeHn yaOCTOBEPEHUS, KaKTo
cnepga:
e 3a B-Trust Root Qualified CA u B-Trust Root Advanced CA — nepuoa ao 2 vaca;
o 3a B-Trust Operational Qualified CA n B-Trust Operational Advanced CA — nepuog po 2
MUHYTW.
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4.9.11 YcnoBusa 3a cnupaHe Ha yaocToBepeHue

1.

2.
3.

[ocTtaBunkbT, Ypes cBos onepaTtueeH YO, cnvpa OeACTBMETO Ha BanmaHo KY npu onpeaenexHun
YCNOBMS 1 3a CPOK A0 24 vaca.

[ocTaBunkbT Npeanpuema He3abaBHN OENCTBUSA NO UCKAHETO 3a CNMpaHe Ha yaoCTOBEPEHHUE.
3a BpemeTo, npe3 KOeTo y4OCTOBEPEHMETO € CMNPSIHO, TO CEe CcuMTa 3a HEeBanngHO U BCUYKU
€MNeKTPOHHM NoANUCU, MPOBEPSIBAHN C TOBA Y4OCTOBEPEHME Ca HEQENCTBUTENHM (HEBANUOHN).

4.9.12 Kon moxe Aa 3asiBM UCKaHe 3a crupaHe Ha yaocToBepeHue

1.

[ocTaBunKbT cnvpa nsgageHo oT Hero BannaHo yooCcToBepeHme ako:

e MOCTbMNM UCKaHe Ha NMoTpebuten nnn ynbnHOMOLLEHO OT Hero nuue, 6e3 Aa e AnbXxeH a ce
yBEPU B MAEHTUYHOCTTA UK B NpeAcTaBUTeNHaTa My BfacT;

e OCTBbMNN UCKaHEe Ha Nuue, 3a KOEeTOo cnopen obcToATencTeaTa € BMAHO, Y€ MOXE Ja 3Hae 3a
HapyLleHUsa Ha CUrypHOCTTa Ha YaCTHUA KoY, KaTo NpeacTaBuTen, CbAPYKHUK, CyXUTEN,
ap.;

e nocTbnu nckaHe Ha KPC;

e uMa pellieHne Ha npegcepartens Ha KPC, korato e Hanuue HenocpeacTBeHa OMacHOCT 3a
WHTEepecuTe Ha TpeTu nvua UM Npu Hanuyme Ha SOCTaTbyHO AAHHW 3a HapylleHue Ha
SEOEYY.

4.9.13Mpouenypa 3a cnupaHe Ha yaoctoBepeHue

1.

2.

No

CnvpaHe gencTBMeTo Ha yaoCTOBEPEHUNE Ce Npeaxoxaa OT perncTpupaHe Ha uckaHe 3a crnvpaHe
npea PO/MPC.

WNckaHeTo 3a cnvpaHe Ha y4OCTOBEPEHME MOXE [a Ce pernctpmpa Ypes enekTpoHHa 3asiBka unm
ce npaBu UckaHe npeg otopuanpaH onepatop B MPC Ha [JoctaBuuka.

3. WckaHeTo 3a cnupaHe Ha yooCToBepeHME Ypes eneKkTpoHHa 3asaBka ce yaocTtoBepsiBa ¢ KEI
(vnmn YEI) unu obnadven KEIT.

4. OtopusmpaHusat onepatop B PO/MPC HesabaBHo, 6e3 aa uaeHTuduumpa otpebutens,
cnvpa OencTBMeTO Ha yaocToBepeHneto. CnvpaHeTo Ha YOOCTOBEPEHMETO Ce U3BBbPLLUBA Ypes
BPEMEHHOTO My BMNUCBaAHE B CMMCbKa Ha NpekpaTeHUTe YAOCTOBEPEHUs], CbInacHo un. 26, an. 5
ot SEAEYY.

Cnen ycnewHa enekTpoHHa aBTeHTUdMKauMs Ha oTopusmpaHust onepatop B PO/MPC,
onepatmBHus YO n3nbrHaBa NoTBbpAeHaTa 3asiBka 3a CnMpaHe Ha yaoCTOBEPEHUETO.

PO/MPC He moxe oa OTXBbpJiSi UICKAHETO 3a CnupaHe.

Cnen cnupaHe Ha ypocToBepeHueTo, [ocTaBuMKbT 4pe3 cBodA onepatmBeH YO He3zabaBHO
nybnukyBa cnpsiHoTo yaoctoBepeHune B CRL ypes nsgasaHe Ha HoB CRL.

Cnepn cnupaHe Ha ygocTtoBepeHueTo, [ocTaBumkbT ype3 cBoATa Cnyxba 3a m3BecTaABaHe
He3abaBHO yBegomsBa [loTpebutensa uypes e-menn wunu push-HoTudumkauma Ha MOBMAHOTO
YCTPOWCTBO Ha CMpPsiHOTO yAOCTOBEPEHME.

4.9.14 OrpaHuM4yeHue Ha nepuoaa Ha cnupaHe Ha yaocToBepeHue
1. [OoctaBumkbT cnupa genctemeTto Ha KY 3a nepuoa 4o 24 yaca oT nonyyaBaHe Ha UCKaHETo 3a

cnupaHe.

2. JoctaBuMkbT BpeMeHHO cnupa [Jo 24 4aca [JeWUcTBMEeTO Ha YOOCTOBepeHue, npeau

npekpaTsBaHEeTO My.

4.9.15 Bb3o6HOBsIBaHe AEeMCTBUETO Ha CMPSAAHO yAOCTOBEpPEHUEe
1. [ocTtaBunkbT Bb30OHOBSIBa OENCTBMETO Ha cnpsiHo KY:

e [0 24 yaca cnep HeroBoTo Cnupaxe;

e cref KaTo nsteye cpoka 3a cnvpade (24 4yaca) 1 He e NOCTbNMMO NCKaHe 3a NpekpaTsBaHe;

e Cnepa KaTto oTnagaHe OCHOBAHWETO 3a cnupaHe, Npeaun ga uateye nepuoga Ha CnupaHe;

e 1o uckaHe Ha lNotpebutens, cnepg kato JocTtaBumkbT, cboTBETHO KPC ce yBepu, ye Ton e
y3Han npuvynHaTa 3a CnMpaHeTo, KakTO U Ye MCKaHEeTO 3a Bb30OHOBsSIBAaHE € HamnpaBeHo
BCNeacTBME Ha y3HABAHETO.
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2.

Cnepn Bb306HOBSIBaHE Ha YOCTOBEPEHUE, NOCNEAHOTO CE CYMTa 3a AENCTBUTEITHO.

4.9.16 NMpoueaypa 3a Bb30O6HOBAAIBaHe Ha JEeNCTBUETO Ha YyAOCTOBepeHue

1.

2.

PO/MPC B1b306HOBSsIBa cnpsiHO KY crieq KaTto nony4dn uckaHe 3a Bb3obHoBsABaHe oT [loTpebutens
M cnepq ycnewHa npoBepka 3a naeHTugukaums.

PO/MPC Bb306HOBSIBa CNpPsiHO yOOCTOBEPEHME Crneq KaTo Nosyyn NMCMEHO pasnopexaaHe Unm
nucmeHa 3anoeeq oT KPC, cboTtBeTHO Ha npeacegatens Ha KPC 3a Bb3oOHOBsABaHe Ha
YAOCTOBEPEHNETO.

PO/MPC He3abaBHO Bb30OHOBsIBa CMpsSIHO Y4OCTOBEPEHME Crneq KaTo M3Tevye HOpMaTUMBHUS
nepuog Ha cnvpaHe (24 vaca).

BbB BCuukm cnydaun, npouenypaTta no Bb30OHOBSABaHE M3BaXaa CrpSHOTO y4OCTOBEpPEHME OT
Tekywmnsa CRL v nybnukysa HoB CRL.

4.10 CtaTyc Ha yaocToBepeHue

1.
2.

Bewnuku gencteutenHn KY, konto [JoctaBumkbT nsgasa ce nyénukyear B [y6nuyHnsa perncrop.

Bcsako nybnukyBaHo ygoctoBepeHue B Pernctbpa e:

e CbC CTaTyC ,BanngHo" - nepnoabT Ha BanuaHOCT, MOCOYEH B Y4OCTOBEPEHMETO HE € U3TEKDb
KbM MOMEHTA Ha NPOBEpPKA Ha CTaTyca;

e CbC CTaTyC ,HEBANMAHO" - NnepnoabT Ha BanNMOHOCT, MOCOYEH B YAOCTOBEPEHNETO € U3TEKBI
KbM MOMEHTa Ha NpoBepka Ha cTaTyca.

Bcunukm npekpaTtenn ygoctoBepeHus ce Bkntoysat B CRL, konTo ce nyGnvkyBa nepmognyHo nnm

He3abaBHO creq NpoMsiHa Ha CcTaTyC Ha yOOCTOBEPEHME.

EnementbT B CRL, cboTBETCTBALL HA CNpsiHO/MPeKpaTeHO YAOCTOBEPEHNE Cbhabpka aTpubyT,

KOWTO yKa3Ba npuynHaTta 3a npekpaTsasaHe Ha yaoctoBepeHuneTo (,CRL Reason").

CnpsHo ygoctoBepeHue ce BkrtouBa B CRL oo HeroBoto Bb3oOHoBsiBaHe u atpnbyTtsT ,CRL

Reason" B cboTBeTCTBAWMA My eneMeHT oT Cnuckka e cbe 3HadeHue certificate Hold".

CraTyc Ha ygocTtoBepeHue, npoBepsiBaH yYpe3 CRL-mexaHusbM (Ype3 CnmMcbK Ha npekpaTeHn

yOoCTOBEPEHMS), Ce onpenens oT 3HadeHneTo Ha atpubyTa ,CRL Reason".

Cratyc Ha ygoctoBepeHue, nposepsiBaH ype3 OCSP-mexaHusbm (dpe3 OCSP npotokon), ce

onpegens OT 3HadeHuneTo response Status" B oTroBopa, nonydyeH ot OCSP cbpBbpa, KakTo

cnepnga:

e ,good"- yOOCTOBEPEHNETO He e ChpsiHO/MpeKkpaTeHo, HO He YTBbPXAaBa, Ye BpeMeTo Ha
OTroBOpa € B paMKuTe Ha nepmoaa Ha BannaHoOCT Ha TOBa y4OCTOBEPEHUE;
,revoked"- ynocToBepeHneTo e npekpaTeHo nnn BpeMeHHo cnpsiHo (on hold);

e ,unknown"- OCSP cbpBbpa HAMa WHpOpMaLMa 3a ToBa yOoCToBepeHue (Han-BEepOATHO
yAOCTOBEPEHNETO € n3gageHo ot Apyr [loctaByuk).

4.11 MNpeKkpaTsaABaHe Ha AOroBOp 3a yAOCTOBEPUTESTHU YCNyrn

1.

[loroBopbT 3a yaocToBepUTENHM yenyrv Mmexay JocTtaBumka v MoTpebuTens ce npekpaTsiBa cneg
“3TUYaHE Ha CpOKa Ha BanuaHOCT Ha NOCNeAHOTO M3AA[AEHO YAOCTOBEPEHME, NpekpaTsiBaHe Ha
BCWYKM BanugHW yOOCTOBEPEHMst MO TO3M [OrOBOP, WKW Ha APYro OCHOBAaHWE, MOCOYEHO B
[loroBopa.

4.12 Bb3cTaHOBSAABaHe Ha Kn4yoBe

1.

[ocTtaBunkbT He npeanara ycnyrata "EckopTupaHe Ha KNod 1 Bb3CTaHOBsABaHe Ha Knod" (Key
Escrow and Key Recovery).
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5 CPEOCTBA, YINPABJIEHUE N ONEPATUBEH KOHTPOI

5.1 ®uU3nyeckKku KOHTpPOn

1.

2.

[ocTaBunKbT ocurypsiea omandecka 3alimta M KOHTPOJT Ha JOCTbMNa Ha MOMELLEHUsATa, KbaeTo
UMa UHCTaNUpaH KPUTUYHN KOMMOHEHTU Ha UH(ppacTpykTypaTa Ha B-Trust.

KpuUTn4HM KOMNOHEHTN Ha UHdpacTpykTypaTa B-Trust Ha [JocTaB4umka ca:

e bBasos YO ,B-Trust Root Qualified CA";

BaszoB YO ,B-Trust Root Advanced CA”;

OnepatumeeH YO ,B-Trust Operational Qualified CA";

OnepatueeH YO ,B-Trust Operational Advanced CA”

Pernctpupall opran;

My6nnyeH pernctobp;

OpraH 3a nsgaBaHe Ha kBanuduumMpaHu enekTpoHHM BpemeBu neyaTtu ,B-Trust Qualified
Time Stamp Authority";

OCSP cbpBbp ,B-Trust Root Qualified OCSP Authority";

OCSP cbpebp ,B-Trust Qualified OCSP Authority";

OCSP cbpebp ,B-Trust Root Advanced OCSP Authority";

e OCSP cbpBbp ,B-Trust Advanced OCSP Authority".

WHdpacTpyktypata B-Trust Ha [JoctaBumka e cbumamdeckm n normdeckn obocobeHa n He ce
n3nonaea npw gpyru genHoctu, konto ,6OPUKA” ALl ocbliecTBsiBa.

5.1.1 MNMomeLweHUa U KOHCTPYKLUSA HA NOMeLLeHUsTa

1.

JocTaBunmkbT pasnonara CbC CheuManHo KOHCTpyuMpaHo u o00opyaBaHO MNOMeELLeHne C
eneKkTpoMarHuMTHa 3alumTa 1 Hanh-B1COKa CTEMEH Ha KOHTPOS Ha OM3NYECKN AOCTHM, B KOETO Ce
nomewaeaT YO Ha [locTaB4YMKa 1 BCUYKUTE LIEHTPariH1 KOMMOHEHTU Ha UH(pacTpykTypaTta — ,B-
Trust Root Qualified CA®, ,B-Trust Operational Qualified CA”, ,B-Trust Root Advanced CA®, ,B-
Trust Operational Advanced CA”.

5.1.2 ®dusunyecku gocrtun

1.

2.

®dunanyeckmaT 4OCTHbN 4O CNeumanm3mpaHoTo NoOMeLLEHNE Ce KOHTPOoMpa OT CUCTEMM 3a KOHTPON
Ha gocTbna, BuaeoHabnogeHne, CUrHanHo-M3BeCTUTENTHN CUCTEMU U ApP.

Cuctemnte 3a KOHTPON Ha PUINYECKUS OOCTbN CE MHCMNEKTMPAT NEPUOLAMYHO U Ce nogabpxat
HeobxoanMUTE XXypHanu.

OsnacTteHuTe nuua oT nepcoHana Ha [JocTaBuymka CTpPOro cnasaT M cnegsat paspaboTeHu
BbTPELUHU NpoLeaypu 3a 4OCTHN A0 Pa3fIMYHUTE 30HU HA MOMELLEHNETO C OrpaHnYeH prn3nveckm
AOCTBI.

Bcako nuue ot nepcoHana Ha [JocTaBynka € NepcoHnULMpaHo B CUCTEMUTE 3a KOHTpONnpaHe
Ha gocTbna 4o NOMELLEHNETO U Ce U3MCKBA CTpora Bepudunkaums.

513 E.I'IeKTpVI‘-IeCKO 3axpaHBaHe U KnMMaTu4Hu ycnoBus

1.

EnekTpo3axpaHBaHETO Ha BCUYKM KPUTMYHW KOMMOHEHTW Ha WHpacTpykTypata B-Trust Ha
[ocTaBunka ca 3amTeHn cpeLly NnpekbCcBaHe Ha enekTpocHabaaBaHeTo. EnekrposaxpaHBaHeTo
Ha NOMELLEHNETO € C BUCOKa CTEMEH Ha 3almuTa 1 € eKpaHMpaHo cpeLly BbHLUHU UHTEPBEHLIUN.
BeHTnaumoHHaTa cuctema e cneymnanHo npegHasHadeHa 3a TakbB Krac NnomeLleHusl, KaTto He
O0nycka KoMnpoMeTMpaHe Ha hmnsnyeckaTta u enekTpomMmarHuTHaTa 3alwmra Ha ToBa NoMeLLeHune,
KakTo 1 HopManHaTa paboTa Ha MHCTanupaHUTe KOMMIOTbPHN KOMMNOHEHTMU.

5.1.4 HaBogHeHue
1. MpegBuaeHn ca cneumanHn Mepku cpeLly HaBoAHEHNE Ha MOMELLLEHNETO.

5.1.5 lNpepoTBpaTsaABaHe Ha NoXxap U 3awmTa oT noxap
1. ,D,OCTaB‘-II/IK'bT cna3Ba BbBeAeHuTe HOpMaTtuBHM W CTaHOAPTU3AUMOHHU NPOTUBOMNOXapHU
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M3NCKBAHUA 3a TaKbB Kiac nNnoMeLleHn4.

5.1.6 CbxpaHeHMe Ha HOCUTENM Ha AaHHMU

1. B nomeLLeHNeTO ca pasnonoXeHn cendoBe C pasnnyHa cTeneH Ha dmsnyecka 3awmra cpeLly
OTBapsiHe, B KOMTO Ce CbXxpaHdaBa MHopMauusaTa, KBanuuumpaHa kato KoHpuaeHumanHa.

5.1.7 CpoK Ha ynoTpeba Ha TeXHU4EeCKN KOMMOHEHTU

1. EkcnnoaTaumMOHHUAT CPOK Ha U3NYEeCKUTe eNnemMeHTU B CbCTaBa Ha BCUYKM  KPUTUYHU
KOMMNOHEHTU Ha nHdpacTpykTypaTta Ha B-Trust ce cvbbniogaBsa n cneg npeaBvMaeHnst nepuog Ha
paboTa, Te ce ussexaar ot ynotpeba.

5.1.8 [yb6nupaHe Ha TeXHUYECKUTE KOMMNOHEHTHU

1. BCWYKM KPUTUYHM KOMMNOHEHTU B MH(ppacTpykTypaTa B-Trust Ha [loctaBumka ca gybnmpanu.
2. KomnoHeHTUTe B MH(paCTpyKTypaTa, KOUTO NPeaoCTaBAT yCryru B peanHo Bpeme, CBbp3aHu C
n3gageHnTe yoocToBEPEHUS, Ca U3MbITHEHM NO CXeMa 3a HENPEKbCBAEMOCT Ha YCnyruTe.

5.2 TpouenypeH KOHTpoOn

1. OnepaTuBHMTE NpoLEOYPU B HACTOSALLNSA OJOKYMEHT, OTHOCHO MHdpacTpykTypaTa Ha B-Trust, ce
N3NbIHABAT B MbJIHO CbOTBETCTBUE C pa3paboTeHn BbTPELLHN NpaBuna, ykasaHus u MNonutuka
3a curypHocT Ha [loctaBumka.

5.2.1 ONBbXHOCTU U AENHOCTU

1. [JocTaBuMKbT noaabpxka KBanuUUMPaHU CRYyXWUTENW Ha OTbXHOCTA, KOWTO oOcurypsisat
N3MbIMHEHNETO Ha 3aAbIKEHMATA MY BbB BCEKM MOMEHT MNP OCbLLECTBABAHETO Ha AeNHOCTTa
no usgasaHe, nogapwbkka u ynpaeneHune Ha KYKEI, B cboTBeTCcTBME C HOpMaTMBHaTa ypeaba.

2. [ocTtaBuMKbT OCUrypsia €MHOCTTA CU CbC COBCTBEH NepCcoHarn.

3. 3aonpegenexu genHoctu, [1oCcTaBYMKBLT MOXE Aa NPUBMAMYA M BbHLUHW Nyua.

5.2.2 Bpow Ha cnyXuTenu 3a onpeaeneHa 3agada

1. 3a Bcsika OT NOCOYeHUTE AeHOCTM B HOpMaTuBHaTa ypeaba, [JocTaBuMKbT Noaabpa noHe no
€[HO NuLe, KOETO Aa U3NbIHSABA NOCTaBEeHUTE 3a4auu.

5.2.3 UpeHTudpukauma Ha QNbBXKHOCT

1. [JocTaBuMKbT € pa3paboTnn OMbXHOCTHU XapakTEPUCTUKX 3a BCAKA edHa OT OMTbXHOCTUTE Ha
nepcoHana, KonTo U3nbiHsaBa AeWHOCTTa My.
2. [OnbXxHOCTUTE OT NepcoHana Ha [locTaB4yMka BKOYBAT MNOHE criegHUTe OeMHOCTH:
e reHepupaHe U nogabpaHe Ha UH(ppacTpykTypaTa Ha NyBrMYHUA KNOY Ha JOCTaBYMKa Ha
yAOCTOBEPUTENHN YCIYIK;
*  aAMWHUCTPMPaHE U OCUTypsiBaHE CUTYPHOCT Ha CUCTEMUTE;
e Cb3gaBaHe 1 ynpasneHue Ha KY, BKNOYNTENHO Cb3faBaHe Ha ABOWMKA KIOYOBE - YacTeH U
nyénuyen 3a KY;
e CbXpaHeHue Ha OaHHU U apXuBUPaHE.

5.2.4 WN3ucksBaHuA 3a pa3gensiHe Ha OTFTOBOPHOCTUTE
1. [ewnHoctuTe Ha nepcoHana Ha [JocTaB4umKa ce 3nbfHaABaT OT pasfnIMyHK nuua.

5.3 KBanudukauma n obyvyeHue Ha nepcoHan

1. lMepcoHanbT Ha [ocTaBuMka npuTexaBa HeobxoaumaTta KBanudukaumsa, npodecnoHanHm
NMO3HaHUA M ONUT B cregHuTe obnacTu: TEXHONMOrMu 3a CUrypHocT, kpuntorpadwmsd, PKI -
TEXHONMOMNSA, TEXHUYECKM HOPMW 3a OueHKa Ha CUrypHOCTTa, MHAOPMAUMOHHM CUCTEMMW,
KOMYHMKaLMK 1 ap.

2. JlwyaTa oT nepcoHana Ha [locTaB4yMKka nNpeMmHaBaT HayarnHo 1 nocrneaBallo KBanmgukaunoHHO
oby4yeHne no ekcnnoartauus Ha KOMNOHEHTUTE Ha MHAdpacTpykTypaTa B-Trust.

3. W3nckBaHusTa 3a JONbAHUTENHA KBanudukauus, ONPecHUTENHW U Opyrn MeponpusiTus ca
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pa3nucaHu BbB BbTPELLHM JOKYMEHTU Ha [locTaBymka.
4. [DocTaBuMKbT NOATOTBA WM aKTyanuaupa BbTPeLLHM HCTPYKLMK 3a paboTa, KOUTO NpefocTaBs Ha
nepcoHana 3a Luenute Ha camooby4yeHve 1 NnoBuLIaBaHe Ha kBanudukaumsaTa npu padora.

5.4 WsroTBsiHe 1 noaAbpXKaHe Ha XypHanu

5.4.1 3anuncuv Ha 3Ha4YUuMU cbLOUTUA

1. [JocTaBYMKbLT CbXpaHsiBa 3anucu, Cb3gaBaHW OT OnepauyMoHHUTE CUCTEMM Ha KOMMIOTbPHUTE
nnartgopmn B MHpacTpykTypata B-Trust, kakTto cneasa:
® [pPU UHCTanNUpaHe Ha HOB W/UNn JOMbIHUTENEH codTyep;
e [pu CNupaHe 1 cTapTUpaHe Ha CUCTEMUTE U NPUNOXeHMaTa B TAX (daTta, Bpeme);
e MpW YCMELHN N HeYCMNeLIHW ONMUTKU 3a CTapTUpaHe Ha 1 SOCTbMN OO0 XapAyepHU U cCoTyepHU
PKI-KOMMNOHEHTU Ha CUCTEMUTE;
o pu CUCTEMHM CODTYEPHM N XapAyepHU CPUBOBE Ha CUCTEMUTE WU OpPYyrM aHomanum B
nnartgopmuTe.
2. JJocTaBuYMKbT CbXxpaHsiBa 3anuncu, Cb3fgaBaHUM OT KOMMOHEHTUTE (codpTyep W Xapayep) B
MHdpacTpykTypaTa Ha B-Trust oTHOCHO:
e reHepupaHe u ynpasreHue Ha ABOWKUTE KIoyoBe M ygoctoBepeHus 3a YO 1 KOMNOHEHTU B
WMHdpacTpykTypaTa Ha B-Trust;
ynpaeneHne Ha HSM Ha ,B-Trust Root Qualified CA” n ,,B-Trust Operational Qualified CA®;
ynpaeneHne Ha HSM Ha ,B-Trust Root Advanced CA” n ,,B-Trust Operational Advanced CA*,
CbAbpXaHWe Ha nsgageHuTe yaoCcToBepeHus;
reHepvpaHe 1 ynpasrieHne Ha 4BONKUTE KINo4voBe 1 yaocToBepeHus Ha [oTtpebutenuTe;
ycnewHa unn HeycnewHa oOpaboTka Ha 3asBKM 3a uM3gaBaHe W/MNM MogdpbXkka Ha
yOOCTOBEPEHMS,;
reHepupaHe Ha CRL;
nybnvkyBaHe Ha usgageHy BanugHu ygoctosepeHus B My6nnyHna perncrsp;
KOHdourypupaHe Ha npodunn Ha yaoCcToBEPEHUS;
cTaTyc Ha yaoOCTOBEPEHUE B peasiHO BpeEME;
n3gaBaHe Ha KBanuuumpaH enekTpoHeH BpeEMEBM NeyaT Ha NpeacTaBeHo CbabpXaHue.
3. Hoctbn po wuHdopMauuaTa Ha 3anMcute uMMaT caMO OBfnacTeHW nvua OT nepcoHana no
nogapbXka Ha cuctemuTe.
4. [locTaB4YMKbLT CbXxpaHsiBa 3anucu, kouto ce cb3gasaT B PO/MPC o0THOCHO:
e MOCTBLMNAN OKYMEHTU 3@ PErncTpupaHe C Len yCTaHOBSABaHE Ha MOEHTUYHOCT U Ha UCKaHWUSA
3a usgasaHe, NoAHOBsIBaHe, cnupaHe/Bb30OHOBSIBaHE 1 NpeKkpaTaBaHe Ha yaOCTOBEPEHUS;
e BbTPELUHM Npoueaypu 3a naeHTUduKaums n permcTpaums.
5. CwbxpaHgaBart ce 3anucu, Cb3gageHn 0T KOMyHUKALMOHHUTE KOMMOHEHTU B MHGpaCcTpyKTypaTa.
6. CobxpaHsiBaT ce 3anucu B AOKYMEHTANHUA apxvB - CTapu 1 akTyanHu Bepcumn Ha llonutuka 3a
nsgaBaHe Ha KBanuduumMpaHu yOooOCTOBEPEHMS 3a KBanuduumpaH enekTpoHeH noanuc u
Mpaktuka npu npegoctassaHuTe ot ,bOPUKA® ALl kBanuduumpaHn ygoctoBepuTenHn ycnyrm,
3aaBKN-opMynapu, MHCTPYKUMK 3a paboTa u ap.

5.4.2 YecToTa Ha cb3paBaHe Ha 3anucu

1. WNHdopmMaumaTa 3a eNneKkTpoHHUTE XXypHanu ce reHepmpa aBTOMaTUYHO.

2. 3anucute 1 noroBeTe NEPMOANYHO CE aHanM3upaT OT OBMAaCTEHN CryXuTenu Ha [ocTaBuuka.
5.4.3 lepuop Ha cbXxpaHeHUe Ha 3anucu

1. XKypHanuTte ce cbxpaHsiBaT 3a nepuof oT 7 (cegem) roauHu.

5.4.4 3awwmTta Ha 3anucuTe

1. WHdopmaumudata oT 3anucute B Nnorosete nepuoamnyHoO ce 3anMcBa Ha (usmMyecku Hocutenwu,
KOUTO Ce CbXxpaHaBaT B crieuunaneH cend, Hammpal, ce B NoMelleHWe C BMCOKa CTeneH Ha
dmamndecka 3alumTa n KOHTPOMN Ha AocTbna.
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2. Cawmo kBanuguumpaHu oBnacTeHu nuiua oT nepcoHana Ha [loctaByvka Mmat npaBo Ha AOCTbN U
paboTa C Te3n 3anucu 1 Noroee.

5.4.5 MopaabpkaHe Ha pe3epBHU KONUA

1. MopabpxaT ce pe3epBHU KOMWUS OT 3anucuTe B NIOroBeTEe Ha CUCTEMUTE, KOMTO Ce CbhXpaHsBaT
HageXaHo.

5.4.6 YBegomsiBaHe crieql aHanu3 Ha 3anucu B XXypHana

1. TNepuoamyHO ce aHanu3Mpart 3anucuTe B XKypHarna no OTHOLLEHME Ha YSI3BUMOCT M HadeXaHOCT
Ha cucTemMuTe 1 ce yBeaoMsiBaT KOMMNETEHTHUTE opraHn Ha [locTaBuvka 3a B3eMaHe Ha MepKM Nno
ynpaBrieHne Ha CUrypHoOCTTa, ako e Heobxoaumo.

5.5 ApxuB un nogabpKaHe Ha apxuBa

1. WNHdopmaumaTa 3a 3Ha4MMK CbOUTUS Ce apxvBMpa B eNeKTPOHEH BUA, NEPUOANYHO.

2. Ha xapTueH HocuTen nnu B eNneKTPOHEH BUA ce apxuBupa 1 usanarta MHopMaLums, CBbp3aHa CbC
NUCkaHeTO 3a Wu3gaBaHe, MOAHOBSIBaHe, ChMpaHe/Bb3oOHOBSIBAHE W MpekpaTsiBaHe Ha
YLA,OCTOBEPEHMS U MbIHMSA AOKyMeHToo6opoT mexay [octaBumka u MNotpebutenuTe.

3. [JocTaBuMKbT CbxpaHsBa apxuBa BbB opmaT, MO03BOMsBall Bb3NPOU3BEXOAHE U
Bb3CTaHOBsIBaHeE.

5.5.1 BupoBe apxuBu
1. [ocTaBuMKbT NogabpKa XapTUEHU U ENEKTPOHHN apXMBM.

5.5.2 lepuop Ha cbXxpaHeHue
1. ApxuBbBT ce CbxpaHsiBa 3a cpok oT 10 (geceT) roguHu.

5.5.3 3awmTa Ha apxmBHa UHcopmaums

1. CurypHocTTa Ha apxuBa ce obesneyvaBa, KakTo cnegga:
e apxumBHUTE hannoBe B eNeKTPoOHHa bopMa ca eneKkTPOHHO NoANnCcaHu;
e cneundpuyHMTEe CHOUTMA W OaHHM, KOMTO Ce 3anuceaT B apxvMBa Ca onpederieHn u
OOKYMEHTMpaHu oT [locTaBunKa;
e CbXpaHsiBa Ce Ha HadexXxaHW EeNneKTPOHHW HOCUTENW, KOMTO He moraT Aa O6baat necHo
YHULLOXEHN NN N3TPUTK Npe3 Nnepmofa Ha CbXpaHeHe Ha apXuBa;
e YO enekTpoHHO NOAMMCBA BCUYKM YOOCTOBEPEHMS M CMUCBUM HA MpekpaTeHu U ChnpeHu
YAOCTOBEPEHUS;
e CaMmO OBfacTeHu nuua oT NepcoHana no NogapbXka Ha cucTtemmnTe paboTaT Cbe 3alimMTeHaTa
apxuBHa MHdopmauus;
e EMEeKTPOHHUTE KOMYHUKaUMM Mexay JoKanHuTe KOMMOHEHTU Ha MH@pacTpyKTypata ca
3alwmTeHn Ha 6a3a crangaprta PKIX;
e OTAaneyeHuTe eneKkTPOHHU KOMYHMKaLUKN ca 3almTenn n ca 6asmpanun Ha ctaHgapTa PKIX;
2. [ocTaBuvMKbT nMpeueHsBa W3NOM3BAHETO Ha MOLWEHCKU W Kypuepcks ycnyrm m dakc ¢
MoTpebutenure.

5.5.4 Bb3cTtaHoBfiBaHe Ha apxXxuBHa UHopmauus
1. [Mpun HeobxogmmocT [JOCTaBUMKBT Bb3CTAaHOBABA MHAOPMaLNA OT apxuBea.

5.5.5 WUsuckBaHe 3a yaocTtoBepsiBaHe Ha Aata U Ha yac
1. OtpenHuTte apxmeu ce obesnevaBaT C ygoCTOBEPSIBAHE HA TOYHOTO BPEME Ha NOLNUCBAHETO UM.

5.5.6 CbxpaHsiBaHe Ha apxuBa

1. BwbTpelwHa (KypHanHa) u BbHLWHA (AOKyMeHTanHa) UHdopmaums ce CbXpaHsiBa HaOSIeXHO B
crieymarneH cend B NomeLLeHne C BUCOKa CTeNeH Ha ouanyecka sawmTa.
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5.5.7 MpupobuBaHe 1 npoBepKa Ha MHopMaLmsa B apxmBa

1.

3.

My6nnyHaTa apxuBHa nHdopmauusa Ha [JoctaBumka ce nybnukyea n € goctbnHa B [Ny6nmyHmng
pernctbp M1 CRL 1 B gokymeHTanHus peructbp. Lpyra uHdopmaumsi, KoaTo ce cbbupa npwu
UckaHe 3a nsgaBaHe Unu ynpasreHne Ha yAoCTOBEPEHNE e A0CTbMHA caMo 3a nuuaTta, noganu
NCKaAHETO UIN 3a CbOTBETHO YMbSIHOMOLLLEHM OT TSX nuua.

,[10NUTUKa 3a M3gaBaHe Ha KBanuduuupaHu yaoCTOBEPEHUS 3a KBanuduumpaH enekTpoHeH
nognuc u MNpaktnka npu npegoctaesaHuTe ot ,6OPUKA® ALl ksanuduuupaHn yaoctoBepuTesniHu
ycnyrn“ n [JoroBopbT 3a yAOCTOBEPUTENHMU YCNyrn ca nyornmyHo AOCTLMNHWM B AOKYMEHTAINHUA
pernctbp Ha [ocTtaBuvka M morat ga ce nomnyyaT M u3Ternat oT VIHTepHeT cTpaHuuata Ha
[ocTtaBuuka.

JocTaBunkbT ocurypssa nybnumyHata apxmBHa MHopmaumsi B YeTUM BUA.

5.6 [MpomsHa Ha KNy

1.

2.

[locTaBYMKbT MOXe Aa NPOMEHM KItova, CbOTBETCTBALL Ha u3gageHo KY, camo kaTto nsgane HoBo
yOoocToBepeHMe unm NnogHoBM TekyLwoTo ¢ ,Re-Key”.

MpomsiHa Ha kntoya, cboTBeTcTBal Ha KYYE, obnayeH KEIM v KYYElNeuaT ce nanbnHsaBa camo
KaTo ce u3gage HOBO yOOCTOBEPEHME.

5.7 KomnpomeTupaHe Ha Kno4oBe U Bb3CTaHOBsIBaHe cred aBapum

1.

[ocTaBunKbT nonara Abmkumara rpmka, 3a ga nogabpka HenpekbCBaeMOoCT M LANOCTHOCT Ha
yAOCTOBEPUTENHUTE YCNYrK, CBbP3aHW C YAOCTOBEPEHWsATa, KOUTO u3gasa, Noaabpxa wu
ynpasnsBa.

[ocTaBunKbT nonara MakCUMarnHu rpukun B pamKMTe Ha Bb3MOXHOCTUTE M pecypcute cu, Aa
MUHUMU3NPA pUCKa OT KOMMPOMETMpaHe Ha krn4doBeTe Ha YO Bcneactsme OT NPUPOAHM
OeacTeua nnu aBapun.

B cnyyan Ha cpvBoBe B KOMMNIOTbPEH pecypc, B copTyep unu B nHgopmauusata, [octaBumkbT
yBegomsiBa [loTpebutenuTte, Bb3CTaHOBSIBA KOMMOHEHTUTE Ha WHGpPacTpykTypata W
NpPUoOpUTETHO BL30OHOBsABaA AocTbna Ao MNyonuyHus permctop 1 CRL.

Mpn KoMnpomeTMpaHe Ha mM3non3eBaH Kpuntorpadcku anroputbMm, JocTaBYMKBLT MHGOPMUpPa
Motpebutenute n [JoBepsaBalLmTe Ce CTPaHU CbC CbObLLIEHNE Ha odmumanHua cu yeb canT.

5.8 KomnpomeTupaHe Ha YacTeH KIkoY

5.8.1 Ha YpocTtoBepsiBaly opraH

1.

[ocTaBunkbT npegnpuema cnegHutTe OencTBUsi NPU KOMMPOMETMPAHE Ha YacTHUSA KN4 Ha
onepatnBHus YO:

e rpekpaTtsaBa He3abaBHO Y4OCTOBEPEHMETO Ha OnepaTUBHUSA OpraH;

nsgasa n nybnukysa HoB CRL ot 6a30Bus opras;

yBegomsiBa Notpebutenute n [loBepsiBalumTe ce CTpaHu;

cnupa onepatmeHus YO;

yBegomsasa KPC;

n3BbpLUBa He3abaBeH aHanM3 n N3roTes 4OKNag 3a NnpMynHaTa 3a KOMNPOMETUPAHETO;
NMHMLMMpa npoueaypa no reHepupaHe Ha HoBa ABOViKa ONepaTUBHM KIHOYOBE;

n3gaBa HOBO yOCTOBEPEHMNe Ha opraHa oT basosus opraH.

[ocTaBunkbT npegnpuema cnegHutTe OencTBUst NPU KOMMPOMETMPAHE Ha YacTHUSA KI4Y Ha
6asosua YO:

e rnpekpaTtaBa He3abaBHO y4OCTOBEPEHMETO Ha 6a30BUS OpraH;

e cnegsa BCUMYKM CTbIKM NO NpeaxoaHaTa Touka;

o yBepomsBa KPC n akpeantmpa/pernctpmpa HoBM yaoCTOBEPSBALLM OpraHu.

5.8.2 Ha vyacreH knto4 Ha lNoTpebuten

1.

Mpy KOMNpoMeTMpPaHe Ha YacTeH Koy Ha [MoTpebuten, NocnegHUsT e 3aabikeH He3abaBHO Aa
yBefomu [loctaBumka, 3a Aa MHULMUPa NpoLieaypa Nno npekpaTsiBaHe Ha Y4O0CTOBEPEHMETO.
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5.9 lMpekpaTtsaiBaHe Ha AeNHOCTTa Ha [JocTaB4YMKa

1. [enHoctTa Ha [JocTaBumka ce npekpatdasa no pega Ha HOMAOYY.
2. Tlpu npekpaTtaBaHeTo Ha AeNHOCTTa cn [JOCTaBYUKbLT:

yBegomaBa KPC 3a HamepeHMeTO cu, He MNo-KbCHO OT 4 Meceua npeou gaTtata Ha
npekpaTtsiBaHe;

He3aBMCUMO OT M3MCKBAHETO MO NpeaxoaHaTta Touka, [loctaBunkbT yBegomsaea KPC B crniyyan
Ha MCK 3a 06saBABaHE Ha OPYXECTBOTO B HECLCTOATENHOCT, 3a 006sBsIBaHE Ha APYXECTBOTO
3a HeenCTBUTENHO UK 3a ApYro UCKaHe 3a NpekpaTsaBaHe Unn 3a 3ano4vsaHe Ha npoleaypa
no NUKBMAALNS;

nonara BCUMYKM YCUIMA W TPWXKKW, 3a [[a MpoAb/kKM OEWCTBMETO Ha uM3gadeHuTe
yOooCTOBEPEHMS,;

yBegomsia nucmeHo KPC un MNotpebutenute ganu gerHocTtTa Ha [JocTaBynka ce noema ot
OpYr pernctpyvpaH OOCTaB4YMK, KAKTO U OTHOCHO MMETO My, HaW-KbCHO KbM MOMEHTa Ha
npekpaTsiBaHe Ha AeWHOCTTa. YBeaomreHne ce nybnukyBa M B VIHTEpHET cTpaHuuaTa Ha
JJocTaBuuka;

yBegomsiBa [loTpebutennte OTHOCHO yCroBusiTa MO MOAAPBXKKA Ha MNPEXBbPEeHUTe
yOoCTOBEpPEHMS KbM [JOCTaBUYMKA-NPUEMHIIK;

OKYY npomeHsa cTaTyca Ha CBOUTE YOOCTOBEPEHUS W HaONexHo npefasa usanata
OOKyMeHTauus, CcBbp3aHa C OeNHOCTTa My Ha npuemawms [JocTaB4uMK, 3aedHO C BCUYKM
apXMBU, KaKTO 1 BCUYKM M3OadeHN yooCTOBEPEHUS (BanNnaHW, NpeKpaTeHn 1 CNpeHn);
M3BbpLUBa HeobxoanmMuTe OENCTBUS 3a NPEXBBbPIISHE HA 3a4biPKEeHUATA 3a NoaapbXka Ha
MHdopMaLmMsaTa KbM NpuemMallms [JocTaBymK, BKNIOYUTENHO apXmnB Ha CbONTUATa 3a NpoMsiHa
Ha cTaTyC Ha usgageHuTe yOOCTOBEpPEeHUs 3a CbOTBETHUSA nepuod. Tasn nHdopmauus ce
npegaea Ha npuemMaiumsi [JoctaBumnk Npu CbLUNTE YCITOBUS!, KATO T€3U ONMCaHM B HAcTosiLwaTa
NONUTUKA,

ynpaBfeHneTo Ha Beve uM3gageHuTe yooCTOBEPEHUS 3a KpamHW KMWEHTU MpeMmnHaBa KbM
npuemawms [JJoctaByuk;

B criyyan, ye [locTaBYMKBLT He ycree Aa NpexBbpnv AerHOCTTa CU Ha Apyr peructpupaH
OOCTaB4YMK, TON NpekpaTaBa AEUCTBMETO Ha BCUYKU M3gafeHun yOoCTOBEpPeHUs U npedasa
uanarta gokymeHtaumsa Ha KPC;

KPC nopgabpxa permctbp cbe CRL.
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6 YMNPABJIEHUE U KOHTPOJ1 HA TEXHUYECKATA CUI'YPHOCT

6.1 leHepupaHe N MHCTanuUpaHe Ha ABOMWKa KNn4YoBe

1.

2.

Kpuntorpadpckute AOBOVKM KOYOBE 3a CNyxXebHuTe ypgocTtoBepeHus Ha [locTtaBumka ce

reHepupaT U UHCTanuMparT CbrnacHO UHCTPYKUMUTE N NpoueaypuTe B TO3N JOKYMEHT.

JocTaBunKbT M3Mon3Ba CBOMTE YACTHWU KMOYOBE CaMO 3a Lenute Ha OeWHOCTTa CU, KakTo

cnepga:

e [a noanvuceBa u3gadeHn CcnyxebHu yOoCTOBEPEHWA Ha onepaTUBHUM OpraHn B CBoOsITa
WMHPaCTPYKTYpPa;

e [anopnucsea nsgaeaHute u nyonukysann CRL;

e [a nognucea BCUYKM nsgaBaHu 1 nybnukysanu KY Ha NoTtpebutenute.

Kpuntorpadpckute (RSA) gBonkm knoyoBe Ha usgaBaHuTe KYKEI B mH(ppacTpykTypaTa Ha

[ocTaBunka ce reHepupaT, KakTo cnegea:

e ot lNoTpebutens - ¢ xapayep v codpTyep unm camo ¢ yTBbpAeH oT [locTaBumka codpTyep
(Crypto Service Provider/CSP), KONTO € nog HEroB KOHTPO!T;

o o7 PO/MPC Ha [JocTasuuka - ¢ xapayep 1 coptyep unm camo ¢ yTBbpaeH oT [locTaBumka
codptyep (Crypto Service Provider/CSP), KonTto € nog KOHTpPON Ha onepaTtop Ha
[ocTaB4unka.

KpunTtorpadckmte (RSA) gBowkm kntovoBe Ha nsgasann KY 3a obnayeH KEI ce reHepupart Ha B-
Trust QHSM Ha nnatcopmaTa 3a obnaveH KEI npu [ocTtaBymka C M3MCKYEMOTO HMBO Ha
curypHocT (CC EAL 4+ n no-BUCOKO).

HocTaBunkbT MOXe Ha GasaTa Ha LOroBOPHM OTHOLLIEHMSA fa npefoctasu Ha oTpebutenuTte
0000pEeHn OT Hero TEXHWYECKM CpedcTBa, KOMTO OTrOBapsAT Ha W3MCKBAHMSATA 3a HMBO Ha
CUTYpHOCT.

Camo enekTpoHHM MognuCKM M neyaTn, Cb3OadeHW C YacTeH KIY Ha ABOWKa Kro4yoBe
reHepupaHn B QSCD n QHSM Ha nnatdopmarta 3a obnadeH KEIN nmat xapaktepa Ha KYKKETT,
KElMeyaTt n obnayen KEIN n KYKEleuart.

MoTpebutenaT ce 3agbikaBa Aa U3Non3ea yTBbpAeH oT [locTaBumka copTyep unv nuueH3npaH
TakbB 3a pabota c KY u c acoummpaH (cbotBeTeH) ¢ 79X TokbH (QSCD unu SCT/PKCS#12 dhann).

6.2 [poueaypa no reHepupaHe

6.2.1 MeHepupaHe Ha Kpuntorpadcku Knw4oBe Ha YOocToBepsiBal, oOpraH Ha

OdocTtaBuunka

HocTtaBunkbT reHepupa ABoviku kpuntorpadckn (RSA) knoyoBe Ha 6a3oBMA M Ha onepaTuBeEH
YO kato nanonassa HSM ¢ ygoctoBepeHo HMBO Ha curypHocT FIPS 140-2 Level 3 nnu no-Bucoko,
cboTBeTHO CC EAL 4+ unn no-Bucoko.

OTtopuanpaHn nuua OT nepcoHana Ha [locTaBuMka W3NbIHABAT CTLMKATE MO FEeHepupaHe,
MHCTanMpaHe M CbXxpaHsiBaHe Ha OBOMKMTE KnioyoBe Ha basoBute u Ha OnepatuBHuTe YO,
cboTtBeTHO ,B-Trust Root Qualified CA", ,B-Trust Operational Qualified CA" wun ,B-Trust Root
Advanced CA", ,B-Trust Operational Advanced CA", cbrnacHoO OOKYMEHTUpaHa BbTpeLLHa
npoueaypa, cbrnacyBaHa u yTBbpaeHa oT pbKoBoACTBOTO Ha [locTaBymka.

MpouenypaTta ce M3NbfHABA B NPUCHLCTBME Ha NpeacTaBUTEN Ha BMCLLETO PbKOBOACTBO Ha
,DOPUIKA” ALl n Ha HOTapuycC.

[eowka kntovoe Ha YO Ha [locTaBuMKka ce reHepmpa camo crieq MHnUuanu3aums Ha CbOTBETHUS
CNnoT B XapayepHaTta Kpuntocuctema, obcnyxsatia To3n OpraH.

Mpy mHMUManu3auMsi Ha BCEKU CMNOT Ce BbBeXaaT npeaBapuTENnHO MNOArOTBEHW KOOOBE 3a
KOHTPON Ha AoCTbNa 40 YacTHUA Koy Ha OpraHa B TO3M CIoT.

KopoBeTe 3a 4OCTHN A0 YaCTHUS KoY ca He3aBUCUMO NOAENEHN MeXAy NOHE ABEe OTOPU3NPaHM
nvua oT nepcoHana Ha [locTaBuuka, C orneg Ha HEBb3MOXHOCT 3a MepcoHarnHa akTuBaums Ha
JOCTbMa 4O CbOTBETHUA YacTeH Koy,

Cb3gapgeHuTe YacTHM knodose Ha YO ce cbxpaHsaBaT pasgernHo Bbpxy otaenHn QSCD, Bcsko
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OT KOUTO € Mo KOHTpOSa Ha NoBeye OT egHO OTOPU3NPaHo nuue OT nepcoHana Ha [loctaB4umka.
Pa3genHoTo CbxpaHeHWe Ha 4YacTHUTE KIH4YOBE M MHAMBMAYAIHMS KOHTPOMN Ha AOoCTbn A0
CbXpaHsiBaHUTE 4acTu Ha 4YacTHu krovoBe Ha YO B otaenHute QSCD He nossonsBa Tesu
knioyoBe ga 6bgar KOMMOPOMETUPaHW W/MNK HepernaMmeHTUpaHo penpoayuupaHn U3BbLH
JocTtaBuuka.

6.2.2 leHepupaHe Ha KpunTorpadcku kno4voBe Ha MNoTpebuTten

1.

2.

[Borikata knoyoBe Ha [loTpebuten ce reHepupa C M3nNon3BaHe Ha YTBbPAEH cneunanusavpat
copTyep, KOUTO € N3LAN0 No HEroB KOHTPOTT.

B cnyuan, korato [JocTtaBunkbT reHepupa [dBonkaTa krntodvoBe Ha [loTpebutens, Tonm mM3nonsea
creumanuanpaH 1 yTBbpaeH codTyep, NPoOBEpeH 3a ycnewHa pabota npes uHtepgencute Ha
WHdpacTpykTypaTa Ha B-Trust.

[BownkaTa kntovoBe Ha [MoTpebuTten ce reHepupa B ogobpeH ot Joctarunka QSCD ¢ npoepeHo
HMBO Ha CUIYPHOCT Unu 4pe3 yTBbpaeH oT Hero codtyep (Crypto Service Provider/CSP). Korato
aBouikaTa kntovose 3a KEIN/KElNeuvaT ce reHepupa npu [JoctaBumnka, BUHaru ce nsnonssa B-Trust
QSCD. YacTHuaT kIntoy Ha reHepupaHaTa ABOWiKa KIN4oBe He MoXe aa 6bae n3segeH ot QSCD.
[eownkara kntoyoBe Ha lNMoTpedbuten Ha obnayveH KEI BuHaru ce reHepupa B B-Trust QHSM Ha
nnatcopmaTta 3a obnaveH KEI Ha [JocTaBumKka u ce CbxpaHsiBa OT HEro 4pes yTBbpAeHa
KpMNTO-CXema, rapaHTupalla NnepcoHaneH KOHTPOs Ha YacTHUSA KIoY B CbOTBETCTBME C 3alMTEH
npodpun Ha SAD/SAP cbrnacHo ETSI EN 419 241 (part 2/3).

KoHTponbT Ha YacTHUA KINOY € Ypes Koa 3a AOCTbM, a AbJhkMHaTa Ha RSA kntova e noHe 2048
6uTa. NoTpebntenaT nsnonaea 4YacTHMSA KoY 3a Aa Cb3dade noanuca, Kato BbBeXaa koga 3a
AOCTbM 0 Hero.

Korato pBowkata knwo4doBe ce reHepupa npu [loTpebuten, [ocTaBumKbT npenopbuyBa
nocnegHuAT ga u3nonsea ogobpeHo B wuHGpacTpyktypata Ha B-Trust pewenue wnun
€eKBMBaNeHTHO TaKkoBa.

3a uenute Ha nonaraHe Ha KE[/KEMeuaT [ocTaBuMkbT npenopbyBa [loTpebutenar na
nanonasa B-Trust QSCD wnun gpyro QSCD, cbBMecTUMO B MHbpacTpykTypaTa Ha B-Trust.

3a uenute Ha nonaraHe Ha obnayveH KEI JocTaBunkbT AOCTaBsa YTBLPAEHO OT HEMO MOBUMAHO
npurnoxexHme 3a  CMapTdOH, koeto [loTpebutenatr cnegBa ga  WMHCTanupa,
MHUUManuanpa/perncTpmpa n n3nonssa.

3a uenute Ha nonaraHe Ha YEI/YEMNeuatr [JoctaBunkbT npenopbuyBa [loTtpebutenaTt ga
n3nonsea B-Trust SCT (PKCS#12 cann) nnm gpyro SCD, cbBMeCcTMMO B MHdpacTpykTypaTa Ha
B-Trust.

6.2.3 JocTaBKa Ha YaCTHUS KoY

1.

KoraTto aBovikata kntovoBe 3a KEMN/KElMevaT ce reHepupa npu JJoctaBumka, NoTpedbutenart nnu
N3PUYHO YMBIAHOMOLLEHO OT Hero nvue nonydaea ot PO/MPC Ha [JocTaBumka 4acTHUSA KoY U
n3gageHoTo yaoctoBepeHne Bbpxy QSCD.

KoraTto aBovikaTa kntoyoBe 3a YEI/YEleuvat ce reHepupa npu [JoctaBuuka, NoTpebutenaT nnm
N3PUYHO YMBIAHOMOLLEHO OT Hero nuvue nonydasa oT PO/MPC Ha [locTaBunka 4acTHUSA KoY U
nsgageHoTo yanoctoBepeHue ypes B-Trust STC (PKCS#12 kpuntodann).

Mpun n3gasaHe Ha KYKET/KYKEMewat 4acTtHMA koY u M3gageHoTo yAoCTOBEPEHME ce Npeaasat
BbpXxy B-Trust QSCD, kbaeTo e reHepupaH YactHus knod. QSCD rapaHTupa Han-BMCOKO HMBO
Ha CUIYPHOCT M 3aliMTa Ha YaCcTHUSA KN4 1 ce NpeaocTaBs 3aedHO C HayaneH Kog 3a JOCTbI.
Mpun n3gaBaHe Ha KY 3a obnadveH KEIN yacTHWAT KoY, CbOTBETCTBALL, HA YAOCTOBEPEH NybnnyeH
KN4 B YOOCTOBEPEHMETO, Ce CbXxpaHsaBa npu [JocTaBumka 4pe3 yTBbpAEHa KpuUNTO-CXema,
rapaHTupalla nepcoHaneH KOHTPOM Ha YaCTHUA KoY B CbOTBETCTBME C 3alluTeH npodun Ha
SAD/SAP cbrnacHo ETSI EN 419 241 (part 2/3).

MoTpebuntenaT e 3agbImKEH Aa CMEHU NPeAOCTaBEHNA HaYaneH ko4 3a AOCTbN U BbBeae CBOW
NUYeH.

KoraTo MoTpebuten reHepupa gBorikaTa Kno4oBe npu cebe cu, To HOCK Usnata OTTOBOPHOCT
3a rapaHTMpaHe Ha ObPXXaHETO Ha YacTHMS KN4 OT Hero.
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7. Korato [loTpebuten reHepupa pfBonkata Krwo4voBe npu cebe cu, Ton peknapupa npeq
[docTtaBunka, Ye [BOWKaTa KNIOYOBE HAMbISIHO OTroBaps Ha M3UCKBaHMATA 3a nofaraHe Ha
enekTpoHeH nognuc/neyaT B CbOTBETCTBUE C PernameHTa.

6.2.4 [locTtaBKa Ha nyonunyHusa kno4 npu [loctaB4mnka

1. WsnbnHsaea ce camo ot lNoTpebuten, npm KOUTO Ce reHepupa ABOKKA KIOYOBE M KOWTO criegea
Aa gocTtaBu cBos NybnuyeH kntodv Ha [JocTaBuMKa 3a HyXauTe Ha npoueca Ha u3gaBaHe Ha
yOOCTOBEPEHMETO.

2. lNotpebutensat goctaea 4ype3 PO/MPC Ha [JoctaBumka nybnuuHMa KN4 OT reHepupaHaTta
[BOWKa KIto4oBe.

3. lMoTpebutenaT moxe Oa NpedocTaBU enekTpoHHAaTa 3asiBka Ha Hocuten, nuyHo B PO/MPC,
3aefHO C OpyruTe OOKYMeHTU cbrnacHo MNonutukute Ha JocTaBuvka 3a nsgasaHe Ha KY, npes
NHTepHeT-cTpaHuuaTta Ha [locTaBynKka Unv no gpyr noaxogsil HaumH.

4. PO/MPC Ha [JocTaBunka 3agbiDKUMTENTHO NPaBu NPOBEPKA Ha OAbPXKAHETO Ha YaCTHUS KITOY OT
MoTpebutens.

6.2.5 [loctaBKa Ha nybnunyHusa kno4 Ha [loctaBuuka Ha [loBepsiBalluym ce CTpaHu

1. MNyb6nuyHuTe knovoBe Ha [ocTaBumka ca nNyGnmMYHO JoCTbnHM B WMHTEpHeT cTpaHuuata
[locTaBumka, KbaeTo ca nybrnmKyBaHn HeroBuTe crnyxebGHu y4oCTOBEPEHMSI.

2. Bcsika JosepsiBalla ce cTpaHa marpaxaa gosepve kbM [JocTaBuuka, kaTto npueme v 3apeau B
CUCTEMMUTE NOA HEVH KOHTPOI CryXebHMTe yaocToBepeHUs Ha [locTaBymka.

6.2.6 [ObMmMKWHA Ha Kn4vyoBe

1. OvmxkuHaTta Ha 6a3oBute RSA-kntoyose Ha [locTaB4uunka e 4096 duTa.

2. OvbmkmHaTta Ha gBovikata RSA-kntovoBe Ha onepatmeHuTe YO ,B-Trust Operational Qualified CA"
n “B-Trust Operational Advanced CA" e 4096 6uTa.

3. IObmkmHaTta Ha gBonkaTta RSA-kntoyoBe Ha onepatmBHuTe opranu ,B-Trust Root Qualified OCSP
Authority", ,B-Trust Qualified OCSP Authority" n “B-Trust Root Advanced OCSP Authority", ,B-
Trust Advanced OCSP Authority" e He no-manka ot 2048 6uTa.

4. OvmkuHata Ha asonka kntovoBe (RSA) 3a KEIM/KEMeuart, obnaveHn KEIM u YEM/YEleyaT Ha
MoTpebuten, reHepupaHa Ypes3 nHdpacTpyktypaTta Ha [loctaBunka e noHe 2048 buta.

5. OvmxuHaTta Ha aBouka kntovoBe (RSA) 3a KEIM/KEMewat n YEI/YElMNe4at Ha lMNotpebuten,
reHepupaHa u3BbH MHGpacTpykTypaTa Ha [JoctaBunka e noHe 2048 bura.

6. HesaBucumo kbae e reHepupaHa gBoikaTta Krno4voBe 3a nsgaBaHe Ha KY, kntoubT TpsibBa ga e ¢
ObIDKMHA Hal-Manko oT 1024 6uta 3a anroputmmn RSA.

6.2.7 MapameTpu Ha NyGrNYeH Koy

1. MapameTpute Ha NyGNUYHUS KNOY Ca MOCOYEHU U YOOCTOBEPEHU B YOOCTOBEPEHMETO, KOETO
[locTaBUMKbLT M34aBa 3a TO3M NyGrMYEeH KoY, CbOTBETCTBALL, Ha YaCTHUS KITHOM.

6.2.8 N3non3BaHe Ha Knwuva

1. lMapameTpuTe Ha U3NON3BaHe Ha ABOMKATA KIHOYOBE, CbOTBETHO HA YaCTHUSI KITHOY, Ce CbabpXaT
B YOOCTOBEpPEHMETO, KOeTo m3gaBa [JoctaBumka upes atpmbytute "keyUsage" un ,extended
keyUsage".

6.3 3awmMTa Ha YacTeH KIo4 U KOHTPOI Ha Kpuntorpadckusa moayn

6.3.1 CraHpapTtu

1. KnoyoBute KOMNOHEHTU B UHpacTpykTypaTta Ha B-Trust ,B-Trust Root Qualified CA", ,B-Trust
Operational Qualified CA", ,B-Trust Root Advanced CA", ,B-Trust Operational Advanced CA",
Mnatdopma 3a obnaveH KEMN n OCSP cbpebpute nanonseat HSM ¢ yaoctoBepeHO HMBO Ha
curypHocT FIPS 140-2 Level 3(cbotBeTHO CC EAL 4+ nnu no-BUCOKO), KOSATO YAOBIETBOPSBA
HOPMAaTUBHUTE N3NCKBAHWS.

2. B-Trust QSCD, B k0eTO ce reHepupa 1 CbXpaHsBa YacTHUS KoY Ha [oTpebuTtens e ¢ HMBO Ha
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curypHoct CC EAL 4+/FIPS 140-1 Level 2.

CodbTyepbT 3a reHepupaHe Ha gowika krtodoe (Crypto Service Provider/CSP) e ytBbpaeH oT
[ocTaBunka n npoeepeH 3a paboTa B MH(ppacTpykTypaTa Ha B-Trust.

Bcunukn QSCD n3BbH MHppacTpykTypaTa Ha B-Trust, kouTo MNoTpebutenat moxe ga nonsea, 3a
[a reHepupa ABOVKa KMNO4oBE U ga cbxpaHsaea 4YactHus kntod 3a KEM/KEMeyaT, Tpabsa ga ca
ceptucmumpaHn 3a HUBO Ha curypHoct CC EAL 4 1 no-BUCOKO EKBUBASIEHTHO.

6.3.2 KoHTposn Ha nanonssaHe U CbXpaHeHMWe Ha YacTeH KJ1oY

1.

YactHute kntoyoBe Ha YO Ha [loctaBumka ce wuanons3sat camo B HSM u ca pgocTtbnHu
NOCpPeacTBOM KOOOBE 3a AOCTbM, pasdefieHM Ha HSKOMKO 4acTu, KOMTO Ca W3BECTHU Ha
OTOpPU3UpaHU nuua oT nepcoHana Ha [JocTtaByuka.

EoHoBpeMeHHO € reHepupaHe Ha fBouka knovoBe Ha YO ce msnbfiHaBa M npouegyparta no
CbXpaHsABaHE Ha YacTHUS KNOY B CbOTBETCTBME C YTBbPAEHA BbTpELUHa npoueaypa.

YactHuar kntod Ha KYKEMN/KYKElNeuaT Ha MNoTtpebuTten ce nanonsesa camo B B-Trust QSCD nnn
B QSCD ¢ ekBMBaneHTHO HMBO Ha CUIYPHOCT U € AOCTbMNEH NOCPECTBOM fNIMYEH KOA 3a JOCTHN.
B TO3M cnyyam eqHOBPEMEHHO C reHepupaHe Ha OBOMKa KITHOYOBE Ce U3MbJIHSBA CbXpaHsiBaHe
Ha YacTHus kntod B QSCD.

YacTtHuat kntod Ha obnadeH KEI Ha [lMotpebuten ce manons3sa camo B B-Trust QHSM B
nnatdopmara 3a oonayveH KEIN n e poctbnen nocpeacteom SAP/DAP cxema u nuyeH koA 3a
poctbn B cboTBetcTtBME ¢ ETSI EN 419 241 (part 2/3). B 1031 cnyyanm eOHOBPEMEHHO C
reHepupaHe Ha [OBOWKA KITIOMOBE CE M3NbIIHSABA CbXpaHsiBAHE Ha 4acTHUA KIlod Ha 6Gasa
yTBbpAeHa kpuntocxema oT [ocTaBumka, ocurypsBalla 3awura U nepcoHaneH KOHTpon Ha
Knrova.

YactHuar kntod Ha KYYET/KYYEleuatr Ha [NoTpebuten ce m3nonsea camo C IMUEH3MpaH
coptyep ypes B-Trust SCT (PKCS#12 kpuntodainn) n e JOCTbNeH NOCPEeACTBOM JIMYEH Kof, 3a
J0CTbN.

6.3.3 CbXxpaHeHue U apxXuBupaHe Ha YaCTHUA KN4

1.

YacTtHute kntovoBe Ha YO ce cbxpaHsiBaT Ha 4acTu pasgernHo Bbpxy otaenHm QSCD cbe
3awmTeH npodun CC EAL 4+ nnum no-BMCOK, KaTto 4oCTbNBLT A0 BCAko QSCD ce koHTponupa vpes
KOA 3a A4OCTbMN OT CbOTBETHOTO OTOPM3NPAHO N1LEe OT NepcoHana Ha [loctaByuka.

KoabT 3a goctbn oo Bcako QSCD e nuyeH 3a BCAKO OTAENHO OTOpM3MpaHo nuue OT nepcoHana
Ha [JocTaBuuka.

Pa3genHoTo cbxpaHeHne Ha YacTHUTe kntovose Ha YO BbpXxy Hsakonko QSCD n nuyHms KOHTpon
Ha poctbn Ao Tean QSCD He nos3BonsiBa Knwo4voBeTe Oa ObaaT KOMMOPOMETUPAHU WK
HepernameHTMpaHoO penpoayLumpann n3sbH [loctaBumka.

PenpogyumpaHeto Ha 4acTHM Kknw4doBe Ha [ocTtaBumka Bbpxy pesepseH HSM crnef
nedekTnpaHe Ha onepaTvMBHATa TakaBa, Ce M3NbJIHABA CaMO B MPUCLCTBME Ha MOHe 2
OTOpPU3MpPaHN Nuua, BCAKO OT KOUTO KOHTpONMpa AocTbna Ao HeroBoto QSCD.

YactHuat kntod Ha KYKET/KYKETNeuat Ha MoTpebuTten ce cbxpaHsasa camo Ha QSCD n He moxe
a ce penpogyumpa Ha gpyro QSCD. NMpu gedektupaHe Ha QSCD, MoTpebutenart Tpsadea oa ro
noaMeHn 1 Aa 3asBM U3fgaBaHe Ha HOBO YAOCTOBEPEHME.

YacTHuat knoy Ha obnayveH KEI Ha MNMoTpebuten ce cbxpaHsiBa camMo Ha nnatdopmaTa 3a
obrnayeH KEI n He moxe pda ce penpoayumpa Ha pJpyra TakaBa nnatdopma. B-Trust
nnatcpopmaTta 3a obnayeH KEI e pesepBvpaHa OTHOCHO KPWUTUYMHWUTE KOMMOHEHTU B Hes,
BknoumTenHo 1 QHSM moayna.

YactHuat kntod Ha KYYEN/KYYENeuart Ha MNoTtpebuten ce cbxpaHsaBa copTyepHO 1 MoXe fa ce
penpogyumpa Ha gpyra cuctema camo nog koHTtpon [Motpebutens. lNpu gedektupaHe Ha
YyacTHus koY, NoTtpebutenaT Tpsibea Aa kaTo 3asiBU n3gaBaHe Ha HOBO y4OCTOBEPEHME.
JocTaBuMKbLT NO HUKAKbB HaYMH HEe CbXpaHsBa W HE apxvBupa 4YacTeH KoY 3a
KYKEIN/KYKEMNeuaT Ha MNoTpebuten, He3aBUCUMO Kbe U Kak Ce reHepupa ABOWKaTa Kro4oBe.
[locTaBUMKBLT CbXxpaHsBa YacTeH koY Ha obnaveH KEIN camo Ha 6a3a yTBbpaeHn KpunTorpamm
3a 3aluMTa 1 rapaHTUpaH NepcoHaneH KOHTPO BbPXY KMto4va OT cTpaHa Ha NoTpebutens.
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6.3.4 TpaHcdep Ha YacTeH KN4 B U OT Kpuntorpadcku moayn

1.

TpaHcdep Ha yacTeH kntod Ha YO Ha [octaBumka oT HSM ¢ uen cbxpaHeHne n Bb3CcTaHOBSIBAHE
B pe3epBHa TakaBa Ce U3NbIHABa Nog U3KNIYUTENEH KOHTPOM 1 camo npu [loctaBynka CbrinacHo
OOKYMEHTUpPaHUTE U YTBBbPOEHM BbTPELUHU MNpouenypy 3a reHepupaHe M CbXpaHeHue u 3a
Bb3CTaHOBsBaHe Ha kntoyoeTe Ha YO.

TpaHcdep Ha YacTeH kntod Ha [NoTpebuTten kbm 1 oT [JocTaBymMKa C Liefl CbOTBETHO CbXpaHeHMe
n Bb3cTaHoBsiBaHe B Apyro QSCD/QHSM unu B codTyep ce nogabpxa.

YactHuar kntod Ha KYKEIN/KYKENeuaT Ha MNoTtpebuten ce cbxpaHsiBa camo Ha QSCD, B koeTo
ce reHepvpa ABoWKaTa Krno4oBe 1 He MOXe [a ce TpaHcdepupa/penpoayumpa Ha gpyro MACTo.
YacTtHuat kntod Ha KYYETN/KYYElMeuat Ha MoTpebuten ce cbxpaHsBa copTyepHO 1 MOXe Aa ce
penpoayumpa Ha gpyra cuctema camo nog KoHtpon Notpebutens.

6.3.5 MeToAa Ha akTMBaLUMA Ha YaCTeH Knou

1.

YacTeH kno4 Ha [JocTaBumka ce akTMBMpa NocpeacTBOM MOAENIEH CMCTEMEH KOA 3a LOCTb,
OTAENHUTE YacTK Ha KOWTO ca N3BECTHU Ha NOBEYE OT €4HO OTOPM3MPaHO NULE OT NepcoHana Ha
[ocTtaBuuka.

Camo B nNpucbCTBME Ha Te3n nuua, cnepn BbBeXOaHe Ha BCUMYKM YacTu Ha Koga 3a OOCTbI, ce
paspellaBa gocTbnbT 40 cnota B HSM n ce akTnBMpa 4acTHUS KITou.

YacTeH kntod Ha NoTpebuten ce aktueupa, Ypes BbBeXAaHe Ha NOTpeOduTenckns Koa 3a A0CTbMN
00 MSCTOTO, KbOEeTO 3aliMTEeHO Ce CbXpaHsiBa Krya uMnvM ce u3nonsea Apyr cnocob Ha
naeHTudurkaums.

YacTteH kmtou Ha obnadeH KEI Ha NoTpebuTten ce aktMBupa, 4pe3 MU3MbIIHEHME Ha cxema 3a
TOTP-aBTeHTUdMKALMS 3@ NPMHAANEXHOCT HAa cMapTdoHa 1 BbBeEXAaHe Ha noTpedbutenckus
Kog 3a goctbn nnartdopmata 3a obnadeH KEIN ¢ QHSM, kbaeTo 3almTeHo ce CbXxpaHsiBa Kioya,
B cboTBeTCcTBMNE CbC SAD/SAP Ha ETSI EN 419 241 (part 2/3). YacTHuaT kntod 3a obnaveH KEI
Ce aKTuBMpa CamMO aKko CblLUecTByBaT nognucaHn Mckave 3a usgaBaHe Ha O6nadveH KEIM wn
Horoeop 3a yaoctoBepuTenHu ycnyru ot Notpebutens. NognuceaHeTo Ha Te3n LOKYMEHTN MOXeE
[Ja cTaHe cnepf n3gaBaHe Ha yaoctoBepeHue 3a ObnaveH KEI.

6.3.6 MeTopq Ha Ae-akTMBaLUMA Ha YacTeH Koy

1.

YacteH kntoy Ha [octaBumka B kpuntocuctemata Ha YO ce peaktuBumpa (npekpatssa ce
Bb3MOXHOCTTA 3a W3MNOf3BaHe) NOCPEeACTBOM NPEYCTaHOBsIBAHE Ha FOrnM4yeckus 4oCTbMi A0
CbOTBETHUS KItOY B Hesl.

YacTteH kntoy Ha lMoTtpebuten ce geaktmeBupa (nNpekpaTsiBa ce Bb3MOXHOCTTa 3a M3NOoNn3BaHe)
NOCPEeACTBOM MNpeyCTaHOBABAHE Ha JIOrMyeckus OOCTbM A0 MSCTOTO, KbAETO 3aluuTeHO ce
CbXpaHsBa Kriova.

6.3.7 YHuWoOXaBaHe HA YaCTeH KoY

1.

YacTeH kntod Ha [locTtaBumka B kpyntocuctemarta Ha YO ce yHuLoXxaBa NnocpeacTBOM U3TpnBaHe
Ha KIto4a UM cboTBETHUSA cnoT. [pn HeobxoaMMOCT ce M3TpMBAaT N CbXpaHABaHUTE B apxuBa
HOCUTENW 33 Bb3CTaHOBSIBaHeE.

YacTeH kntoy Ha KYKETN/KYKEeuaT Ha NoTpebuTen ce yHuLoxXaBa NocpeacTBOM U3TPUBAHETO
My oT QSCD unu usnocTHoTo natpmeaHe Ha QSCD.

YacTteH knto4y Ha obnadveH KEI Ha MNoTpebuTten ce yHuwoxaBa nocpeacTBOM U3TPUBAHETO MY
(Ha kpunTOrpamaTta 3a Hero) oT noTpebuTenckns akayHT 3a obnayeH KErT.

YacteH kntoy Ha KYYET/KYYEleuat Ha NoTpebuten ce yHuLoxaBa NoCpeacTBOM U3TPUBAHETO
My OT MACTOTO, KbAETO 3alMTEHO Ce CbXpaHsaBa Krioya.

6.4 [pyrv acnekTu Ha ynpaBrieHMe Ha ABOMKa Kno4oBe

6.4.1 ApxuBupaHe Ha NyONUYHUA KN4

1.

My6nnyHute kntodoBe Ha YO ce cbaobpxaT B u3gageHuTe cnyxebHm yooCToBEpeHMsl Ha
[ocTaBunka n ce CbxpaHaBaT BbB BbTpeLLEH pernctbp. CoymTte ca nybnmyHo JOCTbMHM Ypes3
nybnukyBaHe Ha yAOCTOBEpeHUsiTa Ha [JocTaB4mka.
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My6nnyHuTe knovoBe Ha YO ce apxuBupaT U CbxpaHsaBaTt 3a nepuog oT 10 rogmHn cneg
N3TU4aHe Ha nepuoaa Ha BanuaHOCT UK NpeKpaTABaAHETO Ha CbOTBETHUTE YAOCTOBEPEHNS.
My6nuyHute kntoyoBe Ha oTpebutenn ce cbaobpXaT B U3gageHuUTe 3a TAX YOOCTOBEPEHMS,
KOMTO ca ny6nukyBaHu B [y6GnmMyeH perncTbp 1 ce CbXpaHsABaT BbB BbTPELUEH PErucTbp.
My6nuyHmuTe kntoyoBe Ha [loTpebutenn ce cbxpaHsABaT M apxuBupar 4pe3 nepuoguyHo
apxuBMpaHe Ha BbTPELLUHUSA PerncTbp.

6.4.2 Mepuoa Ha BanUOQHOCT Ha YAOCTOBepeHue U ynoTpeba Ha ABOMKa KIOYOBe

1.

KY umat cnegHuTe cpokoBe Ha OeNCTBME:

e Ha 6aszosua YO ,B-Trust Root Qualified CA" n ,B-Trust Root Advanced CA" - 20 (aBagecer)
rOONHY;

e Ha onepatuBHute YO ,B-Trust Operational Qualified CA" n ,B-Trust Operational Advanced
CA" - 15 (neTHapgeceT) roouHu;

e Ha OCSP cbpBbpU — 5 (NeT) roguHu;

e Ha lNoTtpebuten — cbrnacHo gorosopa mexay [octaBunka n MNotpebutens, HO He noBeye OT
3 (Tpun) roavHu.

Korato ce nsnonaea kntoya 3a nognuceBaHe/nognevatsaHe cneg u3tekb Nepuo Ha BanuagHocT

Ha ygoCTOBEpeHMEeTOo, MOANUCHT/MeYaThbT € HeBanuaeH M CbOTBETHUSA nognucaH/nogneyaraH

06eKT nnn n3sBneHne cneaBa a ce cunTaTt HegencTBUTENHM.

LLlecT meceua npeaun M3TM4aHETo Ha nepmnoaa Ha BanuaHocT Ha YO, [locTaBuMKbT reHepupa HoBa

ABOMKa KIlo4OBE M npunara BCMYKM Heobxoanummn AeNCTBMS 3a HEHapyllaBaHe Ha paboTaTta Ha

[loBepsiBawmTte ce CTpaHW, KOUTO pasyuTaT Ha cTapaTa gBoMKa KrodoBe. HoeaTa gBoyika

kntoyoBe Ha YO ce reHepupa n nybnuyHaTta 1 4acT ce pasnpocTpaHsiBa CbrnacHo nonutukaTa B

TO3U JOKYMEHT.

6.5 [aHHM 3a aKTBauus

6.5.1 leHepupaHe U MHCTanNMpaHe Ha AaHHW 3a aKTUBaUUA

1.

2.

Mpwn reHepupaHe Ha ABoWKa krntoyoBe OT [loTpebuTen, nocrnegHua cam cb3gaBa M ynpasnsasa
AaHHW 3a aKTMBaUus.

Mpwn reHepupaHe Ha ABoOKKa KrtoyoBe Ha [loTpebuTtens ot [JocTaBuuka, nocrneaHna npegasa Ha
MoTpebutensa KOHTPOMNa Ha JaHHKU 3a aKTMBALMS 3ae4HO C YaCTHUSA Koy,

Mpn nbpBOHa4YanHO nsgasaHe Ha yaocToBepeHne Bbpxy B-Trust QSCD, npeau reHepupaHe Ha
ABorika kno4voBe, B-Trust QSCD ce nHnumanuaupa n ce cb3gasar CriegHuTe KoaoBe 3a OOCTbN:
Motpebutencku ("User") n AamuHuctpatmeeH ("SO") n cboTBETHO, 3a NEpPCOHaneH OCTbn Ao
YyacTHus kntod B QSCD v 3a gebnoknpaxe Ha 6nokmpaHo QSCD.

HauyanHusat Motpebutencku n AODMMHUCTPaTUBEH KO 3a AOCTbN M 3a AebnoknpaHe Ha B-Trust
QSCD ce npegoctaBat Ha MoTpebutensa unm Ha YMbAHOMOLLEHOTO OT HEro fiMue B 3anevaTteH,
Henpo3payveH XapTUEH MIuK.

MoTpebuntenaTt e 3aabikeH HAa CMeHM MbpBOHaYanHus NoTpebuTtenckm koa 3a goctsbn 4o B-Trust
QSCD nocpeacTteom copTyepa, KOUTO ce NpefocTaBs C Hero.

HocTtaBunkbT npenopbyBa [oTpebutenaT ga cMeHs nepuoamyHo ceBos NMoTpebutenckn kog 3a
poctbn oo B-Trust QSCD.

MoTpebutenart cneasa Aa M3non3sa NpeaoCcTaBeHNAT AQMUHUCTPATUBEH KOA4 3a AOCTbHMN C uen
nebnokmpaHe 6nokmpaHo B-Trust QSCD.

6.5.2 leHepupaHe M MHCTanupaHe Ha JaHHU 3a akTuBaumsa Ha o6nayveH KEIN

1.

2.

[BoikaTta kntovose 3a ob6nadeH KEI ce reHepupa B B-Trust QHSM Ha nnaTtdopmata 3a obnaveH
KEI kaTo YaCTHUAT KoY 3alUUTEHO ce CbXxpaHsea npu JocTtaByuka.

Mpn nbpBOHa4YanHo nagaeaHe Ha KY 3a obnadeHn KEI, npegu reHepmpaHe Ha gBOWKa Kro4voBe,
MoTpebutenat cneaea ga 3apean M nHLmanuanpa u permctpupa MoomMnHOTO NpUNoXeHue 3a
obnaveH KEI B cmapTdoHa.

WMHuumanusauusata un permctpauusita/akTuBMpaHeTo Ha MOBUNHOTO NPUNOXEHUSI Ce U3MbIHABA
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CbBMECTHO ¢ nnatdopmara 3a obnadveH KEIN Ha JocTtaBunka n BKItoYBa:

¢ Cb3gaBaHe Ha napona;

o Peructpaums (acouumnpaHe) Ha NpUNOXKEHMETO/MOOMNHOTO YCTPONCTBO B nniatdopmara 3a
o6nayeH KEI (Bb3aaBaHe Ha noTpebutenckun akayHT, oomeH Ha obuy (shared) kntoy 3a TOTP-
cxema Ha aBTeHTudMKaums, koY 3a 3awuta Ha MNMAH-a);

e CurypHo CbxpaHsiBaHe Ha ABaTa Krntoya B MOBUTHOTO YCTPOMCTBO /MPUSTOXKEHNETO — €AUHUAT
ce u3nonsea 3a TOTP-aBTeHTU(MKaUMa (MPUHALNEXHOCT Ha MOOUMHOTO YCTPOMCTBO OT
MoTtpebutens, opyrmaT — 3a 3awmTta Ha MNH-a 3a gocTbN A0 YaCTHUS KIOY);

e Cnepn BbBexaaHe Ha [MMH ype3 mMobUNHOTO npunoxeHue ot [oTpebuTen, ce reHepupa
ABOMKa KINOYOBE; YaCTHUSA KIIOY Ce 3aliMTaBa Ypes yTBbpAeHa KpUnTtocxema, rapaHtmpalla
nepcoHaneH KOHTPOI 40 YaCTHUS KIOY U Ce CbXPaHsBa;

[aHHuTe 3a aktmBauust Ha obnadynu KEI (06w, kntod 3a TOTP-aBTeHTUdMKaLMs, napona 3a

npunoxeHneto u 3a NNH) ca nog koHTpona Ha NoTpebuTens.

TOTP-aBTEHTUDUKALMOHHNS MEXAHN3BbM U KpUnTOCXemMaTa 3a 3aluMTa Ha YacTHUS KMy Ha

o6nayeH KEI BbBexgaT u rapaHTMpaH nepcoHaneH KOHTpon Ha lNoTtpebuTtensa oo 3awmteHus

YyacTeH KItod Ha obnadnunsa KET.

6.5.3 3awwmTta Ha gaHHU 3a aKTUBauusa

1.

|_|0Tpe6I/ITeJ'IF|T € 3adbJIKeH Oa CbXpaHAaBa U Na3n OT KOMMNpoMeTunpaHe KogoBeTe 3a AOCTbMN A0
MACTOTO, KbAeTO 3alNTEHO Ce CbXpaHABaA YaCTHUA KITHOM.

6.5.4 [pyrun acnektTu Ha AaHHUTE 3a aKTUBauuA

1.

2.

Cnepn onpegeneH 6por HeycneLHN ONUTU 3a BbBEXAAHE Ha KOPEKTEH KO 3a AOCTbIM A0 YaCTHUS
kntoy Ha NMotpebutens, B-Trust QSCD ce 6nokupa.

Cnep onpegeneH 6pon HeyCcneLHn oNnTK 3a BbBEX4aHe Ha KOPEKTEH Ko, 3a 4OCTbN 40 YaCTHUSA
kntod Ha obnadeH KEI Ha [MoTpebuTtens, kpuntorpamaTa C YacTHUS KoY B noTpebutenckus
akayHT ce bnokupa.

MoTpebutenart TpsibBa Aa nsnonsea NpeocTaBeHnaT My AOAMUHUCTPATMBEH KOA4 3a AOCTbM, 3a
na gebnoknpa 6noknpaHo B-Trust QSCD.

MoTpebutenatr Ha obnadeH KEI TpsdAbBa ga w3nonssa MpedocTaBeH My AOMbIHUTENEH
(agMuHMUCTpaTMBEH) KOA, 3a Aa Aebnokupa kpuntorpamaTa CbabpiKalla YacTHUS KoY.

6.6 CUrypHOCT Ha KOMNIOTbPHUTE CUCTEMU

6.6.1 WN3nckBaHMA 3a CUTYpPHOCT

1.

KoMmnioTbpHuTe nnatdopmMu, Ha KOUTO pPabOTAT BCUMYKM  KPUTUYMHU  KOMMOHEHTW Ha
WHdpacTpyktypata Ha B-Trust, ca obopyaBaHu n koHdUrypmpaHm CcbC CpeacTBa 3a fokanHa
3alMTa Ha gocTbna o copTyepa u nHdopmauyuaTa.

[ocTaBunKbT ocurypsisa MeToam 1 n3nonasa npoueaypy 3a agMUHUCTPUPaHe U ynpasrneHme Ha
CUrypHOCTTa Ha Uuanata WHgpacTpyktypa Ha B-Trust, B cboTBeTCcTBME C obwonpuetn B
MexayHapoaHaTta npakTuka cTaHgapTy 3a yrnpasrneHme Ha nHopMaunoHHaTa CUrypHocCT.
HagexxgHocTTa Ha M3MNON3BaHUTE CUCTEMW, TEXHWYECKaTa M Kpuntorpadcka CUrypHOCT Ha
OCbLLECTBSABAHUTE Ype3 TAX NPOLeCK, ce OCUrypsisa 4Ypes3 TecToBe M NPOBEPKM HA TEXHNYECKOTO
obopyaBaHe n TEXHONOrMMTE CbracHO METOAMKA 3a OLEHKa Ha CUIYpPHOCTTA.

lMpoBepkn N TeCcToBe ce U3BbPLUBAT NEPUOOMNYHO, KAKTO U MPU BCAKA NMPOMSIHA, KOATO 3acsara
CUIypHOCTTa Ha MHdpacTpyKTypara.

6.6.2 CTeneH Ha cuUrypHocT

1.

CTteneHTa Ha CMrypHOCT Ha U3Mnon3BaHNTe CUCTEMM B MHApaCcTpyKTypaTa Ha B-Trust otroBaps Ha
HOpMaTMBHUTE M3NCKBAHUSA 3a U3MbIHEHWE Ha AeNHOCTTa Ha [locTaB4yMka U ce onpenens ypes
AokymeHTa [Nonutnka 3a curypHocTt Ha [loctaB4uka.

"BOPUKA" Al, 11Onwu 2018r. Ctp. 66 ot 83



Oo6woaoCTLNEH JOKYMEHT
NMPAKTUKA NP NPEOOCTABAHE HA KBAITUOULUMPAHU YOOCTOBEPEHUA
N YOOCTOBEPUTEJIHU YCIIYTU OT ,,BOPUKA“ AL

6.7 Pa3Bou u ekcnnoatauua ((KU3HEH LMKbI1)

6.7.1 Pa3Bomn

1. Pa3BosiT Ha NpPOAYKTU U YAOCTOBEPUTENHU YCIyrk, CBbP3aHU C M3OaBaHUTE M NOAAbPXKAHM
yaocToBepeHus oT [locTaBuymka, ce OCbLLEeCTBABA Ha OTAENHN CUCTEMU, HaMbIIHO He3aBUCUMM
OT Te3n B pefloBHa eKkcrnoartauus.

2. MpoaykTn, codTyep 1 ycnyru, KOMTo ce npeanarat ot [loctaBymka, ce TeCTBaT MbpPBOHAYarlHoO Ha
pa3sBoNHUTE cMCTeMM, Npeau Aa 6baaT BbBEAEeHN B ekcrnoaTaums.

3. HoBuTte npoaykTu 1 yoocToBepuUTENHU YCryrn, kKouto [JocTaBuMKbT Npeanara, ce CbnpoBoXxaat

OT npouenypu no ekcnrioatauna n MHCTPYKUMK 3a noJi3BaHe.

6.7.2 Ekcnnoatauus

1.

2.
3.

BbBegeHnTe B ekcnnoaTtauusi yYAOCTOBEPUTENHW YCryrm M npoayktu oT [locTaBumka ce
noaabpkaT nocpeacTBoM 060cobeHMTe 3a Tasu Lien ekcnrnoaTaLnMoHHN KOMMIOTbPHU CUCTEMM.
Upes ekcnnoaTaumoHHMTe cucteMmn [JocTaBYMKbT NPeaoCcTaBs BCUYKM YOOCTOBEPUTENHMN YCIYIW.
MpoaykTuTe 1 ycnyrute Ha [locTaBymka ca TeCTBaHM B YCNOBUS Ha pearnHa paboTa.

6.8 [JonbnHUTEeNnHU TecToBe

1.

J[locTaBuMKbT NpenocTaBs Bb3MOXHOCT 3a M3BbpLUBaHEe Ha TecToBe 3a paboTocnocoBHOCT Ha
nsnageHuTe KBanuuumpaHu yaocTOBepeHns Ha ouumanHarta cv cTpaHuua.

6.9 MpexoBa curypHocTt
1. [ocTaB4MKbT M3Non3Ba CbBPEMEHHM TEXHMYECKM CpeacTBa 3a 0OMeH 1 3awmTa Ha nHdopmauus

B MHpacTpykTypaTa Ha B-Trust, 3a Aa rapaHTupa MpexoBaTa CUrypHOCT Ha CUCTEMUTE cpeLly
BBbHLUHW UHTEPBEHLUM 1 3annaxu.

6.10 YaoocTtoBepsiBaHe Ha Bpeme
1. ,D,OCTaB‘-IVIK'bT I'Iy6J'IVIKyBa B OTAENNEH OOKYMEHT MNonutukata mn npakTnKkata Ha OpraHa 3a n3gaBaHe

Ha KBaJ'IVICbI/ILI,MpaHI/I EJ1IEKTPOHHN BpEMEBU NevaTu.
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~

OLEHKA HA PUCKA

OTunTarku yctaHoBeHu BusHec n TexHn4eckn npobnemu npun Joctaeka, onepupaHe v noaapbKKa
Ha ygocTtoBepuTenHuTe yenyru, [locTaBuMKbT M3BbpPLLBA OLIEHKA Ha pyucKa 3a Aa ngeHtuduumpa,
aHanmsupa u OLueHN CBbp3aHUTe C TOBa PUCKOBE.

N3bupaT ce noaxoasawim Mepku 3a usbsrsaHe Ha MOAEeHTUMULMPAHM PUCKOBE KaTo ce oTyuTaT
pe3ynTtatute OT oOueHKata Ha pucka. [lpyemaHuTe Mepku rapaHTMpaT HMBO Ha CUrypHOCT,
CbU3MEPUMO CbC CTENeHTa Ha naeHTUdUUMpaHuTe puUckose.

HocTaBunkbT gOoKyMeHTUpa 4pes [lpaktukata n cboTBeTHUTE [lonMTUKM Ha NpeaocTaBsHUTE
YAOCTOBEPUTENHN YCIYrM U3UCKBAHUATA KbM CUFypHOCTTa W OnepaTtuBHWUTE npoueaypw,
Heobxoaumm 3a ns3bsreaHe Ha NOeHTMPUUMPaHN PUCKOBE.

MepmnoanyHo ce wu3NbhAHABaA Mperneg WM oOueHKa Ha pucka C Uen npeogonssaHe Ha
naeHTUULUMpaHn PUCKOBU haKkTopu.

MeHngXMbHTBLT Ha [JocTaBunka ogobpsiBa pe3yntatuTe OT OLEeHKaTa Ha pucka, npegnucaHute
MepKM 3a npeogondBaHe Ha uAeHTUUUMPaHN PUCKOBU (PakTOpuU M MpuMema YyCTaHOBEHMUTE
OCTaTb4HW PUCKOBE.
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8 MNMPO®UIIN HA KBAJTIMDULIMPAHU YOOCTOBEPEHUA, HA CRL
N HA OCSP

8.1 NMPO®UN HA KBAJIMOULIMPAHU YOLOCTOBEPEHUA

1. MbnHOTO cbabpkaHue (npodun) Ha KY ce cbabpka B NybnukyBaHUTE [OKYMEHTUTE 3a
cboTBeTHUTE MonuTukn Ha [JocTtaB4umka.

8.1.1 Homep Ha Bepcus

1. [OoctarumkbT usgasa KY BbuB oopmat X.509, v3.
2. BepcusTa ce Bnucea B nsgasaHoto KY.

8.1.2 OdonycTumu paswmpeHus BbB (hopMmaTa Ha yaocToBepeHue

1. Atpubyt ,Subject Key Identifier"- ¢opmmpa ce o1 nybnuuHua kntoY, yOOCTOBEPEH B
YyAOCTOBEPEHNETO KaTO XELU-CTOMHOCT Ha NyGIUYHUS KoY.

2. Atpubyt ,Authority Key Identifier"- dpopmupa ce kaTo Xelw-CTOMHOCT Ha NyGnM4YHMA KIHOY Ha
onepatneHua YO Ha [JocTtaBuumka.

3. Atpubyt ,ssuer Alternative Name"- cbabpxa URL-CTpUHr kaTo anTepHaTMBHO MMeE Ha
JocTtaBuuka.

4. Atpubyt ,Basic Constrains"- onpegensa Tuna Ha ygoCTOBEPEHMETO M MMa CTOMHOCT ,End entity”
B yaoctoBepeHueTo Ha lNMotpebutens.

5. Atpubyr ,Certificate Policy" - onpegens naeHtndukaTopa Ha lNonutukarta 3a KY.

6. Atpubyt ,Key Usage" - aTpubyT, KONTO onpeaens ynotpebara n orpaHnyeHmsita B ynotpeba Ha
yOOCTOBEPEHMETO.

7. Atpubyt ,Extehanced Key Usage" - gponbnea 3HadeHneTo Ha atpubyT "Key Usage" n ykasea
AOMbIIHUTENHNUTE U CNeundUYHN NPUNOXEHUSA Ha YAOCTOBEPEHNETO.

8. ATtpubyt ,CRL Distribution Point" - cbabpxa nuHk kbm aktyanHua CRL Ha onepatuBHus YO Ha
[ocTtaBuuka.

9. Atpubyt ,Authority Information Access" - cbabpxa URL-agpeca Ha OCSP cbpBbpa 3a
Banuaaumsi Ha y4oCTOBEPEHMETO.

10. ATpmnbyT ,Qualified Statements" - aTpubyTbT CbabpXa ykasaHue, 4Ye YAOCTOBEPEHUETO €
KBanMuunpaHo 1 ganu 4acTHUS KN4 e reHepupaH 1 ce cbxpaHsisa Bbpxy QSCD.

8.1.3 UpeHTncukaTopm Ha anropuTMmnTe Ha €NEeKTPOHEH noanuc

1. AtpubytsT ,Signature algorithm" ngeHtnduumpa anroputmute (Kpuntorpadpckute MexaHu3mm),
KOMTO Ce M3Mnon3Bar.

8.1.4 ®opmu Ha UMeHyBaHe
Bux cekunsa ,imeHyBaHe" OT TO3M OOKYMEHT.

8.1.5 OrpaHu4yeHMs Ha UMeHaTa
Bux cekunsa ,imeHyBaHe" OT TO3M AOKYMEHT.

8.1.6 WUpeHTtucpukatop Ha MNonutuka

1. KY ce usgaeat cbrnacHo lNonutuka Ha [JoctaBumka, ngeHtudunkatopsT (OID) Ha kosTO ce BNucBa
B atpubyta ,Certificate Policy" Ha ygoctoBepeHueto. Tasu lMonutuka Ha [ocTaBymka € B
CbOTBETCTBME C MEXAYHapOOHO YCTaHOBEHUTE NONUTUKK, cbrnacHo ETSI/ITU-T B AokymMeHTM
EN 319 411-1/2. Bk Tabnuua B 7.1.3 Ha AOKYMEHTa.

8.1.7 O3HayeHue Ha KBanugpuumMpaHOTO yaoCcTOBEepeHUe

1. [OoctarumkbT nsnonsea B KY ¢ npodun no ctangapta X.509 v.3 atpmnbyta ,Qualified Statements”
C umaeHTMdukaTopm: ,id-etsi-qcs-QcCompliance” (0O1D=0.4.0.1862.1.1), ,id-etsi-qcs-QcSSCD*
(OID=0.4.0.1862.1.4) n ,id-etsi-qcs-QcType“ (OID=0.4.0.1862.1.6) cbCc cTOMHOCT ,id-etsi-gct-
esign“ (0id=0.4.0.1862.1.6.1) n ,id-etsi-qct-eseal” (0id=0.4.0.1862.1.6.2) n ,id-etsi-qcs-QcPDS*
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(0id=0.4.0.1862.1.6.5).

8.2 TMMpodwmn Ha Cnucbka Ha NpekpaTeHn yaoCcToBepeHUs

8.2.1 Bepcus

1. [octaBuukbT, ype3 csouTe YO usgaBa, nybnukyBa v nogabpxa CnvcbuM Ha npekpaTeHu
yooctoeepeHus (CRL) BbB dhopmaTa X.509 v.2.
2. Bepcusta ce Bnucea B usgagernst CRL.

8.2.2 ®opmar

1. [OoctaBumkbT usgaea, nybnukysa m nogavpxa CRL, umnto dopmaT € B CbOTBETCTBUE C
n3nckBaHuATa B MexagyHapoaHaTa npenopbka RFC 5280.
2. YO Ha [ocTaBunka nsgaeat, nybnukyeaT n nogabpxkat camocTtosaTenHn nbnHn CRL-m kaTo B TaxX
3anucBaT camo NpekpaTeHn yaoCTOBEPEHMS, KOUTO ca U3gageHn ot cboTBeTHUs YO.
3. [JocTtaBuuKbT HE u3gaBa M He nogabpXa cxema Ha ,dactudeH" (delta) CRL, Ho 3anasBa npaBo
npu HeobXxoaAMMOCT Aa BbBeae TakaBa cxema.
4. OcHoBHuTe CRL-atpnbyTu ca:
e _Version"- Bepcus;
e Issuer Name" - ugeHtndpuumpa YO, nsgan un nognucan Cnmcobka;
o Effective Date"/"This update" - Bpeme Ha nsgasaHe Ha Cnncobka;
o ,Next Update"- BpemeTo Ha BanuaHocT Ha Cnuckka. Cnep nocodyeHoTo Bpeme, YO mnsgasa
nepuogmnyHo HoB Cnincbk. NMpes nepunoga Ha BanvMaHOCT, B Criyvan Ha npekpaTaBaHe/cnupaHe
Ha ygocTtoBepeHue, YO nsgaea HezabasHo HoB CRL;
e "Signature algorithm" - o3Ha4yaBa kpunTorpadckmus MexaHnsbM/anroputTbma 3a enekTPoHeH
noanuc Ha CRL;
e "Signature hash algorithm" - xew-yHKUNATa B MEXaHN3MaA Ha €NEKTPOHHUSA Noanuc.
5. HonbnHutenHun CRL-aTpnbyTtun ca:
o Authority Key ldentifier"- ngentudgpmkatopa Ha YO, konto msgasa u nognucea Cnmcobka.
Cobaobprka 3HauveHueTo Ha ,subjectKeyldentifier" ot ygoctoBepeHueTo Ha YO, koTO nognucea
Cnucbka.

8.2.3 ®opwmart Ha enemeHT B CRL

1. CRL Ha YO cbabpxa eneMeHTn 3a BCUYKn npekpateHn ygoctosepeHust ot YO. Tean enemeHTn
ca NocTosAHHM B Cnucbka.
2. CRL Ha YO cbabpxa enemMeHT 3a BCAKO cnpsiHo yaoctoBepeHue oT YO. TakbB enemeHT e

BpemeHeH B Cnvcbka 40 MOMEHTa Ha Bb30OHOBsIBaHe Ha YAOCTOBEPEHUETO.

3. ATtpubytute Ha enemeHT B CRL ca:

e "Serial number" - cepunHNAT HOMEP Ha MpeKkpaTeHo/cnpsHO yaocToBepeHue; "Revocation
date"- Bpeme Ha npekpaTaBaHe/cnupaHe Ha yooCTOBEPEHME;

e "CRL Reason Code" — koa, naeHtndumumpall npuynHaTa Ha npekpartsiBaHe/cnupaHe.

4. 3HayeHuaATa Ha NpuyMHaTa 3a npekpaTaBaHe/cnMpaHe Ha yOoCTOBEPEHME ca KakTo creqBa:

e "keyCompromise" - KOMNpoOMeTUpaH YacTeH knoy Ha NoTpebutens;

e "CACompromise" - KOMNpOMETMpPaH YacTeH KoY Ha onepaTtueeH YO Ha [locTaBuuka;

o "affiliationChange" - npomeHeH ctaTyc Ha [loTpebuTten cnpsamo gpyro nvue - NnpomsaHa B
npeacTaBuMTenHaTa BNacT, OTHEMaHe Ha npegcTaBuTenHarta BRacT, MnpekpaTsBaHe Ha
TPYAOBO NPaBOOTHOLLEHME U T.H.;

e '"superseded" - ygoCcTOBEPEHMETO € 3aMECTEHO C APYro;

"certificateHold" - nencTBMeTO Ha YAOCTOBEPEHNETO BPEMEHHO € CNPSAHO.

8.3 Mpodwmn Ha OCSP

1. OCSP cbpsbpa Ha [JoctaBumnka pabotu 1 npegocTaBs ycnyrata ,,OHnanH NnpoBepka Ha cTaTyc Ha
yAOCTOBEPEHNE B pearnHo Bpeme" B CbOTBETCTBME C MEXAYHapoOHO yTBbpAeHaTa npenopbka
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IETF RFC 6960.
2. VHdopmauus 3a npodmna Ha 3asiBka u Ha otroBop npu pabota ¢ OCSP cbpBbpa ce cbabpxa
B ropenocoyveHaTa TexHudecka npenopbka, Ny6nmyHo aocTbnHa oT cavTta Ha IETF.
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9 NPOBEPKA U KOHTPON HA JEMHOCTTA HA JOCTABYUKA

9.1 MepuoaguyHa n o6cTOoATENCTBEHA NPOBEpPKaA

1.

4.

5.

KoHTpon Ha npaBHO-pernameHTMpaHaTa 4enHOCT Ha [locTaBymKka, CBbp3aHa C YAOCTOBEPEHUATA
3a eNeKTPOHEeH Noanuc U HelHaTa cbobpasHOCT ¢ u3uckBaHuaTa Ha SEOEYY u HopmaTMBHaTa
ypeaba ce ocbLlecTBsABa 0T KomucusaTa 3a perynvpaHe Ha CboOLeHnsaTa, B paMKUTe Ha HerHuTe
KOMMeTeHuunn.

BbTpelleH KOHTpoI Ha AenHocTTa Ha [lJocTaBymMKa ce HasHavyasa OT onepaTMBHOTO PbLKOBOLACTBO
n/vnn CbBeTa Ha OUPEKTOPUTE Ha OPUANYECKOTO Nuue Ha [JocTaByMKka KaTo peabT U 06xBaTbT
Ha NpoBepKUTE € CbobpaseH C BbTPELLUHN JOKYMEHTU Ha IOPUONYECKOTO Nuue.

PbkoBoacTBOTO Ha [locTaBuMKka OCbLUECTBSABA MOCTOSIHEH OnepaTUBEH KOHTPOM 3a TOYHOTO
N3NbITHEHNE Ha MHCTPYKUUUTE Npu paboTta oT nepcoHana Ha [JocTtaBymka.

PvkosoactBoTo Ha ,BOPUKA® ALl HasHayaBa nepuoanyvHM MNPOBEPKM 3a CbLOTBETCTBME HA
TeKyllaTa AeNHOCT ¢ yTBbpaeHuTe lNpakTuka u MNonmtnkn oTHOCHO AenHOCTTa Ha [locTaB4umka.
[ocTaBuYMKBT M3NBIHABA NOCTOAHEH KOHTPOS BbpXY AenHocTta Ha PO/MPC.

9.2 Ksanudukauusa Ha npoBepsiBalwmuTe nuua

1.

2.

MpoBepsiBawm nuua morat ga 6bvaat camo nvua, KOMTO MMaT NpaBo Aa M3NbIHSABAT TakuBa
byHKUMM B CLOTBETCTBME C BHINPMETU B MEXAYyHApOoAHaTa NpakTuka N3MCKBaHMUSA U JOKYMEHTMW.
MpoBepsiBawmMTe nuua criegBa Aa ca akpeguTupaHu OT MeXayHapodHa akpeauTaumoHHa
opraHusaumsa ga usnbiHABaT TakMBa NPOBEPKMU.

BbTpelwwHnTe npoeepkn Ha pabotata Ha PO/MPC ce uanbnHaBaT OT cnykutenun Ha [loctaBuumka,
KOWUTO Ca OTOPU3MpPaHK 3a Ta3n OEeNHOCT.

MpoBepsiBawwmM Nyua He MoraT ga ynbfHOMOLLaBaT ApYrK Nnuua Aa u3BbpLUBaT YacT unu usnarta
npoBepKa, OCBEH C U3PUYHOTO Cbrnacue Ha [loctaBunka.

lMpoBepsiBawmMTE nMUa HOCAT OTFOBOPHOCT 3a MnpoBepeHuTe daktu un obCToATENCTBa,
HEe3aBMCMMO Janu ca NPEBBLINOXKUNN YacT Unn LanaTa NpoBepka Ha Apyry nvua cbC CbrnacneTo
Ha [JocTaBuuka.

9.3 OTHOLWeHNA Ha NpoBepsaBaWwmTe nuua ¢ loctaBuymka

1.

2.

MpoeepsaBawmTe nuua Tpsabea ga 6baaT He3aBMCUMK, Aa HE ca NPSAKO UMM KOCBEHO CBBbP3aHn U
0a HaMaT KOHQNUKT Ha uHTepecu ¢ [loctaB4umka.
OTHoweHuATa mexay [JoctaBymKka 1 NpoBepsIBaLLO BbHLUHO fMLe Ce ypexaaTt ¢ AoroBop.

9.4 O6xBaT Ha npoBepkKaTa

1.

lMpoBepkaTa oT cTpaHa Ha OpraHu 3a oueHsiBaHe Ha cboTBeTcTBMETO ¢ PernameHnT 910/2014
obxBalla HOPMAaTMBHO perfameHTUpPaHnTe U3NCKBaAHUS KbM OEAHOCTTA Ha [locTaB4vMKa CbINacHo
3EOEYY .
BbTpelwHaTa npoBepka Moxe ga obxBalla BCAKO 0OCTOATENCTBO UMW JEMHOCT, NMOCOYEHU B TO3U
OOKYMEHT, KaKTO U:
e CbMOCTaBKa Ha MPaKTUKX U Npoueaypy NOCOYEHN B TO3U JOKYMEHT C TsiXHaTa npakTuyecka
peanusaumsi Npu M3nNbIHEHNE Ha AerHOCTTa Ha [locTaBymKa;
e rpoBepKa Ha AeHOCTTa Ha NOAU3NbIAHUTENM - BbHWHU PO/MPC;
apyrm obcrtoaTtencrBa, haktu M OEWHOCTW, CBbp3aHn C WHppacTpykTypata B-Trust, no
npeueHka Ha PbkoBoacTBOTO Ha [locTaBymKa.

9.5 OO6GctbXxaaHe Ha pe3ynTaTuTe U AeMCTBUA C ornea U3BbpLUeHaTa NpoBepKa

1.

2.

3.

Bb3 ocHOBa Ha HamnpaBeHUTE OLEHKM M AoKrada oT npoBepkaTa, PbkoBoacTBO Ha [JocTaBymka
HabensiaBa MepKM 1 CPOKOBE 3a OTCTPaHsiBaHe Ha KOHCTaTUPaHWUTE NPOMYCKN U HECbOTBETCTBUS.
MepcoHanbT Ha [locTaBuMka npeanpueMa KOHKPETHW OEeNCTBUS 3a TAXHOTO OTCTpaHsiBaHe B
MOCOYEHUTE CPOKOBE.

PesyntaTtuTe oT U3BbpLUEHATa NPOBEpPKa Ce CbXpaHsBaT HaaNeXHo B apxuBa Ha [locTaBymka.
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10 APYI' BU3HEC YCIIOBUA U NMPABHU ACIMNEKTH

10.1 LleHn n Takcu

1.

2.

5.
6.

[ocTtaBunkbT noaabpxa OOKyMeHT "Tapudba 3a npegoctaBsHUTE  YOOCTOBEPUTENHM,
MHAOPMAaLIMOHHU, KPUNTOrPagICKN U KOHCYNTAHTCKK ycryrin®.

[locTaB4MKbT MMa npaBo Aa NpoMeHs egHOCTpaHHO TapudaTta no BCAKO Bpeme OT OENCTBUETO
Ha [oroBopa, kaTto yBegomsiBa 3a ToBa [loTpebutenute nocpeacTtBOM nybnukyBaHe Ha
npomMeHuTe Ha VIHTepHeT cTpaHuuaTa.

MpomsaHaTa nma gencteue cnpsamo MNotpebuten ot AeHs, crefBall AeHa Ha nybnukauymaTa.

B 5 (neT) AHeBeH CPOK OT AaTaTa Ha NpoMsAHaTa 1 JOKOMKOTO € Hanvue yBernmyeHue Ha LeHuTe,
MoTpebutenat Mma npaBo ga npekpaTu €4HOCTPaHHO AO0roBopa C OTNpaBsiHE Ha MUCMEHO
ussectme no [ocTtaBuvka, CUMTaHO OT JaTara Ha u3TMYaHe Ha Cpoka Ha MocnegHoTo
yaocToBepeHue. B To3n criyyan 4OroBopbT Ce cuMTa NpekpaTeH OoT AaTtata Ha npomMsHaTta, KaTo
nnateHUTe nNO [JOroBopa Bb3HArpaXxaeHus 3a Mnon3BaHe Ha YCyrm He noanexar Ha
Bb3CTaHOBsIBaHe.

Mpun nunca Ha n3BecTne 3a NpekpaTsaBaHe ce cunTa, Ye NoTpedbuTenaT e cbrnaceH ¢ npomsHara.
lMpomMsaHaTa Ha Bb3HarpaxaeHusiTa He MOXe Aa 3acerHe Beye 3annaTeHn Bb3HarpaxxaeHus.

10.1.1 Bb3HarpaxaeHus

1.

CTOMHOCTTa Ha Joroesopa BKMNOYBa €4HO UMW HAKOMKO OT CnegHuUTe Bb3HarpaxaeHus:

e Bb3HarpaxneHue 3a usgasaHe u nogabpxaHe Ha KY;

e Bb3HarpaxgeHue 3a nogHossisaHe Ha KY;

e Bb3HarpaxaeHue 3a U3BbpLUeHM N0 uckaHe Ha MoTpebutensa KoHCynTauum n TEXHOMNOrMYHa
nomoLy;

e LleHa 3a 3aKyneHo unu npegoctaBeHo nog Haem ot [loctaBunka obopyaBaHe;

e Bb3HarpaxgeHue 3a nepcoHanuanpaHe Ha PU3NYeCcKn HocuTen.

Obmknmnte Bb3HarpaxgeHna m cymym ce 3annawaT Ha [JocTaBumka B pa3mepu, CbrnacHo

Tapudata 3a npepoctaesaHute o1 ,BOPUKA® AL kBanuduumpaHn yLooCTOBEPUTENHN,

MHAOPMALIMOHHW, KpunTorpaddCkM U KOHCYNTAHTCKU YCITYTM U B CPOKOBE M MO HAaYUHU, NOCOYEHU

B [loroBopa v NpunoXeHnsita KbM Hero.

[lOKONMKOTO MMa YroBOpeHO aBaHCOBO MM abOHaMEHTHO Bb3HarpaXaeHue 3a U3nons3BaHe Ha

ycnyra, CbLWOTO He NOoANeXW Ha Bb3cTaHOBsBaHe, ako [loTpebuTensaT He € KoHcymupan

npegocTaBsHaTa ycnyra npe3 CbOTBETHUA CPOK, 3a KOWTO Ce OTHAcs aBaHCOBOTO MU

aboHaMEHTHOTO Bb3HarpaxaeHue.

LleHaTa He BkntouBa HaYUCrEHUTE OT TENEKOMYHUKALMOHHUTE KOMMaHUU CyMU BbB Bpb3ka C

nonaeaHu ot [NoTpebuTens ycnyrm oT TAX 3a UenuTe Ha npegoctaBsaHuTe ycnyrn ot [locTaBumka.

Te ce gbmkaT u3uano ot [loTpebutena Ha CbOTBETHATa TENEKOMYHUKAUMOHHA KOMMaHMS.

[ocTaBuUMKBLT HE ObITKU N HE HOCU OTFTOBOPHOCT 3a 3anfallaHeTo Ha Te3n CyMMm.

Becuukun pasxogm u Takcu 3a npesexgaHe Ha AbIMKUMUTE CyMM Mo cMeTKaTa Ha [ocTaBuumka,

BKITHOMUTENHO M TE€3MN KOPECNOHAEHTCKM BaHKW, ca 3a cMeTka Ha [NoTpebutens.

10.1.2 Bb3HarpaxaeHusi 3a yoocToBepuUTeNnHU, Kpuntorpadgpckm, MHOOpMaLMOHHU U

KOHCYNTaHTCKU yCnyru

3a ycnyrute no npegoctaBsiHe M msnonssaHe Ha KY u cBbp3aHuTe C TAX ycnyru ce 3annawa
AbKnma cyma npu 3asBsiBaHe Ha ycnyrata. B octaHanute cnydan nnawaHeTo ce M3BbpLuBa B
10-gHeBeH CpPOK OT norlydaBaHe Ha (pakTypaTa Unm CbriacHO CKITYEHWs LOroBop.

Ycnyrute CBbp3aHM C OCbLUECTBABAHE Ha TEXHOMOrMYHa MnOMOL, M MNpedocTaBsiHE Ha
KOHCyNnTauum 3a wu3rpaxgaHe W noggbpXkaHe Ha WHpacTpykTypa W peleHus 3a
NMHOpPMaLMOHHa CUTYPHOCT ca Ha 6a3a "JyoBeko4dac" 1 ce 3annaiiart Bb3 OCHOBa Ha ABYCTPaHHO
noanucaH MpoToKon 3a M3BbpweHa pabota. LleHnte Ha yacoBaTta cTaBka B nNpunoxeHarta
Tapuca ca BanuoHM B paMmKUTe Ha YCTaHOBEHOTO paboTHO Bpeme. [Npum pabota B U3BBLH
YCTAHOBEHOTO paboTHO Bpeme, LieHUTe ce yBenuyaBaT CbC CbOTBETEH MPOLEHT, CbrNacHo
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10.

1.
2.

3.

10.

10.

1.

Tapudarta.

3a ycnyra ,3gaBaHe Ha kBanuduumpaHn efieKkTPOHHN BpeMEBM neyaTn” npu cbriacyBaHo HUBO
Ha obcnyxBaHe (SLA, Service Level Agreement) ce 3annaiia CbrnacHo OroBOPHUTE YCroBUst
3a JocTaBKa M Non3eaHe Ha ycrnyrarta.

LleHaTa Ha 3akyneHo unv npegoctaBeHO nog Haem ot [loctaBumka obopyaBaHe ce yroBaps U ce
ObIKM  CbrNacHo ycnosusATa Ha pJoroopa. [lpaBooTHoweHusiTa Mexay [ocTtaBuvka WU
MNMoTpebutens ce ypexgaT cbrmacHo obWwWTe npaBuna Ha Agorosopa 3a npoaaxba, pecn.
Aorosopa 3a Haewm.

Mpun 3abaBsHe Ha NnawaHusTa creg oroBopeHnst cpok MNoTpebutenaTt abmkn Ha [JocTaBunka
3aKoHoOBaTa NMxBa 3a nepuofa A0 OKOHYaTeNHOTO U3nnalwaHe Ha ObIDKUMUTE CYMU.
MonsBaHeTo Ha Ny6nnMkyBaHM 4OKyMeHTU B IHTepHeT cTpaHuuaTa Ha [JoctaB4ymka e 6e3nnaTtHo.
3a 3anuc n npepocTaBsHe Ha Te3n OOKYMEHTUM BbpXy (PU3MYECKM HOcUTen ce 3annaila
cebeCcTOMHOCTTa Ha TO3N HOCUTEN U KYPUEPCKNTE Pa3HOCKMN.

1.3 ®akTypupaHe

[ocTtaBunkbT n3gasa Ha NoTpebutensa dakTtypa 3a NnpegocTaBsaHUTE YCyru.

Henony4yaBaHeTo Ha dhakTypa He ocBoboxaaea [loTpedbutensa oT 3agbimKeHNeTo My Aa 3annaTtu
OBbIDKUMUTE Bb3HarpaXKaeH1si B yroBOpPeHUTE CPOKOBeE.

Bcuukm abmkMMy no goroBopa cyMu ce 3annawart ot MNotpebutens B 6pon mnm no 6aHKOB NbT.
MnawaHeTo no 6aHKOB NbT Ce cuMTa M3BBbPLUEHO CbC 3aBepsiBAHETO Ha B6aHkoBaTa cMeTKa Ha
[ocTaBunka Cc NbNHUS pa3mep Ha AbIMKUMUTE CyMU.

Bcunykm 6aHKOBM KOMUCUMOHHK, TakCK 1 Pa3HOCKN BbB Bpb3ka ¢ 6aHKOBUTE NpeBOAM ca 3a CMeTKa
Ha lMNoTpebutens.

1.4 BpblaHe Ha yaocToBepeHue U Bb3CTaHOBSAIBaHe Ha nnawjaHe

MoTpebuten Moxe Oa Bb3pasnM OTHOCHO HETOYHOCT WM HEenbfHOTa B CbAbPXaHWEeTO Ha
nsnageHo KY B 3-gHeBeH cpok cnef nybnukyBaHeTo my B [y6nuyHns permctsp.

AKO npuumHa 3a HEBSPHOTO CbAbpKaHue Ha ygoctoBepeHueTo e B PO/MPC, [doctaBunkbT
npekpaTsBa YOOCTOBEPEHMETO U u3gaBa HOBO C BSIPHO CbAbpXaHMe 3a CBOS CMeTKa unu
Bb3CTaHOBSBA HarpaBeHOTO MNrawaHe 3a npeKkpaTeHOTO YOOCTOBEPEHUE C  HEBSAPHO
CbAbpXaHue.

AKO MpuyMHa 3a HEBAPHOTO CbAbpXXaHWe Ha yOOCTOBEPEHMETO € No BuMHa Ha [loTpebutens,
JocTaBunkbT npekpaTsBa YO4OCTOBEPEHMETO M He Bb3CTAHOBSIBA HamnpaBeHOTO nnailaHe.
[locTaBunKbT MOXe a u3gage HOBO C BAPHO CbAbpXaHue 3a cmeTka Ha lNMoTtpebutens.
MoTpebutenat moxe ga oTkaxe m3gageHo KY ¢ BApHO cbabpkaHue, KoeTo [OoCTaBUYMKbT Lie
npekpatm HeszabaBHo 6e3 p[a BB3CTAHOBM HanNpaBeHOTO MNnawlaHe 3a npekpaTeHoTOo
yAOCTOBEPEHME.

1.5 be3nnatHu ycnyru

HocTtaBunkbT npegoctaBss 6e3nnaTtHO PEerucTbpHU M MHAOPMALMOHHM YCIyrn, CBbp3aHu C
nonssaHe Ha [NybnunyHnst perucTbp, KakTo cnepaea:

e rnpoBepka Ha nybnukyBaHo B peructbpa KY Ha lNoTtpeburten;

e MpoBepKa 3a BanvaHOCT Ha usgageHo ygoctosepeHue B [NyGnnyHns pernctbp; npoBepka Ha
cTaTyC Ha yAOCTOBEpPEHME B pearnHo Bpeme;

yOOCTOBEpPEHME 3a BPEME Ha NPeACTaBEHO CbAbpXKaHNe/enekTpoHHO nsseneHme 6e3 SLA;
naternsHe Ha aktyaneH CRL n goctbn go apxusa cbc CRL-u;

n3ternsiHe Ha cnyxebHuTe ygoctoBepeHus Ha [locTaB4uka;

n3TernsHe Ha NyonuYHn JOKyMeHTH Ha [locTaBuuka; apyru yCnyru.

10.2 ®nHaHCOBU OTTOBOPHOCTHU

10.2.1 3acTpaxoBKa Ha AeMHOCTTa

1.

[locTaBuMKBLT CKMOYBa 3a4b/PKMTENHA 3acTpaxoBka Ha AerHOCTTa cu Kato peructpupad OKYY
ot KPC;
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3agbirkMTenHaTa 3acTpaxoBka € C HeNpeKbCBaeM CPOK U ce NOgHOBSIBA NEPUOANYHO.

MpeameT Ha 3acTpaxoBkaTa € OTrOBOpPHOCTTA Ha [locTaBuMka 3a OCbLUEeCTBSABaHaTa OT HEro
OENHOCT cbrnacHo uanckeaHunara Ha 3EOEYY n HOMAAYY.

[locTaBuMKBT MMa 3agbIDKUTENHA 3acTpaxoBKa B pa3mMep Ha 3acTpaxoBaTeSlHM CYMU NOCOYEHN B
HOonMnaaoyy.

3agbkMTenHaTa 3acTpaxoBka MOKpMBa OTrOBOpPHOCTTa Ha [ocTtaBumka kbM [loTpebutenn,
CbOTBETHO [JoBepsABaLLM Ce CTPaHWU 3a MPUYMHEHU UMYLLLECTBEHN N HEUMYLLECTBEHW Bpeau A0
rpaHuumTe onpegenerdn B SEAEYY n HOMAOYY.

Cnen HacTbnBaHe Ha CbOUTME, KOETO MOXe Aa MO3BONM npeasiBiBaHe Ha WUCK MOKPUT OT
3acTpaxoBKaTa, 3acerHaToTo nuue TpsibBa Aa ysegommn nucMmeHo [loctaByunka n 3actpaxoBsarens
B CPOK OT 7 OHU cneg Kato CboUTUeTo My CTaHe U3BECTHO.

10.2.2 3acTpaxoBaTesiHO NOKpUTHe

1.

2.

3acTpaxoBaTenHOTO MOKPUTME 3a HAHECEHW HEMMYLLECTBEeHW W/WNn UMyLLEeCTBEHM Bpean Ha

MoTpebuten He HaoxBbPNS pasmepa yctaHoBeH oT HOMAAYY.

3acTpaxoBkaTa He NoKpMBa criy4auTe No 0Tkas Ha OTTOBOPHOCT, B YACTHOCT 3a Bpeau NPUYMHEHN

oT:

e HecrnasBaHe Ha 3aabikeHusTa Ha [NoTpebuTen;
KoMnpomMmeTupaHe unu 3aryba Ha 4acTteH knod Ha [loTpebuTen nopagn He nonaraHe Ha
AbrKnmata rpmxka 3a ornassaHe npu U3nona3paHe;

e HecrnasBaHe Ha M3NCKBaHMSITA 3a NpPOBeEpKa Ha BanMOHOCTTa Ha eNeKTPOHHUSA NoANUC U Ha
yaocToBepeHneTo oT [lJoBepsiBalla ce CTpaHa;

e dopcMaxxopHU n apyrn ob6CToATENCTBa, N3BBH KOHTPOa Ha [lJocTaBymka.

10.3 KoHdhmaeHumanHocT Ha 6usHec nHcpopmaums

10.3.1 O6xBaT Ha KOH(dMAeHUManHaTa MHcopmauus

1.

WHudbopmauua 3a Motpebuten, KOATO He e BKMYeHa B usgageHute ygoctosepeHns n B CRL
CbCTaBnNsABa NMMYHN AaHHW MO CMUCBIa Ha 3akoHa 3a 3awmTa Ha nnyHuTe aadHu (33J10), ce cunta
3a KOH(uageHumnanHa.

MHdbopmauuaTa no npepxogHata Tovka ce cbbupa oT [ocTaBymka camoO [OKOSIKOTO €

HeobxoaMMa 3a Hy)XOuTe Ha u3gaBaHe U Nogabp)KaHe Ha YAOCTOBEPEHNATA.

CuuTaHaTta 3a KoHuaeHunanHa nidopmaunsa He moxe aa 6bae npegocTaBsiHa Ha TpeTu nuua,

0e3 M3pMYHO cbrnacue Ha NpPefocTaBuNUTE 9 NUUA C U3KIKYEHWEe Ha cryvauTte, Npu KOUTO

[locTaBuMKbLT € 3a4bIMKEH MO cuaTta Ha 3akoH, B TOBa YNUCIIO Npu:

o [lpoBepku Ha KomucuaTa 3a 3awimra Ha NUYHK AaHHW;

e [lpoBepkn Ha BBHLUHM M BbTPELIHM OAMTOPU 3a JOKa3BaHe CbOTBETCTBME KbM CTaHOApTW,
3aKOHW, Hapeabu, NpaBUIHULN U OPYr perynaTopHu U3NCKBAHWUA, U3PUYHO HEOBXoauMuM 3a
peanuamMpaHeTo Ha 6Gu3Hec npouecuTe Ha [JocTaBumKa;

o [lpepoctaBsiHe Ha OAbpXXaBHM UHCTUTYLMW, KOraTo TOBA € 3aKOHOCHLOOpPasHO U M3PUYHO ce
n3nckKea.

KoHdmnaeHumanHata nHopmaums ce CbXxpaHsaBa Ha MSICTO, OOCTbMbT 4O KOETO € OrpaHunyeH

camo 3a nvua oT nepcoHana Ha [JoctaBuuka, oBfacTeHN Aa onepupart ¢ AaHHUTE 1 ce paskpusa

camMo cnefj M3pUYHO cbrnacve Ha [loTpebutena C M3KMYEHWEe Ha cnyyamte, nNpu KOUTO

[locTaBuMKBLT € 3aQbIDKEH MO cunaTa Ha 3aKoH.

Hwukon oceeH NoTpebuTen, BkntounTenHo 1 [lJoctaBunka, HAMa NpaBo 4a N3MNos3Ba YaCTHUA KITHoY

3a Cb3gaBaHe Ha enekTpoHeH noanuc. [loctaBunkbT npenopbyBa NoTpebutens ga He manara

noTpebuTenckusa kog 3a 4OCTHbN A0 YacTHUS Koy Ha KY, oopu ako Ton e wngpoBaH.

Bcmykun yacTHM KIo4oBE Ha Nuua OT NepcoHana 1 3BeHa B MHApacTpykTypaTta Ha [locTaBunka ca

HaOEeXOHO 3alMTEHM CPeLLy KOMNPOMETMPaHE 1 pa3npoCcTpaHeHne.

3anucm B XypHanuTe W noroBete OT cuctemuTe Ha [locTaBumka ce pasrnexgart KaTo

KOH(bmaeHumnanHa nigopmMaums 1 ca 3almnTeHn oT HenpaBoMepeH AOCTbN N Bb34ENCTBME.
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10.3.2 HekoHdmaeHUmanHa nHopmaums

1.

O6wopocTbnHa e Bcska nHdopmaumns, cbabpxalla ce B MNy6bnuyHusa pernctbp nNo oTHOLWEHWE
Ha msgageHuTe ygocTtoBepeHusi, (ocBeH ako lMoTpebutenaTt e nocouun onuus ,3abpaHa Ha
AocTbna‘“) Kakto n B nyonukyeaHust aktyaneH CRL n B apxuBHUTE KOMWSA Ha TO3M CMIMCHK.

10.3.3 3awumTa Ha KOHMAaeHUManHaTa MHcopmauus

1.

HoctaBumkbT u [NoTpebuTtenaT HamaT npaBo Aa pasnpocTpaHsBaT wnu [a ponyckart
pa3npocTpaHsiBaHe Ha MHOPMaLUsi, CTaHana UM U3BECTHa MPU UK MO NOBOA M3MbIHEHWE Ha
3aabIKeHusiTa MM no [loroBopa, BKMOYMTENHO OTHOCHO nnawaHus, 6e3 npeasapuTenHo
N3PUYHO NMMCMEHO paspeLLleHne OT gpyraTta cTpaHa.

10.4 NoBepUTENTHOCT HA NINYHU AAHHU

1.
2.

[locTaBuMKBLT € permcTpmpaH kaTto agMMHUCTPATOP Ha NIMYHK JaHHKU nNo pega Ha 33J14.

B kayectBOTO cu Ha AOMMHMCTPATOP Ha NWYHM AaHHW, [OCTaBYMKBLT CTPOro cwbniopasa

N3NCKBAHUATA 3a NMOBEPUTENHOCT M HEPAa3NPOCTPaHEHME Ha NNUYHUTE AaHHW Ha [loTpebuTenu,

CTaHann My U3BECTHW NpW U3NbiHEHWe Ha genHocTTa cn kaTto OKYY.

JInynuTe aaHHK, kouTo [docTaBumMkbT cbbupa, cbrnacHo T.10.3.1, ce cbxpaHsiBaT 1 obpaboTeaT

€OVHCTBEHO U CaMO 3a Lennte Ha npegocTaBsHuTe OT [locTaByMKka yooCTOBEPUTENHU YCNYru B

CbOTBETCTBUE C n3nckBaHuaTa Ha 3ELEYY, gencreawarta HopmatmeHa ypeaba n GDPR

CovrnacHo yTtBbpaeHuTe Monutukm Ha KY, enemMeHTM Ha WHpopmauuaTa B TaAX Morat ga

cbabpXaT nMYHM gaHHM. C ornen ocbLEecTBABAHETO Ha AEWHOCTTa CM U Ha onpeaeneHu

M3NCKBAHNA Ha nybnuuHUTE €EneKkTPOHHM YCIyrm KbM yOoOCTOBepeHaTa WHdopmaums,

[locTaBuMKBLT 51 NpaBM AOCTbMHA 3a TPETU Nuua Ypes n3gageHuTe yaoCTOBEPEHNS, OCBEH ako B

NCKaHeTO 3a n3gaBaHe Ha yAOCTOBEPEHNE He e NocoYeHa onuumsiTa ,3abpaHa Ha goctbna'.

MoTpebutensaT, B KAYECTBOTO CU HA CYOEKT Ha NIMYHM AaHHM MMa NPaBoOTO:

e [la nsmckea ot [locTtaB4unka ga kopurupa, unm orpaHmym oopaboTBaHETO Ha HEFOBUTE NINYHU
OaHHW UK 4a HanpaBu Bb3paXKeHue cpeLly TAXHOTO obpaboTBaHe;

o [Jla manckea ot [octaBumka ga uatpue 6e3 HeHyXHO 3abaBsiHe HeroBuTe NUYHU LaHHM,
KOETO Lue ce n3sbpln ot [locTaBymka, ako ca npunoxumm ycnosuata Ha un.17 ot GDPR;

e [la nonyyu cBOUTE NUYHM AaHHM NPW MOMCKBAHE NO CbOTBETHUS pen, onucaH B T.10.11.

e Ha npeHocmmocT 3a nuyHM gaHHu, npu ycnosusTa Hac YUn.20 ot GDPR u HopmaTtuBHa a
ypenba B cTpaHaTta.

o [la 6bae yBeOOMEH 3a U3BbPLUEHUTE KOPEKLMK, HanpaBeHo U3TpuBaHe U orpaHvyaBaHe B
obpaboTkaTa Ha HErOBUTE NNYHW AAHHW, aKO U3PUYHO NOucKa ToBa.

e [la nogaea xanba go Hag3opHus opraH — Komucusata 3a 3awmrta Ha JIMYHUTE daHHW, MO
OTHOLLIEHNE Ha HEroBUTE NUYHU AAHHK, KOUTO Ca NpeaocTaBeHn Ha [JocTaBunka

10.5 MNpaBa BbpXy UHTENeKTyanHa co6CTBEeHOCT

1.

PasnnyHn gaHHKW, BKNIOYEHW B M34aBaHW YOOCTOBEpPEHWUs wnu nybnukysanu B [lyGrimdHums
pernctbp ca obeKkT Ha npaBa BbpXy MHTENeKTyanHaTa CobCTBEHOCT U ApYrn MMYLLECTBEHU U
HEeUMYyLLLECTBEHW NpaBa.

OTHoweHMATa NO noBog Ha Te3u npaBa Mexay [locTaBuvka M Apyrute yyacTHUUM B
nHdppacTpykTypata Ha B-Trust, kato BbHWHM PO, MPC n gp. ce ypexaaT ¢ Jorosop.

Benukun nsgageHn yooctosepeHus ot [JoctaBumnka ca o6eKkT Ha aBTOPCKO NpaBo Ha [locTaBuuka.
Bcuukm npaBa Bbpxy m3nonssaHu ot [octaBumka GusHec mapku (Hanp., B-Trust®), kakto u
CbAbpXallyM ce B yAOCTOBEPEHUATA TbProBCKM HauMeHoBaHWsA n3nonasaHu ot Motpebutenn, ce
3anasBaT OT COOCTBEHMUMTE UM M Ce W3NON3BaT CaMO 3a HYy)XAUTE Ha NpeaocTaBAHUTE
yOOCTOBEPUTESTHM YCIYTN.

[BonknTe Knio4oBe, KopecnoHaupalln Ha yaoctoBepeHuaTa Ha [octaBumka u Ha [pyrute
y4aCTHUUM B MH(paACTpyKTypaTa Ha B-Trust kakTo n CbOTBETHUS CEKpEeTEeH MaTepuan, ca obekT
Ha NpaBa Ha [JocTaBuMKa M HA CbLOTBETHUTE YYaCTHUUN, HE3ABUCMMO OT COBCTBEHOCTTA BbPXY
un3nYecKns HoCUTEN Ha KIoYoBeTE.
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10.6 OTroBOPHOCT M rapaHummu

10.6.1 OTroBOpHOCT M rapaHuum Ha [locTaBuYMKa

1. [JdocTaBYMKbLT OTFOBOPS WM rapaHTMpa, Ye chnasBa TOYHO YCNOBUATA B HACTOALUUS LOOKYMEHT,
naunckeaHudaTa Ha 3EJEYY u Ha HopmaTuBHaTa ypeaba npu oCcblUEeCTBABaHE Ha OEMHOCTTa Ha
pernctpupaH OKYY.

2. [JocTaBuyuKbT OCbLLECTBABA AeMHOCTTa Ha peructpupaH OKYY kaTto:

n3nonseBa TexHM4ecko obopyaBaHe W TEXHOMOrMK, KOUTO OCUrypsiBaT HadeXOHOCT Ha
CUCTEMU U TEXHUYECKaTa U KpunTorpadgcka CUrypHOCT Mpu OCbLLECTBABaHe Ha npouecuTe, B
TOBA YMCNO U CUTYPEH U 3alLUUTEH MEXaAHN3BbM/YCTPOMUCTBO 3a reHeprpaHe Ha KIo4oBe 1 3a
Cb3ZaBaHe Ha eneKTPOHEeH Noanuc B CBOSITa MHAPACTPYKTYPA;

usgasa KY cneg kato npoBepu € OONyCTUMKM OT 3aKOHa cpefcTtBa npeacraBeHaTa
nHdopmaums;

CbXpaHsBa M nogabpxka WHGPOPMaUMs, CBbp3aHa C uU3gaBaHUTE YOOCTOBEPEHUS U
onepaTtmBHaTa paboTa Ha CUCTEMUTE;

crnasBa yCTaHOBEHMTE npoueaypu 3a pabota M npaBuna 3a TEXHUYECKM U (PU3NYECKM
KOHTPOJS1, B CbOTBETCTBME C YCNOBMATA B TO3N JOKYMEHT;

npy WCKaHe u3gaBa CbOTBETHUTE TUMOBE YAOCTOBEPEHUSA, Cra3Baviku ycrnoBuatTa W
npouenypute B TO3M AOKYMEHT U CbOTBETHUTE MONNTUKY;

yBefomsiBa NoTpebutennte 3a hakta Ha akpeautTaumsta cu;

Cb3daBa Bb3MOXHOCT 3a He3abaBHO cnnpaHe u npekpaTsaBaHe Ha gencteneto Ha KY;
npekpaTtsBa M cnvpa AeWCTBMETO Ha YAOCTOBEPEHMS NpW ycrnoBusTa U NO peda Ha
cboTBeTHaTa lNonuTuka;

yBefoMsiBa He3abaBHO cnepf cnupaHe Ha ygoctoBepeHue NotpebuTen;

ocurypsiea ycrnoBust 3a TOYHO OnpedensdHe Ha BpemMeTo Ha u3gaBaHe, Cchnuvpade,
Bb30OHOBSABaHE M NpekpaTsaBaHe Ha AeCTBUMETO Ha YAOCTOBEPEHUATA;

ocurypsiea Mepku cpeLly noanpaBsiHe Ha yAOCTOBEPEHUSATa U NOBEPUTENHOCTTA Ha JAaHHUTE,
00 KOUTO MmMa AOCTbM B Npoueca Ha Cb3aBaHETO Ha NOAMNUCa;

N3non3Ba HageXaHn CUCTEMU 3a CbXpaHsBaHE M ynpaBreHue Ha yaOCTOBEPEHUATA;
ocurypsiea Camo HaaJs1eXXHO OBIIaCTEHU CRYXUTENW Aa MMaT SOCTbM 3@ BHAaCSAHE Ha NPOMEHM,
yCTaHOBSABaHE Ha aBTEHTUYHOCTTa U BanugHOCTTa Ha yOOCTOBEPEHUATA;

Npu Bb3HMKBAHE Ha TEXHMYECKM Npobremm BbLB Bpb3ka CbC CUrYpHOCTTa, TOBa Aa CTaBa
He3abaBHO AOCTOSHME Ha OBCNyXXBaLLMs NepcoHarn;

C M3TU4YaHe Ha CpoKa Ha BanuaHOCT Ha KY ga oTMeHu BanugHocTTa Mmy;

nHpopmupa lMoTpebutennte n TpeTn AOBEPSBALLM Ce CTPaHU 3a TEXHUTE 3a4bJPKEHUSA U
ObIbKMMaTa rpyka Ha nosegeHue npu nsnona3BaHeTo U AoBepsBaHETO Ha NpedocTaBAHUTe
oT [ocTaBuvka YyOOCTOBEPUTENHM YCIYrM, KaKTO M OTHOCHO MNPaBWUIHOTO W CUFYPHO
N3non3BaHe Ha nsgageHuTe yaoCcToBepeHns N yagoCToBEPUTENHUTE YCIYrK, CBbP3aHU C TAX;
N3nonasa 1 CbxpaHsaBa cbbpaHaTa nuyHa u gpyra nHgopmauus camo 3a LenuTe Ha CBosiTa
AEVHOCT Mo npefocTaBsHe Ha yOooCTOBEPUTENHU ycnyrn no cmucbrnia Ha 3EOEYY u B
CbOTBETCTBUE C pasnopendbute Ha 33J1[ n gpyrute OTHOCMMW NPaBHU HOPMU;

He CbXpaHsiBa UM He Konupa OaHHW 33 Cb3[aBaHe Ha YacCTHU KIOYOBE;

nogabpxa pasnonaraemMum CpeacTBa, KOMTO OCUIypsiBaT Bb3MOXHOCT 3a U3BbPLUBAHE Ha
OenHocTTa My,

3acTpaxoBa 3a BpeMeTo Ha CBOsAITa AENHOCT 3a BpeauTe OT HEM3NbIHEHUE HA 3a4bImKeHUATa
my no 3EJEYY, B cboTBeTCTBME CbC 3acTpaxoBaTenHara nosmTuka;

nogabpxa nepcoHan, npuTexasaw, HeobxoaMmuTe eKCnepTHW 3HaHus, OonuT U
KBanudukaumnsa 3a U3BbpLiBaHe Ha AENHOCTTA;

nyonunkyBa n ocurypsisa 4OCTbMN 40 YTBbPAEHO MOOBMMAHO NpunoxeHue 3a obnaden KEIT,
nogabpxka Pernmctbp, B KomTto nybnukyBa wusgagenute KY, aktyaneH CRL, pgpyrm
obcToATeNcTBa M €NEeKTPOHHU JOKYMEHTU, CbIrMacHO To3n JoKyMeHT n SELEYY;

"BOPUKA" Al, 11Onwu 2018r. Crp. 78 o1 83



Oo6woaoCTLNEH JOKYMEHT
NMPAKTUKA NP NPEOOCTABAHE HA KBAITUOULUMPAHU YOOCTOBEPEHUA
N YOOCTOBEPUTEJIHU YCIIYTU OT ,,BOPUKA“ AL

ocurypsisa 4ocTtbn Jo Pernctbpa no enekTpoHeH nbT 24 yaca B A€HOHOLMETO;

ocurypsiea 3awimMta cpelly BHaAcAHe Ha npoMeHn B nogabpXavus Pernctbp oOT
HepernameHTMpaH 1 HenpaBoOMEpPEH JOCTbM UMW Nopaan CryyYyamHo cbouTue;

nybnukyBa B nybnuuHua Pernctep Ha KY HesabaBHO wu3gageHute u  NoAnMcaHu
yAOCTOBEPEHUS;

Cb3JaBa YCMoBMS Ha BCska AoBepsBalla ce CTpaHa [a NpoBepu cTaTyca Ha m3gageHo u
ny6nvkyBaHo yaocTtoBepeHne B ny6nmdHma Pernctbp Ha yooCTOBEPEHMS;

npyn u3BbpliBaHe Ha obuyanHata penHoct Ha BOPUKA no npegoctaBsHe Ha BCUYKM
yAOCTOBEPUTENHN yCnyrn oT nopTdonmoTto Ha bopuka All, OCTaBYMKLT HE OUCKPUMUHMUPA
MO HUKaKbB HaYMH CBOUTE KIMEHTU U CITYXUTENMN.

3. [ocTaBunkbT oTroBaps npen MotpebuTten 1 [loBepsaBalla ce cTpaHa 3a:

3aabJDKEeHUATa CKU Mo nNpeaxogHaTa ToYKa,
HeBEepHWU Unn nmnceawln gaHH1 B yaoctoBepeHune no Heroea BMHa,;
nponyckn B yCTaHOBABAHE HA NOEHTUYHOCTTa Ha 3aasutensi.

10.6.2 OTroBopHOCT U rapaHuuu Ha PO/MPC

1. [OoctaBumkbT rapaHtupa, ye PO/MPC wmsnbnHsaBa cBouTe PYHKUUM U 3aO0bIDKEHUS B MbIHO
CbOTBETCTBMUE C YCNOBMATA B TO3M AOKYMEHT, C U3UCKBaAHUATa U npouenypute B NonuTtuknte n
n3gageHnTe BbTPELUHM ONepaTUBHN MHCTPYKLMN.

2. [JocTtaBumnkbT OTroBaps 3a genctemata Ha PO/MPC B uHdpacTpykTypaTta Ha B-Trust.

10.6.3 OTroBopHOCT Ha lNoTpebutens
1. TlotpebutenaT TpsibBa aa:

crnassa TOYHO YCNoBMATa M Npoueaypute Ha Tasn AOKYMEHT M cbOoTBeTHaTa [lonutuka npu
ncKaHe 3a u3gaBaHe Ha YAOCTOBEPEHUs U MON3BaHETO Ha ApYyrMTe yAOCTOBEPUTENHN YCNYri;
3annawa ABbIMKNMOTO Bb3HarpaxaeHve KbM HocTaBunka CbrnacHoO
[oroBopa 1 NpPUNOXEHUsITa KbM HEro;

“Ma OCHOBHM NO3HaHUSA OTHOCHO M3MON3BaHETO HA YAOCTOBEPEHUS 3@ €NEKTPOHEH MOAMUC U
PKI TexHonoruu;

npeaocTaBs BApHA, TOMHA U MbiiHA MHGOPMauus, KoATO [OCTaBYMKbT U3NCKBA CbINacHO
3aKoHa M TO3M AOKYMEHT NpW nodaBaHe Ha WCKaHe 3a u3gaBaHe W ynpaBfieHne Ha
yAOCTOBEPEHUE;

ocurypsiea curypHa v HagexaHa cpega v npoueaypa (HagexaHu TeXHUYecku cpeacrtsa u
cogoTyep), koraTo reHepupa ABoKKaTa KroyoBe U3BbH MHpacTpykTypaTa Ha [locTaB4uka, ¢
ornepn onassaHe TarvHaTa Ha YaCTHUS KIHOY;

n3nonaea anroputMm, cbobpasHo usnckeanHuaTa Ha HWAKEN npu reHepupaHe Ha gBonkarta
KrnoYoBE;

yBegoMu HeszabaBHO [locTaBumka, B Crnyvah Ha KOMNPOMETUpaHE WU CbMHEHMS 3a
KOMMpPOMETMPaHe Ha YaCTHUSA KIHOY KaTo M3MnpaTtu 3asiBKa 3a CnvpaHe unv npekpaTsaBaHe
OENCTBMETO Ha yOOCTOBEPEHUNETO;

CbXpaHsiBa M 3aliMTaBa HageXOHO CBOSI YACTEH KoY Npe3 UsSnoTo BpemMe Ha BanuaHOCT Ha
yAOCTOBEPEHNETO cpeLly 3aryba u KOMNpoOMeTMpaHe B CbOTBETCTBME HA M3MCKBAHMATA Ha
cboTBeTHaTa MNonutrka. Bcako n3nona3saHe Ha YaCTHMSA KITOY Ce NpYemMa KaTto U3BbPLLEHO OT
MoTpebutens gencTeue;

npuemMe u3gageHoO YOOCTOBEPEHME 3a €NEeKTPOHeH noanuc HesabaBHO cren HEroBoOTO
npeacTaBsHe OT CTpaHa Ha [locTaBuunka;

NpoBepY MbifHOTaTa M BEPHOCTTA HA CbObPKAHMETO Ha YO4OCTOBEPEHUE B CPOK OT 3 (Tpu)
OHW  OoT nybnukyBaHeTo My. B cnyda Ha HecbOTBETCTBME Mexay npeacTaBeHaTta
NMHopMaums No cunaTta Ha LOroBopa U CbAbpPXKaHMETO Ha y4OCTOBEPEHMETO, Aa YBEAOMMU
He3abaBHO [JocTaB4MKa;

N3BECTM 3a HaCTbNUMa NPOMsHa B yA4OCTOBEPEHaTa MHAOpMaLnS 1 Aa Noncka npekpaTaBaHe
Ha yOOCTOBEPEHUETO;
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e yBepomu [locTaBumka 3a BCAKa NPOMsiHA B MHPOPMaLMATA, KOATO He € BKIoYeHa B U3gageHo
HEroBO YyOOCTOBEPEHMEe, HO KOATO € npefgocTaBeHa B Mpoueca Ha u3gaBaHe Ha
yOOCTOBEPEHMNETO;

e CMEHM CBOS MbpBOHA4YaneH Koa 3a AoCTbn A0 YacTHuA kntod B QSCD, npean aa nanonsea
yOOCTOBEPEHMNETO;

* M3Mon3ea nsgageHuTe My yagoCTOBEPEHMSI CaMO C NULEH3NpaH Kpuntorpadckm codtyep;

e M3Mon3ea W30aneHO YOOCTOBEPEHME CaMO B CbOTBETCTBME C OTOENA3aHOTO B HEro
npegHasHadeHne n cbrnacHo npunoxumara lMonntuka, KakTo 1 ¢ ornen orpaHnyYeHusTa npu
KOUTO € n3aaaeHo;

e He M3MOoN3Ba YacTHUS KoY 3a Cb3daBaHe Ha €MIEKTPOHEH NoANUC Cred u3TtnvaHe cpoka Ha
BannaHOCT Ha YAOCTOBEPEHME UNK Crnea CnupaHe unu npekpaTsiBaHe AeNCTBMETO MY;

e UMHpopmMpa Bcsika [loBepsiBalla ce CTpaHa OTHOCHO HeWHaTa rpuka M OTrOBOPHOCT Mpu
posepsiBaHe Ha KY;

e [pMema YCroBusiTa 3a rpmxkaTta WU OTrOBOPHOCTTa Npu goBepsiBaHe Ha KY, B cnyyanm 4e
nencTea kaTo [JoBepsBalla ce cTpaHa.

Motpebutenat e otroBopeH ako e npuen KY, msganeHo ot [JocTaBymka Bb3 OCHOBA Ha

npegocTaBeHN OT HEr0 HEBEPHM AaHHU, CbOTBETHO Bb3 OCHOBA Ha NPEMbITYaHN U NIMMNCBALLN

OaHHW.

[ocTaBunkbT Le perpecupa cnpsmo Motpebutens npeTeHUUs 3a BCUYKU NMPETbPNEHN Bpeau,

BCNeAcTBME OT peanu3vMpaHa OTroBOPHOCT Ha [locTaBumka, nopaguM HEU3MbIIHEHME Ha

npounsTn4yaLLM OT TO3M AOKYMEHT UMK LOroBopa 3agbJPKEHMs, KoraTo:

e € 13Mon3Ban anropuTbM, KOMTO He OTroBaps Ha nsmnckesaHuaTa Ha HAAKETT;

e HE M3NbIIHABA TOYHO M3UCKBaHUATA 3a CUrYPHOCT, onpeaenexHn ot [JocTaBuuKa;

e He Mnowucka npekpaTsiBaHe LENCTBMETO Ha YAOCTOBEPEHME, KOraTo € y3Harl, Ye YaCcTHUAT KN4
e Oun m3non3BaH HEenpaBOMEPHO WM CbLUECTBYBA OMNACHOCT OT HEMNPaBOMEPHOTO My
n3nons3BaHe;

e € npuven yaoCTOBEPEHWETO MNpW HEroBoTO M3gaBaHe, korato [loTpebuTtenat He e 6un
OBIacCTeH Oa AbPXW YacCTHUS KIHOY, CbOTBETCTBALL, HAa MOCOYEHUS B YAOCTOBEPEHUETO
nyGrnyeH Kroy;

e € npven yaoCTOBEPEHNETO NPU HErOBOTO M3[AaBaHe, KaTo € HanpaBui HEBEPHU U3SBNEHNS
npea JocTtaBunka, MaLLM OTHOLLEHME KbM CbAbPXKaHNETO Ha YAOCTOBEPEHNETO;

® e npuen yaoctoBepeHneTo, korato NoTpebuten He e Gun oBnacTeH ga noucka u3gaBaHeTo
Ha yOOCTOBEPEHUETO.

10.6.4 F'puxa n otroBopHOCT Ha [loBepsiBaLla ce cTpaHa

1.

INvuata, kouto ce posepsiBaT Ha KY TpsAbBa ga npuTexaBaT OCHOBHWM MO3HAHUS OTHOCHO
NPUHUMNMTE Ha U3MON3BaHe U NPUNOXKUMOCT Ha eNeKTPOHHUA nognuc/nevaT n Ha ycnyrute,
CBbp3aHu ¢ ynotpeba Ha ygoCTOBEPEHMETO.

[oBepsBawaTa ce cTpaHa cneasa [a nomoxun Abmknuma rpwka, Karto:

e Ce [oBepsBa Ha yOoctoBepeHusTa camMo C orneg Ha [Monutukata OTHOCHO
npeaHasHa4YeHMeTo N Ha OrpaHNYeHnsiTa u ycroBuaTa, Npu KOUTo e n3aagaeHo;

e V3BbLPLWK MpOBEpKa Ha cTaTyca Ha YOOCTOBEPeHVEeTO B noaabpxaHua oT [octaBuumka
My6nnyeH permctbp. lNpoBepkaTta Ha enekTpoHHaTa aBTEHTUYHOCT U Ha MHTerpuTeTa Ha
yaocToBepeHneTo u3BbH [NybnnyHms Pernctbp nnu B HeakTyaneH CRL-cnvckk He ocurypsiBa
npoBepka 3a HeroBaTa BanUOHOCT U BCUYKM HACTLNWMW BPeau OT NpeanpueTu OencTBus,
cnepn ocblUecTBABaHe €AMHCTBEHO Ha TakaBa MpoBepka, ca 3a cMmeTka Ha [loBepsiBawiarta
CTpaHa;

e rpoBepsiBa BanuAHOCTTa Ha noanuca/nedarta, KakTo W BanMOHOCTTAa Ha ereKTPOHHUSA
noanuc/neyat Ha [locTtaBynka No Bepurata oT yaocToBepeHus 4o 6a30BOTO YAOCTOBEPEHME;

e Ce yBepu, Ye MPUIOXeHUsiTa, C KOUTO Ce M3Non3Ba yAOCTOBEPEHNETO ca (PYHKLUNOHANHO
NpUNoOXMMnN 3a npegHasHavyeHneTo, 3a KOMTO € M3OafeHo, KakTo U C orfed HUMBOTO Ha
CUIyPHOCT, NOCOYEHM B CboTBeTHaTa Nonutuka.
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Ovmkuma rpwka Ha [doBepsiBawlaTa ce CTpaHa € da u3nona3ea curypHa (keanvduumpaHa)

npoBepka (Banugaumsi), KOSiTO rapaHTupa, 4ve:

e nyGNNYHUAT KoY, KOWTO Ce U3MNoM3Ba 3a NPoBepKa Ha noanuca/nedara CbOTBETCTBA Ha TO3W,
KOWTO ce npeacTaBs B yqOCTOBEPEHMETO;

e [poBepKaTa 3a M3MOoM3BaHe Ha YaCTHUS KoY € HagexaHO NoTBbpaeHa U pesyntatuTte oT
Tasun NpoBepKa KOPEKTHO ce NpeaCcTaBsT;

e pu HeoBXOAMMOCT MOXe Ada Ce YCTaHOBM CbObPXaHWETO Ha nognucaHus/nognedyaTaH
€MNeKTPOHEH OOKYMEHT/U3sBMEHE;

e QaBTEHTMYHOCTTA W  BanNMAHOCTTA Ha  YOOCTOBEPEHMEeTO KbM  MOMEHTa  Ha
noanuceaHeTo/noanevartsaHe HageXaHo ce NpoBepsBar;

e pesynTaTuTe OT NPOBepKaTa 1 efleKTpoHHaTa MAeHTUYHOCT Ha [NoTpebuTtens Ha KY npaBunHo
ce NpecTaBssrT,;

e BCSIKAKBU NPOMEHU, pernieBaHTHM 3a CUIYPHOCTTa ca yCTaHOBUMMU.

[JocTaBunKbT HE HOCM OTrOBOPHOCT 3a HacTbnunu Bpeau Ha [loBepsBalwiata ce cTpaHa oT

HenonaraHe Ha gbIpKuMmaTa rpuxa.

10.7 OTKa3 OT OTTOBOPHOCT

1.

2.

C uskniodeHve Ha cnyyaute Ha NpeTbpreHn Bpeau OT m3nona3saHe u gosepsiBaHe Ha KY,

[ocTaBUMKBLT He OTroBaps 3a CBOUTE HEDOPEXHN AENCTBUS.

[ocTaBunkbT He OTroBapsd B CcriyvyauTe, Korato HacTbnunuMTe Bpeau ca cnejcrteve oT

HeBPEXHOCT, OTCBLCTBME Ha MNOSIOXKEHa rpwka WM nuMnca Ha OCHOBHW MO3HAHMS OTHOCHO

TEXHONOrMnTE Ha enekTPOHEH NoAnuc OT cTpaHa Ha NoTpebuTtens unu JJoBepsBallm ce CTpaHu.

[ocTaBuYMKLT MO HMKAKbB Ha4YMH HE MOXe Ada OTroBaps 3a criyyauTe, B KOMTO nognucaHu u

NPUAPYXEHW C BanuaHW yOOCTOBEPEHUS U3ABIEHNSA ca Bunn oTTerneHu.

[ocTaBunkbT He OTroBaps B ClydauTe, Korato € noanvcaH coTyep unm MH(OPMaLMOHHU

06eKTM 1 CbLuMUTE Cca NPUYMHUIM Bpean Ha [JoBepsiBalla ce CTpaHa.

[ocTaBunKbLT He NpoBeEpPsiIBa U HE Crean 3a HapyLlaBaHe Ha npasa Ha TPeTU Nuua No OTHOLLEHWe

Ha TEeXHW TbProBCKM MapKW, TbProBCKM HAUMEHOBaHUS WNU OPYru WUMYLLECTBEHU Wnu

HEUMYLLLECTBEHN MpaBa, Korato mHdopmauus, cbabpXalla ce B U3gageHu yaocToBepeHus e

JoBena 00 TakMBa HapylweHusa. B cnyyan Ha npeTbprneHu Bpeau OT cTpaHa Ha [JocTtaBuuka

nopaav TakmBa HapyLUeHUs, CbLLMAT MOXe Aa v npeTeHaupa ot NoTtpebutens.

JocTaBUMKbLT HE OTrOBOPSA 3a MPEKU UNU KOCBEHW, NPEeaBMAVMW UNU HeNpeaBuauMu Bpeawu,

HacTbLNUMM BCEeACTBUE OT N3MNOM3BaHe UM A0BEpPsiBaHE HA CNPEeHU, MpeKkpaTeHn Unn ¢ N3TeKbLI

CPOK Ha BanuaHoOCT y4OCTOBEPEHMS.

N3BbH cniyyanTe no npeaxogHuTe Toukn, [loCcTaBYMKBT HE HOCKM OTTOBOPHOCT 3a:

e TOYHOCTTa, aBTEHTUYHOCTTA, MbMIHOTATa WM CbOTBETCTBMETO Ha MHAOPMAUUSA, KOATO €
BKMtoYeHa B TECTOBM, Be3nnaTtHM UM A4eMOHCTPALMOHHN yOOCTOBEPEHMS;

® KayecCcTBOTO, (YHKUMUTE WNM TexXHOMormata Ha coTyepHUTE MPOAYKTU U XapAyepHu
YCTPOWCTBA B MHpaAcTpyKTypaTta Ha B-Trust, nsnonasaxu ot MNMotpebutenu unu Josepsisawum
ce CTpaHu;

e 33 CBOEBPEMEHHO NpekpaTaBaHe 1 criMpaHe Ha yaocToBepeHus u/vunmn npoBepka Ha ctaTtyca
Ha yOgoOCTOBEpPEHUS nopaam NpUYMHK, KOUTO Ca M3BBbH HEroBMS KOHTPOM (Hanp. HemnonaraHe
Ha ObIMKMMa rpmka oT cTpaHa Ha [JoBepsiBalla ce cTpaHa, HegobpOoCbBECTHN OENCTBUSA OT
cTpaHa Ha oTpebuTten, TeNeKOMYHUKALMOHHN U EHEPTUIAHM CMYLLEHNSA U AP.

JocTaBunkbT He OTroBaps 3a Bpeaw, NpUYUHEHM OT u3nonssBaHe Ha KY m3BbH obGxBaTa Ha

BMWCaHUTE B HErO OrpaHUYeHnsa 1 npegHasHavyeHus:.

10.8 OrpaHu4eHue Ha OTrOBOPHOCT Ha [locTaBYuMKa

1.

2.

3a nsgasanun KYKET/KYKEMeuaT, [JocTaBYMKbT OTroBapsa B paMKUTE Ha MakCUMarieH NMMUT Ha
otrosopHocT 40000 nB..

[Moco4yeHnTe NUMUTM Ha OTFOBOPHOCT CE CuYMTaT 3a OrpaHMYeHMst Ha OTIOBOPHOCTTA Ha
[ocTtaBuuka.
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10.9 KomneHcauum 3a [loctaB4YMKa

1. 3a BCUYKM Crydaum Ha HeusmbiIHEHWE Ha 3adbIPKEeHUsiTa OT cTpaHa Ha [loTpebutens,
[loCcTaBYMKBLT LLE aHraxupa oTroBopHoCTTa Ha [MoTpebutens 3a Bpeau U We vMa npasoTo Aa
npekpaTy He3abaBHO M3OaAEHO YOOCTOBEPEHME.

10.10 CpokK u npeKkpaTtsiBaHe

1. Pasnopegbute B HacToSAWMS [OOKYMEHT, KakTO W acouumpaHute ¢ Hero [lonuTtukn Ha
npegoctaesaHe Ha KY u ygoctoBepuTenHu ycnyri ot [JoctaByunka ca BanugHu OO usgaBaHe U
nybnukyBaHe Ha cneggalla TaxHa Bepcus/peaakumns B XpaHUNULLETO 3a JOKYMEHTU Ha canTa Ha
JocTtaBuuka.

2. [oroBopbT 3a ygocTtoBeputenHu ycnyrm mexay [docTtaBumka u [NoTpebuten e cbC CpoKk Tpwu
roouvHuU UnNu 0o M3TnyaHe Ha cpoka Ha BanuaHOCT Ha NOCnegHOTO N3fafeHo yaocToBepeHue no
aorosopa.

3. C npekpaTsaBaHe Ha gevHocTTa Ha [locTaBumka ce npekpartaBaT pasnopenbdbute, MNMpaktukaTta m
MonuTnknTe accoummpaHm ¢ TO3n JOKYMEHT.

4. B cnyyan Ha HeQeNCTBUTENHOCT Ha OTAENHa Knay3a OT TO3U JOKYMEHT, BannaHOCTTa Ha Lenus
OOKYMEHT ce 3anasBa W He ce Hapylwaea goroeopa c Notpebutens. HegencrteutenHara knaysa
ce 3amMecTBa OT NOBENUTESNTHUTE HOPMU Ha 3aKoHa.

5. [oroBopbT 3a ygoctoBeputenHu ycnyru mexay [octaBumka u MNotpebuten ce npekparsiea ¢
n3TMyaHe Ha cpoka Ha BanuAHOCT Ha NOCNegHOTO U34afAeHo yaoCTOBEpPEHME NO A0roBopa Unm ¢
npekpaTsiBaHe Ha BCUMYKM U3JageHn yaoCcToBepeHns no 4orosopa.

6. [JocTaBuYMKBLT CbXpaHsaBa HALMEXHO M CUTYPHO BCUYKM NPEaULLIHM BEPCUN HA TO3U OOKYMEHT U
acouummpaHuTte ¢ Hero MonuTtuku.

10.11 YBegomsiBaHe U KOMYHUKaLUA MeXAy CTpaHUTe

1. [JdocTaBuuMKkbT M3MNon3Ba M3siBNEHus, nMcMa u cbobliueHns Ha PO/MPC kakTo U eneKTPOHHU
yBEAOMIIEHUS, KOUTO NyONunKyBa Ha cBodATa IHTepHeT-CcTpaHuua.

2. KnuneHtuTte Ha B-Trust morat ga manpawaT cbobLeHUs, NMcma, NPENopPbKX, BbMPOCU 1 Xanbtu
0o [JoctaBumka KaTo n3non3eaT cneaHns agpec 3a KOHTaKTU:

nowieHckn agpec: Codusa 1612, 6yn. ,Llap Bopuc lII" 41
TenedoH: 0700 199 10
nmenn agpec: info@b-trust.org
OdmumanHa cTpaHuua Ha gocTtaBumka: https://www.b-trust.bg
3. B cnyyan Ha nonyyaBaHe Ha xanba, [locTaBuMKbT U3BbpLUBA He3abaBHa NpoBepka M nsnpawla
OTroBop A0 xanbonogaTens B CPOK OT 2 paboTHU OHW.

10.12 NMpomeHu B [lokymMeHTa

1. [locTaBYMKbT MOXe Aa NnpaBu pefakuMOHHM MPOMEHM B TO3M [OKYMEHT, KOMTO He 3acsarat
CbObpPXaHMETO Ha NpaBaTa M 3agb/PKEHNSTA B HErO.

2. TpomeHn, KOUTO BOOAT A0 HOBA Bepcus/pedakuns Ha OOKyMeHTa ce nybnukyesaT Ha VHTepHeT
CcTpaHuuaTta Ha [locTtaB4umka.

3. TlNpomenuTe ce cbobwasat Ha KPC n 3aMHTepecyBaHuTe nuua.

4. Bcsko nuue Moxe Aa oTnpaBs NpeanoXeHns 3a NPOMEHN 1 OTCTPaHABaHe Ha A0MYyCHAaTU FPELUKM,
KaTo 1M3non3sa NocovYeHnTe No-rope KOHTakT ¢ [loctaBymka.

10.13 PewaBaHe Ha cnopoBe U MACTO (NOACBHAHOCT)

1. Bcuukn Bb3HMKHANM CrOpoBE MeXdy CTpaHuTe Mo AOroBopa 3a YAOCTOBEPUTESNHWU YCnyrn ce
ypexaaT no criopasyMeHvue Mexay CTpaHuTe, Ype3 pasbupaTterncTBo U B Ayx Ha gobpa Bons, a
ako TakoBa He Gb/le NOCTUrHaTo, Ce peLlaBaT OT KOMMNETEHTHUSA ObNrapcku cba,.

10.14 Mpunoxumo npaBo
1. 3a BCMYKM BBNPOCK, HeypeaeHu B HACTOAWMA AOKYMEHT ce npwunarat pasnopenburte Ha
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Oo6woaoCTLNEH JOKYMEHT
NMPAKTUKA NP NPEOOCTABAHE HA KBAITUOULUMPAHU YOOCTOBEPEHUA
N YOOCTOBEPUTEJIHU YCIIYTU OT ,,BOPUKA“ AL

Obnra PCKOTO 3akoHOOAaTes1ICTBO.

10.15 CvoTBeTCTBME C NMPUITOXKUMOTO NpaBo

1. HactoawmaT nokymeHT e pa3paboTteH B cboTBeTcTBME CbC SELEYY 1 gencreawata HopmaTBHa
ypenba.
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