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CBbOTBETCTBUE U YNIOTPEBA
To3n OOKYMEHT:

e e paspaboteH oT ,6OPUKA* All, topnanyeckoTo nmue, permctpupaHo B TbproBCKNs
permctbp KbM AreHumsita no snmceaHusTa ¢ EVMK 201230426;

e Bnu3sa B cuna Ha 01.07.2017r. ;

CbAbpXKa ycrnoBusATa, CbrnacHo komTto [loctaBYnk Ha KBanvduunpaH1 yaoctoBepuTenHu
yenyrun (OKYY) ,6OPUKA* Al (OoctaBumnk) npegoctass Ha MoTpebuTtenn kBanmduumpaHm
eNeKTPOHHU BPEMEBU NeyaTu, Ypes opraHm3aumoHHo ob6ocobeHo 3BeHo - OpraH 3a
KBanvpuumpaH enekTpoHHN BpeEMEBU NeyaTtu ;

* 1Ma xapaktep Ha obLim ycrnoBusa Ha ocHoBaHue yn. 33, an. 2 Hapenbata 3a [JenHocTTa Ha
[octaBunuuTe Ha YOocToOBEPUTESHM YCNyrn U No CMUCHIA Ha Y. 16 oT 3akoHa 3a
3aabivkeHuaTa n gorosopute (334);

e BKNO4YBa NoApoOHO onncaHue Ha NonuTuKaTa u NpakTukata Npu NnpefocTaBsiHe Ha
KBanmduumpaHu enekTpoHHN BpeMeBn neyatn ot [loctaBumka n e nybnuyeH JOKyMeHT C
Len ycraHoBsiBaHe Ha CbOTBETCTBME Ha AerHoCTTa Ha [locTaBymka ¢ HopMaTMBHaTa
ypenba;

o MOXe ga 6bae npomeHsiH oT [KYY u Bcsika HoBa pefakumd Ha "lonuTuka u npakTuka 3a
npegoctaesaHata ot ,6OPUKA® ALl kBanuduumpaHa ycnyra 3a usgaBaHe Ha
KBanmuumpaHu enekTpoHHN BpeMeBn neyatn” ce nybnvkyBa Ha MHTEPHET-CTpaHuuaTa Ha
[ocTaBuunka.

HacToawmnaT JOKYMEHT € N3roTBeH B CbOTBETCTBME C:

o PernamenTt 910/2014 Ha EBponenckmsi naprnameHT n CbBeT OTHOCHO YOOCTOBEPUTENHUTE
yCryru un ce no3oBaBa Ha UH(popMaums, Cbabpxalla ce B U3roTBEHUTE B CbOTBETCTBUE C
TO3n PernameHT v yTBbpAEeHU MeXayHapoaHW Npenopbky, cneundukaumm n ctaHaapTy;
e 3akoHa 3a enekTPOHHUSA OOKYMEHT 1 enekTpoHHuA nognuc (SELEN);
e Hapenba 3a geriHOCTTa Ha AOCTaBYMLMTE Ha YOOCTOBEPUTENHM YCIYyrn, peda 3a HEMHOTO
npekpaTsaBaHe U U3MCKBaHUATa Npu NpegocTaBsHe Ha yaoctoBeputendu yenyrm (HOAYY);
CbabpxaHUeTo 1 CTpyKTypaTa Ha AOKYMeHTa ce no3oBaBa Ha MHopMaLums, Cbabpxalla ce B
cnegHvUTe YTBbPAEHU MeXAyHapoAHW NPenopbKY, cneundukaumm n ctaHgapTu:

e RFC 3161: Internet X.509 Public Key Infrastructure: Time-Stamp Protocol (TSP);

e ETSIEN 319 401: General Policy Requirements for Trust Service Providers;

e EN 319 421: Policy and Security Requirements for Trust Service Providers issuing Electronic
Time-Stamps.

Bcsakaksa nHdopmaums, CBbp3aHa ¢ To31 OKYMEHT, MOXe Aa ce nonyyv ot [locTaBumka Ha agpec:
oyn. ,Uap Bopwuc llI" Ne 41
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"BOPUKA" ALl, 1 Onun 2017 r. Crp.50115



Fpud C1 (3a o6wo nonssaHe)
MonuntukKa N NpakTrMkKa 3a npegocraBsaHaTta ot ,,BOPUKA“ ALl kBanndcdunumpaHa ycnyra 3a
nsgaBaHe Ha KBanuduuupaHu enneKTPOHHM BpeMeBU nevaty Ha B-Trust Qualified Time
Stamp Authority

1 BbBepeHue

HocTtaBunk Ha Keanudguumpann YgoctoseputenHu Yenyrn ,60PUKA” A[l, HapuyaH no-HaTaTbK 3a
kpatko ,JAKYY”, no cunata Ha un.19 Ha 3E[EN w3pasa Keanuduumpanm EnektpoHHn Bpemesu
Mevatn (KEBIM).

KBanunduumpanmnsat EnektpoHeH Bpemesu [Nevat npepocTtaBs kanubpoBaHO oduumanHo Bpeme,
KOeTo yaocToBepsiBa NO CUTYpeH WM MNpocreaMM HauvH CbLUeCTBYBaHETO Ha UMPPOBM AaHHM,
BKMIOYUTENHO CbAbPXKaHWE Ha eNeKTPOHEH JOKYMEHT npeau onpeaeneH MOMeHT. MNpunoXxeHo KbMm
KEN B cvoTBeTCTBUE C Yn. 40 Ha BEOET, KEBIT yTBbpXaaBa, Ye eneKTpoHHUS nognuc e cb3ganeH
npeam MomeHTa, ykasaH B KEBIT.

[okyMeHTBLT onpefens obwmTte ycrnosusa u npasuna, kouto OKYY cnepsa npu nsgasaHe Ha KEBI B
cboTBeTcTBME € Yn.40 Ha 3ELEI v npu onepupaHeTo 1 nogapbXkaTa Ha Ta3u ycnyra.

Opranbt, upes konto LOKYY wmspasa u nogavpxka KEBI1 crporo cwbniogasa [Nonutukata u
npakTMkata CcbabpXally ce B TO3M AOKyMeHT. Teau [Nonutuka u [pakTuka OCHOBHO agpecupar
NnocoYeHuns no-rope cueHapumn Ha npunoxumocT Ha KEBIT kbm KET, HO Te ca npunoxXxumm v npu apyrm
cueHapun.

C orneg Ha TOBa, Ye npepocTtaBaAHMTe OT B-Trust Qualified Time Stamp Authority KEBI1 ca
NPUNOXMMn Npu pasnuyHm cueHapum, OKYY ,BOPUKA” ALl ny6nnkysa obwa MNonutuka m MNpakTtuka,
KOUTO CbCTaBNABAT TO3U JOKYMEHT.

OKYY .BOPUKA” ALl onepupa B-Trust Qualified Time Stamp Authority n nyénunyHo npegoctassa KEBIT
Ha MIHTepHeT-agpec ,http://tsa.b-trust.org”.

2 ObxBaTr

Toaun OOKyMeHT onpedens nanckesaHusTa koM lNMonutukata Ha OKYY oTHocHO mn3gasaHuTe KEBIT u
aeduHunpa MpakTukata npu onepupaHe n ynpasneHme Ha B-Trust Qualified Time Stamp Authority, 3a
Aa no3Bonn Ha noTpebutenu v OoBepsiBallM Ce CTpaHu, KOUTO MMaT ckmodeH [loroBop 3a
n3nonseaHe Ha KesanudduuMpaHuTe YyOOCTOBEpPUTENHW Yycnyrm Ha B-Trust wnu nognucaHo
CnopasymeHue 3a HMBO Ha OBCnyXBaHe KbM TakbB [OroBOp, Aa Morfy4vaT OnvcaHue M OueHKa Ha
CUrypHOCTTa Ha npedocTaBsHaTa KeanuguumpaHa ycnyra 3a nsgasade Ha KEBIT.

B-Trust Qualified TSS nonsea obwaTta uHdpacTpyktypa Ha B-Trust Ha ,BOPUKA” ALl kaTo
KBanuuumpaH [OCTaBYMK Ha KBanuduumpaHm ygoocTtoBepuTennHn ycnyrm cbrnacHo 3ELENM wu
PernameHTt 910/2014.

N3nckeaHuaTa 1 ycnosusTa, CbabpXalliM ce B AOKYMEHTa, ca agpecupaHy npeam BCUYKO KbM B-
Trust Qualified TSS npu ynotpebaTta n nogapwxkaTta Ha KEI. Te ce 6a3npart Ha n3nonsBaHeTo Ha
PKI-kpuntorpadusi, yogoCcTOBEPEHNSS Ha MyONMMYHM KITHOYOBE U M3TOYHMK Ha TOYHO (OdMLMAnHO)
Bpeme, Ho 6uxa moraT Aa ce M3Mnon3BaT U 3a APYrv NMPUIOXKEHUS.

MoTpebutennte n goBepsBawmTe ce CTpaHu TpsibBa 4a nonssaT TO3uM JOKYMEHT, 3a Aa nonydvar
TOYHO OMMcCaHMe N OLIEHKA Ha CUrypHoCTTa Ha npegoctaseHnTe KEBIT.

3 TepMuHM 1 onpepeneHus

B-Trust QTSA (B-Trust Qualified Time Stamp Authority) — YpoctoBepsieaw, OpraH B
WHdpacTpykTypaTta Ha B-Trust, konto npegocrasa KEBI1.

TST (Time Stamp Token) — enekTtpoHHo nognucaH KEBI ot B-Trust QTSA 3a cbllecTByBaHe Ha
UMPOBO CbAbpXaHWE Ha ENEeKTPOHEH [OKYMEHT Mpeau onpeneneH MOMEHT, MOCOYEH B
YyAOCTOBEPEHNETO U 3a HEMPOMEHUMOCT Ha TOBA CbAbPXKaHWE Cref TO3U MOMEHT. [pUoXeHO KbM
€NEeKTPOHEH NOANNC, yAOCTOBEPEHNETO Cb3laBa HEOTMEHUMOCT Ha NoAnuca BbB BPEMETO.
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Qualified TSS (Qualified Time Stamp Services) — kBanuduumpaHn yaoCTOBEPUTENHU YCNyrn 3a
reHepupaHe Ha curypHu KEBT1, nogobpxaHe Ha apxus Ha usgageHn n goctaseHn KEBI, nposepka
W yTBbpXK4aBaHe Ha BanugHocTt Ha KEBI.

TSA-cucmema — CbBKYMHOCT OT opraHuanpanm UT npoayktM n KOMMNOHEHTH, Ype3 kouto B-Trust
QTSA npepnoctaea KEBI.

Coordinated Universal Time (UTC) — BpemeBu mawiab, 6asmpaH Ha cekyHau, cbrnacHo ITU-R
Recommendation TF.460-5.

UTC(k) — BpemeBM Mmawab crnopea nabopartopus “k”, konTo ce gobnuxasa no UTC, ¢ uen nocturaHe
Ha ToyHocT nnoc/muHyc 100ns (ITU-R Recommendation TF.536-1 [TF.536-1]).

Service Level Agreement (SLA) — [JoroBopupaHo crniopasymeHue 3a HMBO Ha obcnyxBaHe npu
npegocrtaesaHe Ha Qualified TSS.

GPS - Global Positioning System - [mobanHa cuctema 3a CObLTHUKOBO ONpefensiHe Ha
MECTOMNONOXEHNETO

NTP — Network Time Protocol e npoTokon 3a CUHXPOHM3MPaHEe Ha YacoOBHULMTE B KOMMIOTbPHUTE
cuctemm

NTP Stratum — HuBo B NTP nepapxudHata nogpenda Ha U3TOYHUUM Ha BpeMe, onpenensio
OTMECTBaAHETO Ha CbpBbpa cnpsAMo pedepeHTeH n3TovHMKa Ha Bpeme (Stratum 0).

Opyrute cneunmnyHmn TEPMUHN, KOUTO Ce M3NON3BaT B AOKYMEHTA criefBaT onpeaeneHusnTa, gaaeHn
B OKyMeHTa B-Trust ,[llonnTtuka 3a nsgasaHe Ha ksannduumpaHn yaoctoBepeHus 3a ksanuduumpax
enektpoHeH noanuc w [lpaktnka npwu npegoctaBsHute oT L,BOPUKA® AL kBanudvumpanHm
yOoCTOBEpUTENHM yCcnyrn®, KOUTO e NyGrmkyBaH u goctbneH Ha Yeb canta Ha KYY ,6OPUKA” ALl
(http://www.b-trust.org).

4 KoHuenuwus

4.1 Qualified Time Stamp Service (Qualified TSS)
MudpacTpykTypaTa B B-Trust, koaTo npegocTtaes, ob6cnyxea un nogabpxa Qualified TSS, skntousa:

— B-Trust Qualified Time Stamp Authority - onepupa Qualified TSS, reHepupa KEBI1, nogabpxa
XXypHan n apxuB Ha nsgagenute KEBIT n ynpasngaea ycnyrara;

— CUCTeMHa forMcTvka - npuemMaHe Ha OHManH 3asBknm M goctaBka Ha KEBI1, nposepka u
yTBbpXXaaBaHe Ha nsgageHn KEBI.

CuctemHaTa normctmka BKYBa AOCTHIM A0 U3TOYHUK Ha TouHOo Bpeme ( UTC(K) ).

ToBa geneHve e ycrnoBHO 3a LenuTe Ha AOKYMEHTa M He Hamara orpaHMyeHue B MON3BaHETO Ha
KEBIT.

4.2 B-Trust Qualified Time Stamp Authority (B-Trust QTSA)

,B-Trust Qualified Time Stamp Authority“ e ygoctoBepsiBaLLms opraH B MHppacTpykTypaTa Ha B-Trust
cbrnacHo T1. 4.1, konto npegoctasa KEBI B cvotBeTcTBUE C [Nonntukata u MNpaktnkata Ha OKYY,
ONncaHn B TO3M AOKYMEHT 1 n3rpaxaa gosepueTo Ha notpebutenute Ha KEBIT.

4.3 MoTtpeburtenu

Motpebutenun Ha KEBI ca nuua wunu goeepsiBawm ce cTpaHu Ha B-Trust, cbrnacHo ,[lonntuka 3a
n3gaBaHe Ha KBanuuumpaHu yooCTOBEPEHMS 3a KBanvduuupaH enektpoHeH nognuc u MNpaktuka
npv npegoctasaHute ot ,bOPUKA® ALl kBanudumumpaHn yooCcTOBEPUTENHN YCyrn“, KakTo uU BCSKO
APpYro pmsanyecko nnu rpuandecko nuue, ckrnoumnno otaeneH gorosop ¢ ,6OPUKA” A[] 3a Qualified
TSS 1 cboTBETHO CNOpa3yMeHne 3a HMBO Ha obcnyxBaHe (SLA).
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4.4 Monutuka u MNpakTuka

To3n pJOKyMeHT gedmHupa obWmTe enemMeHTM Ha nonuTukata M Ha npaktukata Ha OKYY pa
npepoctaesa KEBI1 B kauecTBOTO My Ha obLLm ycrnoBus.

MonuTtnkata onpenens ycnosusita n npasunaTta, KbM KonTo ce npugbpxa OKYY. MNpaktnkata onncea
kak OKYY npuvnara onucaHaTa nonutuka n npouenypute, KOMTO TOW criefBa npu NpeaocTaBsHe Ha
KEBI.

B-Trust QTSA wmnspaea KEBI1 Ha Bcsika 3anMHTepecoBaHa cTpaHa, kaTo cbbniogaBa cTaHAApTHO
(HerapaHTMpaHO) HMBO Ha obcnyxBaHe. lMpaBuno B lMNMonuTtukata Ha B-Trust QTSA e ga u3gaBsa
KEBIT, cnegeanky npaktukaTta n npouenypuTe BKNIOYEHN B HACTOALWLMS JOKYMEHT.

MoTpebuten, KOWTO Ce Hyxaae OT rapaHTMpaHO HMBO Ha obcnyxeaHe Ha KEBI, ckniousa [Jorosop
3a nonseaHe Ha B-Trust Qualified TSS n SLA.

3a ycnyra ,Mi3gaBaHe Ha kBanupuuupaHi enekTpoHHN BpeMeBM nevaTn” npu cbrnacyBaHo HUBO Ha
obcnyxsaHe (SLA, Service Level Agreement) ce 3annaila CbriacHo OOrOBOPHUTE YCIOBUA 3a
[OCTaBKa 1 Non3eaHe Ha ycnyraTa.

MpaktukaTta Ha [ocTtaBumka npu npegoctaBsHe Ha KEBI1 ce ocblyiecTBaBa OT yooCTOBEpPSIBALLMSA
opraH ,B-Trust Qualified Time Stamp Authority n ce osHa4aBa c:

YpoctoBepsiBaLy, opraH Upentudukarop (OID)

B-Trust Qualified Time Stamp Authority 0.1.D.=1.3.6.1.4.1.15862.1.6.3

MonuTtnkata Ha [JoctaB4uMka oTHOCHO npegocTaBsaHe Ha KEBI ce o3HavaBa cbe cnegHute

naeHTudunKaTopu:
KBanuduumpaHoto YaoctoBepeHue HanmeHoBaHue BnucaHu NMonutukm (OID)
Ypaocteepenne Ha KEBI B-Trust Qualified Time Stamp O.l.D. =

Authority 1.3.6.1.4.1.15862.1.6.3
0.1.D. =0.4.0.2023.1.1

4.5 YnpaBneHue Ha lNpakTtukaTta un NonutukaTta Ha [loctaBuYMKa

1. lMpaktukata u lMonutukata Ha [ocTaBumka nognexaT Ha agaMWHUCTPATUBHO YnpasreHue U
KOHTPOJ1 OT cTpaHa Ha CbBeTa Ha gupektopute Ha ,BOPUKA® ALl

2. [onyckat ce NpoMeHW, pedakuun U OOMbIHEHUNA, KOUTO He 3acaraT npaBaTa U 3adbiDKeHUs,
npovsTu4aLm oT TO3M AOKYMEHT 1 CTaH4apTHWUS gorosop mexay [loctas4yvka u Notpebutenute
cnepj cbrnacysaHe 1 yTBbpxaasaHe oT CbBeTa Ha AvpekTopuTe.

3. Bcska npeacrtaBeHa n ogobpeHa HoBa Bepcus U pedakuns Ha TO3n AOKYMEHT He3abaBHO ce
nyonunkyea Ha canTa Ha [JocTtaBumka.

4. KomeHTapu, 3anMTBaHWs U passiCHEHUS MO TO3W JOKYMEHT MoraT fa ce oTnpaBdaT Ha:

— eneKTPOHEH agpec Ha YgocToBepsiBally opraH: info@b-trust.org;
— enekTpoHeH agpec Ha [JocTtaBuuka: info@borica.bq;
— Ten.: (02) 9215 115 n dakc: (02) 981 45 18

5 MonwuTtuka Ha B-Trust Qualified Time Stamp Authority

5.1 OO6w npernep

MonuTtnkata Ha B-Trust QTSA e HabopbT OT NpaBuna, KOMTO 03Ha4aBaT npunoxumoctrta Ha KEBI
32 KOHKPETHO MPUIIOXEHME NN KIac OT NPUITOXKEHNS C OBLLM M3NCKBAHUSA KbM HUBOTO Ha CUMYPHOCT.

B-Trust nsgaea KEBI1 B cvotBeTcTBUE € “ ETSI EN 319 421 Policy and Security Requirements for
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Trust Service Providers issuing Time-Stamps” n Hactoswara lNonutuka.

MpepoctaBAHOTO TOYHO kKanmbpupaHo Bpeme cnpsmo UTC (Coordinated Universal Time) e ¢ TO4HOCT
po 0.5 cekyHau. MNpu gobaesHe Mnu n3BaxaaHe Ha cekyHAa KbM TOYHOTO Bpeme (leap second), B-
Trust QTSA He nsgasa KEBI1 B pamknte Ha Tasu cekyHaa.

CuctemHata noructuka Ha B-Trust QTSA usnonssa GPS M3TOYHMK Ha TOYHO BpemMe C uen
rapaHTMpaHe Ha MakcMmariHa TOYHOCT.

YpoctoBepeHne Ha B-Trust QTSA Ha [ocTaBuMka € YyAOOCTOBEpeHuMe 3a nyonuuHus Ko,
€MNeKTPOHHO noanedataHo ¢ 6a3oBust YacTeH knody Ha [ocTtaBymka. C yacTHMS knod Ha B-Trust
QTSA enektpoHHo ce noanedatBsat KEBI1 Ha npeactaBsiHe Ha CbabpXaHWe Ha enekTPOHeEH
OokyMeHT oT NoTpebuTten n/vnn JosepsBalla ce cTpaHa.

YpaoctoBepeHneTo Ha B-Trust QTSA, yoocToBepsaBaLlo NpMHAANEeXXHocTTa Ha nyonmnyHma RSA kntoy
(2048 6uta), c konto ce Bepuduumpa KEI B nsgagenns KEBI, e ¢ npodun, cbrnacHo AOKyMeHTa
LETSI EN 319 422 Time-stamping protocol and time-stamp token profiles®.

EnektpoHHuTe nevaTtn Ha [JocTaB4umKa, KOUTO ca NPUAPYXEHN OT CNyXeBHOTO yaOCTOBEpPEHNE Ha -
Trust Qualified Time Stamp Authority ca kBanudguumpanu.

MpodmnbT Ha ygocTtoBepeHneTo Ha B-Trust Qualified Time Stamp Authoritye nocoyeH no-gony.

Mone ATpnbyTn 3Ha4yeHune/CTonHOCT
Version - V3
Serial number - 04
Signature algorithm - Sha256RSA
Signature hash algorithm |- Sha256
Issuer CN = B-Trust Root Qualified CA
Oou = B-Trust
= BORICA AD
Organizationldentifier(2.5.4.97) |NTRBG-201230426
C= BG
Validity from - 2017-05-03T16:42:46Z
Validity to - 2022-05-03T16:42:46Z
Subject CN = B-Trust Qualified Time Stamp Authority
Oou = B-Trust
= BORICA AD
Organizationldentifier(2.5.4.97) |NTRBG-201230426
C= BG
Public key - RSA(2048 Bits)
Subject Key Identifier 57 96 93 11 a2 5¢ 92 ce fb 23 9e 6a d8 85 0c 50 b7 b0 3a a4
Authority Key Identifier  |KeyID = f2 84 ee 2e 35 fe f0 fa d8 50 50 b0 9c 48 89 ea 5a 2f d9 ab
Issuer Alternative Name |URL= http://www.b-trust.org
Subject Alternative Name |[URL= http://tsa.b-trust.org
Basic Constraints Subject Type = End Entity
Path length Constrain = None
Certificate Policy - [1] Certificate Policy:

Policy Identifier=1.3.6.1.4.1.15862.1.6.3
[1,1]Policy Qualifier Info:
Policy Qualifier ID=CPS
Qualifier:
http://www.b-trust.org/documents/cps
[2] Certificate Policy:
Policy Identifier=0.4.0.2023.1.1

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-TrustRootQCA.crl

Authority - [1] Authority Info Access
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Information Access Access Method=On-line Certificate Status Protocol

(1.3.6.1.5.5.7.48.1)

Alternative Name:

URL=http://ocsp.b-trust.org
[2] Authority Info Access

Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)

Alternative Name:

URL=http://ca.b-trust.org/repository/B-

TrustRootQCAOCSP.cer

Key Usage(critical) Digital Signature, Non-Repudiation (cO)

Enhanced Key Usage

Time Stamping (1.3.6.1.5.5.7.3.8)

(critical)
Thumbprint (Shal) 5e 36 7e a1 80 8b 4b e0 20 d1 1f ff 12 9d f6 d7 d6 b4 fO da
Thumbprint (Sha256) ce 50 bc a5 c2 5 1e 95 a5 b0 23 ed ¢5 1d 3c 55 e6 68 48 4a

8c d2390d ad 0d 7f 7c d6 f1 fa 10

B-Trust nanonsea cnegHUTe anropntMu 3a efieKTPoOHeH NoAMNMC 1 3almTa Ha JaHHUTE:

Anroputbm HanmeHoBaHue
XeL-anroputMmu: SHA256
ACYMETPUYHU anropuTMu: RSA

5.2 WUpeHTucpukatop

B-Trust QTSA nsgasa KEBI1 3a gBa Tuna cbobpxaHue:

— KEBI1 3a KETIT;

— KEBI1 3a undpoBo cbabpxaHne Ha NpOM3BONEH EMNEKTPOHEH JOKYMEHT/U3sBNEHME.

ManckBaHusaTa kbMm ropenocodveHmnte KEBI ca ngeHTnuHM n cboTBeTCTBaT Ha TE€3M C NPOU3BOSIHA
ynotpeba Ha KEBIT, cernacHo ,ETSI EN 319 421" ¢ nonutuka ,,OID = 0.4.0.2023.1.1°

B obwmsa cnyyan, B-Trust QTSA nsgasa KEBI1, koeTo cbabprka naeHtudukaTop Ha MNonutuka:

Monwntuka Ha [locTaB4YMKa UpeHtndukarop (OID)
B-Trust TST 0O..D. =0.4.0.2023.1.1

Mpn poroBopeHo SLA, B-Trust TSA unsgasa KEBI1, konto cbabpxa maeHTuduMKaTop OonMcaH B
KOHKPETHOTO CropasymeHue.
5.3 Tlpunoxumoct

MonutnkaTta, CbrnacHo TO3M JOKYMEHT He OrpaHudaBa npunoXxumocTtta Ha goctasaHuTe KEBIoT B-
Trust Qualified Time Stamp Authority.

KEBIImorat ga ce mn3nonseaTt Mnpu cb3gaBaHe Ha paswwupeH dopmaT Ha KEMN (XAdES, CAdES,
PAJES), npu cb3gaBaHe Ha apxvBW, PErUCTpU, ENeKTPOHHW ¢opMu M Op. NO MNpPeUeHKa Ha
noTpebutenure.

5.4 CvoTBeTCTBME

B-Trust QTSA mMoXe Oa u3nonsea npyM HeOOGXOAMMOCT MOCOoYeHUs B T. 5.2 moeHTMduKaTop Ha
MonuTnka.

M3pnasaHnTe KEBIlca enekTpoHHO nognucaHu ot B-Trust QTSA kaTo yooctoBepsiBall, opraH, KOMTo
ce vaeHTugmumpa cbC CBOETO yAOCTOBEPEHME.
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Yanoctoeepenneto Ha B-Trust QTSA ce u3nonsea oT noTpebuTenu/goBepsiBalla ce cTpaHa 3a
nposepka 1 BanuaHoct Ha KEI B goctasaHuTe KEBIT.

6 3aabmkeHua Ha B-Trust QTSA

6.1 O6wWwu saabMKEeHUs:

— [a n3nbhHsBa BCUYKM NMOCOYEHM U3UCKBAHUA B T.7 HA AOKYMEHTa no npunaraHe Ha lNonuTtukaTa;

— [a rapaHTupa CbOTBETCTBME C MOCOYEHUTE TyK u3nckBaHma B [lonuTukaTta, [opu Korato
dyHKLUMOHaNHoCT Ha B-Trust Qualified QTSA unn yacT oT Hes ce npegocTaBst Mo AOroBop;

— [a rapaHTupa cboTBeTCcTBUE Ha npepocTaBsHuTe KEBI1 ¢ gokymeHTUpaHuTe npouenypute B
MpakTukaTa.

6.2 3aabimKeHUs KbM NoTpeouTenu:

— [a cnasBea obLWmnTe 3aabIHKEHNS;

— [Ha rapaHtnpa noctoaHeH goctbn o KEBI, 6e3 nnaHupaHuTe TexHUYeckn npeKkbCBaHUsS U
NPoUNaKkTUKK;

— [a umnnemeHTnpa 1 onepmpa HagnexHa u curypHa KOMYHUKaLUMOHHA MHPPaCTPYKTypa;

— [Ha npegoctaesa To4HO kanmbpupaxo speme (UTC);

— [Ha ykasea B KEBI1 ygoctoBepeHoTO Bpeme ¢ TO4HOCT A0 500 MUAnCceKkyHau;

— [Ja nopgovpxa KEBIT B cboTBeTcTBME C oOOWoONpueTuTe MEXAyHapooHU MpPenopbku U
cneunukaumm;

— [a nogaobprka eqHOBPEMEHHO MHOXECTBO CeCUM Ha 3asiBKM Ha nsgasaHe Ha KEBIT;

— Bwb3amoxHocT 3a mawabupare Ha npoussogutenHoctTa (KEBI /cek.);

— [a nsnonsea TexHuyecko obopyasaHe, OTroBapsWo Ha ObLMTe U3UCKBaHUA 3a HaOeXOHOCT U
CUIYPHOCT Ha TexHn4yeckuTe cpeactea Ha [JKYY, cbrnacHo HopmaTtmBHaTa 6a3a Ha 3E[ETT,

— [a He ce HapylwaBaT NMUEH3UN, NHTENeKTyanHa coBCTBEHOCT UnNun Apyru npasa B U3gaBaHUTE
KEBIT;

— [aHe gonycka moguduumpaHe Ha undpoBute gaHHu cneg usgasaHe Ha KEBI, 6e3 Toea ga 6bae
YCTaHOBEHO.

6.3 3agbmKeHuUs Ha noTpeduTenu

Motpebutenu, konto nonyvasat KEBlNcneasa ga sepudunumpaTt enekTpoHHMs noanmc Ha B-Trust
QTSA 1 pa nposepsiBaT 3a BanuaHOCT y4OCTOBEPEHMETO Ha TO3M OpraH.

B-Trust QTSA He um3nckBa efleKTpOHHa aBTEHTU(MKaUMS M He Hanara gpyrn orpaHuyeHus Ha
notpebutenute Ha KEBI.

6.4 3agbmKeHUsl Ha TpeTa AOBepeHa cTpaHa

O6wo 3agbikeHVe Ha BCAka TpeTa [OBepeHa CTpaHa € Ada Bepuduvumpa KsanuduumpaHus
enekTpoHeH nedvaT B KEBI1. Ta cnegsa ga npoBepu BanngHOCTTa Ha yAOCTOBEPEHNETO Ha B-Trust
QTSA. B cnyyain, 4e nepuoga Ha BanMOHOCT Ha TOBa YOOCTOBEPEHME HE € U3TeKbSl, TpeTaTta
JoBepeHa cTpaHa cnefga:

— [a npoBepu ganu Toea ygocTtoBepeHue He € B CRL-cnncbka;

— [a npoBepu CTeNeHTa/HMBOTO Ha CUrypHOCT Ha u3nonseaHaTta xew gyHkums 3a KEBIT;

— [a nNpoBepw CTENEHTa/HMBOTO Ha CUTYPHOCT Ha N3NON3BaHUTE anropuTMM, KakTo M AbIHKMHaTa Ha
aBorikaTa kntoyoBe 3a KEI B KEBI.

6.5 OTroBopHOCT Ha B-Trust QTSA

B-Trust QTSA onepupa TSS B nbNiHO cboTBeTCTBME C MNonuTtnkarta u MNMpaktukaTa Ha KYY cbrnacHo
AoKkymeHTa llonvtuka 3a wusgaBaHe Ha KBanMduuupaHu YAOCTOBEPEHWUs 3a KBanuduumpaH
enektpoHeH noanuc wu [lpaktnka npu npegoctaBsHuTe oT ,BOPUKA® AL kBanudvumpanm
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yAOCTOBEPUTENHM YCNyrn“ n HacToawmsa AoKyMeHT. B-Trust QTSA Hama ga nybnukysa/npeacrass
AoMbIHUTENHA WHpopMauma oTHocHO npepoctaBsHuTe KEBI, ocBeH ako notpebuten/tpeta
JoBepeHa cTpaHa umar ckrntodeH [Jorosop 3a nonssaHe Ha KEBI1 u SLA ¢ OKYY.

B-Trust QTSA He oTroBaps 3a Bb3HWKHaNu npobnemu npu npepoctasBsHe Ha KEBI1, kouTo ca
NopoaeHn OT CbOUTUS U NPUYNHU N3BBH KOMNETEHLUUATA U 00xBaTa Ha aenHocTTa Ha [KYY.

,DOPUKA” ALl, kato [IKYY no 3EJETII, e oTroBopeH No T031 3aKOH M HeroBaTa HopMaTMBHa ypeaba.
KEBI1 e Bua ksanudumumpaHa ygocTtoBepuTenHa ycriyra ¢ npodun ,HEOTMEHMMOCT” U U3UCKBA
ednKaceH KOHTPOI BbPXy BCUYKN eNeMEHTU U cbbutns B pabotaTta Ha B-Trust QTSA — npoueanypu,
KEBI1-TpaH3akumm, Knio4oB Matepuarn, nepcoHan, ap.

7 TMpaktuka v npouenypv Ha B-Trust QTSA

lMocoyeHnTe Tyk npouenypu, MexaHuU3Mu Mo KOHTPOM M TEXHUYECKN XapakTepucTukm Ha B-Trust
QTSA ca ponbrHeHWe KbM Te3w, crneunduumpaHn B AoKymeHTa [lonuTvka 3a mn3gasBaHe Ha
KBanuduumpaHm yaocToBepeHus 3a KeanuduuupaH enekTpoHeH noanuc u [lpaktuka npu
npegoctasaHute ot ,BOPUKA® Al kBanuduumpaHn yooCTOBEPUTESTHU YCNyrn“, no-KOHKPETHO B
yactuTte, pernameHtTupawm gewnHoctta Ha ,BOPUKA” AL kato [OKYY no npegocrtaBsiHe Ha
KBanmuumpaHm yaocToBepUTENHN YCIyru.

HacTosawmnTte ycnoBus 1 npoLeaypu ca B OCHoBaTa Ha onepaTtmBHaTta paboTta Ha B-Trust QTSA.
7.1 YnpaBrneHue Ha Krno4yoBe

7.1.1 TeHepupaHe Ha ABOMKa KIOYOBe

[Bonkata RSA kntoyoBe ce reHepupa B KpUNTO MOAYM C yOOCTOBEPEHO HMBO Ha curypHocTt FIPS
140-2 Level 3 ot nepcoHan Ha OKYY, KoMTO Mma npaBo Aa n3nbiiHABa Tasn pons. 'eHepupaHaTta
aBorika RSA kno4voBe e ¢ abmkuHa 2048 buTa.

OnuncanneTo 1 ponaTa Ha nepcoHana Ha [KYY ca nocoyenn B gokymeHTa ,[lonMTuka 3a nsgasaHe
Ha KBanuuuMpaHn yaoCcTOBEpPeHWsa 3a KBanuduumpaH enekTpoHeH nognuc u [MNpaktuka npu
npegoctaesaHute ot ,BOPUKA®* ALl kBanuduumpaHm ygoctoBeputenHm ycnyrm®“. Cpeparta 3a
reHepupaHe Ha [BoKKa KoyoBe Ha YaocTtosepsasaly opraH Ha AKYY e onucaHa B CbLUUA JOKYMEHT.

7.1.2 3awmTa Ha YacTeH Knrou

"eHepupaHnAT YacTeH kntod Ha B-Trust QTSA ce cbxpaHsiBa B kKpnnto moayn (HSM) ¢ yaoctoBepeHo
HOBO Ha curypHocT FIPS 140-2 Level 3.

B cneuuwaneH cend, ce cbxpaHsaBaT CbOTBETHUTE KOMUSA HA CMapT KapTW C YacTu OT YaCTHUS KIHOY
Ha B-Trust QTSA.

7.1.3 PasnpocTpaHeHue Ha NyonnMyHuA Knoy

My6nnyHuaT kntod Ha B-Trust QTSA e ygoctoBepeH B ygoctoBepenne 3a KEI (ksanudumumpaH
€reKTPOHEH nevar), nsgageHo ot basosusa Ygoctoeepsiaw, OpraH (B-Trust Root Qualified CA) B
PKI-nepapxusita 3a nsgasaHe Ha KBanvduumpaHn yaoCToBepeHUs 3a KBanuduumpaH enekTpoHeH
noanuc.

Toea ygoctoBepeHue ¢ nybnmyeH kntod Ha B-Trust QTSA e 3apegeHo B Qualified TSS cucremara.
HonbnHuTenHo, yaoctoeepeHneTo Ha B-Trust QTSA e nybnukyBaHO B MUHTEPHET CTpaHuLa Ha canta
Ha OKYY wn moxe cBoGoaHO Oa ce AOCTaBM B KOMMNIOTPUTE Ha noTpebutenu, komto nonseat KEBI
Ha B-Trust.

7.1.4 TpoabnxaBaHe Ha CPOK U/unu npensgaBaHe Ha yaoCTOBepeHue

MeprnoabT Ha BanNnMOHOCT Ha yAoCToBepeHneTo Ha B-Trust QTSA e 5 roguHun. Cneg nstnyaHe Ha
TO31 Nepunoa, CPOKbT Ha BanNMAHOCT Ha yAOCTOBEPEHMETO Ce NPOoAbIKaBa 3a Nepuod oT 3 roguHu.
Cnien TO31 nepuof ce reHepvpa HoBa OBOWKA KITHOYOBE, YACTHUSAT KIIOY OT KOSITO Ce CbXpaHsiBa B

"BOPUKA" Al, 1 FOnn 2017 r. Crp. 120115



Fpud C1 (3a o6wo nonssaHe)
MonuntukKa N NpakTrMkKa 3a npegocraBsaHaTta ot ,,BOPUKA“ ALl kBanndcdunumpaHa ycnyra 3a
nsgaBaHe Ha KBanuduuupaHu enneKTPOHHM BpeMeBU nevaty Ha B-Trust Qualified Time
Stamp Authority

kpunto mogyna (HSM), a nybnuuHMAT KoY ce yaocToBepsiBa, Ype3 M3gaBaHe Ha HOBO
yooctoBepeHue Ha B-Trust QTSA. [BonkaTta Kni4yoBe C WU3TEKbN Mepuoa Ha BanuAHOCT ce
CbXpaHsiBa, KakTo crieasa:

— YacTeH KnioY — cbxpaHsBa ce 3a nepuog ot 10 rogvHu;
- ny6r||/|qu KoY — CbXpaHAaBa Cce 3a nepunopa ot 10 roavHn.
7.2 YpocTtoBepsiBaHe Ha Bpeme

CopBbpHUAT codbTyep Ha B-Trust Qualified Time Stamp Authority mnnemeHTMpa TexHuyeckaTa
crneundmkauma Ha ,ETSI EN 319 422 Time-stamping protocol and time-stamp token profiles®.
KomyHukaumoHHnat codptyep Ha B-Trust Qualified Time Stamp Authority cuctemata nogabpxa
KOMYHUKaums ¢ knneHtute Ha Qualified TSS no npotokonu: TCP/IP, HTTP/HTTPS.

7.21 TST
MpodunbT Ha 3adaBkuTe/oTroBOopuUTe Ha B-Trust QTSA cuctemata € B CbOTBETCTBME C

ropenocovyeHnTe TexHn4eCckun CI'IeLI,VI(bI/IKaLI,I/II/I M BKIMKOYBa cnegHuTe anM6yTM/napameTpM:

1. Basskata 3a nsgasaHe Ha KEBI1 (TSQ) BknouBa:

Ume Ha aTpmbyT

CTtonHocT

OnucaHue

Version

1

BEpcust

Message Imprint

Hash Algorithm: [...]

M3non3BaH xew-anropntbm (Sha256)

Hash Value: [...] XeLl-CyMa Ha enekTpoHeH NoAMnunc Ha noanucaH enekTpoHeH AOKYMEHT
Unu apyru umdpoBmTe 4aHHU
Requested Policy [onums] naeHTudMKaTop Ha NnonmTrka, koaTo Aa 6bae yaoctosepeHa B KEBI
Nonce [onums] OOMbITHUTENHM AaHHW, KOUTO LWe ce cbabpxat B KEBI
Certificate Request | [onuwus] onuwmsa aanu KEBI ga cbabpka ygoctoBepeHue Ha B-Trust QTSA
Extensions [onums] OOMbITHUTENHW Pa3LLMPEHMS

2. KEBIT otroeopa (TSR) Bkno4Ba:

Wme Ha aTpubyT CronHocT OnwucaHune
Version 1 Bepcus
Policy [Policy OID] naeHTudmKaTopa Ha NonuTHKaTa 3a n3gaBaHe Ha y4OCTOBEPEHUS 3a

Bpeme

Message Imprint

Hash Algorithm: [...]

n3nonseaH xew-anroputbM (Sha256)

OU = B-Trust
O = BORICA AD

Hash Value: [...] XeLl-CyMa Ha nNpeacTaBeHns Ha AOCTaBYMKa eNeKTPOHEH NOAMNNC Ha

noanvcaH enekTPoHeH AOKYMEHT UNn APYrv LMPOBK SaHHW

Serial Number [...] YHUKanHust naeHTMUKaLMoHeH HoMep

Generated Time [...] BPEMETO Ha NpeacTaBsHe Ha eNnekTPOHHMS noanuc (Y4OCTOBEPEHO
Bpeme no UTC)

Accuracy 500 TOYHOCT B MunmcekyHam = 0.5 cekyHam

Ordering true

Nonce [onums] OOMbIHUTENHW OaHHKW, KOUTO ce nanckeat B TSQ;

Tsa CN = B-Trust Qualified Time Stamp Authority

Organizationldentifier(2.5.4.97) = NTRBG-201230426
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C=BG
Extensions [onums] OOMbAHNTENHN paswnpeHns
Digital Siganture [...] naeHTUdUKaTopuTe Ha anropuTMmTeE, M3NON3BaHN 3a Cb34aBaHETO Ha
enekTpoHHNsa nognuc (Sha256RSA)
Siganture Value: [...] enekTpoHeH nognuc Ha KEBI
[YoocToBepeHveTo Ha B- | yaocToBepeHMeTo 3a KBanuuumpaHus enekTpoHeH noanuc Ha
Trust TSA] [OCTaBYMKa Ha yOOCTOBEPUTENHN yCryrn

7.2.2 CuHxpoHu3sauus Ha BpemeTo ¢ UTC

B-Trust QTSA u3nonsea xapayepeH M3TOYHMK Ha TOYHO KanuvbpupaHO BpemMe C BUCOKA TOYHOCT.
CuHxpoHusauuaTa Ha UTC ¢ n3TovyHMKa Ha BpeMe e aBToMaTuyHa, Ha 6asza NTP-npoTtokon, cnea
yCTaHOBSAIBAHE Ha pasnvka Mexay U3TovyHuka U BpeMeTOo B cucTemaTa.

B cnyyan Ha Bb3HUKHAN npobnem B xapAyepHWs U3TOYHUK Ha BpemMe M OO NOAMSAHA Ha CbLuus C
pe3epBeH TakbB, KaTO U3TOYHMK Ha TOYHO Bpeme ce uanonasat 6asmpaHu B VIHTEPHET CbpBbPU Ha
Bpeme. CvHXpoHM3aumdaTa e Ha 6asaTa Ha NoHe [Ba M3TOYHUKA Ha BpeMe B VIHTEpHET Ypes3 NpOTOKON
NTP.

To4yHOCTTa Ha yOoCTOBEPEHOTO Bpeme e € OTkNoHeHue Ao 0.5 cekyHam cnpsmo UTC BpemeTo. B-
Trust QTSA He u3gaBa YAOCTOBEPEHUS 3a BpeMe Mpu MNO-fOSIEMU OTKMOHEHUS, nunca Ha
cvHXpoHu3aumsa ¢ UTC vnu npu gobassHe nnun nssaxgaHe Ha CeKyHaa KbM TOYHOTO Bpeme (leap
second).

7.3 YnpaBrneHue n onepupaHe

7.3.1 YnpaBrneHue Ha CUrypHocTTa

Bcunykn acnekTn Ha ynpaBneHneTo Ha curypHocTTa Ha B-Trust QTSA ca B CbOTBETCTBUE C JOKYMEHTA
. 10NMTMKa 3a n3gaBaHe Ha KBanvuumnpaH1 yaocToBepeHus 3a kKsanuduumpaH enekTpoHeH noanuc
n Mpaktuka npu npegoctasaHnte ot ,6OPUKA* ALl kBanuduumpaHu yogoctoBepUTENHN YCNyrn“ Ha
OKYY ,BOPUKA” Al

Mpn HapywaBaHe Ha curypHocTTa Ha ycnyrata B-Trust QTSA wunu 3aryba Ha aBTEHTUYHOCT Ha
AaHHUTE, NpU MbpBa Bb3MOXHOCT Ce YBe4OMSBAT BCUYKN PErMCTpupaHn notpebutenn Ha ycnyraTta.

7.3.2 OueHkKa Ha pucka

Bcurykm acnekTn Ha oueHKa Ha pucka ca B CbOTBETCTBME C JOKyMeHTa ,[lonutuka 3a usgaBaHe Ha
KBanuuumpaHu yaocToBepeHus 3a KBanuduuupaH enekTpoHeH nognuc u [paktuka npu
npepocrtaesaHute ot ,6OPUKA® ALl kBanuduumpanu ygoctoseputentu yenyrn“ Ha OKYY ,5EOPUKA”

AL.
7.3.3 CurypHocCT Ha nepcoHana

Xapaktepuctukata Ha nepcoHana Ha [OKYY n HaszHayeHuTe OANbXHOCTU ca B CbOTBETCTBUE C
AoKkymeHTa llonutuka 3a wusgaBaHe Ha KBanMduuupaHu YAOCTOBEPEHWUs 3a KBanuduumpaH
enektpoHeH nognuc wu [lpaktnka npu npegoctaBsHuTe oT ,BOPUMKA® AL kBanudvumpanm
yooctoBeputenHn yenyrn“ Ha OKYY ,BOPUKA” ALL.

7.3.4 KoHTpon Ha goctbna

Dn3nyeckmsaT KOHTPOS Ha goctbna o cpedata Ha OKYY mn Ha B-Trust QTSA e B CbOTBETCTBUE C
OOKyMeHTa [pokymeHTa llonuTuka 3a wusgaBaHe Ha KBanvduuupaHu yOooCTOBEpPEHMS 3a
KBanuduumpaH enektpoHeH nognuc u [lpaktuka npu npepoctaaHute ot ,BOPUKA® AL
KBanmpuumpaH yaoCTOBEPUTENHN YCyrn®.

7.3.5 CwurypHa cpepna

Kpunto mogynbT (HSM) ¢ yaoctoBepeHo HMBO Ha curypHocT FIPS 140-2 Level 3 e onepatuBHaTa
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Fpud C1 (3a o6wo nonssaHe)
MonuntukKa N NpakTrMkKa 3a npegocraBsaHaTta ot ,,BOPUKA“ ALl kBanndcdunumpaHa ycnyra 3a
nsgaBaHe Ha KBanuduuupaHu enneKTPOHHM BpeMeBU nevaty Ha B-Trust Qualified Time
Stamp Authority

cpefa 3a CbXpaHsiBaHe Ha YaCTHUSA KIToY U 3a eNeKTPoHHO nognuceaHe Ha KEBI, kouTo ce goctaBaT
Ha noTpebutenure.

7.3.6 TMpekpatsaaBaHe Ha TSA

B cnyyan Ha npekpaTtaBaHe Ha B-Trust QTSA ce n3nbhHsaBaT CbOTBETHUTE npoueaypu, CbriacHo
JokymeHta [llonutuka 3a wmsgaBaHe Ha KBanuduuMpaHu YyOOCTOBEpPEeHUs 3a KBanuduumpaH
enektpoHeH noanuc w [paktnka npwu npegoctaBsaHute ot ,BOPUKA® AL kBanudvumnpaHu
yaocTtoBeputenHun yenyrn“ Ha OKYY ,BOPUKA” ALl .
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