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1 OBXBAT U YNOTPEBA

To3u JOKYMEHT:

e paspaboTteH ot ,6OPUKA* ALl, topuan4eckoTo Nuue, permcTpupaHo B TbproBCKNS PErMCTBLP
kbM AreHumaTa no BnucsaHusTa ¢ EMK 201230426;

Bnun3a B cuna Ha 01.06.2018r;

CbabpXa nonuTukaTa M U3UCKBaAHWUSATa 3@ CUTYPHOCT Ha onepupaHata oT [ocTaBymk Ha
ksanuduumnpanm ypoctoseputenHu ycnyrm (OKYY) ,BOPUKA® ALl (OocTtaBuuk) ycnyra 3a
KBanmpuunmpaHo AbSITOCPOYHO CbXpaHsBaHe Ha KBanvduuupaHu enekTpoHHM Nnognucu u
nevaTtu 3a ObSro Bpeme (03HavyaBaHa B JokyMeHTa ¢ YCJITYTA) B cboTBeTCTBUE C PernameHT
910/2014 Ha EN n CobBeTa;

MMa xapaktep Ha obwu ycrnoBus Mo cMMUCbAa Ha 4n. 16 oT 3akoHa 3a 3aabinKeHuATa U
porosopute (331);

BKIIOYBA OMUCaHME Ha MonuTMKata W npakTtukaTa npu npepoctaBsHe Ha YCIYTATA ot
HocTaBunka n e nybnuyeH AOKYMEHT C Lien YCTaHOBSABaHe Ha CbOTBETCTBME Ha AENHOCTTa Ha
HocTaBunka c HopmaTuBHaTa ypenba;

onpegens npaktukaTta npu onepupaHe n ynpaeneHne Ha YCJIYTATA, 3a ga no3sonu Ha
notpebuTtenu n goBepsiBalM ce CTpaHu, KOUTO MMaT CktodeH [JoroBop 3a M3nona3saHe Ha
KBanuuuupaHnte yaoctoseputeniim yenyru Ha B-Trust uw/unu nognucaHo CnopasymeHue 3a
HMBO Ha o6cnyXBaHe KbM TakbB JOroBOp, Aa NnoriyyaT OnucaHue M OueHKa Ha CUrypHocTTa
Ha Ta3u KkBanuduumpaHa ycnyra

CNyXM 3a oueHKa Ha oueHka Ha genHoctta Ha OKYY ,BOPUKA® A pa npepoctass
KBanMpuunpaHo CbXpaHeHWe Ha KBanuduumpaHu e-noanucu/nedatv B CbOTBETCTBUE C
PernameHT 910/2014;

onpepaensa oCHoBHUTE chopmaTi Ha nognucu/nedatn, KbM kouTo € npunoxmnma YCITYTATA;
onpefens MexaHU3MuMTE M CXeMaTta Ha CbXpaHeHue Ha KBanuduuupaHu noanmcu n nedatm
YCIYTATA;

onpegensa penaummte/Bpb3knTe C ,BbHLUHW® fOBEpeHu/KBanuduuupaHu ycnyrm (Hanpumep
CRL, OCSP, TSA), npegoctasawm nHgpopmaums Ha YCITYTATA,;

agpecupa caMo TEXHMYECKUTE acneKT Ha ObNTOCPOYHO ChbXpaHsABaHE Ha BanvMaHOCTTa Ha e-
noanucu/nedaT, Ho He U TAXHaTa NPUIOXMMOCT (T.€., NpaBHaTa NPUOXMMOCT) 32 Pas3nNnNYHK
OusHec-uenu;

MOXe aa 6bae npomeHsH ot [KYY u Bcsika HOBa pegakuus Ha Tasum [NonuTuka m MNpakTuka ce
nyobnnkyBa Ha MHTEpPHET-CTpaHuuaTa Ha [locTaBuMKka KaTo OTMEHS npeguvliHaTa Bepcus Ha
TO3U JOKYMEHT.

N3BbH 06xBaTa Ha fOKYMEHTa ca:

MpaBHaTa NpuUNOXMMOCT (NpaBuna 3a NPUIOXKMMOCT) Ha AbMArOCPOYHO CbXpPaHABaHUTE
KBanuuumnpaHun e-nognmucu/nedaTt 3a pasnmyHn bmusHec-Lenu;

TexHnyeckuTe acnektm Ha dopmMaTth, CUMHTaAKCUCHLT, KOgMpoBKaTa Ha e-nognuca/neyara,
KOHKpeTHUTEe hopmaTtu, Nnpochmnm 1 KoanpoBKa Ha 4OKYMEHTUTE 3a nognuc/neyar;
Mpouecute Ha nognucBaHe/moaneyaTBaHe, T.e. FEHEPUPAHETO Ha KBanuduumpaHute e-
nognucu/nedaTn, konto ca obekt Ha Ta3n YCITYTA.

2 CBbOTBETCTBUE U PE®PEPEHLUWUA

HaCTOFlLLl,I/IFIT OOKYMEHT € U3roTBeH B CbOTBETCTBUE C:

PernameHt 910/2014 Ha EBponenckusa napnameHt u CbBeT OTHOCHO yOOCTOBEpPUTESHUTE
ycnyrm n ce no3oBaBa Ha WHGOPMaLMSA, OTHOCHO MOArOTBAHWUTE B CbOTBETCTBME C TO3U
PernameHT mexayHapoaHu npenopbky, cneumdukanlmm u ctangapTu;

3aKOH 3a eNeKTPOHHMSA SJOKYMEHT N eNeKTPOHHUTE yaocTtoBepuTtenHu yenyrm (SEAYY);
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Hapen6a 3a OTroBOpHOCTTa M 3a NpekpaTsBaHeTO Ha AeWHOCTTa Ha JOocTaByMuuTe Ha
yooctosepuTenHu yenyrm (HOMAOAvy);

CnepnBa ga ce usnona3sa CbBMECTHO C OCHOBHUTE A0KyMeHTU B-Trust CPS-elDAS (IMpakTtuka
Ha [docTtaBumka) n B-Trust CP-eIDAS ([Monutuka Ha JoctaBunka) npm ogut Ha YCIYTATA ¢
Len ycTaHoBsBaHe Ha CbOTBETCTBUE Ha AeNHOCTTa Ha [locTaB4ymka ¢ HopMaTuBHaTa ypeaba;

CbObpXKaHMETO U CTpykTypaTa Ha [OokymeHTa ce 6asvpa Ha cnegHuTe  YTBbpPAEHU
MeXayHapoaHu cneuundmkaumm:

ETSI TS 101 533-1: "Electronic Signatures and Infrastructures (ESI) Data Preservation
Systems Security; Part 1: Requirements for Implementation and Management";

ETSI TR 101 533-2: "Electronic Signatures and Infrastructures (ESI) Data Preservation
Systems Security; Part 2: Guidelines for Assessors";

ETSI SR 019 510 V1.1.1 (2017-05) Electronic Signatures and Infrastructures (ESI) Scoping
study and framework for standardization of long-term data preservation services, including
preservation of/with digital signatures.

CnepHvTe OOKYMEHTU (TEXHUYECKU crneundukaumm) HAMaT Npsiko OTHOLIEHME KbM HacToALLMS
[AOKYMEHT, HO MoraT Aa 6baaT B NoMOoLL, Te3W, KOUTO Mo U3MNOoN3Bar:

ETSI EN 319 102-1: Electronic Signatures and Infrastructures (ESI); Procedures for Creation
and Validation of AdES Digital Signatures, Partl: Creation and Validation;

ETSI TS 119 102-2: Electronic Signatures and Infrastructures (ESI); Procedures for Creation
and Validation of AJES Digital Signatures, Part 2: Signature Validation Report;

ETSI TS 119 101: Electronic Signatures and Infrastructures (ESI); Policy and Security
requirements for applications for signature creation and signature validation;

ETSI TS 119 442: "Electronic Signatures and Infrastructures (ESI); Protocol for TSPs
providing signature validation services";

ETSI EN 319 122-1: "Electronic Signatures and Infrastructures (ESI); CAdES digital
signatures; Part 1: Building blocks and CAdES baseline signatures”;

ETSI EN 319 122-2: "Electronic Signatures and Infrastructures (ESI); CAdES digital
signatures; Part 2: Extended CAdES signatures”;

ETSI EN 319 132-1: "Electronic Signatures and Infrastructures (ESI); XAdES digital signatures;
Part 1: Building blocks and XAdES baseline signatures;

ETSI EN 319 132-2: "Electronic Signatures and Infrastructures (ESI); XAdES digital signatures;
Part 2: Extended XAdES signatures;

ETSI EN 319 142-1: "Electronic Signatures and Infrastructures (ESI); PAJES digital signatures;
Part 1: Building blocks and PAdES baseline signatures;

ETSI EN 319 142-2: "Electronic Signatures and Infrastructures (ESI); PAJES digital signatures;
Part 2: Additional PAJES signatures profiles;

ETSI EN 319 421: Policy and Security Requirements for Trust Service Providers issuing
Electronic Time-Stamps;

ETSI EN 319 422: "Electronic Signatures and Infrastructures (ESI); Time-stamping protocol
and time-stamp token profiles;

ETSI EN 319 162-1 Electronic Signatures and Infrastructures (ESI); Associated Sighature
Containers (ASIC); Part 1: Building blocks and ASIC baseline containers;

ETSI EN 319 162-2 Electronic Signatures and Infrastructures (ESI);

Associated Signature Containers (ASIC); Part 2: Additional ASiC containers;

RFC 6970 X.509 Internet Public Key Infrastructure: Online Certificate Status Protocol — OCSP.

BcsakakBa vHdopmaumsa, cBbp3aHa C TO3W JOKYMEHT, MOXe Ja ce nonyyu ot [locTaB4yuka Ha
agpec:

oyn. ,Llap Bopuc 111" Ne 41
Codma 1612
.DOPUKA* Al

"BOPUKA" ALl, 1 ®eBpyapu 2019. Crp. 6 07 29



Mpucp C1 (3a 060 nonsBaHe)
MNonutuka u npakTuka

TenedoH: 0700 199 10

nmenn agpec: info@b-trust.org

OdmumanHa cTpaHuMua Ha gocTaBymka: Www.b-trust.bg

3 ONPEAOEJNEHUA N CBbKPALLUEHUA

3.1 OnpepeneHus

YCINYTA (Preservation Service) — kBanuduuupaHa ycnyra 3a AbfAroCPoOYHO CbXpaHsiBaHE Ha
KBanuduumnpanmn nognucu/nedatn B cboteeTcTBme ¢ PernameHt 910/2014 EC

CbxpaHsiBaHe (Preservation) — yHKUMSA, KOSATO NOAABPXA AaHHOB 0O6EKT, B nNpaBurHa u
He3aBuCMMO pa3bupaema bopma, eBEHTYanHO B Ab/ITOCPOYEH NiaH

ObnrocpoyeH nnaH (Long time) — gocTaTb4yHO ABLNIO BpeMe 3a CbXpaHsiBaHe, OTHECEHO KbM
BPEMETO Ha €BEeHTyamnHuW TEXHUYECKU NPOMEHU (B KPUMTO anropuTMu, pasmep Ha Kr4yoBe, XeLl
pYHKLUMM) UNW Ha TEXHONOIMSATA 3a CbXpaHsiBaHe

Llen Ha cbxpaHeHue (Preservation goal) — egHa oT cnegHuTe Luenu, Noaobp)KaHU Npe3 BpeME Ha
CpOKa 3a CbXpaHEeHMWe: [OKa3aTeriCTBO 3a WHTErpuTeT, AOoKasaTesficTBO 3a CblUecTByBaHe, 3a
HaINMYHOCT, 3a Ha BanuAaHOCT Ha nognuc/neyaT unu yTBbpaeHo Bpeme, 3a KOHPUOEeHUManHoCT, 3a
aBTeHTUYHOCT Ha [MoTpebuTten/3assuTten, 3a naeHTndnkaums Ha DPS

E- pokymeHT (E-document) — enekTpoHeH OOKYMEHT, KOWTO CbAbpXa MOHe €AVH eneKTPOHeH
noanuc unu neyar, cboteeTcTBaw, Ha elDAS; B 3aBUCMMOCT OT TUNa, ENEKTPOHHUAT AOKYMEHT MOXe
Aa cbabpXa OONBIHUTESNHN €NEeKTPOHHU OOKYMEHTU U CbOTBETHU MeTadaHHW, MOAMUCU, KOHTpa-
NOANUCU N BPEMEBU NnevaTn

KoHTenHep (Container) 3a cbxpaHsiBaHe — [aHHOBa CTPYKTypa, KOWTO CbAbpXa e-noanuc
(n)/nevat (1) n cBbp3aHN MeTagaHHW; MeTadaHHUTE MOoraT [a CbAbpXKaT acouuuMpaHu NOAMUCHU,
neyaTtu, BpEMeBM nevartu, gokasaTencTBeHn sanucu, aHHu 3a sanungupane (CRL, OCSP oTtroeopu)
N OTYETW Ha BanuaupaHe, Kakto U Apyrn MeTagaHHu, cneumpuyHmn 3a AbAroCpoyHO CbXpaHsiBaHe

ApxmB — 6Gasa gaHHM 3a CbXpaHeHWe Ha [aHHOBUTE OOEeKTU B KOHTEMHEpPU 3a CbXpaHeHue C
onpegeneHa(n) uen(n) n cBbp3aHNTE C HES KOMMNOHEHTU (KOMMIOTbPHU CUCTEMMU, KOMYHUKALMOHHMN
BPb3KWU, eNeKTpo3axpaHBaHe, hmanyecka n NpoOTUBOMOXKaApPHA 3aluta U CUCTEMU 3a CUTYPHOCT U
TAXHaTa pesepBauus)

A6oHar (Client) — Jluue vnun opraHmnsaums, nognucanu gorosop ¢ [JoctaByuka, 3a ga ce M3nonsea
YCNYTATA

MopaTten (Submitter) — Jlnue, koeto um3npawa e-gokymeHtn Ha YCITYTATA; moxe pa 6bae
pa3nuyHo oT AGoHaTa, HO C NpegocTaBeHn My npasa (Ha goctbn) ga nonsea YCITYIATA

Hoka3aTenctBeH 3anuc (Evidence record) — faHHOB eneMeHT, KOWTO CryXKn 3a AoKasaTerncrso 3a
CbllieCcTByBaHe Ha JaHHOB OBEKT unu rpyna AaHHOBU eNeMeHTV B JadeH MOMEHT

[okasaTtencTBo 3a cbxpsHABaHe (Preservation evidence) — gaHHu, KOUTO cnykaT ga nokaxar,
ye uen (M) 3a cbxpaHsiBaHe Ha nognuc (n)/neyat (1) (MHTErpuTET, ChLLECTBYBAHE UMM BanNngHOCT) ca
crnaseHu

MexaHusbm Ha cbxpaHaBaHe (Preservation mechanism) — wmexaHu3bm, u3nonseBaH 3a
CbXpaHsABaHe Ha e-0OKYMEHT (1)

Cxema Ha cbxpaHsiBaHe (Preservation scheme) — mexaHu3bMm (M) 3a CbXxpaHsiBaHe, KOUTO ce
n3nons3eaT 3a NOCTUraHe Ha KOHKpeTHa Len (1) Ha CbXxpaHsaBaHe Ha nognucu/neyaTn

Monutuka Ha cbxpaHaBaHe (Long-time Preservation Policy/LTPP) — HaGop oT npasuna,
npunoxmmn koM YCITYTATA, onpegenswm mMexaHnsmm (Cxema Ha CbXpaHsaBaHe) U BbTpeLuHUTe
npouecu, Ypes KOUTO Ce NOCTUraT LennTe Ha CbxpaHsiBaHe Ha noanucu/nedaTu
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Bpeme Ha cbxpaHsiBaHe (Preservation time frame) — Bpeme, onpegeneHo B gorosopa 3a
nonssaHe Ha YCJTYTATA

[oka3aTtencTtBo 3a cbulecTByBaHe (Proof of existence) — ctliecTByBaHe Ha fJafdeH e-0OKYMEHT
(nognuc/nevar) B (Npeawn) onpegeneH MOMeEHT (Hanpumep, KBanuduumpaH Bpemesn neyar)

DokasatenctBo 3a wuHTerputetr (Proof of integrity) — nogabpkaHe Ha HeHapywMMOCT
LANOCTHOCT(Hanpumep, xew, nognuc/neyar)

DokasatenctBo 3a BanuaHoct (Proof of validation) - nogabpkaHe Ha BanuOHOCT Ha
nognuc/nevyar.

3.2 CobKpaweHus
QES/QESeal (KEMN/KEMNeuaT) — KBanuduuunpaH EnektpoHen MNognuc/lNMeyar

QC (KY) — KBanuduumpaHo ygoctoBepeHue

AdES/AdESeal (YEN/YEMNeuaT) — YcbBbpLUEHCTBaH EnekTtpoHeH MNoanuc

AdES_QC (YEIN_KY) - YcbBbplieHcTBaH EnektpoHeH Moanuc ¢ KsanuduumpaHo ygoctoBepeHme
AdESeal (YEMeuaT) — YcbBbplueHcTBaH EnektpoHeH lMNevat ¢ KsanuduumnpaHo ygoctosepeHune
OCSP (status) — OHnavH cTaTyc Ha ygoCTOBEPEHNE

PKI — MHdbpacTpykTypa Ha nyOnmnyHmu KIo4voBe

LTPP — lNonuTuka Ha cbXxpaHsiBaHe (3a AbMNro Bpeme)

YCNYTA — B-Trust Qualified LTPS

CA/YO - YpocTtoBepsieauy OpraH

TSA/YOB - YaoctosepsiBaw, OpraH Ha Bpeme

4 BBbBEOEHUE

Cvnata M NpUrogHocTTa Ha KpUNTOrpadoCKMTe MexaHusMu e (yHKUMS Ha BPEMeTo U e
HeoGxoQuMO Aa ce npunaraT NOAXOAALLM MEXaHU3MU 3a CbXpaHeHue, KOUTO ca B CbCTOAHWE Aa
noaabpkaT BanMaHOCTTa Ha nognucaHus obekT 3a AbNrv Nepuoan oT Bpeme Ypes npunaraHeTo Ha
pasnM4HM TEXHONOTUM U CXEMU 38 CbXPaHEeHUe 1 KpunTorpadCckn anroputMu.

Tasn HeobxoammocT ce npusHasa u Busmpa B PernameHT (EC) Ne 910/2014 Ha EBponewnckus
napnameHT n Ha CbBeTa, KakTo MOXe Aa ce Buam B T. (61) Ha npeambGiona:

(61) Hacmoswusim peanameHm credga 0Oa ocuaypu Ob/i20CPOYHOMO CbXpaHsieaHe Ha
UHopmayusi, 3a 0Oa ce ocu2ypu rnpasHama easludHOCM Ha €efeKmpoHHUMe nodnucu u
esIeKmpoHHUMe nedamu 3a npodnb/mKumerneH nepuod om epeme u 0a ce eapaHmupa, 4e me mMoz2am
Oa 6b0am ganudupaHu He3asucumo om 6bdewu MPOMEHU 8 mexHoo2uume.

OcBeH ToBa 4n. 34, an.1 ot PernameHTa rnacw, 4e:

Ycnyeama no keanuguyupaHo CbxpaHsieaHe Ha KeanuguyupaHu eneKkmpoHHU noodnucu Moxe
Oa ce npedocmass eQuHCmMEEHO om 0ocmasyqyuK Ha KeanuguyupaHu yo0ocmosepumesiHu ycnyau,
KoUmo u3ronssea rnpouedypu u mexHosoauu, no3eonseawu HadexoHocmma Ha KeanuuuyupaHus
efieKmpoHeH rnodnuc da ce pa3wupu U38bH CPOKa Ha MexXHOI02u4YHa eanudHocm.

Hactoawmatr gokymeHT npeactaBa [lonutukata n lMpaktukata 3a YCIYTATA Ha OKYY
,DOPUKA®* All, kakTO M cxemaTta (MexaHu3MuTe) 3a CbXpaHsiBaHe, KOUTO Ce u3nonseaT 3a
CbxpaHsaBaHe Ha BanugHoctta Ha KEIM u KEleyatm m Ha paHHoBM 00€EKTW, M3NOn3Balim
nognucu/nevaTn.
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5 KOHUENUuA

5.1 OO0wm namckBaHus
Tasu MNonutuka m MNMpaktuka Ha Joctasunka 3a YCIYTATA agpecupa:

e [ObJITOCPOYHOTO CbXpaHABaAHE Ha €-A0KYMEHTH;
e CTAaTyCbT Ha BaliMgHOCT Ha OAbJTTOCPOYHO CbXpaHABaHU noanucu/neyaTw.

C'bXpaHFlBaHeTO (Ha I/IHTerI/ITeTa) Ha LI,VI(*)pOBM 00eKTU, KOUTO He ca nognucaHu/nognedaTeHu, e
M3BbH oOxBaTa Ha HacTodaWwnA LOOKYMEHT. M3BBbH TO3M oOxBaT € U npaBHaTta BalMaHOCT Ha
OBbJITOCPOYHO CbXpaHABaHUTE nognucu/nedartu.

5.2 Uenu Ha 4bNrocpoYHO CbXpaHsABaHe

MNpeactaBeHUTe B HACTOSLLMSA OOKYMEHT CXeMW 3a ObITOCPOYHO CbXpaHsiBaHe appecupar
cnegHvTe Lenu:

e  WHTErpuTeT Ha e-4OKYMEHT;
e cCblUecTByBaHe (Npean/B AageH MOMEHT) Ha €-00KYMEHT;
e BanMAeH cTaTyc Ha nognucu/nevaTn B 4bArOCPOYEH MIaH.

NHTerputeTbT Ha AaHHUTE Ce NPOBEPS MO BPEME HA CpOKa 3a CbXpPaHEHWe Ypes AoKa3aTencTBo
3a MHTerpuTeT (xewa, nognuc/neyar).

ChbluecTByBaHETO Ha UMpoBUST 0OEKT B onpedeneH MOMEHT ce nogabpka ce 4pes
KOMOWHUPaHe Ha [oKa3aTeNCcTBO 3a UHTErPUTET (HEHAPYLLUMMOCT) U KBanuduuupaH BpeMeBu neyar.

CbrnacHo HacTosIlMSA OOKYMEHT, OBaTa OCHOBHM Tuna Ha uudgpoBu 06EKkTWM, 3a KOUTO ce
nsnonssa YCITYT'ATA ca:

e rnognucaHu/moaneyaTteHn e-A0KYMeHTM (OnakoBall M OnakoBaH noanuc/nedar), 3a KOWTO
TpsibBa Aa ce CbxpaHsaBa AbNroTpamHO BanuaeH craTtyc;
e 060cobeHun nognuc/neyat v npunexaty umdpoB 00eKT (AoKyMeHT/dann).

3a ga ce cbxpaHu BanuOHOCTTa Ha enekTPpoHHWS nognuc/medaT TpsbBa ga 6baaT 3anaseHu
BCUYKM [aHHW 3a TaAXHATa Banugauusi, BanuMgHOCTTa Ha KOMTO u3TMya (He moxe pa 6bae
rapaHTupaHa) B 6baewe (yaocrtoBepeHus, nHopmauusa 3a otMmsHa/npekpatssaHe - CRL, OCSP
OTrOBOPU, JOBEPUTENTHN CMIMCHLUN U T.H.).

JonbnHUTENHU Lenu 3a 4bAroCpovyHOTO CbXpaHsiBaHe ca naeHtTudmumpaHe Ha [locTaBumka Ha
YCNYTATA, HEOTMEHMMOCT Ha nogaBaHe Ha undposute 0b6ekTn kbM YCITYTATA n noBeputenHocT
Ha gaHHuTe B obmeHa. Te3n ULenn Ha CbxpaHsiBaHe ca M3BbH obxBaTta (3acera) Ha HacToswarta
Monutuka.

YCNYTATA cb3paBa gokasaTesncTBa 3a CbXpaHsiBaHe, C KOUTO MOTBbPXAaBa, Ye M3MbIHABA
CbOTBETHUTE LIENIM HA CbXpPaHEHME 3a NOCOoYeHNTE LUNdpoBM 00eKTU.

53 E-AOKyMeHT n KOHTeﬁHep Ha CbXpaHABaHe

E-OOKyMEHTBLT € AaHHK, kouto ce obpaboTteaTt oT YCITYIATA ¢ uen AbnrocpoyHo CbXxpaHsBaHe
Ha nognucute/nevatute. Moxe pga ©Obae OCHOBeEH [AdaHHOB 00ekT(M) (onakoBaH/onakosall
nognuc/neyart), konto TpsibBa pOa 6Obae CbxpaHeH wWNM  MeTagaHHW, KOWUTO MpenocTaBst
3agasuten/logaten nnu camata YCJIYTA cvbupa n gobassa. MHOXeCTBO e-4OKYMEHTU moraT Aa
6baaT KOMOMHMPaHWN B KOHTEMHEP 3@ CbXpaHeHne Ha 0BeKTu.

KoHTenHepbT 3a CbXxpaHABaHe MOXe [a BKN4YBa:

e oBeye OT eaVH e-0OKYMEHT;
e JIOKarHO acouuMpaHu MHOXECTBO €-JOKYMEHTU — Hanpumep, B paMKuTe Ha eaHo
nsnpawjaHe/nogaBaHe UNN CbxpaHsiBaHW B e4Ha avpekTopus oT MNogatensi.
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Ho6aeanun ot YCJTYTATA uncposu obektn morat ga 6vaat, Hanpumep, yaoctoBepeHnsa Ha YO
(CA), CRL/OCSP- otroeopu, nognucu/neyaTn, BpemMeBM nedaTun, AoKasaTencrBa, OTYETU Ha
BanuanpaHe.

He Bcruku e-0OKyMeHTU crneaBa aa 6'b,D,aT nogageHn 3a CbxpaHdBaHe eaHOBPEMEHHO.

EnemeHTapeH KOHTeNHEp 3a CbXpaHsiBaHe CbAbpXKa caMo eauH e-A0KYMeHT (T.e., agpecupa
NOHe efjHa Len Ha CbXpaHsiBaHe).

MopaTenaT e cybekTbT, KONTO M3npawla e-qokyMeHT (1) ao YCITYTATA. Toi MOXe ga e pasnuyeH
oT AbBoHaTa-CcO6CTBEHMK Ha M3NpaTeHuTe 3a CbXxpaHaBaHe e-AokymeHTn. YCITYTATA cb3gaBa
POCID (ngeHTudmnkatop Ha KOHTenHep), konTo BpbLa Ha MNMogartens (korato YCITYTATA nma apxums).
POCID e yHukaneH ngeHTudmkaTop Ha KOHTENHeEpa 3a CbxpaHsBaHe. [eHepupa ce Ha 6asaTta Ha
xewl-(pyHKUMA, TOECT NpeacTaBnsaBa Xew-Kof, C ykaszaH naeHTudmkaTop Ha xelw-anropuTbma.

5.4 MexaHU3MM N CXEeMMU Ha CbXpaHeHue

CxemaTa 3a ObNroCPOYHO CbXpaHeHne e Habop OT MexaHU3MK 3a CbXpaHsaBaHe, NPUNOXUMM 3a
nocturaHe Ha onpegeneH Habop uenu 3a CbXxpaHsABaHe Ha e-OOoKyMeHTW. basoBum cxemun 3a
CbxpaHaBaHe, npunoxumn 3a YCITYTATA ca:

Bpemesu neyvat (Time stamp);

YcbBbpLIEHCTBaH nognuc/nevar ¢ paswmpeH dopmat/npodun (AJES);
HokasatencteeH 3anuc (Evidence Record/ER);

OtyeT Ha BanuaupaHe (0T ycnyra 3a kanuduynpaHo BanugupaHe Ha nognuc/neyar)

Opyru.

5.4.1 BpemeBu neyart

3awmTaBa BCUYKM UMGPOBU OaHHW, KOUTO Ca BXOA Ha Xel-(pyHKUMs C maeHTuduumpaH
anropuMTbM M CNYXW KaTO [OKa3aTeNicTBO 3a CbLUECTBYBaHE Ha Te3n uudpoBu gaHHM npeaun (B)
MOMEHT, Y4OCTOBEPEH C BpEME BbB BpEMEBMSA NeyaTt. ToBa AokasaTesncTBo € BannaHo 40 MOMEHTa
AoKaTo anropuTbma e NoaxoasiLl, 3a U3Mon3BaHe U yO4OCTOBEPEHMETO HA BPEMEBUS NeyaT e BanugHo
(T.e., ynoctoBepeHueTo Ha OpraHa 3a BpeMe/TSA e BanuaHoO unu He € NpekpaTeHo).

To3n MexaHn3bM e NeCeH Ha4YuH Aa Ce JOoKaXe CbLLECTBYBAHETO Ha HAKOWM LundpoBn aaHHW. 3a
Aa nogabpka 4ONbAHUTENHU (OYHKLMOHANHOCTU, HAaNpMMep 3allMTa Ha AaHHW 3a BanuaupaHe, To3u
MexaHu3bM ce KoMBbuHupa ¢ apyrn mexaHnsamm (Hanpumep, AJES unu ER). CamoctoaTtenHo, Ton He
Moxe [fOa obesneunm ObArocpoyHa AokasaTenicTBeHa cTparterus (cbbupaHe Ha martepuan 3a
BanuampaHe unum yassmMMocT/cnabocT B XeL anroputMm).

5.4.2 YcbBbpLIEHCTBaH nognuc/neyar

YCbBBbPLIEHCTBAHUAT nNognuc/nedar ¢ paswupeH dopmat/mpodun ocurypsiBa  BbTpeLlueH
MeXxaHN3bM, Ype3 KOMTO OcTaBa NpoBepUM 1 cnej AbAroCcpoyeH MnnaH.

Bwx gokymeHT ,lMonutuka u Mpaktuka Ha OKYY ,BOPUKA® Al 3a ycnyrata 3a kBanuduumpaHo
BanuampaHe Ha nognucu/neyatn (B-Trust QSVS — CP and CPS) OTHOCHO BanuaupaHeTo Ha
KBanudpuumnpadm nognucu/nedatn. Benykm paswmpenn npogpunu Ha 6asosus (BASELINE), ¢ HuBa
Ha nognucBaHe/noanedatBaHe B T, B LT n B_LTA ce aBaBaT paswmpeHne Ha NpeawecTBalloTo
HMBO C [OOMbSIHATENEH [JoKasaTesficTBEH MaTepuan 3a Ab/ArOCPOYHO CbXpaHsiBaHe Ha
nognuca/neyara:

e Hueo _T - kbm 6asoBus dopmatr Ha nognuca/nevata ce pgobaBsa BpemMeBU Mevar;
noanucbT/NeyaTsbT € Cb3gafeH nNpean yaoCTOBEPEHOTO BpeME C BPeMEeBUS nevaT — BaXHO
AoKa3aTencTso B Criyyaw, Ye ygoCTOBEpPEeHMETO Ha noanuca/neyarta cTaHe HeBanvaHo B
6baeLle (creq cpoka Ha BanuaHOCT Unu NpekpaTsiBaHe Ha yAOCTOBEPEHMETO);

e Hueo _LT - TO3M (popmaT paswupsBa MNpeauHUs C OOMbIHUTENEH AokasaTencTBeH
mMartepuan 3a BanugHoCTTa Ha yAocToBepeHneTo Ha nognuca/nevata (OCSP-cratyc, CRL-
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Kof); nognuc/medaT C TOBa HWMBO MO3BOSISIBA BanvaupaHe, npu ycrioBue, 4e HaAMa
TEXHOSOMMYHM NPOMEHN (HanpuMep, U3NON3BaHN anropuTMK a ctaHaT crnabum);

e HumeBo _LTA - crneuncpumyeH xew anropuTbM MpensymcnsaBa XewbT Ha MbpBOHAYanHo
nognucaHua/nogneyateH OOKYMEHT C noanucaHuTe aTpubyTtn u 3aegHo ¢ npeau gobaseH
Matepvan 3a BanugupaHe W BpeMeBU MeyaT ce 3awuTaBaT C HOB BpPEMEBM Meyar;
noanuc/neyart ¢ ToBa HUBO MO3BONSABA Aa Ce Banuavpa OpuUriMHanHus NoOAnNuC npu ycrosue,
Yye nocneaHua gobaseH BpemeBu neyaT Aa 6bae BanuaupaH u NnocnegHUsaT U3nonssaH XeLu-
anropuTbMm Aa e ole HagexaeH.

dopmat Ha nognuc/nedat ¢ HMBO _LTA e Han-noaxodsill 3a AbIITOCPOYHO CbXpaHsiBaHe. To3un
MeXaHM3bM € CXOAEH 3a pasnudHuTe opmaTtu. basnpa ce Ha cTaHgapTM3MpaHn oopmaTti 1 nma
BMCOKA CTEMNeH Ha onepaTMBHA CbBMECTUMOCT - MOXe NnecHo aa 6bae u3HacsH ot YCIIYTATA B
apyra TakaBa ycnyra. LlenvaTt nunceaw, maTepman 3a BanuaupaHe ce nobass, n3umcnsisa ce xeLu
BbPXY CbLLECTBYBALUUSA NOAMMC, BKNIOYNTENHO MbpPBOHAYaHo nognucaHus/nogneyaTeH AOKYMEHT U
BPEMEBUS Me4yaT Ce reHepupa/u3duucnsiBa BbpxXy MocnegHus usumcneH xew. Hepoctatbk —
HeobOxoanM e eaAnH-eAMHCTBEH BPEMEBM NeyaT 3a 3alluTa Ha eanH napanened nognuc/neyart.

5.4.3 [okasaTtencrBeH 3anuc

CovrnacHo IETF RFC 4998 (ASN.1 kogupaHe) unu IETF RFC 6283 (XML kogupaHe). Cbabpxa
Habop OT apXMBHW BPEMEBM MevaTu U HAKOW OOMbIIHUTENHN OaHHW. TO3n JoKa3aTencTBeH 3anuc
MOXe [a Ce CbXpaHsiBa OTAENHO OT apXMBMpaHWUTE AaHHW KaTo (havn wunu ga ce uHTerpupa B
apxuBMpaHuTe aHHW, kKaTo aTpmnbyT. BpemeBuTe neyatn ce oGHOBsIBAT, KATO Ce reHepupaT HOBU
BPEMEBM NeyaTn, NPENOKPUBALLN OPUTMHANHUTE OAaHHWU U TEXHUTE BPEMEBM NeyaTu npean aa 6baat
KOMMPOMETMPaHN MEXaHU3MUTE (anropuTMuTE), KOMTO Ce N3NOoN3BaT Aa reHepupaT BpeMeBn neyaTu.

5.4.4 CxemMu Ha ABIITOCPOYHO CbXpPaHABaHe

Bb3 ocHoBa Ha noco4veHuTe no-rope MU3NbJIHUMU MEeXaHU3MN N TeXHU XapaKTepUCTUKMN 3a
OBJITOCPOYHO CbXpaHdBaHe Ha €-A0KYMEHT, A0NMyCTUMKM Ca pa3finyHn CXemMmu, BKno4salln eanH nnm
noee4ye oT Te3n MexXaHU3Mu:

5.4.4.1 Ypes ER

Ako Hama ER (Evidence Record) 3a e-gokymeHTa, AJES nognuca ce Banvgupa, cebupa ce u ce
nobaesa nunceawmsa gokasaTencTBEH MaTepuan 3a BanvaHocT B KOHTenHepa; YCJTYTATA cb3gaBa
ER, konTO 3aliMTaBa BCUYKM ENEMEHTM Ha KOHTENHEpPA U o CbXpaHsiBa B ApXuBa.

Ako 3a e-gokymeHTa uma ER, YCJIYTATA camo ycunea ER (nocpegctBoMm nogHoBsiBaHe Ha
BpemeBus neyat (Time-stamp Renewal).

5.4.4.2 Ype3 ycunBaHe Ha AJES

E-nokymeHT ¢ ADES noanuc/nedat ce nogasa Ha YCJTYTATA. MNMpu o6ocobeH (detached) nognmc
€ HeobX04MM M MbpPBOHAYANHUSA AOKYMEHT UMM NOHE HErOBUS XeLU 33 CbOTBETHUS XeLU-anropuTbM.
Mpu 6a3oB nognuc/neyat (HuBo B), YCITYT'ATA nobass Bpemesu nevat kbM nognuca/nevata. Cnepg
ToBa YCIIYTATA Banugupa e-g4okyMeHTa (4pe3 BbTpelleH UnM BbHLEH MNpouec) KaTto nonbrsa
nuncealLms gokasaTencTBeH maTepuan 3a BanuaHocT (Hueo _LT).

3abenexka: B cnyyan Ha ycuneH Bede nognuc/neyat (Hmeo _LTA), YCITYTATA Banugupa u
ycunea camo nocrieqHusi BpeMeBu neyar.

Cnopen dopmaTta Ha nognuca/nedarta, cneg aobaBsHe Ha nuncBalMs BanuaauMOHEH
marepuan KbM nognuca/nevara, YCIYTATA n3vyncnsasa xeul Ha OopuUrnHanHus
noanucad/nogneyaTeH 4OKYMEHT M Ha NoAcuneHnst noanuc/neyar, reHepupa BpeMEBM Neyar 3a Tesun
xewloBe 1 ro gobass KbM e-A0KyMeHTa (nognuca/neyara).

BbTpellueH npouec-MOHUTOPUHI creauM 3a credBallo ycuneaHe Ha nopnuca/nedarta (e-
AOKYMEHTa) — HanpumMep, u3tuyaHe nepuoaa Ha BanuMOHOCT Ha YOOCTOBEPEHMETO Ha MOCneaHus
BpeMeBW neyat u/unu npu Bede obsiBeH 3a cnab kpuntorpadpCku/xeLl anropuTbM.

5.4.4.3 Ype3 BpeMeBM NneyvyaTu ¢ AbIbI Nepuoa Ha BanMaHoOCT
Tasu cxema e cneuunaneH crnyyav Ha npeguwiHara (1. 5.4.4.2).
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MepnoabT Ha BanMAHOCT Ha BpeMeBUs nevat BMeCTO Aa Obae orpaHuyveH OT nepuoda Ha
BanuaHoCT Ha 6GasoBoTo ygoctoBepeHne Ha TSA (YO 3a BpemeBM nevatun), ce yabinkaBa
AOCTaTb4YHO MHOro KpunTorpad)CkMTe anropuTMmn ga OCTaHaT CUrypHU C Len psgko ycunBaHe Ha
noanucute/nevaTmTe Ha e-gOKyMEHTUTE.

5.4.4.4 pe3 oTyeTa Ha BariIMgHOCT

Korato YCJIYTATA nonyuu 3a CbxpaHeHue nognucaH/nogneyaTtaH e-A0KyMeHT BbB chopmaTt
AdES, npu BanuampaHe Ha nognuc/nedata Ta LWie 3asiBU OTYET Ha BanuOHOCT OT ycryraTa 3a
BanugupaHe Ha nognucu/nedatn. BmecTto ga nogcmnea opurMHanHms nognuc/neyaT Ha e-4OKYMEHT,
YCITYTATA we noacuvnea camo nognuca/nevara Ha OT4yeTa 3a BanuMAHOCT, 3a Ada ro noaabpixa
NpoBepsieM AbArocpoYHO. [ONbNHUTENHO, C LEeN rapaHTUpaHe Ha MHTEerpuTeTa Ha MbpBOHAYanHUA
€-0O0KYMEHT (Oopu npu Beye crnab HavyaneH Xxew-anropuTbMm), HEroBa Xew-CTOMHOCT C NnocregHo
N3MNON3BaH Xel-anropuTbM LWe ce fobassa KbM nognuca/neyaTta Ha OT4YeTa Ha BanvaupaHe npeau
HEroBoTO ycunBeaHe.

CxemaTa CbxpaHsBa e-4OKyMEeHTa 3aeHO C ycuneaHus Joknag 3a BanuampaHe. OpurnHanHo
nogageHusi nognuc/neyar (e-4OKYMEHT) HE Ce NPOMEHS.

5.5 BanuaupaHe

BannaupaHeto B obxeata Ha YCJIYTATA e npouec, KOWTO NpoBepsiBa BanuMaHOCTTa Ha
nognucu/neyaTn Ha e-40KYMEHTU 1 Ha BpemeBM nevatu. [NpouechT Ha kBanuduumpaHo BanngupaHe
Ha nognuc/neyaTn e n3BbH oOxBaTa Ha TO3M AOKYMEHT.

YCIIYTATA TpsabBa pga wusnon3sa BbTPELEH MNpouec 3a BanuaupaHe WM BbHLUHA
KBanuduumpaHa ycnyra 3a BanvavpaHe 3a a NpoBepu cTaTyca Ha BanuvMAHOCT Ha noanuc/nevar,
npeaun Aa CbXpaHu e-A0KYMEHT (M) B KOHTEMHEpa 3a CbXpaHsiBaHe.

OKYY ,BOPUKA® ALl npegoctaBa v nogabpxa kBanuduumpaHa ycnyra 3a BanugupaHe Ha
KETN/KEMNeyvaT, koaTo € B cboTBeTcTBME C PernameHT 910/2014 EC. Bwmx gokymeHT ,B-Trust
Monutuka u lMpakTuka Ha ycnyrata 3a KBanuuumpaHo BanuaupaHe Ha eneKkTPOHHW Noanucu u
neyaTtn® (B-Trust QSVS-elDAS).

3a ga npoBepu BanMAHOCTTa Ha BPEeMEBM MNevatv KbM e-O0KYMEeHTU (nognucum 1 nedvatu),
nognexawm Ha cbxpaHeHnue, YCITYTATA TpsGea ga vM3nonsea BbTPELUEH W/UIM BbHLUEH NPoOLEC
(kBanudmumpaHa ycnyra 3a BpemeBu neyatu). [poBepkata 3a BanvaHOCT Ha BPEMEBU nevatu e
OVpeKkTHaTa U He U3NCKBa 3a4biMKUTENHO M3MOM3BaHe Ha KBanuduumupaHata ycrnyra 3a BpeMeBu
nevatn. Keanuguuupanarta ycnyra 3a sBpemeu nedatun B-Trust QTSA-eIDAS Ha [JocTtaBumnka CbLLO
MOXe [a Ce U3Mnon3Ba 3a NpoBepKaTa Ha BannMaHOCT Ha BpeMeBuUTe nevaru.

5.6 ApxuB/XpaHunuwe

ApxuBbT € cneumnanuanpaHa 6asa [aHHM 3a CbxpaHsABaHe W ynpasneHue/nogdpbXkka Ha
KOHTENHepUTE 3a AbArOCPOYHO CbXpaHsiBaHe Ha undpoBute 06ekTn (e-40KYMEHTU, AOKa3aTencTaea).

Korato YCJIYTATA nopoabpxa wHTerpupaH ApxuB/XpaHunuiie, TS W3NbMAHSABA CrnegHuTe
onepauuu/npouenypm:

e Upload (DEPOSIT) - npoBepsiBa enekTpoHHUTE nognucu/neyaTn B e-AOKYMeHTa (MTe) unu
danna (oBe), nonbnBa W/uNU reHepupa AbArOCPOYHUS MaTepuan (4okasaTencrBo) 3a
BanuAHOCT, MOCTaBA KBanuduumpaH BpeMEBM Medat BbpxXy TO3W maTepuan, Cb3aaBa
KOHTEMHEpa 1 ro 3anasBa C NpueTust e-40KyMeHT B ApxuBa; Bpbla Ha lNMogatena POCID
(yHVKaneH ngeHTndukaTop Ha CbXpaHeHUs1 KOHTENHeP);

e Download (RETRIEVE) — [MoTpebutensat/AboHaT Moxe Aa u3Terns CBOU €-AOKYMEHTU
CbXpaHsiBaHW B KOHTENHepM B Apx1Ba 1 CbOTBETHUSI AbMrOCPOYEH MaTepuman 3a BanMgHocT
(DokasaTencTBo 3a BanuaHoOCT);

¢ ACK (RETRIEVE PROOF) - o nckaHe Ha [NoTpebutens/AboHata [JocTaBunkbT n3gaBa
NnoTBbpXKAEHME ([OKA3aTeNiCTBO 3a CbXpaHsiBaHe) BbB Bpb3ka C apXvMBUpaH €-A0KYMEHT;
YCINYTATA Bpblua UCKaHUTe AokasaTericTBa 3a CbxpaHeHue. Tasu npoueaypa Moxe ga ce
N3NbJIHN CbBMECTHO B paMkuTe Ha npoueaypata RETRIEVE/DOWNLOAD
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o DISPLAY — B onpegenenn pgata un wmscto [lotpebutenar/AboHaT uma BbL3MOXHOCT Ada
pasrrnexga CBouTe e-A0KYMEHTU, CbXpaHABaHN B ApXu1Ba;

e UPDATE STORED ELEMENTS (onuusa) — lMoTtpebuten/A6oHaTt wm3snpawa POCID pgo
ycnyrata u "Delta e-gokymeHT" 3a fa ce akTyanuampa e-4OKyYMEHT B KOHTENHep Ha ApxmBea,
Cb3daBalikm HoOBa Bepcusi Ha KoHTerHepa; YCIYTATA Bpblla HoBaTta Bepcud Ha
aKTyanuampaHusa KOHTerHep n (onuus), akTyanusmpaHuTe goKasaTernicTBa 3a CbXpaHeHue.
OpwuruHanHaTta Bepcus Ha KOHTerHepa ce 3anasBa;

e DELETE - Mo uckaHe Ha AboHata/lloTpebutens, YCJIYTATA npegoctaBs CenekTtmuBHO
n3TpMBaHe Ha e-A0KYMEHT(M) 3a CbXpaHsiBaHe (U BCUYKM CbOTBETHM AoKasaTesicTBa 3a
AbArOCPOYHO BanuaupaHe), cbxpaHssaHu B Apxmea. 3anvyaBaHeTo 03HavyaBa PU3N4EeCKoTO
natpueaHe Ha PDO (gokymeHT) No TakbB Ha4uH, Ye ga He MoXe ga Obae Bb3CTaHOBEH MO-
KbCHO (MNn camo C HepeanuCTUYHO BUCOKN (hMHAHCOBW pa3xoamn) oT ApxmBa;

e AUGMENTATION - Tasu npoueaypa/onepauus He e 4yacT oT nHtepderica Ha lNMotpebutens
N ce 3agencTBa aBTOMaTUYHO (BbTPELLHO), 3a Aa OCUTYpU ObITOCPOYHOTO CbXpaHsABaHe Ha
BanNuOHOCTTa Ha nognuc (1)/neyvar (1) Ha e-AOKYMEHTH, T.€. Aa YABIKM NEPUOABLT, MPEe3 KOUTO
ce nogabpxa Aoka3aTencTBOTO Ha Tasu Len (BanvaHoCT Ha nognuc (u)/nedat(u);

¢ MONITORING — Taau npoueaypa He e 4acTt oT uHtepdenca Ha lNotpebuTtensa n ce akTmeupa
aBTOMaTM4HO (BbTPELIHO), B cboTBeTcTBME C [lonutukata Ha YCJIYTATA. Onepauudara
crneaw pasnuyHn cbbutnsa, KouTo BMxa 3acTpawmim Bb3MOXHOCTTA 3a NOTBbpPXKAaBaHe Ha
Jokasatencrteata 3a cCbxpaHeHuMe. Moxe pJa aktmeBupa (BbTPELUHO) npoueaypaTa
AUGMENTATION.

YCNYTATA moxe ga ce npegocrtass Ha [MoTpebutenn BbB BapuaHT 6e3 Apxus. Npu T03n mogen
Ha YCINYTATA, AGoHaTbT € OTroBOpeH 3a NOKanHOTO (MpM Hero) AbMAroCpOYHO CbXpaHsBaHE M
ynpasreHne/nogapbxka Ha nognucute/nevartumre.

OKYY ,BOPUKA®* Al npepocTtaesa Ha AGoHaTuTe YCJTYTATA ¢ uHTerpmpaH kbM Hest ApxXuB 3a
CbXpaHeHue Ha e-A0KYMEHTM M JoKa3aTernicTBaTa 3a CbXpaHsiBaHe.

5.7 Monutuka n npakTuka

To3n pokymeHT geduHunpa obwmte enemeHTn Ha Monutrkata n Ha MNpaktukata Ha [JJocTtaBuymka
Ha YCITYTATA n nma xapaktep Ha o6Lwu ycnosms no cMncbna Ha yn. 16 ot 3akoHa 3a 3agbinkeHudaTa
n porosopute (33[). Tesn ycnosusa ca 4acT oT nucMmeH [JoroBop 3a yAOCTOBEPUTENHU YCNYrn, KONTO
ce cknioysa mexay [loctaBunka u MNoTtpebutenuTe.

MonuTukata onpegens ycrnosusaTa u npasunaTta, KbM KOMTO ce npuabpxka [JoctaByuka 3a ga
umnnemeHTupa lNMpaktukaTta npu npegoctaBsHe Ha YCITYTATA.

MpakTrkaTa onucea kak [JocTaBuMKbT Npunara onncanarta lNonutrka n npouenypuTe, KOUTO TON
cnenea 3a ga npegocrtaesa YCITYTATA.

HoctaBunkbT, 4pe3 Ta3m YCIIYTA (B-Trust Qualified LTPS) AbnrocpoyHo cbxpaHsiBa
KBanudpuumpaH e-nognuc/nedat W/MNM  YCbBBPLIEHCTBaAH nognuc/meyaT nNpuapyxeH oOT
KBanuduunpaHo yaoCTOBEPEHUE Ha BCsAKa 3avHTepecoBaHa CTpaHa, kaTo cbbnopaBa obwa
Monutrka Ha 4bArOCPOYHO CbXpaHsiBaHe.

Mpaswuno B lNpakTukata Ha [ocTaBunka Ha YCJTYT'ATA e ga cbxpaHsiBa 4bNroCpoOYHO Banuaupa
nognucu/nedatn ¢ dopmaTtn/npodunu cbrrnacHo [lonuTukata My kaTo crnegBa ycrioBusta u
npoueaypuTe BKIMIOYEHN B HACTOALLMSA JOKYMEHT.

MpaktukaTta Ha JocTtaBumka npu npegoctassHe Ha YCJTYTATA ce ocbliectBsaBa oT obekta B-
Trust Qualified Preservation Service (B-Trust QPS) o06o03HayeH C wageHTudumkatop
1.3.6.1.4.1.15862.1.6.7:

YCIIYTA 3a gbnrocpoyHo cbxpaHaBaHe Ha KEIM/KEMeuvatn (B-Trust | MoeHTudmkatop Ha
Qualified LTPS) obekT
MpakTuka Ha JocTtaBuuka Ha YCJTYTATA 1.3.6.1.4.1.15862.1.6.7
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B cvoTBeTCcTBME C HacTosAWwMa OOKyMeHT, Npaktukata Ha [JocTaBumka uanbnHssa lonutuka
oTHocHO YCITYTATA ¢ ngeHTudumkaTop KakTto cnesa:

YCNYTATA (B-Trust QSVS) | geHTudmnkatop(un)
Monutuka Ha YCINYTATA 1.3.6.1.4.1.15862.1.6.7.1

YCITYTATA He yTBbpXOaBa npea lNotpebutens/[oBepsiBawia ce cTpaHa NpUioKUMOCTTa Ha
OBNFOCPOMHO CbXpaHsaABaHW BanuaHuW nognucu/nedaTn, TS camo YTBbpXAaBa ObhrocpovHaTta
TEXHN4YecKa BanngHocT Ha nognuca/neyara.

KoraTo AObArocpovyHO CbXpaHsiBaH YCMEWwHO BanuaupaH nognuc/nmedat  CcbAabpXa
naoeHtTudukatop Ha [llonuTuka Ha noanucBaHe, [oBepsBallata ce CTpaHa MOXe [Oa OLEeHM
NPUIIOXMMOCTTA Ha TO3M nognuc/neyaT KbM KOHKpeTHaTa bmsHec-uen, cred kaTo ce e 3anosHan ¢
Ta3u obwa nonuTtuka un Nonutmnkarta Ha NnoanucBaHe.

KoraTo ObnrocpoYyHO CbXpaHsiBaH BanuaeH noanuc/medaT He BKMYBa (MOeHTUUKATOP Ha)
MonuTtuka Ha noanuceaxe, MNoTpebutenaT/[JoBepsiBallaTa ce CTpaHa OLEHsIBA NPUMOXMMOCTTa Ha
TO3XM nognuc/neyat, credBaku cBou [paBuna/ycnoBusi 3a NPUNOXUMOCT WKW OLIEHsIBA
NPUNOXMMOCTTa My CrpsIMO 03HaYeHaTa lMonuTuka Ha yaoCTOBEPEHUETO.

Ha npaktuka, npaBHaTa NpUMIOXMMOCT Ha Ob/TOCPOYHO CbXpaHeH BanuvaeH nognuc/nmeyat 3a
KOHKpeTHa busHec-uen e nsudano B npeporatmeute Ha lNotpebutens/[oeepsBawaTa ce ctpaHa. B
JokasatencrtBata 3a CbXxpaHsiBaHe uMMa Heobxogumata uHdopMaumsa (dopmat, npodowmn,
yaocToBepeHus, [loctaBumk, BaNnMOHOCT, Ap.) C ornea Ha NpuroXmnmocTTa, KOATo ce nocTura ¢ Tosu
nognuc/neyar, a KaTto crneacTeme OT TOBa, U NPUMOXMMOCTTa My 3a KOHKpeTHa busHec-Len.

5.8 YnpaeneHue Ha lNonutukara u lNpakTukara

Mpaktukata n MNMonutukata Ha [ocTtaBumka 3a YCITYTATA noanexaTr Ha agMUHUCTPATUBHO
yrnpaBfeHne n KOHTPon oT cTpaHa Ha CbBeTa Ha gupektopute Ha ,BOPUKA® ALl

[lonyckaT ce NpoMeHu, peaakuuyM U AOMbIIHEHWUS, KOUTO He 3acsraT npaBaTa M 3adbIKeHus,
npouMsTUYaLM OT TO3M AOKYMEHT M CTaHAapTHUS [OroBOP 3a YAOCTOBEPUTENHWU YCRyrn mexay
HocTaBunka n lMoTpebutenute/[oBepsisawm ce ctpaHu. Te ce oTpassiBaT B HoBaTa Bepcus UIn
pefakumns Ha LOKYMeHTa crnef cbriacyBaHe v yTBbpkaaBaHe oT CbBeTa Ha AupeKkTopuTe.

Hactoswara lMonutuka n lMpaktuka TpA6Ba ga 6baaT npepasrnexgaHy Ham-manko BeOHBbX
roguilLIHO C Uen ga ce oTpassdBaT NOTeHUMann U3MCKBaHWA M NpeanocTaBkM OTHOCHO MPOMEHM B
HMBAaTa 3a CUrypHOCT Ha anroputmMu, dopmat n npocounm 3a nognucu/nevatn. Beska npeacraseHa
n ogobpeHa HOBa BepCcUs UNn pedakuus Ha To3n AOKYMeHT He3abaBHO ce nybnukyBa Ha canTta Ha
JocTtaBuuka.

KOMeHTapVI, 3annTBaHnA N pa3daCHeHnA No ToO3M OOKYMEHT MOoraT Aa ce OTnpaBAT Ha:

e enleKTPOHeH agpec Ha YocToBepsiBaly opraH: info@b-trust.org;
e enekTpoHeH agpec Ha [ocTtaBumka: info@borica.bg;
e Ten.: 0700 199 10 u dakc: (02) 981 45 18 .

5.9 [Opyrv npunoxXnMmm AOKYMEHTHU

To3n [OKYMEHT cregBa fda Ce Uu3non3ea CbBMECTHO CbC CregHute OOKYMEeHTUM 3a
kBanudpuumnpanm ycnyru Ha AKYY ,BOPUKA® AL:

e B-Trust CPS-elDAS;
e B-Trust CP-elDAS;
e B-Trust QSVS-elDAS.
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6 YCIYIrA

6.1 YyacTtBawm cTpaHu
CTpaHVITe, yvyacTtBallu B npoueca Ha sanmamnpaHe He e-nonnmc/nean ca:

Ooctasunk (OKYY), KONTO onepupa npoLeca Ha AbNMOCPOYHO ChXpaHsBaHe;
AboHaTu (JoBepsiBalm ce CTpaHn);
3agasuten/loTpebuten — ynbnHomMoLeHo oT ABoHaTa nuue, koeto nonssa YCIYTATA;
KocBEeHW/BBHLUHM CTpaHu/y4acTHULM 3a NpoLeca Ha AbMroCPOYHO CbXpaHsaBaHe:
o CrtpaHu, kouTo ca nognucanu/nognedarenu JOKYMeEHT(M);
o BwobHwHKM OKYY (TexHn ygoctoBepsiBawm opraHm — CA, TSA, CRL/OCSP);
o HauwnoHaneH JoseputeneH cnucok (BG Trusted List);
o EBponerickn cnncebk Ha HaumoHanHuTe JosepuTtenHu cnmcbum (List of Trusted Lists).

YCIYTATA nma HaumoHaneH obxsaT caMo 3a KnneHTuTte Ha B-Trust. [loctaBYMKbT MOXe Aa
paswmnpwu knneHTckma obxeat Ha YCJTYTATA BbpXxy TepuTOpUsATa Ha CTpaHaTa 1 3a KNMEeHTU Ha Apyrn
OKYY, peructpupanu ot HaumoHanHust Perynatop (KPC) n onepupawu B cTpaHata Ha 6asarta Ha
OBYCTpaHHM cnopasyMmeHusi. B Toan cnydan YCJTYTATA we npunara cbluTe CTPOrn N3NCKBaHus,
KouTo ca npunoxumm B B-Trust gomeriHa.

6.2 Popmatu u npocdunnu Ha nognucu/neyaTun

PEWEHME 3A WUSIMTBbJIHEHUWE (EC) 2015/1506 Ha Komucusita onpegensi TeXHUYECKUTe
cneumdmkaumm n ctaHgapT Ha doopmaT 1 Npounn Ha KBanuduumpaHn 1 Ha YyCbBbPLUEHCTBaHU
e-noanucu/nedaTn, KOUTO BCAKa CTpaHa-uyneHka Ha Cblo3a criedsa ga nogabpxa (nognvcea wm
Banuaupa) u Kouto ce npuemaT OT opraHuTe Ha NyONMYHUS CEKTOP Ha CTPaHUTE-YNEHKU C ornes Ha
TAXHaTa TpaHCrpaHW4yHa onepaTtMBHA CbBMECTMMOCT M W3WCKYEMOTO HMBO Ha CUIYPHOCT 3a
KOHKpPETHM OnsHec-Luenu:

e bBa3sos npodun XAdES - ETSI TS 103 171 v.2.1.1 (2012) (wnu draft ETSI EN 319 132-1,

2015);

o Ba308s npogun CAJES — ETSI TS 103 173 v.2.1.1 (20012) (unw draft ETSI EN 319 122-1,
2015);

o Ba30s npocun PAJES — ETSI TS 103 172 v. 2.1.1 (2012) (urm draft ETSI EN 319 142-1,
2015).

PEWEHMETO (un. 1 n 3), B cbotBeTcTBUE C PernameHT 910/2014, yTBbpXKAaBaT crnegHvTe
yCbBBbpLUEHCTBaAHU nognucu/nedatv BB opmatn CMS, XML n PDF Ha HuBa Ha cboTBeTCTBUE B, T
n LT, kouTo cnenea fga ce npusHaBaT MeXay CTPaHUTE-UYIIEHKMN.

PEWEHWMETO (4n. 2 n 4) ytBbpXaaBa yCrioBusita, Npy KOUTO Ce NOTBbpXKA4aBa BanvaHOCTTa Ha
AafeH YCbBbPLUEHCTBAH €NeKTPOHEH nognuc/neyar:

(1) yoocToBepeHneTo B NoAKpena Ha YCbBbPLUEHCTBAHUA €NeKTPOHeH noanuc/nedat e 6uno
BanMaHO KbM MOMEHTa HanoAanuceBaHeTo/ noanevyarBaHeToO, a Korato YCbBbPLUEHCTBAHUAT
erileKTPOHeH ne4vaTt e noAkpeneH OT KeanuduuupaHo YAOOCTOBEepeHwe, ToBa KeanuduumpaHo
yAOCTOBEPEHNE € OTroBapsAno KbM MOMEHTa Ha nognuceaHeTo/noAaneyaTBaHeToO Ha U3MCKBaHUSATA
cbrnacHo npunoxeHue lll kbm PernameHT (EC) Ne 910/2014 n e 6uno nsgageHo oT AOCTaBYMK Ha
KBanvduumnpaHn yaooCToBepUTENHU YCnyru;

(2) [aHHUTe OT BanugmpaHeTo Ha nognuca/nedara cCbOTBETCTBAT HA JaHHUTE, NPEeAOCTaBEHM Ha
JoBepsBallaTta ce CTpaHa;

(3) yHukanHuaT Habop OT AaHHKW, NpeacTaBnaBaly, Tutynaps/cb3gartens Ha neyarta, € HagnexHo
npegageH Ha AoBepsiBallaTa ce CTpaHa;

(4) ako KbM MOMEHTa Ha nognuceaHeTo/nogne4YyaTBaHeTo € 6mn n3non3saH NCeBLoHMM, TO TOBa
€ SICHO yKa3aHo Ha JoBepsBallaTta ce CTpaHa;
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(5) KoraTo YCbBbPLUEHCTBAHUAT ENEKTPOHEH noanuc/mevaT € cb3gafeH OT YCTPOWCTBO 3a
Cb3faBaHe Ha KBanuduuupaH enekTpoHeH noanuc/neyar, U3non3BaHeTo Ha TakoBa YCTPOWCTBO €
SICHO yKa3aHO Ha [oBepsiBalLaTa ce CTpaHa;

(6) usNocTHOCTTa Ha nognucaHuTe/nogneyaTaHNTe JaHHN He e 3acTpalleHa;

(7) nancksaHusta no yuneH 36 ot PernameHT (EC) Ne 910/2014 ca 6unun nanbnHeHn KbM MOMEHTa
Ha nognvceaHeTo/noaneyaTBaHeTo;

(8) cuctemara, n3nonseaHa 3a BanuaMpaHe Ha YCbBbPLUEHCTBAHUA €NEKTPOHEH nognuc/neyar,
npeaocTaBa Ha AoBepsBallaTa ce CTpaHa NpaBunHUMA pes3ynTtaT OT npoueca Ha BanvaupaHe 1 un
Nno3BONsBa Aa OTKPUE eBEHTyarnHu NpobnemMu, CBbp3aHn CbC CUTYpHOCTTA.

OKYY ,BOPUKA®* ALl onepupa n npegoctaesa KBanuduumpaHa yooCTOBEpUTENHA ycnyra 3a
BanuamMpaHe Ha yCbBbpLUeHCTBaH/KBanuduuupaH nognuc/neyaT, KOATO CbOTBETCTBA Ha PernameHT
910/2014 EC v oTroBaps Ha nsucksaHuaTa (4n. 1 —4) Ha ropenocoyeHoTo PelwieHune. Bux JOKyMeHT
B-Trust QSVS-elDAS.

B ponbnHeHune, B-Trust QSVS-elDAS Banuanpa dopMmatute Ha NOCoYeHUTE nognucu/nedaTn n
C HMBO Ha cboTBeTcTBME LTA, KakTo n nognuc/nedat ¢ npocdun ASIC-S/E.

B [lMpunoxeHne 1 Ha [OOKyMeHTa ca npeactaBeHn OopMaTUTE Ha KOHTEMHEPM Ha
nognucu/nedaT 3a ¢ NOCOYEHMTE NPOUIIN U HMBA HA NOANUCBAHE.

6.3 Mopaen Ha 4ABLNrOCPOYHO ChbXpPaHsIBaHe

YCINYTATA Ha OKYY ,BOPUKA® ALl, cneaBanky obmnTe HOpMaTUBHO YTBBbPOAEHN TEXHUYECKM
cneundukaumm (RFC’'s n/unn TS) Ha IETF n Ha ETS|I 3a ObRArocpovyHO CbxpaHsBaHE M B
CbOTBETCTBME C NpeacraBeHata KoHuenumsi B TO3M OOKYMEHT 3a AObJIFOCPOYHO CbXpaHABaHE Ha
nognucu/neyaTtn (T.€., €-AOKYMEHTW), UMNNEMEHTMpPa CXxemata CbrnacHo T. 5.4.4.2 Ha TO3u
AoKymeHT (Cxema Ha AbnrocpoYHO CbxpaHsaBaHe Ha noanucu/nedatn Ypes AJES).

CbobpaxeHus 3a n3bopa Ha cxemarTa:

o YCJIYTATA MOxe pOa ce pasrnexga Kato paswuvpeHue KbM (yHKUMOHANHOCTTa Ha
KBanuduuupaHaTta ycnyra 3a BanuampaHe Ha nognucu/nedaTtn B-Trust QSVS-elDAS, koaTo
€ B CbOTBETCTBMUE C n3nckBaHusaTa Ha PernameHT 910/2014 EC;

e [lonyctnmnte popmatu Ha nognucu/nedaT 3a 4bSIroCPOYHO CbXpaHSBaHE Ca EKBUBASIEHTHU
Ha Te3n, nogabpxaHu ot B-Trust QSVS-elDAS;

o B-Trust QSVS-eIDAS Banungupa copmaTtu/npopunu Ha nognuc/nevatn (e-4OKyMeHTU) B
ctporo cboTBeTcTBMNe ¢ PELULEHWE 3A U3MBJIHEHUE (EC) 2015/1506 oTHOCHO PernameHTa,
BKMOUNTENHO M HMBO B_LTA; gonmbnHuTenHo, ycnyrata Banugupa nognuc/nevaT BbB
dopmat ASIC-S/E (koHTEeNHep Ha OOKYMEHTM 3a nognuc/neyaTt) ¢ HMBa Ha nognuceaHe (B,
B T,B LTnB_LTA);

e B-Trust QSVS-eIDAS e w4act ot obwa nnatdopma Ha [OKYY ,BOPUKA* AL 3a
KBanuuuupaHo nognuceaHe/nognevyartBaHe Ha [OOKYMEHTM U dannoBe, creaBanikm
dopmaTtute/npocpunute nocovenn B PELWLEHWETO (B, B_T,B_LT uB_LTA);

e Cxemarta c AdES e necHo npunoxuma 3a pasnuiHute oopmatu/npodunm Ha nognuc/neyaTn
(e-BOKYyMeHTN);

e OnepaTtuBHa cbBMeCTUMOCT (B 6baeLLe) ¢ gpyra nogobHa ycnyra (Hanpumep, B HaUMOHaneH
mMaLlab).

6.4 Llenun Ha ABLAroCpoYHO CbXpaHABaHe
YCNYTATA nogaobpka cnegHUTe LENY 3a AbrOCPOYHO ChXPaHSBaHE:

e WHTerpuTeT Ha e-AOKyMeHT (nognuc/nevar);
cbllecTByBaHe (Npeawn/sB gageH MOMEHT) Ha e-A0KYMeHT (noanuc/nevar);

e roaabpXaHe Ha cTaTyca Ha BanuMAHOCT Ha noanucu/nevatun (e-0OoKyMeHTWU) B AbMrocpoyeH
nnaH.

3a gonbnHUTENHa MHopMauus, BUX T. 5.2 Ha HAacTOSLLMUS OOKYMEHT.
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6.5 [loka3saTencTBa OTHOCHO LieNIuTe Ha AbNroCPOYHO ChXpaHsABaHe

YCIYTATA nogaobpxa M npegoctaBs CriegHUTe OoKasaTencrtBa Ha Uenu 3a ObIroCpoYHO
CbXpaHsiBaHe:

o [lokaszaTencreo 3a MHTErPUTET Ha e-A0KYMEHT (nognuc/neyar);
e [lokaszaTencrteo 3a cbllecTByBaHe (Npeawn/eB ageH MOMEHT) Ha e-A0KYMEHT (nognuc/neyar);
e [lokazaTencrteo 3a cTaTyca Ha BanvMagHOCT Ha nognucu/neyvat (e-gOKyMEHTH).

MocoyeHnTe pokasaTencrea ce 6asvpaT Ha MMMMEMeHTMpaHaTta cxemMa Ha ObJroCPOYHO
CbXpaHsiBaHe, 4Ype3 KoATO ce cbbupa, ycunea n CbxpaHsiBa JoKa3aTeriCTBeH maTepuan 3aefHo C
MbpBOHaYasnHo nognucaHu/nogneyaTeHn e-gokymeHTu/arnnose B Apxmea Ha YCITYTATA.

6.6 ®PyHKUMOHaneH moaen

YCNYTATA (B-Trust Qualified Long-Terms Preservation Service/B-Trust Qualified LTPS) Ha
HoctaBunka ,60PUKA®* ALl BkntouBa cnegHuTte copTyepHN KOMMOHEHTMU:

e KnueHT 3a cbxpaHsaBaHe Ha nognuca/nedvata (QPS_Client) — komnoHeHTa € OT cTpaHa Ha
3assuten/lNoTtpebuten. Moxe aa 6bae yeb-6pay3bp/yed-knneHT ¢ rpadmyeH nHtepdgenc
(GUI) cbe cnegHaTa yHKUMOHANHOCT:

o 3aaABKU/(PyHKLMM
O MNPOTOKOS 3a CbXpaHsiBaHe
o npecTaBsiHe [OKA3aTesICTBO Ha CbXpaHeHue.

e CobpBbp 3a cbxpaHaBaHe (QPS_Sever) — yeb-cepuc (Signature/Seal Preservation
Service/SPS) ot cTpaHa Ha [locTaB4ynka CbC criegHaTa (yHKLMOHANHOCT:

SPS-Upload — cbrnacHo T. 5.6 Ha fOKyMeHTa

SPS-Download — cbrnacHo T. 5.6 Ha gOKyMeHTa

SPS-ACK (Retrieve Proof) — cbrnacHo 1.5.6 Ha AOKyMeHTa

SPS-Delete — cbrnacHo 1. 5.6 Ha JOKyMeHTa

SPS-Monitor (BbTpeluHa pyHKLMSA) — cnegun AonyCTMMN CUMHU KpUNTOrpadgocKn 1 XeLw

anroputMmute

SPS-Augmentation (BbTpelwHa yHKUUA) — cbrnacHo 1.5.6 Ha JOKyMeHTa

NpoTOKONa 3a CbXxpaHsiBaHe

O WHTepdencr KbM BbTPELLUHN U BbHLUHK/KOCBEHM yYacTHUUW/cTpanm 3a YCITYTATA —
CRL/OCSP Ha YgocToBepsiBawy(n) OpraH(un), TSA, BG-TL

Ha ®ur.1 e npeactaBeH pyHkunoHanHma mogen Ha YCJTYTATA Ha [ocTtaBumka.

O O O O O

O O
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Knnent (QPS-Client) Copebp (QPS-Server) BbHLWHKW y4acTHUUM

Request

Response

—

Mopaten/MoTpebuten

(JoBepsiBawa crpaHa)

ApxuB (XpaHunuiie)

®ur.1 dyHkumoHaneH mogen Ha YCITYTATA

6.7 BbasoBu npouecu n npoueaypu

OcHoBHaTa 3agaya Ha YCJIYITATA e [bnrocpovyHO CbXpaHsiBaHe Ha BanuHOCTTa Ha
€NeKTPOHHUSA NOANUC UNN NeYaT BbpXy eNeKTPOHHNA OOKyMeHT/canna (e-aokymeHTa). BbB Bpb3ka
c ToBa n B cboTBeTcTBME C [Nonutnkata, YCITYTATA He gonycka cbxpaHsiBaHe Ha LmdpoBM 06eKkTn
(ookymeHTuM 1 dannose) 6e3 nognuc/neyar.

6.7.1 TpuemaHe/3apexaaHe (Upload) Ha e-AOKyMeHT

1. YCITYTATA npuema e-OOKYMEHTW, Kouto TpsibBa ga 6baaT apxuBupaHu camo crej
noeHTnduumpaHetTo Ha AboHata/llogatens B paMmkuTe Ha curypHa cecus/npoueaypa. 3awmreHara
cecust (SSL/TLS) rapaHTupa LenocTTa u NoBepUTENHOCTTa Ha 3apeaeHnTe e-A0KYMEHTMU.

2. Monutukarta n Mpaktukata nigopmmpat AboHaTta/llogaTensa ko oopmaTth Ha nognuc/neyaTt
(panvnos copmar) Ha e-gokymeHT npuema YCIIYTATA, kak Banuaupa enekTpoHHUTE MOAMUCU U
neyaTn 1 NpU KakBM yCrioBUS Npuema e-A0KyMEHTH.

3. BanngHocTTa Ha enekTpoHHus(uTe) noagnmc(m) unu nedart(n) Ha nonydeHnst ot YCITYITATA e-
OOKYMeHT ce Banuaumpa(T) nocpeacTBOM MbMAHUSA ObNTOCPOYEH BanuvaauuMoHeH Mmartepuan.
BanugupaHeTo MOXe Oa ce OCHOBaBa Ha YaCTMYEH MMM MbAHMA ObATOCPOYEH BanupauVoHEH
MaTepuan, nNpunoXeH KbM €neKkTpoHeH nognuc unuv neyat. Bcska Bce owe Heobxogmma
WHopMauma 3a BanuAUpaHeTo M 3a AbMrOCPOYEeH [JokasaTencrtBeH matepuan ce cbbupa ot
BbHLWHM UMM BbTPELLHN U3TOYHMUM W Ce 3anas3Ba KbM e-fokyMeHTa. Cnen CbCTaBsSHETO Ha
AbArocpoyHNsa matepman 3a Banugupane, YCJTYTATA nocTtaBs kBanuduumpaH BpeMeBn nevar Ha
AbNroCpOYHNS BanugaunoHeH matepuarn.
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4. YCIIYTATA cbxpaHsBa npueT e-A0KyMeHT KpuntupaH. KpunTupaHeto rapaHTupa, 4e
HEeynmblHOMOLLEHUSAT MepcoHar He MOoXe [a YCTaHOBU CbAbpXaHWeTO Ha e-[OoKyMeHTa.
HewndpupaHeTo Ha KoanpaHus e-AOKYMEHT cTaBa CaMO B Cryyau, CBbP3aHu C npoueaypu Kato
poctaBsaHe (Download), perynaumsi (OT cTpaHa Ha HauuoHanHua Perynatop) wunvM MNOBTOPHO
KpuntupaHe (npu Beve crnab KpunToanropuTbm).

5. JoctaBuunkbT (YCITYTATA) npoBepsiBa NoflydeHNTE €-40KYMEHTU Bb3MOXHO HaMn-CKOPO, HO
He NO-KbCHO OT 3 AHM OT NpUeMaHeTo U n3npawia NnoTBbpXaeHne Ha AboHaTa, Ye ObNrOCPOYHUAT
Banuampaly, maTepuan (4okas3aTenicTBOTO 3a BanMAHOCT Ha nognuc/neyvaT) € CbCTaBeH YCMNeELHO 1
YCNYTATA e npuena e-gokymeHTa. AKO NPOLIECHT MO CbCTaBsAHE Ha goKa3aTeNicTBEH MaTepuan e
HeycneweH, [JoctaBumkbT (YCIYITATA) yBegomsiea AGoHaTa B cbobLleHne 3a rpewka. Bb3 ocHoBa
Ha cbobLLEeHMETO 3a rpeLlka TpsabBa ACHO Aa ce YCTaHOBW KOM e-0OKYMEHT U KakBa € npuynHaTta 3a
OTXBbPNSHETO My.

6. AKO NpoBepkaTa 3a npMemMaHe Ha e-A0KYMEHT 3a CbXpaHeHune He ce NoTBbpau npen AboHaTta
B MOCOYEHMUSI CPOK, npuema ce, Ye JoctaBunkbT/YCJTYTATA He e nprena eneKkTpoHHUST JOKYMEHT.
[locTaBuYMKBLT € OTFOBOPEH 3a CbXPaHABAHETO Ha €-00KYMEHT U 3@ OCUTypsIBAHETO Ha ObIrocpoyvHa
BanWAHOCT Ha BKNOYEHUTe nognucu/neyaTv cneq uanpaiwiaHe Ha norioXkuUTenHo NOTBbpPXAeHME 3a
npvemMaHe Ha e-4OKyMeHTa 3a CbXpaHeHue.

6.7.2 J[ocrtaBsiHe (Download) Ha cbxpaHsBaH e-40KYMEeHT

HocTtaBunkbT, upesd YCITYTATA rapaHTupa, 4e AGOHaTBLT MOXe 4a U3TErNN CBOUTE CbXPaHsBaHW
B ApxuBa OOKYMEHTU U CbOTBETHUTE MaTepuanu 3a AbMArOCPOYHO BanuaupaHe (OokasaTerncrBeH
mMartepuvarn) npes nepuoga Ha gorosopa 3a npegoctaBsHe Ha YCJTYTATA.

1. AGoHaTBbT MMa OOCTbN A0 €-OOKYMEHTU U A0 MaTepuanu (4okasaTerictea) 3a AbirocpoyHO
BanuaupaHe, 3anaseHun B ApxmMBa camo 4Ype3 3alluMTeH KaHarn.

2. YCITYTATA rapaHTupa, Yye Bcekn AboHaTt uMa JOCTbIM CaMo 40 e-00KYMEHTU U OO MaTepuanm
3a AbrOCPOYHO BannaupaHe, 3a KOUTO TOM AENCTBUTENHO MMa NMpaBo Ha AOCTbI.

6.7.3 W3paBaHe Ha MNotBbpxaeHue (ACK) 3a cbxpaHsiBaH e-AO0KYMEHT
Mo uckaHe Ha AboHata, YCJIYTATA u3gaBa NOTBbPXKAEHME BbB Bpb3ka CbC CbXpaHsiBaH e-
OOKYMEHT. [oTBbpXKAEHNETO BKIOYBA:

1. N3aBneHue, Ye yCbBBPLUEHCTBAHUTE UMM KBanNUUUUpaHn enekTpoHHW MOoAnMCKU, neyatw,
BPEMEBU NeYaT Ha CbOTBETHUTE €-00KYMEHTU U CbOTBETHUTE YyOOCTOBEPEHUSA ca B1Unu BanuaHu no
Bpeme Ha ygocTtoBepsiBaHeTo ¢ BpemeBu nedvat Ha YCJTYTATA v npu BanugupaHe cnep TaxXHOTO
npuemaHe B ApxmBa.

2. XewbT Ha e-O0KYMEHT, UMEeTOo U naeHtudmrkaTopa Ha AGoHaTa.

3. VsaBneHne, Yye OafjeH e-OOKYMEHT MMa fafleHuns Xell, Taka ye TOW € WOEHTUYEH Ha e-
OOKYMEHT CbC CbLUuA XeLl, npeactaBeH oT AGoHaTa.

4. BpemeTo Ha npvemaHe Ha e-[JoKyMeHTa B apxuBa.

YCJTYTATA n3gasa NoTBbpXXAEHMETO KaTo e-A0KYMEHT C YCbBbPLUEHCTBAH €NEKTPOHEH NOANMUC
UNn Ha xaptueH HocuTen. MNMoTBbPXKAEHMETO ce Cb3daBa OT OJSTLXHOCTHO nuue, OTroBapswo 3a
nsgasaHeTo Ha [oTBbpXaeHWs Ha ApxmBa, a B Criydan Ha enekTpoHHo MNoTBbpXxaeHre NocTaBsa CBOst
YCbBbPLUEHCTBAH €MeKTPOHEH Noanuc n KBanuduumpaH BpemMeBy rneyar; B Criydyan Ha nsgasaHe Ha
MNoTBBbPXAEHNETO Ha XapTUEH HOCUTEN ro YAOCTOBEpPsiBa C HErOBUSA CaMOPbYeH NoAmnuc.

N3paBaHeTo Ha lMoTBbpKaeHne moxe ga 6bae nomMckaHo OT YMbSIHOMOLLEH NpeacTaBUTen Ha
AboHaTa, ako NnpedBapuUTENHO NpeacTaBn HoTapuanHo 3aBePEHO MbIIHOMOLLHO.

6.7.4 BwusyanuaunpaHe (Display) Ha cbxpaHsaBaH e-4OKYMEeHT

YCNYITATA npepoctaBa Ha ABoHata Bb3MOXHOCT Aa Bu3yanuaupa CBOU e-AOKYMEHTU
CbXpaHsABaHW B apxvBa Ha rnpeaBapuTerHO onpeaeneHa gata n MACTO.
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6.7.5 MWaTpuBaHe (Delete) Ha cbxpaHABaH e-OOKYMEHT

YCINYITATA npegocTtaBsi No MckaHe Ha aboHaTa CENeKTMBHO U3TPMBAHE Ha €-4OKYMEHTU U
BCUYKM CbOTBETCTBALLM OABArOCPOYHN MaTepuanu 3a BanuavpaHe (4okasaTernictBa), CbXpaHsBaHu
B ApxvBa,. 3anmyaBaHeTo O3Ha4YaBa (PM3N4ECKOTO N3TPUBAHE HA CbXPaHSBaH €-4OKYMEHT MO TaKbB
Ha4MH, Ye He MOXe Aa 6be Bb3CTaHOBEH MO-KbCHO (USTM CaMo C HepearnucTUYHO BUCOKM (DMHAHCOBU
pa3xoan). 3anuMyaBaHeTO Ce W3BbpLIBA BbpPXYy UdAnaTa cuctemMa Ha [ocTaBymka KaTo CbC
3anvMyaBaHeTo Ce yHULLOXaBa BCSKO 3arna3eHo Konne OT e-A0KyMeHTa.

6.8 [lpekpataBaHe Ha [JoroBopa 3a YCIIYITATA

Mpwn npekpaTtaBaHe Ha [orosopa 3a YCJIYTATA, [ocTaBumKbT NpeaocTaBs €-4OKYMEHTUTE n
MaTepuanute 3a ObArOCPOYHO BanuaupaHe, kouto AboHaTa e nopbyan ga 6baaT 3anaseHun 3a
naternsHe (Download) oT Hero unmM OoT Apyro onpaBoMoLLeHO nuue. Crnea npekpaTtsaBaHETO Ha
aorosopa, [loctaBuMKbT TpsibBa Aa 3annym AOKYMEHTUTE U ObNTOCPOYHUSA BannaaunoHeH maTtepmarn
Ha ABoHaTa, YninTo [JoroBop e NpekpaTeH.

6.9 WHTepcencu n npotokonu
[ocTtaBunkbT onepupa u nogabpxka YCITYIATA kato yeb-cepBuc, KOMTO ce 4OCTbIMBa Ypes:

e OASIS DSS uHTepdeiic;
o  GUI uHTepdenc.

N pgBata wHTepdenca uM3non3eaT 3aliMTEeH KOMYHWMKALMOHEH KaHan, noaabpially
aBTeHTUdUKauna Ha 3aasutens/loTpeduten Ha YCITYTATA.

YCNYTATA ce aBteHTndmumpa npeg 3assutens/lMotpebutena ([JoBepsiBawarta ce crpaHa)
ype3 KBanuUUUpaHO yOOCTOBEPEHME 3a aBTEHTUYHOCT Ha yebcawT, mM3gageHo Ha HemnHata
cbpBbpHa koMnoHeHTa (SPS_Server) ot YO (CA) Ha B-Trust Ha OKYY,BOPUKA® A.

6.9.1 OASIS DSS uHTepdenc

SVS_Client npunoxenue goctbnea YCJTYTATA upe3 OASIS DSS NHTepdenc, kKonto geduHupa
Habop ot XML-komaHau (Requests/Responses) Ha npotokona Ha YCJTYTATA.

MpotokonbT Ha OASIS DSS wmHTepdhenca manonseat 3a TpaHcnopT SOAP-nNpoToKon, KOWTO
npeHaca XML-komangute (Requests/Responses) Ha YCITYTATA.

6.9.2 GUI nHtepcpenc

YCITYT'ATA ce poctbnBa ot 3asasutens/lMotpebutens ([JosepsiBalia ce cTpaHa) NnocpeacTBOM
yeb-npunoxeHue, Koeto paboTu ¢ Herosusi Gpay3sbp 1 nonsea rpaduyeH nHTepdenc. NocpeacrTsom
Hero MNMoTpebutensa nanbnHgasa npoueaypute/yHKuunTe OT T. 6.7 Ha JOKYMEHTA.

Toau nHtepdenc nanonsea HTTP(S) POST npoTokon 3a TpaHcnopT/obmMeH.

6.10 BbHIWHM U3TOYHMLUM Ha AOKa3aTeNcTBeH maTtepuman 3a CbXpaHsiBaHe

B onpepenexu cnyvaun, Hanpumep, cbbrpaHe Ha JoKa3aTencTBeH BanuaauMoHeH maTtepuman 3a
CbxpaHsaBaHe Ha nognucn/nedatn, YCITYTATA nancksa JocTbn 4O BbHLUHM U3TOYHULM, CBBP3aHU C
npoueca Ha BanvavpaHe Ha nognvca/nedarta KbM nognvcaH/nogneyvyaTeH AOKYMEHT, KOMTO NOANEXMN
Ha OAbAroCpPoOYHO CbXxpaHsBaHe B ApxuBa Ha YcnyraTa. TakmBa BbHLIHW y4aCTHULUW BbB NpoLec Ha
OBbNTOCPOYHO ChXpaHsiBaHe ca:

e XpaHunuia Ha ygocTtoBepeHus, nogabvpxanun ot OKYY — MNMybnuynn pernctpu, CRL/OCSP
n3touHunum; TSA/yooctoBepsiBalLy OpraHn Ha Bpeme (BpemMeBu nevatm);
e HauumoHaneH [loBepuTeneH CNNCHK, BbHLLHKU (Ha cTpaHu-yreHku) loseputenHu cnucsbum (TL);

YCNYTATA n3nonssa CTaHgapTU3MpPaHU NporpamMHu MHTepdencn 3a 4OCTbN A0 Te3U BbHLUHU
M3TOYHMUN, 32 Oa AOCTaBM [OKasaTencTBEH BanuaaluMOHEH maTepuan Mnpu CbXpaHsBaHe Ha
noanucu/nedaty B Apxuea.
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7 TEXHUYECKWU MEPKU 3A CUTYPHOCT

7.1 TapaHuUuK 3a CUTYPHOCT

JocTtaBunkbT Ha YCITYTATA unsnonsea HagexaHW CcUCTEMWU U NPOLYKTU, KOUTO ca 3aliuTeHu
cpeLly HenpaBoMepHO MoguduumpaHe. [JocTaBuMKbT ChXpaHsiBa apXUBUPAHUTE €-A0KYMEHTU BbB
dm3nyeckn 3almMTeHa cpefa B CboTBETCTBUE C OU3NYECKUTE U NPOLleaypPHUTE U3NCKBAHNS, ONUCaHU
B Pasgen 5 Ha gokymeHTa B-Trust CPS-eIDAS (obwaTta lNpaktuka Ha OKYY ,BOPUKA® ALl) n e
rapaHTupaHa OT MONIMTUKUTE 3a BbTPELUHA CUIYPHOCT U PEAOBHUTE OOMTM 3a BbTPELLUHA U BbHLUHA
CUr'YPHOCT.

J[locTaBUMKBLT KpUNTMPA €NEKTPOHHUTE AOKYMEHTM BMHArM C anroputbM, KOWTO Ce cyuTa 3a
curypeH/6e3onaceH npu AafeHO CbCTOsIHUE Ha TEXHONOrMsiTa U CbxpaHsiBa e-A0KYMEHTUTE ypes
KpUNTUPAHW.

7.2 TMpepnasHM MepPKU 3a KOMMIOTbLPHA CUTYPHOCT

[ocTaBunkbT nsnonssa HagexaHn UT cuctemu n pelleHus, TEXHONOrMn 1 pesepsBupaHocT B
cuctemute Ha YCIYTATA. KputnyHMte KOMMNOHEHTN Ha cucTemMaTa ca pesepBupaHun. Manonsea He
cuctema ot 3awmnTHU cteHm (Firewalls) B UT-uHdppacTtpyktypata Ha YCITYTATA.

7.3 TexHU4ecku npeana3HNn MepkKku, CBbpP3aHU C XKU3HEHUSA UUKDBIN

M3non3sat ce cuctemHn enemeHtn 3a YCIIYTATA kato ce oTuuMTaT CboOpaxeHusaATa 3a
CUTYPHOCT, CBbP3aHU C XKM3HEHUS LMKb HA KOMMOHEHTUTE.

7.4 PerynapeH Oaut/CepTucpuumpate

HoctaBunkbT Ha YCJIYITATA e OKYY un penHoctta My nognexu Ha perynapeH Oaunt B
cvotBeTcTBME ¢ PernameHT 910/2014. U3pageH w/vinn nogHoBeH ceptudmkaT Ha [JocTaBumka Ha
YCITYT'ATA ypoctoBepsiBaT cbotBeTcTBME Ha YCITYIATA C TO31 AOKYMeHT. Bux T. 8 Ha 4OKyMeHT
LI 1paKkTMKa npu npegoctaBsiHe Ha KBanuuumpaHn yogocToBEPEHNS U YOOCTOBEPUTENHM YCRyrn 3a
Tax o1 ,6OPUKA* ALl (B-Trust CPS-elDAS)".

7.5 MoBTopHO KpuntUpaHe (MpekpuntupaHe) Ha ApxuBa

[OCTaBUMKBLT rapaHTvMpa, Ye apXvMBUPaHUTE €-A0KYMEHTW Ca KPUMTUPaHU C anropuTbM 3a
KpnTupaHe, KOWTO € curypeH/HaaexaeH no BCsko Bpeme. ToBa n3nckBaHe obycnass noTpebHoCT oT
npekpunTupaHe Ha ApxvmBa B Obaelle, Korato WU3Mon3BaHWsi KpUNTO-anroputbm ce npuema 3a
cnab/HecurypeH.

7.6 (HenpekbcHaT) MOHUTOPUHI Ha TeXHONOrMUTe

HoctaBunkbT Ha YCJIYTATA HenpekbcHato HabniwogaBa pasBUTMETO Ha TEXHOMNOrMuTe,
CBbP3aHU C eNeKTPOHHUSA noanuc 1 KkpuntorpadusaTa. B cnyyan, Ye TexHuyecka cneuundgukaumns nnm
HOpMaTMBEH OOKYMEHT 00siBU Kpuntorpadpckm anropytbM C [afdeH napaMeTbp 3a PUCKOB
(HegocTaTbYHO curypeH), [locTaBunKbT Npeanpuema CbOTBETHM MEPKU Aa OTCTPaHW €BeHTyamneH
PUCK.

7.7 WN3060p Ha BbLHLWHM 4OCTaBYNLMN
O6xBaTtbT Ha YCITYTATA agpecupa (3acera) camo NoTpebutenute Ha B-Trust. Ta He nsnonssa
BbHLUHM N3TOYHULM 3a CbOMpaHe Ha AoKasaTencTBeH BanvgaunoHeH maTepman 3a nognucu/neyaTu.

7.8 MoaAaptbXKa Ha onepaTMBHa CbBMECTUMOCT Ha noanuc/ne4vyaTtm

CvovrnacHo lMonutnkata Ha YCIYTATA, [OocTaBuMkbT CbxpaHsBa camo nognucu/nedatu (e-
OOKYMEHTM) C MeXAyHapoaHO YTBbpAEHM NPodunn 1M HMBa Ha nognuceaHe, C orneq Ha Obaelwla
onepaTtMBHa CbBMECTMMOCT C ApYrin NOA0OHM yCnyrn 3a CbxpaHsiBaHe.
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8 OLEHKA HA PUCKA

OTtuntarkn yctaHoBeHM OM3HEC M TexHU4ecku npobrnemu npu [OCTaBka, OnepupaHe U
nogapbxka Ha YCJIYTATA, [ocTaBuMKbT M3BbPLUBA OLEHKA Ha pucka 3a ga uaeHtuduumpa,
aHanmsmpa u OLEHN CBbp3aHMUTE C TOBA PUCKOBE.

N3bupat ce noaoxoasilum Mepku 3a usbsirsaHe Ha MAEHTUULMPAHM PUCKOBE KaTo ce oTymTaT
pesyntatute OT oOueHKaTa Ha pucka. [pvemaHuTe MepkuM rapaHTUpaT HMBO Ha CUMYPHOCT,
CbMU3MEPUMO CbC CTENEHTA Ha MOEHTUDULMPAHUTE PUCKOBE.

HocTtaBunkbT OOKymeHTMpa 4pe3 [lpaktukata wu [lonuTukaTta, BKMAKYEHM KaTO YacTu oOT
HaCTOALWMA JOKYMEHT, M3UCKBaHMATA KbM CUIYPHOCTTa M onepaTuBHUTE nNpoueaypu, Heobxoaumm 3a
n3bsareaHe Ha ngeHTuduumnpann puckose 3a YCJTYTATA.

MepvognMyHO ce W3NbfHABa npernes M OUeHKa Ha pucka C uen npeojonsiBaHe Ha
NAEHTUULMPaHN PUCKOBM hakTopu.

MeHnopKMBHTBT Ha [JocTaBunka oqobpsiBa pe3yntatute OT OLUEHKaTa Ha pucka, npeanMcaHnTe
MEpPKU 3a NpeoaonsaBaHe Ha naeHTndnLnMpaHn puckoBm akTopu 1 NpMema yCTaHOBEHUSA OCTaTbYeH
puck oTHocHo YCJTYTATA.

Bwx pgokymeHT [lpakTvka npu npegoctaBsHe Ha KBanuduuupaHu YOOCTOBEPEHUS W
ypooctoBepuTenHu yenymm 3a tax ot ,bOPUKA® ALl (B-Trust CPS-elDAS).

9 NMPAKTUKA

lMocoyeHnTe B TO3M [AOKYMEHT npoueaypu, MexaHu3MuM MO KOHTPOM W TEXHUYECKM
xapaktepuctukn Ha YCITYTATA ca gonbriHeHne KbM CbOTBETHUTE YacTu B AOKyMeHTa ,[llpakTuka
npy npegocTaBsHe Ha KBanuduuupaHu yAOCTOBEPEHUS U yOOCTOBEPUTESTHM YCRyrn 3a TaX OT
.DOPUKA®* Al (B-Trust CPS-eIDAS), kouTo pernameHtupatr obLinute ycrnoBusi, OEVHOCTU W
npouenypu Ha ,BOPUKA” ALl kato OKYY no npegoctaessHe Ha kBanuduumpaHu yaoCTOBEPUTENHN
ycnyru.

9.1 Cnyxeb6Hu yaoctoBepeHusa Ha YCIIYTATA
YCNYTATA uma aBse nybnuyHn ygocToBepeHus:

° KBaJ'II/I(bVILI,VIpaHO yAoCTOBEPEHME 3a YCbBbPLUEHCTBAH €ITEKTPOHEH neyar,
e YCbBBbPLWIEHCTBAHO yaOCTOBEPEHME 3a aBTEHTUYHOCT Ha ye6-cal7|T.

YpoctoBepeHueTo 3a e-neyat Ha B-Trust Qualified LTPS e kBanudpuuynpaHo yaoctoBepeHune 3a
YCbBbPLUEHCTBAH €TIEKTPOHEH MeYaT 1 € eNnekTPOHHO NoAnevaTeHo ¢ YacTeH kntod Ha OnepaTuBHUSA
ypocToBepsBaw, opraH B-Trust Operational Qualified CA Ha [octaBumka. C 4acTHMS KN4 Ha
YCITYTATA, cboTBeTCTBaL, Ha Ny6NnYHUA TakbB B TOBA YAOCTOBEPEHME, [JOCTaBUMKBT €NEeKTPOHHO
nognedarsa MOTBbPXKAEHMETO 3a ObJITOCPOYHO CbXpaHsABaHe Ha nognuca/neyaTa (e-4OKymeHTa),
KOWTO ce npegocrtassa Ha NoTpebuten/[osepsBalla ce cTpaHa.

ToBa ypoctoBepeHve aBTeHTUduumpa YCIIYTATA Kato W3TOYHWMK Ha reHepupaHoTo
MoTBBbpPXKAEHME 3a CbXpaHsBaHe Ha €MNeKTPOHHO noanucaH/nognevyateH e-4oKyMEeHT 1 yTBbpXdaBa
LenocTTa Ha gaHHuTe B [NOTBbpPXKAEHMETO.

YpocTtoBepeHueTo 3a yeb-cant Ha B-Trust Qualified LTPS e ycbBbpLUEHCTBAHO yaoCTOBEPEHNE
3a yeb-canT 1 e enekTpoHHO NoAnevataHo ¢ YacTeH kniod Ha OnepaTyBHMS yOOCTOBEPSABALL, OpraH
B-Trust Operational Advanced CA Ha [JoctaB4dnka. ToBa ygOCTOBEPEHME OHMAWH aBTEHTMdMLMPA
canta Ha YCJIYTATA npen AboHata/lloTpebutens mn obecnyxea 3awmteHa SSL/TLS cecus ¢
MoTtpebutens.

MpodmnbT Ha kBanNMULMPAHOTO YOOCTOBEPEHME 3a YCHBBPLUEHCTBAH e-nevat Ha YCITYTATA
e CcbrnacHo gokymeHTa [lonuTuka npu npeactaBsHe Ha KBanuduumpaHu yoocTOBEpPeHUs 3a
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Mpud C1 (3a o6w0 nonsBaHe)

YCbBbPLUEHCTBAH eneKkTpoHeH noanuc u neyvar (B-Trust QCP-eIDAS AES/AESeal) Ha ,BOPUKA® A}

M e NoCo4eH no-gony:

Mone ATpunbytu 3HayeHune/CTonMHOCT
Version - V3
Serial number - 29 b9 2a 56
Signature algorithm - Sha256RSA
Signature hash algorithm|- Sha256
Issuer CN = B-Trust Operational Advanced CA
ouU = B-Trust
O= BORICA AD
Organizationldentifier(2.5.4.97) |NTRBG-201230426
C= BG
Validity from - 2019-02-27T14:34:27Z
Validity to - 2022-02-26T14:34:27Z
Subject CN = B-Trust Qualified Long-Terms Preservation Service
o= BORICA AD
Organizationldentifier(2.5.4.97) |[NTRBG-201230426
C= BG
Public key - RSA(2048 Bits)
Subject Key Identifier 87 b3 81 c2a2 78 1d dd 3fd6 18 53 1f 58 c6 ae 84 ce ab 6f
Authority Key Identifier |KeylD = 07 dc aa 30 76 98 b7 85 4b 6d 03 18 c8 e3 cd a7 7b 36 82 ef
Issuer Alternative Name |URL= http://www.b-trust.org
Basic Constraints Subject Type = End Entity
Path length Constraint = None

Certificate Policy

[1]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.7.1.3
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.b-trust.org/documents/cps
[2]Certificate Policy:
Policy Identifier=0.4.0.194112.1.1

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-
TrustOperationalACA.crl

Authority - [1]Authority Info Access
Information Access Access Method=On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2]Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustOperationalACA.cer
Key Usage(critical) - Digital Signature
Enhanced Key Usage - Client Authentication, Secure Email
Qualified Statement Qualified Certificate Statement: |id-qcs- id-etsi-qcs-Semanticsld-Legal
pkixQCSyntax-v2 |(0id=0.4.0.194121.1.2)
(0id=1.3.6.1.5.5.7.1
1.2)
id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)
id-etsi-qcs-QcPDS | PdsLocations
(0id=0.4.0.1862.1.5
)
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Mpud C1 (3a o6w0 nonsBaHe)

PdsLocation=https://www.b-
trust.org/documents/pds/qltps_pds_en.p

df

language=en
Thumbprint (Shal) 4f 4a4c fc 6 5220396 d2 a7 798a 01 2c f9 db f5 8a a2
Thumbprint (Sha256) a9 b9 16 b4 7e 21 fe 32 05 04 d5 17 4a c4 ee b8 1b b9 32 bf

44 18 a0 86 f9 80 16 bl c2 f4 a5 53

MpounbT Ha YCbBLPLUEHCTBAHOTO YAOCTOBEPEHME 3a aBTEHTUMHOCT Ha Yyeb-canlt

(opraHmsaumga) Ha YCJIYITATA e cbrnacHO [OKymeHTa

L lonutuka npn npeacraBdHe Ha

KBanuuunpaHn yaocToBepeHns 3a aBTEHTUYHOCT Ha yeb-cant (B-Trust QCP-eIDAS Web SSL/TLS)
Ha ,BOPUKA® ALl n e noco4yeH no-gony:

Mone ATpubytn 3Ha4yeHune/CTonHOCT
Version - V3
Serial number - 29 b9 2a 55
Signature - Sha256RSA
algorithm
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Operational Advanced CA
ou = B-Trust
o= BORICA AD
Organizationldentifier(2.5.4.9 [NTRBG-201230426
7) =
C= BG
Validity from - 2019-02-27T11:52:427
Validity to - 2021-06-01T12:52:427
Subject CN = qltps.b-trust.org
o= BORICA AD
2.5.4.97= NTRBG-201230426
(organizationldentifier)
ou OV SSL
C= BG
Public key - RSA(2048 hits)
SubjectAlternativeName https://qltps.b-trust.org
Subject Key Identifier - 8b 07 4f 9d fc 60 23 1c da be 68 a2 dd 1d fe 90 ¢3 f0 cc 67
Authority Key Identifier  |KeyID = 07 dc aa 30 76 98 b7 85 4b 6d 03 18 c8 e3 cd a7 7b 36 82 ef
Issuer Alternative Name |URL = http://www.b-trust.org
Basic Constraints Subject Type = End Entity
Path length Constraint = None

Certificate Policy

[1]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.7.1.6
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.b-trust.org/documents/cps
[2]Certificate Policy:
Policy Identifier=2.23.140.1.2.2
[3]Certificate Policy:
Policy Identifier=0.4.0.2042.1.7

Enhanced Key Usage

Server Authentication, Client Authentication

CRL Distribution Points

[1] CRL Distribution Point

Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-
TrustOperationalACA.crl

Authority Information

Access

[1] Authority Info Access
Access Method=0n-line Certificate Status Protocol
Alternative Name:
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URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustOperational ACAOCSP.cer
Key Usage (critical) - Digital Signature, Key Encipherment
Qualified Statement Qualified Certificate |id-gcs-pkixQCSyntax-v2 |id-etsi-gcs-Semanticsld-Legal
Statement: (0id=1.3.6.1.5.5.7.11.2) |(0id=0.4.0.194121.1.2)
id-etsi-qcs-QcType id-etsi-qct-web (0id=0.4.0.1862.1.6.3)
(0id=0.4.0.1862.1.6)
id-etsi-qcs-QcPDS PdsLocations
(0id=0.4.0.1862.1.5) PdsLocation=https://www.b-
trust.org/documents/pds/qltps_pds_en
.pdf
language=en
Thumbprint (Shal) ed 14 85aac93844 c011 7a 27 c2 01 d1 dl b0 44 4e c0 6f
Thumbprint (Sha256) 33 ea 95 fc f1 7f d2 bc fa c4 3 af 06 25 bd 8f 8f d1 Oe b0 ¢7 dd b
7ac4 al 0a0Ob 24 31 b3 c6

B-Trust nanonssa cnegHute arnropuTtMmn 3a eneKTpoHeH nognuc/nedaT v 3aWmTa Ha JaHHUTE:

HanmeHoBaHue Anroputbm

XeL-anroputmu: SHA 256

AcumeTpuyHmn anroputmu: | RSA

CvimeTpuyeH anroputsM AES

9.2 CpeacTBa, ynpaBsneHue 1 onepaTtuBeH KOoHTpon Ha YCJIYTATA

9.2.1 BwbTpelwHa opraHusaums npu [loctaBumnka

,DOPUKA®* A[Ll, peructpmpan LOKYY no cmucwvna Ha PernameHt 910/2014 n 3akoHa 3a
eNeKTPOHHUSA AOKYMeHT un yaocTtoBeputennute ycnyrn (3EAYY) e OoctaBunk Ha YCITYTATA. Tasu
KBanuduumpaHa yaoctoBepuTenHa ycnyra pabotm n ce nogabpxa ypes nHgpacTpykTypata Ha
ny6nnyHm kntoyose B-Trust® , kKoATo e opraHn3aunoHHo 3BeHO Ha [locTtaB4vka. [lokymeHT ,, [pakTuka
npy npegocTaBsHe Ha KBanuduuupaHu yAOCTOBEPEHWUS U yOOCTOBEPUTESTHM YCRyrn 3a TaX OT
.DOPUKA®* ALl (B-Trust CPS-elDAS)" oTHOCHO BbTpeLlHaTa opraHnsauunsa Ha Tasum nHpacTpykTypa
N npegocTaBsiHUTE 4Ype3 Hes KBanuduumpaHu yooCTOBEPUTESHM YCIyru, € MNPUNoXum U KbM
YCIYTATA.

9.2.2 TepcoHan

Xapaktepuctukata Ha nepcoHana Ha [OKYY, oTroBapsl, 3a onepupaHe W nogapbxka Ha
YCNYITATA wn HasHayeHuTe [OMAbXHOCTM ca B CbOTBETCTBME C [OKYMeHTa , [lpaktuka npwu
npeaocTaBsHe Ha KBanvduuupaHu yOoOCTOBEPEHUS U yOAOCTOBEPUTENHW YCNyrn 3a TaX OT
,DOPUKA® ALl (B-Trust CPS-eIDAS)".

9.2.3 YnpaBneHue Ha aKTUBMU

YnpaBneHneTo Ha akTMBUTE Ha MH@pacTpykTypaTta B-Trust® Ha OKYY ,BOPUKA® ALl cbrnacHo
nokymeHTa ,[pakTuka npym npegocrtaBsHe Ha KBanuuumpaHn yaocToBEPEHNSA U yOOCTOBEPUTENHN
ycnyrm 3a 1ax oT ,6OPUKA® ALl (B-Trust CPS- elDAS)“ e npunoxumo 3a YCJITYTATA.

9.2.4 YnpaBneHue Ha AocTbna

Bcuukn KOMMOHEHTU, M3NCKBALLM (bM3nyecka u normyecka 3awmra OTHOCHO KPUTUYHU OaHHU U
nHopmauma (CbpBbPU, KOMYHUKALMOHHO OOOpyABaHe, KNOYOBE, XpaHwnuwia/apxveu, Ap.) ca
060cob6eHn B NOMELLEHNSA 1 30HN C BUCOKA 3aLuMTa Ha JocTbna. PU3NYECKUAT N NOTMYECKN KOHTPO
Ha gocTbna Ao cpepata/MHdpacTpykTypata Ha B-Trust® Ha [KYY e B cboTBETCTBME C AOKYMEHTA
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.l IpaKTMKa npu npegoctaBsiHe Ha KBanuuumupaHn yoocToBepeHNs 1 yooCTOBEPUTENHU YyCryrn 3a
Tax ot ,bOPUKA® ALl (B-Trust CPS-eIDAS)* 1 e npunoxum kbm YCJTYTATA.

9.2.5 KpunTtorpadcka curypHocCT — ynpaBneHue Ha KniovoBe

9.2.5.1 leHepupaHe Ha ABOMKaTa KNO4YoBe

[Bonkata RSA krntouoBe KbM KBaNnMuUUUpaHOTO YAOCTOBEPEHNE 3@ YCHBBbPLUEHCTBAH e-nevar
N 3a aBTEHTUYHOCT Ha yeb-canT Ha YCITYTATA ce reHepupa B codpTyepHa cpefa C BUCOKa CTeneH
Ha curypHocT (PKCS#12) ot nepcoHan Ha [locTaB4uvka, KOMTO uMa NpaBo fa U3MbITHABA Ta3un ponsi.
"eHepupaHnTe aBonkn RSA knoyoBe ca ¢ abimkmHa 2048 buta.

OnucaHveTo u ponsata Ha TO3M MepcoHan ca MocodYeHn B JokymeHTa ,[lpaktuka npwu
npefoctaBaHe Ha KBanuUUMpaHu YOOCTOBEPEHUs W YOOCTOBEPUTENHWM YCryrm 3a TAX OT
,BOPUKA* ALl (B-Trust CPS-elDAS)".

Cpepnarta 3a reHepupaHe Ha gBonkute kntovose Ha YCJITYTATA e onncaHa B CbLUMSI AOKYMEHT.

Mpouenypute NO reHepupaHe Ha Te3n OBOWKM KNHYOBE € B CbOTBETCTBME C [OKYMEHTU
L10NUTUKa npu npegoctaBsaHe Ha KBanuduumpaHu YOOCTOBEPEHUS 3a YCbBbPLUEHCTBAH
enekTpoHeH nognuc/neyvat ot ,6OPUKA* ALl (B-Trust QCP-eIDAS AES/AESeal) n ,[MonuTtuka npwu
npeaocTaBsiHe Ha KBanuuuupaHi yaocTOBEPEHNst 3a aBTEHTUYHOCT Ha yeb-cant ot ,BOPUKA® AL}
(B-Trust QCP-elIDAS Web SSL/TLS)".

9.2.5.2 3awmTa Ha YacTeH Koy

"eHepupaHnTe YacTHU knovose Ha YCITYTATA ce cbxpaHsaBa vpes Kpuntorpadckm gann cbe
cTpyktypa PKCS#12, 3awuTeH ¢ HagexdHa napona. B cneunaneH ceind, ce cbxpaHsiBa Konve Ha
Kpuntorpadckns dann 3a Bb3CTaHOBUTESHM LiEenn.

9.2.5.3 PasnpocTpaHeHue Ha NyGAUYHNA KNntoY

My6nnyHute knovoBe Ha YCIYTATA ca yoocToBepeHW 4pe3 yaooCTOBeEpeHusTa 3a
YCBHbBBPLUEHCTBAH MNevaTt M aBTEHTMYHOCT Ha yebcanT, u3gageHn oT cboTBeTHMTE OnepaTuBHU
YaoctoeepsaBawm Opranum B B-Trust-repapxmsita Ha [JocTaB4mka.

[ocTaBunkbT NybnvkyBa yOAOCTOBEPEHNETO 3@ aBTEHTUYHOCT Ha yeb-canT Ha YCITYTATA Ha
WHTEPHET CTpaHuLa Ha canTa cu.

3a ga asTeHTMduUuupa YCITYTATA, 3aasuten/ToTtpebuten (JoBepsBawa ce cTpaHa) cneasa
Aa e 3apefun Ha CBOS CMCTEMa OnepaTMBHOTO yaocToBepeHne Ha Yaoctosepsasal, Opran B-Trust
Operational Advanced CA (4acT oT ygoctoBeputenHute sepur Ha B-Trust, cbLuo nybnunkysaHu Ha
CTpaHuua Ha cavTa Ha [locTaBunka).

9.2.5.4 MpoabmkaBaHe Ha CPOKa M/UNK Npen3gaBaHe Ha YAOCTOBEPEHUETO

MepuoabT Ha BanuaHoCT Ha ygoctoBepeHuaTa Ha YCITYTATA e 5 roamHun. Cneg ustnyaHe Ha
TO3U NepuoA, CPOKBLT Ha BanvMAHOCT HA YAOCTOBEPEHNETO Ce NpoAbIPKaBa 3a nepuog oT 3 roavHu.
Cnepn 1031 NepMoA ce reHepupa HOBa ABOMKA KMOYOBE 3a CbOTBETHOTO YAOCTOBEPEHUE, YACTHUAT
KN4 OT KOSITO Ce CbxpaHsBa B HOB kpuntorpadpckm davn PKCS#12, a nybnuuHuAT Kknod ce
yaocToBepsiBa, 4Ype3 m3gaBaHe Ha HOBO ygoctoBepeHue Ha YCJTIYITATA. [Bomnkata knio4voBe C
N3TeKb Nepmnod Ha BanngHoCT Ce CbXpaHsaBa, KakTo cneasa:

® YacCTeH KoY — CbXxpaHsaBa ce 3a nepuog ot 10 roguHu;
e nybnunyeH Koy — cbxpaHsiBa ce 3a nepuog ot 10 roguHun.

9.2.6 ®dusnyecka n okonHa cpeaa

MpunoxeHnte MepkuTe W cpeacTBata OTHOCHO dwu3nyeckata M OKOMHa cpeda  KbM
nHdppacTpykTypata B-Trust® Ha [JocTaBuMKka cbrnacHo AokyMeHTa ,[1pakTtuka npyu npegoctaBsiHe Ha
KBanuuumnpaHmn ygoctoBepeHus n ygoctoseputenym yenyrum 3a tsx ot ,6OPUKA* ALl (B-Trust CPS-
elDAS)" (1.5.1.) ca B cuna u ce usnwnHasart 3a YCITIYTATA.
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9.2.7 OnepaunoHHa CUTYPHOCT

OnepaunoHHaTa curypHocT Ha nnatdopmata Ha YCIIYTATA oTroBapsi Ha M3ncKBaHUATa 3a
CUrypHOCTTa Ha KOMMIOTbPHUTE CUCTEMU B MHGpacTpyKkTypaTa Ha B-Trust cbrnacHo OoKymeHTa
.l paKTvka npu npegoctaBsHe Ha KBanuuumpaHn ygoCcTOBEPEHUS U yOOCTOBEPUTENHN YCNyrn 3a
Tsx ot ,6OPUKA* ALl (B-Trust CPS-eIDAS)“ (1.1. 6.6, 6.7, 6.8).

9.2.8 MpexoBa curypHocTt

Bux ,lNpaktuka npu npegocraBsHe Ha KBanuduumMpaHu yAOCTOBEPEHUS U yOOCTOBEPUTENHU
ycnyru 3a 1ax ot ,bOPUKA® Al (B-Trust CPS-eIDAS)“ (T. 6.9).

9.2.9 YnpaBneHue Ha XypHanu

CobrnacHo gokymeHTta ,[lpakTvka npu npegoctaBsiHe Ha KBanuuumpaHu yaoCTOBEPEHUSA U
ypooctoBepuTtenHu ycnymm 3a 1ax oT ,bOPUKA® ALl (B-Trust CPS-elDAS)“ (1. 5.4).

9.2.10 HenpekbcBaemocT

CovrnacHo npunaranHute ot [docTaBumka OOWM Mepku, rapaHTMpaliy HenpekbCBaemMoCT Ha
dyHKUMoHMpaHeTo Ha B-Trust wuHdpacTpykTypata, B TOBa 4MCNO, Ha KBanuduuupaHu
yaoCToBepUTENHN Yycnyrn, Oasvpalim ce Ha pe3epBMPaHOCT Ha KPUTUYHUTE KOMMOHEHTU Ha

MHdpacTpyKTypaTa.
9.2.11 MpeKpaTABaHe Ha ycnyrarta

B cnyuan Ha npekpaTaBaHe Ha YCJTYTATA ce nanbiHsaBaT CbOTBETHUTE NMpoLEeaypu, CbrinacHo
AOKymeHTa ,[lpakTuka npu npegoctaBsaHe Ha KBanuuumpaHn yaoCTOBEPEHUS N yOOCTOBEPUTENHU
ycnyrm 3a 1ax oT ,6OPUKA® ALl (B-Trust CPS-eIDAS)* (T. 5.9).

9.3 WUHdopmaumnoHHa cUrypHocTt
,DOPUIKA® ALl He nybnukyBa otaenHa Nonutnka Ha nHpopmaumoHHa curypHoct 3a YCJTYTATA.

[ocTtaBunkbT onepupa, nogavpxa wu npepoctaBa YCJIYITATA kato usnonsesa obuwarta
WHpacTpykTypa Ha nybnuyHu knovoe B-Trust®, ypes koATO npegocTaBsa KBanuduumpaHu
yAOCTOBEPUTENHN yCnyrn (KBanuduumpaHn ygocToBEpeHMS Ha nognuc/medaT u KkBanuduumpaHm
BpeMeBu neyaTn) cbrrnacHo PernameHT 910/2014.

MHdopmaunoHHaTa CUrypHOCT Ha KOMMOHeHTUTe Ha B-Trust uHdpacTpykTypata e 4acTt oT
obuwarta lNonuTtrka Ha nHpopmaLumMoHHa curypHocTt Ha ,BOPUKA® ALl, yTBbpAeHa OT pbKOBOACTBOTO
Ha compmaTa. Tasnm nonuTnka ycTaHoBsIBA OpraHU3aumMoHHUTE MEPKM U npoueaypuy no ynpasneHune
Ha CUrypHOCTTA Ha CUCTEMUTE N UHAPOPMALMOHHUTE aKTUBMU, Ype3 KOUTO ce NPeoCTaBAT yCnyrute.
MepcoHanbT, UMaL, NPSIKO OTHOLLEHMSI KbM TE€3U CUCTEMM U aKTUBW € 3ano3HaT C U M3NbIHABA Tasun
Monutunka. Bwx gokymeHT ,[lpakTuka npu npegoctaBAHe Ha KBanuuuupaHu yooCTOBEpPEHUs U
yooctoseputenHu ycnymm 3a tax ot ,bOPUKA® ALl (B-Trust CPS-elDAS).

[ObnrocpoyHo cbxpaHsaBaHuM B ApxuBa nognucu/meyaTtn (e-AOKYMeHTM) MoraT ga CbabpxaT
NHAOPMaLMSA, KOATO Aa ce cHuTa 3a NNMYHK AaHHKU. B cboTBEeTCTBME C HOpMaTnBHaTa ypeaba OTHOCHO
TakbB TN gaHHu, ,BOPUKA® ALl kato OKYY, pecnektmBHo kaTto HdocTtaBumk Ha YCJIYTATA, e
pernctpmpaHna ot K3J1[ kato agMUHUCTPaTOP Ha NMUYHWN AaHHMW.

[bnrocpoyHo cbxpaHsaBaHWUTE e-00KYMeHTU B ApxuBa ca KpuntupaHu. Camo otopusmpaHmi nuua
oT nepcoHana Ha [loctaB4ymka Ha YCJTYTATA nanbnHasat yHKUMS NO AeKPUNTMPaHe, PeCneKTUBHO
NMOBTOPHO KpUMNTUPaHe Ha CbxpaHaBaHUTe noanvcu/nedatu (e-0oKyMmeHTn) B ApxuBsa.

10 APYI' BU3HEC YCNOBUA U NMPABHU ACIMNEKTU
CbrnacHo 1. 9 Ha fokyMeHTa ,[pakTuka npu npegocTaBsHe Ha KBanMUUMpaHn yaocToBEPEHUS

1 yaoctoBepuTenHu ycnyru 3a tax ot ,6OPUKA* Al (B-Trust CPS-elDAS)".

NMpunoxeHue 1. NMNpocdunnu Ha e-nognnuc/nevar u HUBa Ha NoANNCBaHe
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(e-aokymeHT), gonyctumum 3a YCJIIYFATA
1. O6wa cTpykTypa Ha E-nognuc/nevar

MoanucaHm

Henognuncanu

MNoanuc/neyvar ooy

E-LloOKymeHT ATPUBYTH

2. basos e-nognuc/nedat (BASELINE_B)

MNoagnuncaHu

E-LlokymeHT aTpnbyTH Nopnuc/neyat Henoanucahu

aTpubyTn

3. lMpocmn BASELINE_T (c yaoctoBepeHO Bpeme Ha nognuca/neyarta)

MNognuncaHu Henoanwucanu

E-[lOKYMEHT aTpunbyTy Nopnuc/neyat aTpunbyTy

4. TMpocun BASELINE_LT (c yaoctoBepeHO BpeMe + cTaTyC Ha yAOCTOBEpeHME)
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MognuncaHu HenoanwucaHu

E-[lOKYMEHT aTpubyTy Nopnwvc/neyat aTpunbyTy

5. lpocmn BASELINE_LTA (Bpeme + cTtatyc + ONBbIIHUTENHN CTaTyC + Bpeme)

MoanucaHu
HenognucaHu atpnbyTtu

E-[lokymeHT atpubytv Moanuc/neyat

BIN — BpemeBu nevat
CY — craTtyc Ha yaocToBepeHue
OB — ponbnHUTENHW JaHHKW 3a Banugauus
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