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1 OBXBAT U YNOTPEBA

To3u AOKYMEHT:

e paspaboteH ot ,bOPUKA® ALl, topuandeckoTo nuue, permcTpmpaHo B TbproBCKns pernctbp
kbM AreHuusaTa no snuceaHuaTa ¢ EMK 201230426;

Bnu3a B cuna Ha 01.04.2019 r.;

CbObpXa nonuTUKaTa M M3UCKBAHMATA 3a CUTYPHOCT Ha ycryrata 3a KBanuduumpaHo
BanugmpaHe Ha keanuduumpaH enekTpoHeH nognuc 1 nevat (03HayaBaHa B LOKYMEHTA C
YCINYTA) B cboTBETCTBUE C TEXHMYeckuTe cneumdukauum EN 319 102-1 n ETSI TS 119 101
3a Tasu ycnyra, onepupaHa oT [JOCTaBuYMK Ha KBanuduumpaHu yOOCTOBEPUTENHU YCIyru
(OKYY) ,6OPUKA* AL

MMa xapaktep Ha obLuM ycnosmsa Mo CcMUCbMa Ha 4. 16 oT 3akoHa 3a 3agbiTKeHUsTa U
porosopute (33[);

BKMIOYBA OMMWCaHME Ha MonuTMKaTa W npakTukarta npu npegoctaBsHe Ha YCJITYTATA ot
[ocTtaBunka n e nyénnyeH JOKYMEHT C Lien YCTaHOBsiIBaHe Ha CbOTBETCTBME Ha AEeMHOCTTa Ha
[ocTtaBunka ¢ HopmaTuBHaTa ypenoa;

aeduHMpa npakTukata npu onepupaHe n ynpaeneHne Ha YCJITYTATA, 3a ga no3Bonu Ha
noTpebuTenn n JoBepsBaln ce CTpaHu, KOMTO umaT ckniodeH [JoroBop 3a M3nonssBaHe Ha
KBanuuumpaHnte ygoctoBeputenHm ycnyrm Ha B-Trust nnu nognmucanHo CnopasymeHue 3a
HMBO Ha obcnyXBaHe KbM TakbB 4OrOBOp, Aa rnonyyaT OonvMcaHne U oLeHKa Ha CUrypHocTTa
Ha Ta3u KBanuduumpaHa ycnyra;

CNYyXXM 3a OUEeHKa Ha oueHka Ha genHocTTa Ha [OKYY ,BOPUKA® AL pa npepoctassi
KBanupmumpaHo BanuaupaHe Ha KBanuduuupaHu e-nognuc/nevatm B CbOTBETCTBUE C
PernameHTt 910/2014;

onpenensi OCHoBHMTE hopMaTuh Ha e-nognucu/nevat, kKbmM Kouto e npunoxunma YCITYTATA;
onpenensi npotokonute u uHTepdencute Ha YCITYTATA;

onpegens Bpb3kuTe C ,BbHWHKU® KBanuduumpann ycnyrm (Hanpumep CRL, OCSP, TSA),
npepocTtassawm nHpopmauma Ha YCITYTATA;

agpecupa camMO TEeXHUYECKMTe acnekT Ha BanugHoOCT Ha e-nognuca/nmedarta, HO He U
npoBepKaTa 3a TAXxHaTa NPUNOXUMOCT (T.e., NpaBHaTa NPUIOXMMOCT) 3a pasfnndHn bmsHec-
uenu;

Moxe aa 6bae npomeHsiH oT AKYY un BcsAka HoBa peaakums Ha Tasu MNMonutuka v MNMpaktuka ce
nybnukyBa Ha UHTEpHeT-cTpaHuuaTa Ha [JoctaB4uka.

M3BbH ob6xBaTa Ha OOKYMEHTa ca:

lMpaBHaTa NpPUAOKUMOCT (MpaBuna 3a MNPUIOKUMOCT) KbM pasnuyHu BusHec-Lenn Ha
kBanuduumpanna e-nognuc/neyat; ETSI TS 119 172-1 moxe oa nocnyxu 3a Tasu Len;
TexHnyeckuTe acnektu Ha dopmaTh, CUHTAKCUCHLT, KOOMPOBKATa Ha e-nognucal/nedyata,
KOHKpeTHUTE dhopMaTu, NPpodunm 1 KOGMPOBKa Ha JOKYMEHTUTE 3a noanuc/neyar;
lMpouecute Ha nognuceaHe, T.e. reHepupaHe Ha kBanuduuympaH e-nognuc/nevar;
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2 ONPEOENEHUA N CbKPALLEHUA

2.1 OnpepeneHus

BanuaupaHe (Validation) — uanocteH npouec Ha BepuduumpaHe KW nNOTBbPXAABaHE Ha
BanuMAaHoOCTTa Ha e-noanuc/nevar.

Mpunoxumoct Ha e-nognuc/nevat (Signature applicability) — onpepensHe Ha npaBHaTa
NPUAOXMMOCT Ha e-noanuca/nevarta KbM onpegenenn busHec-uenu.

»BBHIWHO” npunoxeHue (Driving application) — npunoxeHne/KOMMNOHEHTa, KOETO M3MNon3sa
npoueca Ha BanuaupaHe Ha nognuca/nedara 3a fa ro Banvauvpa.

MpaBuna 3a npunoXxmnmocT Ha e-noanuc/neyar (Signature applicability rules) — npaeuna, kouto
onpeaendr (MpaeBHaTa) NPUNOXMMOCT Ha nognuca/neyaTa 3a KOHKpeTHU BuaHec-uenu (Hanpumep, 3a
KBanuduumpaHo BpemMe Ha noanuca/neyarta, 3a uaeHTMdukaumss Ha TuTynapat/Cb3gaTten, 3a
KBanudukauusa Ha nognuca/neyaTta, 3a Aoknag ot Banvaupade, ap.).

Keanudumumpan e-nognuc/nevar (Qualified e-signature/e-seal/QES) — cbrnacHo PernameHT
910/2014.

YcbBbpLIEHCTBaAH eNeKTPoH noanuc/neyar ¢ keanuduumpaHo yaocrtosepeHue (Advanced e-
signature/e-seal with Qualified certificate/AES_QC) — cbrnacHo PernameHTt 910/2014

Ycunen kBanudmumpaH e-noanuc/neyar (Augmentation of e-signature) — kBanuduumpaH e-
noanuc/neyvar ¢ BKMOYEHU KbM HEro AaHHW, NO3BONsBaLLM BanMaHOCTTa Ha e-noanuca/neyara aa ce
nogaobpxa BbB BpeMeTo (Hanpumep, npodpunm BASELINE_T, BASELINE LT, BASELINE_LTA).

®dopwmart Ha e-noanuc (Signature class) — Habop oT nognucu/neyaTy 3a nocTUraHe Ha onpegenexHa
dyHkumoHanHocT (CAJES, XAdES, PAdES, ASIC).

Mpodmn Ha e-nognuc (Signature Level) — cneundudeH oopmart, onpegensiw, Habop OT BKNIOYEHN
kbM nognuca gaHHu (BASELINE_B, BASELINE_T, BASELINE_LT, BASELINE_LTA), nossonsasaLym
UMNNIEMEHTUPaHE Ha KOHKPETEH Knac.

OnakoBaH e-noanuc (Enveloping signature) - nognucaHuAT AOKYMEHT CbAbpXa noanuca, T.e.
NOANUCHT € NoA eNnemMeHT B NOANUCaHNS [OKYMEHT.

OnakoBawy e-noanuc (Enveloped signature) — nognuMchT cbaobpxa NOANUCAHUSA OOKYMEHT, T.€.
AOKYMEHTBLT € NoJ eNeMeHT Ha nognuca.

O6ocobeH e-nognuc (Detached signature) - nognMcbT M OOKYMEHTBLT Ce HammpaTt B OTAENEHU
dhannose.

Cxema Ha e-noanuc/neyar (Signature scheme) — Tponka oT: anropuTbM 3a Cb3gaBaHe, anropuTbm
3a NpoBepKa 1 anroputbm 3a reHepupaHe Ha ABOViKa KPUMTOKIHOYOBE.

MpunoxeHune 3a BanuaupaHe Ha e-nopnuc (Signature Validation Application/SVA) -
npunoxeHue, KOETO Banuaupa e-nognuca/nevyaTa B cboTBeTCTBME C lMonuTnkata Ha Banuaupaxe,
BKIOYBaLLa Habop OT orpaHuMYeHns 1 KOeTo U3Bexaa CTaTyc v AoKnaj oT BanuanpaHeTo.

Ycnyra 3a BanupgupaHe Ha e-noanuc/mevar (Service Validation Service/SVS) — cucrema,
OOCTbIMHa Npe3 Mpexa, KoATo Banvavpa e-nognuc/neyar.

KeanudumumpaHo BanuaupaHe Ha kBanucpmuupaH e-noanuc/nedart (Qualified Validation
Service of Qualified e-signature/e-seal/QSVS) — kBannduumnpaHo BanngupaHe, B CbOTBETCTBME C
PernameHTt 910/2014 (4n. 32, 33 n 40).

KnueHT 3a ycnyrata 3a BanupgupaHe Ha e-nognuc/neyar (Signature Validation Service
Client/SVS Client) — koMmnoHeHT oT codTyep Ha YCIIYTATA, KoaTO nMmnnemeHTMpa npotokona 3a
BanugupaHe npu notpebuTtens Ha ycnyraTa 3a BanugupaHe.
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CobpBbp Ha ycnyrata 3a BanugupaHe Ha e-noanuc/mevar (Signature Validation Service
Server/SVS Server) — koMnoHeHT Ha YCIIYTATA npu OKYY, koaTO uMnnemeHTupa npoTokona 3a
BanuaupaHe 1 U3NbHABA NpoLeca Ha BanuaupaHe.

Monutuka Ha ycnyrata 3a BanuaupaHe Ha e-noanuc/nedat ( Signature Validation Service
Policy/SVS Policy) — Habop OT orpaHudeHns 3a BanvanpaHe Ha e-nognuc/neyat, KOUTO yrnpaBisaBa
(ce obpabotBa oT) mogyna 3a BanugupaHe (SVA) — lNonutuka Ha [JoctaBuunka 3a YCIYTATA;
MonutrkaTta e TexHu4ecka KOHLUENLUMst U Ce NMMMUTUPA OT KOHKPETEH HAbOP OT OrpaHUYEHus.

OTyeT Ha ycnyrara 3a Banugupate (Signature Validation Service Report/SVS Report) — goknag
OT npoLeca Ha BanuaupaHe Ha e-nognuca/neyara, KOWTo ce NpeacTaBs Ha ,BbHLUHOTO® NpUnoXeHue
UNKn Ha noTpebuTens 3a TEXHNYECKa OLLEHKa Ha MPUITOXXMMOCTTa My.

MpakTka Ha ycnyrata 3a BanuaupaHe Ha e-nognuc/neyar (Signature Validation Service
Practice Statement/SVS Practice Statement) — HabopbT OT Npoueaypu 3a gocTaBka/NnogapbKKa
Ha ycrniyraTta 3a BanvavpaHe.

OrpaHuyeHune (3a BanuagupaHe Ha e-noanuc) (Validation Constraint) — TexHn4eckn kputepwui
(byHKUMOHANHO M3MCKBaHe, CTOWHOCT, Auanas3oH W pesynTaT), Cpelwy KOWTO ce Banugupa
nognuca/neyvara (cernacHo EN 319 102-1).

Cratyc Ha BanuaupaHe Ha e-nognuc/nevat (Signature validation status) — eaHa oT cnegHuTe
nHavkaummn Ha YCITYTATA — BAJTMOAH (TOTAL-PASSED), HEBAJIMAEH (TOTAL-FAILLED) ninu
HEOMPEOEJIEH (INDETERMINATE).

HoBeputeneH cnucuK (Trusted List/TL) — HaunoHaneH foBepuTeneH CNUCHK (MNW Ha cTpaHa-
YrneHka)

Cnucbk Ha [JoBeputenHu cnucbum (List of Trusted Lists/LoTL) — EBponenckun cnucek Ha
[oBeputenHun cnucbLMm.

2.2 CbKpaweHus

QES/QESeal (KEMN/KEMeyvaT) — KsanudwuunpaH EnektpoHeH Moanuc/MNevat

QC (KY) — KBannduumupaHo ygoctoBepeHune

AdES/AdESeal (YEN/YEMNeuaT) — YcbBbplueHcTBaH EnektpoHeH Moanuc

AdES_QC (YEM_KY) - YcwBbpLueHcTBaH EnektpoHeH MNoanuc ¢ KeanuduumpaHo yooctoBepeHue
AdESeal (YEINeuaT) — YcbBbplieHcTBaH EnektpoHeH lMevat ¢ KBannduumnpaHo ygoctoBepeHne
DA — ,BbHLIHO” NpunoXxeHne, CBbp3aHo C npoleca Ha BanvanpaHe

OCSP (status) — OHnaiH cTatyc Ha yaocToBepeHue

PKI — MHdpacTpykTypa Ha nyGrnvyHu Knoyose

SD — [lokymeHT 3a nognuceaHe

SDO — lNoanucaH JOKYMEHT

SVA — Banugupallo npunoxeHue

SVI — Banuaupauy, nitepdgenc

SVP — Banuaunpaly npoTtokon

SVR — 3agdBka 3a BanugupaHe

QSVS/SVS - Keanuduuupana Ycnyra 3a Banvanpanre (,YCITYTA®)

SVS_Client — KnneHT Ha YCITYTATA

SVSP — [JoctaBuuk Ha ycnyraTa 3a Banvanpaxe (OKYY ,BOPUKA” A1)

SVS Policy — lNonutnka Ha BanuaupaHe
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SVS Practice — lNpakTuka Ha BanugupaHe
SVS_Report — Joknag/OTtyeT oT BanugmpaHe
SVS_Server — CbpBbp Ha YCJIYTATA

TL — [oBepuTeneH CNUCbK (HauMoHarneH)

LoTL — EBponeiicku cnncbk Ha [loBepuTenHn CnucbLm

K354 — Komucusa 3a 3awmta Ha JInyHute [aHHu
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3 KOHUENUUA

3.1 OO6wun nsuckBaHus

KsanudumumpaHata ycnyra 3a BanuaupaHe Ha kBanudumuupaH enekTpoHeH nognuc/nevat
(YCITYTATA) Ha kBanudvumpaHuss [OOCTaBYMK Ha KBanuduuupaHu yOOCTOBEPUTENHWU YCIyru
,DOPUKA® ALl (JocTaBumnk) n3nonsea onepmpaHaTa ot Hero obwara nHpacTpykTypa Ha nyormyHu
kntoyose B-Trust®.

M3nckBaHuaTa M ycnosudata, CbAbpXaly ce B TO3M JOKYMeHT agpecupat [Nonutukata u
Mpaktukata Ha LocTtaB4ymka oTHocHO YCJIYTATA npu ynotpeba Ha kBanuduuupaH enekTpoHeH
nognuc/nedvat (KEMN/KEMeuaT) n/unm yCbBbPLUEHCTBAH ENEKTPOHEH noanuc/neyaTt nogabpkaH oT
kBanudumumparo ygoctosepenue (YEIMN_KY/YEMeuat KY).

OTHOCHO 00WMTE N3NCKBaHMS KbM MONUTUKATa M NpakTukaTta Ha [ocTaBumka, CTpyKTyparta u
CbAbPXaHMETO Ha AoKymMeHTa cboTBeTcTBaT Ha ETSI EN 319 401 kato Bknmo4yBaT crneumduyHuTe
n3nckBaHma 3a kBanuduumnpaHoto Banunampane Ha KEIMN/KEMeyvat n YEIN/YEleuyat KY.

MoTtpebutenn (JoBepsBawim ce cTpaHu) TpsibBa Aa M3NoN3BaT HACTOAWMA OOKYMEHT, 3a Aa
nony4yaT TOYHO OMNMCaHWe N oueHka Ha curypHoctTa Ha YCJTYTATA n TexHuyeckata BanuaoHOCT Ha
Banugupanute KEMN/KEMeyatn n YEIMN/YEMeuatn_KY.

3.2 [onuTuka v npakTuka

To3n foKyMeHT aedmHmpa obwute enemeHTn Ha lNMonutukata n Ha MNpakTukaTta Ha [JocTaBunka
Ha YCJTYTATA n uma xapakTtep Ha obLum yCnoBus no CMUcbIia Ha 4. 16 oT 3akoHa 3a 3agbimikeHnsaTa
n porosopute (33[). Tesn ycnosus ca 4acT oT nMcmMeH [orosop 3a yA0CTOBEPUTENHN YCIyrn, KOUTO
ce ckntodBa mexay [octaBumka u NoTpebutenure.

MonuTukata onpegens ycrnosusata v npasunarta, KbM KOMTO ce npuabpxa [JocTaBynka 3a ga
nmnnemeHTupa lNpaktukaTta npu npegoctaesHe Ha YCITYTATA.

MpakTukaTta onucea kak [JocTaBYMKBLT npunara onucaHata lNMonutnka n npouenypurte, KOMTO
Ton cnepBa 3a Aa npegoctass YCITYTATA.

HocTaBunkbT, Ypes Tasm YCIYTA (B-Trust QSVS) Banugupa ksanuduumpaH e-nognuc/neyar
n/vnn ycbBbPLUEHCTBAH noanuc/nedart npuapyeH oT KBanuduumpaHo y4OCTOBEPEHME Ha BCsika
3anHTepecoBaHa CTpaHa, kaTo cbbniogasa obwa Nonutrka Ha Banugupate.

Mpasuno B lNpaktnkata Ha [HdoctaBumka Ha YCIIYTATA e pa Banvaumpa nognuc/medvart c
dopmatu cbrnacHo MNMonutukata My KaTo cnefea ycrnosusiTa v NpoLenypuTe BKIOYEHM B HACTOALLNSA
OOKYMEHT.

MpakTukaTa Ha [ocTtaB4umka npu npegoctaBsaHe Ha YCJTYTATA ce ocblyecTBsABa OT 06eKT Ha
B-Trust (B-Trust QSVS) o603HaueH ¢ ngeHtndpukatop 1.3.6.1.4.1.15862.1.6.6:

YCNYTA 3a kBanuduumpaHo BanuaupaHe Ha e-nognuc un | oeHtudukatop Ha obekT
e-neyart (B-Trust QSVS)

MpakTuka Ha JoctaBunka Ha YCITYTATA 1.3.6.1.4.1.15862.1.6.6

B cvotBetctBMe ¢ ETSI EN 319 441 n 1031 gokymeHT, NpakTukata Ha [JocTaBuymka M3NbiHABA
obwa MNonutuka otHocHO YCITYTATA ¢ ngeHtudukaTopm Kakto crnensa:

YCNYTATA (B-Trust QSVS) WpeHTtndpurkatop(n)

Monutuka Ha YCITYTATA 1.3.6.1.4.1.15862.1.6.6.1
0.4.0.9441.1.1
0.4.0.9441.1.2
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NpoeHtndpumkatopsT 0.4.0.9441.1.1 yTBbpKAABa CbOTBETCTBME [lonnTuka 3a BanugmpaHe ot
[ocTtaBunka B T03n fokymeHT ¢ ETSI TS 119 441.

UpentndpukatopsT 0.4.0.9441.1.2 yTBBpKAaBa, Ye YCITYTATA e kBanuduumnpaHa.

YCNYTATA He yTBbpXaaea npea MNMotpedbutens/[oBepsiBalia ce cTpaHa NpuUioXnUMocTTa Ha
BanuaupaHusa nognuc/neyar, Ta camo YTBbpXKAaBa TeXHMYeckaTa BanvMaHOCT Ha noanuca/nedvara.

Korato ycnewHo BanuaupaH nognuc/nevaTt cbabpxa maeHtudukatopa Ha lMonuTtuka Ha
noanuceaHe, [loBepsiBawiata ce CcTpaHa MOXe [Oa OUEeHM MPUMOXMMOCTTa Ha BanuaupaHus
nognuc/nedar KbM KOHKpeTHaTa Gu3Hec-uen, crieq KaTto ce e 3anos3Han ¢ Tasm obwa nonuvtuka u
MonuTtukata Ha nognuceaHe.

Korato nognucbT/nevatsT 3a BanuaupaHe He BKIoYBa uaeHTudukatop Ha lMonuTtuka Ha
noanuceaHe, lNoTtpebutenaT/JoBepsiBawata ce CTpaHa OUEHsIBa MPUIOXMMOCTTA Ha YCMeLHO
BanuauMpaH noanuc/nedat, cneaBankum cBou  [paBuna 3a  NPUNOXMMOCT UMW OLEeHsIBa
MPUNOXMMOCTTa CNpsIMO O03Ha4veHaTa lMonuTrka Ha y4oCTOBEPEHMETO.

Ha npakTtuka, npaBHaTa NpunoXMMOCT Ha BanuaupaH nognuc/neyaT 3a KOHKpeTHa GusHec-
uen e u3usano B npeporatuente Ha [loTpebutensi/doBepsiBawiata ce cTpaHa. B otyeta Ha
BanugupaHe ce ykassa dopmata u npoduna Ha BanvanpaHnsa nognuc, Toect yHKLMOHANHOCTTa,
KOSATO ce nocTura ¢ To3u noanuc/medart, a kaTo crneacTBvMe OT TOBa, M NPUNOXUMOCTTa My 3a
KOHKpeTHa bnsHec-uen.

YCIIYTATA ce 3annawa ot [lNoTpebutens/[doBepsiBaljata ce CTpaHa CbINacHO AOrOBOPHMU
ycnoBus ¢ [locTaBuMka 3a HeiHaTa 4OCTaBKa M Nos3BaHe.
3.3 YnpaeneHue Ha Nonutukarta u lNpakTukarta

Mpaktukata n MNonutukaTta Ha [JocTaBuMka nopnexar Ha agMUHUCTPATMBHO yrnpaBlieHNE U
KOHTpOn OT cTpaHa Ha CbBeTa Ha anpekTopute Ha ,BEOPUKA® ALl

[onyckaTt ce NpoMeHu, peaakumMm 1 AONbIHEHWS, KOMTO HE 3acaraTt npasaTa U 3agblhKeHus,
npou3TUYaLM OT TO3N AOKYMEHT M CTaHOAPTHUS OOroBOp 3a yOOCTOBEPUTENHWU YCRyrn Mexay
HocTtaBunka un lNotpebutenute/oBepsiBawim ce cTpaHu. Te ce oTpassaBaT B HOBaTa BEPCUS UMK
pefakuus Ha JOKYMEHTa criefl cbrnacyBaHe 1 yTBbpxaasaHe oT CbBeTa Ha aMpekTopuTe.

Bcsaka npeactaBeHa n ogobpeHa HoOBa BEpCUS UMW pedakums Ha TO3n AOKYMEHT He3abaBHO ce
nybnvkyBa Ha canTa Ha [locTaB4uka.

KOMeHTapVI, 3annTeBaHnA U pa3daCHEeHUA No TO3N AOKYMEHT MoraT Aa ce OTrnpaBAT Ha:

* eNeKTPOHEH agpec Ha YaocTtoBepsiBaly, opraH: info@b-trust.org

* eNeKTpoHeH agpec Ha [loctaBuuka: info@borica.bg
*Ten.: 0700 199 10

3.4 [Opyru nokymeHTn oTHocHo YCITYIATA

Monutnkata u MNMpaktukaTta Ha JocTtaBumka Ha YCITYTATA ca no-ckopo TEXHUYECKN JOKYMEHTU
1 cneunmumnpaTt TEXHUYECKMTE acrnekTu N XapakTEPUCTUKM Ha BanuaMpaHeTo Ha e-nognucu/nevartu.
Tean ookyMeHTU ca cobCTBEHOCT Ha [locTaBumka 1 onpeaensr:

e [lpaktukaTa — kak [loctaBumkbT onepupa YCITYTATA;
e [lonutukata — HAbGOPBT OT orpaHu4eHust, cpelly kouto YCITYTATA onpegens TexHuyeckaTa
BanMAHOCT Ha nognuc/neyara.

Hokato YCNYIATA npoBepsiBa TeXHMYeckata BanuagHOCT Ha nognuca/nedata, Npasunarta 3a
npunoxummocT (Applicability Rules) onpegenat pganu nognucbT/mevyaTbT CbOTBETCTBA Ha
onpeaeneHa 6usHec-uen. YCIYTATA v lNpaBunara 3a npunoXmnmocT ca ABa HE3aBMCUMM NpoLeca:

o YCIJIYTATA (npouecbT Ha BanugupaHe Ha nognuca/nedara) Moxe ga 3aBbpLUM CbC CTaTyC-
nHankatop BAJIMOEH, Ho na He oTroBaps Ha onpeaeneHn npasuna 3a NPUnoXXUMocT,
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KaKTo U

o [lognucbT/NevaTbT MOXe Aa CbOTBETCTBa Ha onpefenenu MNMpasuna, Ho YCJTYTATA BpbLia
cratyc-ungukatop HEOMPEOEJIEH nnu HEBAJTMOEH.

ToBa nsunckea ga 6baaT AOKYMEHTUPAHM KPUTEPUM OTHOCHO BU3HEC acnekTUTEe Ha NMPUIOXMMOCT
Ha e-nopgnuca/neyaTa, BKIIOYUTENHO NPaABHUTE acnNekTV Ha NPUOXMMOCTTa UM.

CnenBa oa vma JOKyMeHT 3a [NpaBuna 3a NpunoXmMMOoCT Ha e-noanuc/nedar, KouTo onpeaensart
n3nckBaHmg, paspaboTeHM B KOHTEKCTa Ha napameTpute Ha OusHec-uenute (Business Scoping
Parameters/BSP), a umMeHHo:

e [lapameTpu, oTHacsLWM ce A0 BU3HEeC-NPUINOXKEHUS, KOUTO U3NCKBAT e-noanucu/neyaTi;
MapameTpu, 3aBUCELLN OT 3aKOHOBW/HOPMATMBHU pa3nopeabun, CBbp3aHn B KOHTEKCTa Ha
ocbllecTBsABaHe Ha busHec-LenuTe;

o [lapameTpu, CBbpP3aHN C y4aCTHULMTE B MPOLIECUTE Ha Cb3daBaHe M BanugupaHe Ha e-
noanuc/neyaTu;

e [p.

lMpaBunata OTHOCHO NpaBHa NPUITOXMMOCT Ha e-noanuca/nedyarta 3a Gu3Hec-uenuM ca M3BbH
obxBaTa Ha HacTosIWMsA OOKYMEHT, cnefBa ga 6baat uaroreeHu ot MNotpebutenu/[osepsBailum ce
CTpaHu Ha e-nognuc/neyaT u ca TaxHa cobcTBeHOCT. Teaun npasuna morat Aa 6baat JOKYMEHTUPaHu
N1 NOAroTBeHN 3a aBToMaTu3npaHa nposepka (Hanpumep, Ha 6a3a OTyeTa Ha BanuaupaHe) cneg
nanonseaHe Ha YCJIYTATA, npean OKOHYaATENHOTO nNpueMaHe Ha e-nognuca/medyaTta oOT
[oBepsiBawaTa ce cTpaHa 3a onpegenennte busHec-uenmw.
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4 KOHUENTYAJNEH MOAEN HA NPOLIECA HA BAIIMOUPAHE

4.1 YvyacTBawm CTpaHu
CTpaHI/ITe, y4yacTBallu B npoueca Ha BanmampaHe He e-nounmc/nean ca.

o [JloctaBuuk B kadecTBOTO MY Ha [KYY, KOWTO onepupa npoueca Ha BanuanpaHe;
e [loTpebuTtenu (JoBepsBawum ce cTpaHu);
e KocBeHu yqyacTHWUUM 3a npoueca Ha BanuanpaHe:
o CrTpaHu, KouTo ca nognucanu/nognedyareny AOKYMeHT(K);
o BbHwHKM OKYY (TexHute ygoctoBepsasawm opraHu — CA, TSA, CRL/OCSP);
o HauuwoHannute JoeputenHu cnucbum (Trusted Lists) Ha cTpaHuTe-4YneHku;
o EBponerickn cnnuckk Ha HaumoHanHute oseputenuu cnmcbum (List of Trusted Lists).

4.2 ®opmatu n npochunu Ha cboTBeTcTBME Ha KEIN/KEMNevaT

PEWEHME 3A WUSIMbJIIHEHME (EC) 2015/1506 Ha KomucuaTta onpepenst TEXHUYECKUTe
cneundurkaumm n ctaHgapT Ha popmaTi 1 NPodomnu Ha KBanuuumMpaHn 1 Ha yCbBbPLUEHCTBAHU
e-nognucu/neyaTn, KOUTO BCSIKa CTpaHa-dneHka Ha Cwblo3a cregBa Aa nogabpxa (moanucea u
BanuaMpa) n KoMTo ce npuemar OT OpraHuTe Ha NyBrnMYHUA CEKTOP Ha CTPaHUTE-YNEeHKU C ornes Ha
TAXHaATa TpPaHCrpaHW4yHa onepaTtMBHA CbBMECTUMOCT W M3UCKYEMOTO HMBO Ha CUIypHOCT 3a
KOHKpPETHM BM3Hec-Lenu:

e bBasos npocun XAdES - ETSI TS 103 171 v.2.1.1 (2012) (unwm draft ETSI EN 319 132-1,

2015);

e Bbasos npogumn CAdJES — ETSI TS 103 173 v.2.1.1 (20012) (vwnmn draft ETSI EN 319 122-1,
2015);

e basos npodwun PAdES — ETSI TS 103 172 v. 2.1.1 (2012) (unm draft ETSI EN 319 142-1,
2015).

PELWWEHWETO (un. 1 un 3), B cbotBeTcTBME ¢ PernameHt 910/2014, yTBbp)XOaABAT CriegHuTe
yCbBbpLUeHCTBaHM nognucu/nedatn sbB popmatn CMS, XML n PDF Ha HuBa Ha cboTBeTcTBME B, T
n LT, kouTo cneaBa ga ce npusHaBaTt Mexay CTpaHUTe-YNeHKN.

PELWWEHWMETO (4n. 2 n 4) yTBbpX4aBa ycnoBusTa, Npu KOUTO ce NOTBbpXKAaBa BanuaHOCTTa Ha
AafileH yCbBbPLUEHCTBAH eNeKTPOHeH nognuc/nevar:

(1) yooctoBepeHMeTO B MOAKPeENa Ha YCbBbLPLUEHCTBAHUS €NeKTPoHeH nognuc/nedat e 6uno
BanuMoHO KbM MOMEHTa Ha noanuceBaHeTo/nognevyaTtBaHeTo, a KoraTo YCbBbPLUEHCTBAHUAT
€TeKTPOHEH nognuc/nedart € NogKpeneH OT KBanMuumMpaHo yAoCTOBEPEHME, TOBA KBaNnnuumpaHo
yOOCTOBEPEHUE € OTroBapsifio KbM MOMEHTa Ha nognedarBaHETO Ha M3UCKBaAHUATA CbrAacHo
npunoxenue Il kbm PernameHt (EC) Ne 910/2014 n e 6uno wmsgageHo OT AOCTaBYMK Ha
KBanuduumpaHm yaoCTOBEPUTENHN YCIyTL;

(2) oaHHUTE OT BanugupaHeTo Ha nognuca/neyaTa CbOTBETCTBAT Ha AaHHUTE, NPedOCTaBEeHU Ha
JoBepsiBallata ce CTpaHa;

(3) yHuKanHuAT Habop OT AaHHW, NpeacTaBnsiBall cb3fdaTens Ha noanuca/neyara, € HagnexHo
npeganeH Ha aoBepsiBallaTa ce CTpaHa;

(4) ako kbM MOMeEHTa Ha nognucBaHeTo/noaneyaTBaHETo € OMn M3Non3BaH NceBgoHMM, TO TOBa €
SICHO yKa3aHO Ha JoBepsiBallaTa ce CTpaHa;

(5) KoraTo yCbBBbPLUEHCTBAHUST EIEKTPOHEH NoANuc/neyar e cb3gafeH oT YyCTPOWCTBO 3a Cb3aaBaHe
Ha KBanvuumpaH enekTpoHeH nognuc/neyar, U3nos3BaHeTo Ha TakoBa YCTPOMCTBO € SICHO yKasaHo
Ha JoBepsiBallaTa ce CTpaHa;

(6) uanocTHOCTTa Ha nognucaHuTe/nognedYaTaHNTe AaHHW He e 3acTpalleHa;

(7) nsuckeaHuaTa no yneH 36 ot PernameHTt (EC) Ne 910/2014 ca 6unu n3nbiHeHn KbM MOMEHTa Ha
nogneyaTBaHeTo;
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(8) cuctemarta, M3nonsBaHa 3a BanuAMpaHe Ha YCbBBPLUEHCTBAHUS €MEKTPOHEH nognuc/mevyar,
npegocTaBs Ha AoBepsiBallata ce CTpaHa NpaBwuiHMA pesynTtaT OT npoueca Ha BanvaupaHe v n
no3BoSisiBa @ OTKpMEe eBeHTyanHu npobnemu, CBbp3aHn CbC CUTYPHOCTTA.

4.3 Mopaen Ha BanuaupaHe

4.3.1 OO6Lwm n3mcksaHus

CovrnacHo ETSI EN 319 102-1 koHuenTyanHnat mogen Ha sanugupade Ha KEMN/KEMevat nnu
YEIN_KY/YElNeuat_KY e npeacraseH Ha ®ur. 1. PasgeneHneto B Mmogena € yCrioBHO, C Lien No-TOYHO
No3nLUNOHNPaHe Ha NpoLeca Ha BanuaupaHe cnpsiMo obLnTe N3NcKBaHuUS.

Monutuka

Ap.

orpaHun4yeHunsa

MNoanucaH AOKYMEHT

dUr. 1 KOHUENTYANEH MOAEN HA BAIIMONPAHE

KomnoHeHT SVA B Mopgena nonyyaBa e-nognuca/mevata u cbobpasHo [lonutukarta 3a
BanuaupaHe (Habop/CbLBKYMHOCT OT OrpaHUYEHNs) ro BanMampa n reHepupa cratyca-uHankaTop u
OTYeT OT BanuaupaHe, KOWTO ce uHTepnpeTupa ot MNoTtpebuTten (JoBepsBalwia ce cTpaHa) c ornea
NPUNOXMMOCTTa Ha noanuca/neyara.

3a ga ce Banvanpa gageH popmart Ha nognuca/neyaTta, ce U3NbMAHABAT HAKOMKO CbCTaBsALLMN
nognpoueca B pamkute Ha SVA (npoueca 3a BanugupaHe 3a usbpaH gpopmat/npodun): npoeepka
Ha dopmata, nposepka Ha KY, nposepka Ha kpuntorpadckm xapaktepuctuku, um T.H. CraTyc-
NHOMKaTOPBT OT BCEKU TakbB eanHunyeH npouec e BAJIMAEH (PASSED), HEBAJIMOEH (FAILED)
unnn HEOTNPELEJIEH (INDETERMINATE) .

Cratyc-uHgukaTopbT, Kouto SVA npegoctaBa crned  BanugupaHe Ha  KOHKPETHUS
dopmat/npocun cnpsamo NMonutrukaTta Ha Banuanpaxe e:
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o BAIIMOEH (TOTAL-PASSED) - npoBepK1TE Ha BCUYKM KpnTorpagckm
XapakTepucTuku/napaMeTpu Ha nognuca/neyaTa ca yCrnewiHW, KakTo U Te3n B CbOTBETCTBME
¢ [MNonutukata (orpaHunyenunata); [loTpebutenat/[JoBepsiBawia ce cTpaHa npuema
nognuca/neyarta 3a TEXHWYECKM BanuAaeH, HO TOBa He O3Ha4yaBa, ye e MpUIoXum 3a
KOHKpeTHaTa bmaHec-Len;

o HEBAIIMOEH (TOTAL-FAILED) - npoBepKUTE Ha BCUYKN Kpuntorpadckum
XapakTepucTuku/napaMeTpu Ha noanuca/nedara ca HeycnewHu, Unu nognucbT/nevarsbT e
cb3gageH cred oTMmsiHa/mpekpaTaBaHe Ha KY mnun popmaTbT HE CbOTBETCTBA HA HSAKOW OT
nocovyeHnte B. 5.2 6GasoBu dopmaTty; lNotpebutenar/[oBepsiBawa ce cTpaHa npuema
noanuca/nevara 3a TEXHUYECKN BanuaeH;

e HEOIMNPEOENEH (INDETERMINATE) — pesyntatute OT OTAENHUTE/€OUHNYHN NPOBEPKN HE
nossonsaBaT nognucbT/nevatbT ga Obae oueHeH kato OBLO-BAJIIMOEH wnun OBLO-
HEBAJTMOEH,; npuemaHeTo Ha noanuca/neyara e B npeporaTtmea Ha
Motpebutens/OoBepsiBalla ce cTpaHa.

3a Bceku knac/cpopmat Ha e-nognuc/nedat, SVA usnbrHaBa Nornyecka nocregoBaTenHocT oT
MOANPOLIECH, CbCTaBSALM CNeaHMTe NPOLIECH Ha BannanpaHe:

o [lpouec Ha BanngupaHe Ha basos (popmaT) nognuc/nevat (npodun BASELINE_B) — SVA
N3NbIIHABA TO3M NPOLIEC aKo BPEMETO Ha BanuaupaHe € B nepuoaa Ha BanugHocT Ha KY n 1o
He e OTMEeHEeHO WM BpemMeTO Ha BanuaupaHe € U3BbH nepuoga Ha BanuaHocT Ha KY u
YpaocTtoBepsiBawmat oprad (CA) npegoctaBsa nHopmaumsa 3a oTMsiHaTa/npeKkpaTsiBaHe;

o [lpouec Ha BanugupaHe Ha nognuc/nedvat ¢ npodun BASELINE_T n BASELINE_LT — SVA
M3NbIHABA Npouec Ha BanuauMpaHe Ha 6a3oB nognuc, Ha nognuc/meyart ¢ yaoCTOBEPEHO
Bpeme (_T) n Ha nognuc/neyvar ¢ yaoctoBepeHo BpeMe n ctaTtyc 3a KY (_LT);

e [lpouec Ha BanuaupaHe Ha nognuc/nedvat ¢ npocdun BASELINE LTA - SVA usnbnHsBea
npouec Ha BanuampaHe Ha 6a3oB nognuc/neyaT, Ha noanuc/nedyaT ¢ yaoCTOBEPEHO BpeMe
(_T), Ha nognnc/neyat ¢ ygoctoBepeHo Bpeme u ctatyc 3a KY (_LT) n Ha nognuc ¢ apxmBeH
matepuan (_LTA).

4.3.2 WN360p Ha npoueca Ha BanugupaHe

MoTtpebuten/[oBepsBalla ce cTpaHa He MOXe fa onpegenn m3bopa Ha npoueca Ha
BanuampaHe. SVA nmMnnmumMTHO/MMNepaTUBHO criefBa nocoveHaTa no-4osy nocneaoBaTenHocT Ha
n3bop Ha npoueca Ha BanuanpaHe:

(1) Ako noanucbT/NeyaTsT 3a BanvavpaHe e:

e c npocun BASELINE_B — SVA nanwnHaea (4)

o c npocun BASELINE_T n BASELINE_LT — SVA usnbnHsasa (3)
o c npocount BASELINE_LTA — SVA nsnbnHsea (2)

(2)Ako SVA He nogabpxa BanvaupaHe Ha nognuc/neyat ¢ npodun BASELINE_LTA, SVA
n3nbrHgaBa (3); B NpOTMBEH Crydain, U3MbIiHABa NPOLLEC HA BanuaupaHe Ha nognuc/nedart ¢ npodun
BASELINE_LTA n npemuHaBa kbm (5);

(3)Ako SVA He nopgabpxa BanugupaHe Ha nognuc/meyat c¢ npocun BASELINE_T wu
BASELINE_LT, SVA uasnbnHgaBa (4); B NpOTUBEH Cnyyan, U3nbfHABa Npouec Ha BanugupaHe Ha
nognuc/nedat ¢ npocpun BASELINE_T 1 BASELINE_LT n npemuHaBa kbM (5);

(4)SVA nanbnHsiBa npouec Ha BanuaupaHe Ha 6asoB (cdopmart) noanuc/neyaTt (npodomn
BASELINE_B) n npemuHaBa kbMm (5);

(5)Korato crtaTycbT Ha BanugupaHe OT u3bpaHusi npouec Ha BanuaupaHe e BAJIMOEH
(PASSED), SVA Bpvbuwa cratyc-mHankatop OBLUO-BAJIMOAEH (TOTAL-PASSED) n otuyetr ot
Banuavpaxe;
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(6)Korato crtaTycbT Ha BanuampaHe oT u3bpaHusa npouec Ha BanugupaHe e HEBAJIMOEH
(FAILED), SVA Bpbwa cratyc-uHankatop OBLWO-HEBANMMOEH (TOTAL-FAILED) n otyeT ot
Banuanpaxe;

(7)Mpwn gpyr cnyyan, SVA Bpblia ctatyc-mHankatop HEOMPEOENEH (INDETERMINATE) n
OTYeT OT BanuaupaHe.

4.3.3 CTaTyC-MH,EIMKaTOPM Ha BanunaupaHe n oTyeT OT BannaupaHe
rlpOLl,eC'bT Ha BanunaunpaHe Ha nognuc/nevat 3aBbpLiBa CbC:

e craTtyc-mHaukatop Ha BanuampaHe (BAJIMOEH, HEBAJTTMOEH, HEOMNPEOEJIEH);

e vaeHTUdukaTop Ha MNonutnkaTa Ha BanugupaHe (UNK onNMcaHue Ha OrpaHUYeHus);

e [ata W BpeMe Ha BanuaupaHe W [[aHHW 3a BanuaupaHe (yOoCTOBEpPEHWEeTo Ha
nognuca/nevara);

e n3bpaHMST NpouecC Ha BanMaupaHe (CbrnacHo npodwuna Ha nognuca/nevarta);

e OTYeT OT BanuaunpaHe.

OKYY ,BOPUKA® ALl nmnnemeHTnpa npeacraBeHns No-rope KoHUEenTyaneH Mogen Ha npoueca
Ha BanuaupaHe Ha e-nognuc/meyaT KaTo NpefocTaBs U noggbpka ycrnyra 3a ksanuduumpaHo
BanuanpaHe Ha KEI/KEMevat n YEMN_KY/YEMNe4vat _KY (YCJIYT'A) B cboTBeTCTBME C PernameHT
910/2014, cneaBaniku cbabpXalLnUTe ce B TO3M AOKYMeHT [NpakTukarta v MNMonutunkata Ha [locTaBuuka.
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5 YCNYFA (B-Trust QSVS)

5.1 ®PyHKUMOHaneH moaen

YCNYTATA (B-Trust Qualified Signature Validation Service/B-Trust QSVS) Ha [JoctaBunka
,DOPUKA® ALl BkntouBa cnegHntTe copTyepHU KOMMOHEHTH:

KnueHT 3a BanuampaHe Ha nognuca/nevarta (SVS_Client) — komnoHeHTa € OT cTpaHa Ha
Motpebuten. Moxe ga 6bae yeb-6pay3bp/yed-knumeHT ¢ rpadmyen nHtepdgenic (GUI) cbe
cneaHata yHKUMOHANHOCT:
O 3asBKW 3a BanugupaHe
o MpOTOKON 3a BanvaupaHe
o npeacTaBsi reHepyMpaHnsa OTYET Ha BanuanpaHe.
CoupBbp 3a BanugupaHe (SVS_Server) — yeb-cepBuc OT cTpaHa Ha [locTaBumKka CbC
cnepHaTta yHKLUNOHAMNHOCT:
o MpoTOKONa 3a BanuaupaHe
o SVA (anroputmuTe 3a BanugupaHe Ha nognuca/nevara) cbrnacHo ETSI EN 319
102-1
o wm3nonsea MHTepdENCH KbM BbTPELLHN N BbHLUHW/KOCBEHW Y4aCTHULM/CTpPaHW 3a
YCNYITATA — CRL/OCSP Ha YgoctoBepsasaly(n) OpraH(n), TSA, TL/LTL
o reHepupa oT4yeTa (KpaTbk unn nogpobeH) oT BanuaupaHe Ha nognvca/nedvara.

Ha ®ur.2 e npeacraseH yHKumoHanHma mogen Ha YCITYTATA Ha [JocTtaBuuka.
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Request

Response

(BANIILEH,
HEBANVOEH

HEOMPEOENEH)

MoTtpebuten/

JoBepsiBalla cTpaHa ®ur. 2 dyHkumoHaneH mogen Ha YCITYTATA

5.2 Mpouec Ha BanuaupaHe

3asBKMTe 3a BanuaupaHe Ha nognuc/nedat WM OTFOBOPUTE Ha Te3W 3asBKM Monaeat
KOMYHUKaUMOHHMAT kaHan mexgy SVS_Client N SVS_Server. O6bmeHbT e 3awuteH kaTo ce
noaabpxa aBTeHTU(UKALMSA Ha CbpBbpa M MOXe Aa ce NoAAbpXKa aBTeHTUdMKALUUS Ha KNneHTa.
MpoTokonbT 3a BanuaupaHe (3asiBKM M OTrOBOPM) CbOTBETCTBA Ha TEXHM4YeckaTa crneuudukaums
ETSI EN 119 442.

B cvoteetctBMe ¢ ETSI TS 319 172-1, YCJIIYTATA un3nbnHsaBa npoueca Ha BanvaupaHe B
CrnegHUTE CTBIKW:

Ctbnka 1: Knnentot SVS_Client reHepupa n nsnpauwia 3asiBka 3a BanmagupaHe, KosiTo Cbabpxka
nognucaHmMs OOKyMEHT (ako noanuchbT/meyaTbT € OnakoBaH WM OMnakoBall) WnvM u3npaiia
OOKYMEHTBLT U nognucsT (Mpm o6ocobeH nognuc/neyar);

OrpaHnyeHusATa 3a BanugupaHe ca UMNIMUUTHO 3aganeHun ypes codptyepa Ha YCITYTATA (B
SVS_Server) 1 npouecbT Ha BanuaupaHe M M3nbrHsaBa CbobpasHO dopmaTta Ha AOCTaBeHUs B
3asBKaTa nognuc/neyar.

Ctbnka 2: CopBbpbT SVS_Server nsnbnHsasa BanvanpaHe Ha nognuca/nedara; M3anbiHeHNETo
Ha Tasu CTblKa npegnonara u3nona3saHe Ha AOMbIHUTENHN BbTPELLUHW YOOCTOBEPUTESTHU YCINYIr Ha
HoctaBunka (B-Trust CRL/OCSP, B-Trust QTSA) unu npu HeoGXOAMMOCT, Ha APYrM BbHLUHU
JocTtaBumyu.

Ctbnka 3: CopebpbT SVS_Server reHepupa, Nogrotsd U nuanpatilia otyeT OT BanvampaHeTo B
OTroBOp Ha HanpaBeHaTa 3asiBka 3a BanugupaHe Ha nognuca/neyarta; nogpobHMAT OT4eT OoT
BanugupaHe cbabpxa craTtyc-mHamkatop (JA/HE) oT BanugumpaHeTo Ha BCAKO OrpaHuveHue u
cneacTBust OT HEro, B 3aBMCMMOCT OT M30paHus npouec Ha BanuanpaHe Ha YCJTYTATA u cnenga
TexHnyeckata cneundmkaums ETSI TS 119  102-2; oT4eTbT OT BanuagupaHe e
nognevartaH/ygoctoBepeH oT YCIIYIATA ¢ KElMNeuat (npodun BASELINE_LT). NeHepupa ce no
€[MH OTYeT 3a BanuaupaHe 3a BCceku noanuc/nevar Ha JOKYMEHTa.

Ctbnka 4: lNpeacraBa ce oTyeTa OT BanuaupaHe; yeb-knMeHTbT Bu3yanusupa oTtdeTa oT
BanuaupaHe B nogxoasw, Bug (B pdf-goopmat) n moxe ga 6bvae pasneyareH. Ha 6asaTta Ha oTyeTa
oT BanuaupaHe, Motpebutenart/[loBepsiBawiarta ce cTpaHa npMemMa uMnvM OTXBbpnsk TeXHU4YeckaTa
BanMAHOCT Ha nognuca/neyaTa.
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YCNYTATA wnsnbnHaBa cnegHMTe Npouecyu Ha BanuaupaHe B 3aBMCUMOCT OT npodwmna Ha
npenctaBeHus nognuc/nevar:

o [lpouec Ha BanugupaHe Ha nognuc/neyat ¢ npodun BASELINE B;

e [lpouec Ha BanuaupaHe Ha BpeMeBM neyar;

o [lpouec Ha BanugupaHe Ha nognuc/nedat ¢ npocdmn BASELINE T n BASELINE _LT; 1031
npouec e obuw/egmH 3a agaTta npoduna;

¢ [lpouec Ha BanugupaHe Ha nognuc/neyat ¢ npodun BASELINE_LTA.

M36opbT Ha npoueca Ha BanuaupaHe Ha YCJIYTATA cnepea ykasaHusita B T. 5.3.2 Ha
KoHLUenTyanHusa mogen v nsbpaHusa npouec nsnbHABa ropenocoYeHnTe CTbKN, BKIYBaLm 6a3osu
dyHKUMOHaNHM  npouegypy  (mognpouecu), 4Ype3 KoMTO Cce  umarpaxgar  JormyeckaTta
nocrniefoBaTenHoOCT OT NPOBEPKM B paMKUTE Ha npoueca Ha BanvanpaHe Ha nognuca/nevara.

5.3 ba3sosu npouenypu (nognpouecwu)

KpaTko onucaHue Ha cbCTaBsAWMTE Npouenypy (Noanpouecu) B paMKkUTe Ha un3bpaHusa npouec
Ha BanugupaHe 3a Bcekn nogabpxkaH ot YCITYITATA cdopmat/npocdun cneasa no-gony.

5.3.1 TlpoBepka Ha popmaT (Format Checking)

B cnyyan, 4ye nognucbT/NeyaTsbT € B CbOTBETCTBUE C NpUnoxnmmna 6asos popmar, pesyntarbT
oT Ta3u npoeepka e BAJIMOEH. B npoTuBeH cniyyan pesyntaTtsT OT npoBepkata e HEYCIELLEH.

5.3.2 OnpepgensiHe Ha ypaoctoBepeHMeTo Ha nopnuca/ne4yata (ldentification of signing
certificate)

B cnyuyain, 4ye yaOocTOBepeHMETO ce onpedeny ycnewHo, M3xogbT OT Tasn npoBepka e
yOOCTOBEPEHNETO Ha noanuca/nevarta. B cnyyan, 4e ygocToBepeHNETO 3a NognncBaHe He MoXxe Aa
6bae naeHTUdmumMpaHo, n3xoabT € cbe cTatyc-uHankauna HEOMPEOEJIEH (INDETERMINATE) n
noa ctatyc NO_SIGNING_CERTIFICATE_FOUND.

Tosun nognpouec 3asbpuiBa camo cbe ctatyc INDETERMINATE ako yooctoBepeHMeTo He ce
cbAbpxa B nognuca/nedata u He MOXe Aa Obae M3BMEYEHO OT BLHLUEH PEeCypc, NMOCOYEH OT
pedepeHTHUS HOMep Ha nognuca/nedvara.

5.3.3 WHnumanusauusa Ha orpaHnyeHusTa (Validation context initialization)

To3n noanpouec MHUUManuanpa orpaHuyeHusiTa 3a BanugupaHe (MMMAULUUTHO 3arioXeHn B
codbTyepa), KOUTo ce M3MOMn3BaT 3a NOTBbpXAaBaHe Ha nognuca/neyaTa. B cniyyan Ha HeycnellHa
MHULUManusaums, nognpouecsT 3aBbpLUBa CbC cTaTyc-uHagukaTop HEOMNPEOENNEH
(INDETERMINATE) 3aegHo ¢ noamHaukatop  POLICY _PROCESSING_ERROR  unu
SIGNATURE_POLICY_NOT_AVAILABLE. B npotuBeH cny4an cratycbT-ungukatop e YCIMNELIEH
(PASSED) ¢ Habopa orpaHnyeHmns, KOMTO ce Nosi3BaT B X04a Ha BanuaupaHeTo Ha nognuca/neyara.

5.3.4 T[poBepka Ha aKTyaniHOCT Ha cTaTtyca Ha oTMmsiHa (Revocation freshness checker)

To3n noanpouec NposepsiBa Oanu AadeHa cTaTyc-uHdopmauma 3a oTMaHa/mpekpaTaBaHe e
akTyanHa KbM MOMeHTa Ha BanuaupaHe. [pouecbT ce u3nonsBa OT ApyrM noanpouecu 3a
npoBepkarta Ha OTMsiHa Ha Y10CTOBEPEHNETO.

5.3.5 BanuaupaHe Ha X.509 ynoctoBepeHue (X.509 certificate validation)

To3n nognpouec BepudumuMpa yOooOCTOBEPEHMETO 3a noanuca/nedata B MOMEHTa Ha
BanugupaHe. BepuduumpaHeTo ce nssbpLuBa KbM TekywwoTo Bpeme 3a YCJTYTATA. Mpwu ycnewHo
Bepudurkaums, nsxogst ot nognpoueca e YCIEWEH, B npotueeH cnydyan — HEOIMPEOEJEH c
ykasaH 6powv nognHgukatopu (OA/HE).

5.3.6 Kpuntorpadcka Bepudukaums (Cryptographic verification)

lMpoBepsiBa ce UuenocTtTa Ha MOANUCaAHUTE [AaHHW, 4Ype3 M3BbpLIBaHE Ha KpunTorpadycku
nposepku. MNpun ycnewHa npoBepka nsxogbT oT nognpoueca e YCIEWEH, B npotuBeH cnyyan —
HEYCIELWEH c¢ noanHaukatop HASH_FAILURE wnn SIG_CRYPTO_FAILURE, wnn
HEOMPELEJNEH ¢ nognHankatop SIGNED_DATA NOT_FOUND.
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5.3.7 MpunoxumocT Ha nognuca/nevara (Signature acceptance validation)

To3n nognpouec obxealla AOMbIHUTENHA MNPOBEpPKA, KOSATO CE WU3BBLbPLUBAHW BbPXYy CaMusi
nognuc/nedar Mnu BbpPXY XapakTepuctukuTe Ha nognuca/nedaTta. [pu ycnewHa npoBepka Ha
nognuca/neyarta 3a CbOTBETCTBUE C YTBBLPAEHUTE orpaHudeHus, naxoasTt e YCINELWEH, B npotueeH
cnyyan —  HEOIMNPEOENEH ¢  noguHaoukatopu  IG_CONSTRAINTS_FAILURE  wnu
CRYPTO_CONSTRAINTS_FAILURE_NO_POE.

5.3.8 [peacTaBsAHe Ha BanugHoOCTTa Ha nognuca/neyvara (Signature validation presentation)
To3an nognpouec npegctaBa Ha [loTpebutens ([JoBepsBawa ce cTpaHa) pesyntatute oT

LANOCTHMS Npouec Ha BanvaunpaHe - obLy ctaTyc-MHANKaTOp Ha BanuaupaHe Ha nognuca/nedvara -
BAJIIMOEH, HEBAJTMOEH vinn HEOMPEQAEJIEH, kakTo 1 oT4eTa OT BanuanpaHe.

5.4 CTaTyc-uHAMKaTOpM U OTYET Ha BanuaupaHe
YCINYTATA 3aBbpLuBa CbC CTaTyC-UHOMKATOP, KAKTO crneaga:

o BAJIMOEH — kpuntorpadckute NpoBepkn 3a nognuca/neyata (BKIKOYUMTENTHO BCUYKU XeLu-
CTOMHOCTW) Ca YCMELLIHW, KakTo ca YCMewHW U BCUYKM MPOBEPKU CpeLly OrpaHU4yeHusTa,
UMMIMUNTHY (anpekTtHKn) 3a YCITYTATA (cbrnacHo Tasu Nonutuka);

o HEBAJNMOEH — kpuntorpadckmite NpoBepkun 3a nognunca/nevarta (BKIOUYNTENHO BCUYKUN XELL-
CTOMHOCTW) Cca HeycnewHw, WM reHepupaHeTo Ha noanuca/nevata e cneg
OoTMsAHaTa/npeKkpaTaBaHe Ha YAOCTOBEPEHMETO Ha nognuca/nedara, unv nognucbT/nedarsbT
He OoTroBapsi Ha eavH oT gonyctumunte doopmatu/npocomnm 3a YCITYTATA,;

o HEOIMNPEAEJIEH — pesyntatbT OT npoBepkaTa He nossonsiea YCJIYIATA pa yoocrtosepu,
ye nognucbT/neyvatsT BANIMOEH nnn HEBAJTMOEH.

CTaTyC-VIH,ElI/IKaTOp'bT ce rnpugpyxasa OoT AONbJIHUTEITHA I/IH(*)OpMaLI,I/Iﬂ, KOATO Ce CbAbpXa B:

o KpaTbk oT4yeT Ha npoueca Ha BanuaumpaHe (3asBsaBa ce upes onuusTta ,[IPOBEPKA® Ha
YCIYTATA);

o [logpobeH oTyeT Ha npoueca Ha BanuaupaHe (3asBgaBa ce 4ypes onuuaTta ,[MTOOPOBHA
NMPOBEPKA® Ha YCITYTATA).

KpaTknaT oTyeT Ha BanuaupaHe, 3a BCeKV BanvavpaH nognvc/neyat BKOYBa:

MonuTtukata Ha BanuaupaHe (no-nogpasbupaHe, obLo onucaHme);

CraTtyc-uHgukaTopa,;

MpeHTndumkaTtop Ha nognuca;

AaTa u BpeMme Ha cb3faBaHe Ha nognuca/nedvara;

dopmaTa/npoduna Ha BanuanpaHmsa nognuc/neyart (T.e., usbpaHusa npouec Ha BanuanpaHe);
Tutynaps/Cb3gaTtens Ha nognuca/neyaTa;

ObxBaTa Ha noanuca/neyara;

MHdopmauua 3a nognucanms/nogneyataH AOKyMeHT (Mve, 6por nognucn).

MogpoBHUAT oTYyeT BKMOYBA NbMHA MHMOPMAaUMA 3a NpoBepKa Ha BCUYKM OrpaHuUYeHus
cbrnacHo [lonuTukata OTHOCHO aTpubyTW/XapakTepuUCTUKM Ha OOeKkTUTe B CTpyKTypaTa Ha
nognuca/neyarta (cnoped Herosus doopmat/npodomn).

[lBata Bnga OT4ETM Ha BanvMauMpaHe ce NpedocTaBAT 4dpe3 yeb-knmeHT B Opay3epa Ha
Motpebuten/dosepsBawa ce crtpaHa B PDF-dopmar. M pgBata oTt4yeTa ca
nognevataxHu/ygoctosepeHun ype3 KeanuduuyupaHo ygoctosepeHue 3a KElMeuwat Ha YCIIYTATA,
yAoCTOBEpSBaLY, TEXHUSA NMPOU3X0, HEHAPYLUMMOCT Ha AaHHUTE B TSIX U BpEMETO Ha NOCTaBsAHE Ha
neyarta (7.e., BDEMETO Ha BanugupaHe).

5.5 WHTephencn n npoToKon Ha BanuaupaHe
HocTtaBunkbT onepupa n nogabpxka YCJTYTATA kaTo yeb-cepBuc, KOUTO Ce JOCTbMNBa Ypes:

o OASIS DSS unHtepderic;
e  GUI nntepdeiic.
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W goBaTta uHTepdenca nanonseart 3alUTEH KOMyHUKALNOHEH/TPAHCNOPTEH KaHan, Nogabpaly
e[HOCTpaHHa aBTeHTMdMKALNA Ha CbpBbpHaTa KoMnoHeHTa Ha YCITYTATA.

YCNYTATA ce aBteHTudumumpa npen [loTpebutens/[oBepsiallata ce CcTpaHa uypes3
KBannuumpaHo yaoCcTOBEPEHNE 3@ aBTEHTMYHOCT Ha yebcalT, u3gadeHo Ha HelHaTa CbpBbpHA
komnoHeHTa (SVS_Server) ot YO (CA) Ha B-Trust Ha IKYY ,BOPUKA® ALl .

5.5.1 OASIS DSS uHTepdeic

SVS_Client npunoxenune goctonea YCITYTATA upes OASIS DSS UHTepdeiic, konTo gedpuHmnpa
Habop oT XML-komaHau 3a gBaTta npoTtokona Ha YCJTYTATA:

¢ [lpoTokon 3a noanuceaHe/noaneyaTeaHe Ha AokyMeHT ¢ KETM/KEMevar;
o [lpoTokon 3a BanuanpaHe Ha nognucan/ nognevaraH AOKYMEHT.

[eaTa npotokona Ha OASIS DSS nHtepderica nsnonseat 3a TpaHcnopT SOAP-NpOTOKON, KOUTO
npeHacs XML-komaHouMTe 3a noanuceBaHe/nognedaTtBaHe, PECNEKTMBHO 3a BanuaupaHe Ha
noanuca/neyara.

5.5.2 GUI nHrtepdpenc

YCNYTATA ce poctbnea/nonssa ot lNotpebutens/[oeepsiBaiwia ce cTpaHa NocpeacTtBom yeb-
NpunoXxeHne, KOeTo paboTu ¢ HeroBms Gpay3bp 1 nonaea rpadmyeH nHtepdenc. NocpeacTsBom Hero
[oBepsBalla ce cTpaHa 3apexga ann, nsbvpa napameTpu Ha 3asBkaTa, 3apexga noanvcaH/
nogneyataH AOKYMEHT 3a BanugupaHe Ha nognuca/neyaTta, crief Koeto yeb-npunoxeHneTo B
Opaysbpa wusnpawa XML-komaHga (Request/Response) kbM CbpBbpHaTa KOMMOHEHTa Ha
YCIYTATA.

Tos3u nntepdpenc nanonssa HTTP(S) POST npoTokon 3a TpaHCnopT.

5.6 BBHLWHM U3TOYHULM HA YOOCTOBEpPEHUs

B onpenenenun cnyyan, YCJTYTATA nauncksa 4ocTbn 40 BBHLIHN M3TOYHULM HA YOOCTOBEPEHUS,
CBbp3aHW C npoueca Ha BanuaupaHe Ha nognuca/nedata KbM nognucad/nognevyataH SOKYMEHT.
TaknBa BBbHLUHM (KOCBEHW) yHaCTHULUMW BbB Banuaupallms npouec ca:

e XpaHunuia Ha yOoCTOBepeHusi, nogabpxaHu oT apyrn OKYY — TlybnuyHu peructpm,
CRL/OCSP ustouyHuum; ygoctoBepsiBallm opraH/ Ha BpeMme/BpemMeBn nevatu,

e HauuoHaneH [loBepuTeneH CNUCbHK, BBLHLWHM (Ha CTpaHu-uneHku) [oBepuTenHu cnmcbum
(TL);

e eBpornelnickm Cnucebk Ha [JoBeputenHu cnmcobum (LoTL).

YCITYTATA nsnonsea ctaHgapTUsnpaHu nporpaMmHm uHtepdencu 3a AocTbn A0 Te3n BbHLUHU

N3TOYHMLUM Ha KBanuuuupaHn yagoCToBEPEHUS, KOUTO BepuduLmpa npu nsnbiHeHWe Ha npoueca
Ha BanugupaHe Ha KET/KEMeuaT w/unu YEMN/YEMNeuvat_KY.

LoTL ce ny6nukysa oT EBponeiickarta Komucus (EK/EC) Ha agpec:
https://ec.europa.eu/information_society/policy/esignature/trusted-list/tl-mp.xml .

Tosn XML-chann cbabpxa [oBepuUTenHUTE CNUCHLUM Ha CTPaHUTE UMEHKW, BKMUYUTEINHO U
HauWoHarnHua goseputeneH cnuckk. MHgpopmaundaTa 3a ToBa kor nognucea u nybnvkyesa LoTL ce
Hamupa Ha agpec http://eur-lex.europa.eu/legal-
content/BG/TXT/PDF/?uri=CELEX:52015XC1224(01)&from=EN .

dopmaTtbT Ha nognuca Ha LoTL u Ha HaumoHanHuTe TL e XAdES BASELINE _B. YCNYTATA ce
posepsiBa Ha LoTL kaTto Bepudpmumpa nognuca 4pes yaoCTOBepeHWeTo, nybrvkyBaHO Ha
ropenocoyeHus agpec.
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6 OLEHKA HA PUCKA

OTunTtamkm ycrtaHoBeHM OWM3HEC M TEXHUYECKM npobremm npu [OCTaBka, OMepupaHe WU
nogapwxka Ha YCIIYTATA, HdocTaBumKbT M3BbLPLUBA OLEHKA Ha pucka 3a Aa uaeHTuduumpa,
aHanuaupa un oLueHn CBbp3aHUTE C TOBA PUCKOBE.

MN3bupaT ce nooxoasaLmn/CbOTBETHN MEPKM 3a U30ArBaHe Ha MAEHTUMULMPAHM PUCKOBE KaTo ce
oTYuTaT pesynTaTtuTe OT OLeHKaTa Ha pucka. MNpuemaHuTe MepKM rapaHTUpaT HUBO Ha CUTYPHOCT,
CbU3MEPUMO CbC CTeneHTa Ha NAEHTUPULMPaHUTE PUCKOBE.

JocTaBunkbT OOKyMeHTMpa u4pe3 [lpaktnkata u [lonuTukaTa, BKMIOYEHM KaATO 4YacTu OT
HaCTOALNA AOKYMEHT, U3UCKBAHMATA KbM CUTYPHOCTTa M onepaTMBHUTE Npouenypu, Heobxoanmm 3a
n3bdsreaHe Ha naeHTudnumnpaHn puckoee 3a YCITYTATA.

MeprnoguyHO ce u3NbMHsABa npernes M OueHKa Ha pucka C Uen npeogonsBaHe Ha
MaeHTUMUUMPaHN PUCKOBU hakTopu.

MeHMOXMBHTBLT Ha [locTaBunka ogobpsiBa pe3yntaTute OT OLEHKaTa Ha pucka, npeanucaHuTe
MEepKM 3a NpeoaonsaBaHe Ha naeHTMULMPaHM PUCKOBU DaKTOPKU 1 Npuema yCTaHOBEHWSI OCTaTbYeH
puck oTHocHo YCJTYTATA.

Bwk pokymeHT llpaktka npu npegoctaBsHe Ha KBanuduumpaHu YOOCTOBEPEHUA U
yooctoBepuTenHu yenyrm 3a 1ax ot ,60OPUKA® ALl (B-Trust CPS-elDAS).
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7 NMPAKTUKA

[MocoyeHnTe B TO3M OOKYMEHT npouenypw, MexaHusmMu no KOHTPOS U TEeXHUYEeCKu
xapaktepuctmkm Ha B-Trust YCJIYITATA ca gonbnHeHMe KbM TE3W 4YacTuM Ha OOKYMEHTa
.l IpaKTUKa npu npegocTaBAHe Ha KBanuuuupaHu yaoCTOBEPEHUS U YOOCTOBEPUTESNHU
ycnyrm 3a T1ax ot ,BOPUKA® AL (B-Trust CPS-elDAS), kouto pernameHtupaT obwure
ycnosus, genHoctn u npouenypyn Ha ,BOPUKA” Al kato OKYY no npepocrtaBsHe Ha
KBanuduumpaHn yaoCTOBEPUTENHN YCIYTN.

HactosiwaTa lMpakTMka e B ocHOBaTa Ha onepatmBHata pabota Ha [JocTaBuMka Ha
YCITYTATA n cbotBeTCcTBa Ha/obcnykBa cbAabpKawaTta ce B TO3M OOKYMeHT [lonuTtuka c
NOCOYEHNTE NO-A0NY MAEHTUUKATOPW:

YCNYTATA (B-Trust QSVS) WaoeHTtndpumkatop(n)

Monutuka Ha YCITYTATA 1.3.6.1.4.1.15862.1.6.6.1
0.4.0.9441.1.1
0.4.0.9441.1.2

,D,OCTaB‘-IVIK'bT nogavbpika Ta3un Monutuka npwn cnegHnTe yCnoBu4A:

e Mpwunara ce egHoBpeMeHHO 3a Banuanpare Ha KET/KEMNeuvat n Ha YEI_KY/YEleuaT_KY;

e no3BonsBa Ha [loTpebutens/JoBepsBalla ce CTpaHa Oa OLUEHsIBA MPUMOXUMOCTTa Ha
TEXHUYECKM BannaHusa nognuc/neyaT 3a KOHKpeTHaTa busHec-uen;

e TeKyllaTa Bepcusi NoAS1eXn Ha NPOMSIHA M Ce NMpeycTaHOBsIBA U3MON3BAHETO Ha NpeauLIHaTa
BEpCUS;

e OTYETHLT Ha Banugauus coum NONNTUKaTa;

e npeauwHM Bepcun ca AocTbnHK 3a MNoTpebutenn/[oBepsiBawim ce CTpaHu.

7.1 CnyxebHu yanoctoBepeHus Ha YCITYTATA
YCIYTATA nma gse ny6nvyHn yogocToBepeHus:

° KBaJ'II/I(bVILI,VIpaHO yaoocTtoBepeHune 3a KBaJ'II/ICbI/ILI,I/IpaH EJIEKTPOHEH ne4yar;
° KBaJ'II/ICbVILI,VIpaHO yaooctoBepeHne 3a aBTeHTUYHOCT Ha ye6-ca|7|T.

YpoctoBepeHmeTo 3a e-nevat Ha B-Trust QSVS e keBanuduumpaHo ygoctoBepeHue 3a
€eKTPOHEH MneyvaT 1 e eNnekTPOHHO NoAneYaTaHo ¢ YacTHUS krtod Ha OnepaTuBHUS YOOCTOBEPSIBALL
opraH B-Trust Operational Qualified CA Ha [HoctaBumka. C uvactHua knod Ha YCITYTATA,
CbOTBETCTBALL, Ha NyonuyHMsi TakbB B TOBa yOoOCTOBepeHue, [OCTaBYMKBLT ENEKTPOHHO ce
nogneyaTtea oT4yeTa OT BanuagupaHe Ha nognuca/nedyaTta, KOWTO Ce MpegoctaBs Ha
MoTtpebuTten/[oBepsBalla ce cTpaHa.

ToBa ypoctoBepeHue aBTeHTUdMUMpa YCITYTATA kaTo M3TOYHMK Ha reHepupaHus oT4yeT OT
BanvavpaHe Ha enekTPOHHO nognucaH/nognevaraH JOKYMEHT 1 yTBbpXKaaBa LenocTTa Ha JaHHUTe
B OTYeTa OT npoueca Ha BanuanpaHeTo.

YpoctoBepeHneTo 3a yeb-cant Ha B-Trust QSVS e kBanudmumpaHo ygoctoBepeHune 3a yeb-
CaunT 1 e eNneKTPOHHO NoAnevaTaHo C YacTHUS Koy Ha OnepaTyMBHUS yaocToBepsiBall opraH B-Trust
Operational Advanced CA Ha [loctaB4yuka. ToBa yaooCTOBEpPeHWE OHNanH aBTeHTUdMLmMpa canTta Ha
YCNYTATA npeg MNMotpebutena n obcnyxea 3awmteHa SSL/TLS cecus ¢ MNMotpebutens.

MpochmnbT Ha KBaNUUUUPaHOTO yAOCTOBEPEHME 3a KBanuduuupaH e-nevat Ha YCITYTATA e
cbrnacHo AokymeHTa [lonutvka npu npeactaBsHe Ha KBanuuumpaHu yAoOCTOBEpeHus 3a
kBanuduumpad nognuc n nevat (B-Trust QCP-eIDAS QES/CQES/QESeal) Ha ,BOPUKA* Al un e
noco4eH no-gony:
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Mone ATpubyTtn 3HauyeHune/CTomHOCT
Version - V3
Serial number - 67 93 0c 9b 53 f1 2c 8b
Signature algorithm - Sha256RSA
Signature hash algorithm |- Sha256
Issuer CN = B-Trust Operational Qualified CA
Oou = B-Trust
o= BORICA AD
Organizationldentifier(2.5.4.97) |[NTRBG-201230426
C= BG
Validity from - 2018-05-11T10:48:56Z
Validity to - 2024-05-11T10:48:56Z
Subject CN = B-Trust Qualified Signature Validation Service
OouU = B-Trust
O= BORICA AD
Organizationldentifier(2.5.4.97) |[NTRBG-201230426
C= BG
Public key - RSA(2048 Bits)
Subject Key Identifier fd1b 8ef2 76 d4 bl ab bl cl 94 62 be 84 c6f7 eacfal 7b
Authority Key Identifier  |KeylD = 27 cf 08 43 04 fO ¢5 83 37 67 81 17 4d fc 05 e6 db 65 8b b0
Issuer Alternative Name |URL= http://www.b-trust.org
Basic Constraints Subject Type = End Entity
Path length Constraint = None

Certificate Policy

[1]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.6.1.3
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.b-trust.org/documents/cps
[2]Certificate Policy:
Policy Identifier=0.4.0.1456.1.1
[3]Certificate Policy:
Policy Identifier=0.4.0.194112.1.3

CRL Distribution Points

[1]CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-
TrustOperationalQCA.crl

Authority
Information Access

[1]Authority Info Access

Access Method=On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2]Authority Info Access
Access Method=Certification Authority Issuer

(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustOperationalQCA.cer

Key Usage(critical)

Digital Signature, Key Encipherment

Enhanced Key Usage

Client Authentication, Secure Email

Qualified Statement

Qualified Certificate Statement:

id-gcs-pkixQCSyntax-v2 id-etsi-qcs-Semanticsld-Legal
(0id=1.3.6.1.5.5.7.11.2) (0id=0.4.0.194121.1.2)

id-etsi-qcs-QcCompliance (QcSSCD)
(0id=0.4.0.1862.1.4)

id-etsi-qcs-QcType
(0id=0.4.0.1862.1.6)

id-etsi-qct-eseal
(0id=0.4.0.1862.1.6.2)

id-etsi-qcs-QcPDS
(0id=0.4.0.1862.1.5)

PdsLocations
PdsLocation=https://www.b-
trust.org/documents/pds/pds_e
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n.pdf

language=en
Thumbprint (Shal) b4 5 00 6¢ 27 8e fb ec 67 4b 44 b5 d4 3a 82 e6 31 a9 42 a3
Thumbprint (Sha256) da 4c 80 Oc Oe 21 11 5f 85 e4 5¢ 51 22 f1 dd 7f b6 a8 40 5b

c9 be 48 8¢ 50 b0 54 c4 4d 47 46 44

MpodhunbT Ha KBanNM@UUMPAHOTO

(opranusaums) Ha YCJIYTATA e cbrnacHo [OKYMeHTa

YOOCTOBEPEHME 3a aBTEHTUYHOCT Ha Yyeb-canT
,lonMTnka npu npeacTaBsHe Ha

KBanumumpaHn yaooCTOBEPEHNS 3a aBTEHTUYHOCT Ha yeb-cant (B-Trust QCP-eIDAS QWAC) Ha

.DOPUKA®* ALl n e nocoveH no-gony:

Mone ATpubyTn 3HaueHune/CTonHOCT
Version - V3
Serial number - 29 b9 2a 53
Signature - Sha256RSA
algorithm
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Operational Advanced CA
ou = B-Trust
o= BORICA AD
Organizationldentifier(2.5.4.9 [NTRBG-201230426
7) =
C= BG
Validity from - 2019-02-27T11:37:27Z
Validity to - 2021-06-01T12:37:27Z
Subject CN = gsvs.b-trust.org
o= Borica AD
2.5.4.97= NTRBG-201230426
(organizationldentifier)
Oou= OV SSL
L= Sofia
C= BG
Public key - RSA(2048 bits)
SubjectAlternativeName DNS Name=qsvs.b-trust.org
RFC822 Name=support@borica.bg
Subject Key Identifier - b8 09 80 Oc 5a 78 5e 48 ff 5a 08 cc ec 7f 87 fa 5d 98 4f 1e
Authority Key Identifier  |KeyID = 07 dc aa 30 76 98 b7 85 4b 6d 03 18 c8 e3 cd a7 7b 36 82 ef
Issuer Alternative Name |URL = http://www.b-trust.org
Basic Constraints Subject Type = End Entity
Path length Constraint = None
Certificate Policy - [1] Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.7.1.6
[1,1]Policy Qualifier Info:
Policy Qualifier ID=CPS
Qualifier:
http://www.b-trust.org/documents/cps
[2] Certificate Policy:
Policy Identifier=2.23.140.1.2.2
[3] Certificate Policy:
Policy Identifier=0.4.0.2042.1.7
Enhanced Key Usage - Server Authentication, Client Authentication
CRL Distribution Points |- [1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-
TrustOperationalACA.crl
Authority Information |- [1] Authority Info Access
Access Access Method=0On-line Certificate Status Protocol
Alternative Name:
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URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustOperational ACAOCSP.cer
Key Usage (critical) - Digital Signature, Key Encipherment
Qualified Statement Qualified Certificate |id-qcs-pkixQCSyntax-v2 |id-etsi-qcs-Semanticsld-Legal
Statement: (0id=1.3.6.1.5.5.7.11.2)  |(0id=0.4.0.194121.1.2)
id-etsi-qcs-QcType id-etsi-qct-web (0id=0.4.0.1862.1.6.3)
(0id=0.4.0.1862.1.6)
id-etsi-qcs-QcPDS PdsLocations
(0id=0.4.0.1862.1.5) PdsLocation=https://www.b-
trust.org/documents/pds/qsvs_pds_en
.pdf
language=en
Thumbprint (Shal) d9 0a 02 a2 87 40 87 93 a9 b2 68 38 87 3a d1 b9 Of 80 86 84
Thumbprint (Sha256) 6b 1d f3 a6 71 5f 69 b2 cc 4f 95 69 c2 03 c9 7c 4f cb d8 07 b5 ae
52 47 62 4b 1f 95 a4 76 3d d2

B-Trust nsnonsea cnegHuTe anropuTMin 3a eneKkTpoHeH noanuc/neyarT v 3alimMTa Ha AaHHUTE:

HanmeHoBaHue Anroputbm

Xeww-anropuTmu: SHA 256

AcnmeTpunyHm anroputmu: | RSA

7.2 YnpasneHue v onepupaHe Ha YCITYTATA

7.2.1 BwbTpelwHa opraHusauusa npu [loctaBumka

,DOPUKA®* ALl, peructpupaH OKYY no cmucbna Ha Pernament 910/2014 n 3akoHa 3a
€MEeKTPOHHUSA OOKYMEHT U enekTpoHHuTe ypoctoBeputenHun ycnyrm (SEAEYY) e [docTtaBunk Ha
YCNYTATA. Tasu kBanuduuupaHa ygocTtoBepuTenHa ycnyra pabotm m ce nogabpxa 4pes
WMHpaCcTpykTypata Ha nyonumyHu krtodoBe B-Trust® , KosiTO € opraHM3auMoHHO 3BEHO Ha
HoctaBunka. (Yactm ot1) [HdokymeHT ,[lpaktuka npu npegoctaBsHe Ha KBanuduumpaHu
yAoCTOBEpPEHNst U ygoctoBepuTenHu ycnyru 3a tax ot ,6OPUKA* Al (B-Trust CPS-elDAS)" oTHocHO
BbTpeLlHaTa opraHm3aums Ha Tasu nHpacTpykTypa U npegoctaBsaHUTe Ypes Hes KeanuduumpaHu
yOOCTOBEPUTESTHM YCIyrn, € Npunoxum 1 kbm YCITYTATA.

7.2.2 TepcoHan

XapakTepucTukata Ha nepcoHana Ha OKYY, oTroBapsi, 3a onepupaHe v nogapbXkka Ha
YCNYITATA n HasHayeHuTe [ONBbXHOCTUM Ca B CbOTBETCTBME C [JokyMeHTa , [lpaktuka npwm
npeaocTaBsiHe Ha KBanuduumpaHu yOOCTOBEPEHUA W YAOCTOBEPUTENHWM yCnyrm 3a Tax OT
,DOPUKA* ALl (B-Trust CPS-eIDAS)* (BWX T. 5.2 n 5.3).

7.2.3 YnpaBneHue Ha akTUBU

YnpaBneHMeTo Ha akTMBUTE Ha UWHdpacTpyktypata B-Trust® na [OKYY ,BOPUKA® AL
CbrnacHo AokymeHTa ,[llpakTvka npu npegocrtaBsHe Ha KBanuuuupaHu yOooCTOBEPEeHUst u
yooctoBeputenHm ycnyrm 3a T1ax ot ,BOPUKA® A (B-Trust CPS-elDAS)‘ e npunoxumo 3a
YCIYTATA.

7.2.4 YnpaBneHue Ha AOCTbN

Bcuukn KOMNOHEHTH, M3NCKBALLM (DU3MYECKA M NOrMYecka 3almTa OTHOCHO KPUTUYHW AaHHM
N MHopMaLmsa (CbpBbPU, KOMYHUKALIMOHHO OBOpyABaHe, Kr4voBe, XpaHWnuviia/apxmeu, 4p.) ca
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060c00€eHN B MOMELLEHNSI U 30HW C BUCOKA 3alUMTa Ha JocTbna. PUINYECKUAT U NIOrMYECKN KOHTPON
Ha gocTbna Ao cpefaTta/MHppacTpykTypata Ha B-Trust® Ha [KYY e B cboTBETCTBME C JOKYMEHTA
,[1paKTvKa nNpu npegocTaBsHe Ha kBanuuLuMpaHn yagoCTOBEPEHUSA N yOOCTOBEPUTENHN yCnyrn 3a
Tax ot ,6OPUKA* ALl (B-Trust CPS-eIDAS)" u e npunoxumm kem YCITYTATA.

7.2.5 Kpuntorpadcka curypHocT — ynpaBrieHue Ha Knio4yoBe

7.2.5.1 TleHepupaHe Ha gBOMKaTa KI4YoBe

[Borkata RSA knovoBe kbMm yaoctoBepeHneto Ha YCJTYTATA ce reHepupa B codpTyepHa
cpefa ¢ Bucoka cteneH Ha curypHocT (PKCS#12) ot nepcoHan Ha [locTaByuka, KOMTO MMa npaso Aa
n3nbrHABa Ta3um pons. [eHepupaHaTa gBonka RSA knto4doBe € ¢ gbmkmHa 2048 6uta.

OnucaHveTo M ponsiTa Ha TO3M NEepcoHan ca MocoYeHu B AOKymMeHTa [llpakTuka npw
npefocTaBsiHe Ha KBanuUUMPaHU yOOCTOBEPEHUS W yOOCTOBEPUTENHM YCryrn 3a TsX OT
,DOPUKA* AL] (B-Trust CPS-elDAS)".

CpepaTta 3a reHepupaHe Ha gBowika kntodoBe Ha YCJTYTATA e onucaHa B CbLMs LOKYMEHT.

7.2.5.2 3awuTa Ha YyacTeH Knrou
"eHepupaHuaT YacTeH koY 3a neyaT Ha YCITYTATA ce cbxpaHsiBa Bbpxy HSM (QSCD).

leHepupaHnat OV SSL yacteH kntod Ha YCJITYTATA ce cbxpaHsiBa 4pe3 Kpuntorpadcku
dann cbe cTpyktypa PKCS#12, sawmuTeH ¢ HagexaHa napona. B cneumaneH ceiid, ce cbxpaHsiBa
Konue Ha KpunTorpadckusa cann 3a Bb3CTaHOBUTENHN Lienuy (CPUB Ha CbpBbP, N3TPMBAHE Ha KITHoYa,
Ap.).
7.2.5.3 PasnpoctpaHeHue Ha NyonM4HUA KoY

My6nnyHuat knod Ha YCIIYTATA 3a nedatr e yOoCTOBEpeH 4pe3 YyOOCTOBEPEHME 3a
KkBanuduumpaH nedvat, n3gageHo ot OnepatmBHua YpoctoBepsiBaw, OpraH (B-Trust Operational
Qualified CA) B PKI-nnepapxusita Ha B-Trust.

My6nnynuat knod Ha YCJIYTATA 3a SSL e ygocTtoBepeH u4pe3 yAOCTOBEPEHME 3a
aBTEHTUYHOCT Ha yebcanT, usgageHo ot OnepatmeHusa Yaoctosepsasaly, OpraH (B-Trust Operational
Advanced CA) B PKI-nepapxuaTa Ha B-Trust.

Tean yaoocToBepeHusi ¢ NyGnmMyeH KItod ca 3apeaeHo B nnatgopmarta Ha YCITYTATA v cnyxar:

e [la nognevatBa reHepupanus ot YCJTYTATA oTyeT OT BanuampaHe Ha nognuc/neyar;
o [la aBteHTUbmumpa YCNYTATA (QSVS_Server) npen [lNoTtpebutenute/[oBepsBawmn ce
CTpaHWu, KOUTO S U3MNON3Bar.

HonbnHutenHo, [octaBumkbT nybnukyBa ypoctoBepeHusita Ha YCIIYTATA Ha wuHTepHeT
CTpaHuua Ha canTa cu. lNoTpebuten/LdoBepsBalla ce cTpaHa Moxe cBO604HO Aa ro 4oCTaBu HA CBOW
KOMMNIoTbp/cUCTEMA, ako ToBa € HeobXxoauMmo.

3a pa aBteHTndmumpa YCITYTATA, MNoTtpebuten/[oeepsiBalla ce cTpaHa cnensa ga € 3apeann
Ha CBOSA KOMMIOTbP/CUCTEMA ONepaTUBHUTE YAOCTOBEpeHUs Ha YaoctoBepsiBawm OpraHu B-Trust
Operational Qualified n CA B-Trust Operational Advanced CA (4acT OT yAOCTOBEPUTENHUTE BEPUTU
Ha B-Trust, cbwo nybnvkyBaHn Ha cTpaHuua Ha canTa Ha [loctaB4mka).

7.2.5.4 TMpoabmkaBaHe Ha CpoKa u/unu npensgaBaHe Ha YyAOCTOBEPEHMETO

MepnoabT Ha BanuaHOCT Ha ygoctoBepeHueTo Ha YCJIYTATA e 5 rogunu. Cnep M3TuyaHe Ha
TO31 Nepuog, CPOKbT Ha BanNUAHOCT Ha YyOOCTOBEPEHMETO Ce NpoAbihkaBa 3a nepuog oT 1 roguHa.
Cnepg 103K nepuog ce reHepupa HOBa ABOWKA KMNKOYOBE, YaCTHUAT KIOY OT KOATO Ce CbXpaHsiBa B
HSM, cboTBeTHO B HOB kpuntorpadckn cann PKCS#12, a nyGrMyHUAT KITHoY ce yA0CTOBEPSABA, Ypes3
n3gaBaHe Ha HoBO ypoctoBepeHuMe Ha YCIYTATA. [Bonkute Kno4oBe C WM3TEKBLIT MEPUMOA Ha
BaNMOHOCT Ce CbXpaHsBaT, KaKkTo crneapa:

® YacCTeH KoY — CbXxpaHsaBa ce 3a nepuo oT 10 roguHu;
e nyGnMyeH KN4 — cbXxpaHsea ce 3a nepuog ot 10 rognHw.

"BOPUKA" ALl, 1 Anpun 2019 . CTp. 27 o1 38



O6woaoCcTbLNEeH JOKYMEHT
NONMUTUKA U NMPAKTUKA HA KBAITUOULIMPAHA YCINYTA 3A BANUOALIUA

7.2.6 ®du3nyecka n oKosHa cpeaa

MpunoxeHnTe MepknTe W cpeacrtBata OTHOCHO pu3ndeckaTta M OKOMHa cpeda KbM
WHpacTpykTypata B-Trust® Ha [JocTaBumka cbrinacHo AokymeHTa ,[1pakTuka npu npegoctaBsHe Ha
KBanuuumpaHn yooctoBepeHus 1 yaoctoseputenHu ycnyru 3a tax ot ,6OPUKA* ALl (B-Trust CPS-
elDAS)“ (1.5.1.) ca B cuna un ce usnbnHasat 3a YCITYTATA.

7.2.7 OnepauvoHHa CUTYPHOCT

OnepaumoHHaTa curypHocT Ha nnatdopmata Ha YCITYTATA oTroBaps Ha U3nckBaHusaTa 3a
CUTYPHOCTTa Ha KOMMIOTbPHUTE CUCTEMU B MHpacTpykTypaTta Ha B-Trust cbrmacHo gokymeHTa
.l IpaKkTuKa npu npegoctaBsHe Ha KBanuuumpaHn yooCcToBEPEHMS U YOOCTOBEPUTENHU YCryrn 3a
Tax oT ,6OPUKA" ALl (B-Trust CPS-eIDAS)“ (1.T. 6.6, 6.7, 6.8).

7.2.8 MpexoBa cCUrypHocT

Bwx ,[pakTuka npu npegocTaBsaHe Ha KBanuuumMpaHn yagoCcToOBEPEHUS U YAOCTOBEPUTENHM
ycnyrm 3a 1ax oT ,6OPUKA* ALl (B-Trust CPS-eIDAS)” (1. 6.9).

7.2.9 YnpaBneHue Ha UHUUOEHTU
CobrnacHo obuwata nonutuka 3a curypHocT Ha [KYY ,BOPUKA® ALL.

CbrnacHo gokymeHTa ,lMpakTuka npy npegocTaBsHe Ha KBanuuumpaHu yaoCcTOBEPEHUS U
ypoocToBepuTenHm yenyrm 3a 1sax ot ,6OPUKA® ALl (B-Trust CPS-eIDAS)* (1. 5.4).

7.2.10 Apxus

CwrnacHo gokymeHTa ,[lpakTtuka npy npegocTaBsHe Ha KBanuuumpaHu yaoCcTOBEPEHUS U
yaocTtoBeputenHu ycnyru 3a 1ax ot ,bOPUKA® Al (B-Trust CPS-eIDAS)“ (1. 5.5).

7.2.11 HenpekbcBaemocCT

CovrnacHo npunaraHute oT [JocTaBymka 0oOLM MEpKM, rapaHTUpally HenpekbCBaemMocT Ha
dyHKUMOHMpaHeTOo Ha B-Trust wuHMpacTpykTypata, B TOBa 4MCNO, Ha KBanuduumpaHu
yaocToBepuTenHn ycnyrn, Gasupawim ce Ha pe3epBUMPaHOCT Ha KPUTUYHUTE KOMMOHEHTU Ha

WHpacTpyKTyparta.
7.2.12 lMNpeKpaTaBaHe Ha ycnyrarta

B cnyuyanm Ha npekpatsBaHe Ha YCJIYITATA ce wu3anbnHsaBaT CbOTBETHUTE npouenypu,
cbrnacHo pAokymeHTa ,llpakTuka npu npegoctaBsHe Ha KBanuuMUMpaHW YOOCTOBEPEHUS U
ygoocToBepuTenHm yenyrm 3a 1ax ot ,60PUKA® ALl (B-Trust CPS-eIDAS)* (1. 5.9).

7.3 WUHdopmaumoHHa CUrypHocT

.DOPUKA* Al He nybnukysa otaenHa [lonuTvka Ha WHGOPMAaLMOHHA CUTYPHOCT 3a
YCIYTATA. JocTtaBunkbT onepupa, nogavpxa n npegoctasa YCITYIATA kato nsnonssa obuwata
WMHpaACcTpykTypa Ha nybnuyHm knoyoBe B-Trust®, uypes koATo npepoctaBs kBanuduumpaHu
yOOCTOBEPUTENHM yCryrn (KBanuduumpaHu yaocTOBEpPeHUsa Ha nognuc/nedat v ksanuduumpaHu
BpemeBu neyaTtun) cbrnacHo PernameHT 910/2014.

MHpopmalnoHHaTa CUrypHoCcT Ha KOMMOHEHTUTe Ha B-Trust nHdpacTpykTtypaTta € yact oT
obwara MNonuTtrka Ha nHpopmMaumoHHa curypHocT Ha ,BOPUKA® All, yTBbpAeHa OT pbKOBOACTBOTO
Ha doupmaTta. Tasum nonuTnka yctaHoBsIBa OpraHn3auMOHHUTE MEPKU 1 npoueaypu no ynpasneHue
Ha CUrypHOCTTa Ha cUCTeMUTE N NMHPOPMALNOHHUTE aKTMBU, Ype3 KOUTO Ce NPefoCTaBAT yCrnyrure.
MepcoHan®sbT, MMaLL, NPSKO OTHOLLEHWUSI KbM Te3M CUCTEMU U aKTUBM € 3ano3HaT C U U3MNbIiHABa Tas3u
MonuTtuka. Bux gokymeHT ,[pakTvka npu npepocTtaBsHe Ha KBanuduumpaHu yooOCTOBEPEHUS U
ypocTtoBeputenHu ycnyrum 3a 1ax ot ,6OPUKA® Al (B-Trust CPS-eIDAS).

Moanucanu/nognedarexHn e-gokymenTn ¢ KEMN/KEMeyaT MmoraTt ga cbabpxat nHdopmauus,
KOSITO fa ce cyMTa 3a NUYHM gaHHW. B cboTBeTCTBUE C HOpMaTUBHATa ypeada OTHOCHO TakbB TUM
naHHu, ,6OPUKA® ALl kato [IKYY, pecnektuBHo kaTto [JocTaBunk Ha YCJITYTATA, e pernctpmpanHa ot
K3J1 kKaTo agMUHUCTPATOpP Ha NINYHU OaHHM.
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8 MOJIUTUKA

MonuTtukata Ha [docTtaBumka oTHocHO YCITYTATA gedumHupa Habop OT orpaHudeHns crnpsMmo
n3bpaHusa npouec Ha Banuaupade Ha KEMN/KEMeuvatn n Ha YEIN_KY/YElMeuatn_KY.

YCNYTATA cnegsa lMonutnka Ha BanuaupaHe no nogpasbupaHe, T.e. OrpaHUYeHusiTa npwu
BanugMpaHe ca UMNIMUMTHO AedUHUPaHN B HenHust codpTyep (koHdwurypaumoHeH dann, XML-
dawnose).

8.1 OOwmn npuHUUNN

(1) MNonwntnkata e obwa 3a KEM/KEMeuat n YEM _KY/YEMeuyat KY wn onpepens npaBunata
(orpaHnyeHunaTa) Ha BanvampaHe Ha gonyctumute 3a YCITYTATA dopmatu/npocounu.

(2) Te3an npaeuna BaxaT CbLO 3a cboTBeTCcTBaWMTE Ha PernameHT 910/2014 yCcbBbpLUEHCTBAHN
eNeKTPOHHKN noanucu/nevaTi.

(3) Habop®bT 0T orpaHuyeHns 3a BanuanpaHe € KomoumHaums ot obwmTe orpaHnyeHmns 3a YCITYTATA
N UMNANLUTHO ONpeaeneHnTe orpaHnyeHnst oT HelHMTe 6a30BU KOMMOHEHTU, BKIIOYMUTENHO:

e npaBunarta 3a BanuaupaHe, CbrnacHo ctaHgapTute/cneumdpukaummTe 3a popmatm/npocdunm
Ha noaabpXXaHUTe nognucu/neyaTw;

e rMpaBunarta 3a BanuauMpaHe, CbrMacHO (YHKUMOHANHUTE XapakKTepucTUKM Ha codTyepa
(copTyepHu 6mbnunotekn) Ha YCIJTYTATA, T.e. HanaraHuTe OrpaHuMyeHus OoT U3NoNn3BaHus
cogpTyep (6mbnuoTekn).

(4) KeanudumumpaHo BanugupaHe Ha YEM/YEMNewatn (AdES) ¢ nybnuyHo ygocTtoBepeHue
(HekBanudUUMpaHO) He [n[aBa MOMOXKUTENEH pe3ynTaT OT BanuaupaHeto (pe3ynTtatbT €
HEBANMMOEH vnn HEOMNPEOENEH).

8.2 ®opmatu u npodunu Ha noanuca/neyara

B cvortBetrctBME C uanbnHeHne Ha PEWEHWE 3A U3MBJIIHEHWE (EC) 2015/1506 Ha
Komucuara (Bux T. Ha gokymeHta) YCIIYTATA Banuampa cnegHute cdopmatn u npocmnu Ha
KETM/KEMNeuvat n YEI_KY/YEMNeyat_KY:

dopwmar/ BASELINE_B BASELINE_T BASELINE_LT BASELINE_LTA Benexka
Mpodpun

CAdES Banngupa ce Banngupa ce Banngupa ce Banngupa ce TS 103173
XAdES Banngupa ce Banngupa ce Banngupa ce Banngupa ce TS 103171
PAdES Banngupa Banngupa Banngupa Banngupa TS 103172
ASICS/ Banugupa ce Banugupa ce Banugupa ce Banugupa ce TS 103 174
ASICE (*)

(*) YCIIYTATA Banuanpa 1031 hopMaTt M HMBATa Ha CbOTBETCTBUE 3a HEro B OOMbJIHEHUE KbM
nanbnHeHne Ha PELUEHUWETO c ornea Ha (byHKUMOHaNHa nbhHoTa.

MpunoxeHne 1 Ha OOKYMEHTa NpeacTaBs CTPYKTYpUTE Ha popmaTu Ha e-nognucu/nedartn,
kouto YCITYTATA Banugupa.

8.3 Tunose nognucu/nevyaTtun
3a noco4yeHuTe no-rope dopmatn n Huea, YCIIYTATA Banugupa crnegHuTe TUMNoBe

kBanuduumnpaHm noanucu/neyaru, cnopeg TAXHOTO pasnonoxeHue OTHOCHO
nognucaHuTe/nognedyaTeHn AaHHW:
Tun/®opmaTt | CAJES XAdES PAdES ASICS ASICE
Ctp. 30 oT 38
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OnakoBaH NA(*) Banugupa Banugupa Banngupa Banngupa
(Enveloped) xml cbopmart | .pdf chopmart | .asics dopmart | .asice opmaT
OnakoBaly, Banugupa Banugupa NA(*) Banugupa Banugupa
(Enveloping) | .p7m cdopmart | .xml oopmaTt .asics dopmar | .asice popmart
O60co6eH Banugupa Banugupa NA(*) Banuaupa Banugupa
(Detached) .p7s opmaTt | .xml oopmat .asics popmart | .asice oopmaTt

(*) Henpunoxum (NA)

8.4 YcnoBwus 3a BanuaupaHe Ha KBanudpuumpaHu noanucu/neyaTtu

B cvoTtBeTcTBME C un. 32 Ha PernameHT 910/2014, YCITYTATA noTBbp)XaaBa BannmaHoOCTTa Ha
KETM/KEMe4vat n Ha YEI_KY/YEMNeuaT_KY npu cnegHnte ycnosusi:

e YOOCTOBEPEHMETO B noakpena Ha noanuca/nevara KbM MOMEHTa Ha
nognuceaHeTo/nognevyaTsaHeTo € OMNO KBanNnUMUUUPaHO yOoOCTOBEpEeHUEe 3a eneKTPOHEH
noanuc/neyar;

e KBanMMMMUMPAHOTO YOOCTOBEPEHME € Wu3gageHo OT [OOCTaBYMK Ha  KBanuduuupaHu
yOOCTOBEPUTENHM YCIYrn 1 e 6uno BanMgHo KbM MOMEHTA Ha NOANUCBAHETO;

e [aHHWTEe 3a BanugupaHe Ha nognuca/nedyaTta CbOTBETCTBAT HA AAaHHUTE, NPEOOCTABEHN OT
JoBepsiBallaTa ce CTpaHa;

e yHUMKanMHuAT Habop OT [JdaHHW, nNpeAacTaBnsBawiM TUTynspss  wnm
yOOCTOBEPEHUETO, € HaanexHo npedaneH Ha [loBepsiBalata ce CTpaHa;

e aKo KbM MOMEHTa Ha nognuceaHeTo/nogneyaTsaHeTo € 6un n3nona3eaH NCEBAOHMM, TO TOBa
€ SICHO yKa3aHo Ha [loBepsiBallaTta ce CTpaHa;

e  KBanNMMUUMPAHUAT eNEeKTPOHEH nognuc/neyart e cb3ganeH OT YCTPOMCTBO 3a Cb3daBaHe Ha
kBanuduumnpaH eneKkTpoHeH nognuc/neyar;

e LleNnocTTa Ha NoANMcaHUTE AaHHM He e 3acTpalleHa;

e N3NCKBAHMSATA MO Y. 26 Ha PernameHTa ca 6Mnm nanbiHeHW KbM MOMEHTA Ha NoANUCBAaHETO.

Cbs3paTtens ot

8.5 OrpaHunyeHus npu BanugupaHe

OrpaHnyeHusaTa Npy BanugupaHe Ha nognuca/nevarta agpecupart atpubyTn n xapakTepucTukn
Ha ob6ekTnTe, CbabpXawm Cce B CTpyKTypata Ha BanuauvpaHus nognuc/neyaT, KOWUTO
MoTtpebuten/dosepsaBalla ce cTpaHa npeacTtass Ha YCITYTATA.

CnegHuTte o0Wwm rpynn Ha orpaHmnyeHus ca npunoxmmm 3a YCJITYTATA:

e OTHOCHO yOCTOBEpPEHNATA, y4acTBallM B NpoLieca Ha BanuaupaHxe;
OTHOCHO KpunTorpadcknTe XxapakTepucTUKM Ha noanvca/neyara;
e OTHOCHO enemMeHTUTE Ha noanuca/nevara.

8.5.1 OOwWwwu orpaHM4YeHNA 3a BanmgupaHe

o Cratyc-uHgukaTtopsT OT BanugauuaTta, spbaHd ot YCJIYTATA onpegensa camo ganv gageH
NoANMC € TEXHUYECKN BanuaeH cbrnacHo [NonuTtukaTa 3a BanuaupaHe B TO3M AOKYMEHT. Taau
Monntnka moxe ga He e nogxoasdiia 3a nognucu/neyaTun, Cb3gadeHn Ha Apyrun TepuTopun
(OT cTpaHU-4YNeHKn).

o PesyntatbT oT YCIIYTATA cbabpxka craTtyc-uHOMKaToOpU OT BanuaMpaHETO Ha BCUYKK
nognucu B KOHTEMHepa Ha nognuca (npu obocobeH (detached) nognuc) vnm Ha BCUYKK
NnoanucuK B KOHTEMHEpa Ha NOANMCaH OKYMEHT (NpW onakoBaHM UM OnakoBally Noanncu).

e CnepoBatenHo, B Cnydah Ha MHOXecTBO 06ocobGeHw/onakoBaHu/onakoBawiy MOAMMUCH,
KpanHUAT pe3ynTaTt oT BannaupaHeTo Ha noanucan/nogneyaTeH JOKYMEHT C MHOXECTBO OT
NnoAanucuy, He e onpeaerneH;

o MakcumaneH pasmep Ha nognucaH/nognedarteH cdann ¢ gaHHm — 10 Merabanra.
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8.5.2 OrpaHu4yeHnA KkbMm chopmaTun

YCNYTATA eanugupa KEMN/KEMNeuyatn n YEIN/YElNeyatn BbB dpopmat XML (XAdES), CMS
(CAdES) nnn PDF (PAdES), npodomnn _B, T wunu LT, kouto ce nogabpxat ypes ksanupuumpaHu
yooctoBepeHus cbrinacHo PEWEHWE 2015/1506 Ha EK. B ponwbnHeHne, YCITYTATA Banugupa
yHMBepcarneH KOHTenHep Ha nognuc/nedar B zip-cpopmat (ASICS/E).

8.5.3 OrpaHu4YeHusa KbM npocun 1 HUBa HA CbBMECTUMOCT

CbrnacHo 1. 4.2 Ha TO3U JOKYMEHT.

8.5.4 OrpaHu4yeHunA 3a TUNAa Ha nognuc/nevar
CobrnacHo 1. 4.3 Ha TO3U JOKYMEHT.

8.5.5 OrpaHuyeHue 3a coptyepa (cochTyepHa 6ubnuoTteka)

YCNYIATA ©e3ycrnoBHO M3MbIHSIBA OrpaHMYeHusTa, HanoxeHn oT 6asoBaTta codTyepHa
onbnuoTeka, KOATO TS N3MNon3Ba:

e OASIS DSS.

8.5.6 OrpaHuyeHus 3a X.509 ynoctoBepeHue

YCNYTATA 6e3ycrnoBHO U3MbIIHABA OrpaHUYeHndaTa, HanoxeHn ot npodumna Ha X.509 v.3
kBanudpmumpann yooctoeeperust 3a KEIM/KEleyvaT, 3a YEI/YElNeyat cbrnacHo TEXHUYECKUTE U
ctaHgaptv ETSI EN 319 412-1/5, kakto cneaBa:

o 3a kBanuduumpanu ygoctoseperund 3a KEMN/KEMNevar:

ATpuoyT B yaoctosepeHue X.509 v.3
KEN/KEMeuaT — Physical/Legal Person
Key Usage (critical)

CToMHOCT Ha aTpubyT

Non-Repudiation

Qualified Statement:

id-qcs-pkixQCSyntax- v2

0id=1.3.6.1.5.5.7.11.2

id-etsi-qcs-semanticsld-Natural unu

0id=0.4.0.194121.1.0

(id-etsi-gcs-semanticsld-Legal)

(0i0=0.4.0.194121.1.2)

id-etsi-qcs-QcCompliance (QcSSCD)

0id=0.4.0.1862.1.4

id-etsi-qcs-QcType

0id=0.4.0.1862.1.6

id-etsi-qct-esign unu

0id=0.4.0.1862.1.6.1

(id-etsi-gct-eseal)

(0id0=0.4.0.1862.1.6.2)

3a kBanudurumpanm ygoctosepeHnus 3a YEIMN/YEleuaT:

ATpubyT B ynoctosepeHue X.509 v.3

CToMHOCT Ha aTpuoyT

YEN/YEMNeuvaT — Physical/Legal Person

Key Usage (critical)

Non-Repudiation

Qualified Statement:

id-qcs-pkixQCSyntax- v2

0id=1.3.6.1.5.5.7.11.2

id-etsi-qcs-semanticsld-Natural nnu

0id=0.4.0.194121.1.0

(id-etsi-gcs-semanticsld-Legal)

(0id=0.4.0.194121.1.2)

id-etsi-gcs-QcCompliance

0id=0.4.0.1862.1.1
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id-etsi-gcs-QcType 0id=0.4.0.1862.1.6
id-etsi-qct-esign nnum 0id=0.4.0.1862.1.6.1
(id-etsi-qct-eseal) (0id=0.4.0.1862.1.6.2)

8.5.7 KpunTtorpaccku orpaHn4yeHuns

Kpuntorpadckute orpaHndenusnTa 3a YCJTYTATA OTHOCHO KpunTorpadckute anroputMm 1 XeLu-
dyHKUMS ca kakTo crieasa (cbrrnacHo ETSI TS 119 312):

o Kpuntorpadckn anroputmm 3a nognuceaHe — RSA2048, RSA4096, ECC;
e Xew-anroputbom — SHAL, SHA256, SHAS12.

Mpn BCKYKkM cnyyaun, gbmkMHaTa Ha kv RSA Tpabea ga 6bae Ham-manko 1024 6uta, a
ObmkmnHaTa Ha kntoda ECC - Han-manko 192 6ura.

8.5.8 OrpaHu4YeHUsa KbM enneMeHTU Ha noanuc/neyara
Hama.

8.5.9 OrpaHu4yeHus 3a o6xeart Ha YO (CA)

MognucbT/NevaTsbT CbAabpXKa YOAOCTOBEPEHNETO Ha nognuca/neyaTta cbC pedepeHums(n) KM
onepaTuMBHOTO, pecnekTMBHO 6a3oBo ygocTtoBepeHne Ha YO (CA), Heobxogumu ga ce uarpagu
BEpMUKALMOHHNSA MbT 3a Mpoueca Ha BanuaupaHe. ToBa BaXu 3a yOOCTOBEPEHMETO Ha
Tutynaps/Cb3gatens n 3a ygoctoBepeHusita Ha OKYY, kouto nybnukyeBat AaHHW 3a cTatyca Ha
ypocTtoBepeHusaTa (CRL/OCSP), pedbepeHTHM KbM NpoLieca Ha BanugupaHe.

8.5.10 OrpaHu4eHus 3a cTaTyc Ha yaocToBepeHue

MognucbT/nedaTsT, kOMTO ce Banuaupa ot YCIYTATA TpsbBa goa cbabpa OokasaTerncrBo,
KOeTOo yTBbpXKaaBa BanuaHOCTTa Ha yAOCTOBEPEHNETO KbM MOMEHTA Ha NoAnucBaHe/noaneyaTsaHe.

CratycbT 3a BanuOHOCT Ha yOOCTOBEPEHMETO Ha noanuca/nevata TpsibBa ga G6bae nog
dopmata Ha OCSP-noTebpXaeHUe oT cTpaHa YO, nsgan Toea yooCTOBEPEHME.

MpouecuT Ha BanuaupaHe Ha YCJTYTATA He nsaucksa gonbAHUTENHM OaHHW 3a NpekpaTsiBaHe
Ha ygoctoBepeHue, pa3nuyHm ot gaHHute (OCSP cTtaTtyca), KOMTO NbpBOHAYaNHoO ca Gunun BKNoYeH
B nognuca/nevara.

lMpoBepka 3a npekpaTABaHe Ha yOOCTOBEpeHus, npuetu 3a 6as3a Ha foBepue (Hanpumep, Ha
OnepatuseH nnun basos YO (CA)) ce nanbnHsasa Bb3 ocHOBa Ha faHHuUTe B TL/Trust Lists.

8.5.11 OrpaHuyeHus 3a aKTyanHoCT Ha yAOCTOBepeHusi

3a noagnuc/nevat ¢ npocpun BASELINE_T nnu BASELINE_LT: AkTyanHocTTa Ha gaHHUTE 3a
npekpatsieaHe (T.e., OSCP-cTaTycbT 3a yOOCTOBEPEHME) Ce MNPOBEPSABAT CbINACHO CriegHuTe
npaswuna:

o [JlaHHuTe 3a otmsHa (OCSP-ctaTtycbT) TpsibBa goa 6baaTt msgageHu creq BpeMeTo 3a
reHepupaHe Ha BpeMeBUS neyaTt Ha nognuca/nevara.

8.5.12 OrpaHu4yeHus 3a JOBEPEHO BpeMe

[locToBepHOTO BpeMe Ha noanvucBaHe/noaneyaTeaHe (Han-6nmn3koTo Bpeme 4O MOMEHTA Ha
reHepauus Ha nognuca), B KOETO MOXe fa ce BsaApBa (gokasaHo oT Proof-of-Existence/POE B
noanuca), 4e nognucbT/nevaTsbT € CbLecTByBarl, ce onpeaens Taka:

e 3a nognuc/meyatr c¢ BpemeBu nedatr (npocpun BASELINE_T, BASELINE_ LT wnu
BASELINE LTA) — ToBa € CTOMHOCTTa B NoneTo genTime Ha Han-paHHUS BanuaeH BpeEMEBM
neyaT B noanuca/neyara;

e 3a 6Gaszoe nognuc (npocmn BASELINE B) — OoBepeHOTO/BAPHO Bpeme Ha
noagnuceaHe/nognedaTsaHe He Moxe Oa Obae onpeaeneHo, noHexe nuncea Proof-of-
Existence/POE 3a nognuca/neyvara.
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9 BU3HEC YCNoBUA U NMPABHU ACTIEKTU

CwornacHo 1. 9 Ha AokymeHTa [pakTuka npu npefocTtaBsaHe Ha KBanuduumpaHm ygocToBepeHus
n ygoctoBeputenHu ycnyru 3a tax ot ,bOPUKA* ALl (B-Trust CPS-eIDAS)*.

10 CbOTBETCTBUE C PETMAMEHT 910/2014 (un.32 u 33)

MpuBeageHaTta no-gony Tabnuua npencrtaBs CbOTBETCTBMETO Ha kBanuduumpaHata YCITYTA
(B-Trust QSVS) 3a kBanudpuunpaHo BanuampaHe Ha KBanuduumpaHn enekTpoHHN nognucu/neyatu
(KETMN/KElMNe4yaT) n Ha yCbBbPLIEHCTBAHU ErIeKTPOHHU NOAMNUCU CLNPOBOAEHU C KBanuduumpaHu
ypoctoBepenus (YEMN_KY/YEMeuvat_KY):

N3nckBaHua no un. 32

N3nbnHeHune
YCNYTATA

oT

Benexku

a) yOocToBepeHueTo B
nogkpena Ha nognuca

Banuanpa npodunm Ha KY
cbrnacHo B-Trust MNonutuku

ETSI EN 319 412-1/5

KbM MOMEHTa Ha | 3a KEM/KElNeyvaTt Ha OKYY
nognuceaHeto e 6uno | ,BOPUKA®" ALl
KBanuduunpaHo

yOOCTOBEpPEHME 3a

€NeKTPOHEH nognuc,

OTroBapsLlo Ha

Mpunoxexwue |

06) «keanuduumpaHoto | KY ce Bepudumumpa | PeweHne 1505/2015 3a TL
yOoCTOBepeHune € | cnegBankm

M3gageHo OT AOCTaBYMK | BepudmKauMoHHa  Bepura,
Ha KBanudmumpaHn | KOATO 3ano4yBa OT AOBEPEH

YyOOCTOBEPUTENHN
ycnyrm  m e 6uno
BanngHO KbM MOMEHTa
Ha NoanuMcBaHETo

n3ToyHMK (CA), BKMOYeH B
HaumoHaneH TL

B) JaHHuTe 3a | MpouecbT Ha BanugupaHe | Bk OTyeT Ha BanuauvpaHe B
BanuaupaHe Ha | npegdocTass Ha | PbkoBoacTBo 3a pabota ¢ DSS
nognuca cvoTteeTcTBaT | [NoTpebutens/[oeepsBala
Ha OaHHUTe, | ce CTpaHa OTYeT, BKITHYBaLLY
npeaocTaBeHn OT | yAOCTOBEPEHNETO Ha
[oBepsiBalaTa ce | Tutynapsa/Cv3gaten,
CcTpaHa cbabpXawm AdaHHuTe 3a
BanugupaHe (ny6nunyeH
Kntou, ap.)
r) YHUKanHuUAT Habop oT | Bux B) Bmwk OTtyer oT BanuaupaHe B
JaHHu, ,PbKOBOACTBO 3a paboTta ¢ DSS*
npeacTaBnsaBaLm
TUTYNSps Ha
€MEeKTPOHHUSA nognuc B
yOOCTOBEPEHNETO, e
HagnexHo npefageH Ha
JosepsiBaliaTa ce
CcTpaHa
[) aKko KbM MOMeHTa Ha | Bux B)

nognuceaHeTo e 6un
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O6woaoCcTbLNEeH JOKYMEHT

NOJIMTUKA U NMPAKTUKA HA KBATTUOULIMPAHA YCITYTA 3A BANWOALIUA

M3MnonsBaH MceBOoHUM,
TO TOBa € SICHO yKa3aHo
Ha [JoBepsiBallaTa ce
cTpaHa

e) €NeKTPOHHUAT
noanuc e cb3gageH ot
YCTPOWCTBO 3a
cb3aaBaHe Ha
KBanuduumnpaH
enNeKTPOHeH noanuc

Pernament/Mpunoxexue Il (QSSCD)

B-Trust Monutukn 3a KEM/KEMNeyaT
Ha OKYY ,BOPUKA®* Al

ETSI EN 319 412-5

X) LernocTTa Ha
noAanucaHuTe OaHHU He
e 3acTpalleHa

3aabmKuTenHo
orpaHu4deHue 3a
KEM/KEMNeuat e
M3NCKBaAHETO 3a U3Nor3BaHe
Ha QSSCD; 3a
YEM/YENeuat TOBa
M3ncKBaHe oTnaga.
YAocToBEPEHNETO Ha
noanuca/nevyata cbabpxa
ToBa W3MUCKBAHE — BUX
,OrpaHuyeHna 3a X.509
yoocToBepeHue®.
MpouecbT Ha BanuaupaHe
CpaBHsiBa xewla oT
nognuca/nevaTta c xewa Ha
AaHHUTEe OT [OKYMEHTa,

KOMTO e nognucaH

CeonctBo Ha uudpoBUa nognuc u
nanonssaHuTe KpunTorpagcku
anroputMn 3a noanuc/nedat un 3a
XeLw-dyHKUUK

Bwx ,Kpuntorpadcku orpaHn4eHms”
ETSI TS 119-312

3) wu3uckBaHuATa no | MNMpoueckT no BanuaupaHe | 3a 6asoe npodpun BASELINE B
yneH 26 ca Owunu | Ha nognuca/neyata | ToBa e HeygoctoBepeHo BpeME;
M3MbNHEHN KbM | Bepudmumpa cratyca Mu 3a npodunv BASELINE T, LT W
MOMEHTa Ha | atpubytute Ha _LTA — wn3nonsea YyLoOCTOBEPEHO
NnoAnnucBaHEeTo yOOCTOBEPEHUETO KbM BpeMe  (KBanMMLMpaH BPEMEBi

MOMEHTAa Ha reHepupaHe Ha neuar)

noanuca )
U3nckBaHma no un. 33 | UsnbnHeHue ot | Benexkn

YCINYTrATA

YcnyraTa no | ,bOPUKA* Al e OKYY B | http://lwww.crc.bg/files/ bg/Register
KBanuduumpaHo cboTBeTCcTBMNE C PernameHT | site_bg 30092017 Last LAST.pdf
BanvgupaHe Ha | 910/2014 wn 3akoH 3a

KBanupuumnpaHm eNeKTPOHHUA  nognuc  u

€MEeKTPOHHNU  MNOAMUCK | ENEKTPOHHUTE

MOXe [a ce NpefocTaBs | yaoCTOBEPUTENHU YCRyrn B

€NHCTBEHO OT | cTpaHaTa

O0CTaBYUK Ha

KBanuuumpaHm

YyAOCTOBEPUTENHN

ycnyru

M3BbpLIBA ce | YCIIYTATA nanbnHaea | Bwk ,CboTBeTcTBue ¢ PernameHT
BanuanpaHe B | uanckBaHmata no 4n.32, | 910/2014, un. 32¢

CbOTBETCTBME C uneH | naparpad 1

32, naparpad 1
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O6woaoCcTbLNEeH JOKYMEHT

NOJIMTUKA U NMPAKTUKA HA KBATTUOULIMPAHA YCITYTA 3A BANWOALIUA

AaBa BbBb3MOXHOCT Ha
JosepsBawmTe ce
CTpaHn pa nonyyart
pesyntata OT npoueca
Ha BanuaupaHe no
aBToMaTM3MpaH HauuH,
KOUTO € HagexaeH wu
edumkaceH n Hocu
YCbBbpPLUEHCTBAH
€MNeKTPOHEH Noanuc unu
YCbBbPLUEHCTBAH
eeKTpoHeH neyaTt Ha
JocTaB4uKa Ha ycnyraTa
no KBanuduumpaHo
BanuaunpaHe

YCNYTATA npepocTtaBsa Ha
Motpebutens/[oBepsBa-

wa ce ctpaHa OT4yeT oOT
BanuaMpaHe KakTo creaBsa:

3a yeb-knueHT B

Opaysbpa ¢ GUI
(rpadomyeH
NUHTEPdENC) YeTUM
OokyMeHT B .pdf
dopmar;

3a
npunoxeHme/cnctem
a CbC SOAP-
UHTepdenc
(Request/Response
KOMaHaM)
aBTOMaTU4YeH

(nporpameH) pexum
Ha nony4yaBaHe Ha
pesyntarta oT
BanuaupaHe  npes
TO3U UHTepdenc.

Bux ,MHTepdencn n npotokonn Ha
BanugupaHe*
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O6woanoCTLNEH AOKYMEHT
MNONMUTUKA N NMPAKTUKA HA KBANTMOULIMPAHA YCITYTA 3A BANMTUOALUUA

MpunoxeHne 1. Mpocdunun Ha e-noanuc/neyatr BanuaupaHu oOT
YCINYTATA

1. O6wa cTpykTypa Ha E-nognuc/neyat

Moanucanu

HenoanucaHu

Moanuc/neyat aTOUBYTH

E-JlokymeHT aTpUBYTH

2. basos e-nognuc/neyat (BASELINE_B)

MognncaHu

E-[loKymeHT aTpudyTH Noanuc/neyat Henoanucanu

aTpubytn

3. lMpocomn BASELINE_T (c yaoctoBepeHO BpeMe Ha nognuca/nevara)

NMoanucaHu HenognucaHu

E-[lOKyMmeHT aTpnbyTn Moanuc/neyat atpunbyTun

4. TMpocun BASELINE_LT (c yaocTtoBepeHO BpeMe + cTaTyC Ha yAOCTOBEPEHME)
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NMoanucaHu HenognuncaHu

E-[lOKyMmeHT aTpnbyTn Moanuc/neyat atpunbyTun

5. TNpocun BASELINE_LTA (Bpeme + cTaTyc + AONbAHUTENHM CTaTyC + BpeMe)

MoanucaHu
Henognwucanu atpmnbyTtu

E-JOKyMeHT aTpubyTm Moanuc/nevar

BIN — BpemeBu neyat
CY — ctartyc Ha ygocToBepeHne
OB — gonbnHUTENHW AaHHK 3a Banuaauus
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