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1 OBXBAT U YNOTPEBA

To3n QOKYMEHT:

e paspaboteH ot ,6OPUKA* ALl, topnanyeckoTo nuue, permctpnpaHo B TbproBCKuUsi permcTbp
kbM AreHumaTa no BnuceBaHusita ¢ EMK 201230426;

Bnu3a B cuna Ha 01.04.2019 r.;

CbAbpXa nonuTvkaTa U M3MCKBaAHUATA 3a CUIYPHOCT Ha onepupaHaTa oT [ocTaByuk Ha
ksanuduumpanm ypoctoseputenHu ycnyrmn (OKYY) ,BOPUKA® ALl (OocTtaBuuk) ycnyra 3a
KBanuuumpaHo ObArOCPOYHO CbXpaHABaHe Ha KBanuduuMpaHu eneKkTPOHHU MOoAMUCU U
nevaTtu 3a obNro Bpeme (o03HavyaBaHa B gokymeHTa ¢ YCITYTA) B cboTBeTCTBME C PernameHT
910/2014 Ha ElNl n CbBeTa;

nmMa xapaktep Ha o6LWu ycnoBusa nNo cMucbra Ha yn. 16 ot 3akoHa 3a 3agbikeHusaTa U
porosopute (33[);

BKMNIOYBA ONUcaHWe Ha nonuTukata M npaktukata npu npegoctaBaHe Ha YCJIIYTATA ot
HocTaBunka n e nybnuyeH AOKYMEHT C Lien YCTaHOBSABaHEe Ha CbOTBETCTBME Ha AENHOCTTa Ha
HocTaBunka ¢ HopmaTuBHaTa ypenba;

onpenensl npakTukara npu onepupaHe u ynpaeneHne Ha YCJIYTATA, 3a ga no3Bonuv Ha
notpebutenu 1 goeBepsBalLn ce CTpaHu, KOUTO MmaT ckroyveH [JoroBop 3a M3nomnsBaHe Ha
KBanuduumpaHnte yaoctoseputenHu ycnyru Ha B-Trust u/unu nognncarHo CnopasymeHue 3a
HMBO Ha obcnyxBaHe KbM TakbB JOrOBOP, Aa Noslyyat OnMcaHume 1 OueHKa Ha CUrypHocTTa
Ha Tasu KkBanuduvumpaHa ycnyra

CNyXu 3a OueHKa Ha oueHka Ha genHoctta Ha [OKYY ,BOPUKA® Al ga npepoctass
KBanuuumpaHo cbxpaHeHue Ha KBanuduumpaHu e-nognucu/nedat B CbLOTBETCTBUE C
PernameHTt 910/2014;

onpeaensi OCHOBHUTe hopmMaTtun Ha nognucu/nedaTu, KbM koUTo e npunoxuma YCITYTATA;
onpenenst MEXaHn3mMuTe N cxemaTta Ha CbXpaHeHue Ha KBanuduuupaHu NoagnMcu 1 nevatm
YCNYTATA;

onpeaens penaummTte/Bpb3kuTe C ,BbHLWHK® OBEpPeHU/KBanuduumpaHm ycnyrn (Hanpumep
CRL, OCSP, TSA), npepoctaBsawm nHgopmaumsa Ha YCITYTATA;

agpecupa caMmo TEXHUYECKUTE acrnekTu Ha AbArOCPOYHO ChXpaHsaBaHe Ha BanvMaHoOCTTa Ha e-
nognucu/neyaTn, HO He U TAXHaTa NPUNOXUMOCT (T.e., MpaBHaTa NPUNOXNUMOCT) 3a PasnnyHU
OusHec-uenu;

Moxe ga 6bae npomeHsiH oT [AKYY n Bcska HoBa pegakums Ha Tasu Nonntuka v MNMpaktuka ce
nyGnvkyBa Ha MHTEpPHET-CTpaHuLaTa Ha [locTaBymka KaTo OTMEHS npeguwiHata Bepcus Ha
TO31 JOKYMEHT.

N3BbH 06XxBaTa Ha AOKyMeHTa ca:

MpaBHaTa NpUNOXMMOCT (NpaBuna 3a MNPUIOXKMMOCT) Ha AbITOCPOYHO CbXPaHSABaAHUTE
kBanuduumpaHn e-noanmucun/nedaT 3a pasnmyHn bUsHec-Lenu;

TexHunyeckuTe acnekTu Ha dopmaTh, CUHTAKCUCHLT, KOoOMpOBKaTta Ha e-nognuca/nevaTa,
KOHKpeTHUTe popmatu, Npodmnm n KOANPOBKA Ha OKYMEHTUTe 3a noanuc/neyar;
MpouecuTe Ha nopnucBaHe/nognevaTBaHe, T.e. FEHEpPUpaHETO Ha KBanuduuupaHuTe e-
nognucu/nedaTn, Kouto ca obekT Ha Ta3m YCJTYTA.

2 CBOTBETCTBUE U PE®EPEHLUUA

Hactoawmar OOKYMEHT € U3roTBeH B CbOTBETCTBUE C:

PernameHT 910/2014 Ha EBponenckus napnameHT n CbBeT OTHOCHO YAOCTOBEPUTENHUTE
ycrnyrm u ce nosoBaBa Ha WHGOpMaLMs, OTHOCHO NOArOTBAHUTE B CbLOTBETCTBUE C TO3U
PernameHT mexxgyHapoOHu Npenopbku, cneumdmrkaumm u ctaHgapTu;

3aKOH 3a eNeKTPOHHUS OOKYMEHT 1 eNeKTPOHHUTE yaocTtoBepuTtenHu yenyrn (SEAQEYY);
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Hapenba 3a OTroBOopHOCTTa M 3a MNpekpaTABaHETO Ha AeWHOCTTa Ha AOoCTaByuuMTe Ha
ypocTtoBeputennu ycnyru (HOMAAYY);

Cnensa ga ce nsnonssa CbBMECTHO C OCHOBHUTE AOoKyMeHTU B-Trust CPS-elDAS ([MpakTuka
Ha [loctaBumka) n B-Trust CP-elDAS (Monutuka Ha [JocTtaBunka) npu ognt Ha YCITYTATA ¢
Len ycTaHoBsIBaHe Ha CbOTBETCTBME Ha AieNHOCTTa Ha [locTaBynka ¢ HopmaTmBHaTa ypeaba;

CbabpKaHMETO U CTpyKTypaTa Ha [OokymMeHTa ce 0asvpa Ha cregHuTe YTBbpAeHU
MeXxayHapoaHu crneundukaumn:

ETSI TS 101 533-1: "Electronic Signatures and Infrastructures (ESI) Data Preservation
Systems Security; Part 1: Requirements for Implementation and Management";

ETSI TR 101 533-2: "Electronic Signatures and Infrastructures (ESI) Data Preservation
Systems Security; Part 2: Guidelines for Assessors";

ETSI SR 019 510 V1.1.1 (2017-05) Electronic Signatures and Infrastructures (ESI) Scoping
study and framework for standardization of long-term data preservation services, including
preservation of/with digital signatures.

CnegHuTe OOKYMEHTU (TEXHUYECKU crneundukaumm) HaMaT Npsiko OTHOLLUEHUE KbM HacTOSLLUS
AOKYMEHT, HO MoraT Aa 6baaTt B MOMOLL Te3n, KOUTO Fo U3Mon3BaT:

ETSI EN 319 102-1: Electronic Signatures and Infrastructures (ESI); Procedures for Creation
and Validation of AJES Digital Signatures, Partl: Creation and Validation;

ETSI TS 119 102-2: Electronic Signatures and Infrastructures (ESI); Procedures for Creation
and Validation of AdES Digital Signatures, Part 2: Signature Validation Report;

ETSI TS 119 101: Electronic Signatures and Infrastructures (ESI); Policy and Security
requirements for applications for signature creation and signature validation;

ETSI TS 119 442: "Electronic Signatures and Infrastructures (ESI); Protocol for TSPs
providing signature validation services";

ETSI EN 319 122-1: "Electronic Signatures and Infrastructures (ESI); CAdES digital
signatures; Part 1: Building blocks and CAdES baseline signatures";

ETSI EN 319 122-2: "Electronic Signatures and Infrastructures (ESI); CAdES digital
signatures; Part 2: Extended CAdES signatures”;

ETSI EN 319 132-1: "Electronic Signatures and Infrastructures (ESI); XAdES digital signatures;
Part 1: Building blocks and XAdES baseline signatures;

ETSI EN 319 132-2: "Electronic Signatures and Infrastructures (ESI); XAdES digital signatures;
Part 2: Extended XAdES signatures;

ETSI EN 319 142-1: "Electronic Signatures and Infrastructures (ESI); PAJES digital signatures;
Part 1: Building blocks and PAdES baseline signatures;

ETSI EN 319 142-2: "Electronic Signatures and Infrastructures (ESI); PAJES digital signatures;
Part 2: Additional PAdES signatures profiles;

ETSI EN 319 421: Policy and Security Requirements for Trust Service Providers issuing
Electronic Time-Stamps;

ETSI EN 319 422: "Electronic Signatures and Infrastructures (ESI); Time-stamping protocol
and time-stamp token profiles;

ETSI EN 319 162-1 Electronic Signatures and Infrastructures (ESI); Associated Signature
Containers (ASIC); Part 1: Building blocks and ASIiC baseline containers;

ETSI EN 319 162-2 Electronic Signatures and Infrastructures (ESI);

Associated Signhature Containers (ASIC); Part 2: Additional ASiC containers;

RFC 6970 X.509 Internet Public Key Infrastructure: Online Certificate Status Protocol — OCSP.

Bcsakaksa MHdOpMaLumsi, CBbp3aHa C TO3WU OOKYMEHT, MOXe Oa ce nonyyu oT [ocTaBumka Ha
agpec:

oyn. ,Llap Bopuc 111" Ne 41
Codmsa 1612
,DOPUKA® AL}
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TenedoH: 0700 199 10

nmenn agpec: info@b-trust.org

OdmumanHa cTpaHuua Ha gocTtaBumka: www.b-trust.bg

3 OMNPEAENEHUA N CBbKPALLEHUA

3.1 OnpepeneHus

YCINYTA (Preservation Service) — kBanuuuupaHa ycnyra 3a ObMArOCPOYHO CbXpaHABaHe Ha
kBanudnumpaHn nognncu/nevatn B cbotBeTcTBUE ¢ PernamenT 910/2014 EC

CobxpaHaBaHe (Preservation) — dyHKUMS, KOATO Noagbp)a [OaHHOB OOEKT, B NpaBuiiHa W
He3aBMCMMO pa3bupaema popma, eBEHTYarHO B AbATOCPOYEH MaH

ObnrocpoyeH nnaH (Long time) — goctaTb4yHO ALNFO BpeMe 3a CbXpaHsiBAHE, OTHECEHO KbM
BPEMETO Ha €BEeHTyallHW TeXHWYECKU NPOMEHM (B KPUMTO anroputMu, pa3Mep Ha KIoyoBe, Xell
pYHKUMKN) UNK Ha TEXHONOIMSATA 3a CbXpaHsiBaHe

Llen Ha cbxpaHeHue (Preservation goal) — eaHa oT cnegHuTe Uenu, Noaabp)KaHu npes BpemMe Ha
CpoKa 3a CbXpaHeHwe: AoKa3aTesficTBO 3a WHTerpuTeT, AoKa3aTencTBO 3a CblUeCTByBaHe, 3a
HaNW4yHOCT, 32 Ha BanUAHOCT Ha nognuc/neyat unu yTBbpAeHO Bpeme, 3a KOHMAeHUManHocT, 3a
aBTeHTMYHOCT Ha NoTpebuten/3aasuten, 3a naeHtudpnkauusa Ha DPS

E- pokymeHT (E-document) — enekTpoHeH OOKYMEHT, KOUTO CbAbpXa MOHE €AVH eNeKTPOHEH
noAanuc unu neyat, cboTBeTCcTBaL Ha elDAS; B 3aBUCUMOCT OT TUNa, eNeKTPOHHUAT AOKYMEHT MOXe
Aa cbabpXa AOMbMAHUTENHN €NEKTPOHHU AOKYMEHTUM U CbOTBETHM MeTafaHHMW, Noanucu, KOHTpa-
noanucu 1 BpeMesun nevatu

KoHTenHep (Container) 3a cbxpaHsiBaHe — [daHHOBA CTPYKTypa, KOMTO CbAbpXa e-noanuc
(n)/nevat (M) n cBbp3aHN MeTagaHHW;, MeTadaHHUTE MoraT ga CbAbpXaT acouuMMpaHu MOAMUCH,
neyaTtu, BpeMeBU nevaTtu, AokasaTencTBeHn 3anucu, AaHHn 3a BanvaupaHe (CRL, OCSP otrosopw)
N OTYETW Ha BanuaupaHe, KakTo 1 Apyrn meTagaHHu, cneundunyHn 3a AbArocpoYHO CbXpaHsaBaHe

ApxuB — 0a3a gaHHM 3a CbXpaHeHMe Ha OaHHOBUTE OOEKTU B KOHTEMHEPU 3@ CbXPaHEHWe C
onpegeneHa(n) uen(n) n cBbp3aHUTE C HES KOMMOHEHTU (KOMMIOTBPHU CUCTEMU, KOMYHUKALMOHHN
BPb3KW, eflekTpo3axpaHBaHe, ouanyecka 1 NpoTUBOMNOXapPHA 3aluMTa U CUCTEMU 3@ CUTYPHOCT U
TsIXHaTa pesepBaums)

AboHart (Client) — Jluue unu opraHmnsauus, nognucanu gorosop ¢ [loctaBumka, 3a Aa ce M3nonaea
YCIYTATA

Mopaten (Submitter) — Jlnue, koeto wmanpawa e-gokymeHtTn Ha YCIIYTATA; moxe pa 6bae
pa3nuyHo oT ABoHaTa, HO C NpefoCcTaBeHM My npaea (Ha gocTbn) ga nonssa YCITYTATA

DokasatencrteeH 3anuc (Evidence record) — faHHOB enemMeHT, KOMTO CMyXXM 3a 4OKa3aTeNCTBO 3a
CblLecTByBaHe Ha AaHHOB OOEKT unu rpyna AaHHOBU eNeMEHTU B AaA€H MOMEHT

[okasaTtencrTBo 3a cbxpAaHABaHe (Preservation evidence) — gaHHKW, KoUTo cnyXart ga nokaxar,
ye uen (u) 3a cbxpaHaBaHe Ha nognuc (n)/nedvar (u) (MHTErpuUTET, ChLLECTBYBAHE UKW BanngHoOCT) ca
crnaseHm

MexaHn3abM Ha cbxpaHsiBaHe (Preservation mechanism) — wmexaHuM3bm, wu3nonsBaH 3a
CbXpaHsABaHe Ha e-O0KYMEHT (M)

Cxema Ha cbxpaHsiBaHe (Preservation scheme) — mexaHusbM (M) 3a CbXpaHsiBaHe, KOUTO ce
M3non3ear 3a NOCTUraHe Ha KOHKpeTHa uern (M) Ha CbxpaHaBaHe Ha noanvcu/nedvaTu

Monntuka Ha cbxpaHaBaHe (Long-time Preservation Policy/LTPP) — HaGop oT npaBuna,
npunoxmmn kbM YCITYTATA, onpegenswm mexaHusmm (Cxema Ha CbXpaHsaBaHe) M BbTpeluHuTe
npouecu, Ypes KOUTo ce NocTuraT LennTe Ha CbxpaHaBaHe Ha nognucu/neyaTu
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Bpeme Ha cbxpaHsBaHe (Preservation time frame) — Bpeme, onpegeneHo B foroeBopa 3a
nonasaHe Ha YCJTYTATA

DdokasatencrTBo 3a cblecTByBaHe (Proof of existence) — cblLlecTByBaHe Ha OadeH €-00KYMEHT
(noanuc/nevar) B (npegm) onpegeneH MOMEHT (Hanpumep, kBanuduumpaH BpeMeBu nedvar)

[dokasatenctBo 3a wuHTerputet (Proof of integrity) — nogabpxaHe Ha HeHapywmmocT
UANOCTHOCT(Hanpumep, xew, noanuc/neyvar)

DokasatencrtBo 3a BanupgHocT (Proof of validation) — nogabpxaHe Ha BanMOHOCT Ha
noanuc/nevyar.

3.2 CwobKpaweHus
QES/QESeal (KEMN/KEMeyvaT) — KsanudwuunpaH EnektpoHeH Moanuc/MNevat

QC (KY) — KBannduuupaHo yaoctoBepeHune

AdES/AdESeal (YEN/YEMNeuvaT) — YcbBbpLUEHCTBaH EnekTpoHeH MNognuc

AdES_QC (YEM_KY) - YcbwBbpLueHcTBaH EnektpoHeH MNoanuc ¢ KeanuduumpaHo yooctoBepeHue
AdESeal (YEMeuaT) — YcbBbplieHcTBaH EnektpoHeH lMevat ¢ KBannduunpaHo ygoctoBepeHne
OCSP (status) — OHnanH cTaTyc Ha yaoCcTOBepeHue

PKI — HdpacTpykTypa Ha nyGrnvyHU Knoyose

LTPP - lNonuTtuka Ha cbxpaHsiBaHe (3a AbMAro Bpeme)

YCNYTA — B-Trust Qualified LTPS

CA/YO - YpocTtoeepsiealy OpraH

TSA/YOB - YgoctoeepsiBaw, OpraH Ha Bpeme

4 BBbBEOEHUE

Cunata ¥ NpUrogHOCTTa Ha KpUNTOrpad)CKUTE MEXaHU3Mu e (PYHKUMS Ha BpeMeTo U e
HeobxooMMO Oa ce nmpunaraTt NOAXOAsLM MEXaHU3MM 3a CbXpaHeHue, KOUTO ca B CbCTOsiHWME Aa
nogabpXaT BanuAHOCTTa Ha noanncaHust obekT 3a AbNrM Nepuoamn oT BpeMe Ypes npunaraHeTo Ha
Pa3nnyHM TEXHOMOMNM U CXEMM 3@ CbXPaHEHNE 1 KpUNTorpad)Ckn anropmuTMu.

Tasn HeobxogmmocT ce npusHasa u Bu3upa B PernameHT (EC) Ne 910/2014 Ha EBponevickus
napnameHT un Ha CbBeTa, KakTo MoXe Aa ce Buau B T. (61) Ha npeambrona:

(61) Hacmoswusm peanameHm crniedea 0Oa ocuzaypu ObI20CPOYHOMO CbxpaHsieaHe Ha
UHQopmauus, 3a 0a ce ocueypu rpasHama easludHOCM Ha eJlIeKmpoHHUMe nodnucu u
eflekKmpoHHUMe redamu 3a npoodbiixumersieH nepuod om speme u 0a ce eapaHmupa, 4ye me mMo2am
0Oa 6b0am sanudupaHu Hezasucumo om 6bdewu NPOMeHU 8 mexHosio2uume.

OcBeH T10Ba un. 34, an.1 ot PernameHTa rnacu, ye:

Ycnyeama no keanuguyupaHo CbxpaHsigaHe Ha KeanuuuyupaHu esIeKmpOoHHU nodnucu Moxe
Oa ce npedocmass eOUHCMBEHO om O0CMasyuUK Ha KeasnuguyupaHu ydocmosepumesiHu ycriyau,
Kolmo u3rnon3sa rnpouyedypu U mexHosoauu, no3eosieawu HadexoHocmma Ha KeanuguyupaHusi
esfleKmpoHeH rnodnuc 0a ce pa3wupu U38bH CPOKa Ha MexHos102u4Ha 8anudHocm.

Hactoawmar gokymeHT npeactassa [lonutukata u [lNpaktukata 3a YCNYTATA wa [OKYY
,DOPUKA®* A[l, kKakTo N cxemarta (MexaHM3MWUTE) 3a CbXpaHsiBaHe, KOUTO Ce W3Mor3BaT 3a
CbXxpaHsiBaHe Ha BanugHoctta Ha KEIM wn KEMewyatm u Ha gaHHoBM 06eKTW, wn3nonssalim
nognucu/nevyaTu.
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5 KOHUENUuA

5.1 OOwwm nsmckBaHus
Tasau Monutuka n Mpaktuka Ha Joctaeunka 3a YCITYTATA agpecupa:

e ObJITOCPOYHOTO CbXpaHABaHE Ha €-O0KYMEHTHU,
e CTATyCbT Ha BalMOHOCT Ha ABbJITTOCPOYHO CbXpaHABaAHA nognucu/nedartu.

CobxpaHaBaHeTOo (Ha nHTerpuTeTa) Ha umMdpoBu 06eKTH, KOUTO HE ca NognucaHu/nogneyaTeHu, e
M3BbH obxBaTa Ha HacToAWMA AOKYMeHT. M3BbH TO3M obxBaT € W npaBHaTa BanUOHOCT Ha
OBbNFOCPOYHO CbXpaHsBaHUTE nognucu/nevatu.

5.2 Lenu Ha 4bNrOCPOYHO CbXpaHsABaHe

MpeactaBeHWTe B HACTOSALWMSA OOKYMEHT CXeMW 3a AbIITOCPOYHO CbXpaHsiBaHe agpecupar
cnegHuTe uenu:

e VHTErpuTeT Ha e-4OKYMEHT;
e CblUecTByBaHe (Mpean/B gageH MOMEHT) Ha €-00KYMEHT;
e BanuaeH ctaTyc Ha noanucu/nevaT B AbMAroCPOYEH NnaH.

NHTerputeTsbT Ha AaHHUTE Ce NpoBeps MO BpeMe Ha CpoKa 3a CbXpaHeHue Ypes Aokas3aTencrso
3a uHTerpuTeT (xewa, nognuc/neyar).

ChbluecTByBaHeTO Ha LMMPOBUAT OOEKT B onpedeneH MOMEHT ce noaabpxka ce 4pes
KOMOWMHUpaHe Ha OoKa3aTencTBO 3a UHTErpuTeT (HeHapyLLIMMOCT) U KBanuduumpaH BpeMeBu neyar.

CbrnacHo HacTosIlUMS OOKYMEHT, OBaTa OCHOBHW Tuna Ha uudpoBu 06EKTU, 3a KOMTO ce
nsnonssa YCIYTATA ca:

e fognucaHu/nognedarteHn e-4oKyMEeHTU (OMmakoBall M OoMnakoBaH nognuc/meyaTt), 3a KOWTO
TpsibBa fga ce cbXxpaHsBa ObNroTpanHo BanuaeH craTyc;
e 060cobeHun nognuc/neyat v npunexaty umgpos 06ekT (qokyMeHT/cann).

3a ga ce cbxpaHu BanMAOHOCTTA Ha efeKTPOoHHMSA nognuc/nedaT TpsAbBa ga 6baart 3anaseHu
BCUYKM [aHHM 3a TAXHATa Banugauusi, BanuMgHOCTTa Ha KOWUTO u3Tuda (He Moxe ga Obae
rapaHtTupaHa) B 6bgelle (yooctoBepeHusi, MHopmaums 3a oTMmsiHa/npekpataBaHe - CRL, OCSP
OTroBOpPU, JOBEPUTENHN CINCHLN U T.H.).

JonbnHUTENHN Lenu 3a 4bArOCPOYHOTO CbXpaHsaBaHe ca nageHtTuduumpaHe Ha [locTaBymka Ha
YCNYTATA, HEOTMEHUMOCT Ha nogasaHe Ha undposuTe 06ektn kbm YCITYTATA 1 noBeputenHocT
Ha gaHHUTe B oOMeHa. Te3n Uenu Ha CbxpaHsiBaHe ca M3BbH obxBaTa (3acera) Ha HacTosilaTta
Monutuka.

YCITYTATA cb3gaBa gokasaTencrtBa 3a CbXpaHsABaHe, C KOMTO MOTBbpXKAaBa, Y€ M3MbIHABA
CbOTBETHUTE LIENN Ha CbXPaHEHME 3a NOCOYEHUTE LUMAPOBU OOEKTN.

5.3 E-AOKYMEHT U KOHTe/Hep Ha CbXpaHsAABaHe

E-OOKyMEHTBLT e gaHHu, kKonto ce obpaboTteaTt oT YCITYTATA ¢ uen AbnrocpoyHo ChXxpaHsBaHe
Ha noanucute/nevyatute. Moxe pga ©boe OCHOBEH AaHHOB o06ekT(M) (onakoBaH/onakosall
nognuc/nedar), Kouto TpsibBa ga Obaoe CbxpaHeH WM  MeTagaHHW, KOMTO nNpeaocTaBs
3aasuten/MNogaten nnn camarta YCJIIYTA cvbupa n gobaesa. MHOXeCTBO e-4OKYMEHTU MmoraT ga
6baaT KOMOMHMPaHN B KOHTENHEDP 3@ CbXpaHeHne Ha 06eKTu.

KOHTGVIHepr 3a CbXpaHABaHE MOXe [a BKIo4Ba:

noBeyYe OT eaNH e-A0KYMEHT;
e JIOKanHO acouuMupaHu MHOXECTBO €-AOKYMEHTU — Hanpumep, B pPaMKUTE Ha €[Ho
nsnpawjaHe/nogaBsaHe UM CbxpaHsiBaHu B egHa avpektopus oT MNogartens.
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Ho6asaHn ot YCIYTATA umdposu obektn moraT ga 6baaT, Hanpumep, yaoctosepeHnsa Ha YO
(CA), CRL/OCSP- otrosopu, nognucu/nedatn, BpeMeBM nevaTu, AoKasaTerncrBa, OT4eTU Ha
BanugupaHe.

He Bcuykmn e-gokymeHTU cnedsa aa 6baat nogageHu 3a CbxpaHsiBaHe eAHOBPEMEHHO.

EnemeHTapeH KOHTEHEp 3a CbXpaHsiBaHe CbObpXa caMo eauH e-A0KYMeHT (T.e., agpecupa
NOHe efHa LieNn Ha CbXpaHsiBaHe).

MopatenaTt e cybekTbT, KOMTO n3npawla e-gokymeHT (1) go YCITYTATA. Ton MOXe oa e pasnuyeH
oT AGoHaTa-cobGCTBEHMK Ha u3NpaTeHuTe 3a CbxpaHsBaHe e-gokymeHTu. YCJTYTATA cb3paBa
POCID (naeHTudukaTop Ha KOHTenHep), konTo BpbLla Ha MNMogaTens (korato YCITYTATA nma apxus).
POCID e yHukaneH naeHTuduKkaTop Ha KOHTEMHepA 3a CbXxpaHsiBaHe. [eHepupa ce Ha 0asarta Ha
xew-gpyHKUUSA, TOeCT NpeacTaBnsaBa Xeww-Kod, ¢ ykaszaH ngeHTndukaTop Ha xeL-anroputbma.

5.4 MexaHU3MMU U CXeMU Ha CbXpPaHeHune

CxemaTa 3a Ob/TOCPOYHO CbXpaHeHne € Habop OT MeXaHN3MM 3a CbXPaHsiBaHe, NPUNOXUMN 3a
nocTuraHe Ha onpegeneH Habop uUenn 3a CbXxpaHABaHe Ha e-A0KyMeHTW. bas3oBu cxemn 3a
CbxpaHsiBaHe, npunoxummm 3a YCJTYTATA ca:

Bpemesu nevat (Time stamp);

YCbBBPLIEHCTBAH nognuc/nevat ¢ paswupeH popmat/npocun (AJES);
HokasatencTteeH 3anuc (Evidence Record/ER);

OtyeT Ha BanugmpaHe (0T ycnyra 3a KkBanuduuupaHo BanugupaHe Ha nognuc/neyar)

Opyru.

5.4.1 BpemeBu nevyar

3awuTtaBa BCUYKM UMGPOBM LaHHW, KOMTO Ca BXOA4 Ha Xxew-(pyHKUMSA C uaeHTuduumpaH
anropuTbM U CIYXM KaToO [4OKa3aTerncTBO 3a CblLUECTBYBaHe Ha Te3n LMdpoBU OaHHW npean (B)
MOMEHT, yOOCTOBEPEH C BPEME BbB BpEMEBUS nevat. ToBa JoKa3aTeNncTBo € BanumgHoO 40 MOMEHTa
JoKaTo anropMTbMa e NoAxXoAsLL 3a U3MNon3BaHe N yaoCTOBEPEHNETO HA BpEMEBUS NevaT e BanuaHo
(T.e., yopocTtoBepeHueTo Ha OpraHa 3a Bpeme/TSA e BanuaHo 1N He e NpekpaTeHo).

To3n MexaHM3bM e NeceH HaunH Aa ce AOoKaxe CbLUECTBYBAHETO Ha HSAKOM LUndpoBu aaHHW. 3a
Aa nogabpka AoMbAHUTENHN YHKLMOHANHOCTK, HanpMMmep 3aliuTa Ha 4aHHW 3a BanuanpaHe, To3u
MexaHu3bM ce KoMOUHUpa ¢ apyrn mexanmamm (Hanpumep, AJES nnn ER). CamocTtoATenHo, Ton He
MOXe gda obesneunm ObNrocpoyHa [gokasaTeNnicTBeHa cTpaTterus (cbbupaHe Ha martepuan 3a
BanuavpaHe unun yassmmMocTt/cnabocT B xeL anroputMu).

5.4.2 YcbBbpLEHCTBaH nognuc/neyar

YCbBbPLUEHCTBAHNAT noanuc/meyvat ¢ paswuvpeH dopmat/mpodun ocurypsisa  BbTpeLLeH
MexaHMU3bM, Ype3 KOMTO OCcTaBa NPOBEPUM U crief] AbMrocPOYEH MNnaH.

Bwx gokymeHT ,[Nonutuka m MNMpaktuka Ha AKYY ,BOPUKA®* ALl 3a ycnyrarta 3a ksanuuumupaHo
BanuaupaHe Ha nognucu/nedatn (B-Trust QSVS — CP and CPS) oTHOCHO BanugupaHeto Ha
kBanuduumpann nognucu/nevatn. Beudkn paswmpenn npodpunu Ha 6asosusa (BASELINE), ¢ HuBa
Ha nognuceaHe/nogneyatBaHe B T, B LT n B_LTA ce siBaABaT paswimpeHne Ha NpenecTBalloTo
HMBO C [JONbfHUTENEH [JokasaTencTtBeH Martepuan 3a [AObJTOCPOYHO CbXpaHsABaHe Ha
nognuca/nevara:

e Hueo _T — kbm 6asoBus ¢opmat Ha nognuca/nedyata ce pgobaeBa BpemeBW Meuar;
noanucbT/NeyaTsbT € Cb3gadeH Npean yaoCTOBEPEHOTO BPEME C BPEMEBMS NevaT — BaXKHO
AoKasaTencrBo B Criyyaun, Ye yOooOCTOBEPEHMETO Ha mognuca/mevaTa cTaHe HeBanuaHo B
G6baelle (crneq cpoka Ha BanvaHOCT UK NpekpaTsBaHe Ha yOOCTOBEPEHNETO);

e Hueo LT - TO3M dhopmart paswmpsiBa NpeavlHUs ¢ OONbIHUTENEH [AoKa3aTencTBeH
Martepuan 3a BanMgHOCTTa Ha yAOCTOBepeHMeTo Ha nognuca/nevata (OCSP-cratyc, CRL-
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Kod); nognuc/meyaT C TOBa HMBO MO3BONSABaA BanugupaHe, npu YcrnosBue, 4e HaAMa
TEXHOSOMMYHM NPOMEHM (HanpuMep, U3NOoN3BaHN anropuTMmK 4a ctaHaTt cnabu);

e HuBo LTA - cneumdudeH xew anroputbm MpPeEU3vUCrsiBa XeEWbT Ha MbpBOHaYanHoO
noanucaHusa/nognedyateH AOKYMEHT C noanucaHute atpubyTn u 3aegHo ¢ npeawn fobaseH
Matepvan 3a BanuaupaHe M BpeMeBM MevyaT ce 3awuTaBaT C HOB BpeMeBM MeyarT,
nognuc/nedart ¢ ToBa HMBO NO3BOSIsSIBA Aa Ce Banuaupa opurnHanHnga nognuc npu ycrnosue,
Yye nocnegHusa gobaseH BpeMmeBu neyat aa 6bae BanuampaH u NocnegHUSaT U3non3BaH XeLw-
anroputTbM Aa € oLle HaaeXaeH.

dopmart Ha nognuc/nedat ¢ HMBO _LTA e Han-noaxodsil 3a ObSITOCPOYHO CbXpaHsiBaHe. To3u
MEXaHN3bM € CXOAEH 3a pasnunyHuTe dopmaTtu. basmpa ce Ha ctaHgapTusnpann dopmatm 1 uma
BMCOKA CTEMNEH Ha onepaTuBHA CbBMECTUMOCT - MOXe flecHo da 6bae usHacsH ot YCIIYTATA B
apyra Takaea ycnyra. Llennat nuncsealy maTepuan 3a BanugupaHe ce gobassi, n3dmcrnsiea ce xe
BbpXY CbLLECTBYBALLNA NOANUC, BKNIOYUTENHO MbPBOHAYanHO nognucaHms/nogneyaTeH AOKYMEHT U
BPEMEBUA MevaT Cce reHepupamadncrnaea BbpXy MNOCHNeAHWA u3uucrieH xew. HepgoctaTbk —
HeoOxoauMm e eauH-eANHCTBEH BPEMEBU NeyaT 3a 3aluMTa Ha eAnH naparneneH nognuc/nevar.

5.4.3 [JokasaTencrtBeH 3anuc

CwovrnacHo IETF RFC 4998 (ASN.1 koaupaHe) nnn IETF RFC 6283 (XML kogupaHe). Cbabpxa
Habop OT apxMBHM BpPEMEBU MevaTn N HAKOM AOMbIHUTENHU AaHHW. TO3N QoKa3aTerncTBeH 3anuc
MOXe [a Ce CbXpaHsiBa OTAENHO OT apxXMBUpaHUTE AaHHW KaTo chanmn unu ga ce uHTerpupa B
apxuBvpaHuTe gaHHW, kaTo aTpubyTt. BpemeBuTte neyatn ce obHOBABAT, KaToO ce reHepupaT HOBU
BPEMEBW MneyaTtu, NpenoKpuBaLLy OpUrnHanHuTe AaHHU U TEXHUTe BpeMeBn nevaTtu npeam aa 6vaar
KOMNPOMETUPaHN MeXaHN3MuTe (anropuTMmTe), KOUTO Ce U3NOon3BaT Aa reHepupaT BpeMeBu nevaTu.

5.4.4 CxeMM Ha OBLIFTOCPOYHO CbXpPaHsiBaHe

Bb3 ocHoBa Ha noco4yeHuTe no-rope U3NbJIHUMN MEeXaHU3MN N TeXHU XapaKTepUCTUKN 3a
ObJITOCPOYHO CbXpaHdaBaHe Ha e-O0KYMEHT, A0NYyCTUMWU Ca pa3sind4HnN CXeMu, BKno4YBally egnH unum
nope4ye OoT Te3n MexaHU3Mun:

5.4.4.1 Ype3s ER

Ako Hsama ER (Evidence Record) 3a e-gokymeHTa, AAES nognuca ce sanugupa, cebupa ce u ce
nobaBda nunceawms gokasaTeNncTBEH MaTtepuan 3a BanvuaHoCT B KoHTenHepa; YCITYTATA cb3gaBsa
ER, KONTO 3alumMTaBa BCMYKN efleMEeHTN Ha KOHTenHepa 1 ro cbxpaHsisa B Apxumsa.

Ako 3a e-pokymeHTa uma ER, YCIYTATA camo ycunsa ER (nocpeactsom nogHossiBaHe Ha
Bpemesud neyat (Time-stamp Renewal).

5.4.4.2 Ypes ycunsaHe Ha AJES

E-pokymeHT ¢ ADES nognuc/nedat ce nogasa Ha YCJTYTATA. Mpu o6ocobeH (detached) nognuc
€ HeobxoaMM 1 NbpBOHAYarHMS AOKYMEHT MM NMOHE HErOBMS XeL 3a CbOTBETHUS XEL-anropuTbM.
Mpu 6a3osB nognuc/neyvar (H1Bo B), YCITYTATA nobass BpemeBu nevaT kbM nognuca/neyarta. Cneg
ToBa YCIIYTATA Banugupa e-OOKyMeHTa (4pe3 BbTpPELUeH WM BBHLUEH MpoLec) KaTto nonbriea
nunceawms gokasaTtencrBeH maTepman 3a BanugHocT (Hueo _LT).

3abenexka: B cnyyan Ha ycuneH Bedve nognuc/nedat (Huso _LTA), YCITYTATA Banugupa u
ycunea camo nocrnegHvs BpemeBu neyar.

Cnopeg dopmata Ha nognuca/nevata, crneg pobaBsiHe Ha nMNcBaWus BanvaauUoHeEH
marepwuarn KbM nognuca/nevaTa, YCIYTATA n34yuncnsaea xeul Ha opuUrnHanHmna
noanucaH/nogneyaTeH JOKYMEHT U Ha NOACUNEHMS nognuc/neyvart, reHepupa BpeMeBU neyvar 3a Tesun
xewloBe 1 ro gobaes KbM e-gOKyMeHTa (nognuca/neyara).

BbTpelweH npouec-MOHUTOPUHI cneau 3a credsallo ycunBaHe Ha nognuca/nedyata (e-
[IOKYMEHTa) — HanpumMep, U3TuyaHe nepuoaa Ha BanMOHOCT Ha YOOCTOBEPEHMETO Ha MocneaHus
BpeMeBM neyat u/unu npu sBedve obsBeH 3a cnab kpunTorpadcku/xeLl anropuTbM.

5.4.4.3 Ypes3 BpemMeBM NevyaTu ¢ AbMABLI Nnepmoa Ha BanMaHoCT
Tasu cxema e cneumaneH crny4amn Ha npeavwHara (1. 5.4.4.2).
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MepuoaobT Ha BanMAHOCT Ha BpemMeBUsi nevat BMecCTO Aa Obae orpaHuveH OT nepuoga Ha
BanMaHOCT Ha 6GasoBoTo ypocTtoBepeHne Ha TSA (YO 3a BpemeBu neyaTun), ce yabirkaBa
AOCTaTb4YHO MHOrO KpunTorpadpckuTe anroputMm ga ocTaHaT CUTYPHWU C LEeN psSAKO yCUrBaHe Ha
nognucute/neyaTuTe Ha e-4OKyMEHTUTE.

5.4.4.4 Ype3 oTyeTa Ha BanIMQHoOCT

Korato YCJIYIATA nony4yn 3a CbXpaHeHue nognucaH/nmogneyaTaH e-A0KyMeHT BbB copmar
AdES, npu BanuavpaHe Ha nognuc/nedata T4 We 3asBM OTYET Ha BanuMAHOCT OT ycnyrata 3a
BanuaupaHe Ha nognucu/nevatn. BmecTto ga nogcunea opurMHanHus nognuc/nedat Ha e-0OKYMEHT,
YCNYTATA we noacunea camo nognuca/neyaTta Ha oTdeTa 3a BalMgHOCT, 3a da ro noggbpka
npoBepsieM AbNrocpoY4Ho. JOMbNHUTENHO, C LeN rapaHTupaHe Ha MHTerpuTeTa Ha MbpBOHAYaNHUs
e-A0KYMEHT (gopu npu Beye crnab HayvaneH xew-anroputbMm), HEroBa XeL-CTOMHOCT C MOCnegHo
M3MNoN3BaH XeLl-anropuTbM We ce gobaesa kbM nognuca/neyaTa Ha OT4YeTa Ha BanvaupaHe npeau
HEeroBoTO yCUMBaHe.

CxemaTa cbxpaHsiBa e-[I0KyMeHTa 3ae[HO0 C yCunBaHua Aoknag 3a BanugupaHe. OpurmHanHo
noganeHuns nognuc/neyart (e-40KYMEHT) He ce NPOMEHS.

5.5 Banugupane

BanngupaHeto B obxBata Ha YCJIYITATA e npouec, KOWTO npoBepsiBa BanuaHOCTTa Ha
noanvcu/nevaTt Ha e-4OKYMEHTU U Ha BpeMeBM neyvatu. MNMpouechbT Ha kBanuduumpaHo BanunanpaHe
Ha nognuc/nedatn € n3BbLH o6xBaTa Ha TO3M AOKYMEHT.

YCNYTATA Tpsbea pga wuvsnonsea BbTpeweH npouec 3a BanuaupaHe WM BbHLUHA
KBanuduumpaHa ycnyra 3a BanvavpaHe 3a ga nNpoBepu cTtatyca Ha BanugHoCT Ha nognuc/nedar,
npeau Aa cbxpaHu e-A0KyMEHT (M) B KOHTEMHEpPaA 3a CbXpaHsiBaHe.

OKYY ,BOPUKA® ALl npepoctaBa u nogabpxa KBanuduuupaHa ycnyra 3a BanugupaHe Ha
KEl/KEMNe4at, koato e B cboTrBeTcTBME C PernameHt 910/2014 EC. Bwx pgokymeHT ,B-Trust
Monutuka un lMpakTuka Ha ycnyrata 3a KBanuduumpaHo BanuavpaHe Ha enekTPOHHW NOAMUCU U
nevatn“ (B-Trust QSVS-elDAS).

3a ga npoBepu BanuOHOCTTa Ha BPEeMEBU MNevatM KbM e-OOKYyMEHTM (Nognucu u nedvatu),
nognexawm Ha cbxpaHeHue, YCITYTATA Ttpsabea ga v3nonsea BbTpelwleH W/unm BbHLWEH Npouec
(kBanuduumpaHa ycnyra 3a BpemeBu nedatn). [NpoBepkaTa 3a BanngHOCT Ha BPEMEBU Me4yaTu €
OUpeKTHaTa U He U3NCKBA 3a4bIHKUTENHO M3NON3BaHe Ha KBanuduvumpaHata ycrnyra 3a BpeMeBu
nedatn. KsanuduumnpaHarta ycnyra 3a sBpemeu nedatn B-Trust QTSA-elDAS Ha [JocTaBumka CbLLO
MOXe da ce M3MNoi3Ba 3a NpoBepKkaTa Ha BannaHOCT Ha BpEMEBMUTE nedvartu.

5.6 Apxus/XpaHunuue

ApxvBbT € cneuuanusvpaHa 6asa OaHHM 3a CbXxpaHsiBaHEe W ynpaBneHve/NoAApbXKka Ha
KOHTeNHepuTe 3a 4bNroCPOYHO CbXpaHsABaHe Ha UMdpoBuUTe 06eKTU (e-0OKYMEHTH, JOKa3aTencTea).

Korato YCJIIYTATA noagbpxa WHTerpupaH ApxmB/XpaHunuwe, TS W3NbIHABA CregHuTe
onepauuu/npouenypu:

e Upload (DEPOSIT) - npoBepsiBa enekTpoHHUTE nognucu/neyaTn B e-A0KyMeHTa (MTe) unm
ganna (oBe), nonbnBa W/MNM reHepupa AObNTOCPOYHUA MaTepuan (gokasaTencrso) 3a
BanuAHoCT, MNocTaBsa KeanuduuMpaH BpeMeBU neyaT BbpXy TO3W Martepuarn, cb3gasa
KOHTEHepa U ro 3anasea C NpuMeTus e-AOKyMeHT B ApxuBa; Bpblia Ha Nogatena POCID
(yHUKaneH noeHTudukaTop Ha CbXpaHeHUs1 KOHTENHep);

e Download (RETRIEVE) — lNoTtpebutenst/AGoHaT MOXe [a u3Ternss CBOU €e-OOKYMEHTU
CbXpaHsiBaHU B KOHTEeNHepn B ApxmnBa N CbOTBETHUS AbNTOCPOYEH MaTepman 3a BanuaHocT
(OokasaTencTeo 3a BanugHocCT);

e ACK (RETRIEVE PROOF) - lNo unckaHe Ha [NoTpebutensa/AboHata [JocTaBunkbT usgasa
noTBbpXAeHVe (0oKasaTencTBO 3a CbXpaHsABaHe) BbB Bpb3ka C apXUBUpPaH €-4OKYMEHT;
YCINYTATA Bpblua uckaHuTe gokasaTernicTBa 3a CbxpaHeHue. Tasu npoueaypa Moxe ga ce
N3NbiHN CbBMECTHO B pamkuTe Ha npouenypata RETRIEVE/DOWNLOAD
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o DISPLAY — B onpegeneHn pgata u mdacto [NoTpebutensat/AGoHaT nma Bb3MOXHOCT Aa
pasrnexaa cBoute e-A0KYMEHTU, CbXpaHsiBaHU B ApXu1Ba;

e UPDATE STORED ELEMENTS (onuus) — TlloTtpebuten/A6oHat usnpawa POCID po
ycnyrata u "Delta e-gokymeHT" 3a ga ce akTyanuampa e-4OKYMEHT B KOHTEeNHep Ha ApxumBea,
Cb3gdaBalku HoBa Bepcus Ha KoHTenHepa, YCJIIYITATA Bpblwa HoBaTa Bepcust Ha
aKTyanusMpaHusi KOHTEMHep 1 (onums), akTyanuanpaHutTe AokasaTerncTBa 3a CbXpaHeHue.
OpuruHanHaTta Bepcust Ha KOHTENHepa ce 3anasBa;

o DELETE - lNo wuckaHe Ha AboHata/lloTpebutens, YCJIYTATA npepoctaBs CenekTMBHO
N3TpMBaHe Ha e-AOKYMEHT(M) 3a CbXpaHsiBaHe (U BCUYKM CbLOTBETHWM AokKasaTerncrea 3a
OBbNrOCPOYHO BanuaupaHe), CbxpaHasaHu B Apxusa. 3anvyaBaHeTo o3HayaBa hM3nMyYeckoTo
natpuBaHe Ha PDO (gOKymMeHT) No TakbB HauWH, Ye ga He Moxe [a 6bae Bb3CTaHOBEH MO-
KbCHO (MM caMO C HepeanmMCTMYHO BUCOKN (hHAHCOBU pa3xoam) oT Apxumea;

e AUGMENTATION - Tasu npoueaypa/onepauns He e yacT oT uHTepdperica Ha MNMoTpebutens
N ce 3agencTBa aBTOMaTUYHO (BbTPELLHO), 3a Aa OCUIypu AbArOCPOYHOTO CbXpaHsiBaHe Ha
BanuOHoOCTTa Ha nognuc (1)/nevar (1) Ha e-AOKYMEHTHN, T.€. Aa YABIDKN NEPUOABLT, NPE3 KOUTO
ce nogabpXa AokasaTerncTBOTO Ha Tasum uen (BanvaHoCT Ha noanuc (v)/nevat(m);

¢ MONITORING - Taau npouefypa He e 4YacT oT uHTepdenca Ha lNoTpebutensa n ce akTnempa
aBTOMATMYHO (BbTPELLHO), B cboTBeTcTBME C [lonuTtukata Ha YCIIYTATA. OnepauunsTa
crnean pasnuyHy CbbuTus, KOUTO Buxa 3acTpalimnm Bb3MOXHOCTTa 3a NOTBbpXAaBaHe Ha
Jokasatencreata 3a cCbxpaHeHuve. Moxe pga aktmBupa (BbTPELLHO) npoueaypaTa
AUGMENTATION.

YCNYTATA moxe ga ce npegocTtass Ha [loTpebuTtenu BbB BapmnaHT 6e3 Apxus. [pu 1031 mogen
Ha YCJIYTATA, AGoHaTbT € OTrOBOPEH 3a IIOKarHOTO (NpW Hero) ObSITOCPOYHO CbXpaHABaHE U
ynpasneHue/nogapbxka Ha nognucute/nevatuTe.

OKYY ,BOPUKA® ALl npepocTtaea Ha AboHaTute YCJTYTATA c nHTerpmpaH kbM Hest ApXuB 3a
CbXpaHeHVe Ha e-A0OKYMEHTU U JoKa3aTenicTBaTa 3a CbXpaHsABaHe.

5.7 MonuTuka v npakTuka

To3n gokymeHT gedmnHmpa obwnte enemeHTn Ha NMonuTtukarta u Ha lMNMpakTukaTta Ha [locTaBunka
Ha YCITYTATA n nma xapakrtep Ha obLum yCnoBus no cMuchia Ha Y. 16 oT 3akoHa 3a 3aabihkeHusaTa
n porosopute (33[). Tesn ycnosus ca 4acT oT nMcmMeH [oroBop 3a yAOCTOBEPUTESHN YCIyrn, KOUTO
ce ckntouBa mexay [octaBumka u NoTpebutenure.

MonuTukata onpegensa ycnosuaTa u npasunaTa, KbM KOMTO ce npuabpxa [JocTaBynka 3a ga
nmnnemeHnTupa lNpaktukaTta npu npegoctaesHe Ha YCITYTATA.

MpakTukaTa onucea kak [JocTaBuMKbLT npunara onvcaHaTta lNonutunka u npouenypute, KOUTO TOW
cneasa 3a ga npegocrtaeda YCJTYTATA.

foctaBunkbT, 4pe3 Tasm YCIIYITA (B-Trust Qualified LTPS) abnrocpodHo cbxpaHsBa
KBanuduumpaH e-nognuc/meyat  W/MNM  YyCbBBLPLIEHCTBaAH nognuc/meyat  NpUOpPYXeH OoT
KBanuduumpaHo yaoCTOBEpPEHME Ha BCAKa 3avHTepecoBaHa CTpaHa, kaTo cbbniogaBa obuia
Monutrka Ha 4bArOCPOYHO CbXpaHsiBaHe.

Mpaswuno B lNpakTukata Ha [JocTtaBunka Ha YCJTYT'ATA e ga cbxpaHsaiBa ObNroCPOYHO Banuaupa
noanvcu/nedatn ¢ dopmatu/npodpunn cbrnacHo [lonutnkata My KaTto crefsa ycnosusTa U
npouenypute BKITIOYEHN B HACTOALLMNSA JOKYMEHT.

MpakTukaTa Ha [JocTtaB4ymka npu npegoctaesaHe Ha YCJTYTATA ce ocbuectBsaBa OT obekTa B-
Trust Qualified Preservation Service (B-Trust QPS) o06o3HayeH c uvageHTudumkaTop
1.3.6.1.4.1.15862.1.6.7:

YCNYTA 3a gbnrocpo4vHo cbxpaHsiBaHe Ha KEI/KElMeuvatn (B-Trust | MoeHTudpumkatop Ha
Qualified LTPS) obekT
MpakTuka Ha [JocTtaBunka Ha YCITYTATA 1.3.6.1.4.1.15862.1.6.7
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B cboTBeTCTBME C HAcToAWMA OOKyMeHT, Npaktukata Ha [octaBymka manbrHsea lMNonuTtuka
oTHocHO YCITYTATA ¢ ngeHtudpumkaTtop Kakto creasa:

YCNYTATA (B-Trust QSVS) | igeHTudmkatop(un)
Monutuka Ha YCIYTATA 1.3.6.1.4.1.15862.1.6.7.1

YCNYTATA He yTtBbp¢gaBa npeg lNotpebutens/[JoBepsiBalia ce cTpaHa NPUoOXUMOCTTa Ha
OBArOCPOYHO CbXpaHsABaHW BanuaHu nognucu/medatn, TA caMO YTBbpXAaBa AbIrocpovHaTa
TEXHMYECKa BanMAHOCT Ha nognuca/nevaTa.

KoraTo AbArocpoyHO CbXpaHsBaH YCMEWHO BanugupaH nognuc/medyaT  CcbAabpXka
noeHtTudpukatop Ha [llonutmka Ha nognuceaHe, [oBepsiBaliaTa ce CTpaHa MOXe Ja OueHwu
NPUNOXUMOCTTa Ha TO3M nognuc/nevat KbM KOHKpeTHaTa busHec-uen, crnea Kato ce e 3anosHan ¢
Tasu obwa nonutuka u Nonutukata Ha nognuceBaHe.

KoraTo ObnrocpoYyHO CbxpaHsaBaH BanuaeH nognuc/nmedvart He BkuYBa (MaeHTMduMKaTop Ha)
Monntnka Ha nognuceaHe, MNMoTpebutenat/[JoBepsiBallaTa ce CTpaHa OLEeHsIBa NPUIoXUMOCTTa Ha
To3n nognuc/nedart, cnegpanknm ceBou [MpaBunal/ycnoBusi 3a MPUIOKUMOCT WM OLEHsIBA
NPUITOXMMOCTTa My CNpsIMO O3HadeHarta lNonntnka Ha yooCcTOBEPEHUETO.

Ha npakTtuka, npaBHaTa NPUIOXMMOCT Ha ObSITOCPOYHO CbXPaHeH BanuaeH nognuc/nevar 3a
KOHKpeTHa OGu3Hec-uen e u3usano B npeporatnsute Ha NoTpebutens/JoBepsBawiata ce cTpaHa. B
JokasaTencteata 3a CbXxpaHsiBaHe uMMa Heobxogumarta wuHdopmaums (dopmart, npodun,
yoocToBepeHus, [loctaBymk, BaNUAHOCT, Ap.) C orfnen Ha NpunoXnmMocTTa, KOSSITO Cce NocTura ¢ To3n
nognuc/nedyar, a KaTto cneacTeMe OT TOBa, U NPUIOXMMOCTTa My 3a KOHKpeTHa BuaHec-Len.

5.8 YnpaeneHue Ha Nonutukarta u lNpakTukarta

MpaktukaTta n lMonutukata Ha [ocTtaBumka 3a YCIIYTATA nognexaT Ha agMWHUCTPaTUBHO
yrnpaBneHne N KOHTPon OT cTpaHa Ha CbBeTa Ha gupektopute Ha ,BOPUKA* ALl

[onyckaT ce NnpoMeHW, pedakumMn U OOMbIIHEHUS, KOMTO HEe 3acsaraT npaeBaTa U 3adbiDKeHUs,
npou3TUYaLM OT TO3N AOKYMEHT M CTaHOAPTHUS OOroBOp 3a yOOCTOBEPUTENHWU YCRyrn Mexay
HocTtaBunka u lMNoTtpebutenute/[loBepsBalum ce cTpaHu. Te ce oTpassiBaT B HOBaTa Bepcusi UMn
pefakuus Ha JOKYMEHTa criefl cbrnacyBaHe 1 yTBbpxaaBaHe oT CbBeTa Ha AnpekTopuTe.

Hactosiwara lMonutuka n Mpaktuka TpAbBa Aa 6baaT npepasrnexgaHn Han-manko BeAHbX
roguLHO C Len ga ce oTpassdBaTr NoTeHuuanu U3NCKBaHWSA U NpennocTaBkiM OTHOCHO MPOMEHWU B
HMBaTa 3a CUrypHOCT Ha anroputmu, dhopmMaTi 1 npocunm 3a nognucu/neyvaTtun. Beska npeacraseHa
n ogobpeHa HOBa BeEpCUS UNU pefakumnsa Ha To3n AOKYMeHT He3abaBHO ce nybnukyBa Ha canTa Ha
JocTtaBuuka.

KomeHTapm, 3annMTBaHnA N pa3daCHEeHnA No To3M OKYMEHT MoraTt Aa ce OTnpaBAT Ha:

e elleKTPOHeH agpec Ha YaocTtoBepsiBall opraH: info@b-trust.org;
e erleKTpoHeH agpec Ha [JoctaBuumka: info@borica.bg;
e Ten.: 0700 199 10 un dpakc: (02) 981 45 18 .

5.9 [Opyrv npunoxXnMmm AOKYMeHTU
To3u OOKYMEeHT cneaBa pa cCce u3non3ea CbBMEeCTHO CbC cnegHuTe OOKYMEeHTU 3a
kBanudpuumpann ycnyrmn Ha OKYY ,BOPUKA® AL:

e B-Trust CPS-elDAS;
e B-Trust CP-elDAS;
e B-Trust QSVS-elDAS.
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6 YCINYTrA

6.1 YyacTBawm cTpaHu
CTpaHI/ITe, ydacTtBalliu B npoueca Ha BanngnpaHe He e-I'IO,EI,I'IVIC/I'Ie‘-IaT ca.

HoctaBuunk (OKYY), konTo onepupa npoueca Ha 4brOCPOYHO CbXpPaHABAHE;
AboHaTu (JoBepsiBawm ce CTpaHn);
3aasuten/MNoTpebuTten — ynbnHomoLweHo oT AGoHaTa nuue, koeto nonsea YCIIYTATA;
KoCcBeHW/BBHLLUHM CTpaHW/y4acTHULM 3a npoueca Ha AbAroCPOYHO ChbXpaHaBaHe:
o CrtpaHu, kouTo ca nognucanu/nognedareny JOKYMeHT(K);
o BovHwHKM OKYY (TexHn ygoctoBepsiBawim opraHm — CA, TSA, CRL/OCSP);
o HaumoHaneH [JoseputeneH cnucebk (BG Trusted List);
o EBponencku cnucebk Ha HaunoHanHuTe [loBeputenHu cnucbum (List of Trusted Lists).

YCIYTATA nma HaumoHaneH obxsaTt caMo 3a KnueHTuTe Ha B-Trust. [locTaBuMKbT MOXe Aa
paswmpu KnueHTckusa ooxesat Ha YCITYTATA BbpXxy TEpUTOpPMATA Ha CTpaHaTa v 3a KNMEHTU Ha apyru
OKYY, peructpupanum ot HaumoHanHua Perynatop (KPC) un onepupalim B cTpaHata Ha 6asaTa Ha
ABYCTpaHHM cnopasymeHusi. B 1o3n cnydan YCJTIYTATA we npunara cblinTe CTPOrM U3NCKBaHMS,
KouTo ca npunoxumm B B-Trust gomenHa.

6.2 Popmatu u npocdmnu Ha noanucu/nevyaTtun

PEWEHWME 3A WUSIMTBIIHEHME (EC) 2015/1506 Ha Komucusita onpegens TeXHUYecKuTe
cneumdunkauum n cTaHaapTn Ha popmaTty U NPOUIM Ha KBanUMUUUPaHN N Ha YCbBBPLLUEHCTBaHU
e-nognucu/neyaTn, KOUTO BCSKa CTpaHa-dneHka Ha Cwblo3a cregBa Aa nogabpxa (nmoanucea u
BanuaMpa) n KoMTo ce npuemar OT OpraHuTe Ha NyBrnMYHUA CEKTOP Ha CTPaHUTE-YNEeHKU ¢ ornes Ha
TAXHaTa TpaHCrpaHW4yHa onepaTtMBHa CbBMECTUMOCT W M3UCKYEMOTO HMBO Ha CUrypHOCT 3a
KOHKpPETHN BM3Hec-Lenu:

e Basos npocpun XAdES - ETSI TS 103 171 v.2.1.1 (2012) (nrm draft ETSI EN 319 132-1,

2015);

o Basos npodun CAJES — ETSI TS 103 173 v.2.1.1 (20012) (wnm draft ETSI EN 319 122-1,
2015);

o Ba3os npodun PAJES — ETSI TS 103 172 v. 2.1.1 (2012) (unw draft ETSI EN 319 142-1,
2015).

PEWEHWMETO (un. 1 n 3), B cboTtBeTcTBME C PernameHT 910/2014, yTBbpXKOABaAT cnegHute
YyCbBbpLUEHCTBaAHU nognuncu/nevatn BbB popmatn CMS, XML n PDF Ha HuBa Ha cboTBeTCcTBME B, T
n LT, kouto cneagpa ga ce npusHasaTt MexXy CTpaHUTe-YNeHKN.

PEWEHWMETO (un. 2 n 4) yTBbpXAaBa YCroBUsiTa, MPU KOUTO Ce NOTBbpXAasa BanvaHOCTTa Ha
AafileH yCbBBbPLUEHCTBAH eNeKTPOHEeH nognuc/nevar:

(1) yoocToBepeHneTo B MoOAKpena Ha YCbBbPLUEHCTBAHUSA eneKTpOHeH noanuc/nedart e 6uno
BanuMgHO KbM MOMEHTa HanoAanucBaHeTo/ noAaneyaTBaHETO, a KoraTo YCbBbPLUEHCTBAHUAT
€NeKTPOHEH MevyaT € nogkpeneH OT KBanuduumpaHo yOoCTOBEpeHue, ToBa KBanuduumpaHo
yOOCTOBEPEHUE € OTFOBapsno KbM MOMEHTA Ha MOANMCBAHETO/MOANEeYaTBAHETO HA M3MCKBaHUATA
cbrnacHo npunoxenue lll kbm PernamenT (EC) Ne 910/2014 n e 61uno nsgageHo oT AOCTaBYMK Ha
KBanuduumpaHm yaoCTOBEPUTENHN YCIyTK;

(2) paHHMTE OT BanuaupaHeTo Ha nognunca/neyaTa CbOTBETCTBAT HA AaHHUTE, NPeaoCTaBeHN Ha
[foBepsiBallaTta ce CTpaHa;

(3) yHMKanHMAT Habop OT AaHHW, NpeAcTaBnsBaw, TuTynsapsi/cb3aaTens Ha neyaTa, € HagnexHo
npefafeH Ha foBepsiBallata ce CTpaHa;

(4) ako KbM MOMEHTa Ha nognMceaHeTo/nogneYyaTBaHeTo € 6mn n3non3BaH NCeBLOHMM, TO TOBa
e SICHO yKa3aHo Ha AoBepsBallaTta ce CTpaHa;
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(5) KoraTo YCbBbPLUEHCTBAHUAT ENEKTPOHEH noAanuc/mevaT € cb3aafeH OT YCTPOWCTBO 3a
cb3faBaHe Ha KBanuduumpaH enekTpoHeH noanuc/neyaT, M3MoN3BaHeToO Ha TakoBa YCTPOMCTBO €
SICHO yKa3aHo Ha [oBepsiBallaTa ce CTpaHa;

(6) usMoCTHOCTTa Ha nognucaHuMTe/nogneyaTaHNUTe JaHHU He e 3acTpalleHa;

(7) naucksanuaTa no yneH 36 ot PernameHT (EC) N2 910/2014 ca 6unuv nsnbnHeHn KbM MOMEHTa
Ha noagnuceaHeTo/nogneyaTBaHeTo;

(8) cuctemaTa, UsnonseaHa 3a BanMaupaHe Ha YCbBbPLUEHCTBAHUSI eNIEKTPOHEH noanuc/nevar,
npefocTaBs Ha JoBepsiBalllaTa ce CTpaHa NpaBUMHWUS pesynTaT OT Mnpoleca Ha BanuaupaHe u n
Nno3BosisiBa Aa OTKpUE eBeHTyarnHu npobnemMm, CBbpP3aHn CbC CUTYPHOCTTA.

OKYY ,BOPUKA® ALl onepupa n npegoctaBs kBanuduumpaHa yoocTOBEpPUTENHA ycnyra 3a
BanuavpaHe Ha yCbBbpLIEHCTBaH/KBanuduumnpaH nognmc/neyar, KosiTo CboTBeTcTBa Ha PernameHT
910/2014 EC v otroBapsi Ha naucksaHuata (4n. 1 —4) Ha ropenocoyeHoTo PelueHne. Bk JOKYMEHT
B-Trust QSVS-elDAS.

B ponbnHeHue, B-Trust QSVS-elDAS Banugupa dopMmaTmte Ha NOCOYEHUTE nognucu/nedaTn n
C HMBO Ha cboTBeTcTBUE LTA, kKakTo 1 nognuc/nedat ¢ npodpun ASIC-S/E.

B T[punoxeHne 1 Ha p[JoKymeHTa ca npeactaBeHM opmaTUTe Ha KOHTEWMHepU Ha
noanvcu/nedatu 3a ¢ NocoYeHUTe NPodunmn 1 HMBa Ha NognNuceaHe.

6.3 Mopaen Ha ABNTOCPOYHO CbXpPaHABaHe

YCINYTATA Ha OKYY ,BOPUKA® ALl, cneaBanky oblmnTe HOpMaTUBHO YTBBLPOAEHN TEXHUYECKN
cneundpmkaummn (RFC’s w/vnm TS) Ha IETF n Ha ETSI 3a ObnrocpovyHo CbXxpaHsiBaHe U B
CbOTBETCTBME C npeactaBeHaTa KoHuenuus B TO3M AOKYMEHT 3a AbITOCPOYHO CbXpaHsiBaHe Ha
nognucu/neyatn (T.e., €-4OKYMEHTW), MMMNEeMeHTMpa cxemata cbrnacHo T. 54.4.2 Ha TO3u
OokymeHT (CxemMa Ha AbArocpoYHO CbxpaHaBaHe Ha noanvcu/nedaTtun ypes AJES).

CbobpaxeHus 3a n3bopa Ha cxemara:

o YCJIYTATA Moxe pa ce pasrnexga Kato paswuvpeHue KbM (YHKUMOHaAnNHOCTTa Ha
KBanuduumpaHarta ycnyra sa sanugupade Ha nognucu/nedatn B-Trust QSVS-elDAS, kosato
€ B CbOTBETCTBME C n3nckBaHusita Ha Pernament 910/2014 EC;

e [lonyctumnte popmat Ha nognucu/nedaTti 3a ObIroOCPOYHO CbXpaHsiBaHe ca eKBMBANEHTHU
Ha Te3un, nogabpXaHu ot B-Trust QSVS-elDAS;

o B-Trust QSVS-elDAS Banugupa copmaTtu/npopmnu Ha nognuc/nevatn (e-4OKYMeHTU) B
ctporo cvoTBeTcTBMe ¢ PELLEHWE 3A U3IMbITHEHWNE (EC) 2015/1506 oTHocHO PernameHTa,
BKMOUMTENHO U HMBO B LTA; pgonbnHWTENHO, ycnyrata Banugupa nognuc/nedar BbB
dopmat ASIC-S/E (koHTeNHep Ha OOKYMEHTM 3a nognuc/nedart) ¢ HMBa Ha nognuceaHe (B,
B T,B LTuB_LTA);

e B-Trust QSVS-eIDAS e u4act ot obwa nnatgopma Ha [OKYY ,BOPUKA* AL 3a
KBanudumumpaHo noanuceaHe/nogneyaTBaHe Ha OOKYMEHTM W dpannose, CrieaBaiiku
dopmatute/npodunute nocovenn 8 PELLEHMETO (B,B_T,B_LTunB_LTA);

e Cxemarta c AJES e necHo npunoxunma 3a pasnuyHute popmaTtu/npodunu Ha noanuc/neyaTu
(e-OoKymeHTHn);

e OnepaTnBHa cbBMecTUMOCT (B 6bAeLle) ¢ apyra nogobHa ycnyra (Hanpumep, B HauuoHaneH
mMawab).

6.4 Llenun Ha ABNArocCpo4YHO CbXpaHsiBaHe
YCNYTATA nogaobpxa cnegHuTe Lenu 3a Ab/ArocpoyHO CbXpaHsBaHE:

e WHTErpuUTET Ha e-4OKYMEHT (nognuc/neyar);
CbllecTBYBaHe (Npeawn/B AafeH MOMEHT) Ha e-A0KYMeHT (nognuc/neyar);

e roaabpXaHe Ha cTaTyca Ha BanuAHOCT Ha noanucu/nedaTty (e-OOKyMEeHTW) B AbIrocpoyeH
nnaH.

3a gonbnHUTENHA MHOpMAaLMS, BUXK T. 5.2 HA HACTOSALLUSA JOKYMEHT.
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6.5 [loka3saTencTBa OTHOCHO LieNiuTe Ha AbNrOCPOYHO ChXpaHABaHe

YCIIYTATA nogaobpxa W npegoctaBsa crieqHUTE [OKasaTeNicTBa Ha Lenu 3a ObArocpo4HO
CbXpaHsiBaHe:

o [lokasaTencrBo 3a UHTErpuTeT Ha e-AOKYMEHT (noanuc/neyar);
o [lokasaTencTteo 3a cbluecTByBaHe (Npean/B AageH MOMEHT) Ha e-0OKYMEHT (nognuc/neyar);
e [lokasaTencrBo 3a cTaTyca Ha BanvaHOCT Ha nognvcu/nedatu (e-4OKYMEHTH).

MNMocoyeHnTe pokasaTencrtBa ce 6asvpaT Ha WMNNEMeHTUpaHata CxXemMa Ha AbIroCPOYHO
CbXpaHsABaHe, Ype3 KOATO ce cbbupa, ycunea v CbxpaHsBa JokasaTeNncTBeH matepuarn 3aegHo C
MbpBOHAYanNHoO nognucaHu/nogneyaTenn e-gokymeHTu/annose B Apxmea Ha YCJTYTATA.

6.6 ®yHKUMOHareH mopen

YCIYTATA (B-Trust Qualified Long-Terms Preservation Service/B-Trust Qualified LTPS) Ha
Hoctarunka ,6bOPVKA® ALl BkntouBa cnegHuTe copTyepHM KOMMOHEHTMU:

o KnneHT 3a cbxpaHsaBaHe Ha nognuca/nevata (QPS_Client) — koMnoHeHTa € OT CTpaHa Ha
3aasuten/MNoTtpebuTten. Moxe ga 6bae yeb-6paysbp/yeb-knmeHT ¢ rpadmyeH nHTepdenc
(GUI) cbe cnegHaTa OyHKUMOHAMNHOCT:

o 3asBKuU/yHKUMN
o MNPOTOKON 3a CbXpaHABaHe
o npeacTaBsHe JOKa3aTeNCTBO HA CbXpPaHEHME.

e CobpBbp 3a cbxpaHaBaHe (QPS_Sever) — yeb6-cepsuc (Signature/Seal Preservation
Service/SPS) ot cTpaHa Ha [locTaB4ymka cbC criegHata yHKUMOHANHOCT:

SPS-Upload — cbrnacHo 1. 5.6 Ha oOKyMeHTa

SPS-Download — cbrnacHo T. 5.6 Ha AOKyMeHTa

SPS-ACK (Retrieve Proof) — cbrnacHo 1.5.6 Ha gOKymeHTa

SPS-Delete — cbrnacHo 1. 5.6 Ha JOKyMeHTa

SPS-Monitor (BbTpeLLHa dyHKUUA) — crieam 4onyCTUMU CUMHN KpunTorpadckn u xew

anroputmute

SPS-Augmentation (BbTpeluHa yHKUNS) — CbrnacHo T.5.6 Ha AOKyMeHTa

NPOTOKOMa 3a CbXpaHsiBaHe

o WHTepdencn KbM BbTPELUHN U BBHLUHU/KOCBEHM yyacTHULM/cTpaHn 3a YCITYTATA —
CRL/OCSP Ha YgocTtoBepsiBaui(n) Opran(n), TSA, BG-TL

Ha ®ur.1 e npeactaBeH yHkunoHanHusa mogen Ha YCJTYTATA Ha [ocTaBuuka.

O O O O O

o O
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Knuent (QPS-Client) Cobpebp (QPS-Server) BbHLWHM y4acTHUUM

Request

Response

—

Moparen/loTtpebuten

(JoBepsiBawa cTpaHa)

Apxus (XpaHunuiie)

®ur.1 dyHkumoHaneH mogen Ha YCJTYTATA

6.7 BasoBu npouecu un npoueaypu

OcHoBHaTa 3agaya Ha YCJIYITATA e ObnrocpoyHO CbXpaHsdBaHE Ha BanuMgHOCTTa Ha
€NeKTPOHHUA NOANUC UMK NeYvaT BbPXy eNeKTPOHHUSA AOoKyMeHT/dbarnna (e-gokymeHTa). BbB Bpb3ka
c ToBa 1 B cboTBeTcTBUE C Monutnkarta, YCJTYTATA He gonycka cbXxpaHsiBaHe Ha umMdpoBu 06eKkTr
(ookymeHTn 1 channose) 6e3 nognuc/nedar.

6.7.1 MpuemaHe/3apexpaHe (Upload) Ha e-goKymMeHT

1. YCITYTATA npuema e-0OKYMEHTWU, KOMTO TpsibBa ga Obagar apxuBupaHm camo creg
naoeHTnpuumnpaHeTo Ha AboHaTal/llogatensa B pamMkute Ha curypHa cecusi/npoueaypa. 3awmTteHarta
cecus (SSL/TLS) rapaHTupa LenocTTa u NOBEpUTENHOCTTA Ha 3apefeHnTe e-A0KYMEHTH.

2. Monutukarta n MpakTtukata nigopmmpat AboHarta/llogatensa kom dopmaTt Ha nognuc/neyat
(cdbaninoB dopmat) Ha e-gokymeHT npuema YCJIYTATA, kak Banuaupa enekTpoHHUTE Nognucu u
neyaTu 1 NpuU KakBu yCroBusi Nnpuema e-A0oKyMeHTH.

3. BanngHocTTa Ha enekTpoHHnA(MTe) nognuc(mn) unu nedat(m) Ha nonydeHusa ot YCIYTATA e-
OOKYMeHT ce Banuampa(T) nocpeaCcTBOM MbfHMS ObArOCPOYEH BanuaauMoHeH MaTepwuan.
BanuanpaHeTo Moxe [a ce OCHOBaBa Ha 4YaCTUYEeH UMW MbIHUA OBbArOCPOYMEeH BanugauMoHeH
mMaTepuan, nNpuroXeH KbM €enekTpoHeH noanuc unu nedat. Bcska Bce owe Heobxoguma
WMHoOpMaLMa 3a BanuaAMpaHeTo U 3a AbIrOCPOMEH AokasaTencTBeH martepuan ce cbbupa oT
BbHLHN WM BbTPELUHM M3TOUHULM W Ce 3anasBa KbM e-gokyMeHTa. Cre CbCTaBAHETO Ha
ObNrocpoyHna matepman 3a sanuaupade, YCJTYTATA nocTtasga kBanuduuupaH BpeMeBu nevat Ha
AbAroCpOYHNS BanugaunoHeH matepuan.
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4. YCIIYTATA cbxpaHsiBa NpueT e-A0KYyMeHT KpuntupaH. KpuntupaHeto rapaHTupa, 4e
HEeynbSIHOMOLLEHUAT MepcoHan He MOXe [a YCTaHOBM CbObpXaHMeTO Ha e-[OOKyMeHTa.
HewmndprpaHeTo Ha KoaMpaHMA e-0OKYMEHT CTaBa caMO B Cllyyau, CBbp3aHW C npoueaypu Kato
poctaesHe (Download), perynaumsa (oT cTpaHa Ha HauuoHanHus Perynatop) mnu MNOBTOPHO
KpuntupaHe (npu Beye cnab KpunToanroputbm).

5. OoctaBunkbT (YCJTYTATA) npoBepsiBa NonyyYeHUTe e-40KYMEHTU Bb3MOXHO Hal-CKOpO, HO
He NO-KbCHO OT 3 AHM OT NpUemMaHeTo U n3npaila noTebpXaeHne Ha ABoHaTa, Ye AbMAroCPOYHUAT
BanuaupaLl, matepuan (gokasaTtencreoTo 3a BanMAHOCT Ha nognuc/neyaTt) € CbCTaBeH YCMELUHO U
YCNYTATA e npuena e-gokymeHTa. AKO NpoLechT No CbCTaBAHE Ha JoKasaTencTBeH maTtepuan e
HeycneweH, JoctaBunkbT (YCITYTATA) yBegomsiBa AboHaTta B cbobLieHne 3a rpewka. Bb3 ocHoBa
Ha cboOLLEeHMETO 3a rpeLuka TpsibBa SACHO Aa ce yCTaHOBM KOW €-4OKYMEHT M KakBa e npuymMHata 3a
OTXBbPASIHETO MY.

6. AkO NpoBepkaTa 3a NpMeMaHe Ha e-A0KYMEHT 3a CbXpaHeHue He ce NoTBbpAan npes AboHaTta
B MOCOYEHMSA CPOK, Npuema ce, vye [octaBumkbT/YCITYTATA He e npuena enekTpoHHUS OOKYMEHT.
[oCTaBYMKBLT € OTFOBOPEH 3a CbXPaHABAHETO Ha e-40KYMEHT M 3a OCUIYPSBaHETO Ha ObJITOCPOYHaA
BanMAHOCT Ha BKMOYEHUTE nognucu/neyatv cneq manpawiaHe Ha nonoXUTENHO NOTBbPXKAEHWE 3a
npvemMaHe Ha e-4OKyMeHTa 3a CbXpaHeHue.

6.7.2 [ocrtaBsiHe (Download) Ha cbxpaHsBaH e-AOKYMEHT

HocTtaBunkbT, upes YCITYTATA rapaHTupa, 4ye AGOHaTBLT MOXe [a U3TErNn CBOMTE CbXpPaHsiBaHU
B ApxuBa QOKYMEHTW M CbOTBETHUTE MaTepuanu 3a ObroCPOYHO BanuaupaHe (aokasaTericTBeH
MaTtepuan) npes nepuoga Ha gorosopa 3a npegoctaBsaHe Ha YCITYTATA.

1. AGoHaTBbT MMa AOCTbMN A0 e-OOKYMEHTU 1 OO0 MaTepuanu (gokasaTencrea) 3a AbITOCPOYHO
BanuaupaHe, 3anaseHun B ApxmBa caMo Ype3 3alluTeH KaHan.

2. YCITYTATA rapaHTupa, 4ye Bcekm ABoHaT nma JOCTbN camMo 0 e-A0KYMEHTU 1 A0 MaTepuanm
3a OAbroCpoYHO BanuaupaHe, 3a KOUTO TOW AENCTBUTENHO MMa NMpaBo Ha OOCTHI.

6.7.3 W3paBaHe Ha NoTtBbpxaeHne (ACK) 3a cbxpaHsiBaH e-0OKYMEHT
Mo nckaHe Ha AboHata, YCJIYTATA usgaBa noTBbpXAEHME BbB Bpb3ka CbC CbXpaHsABaH e-
OOKyMeHT. [MoTBbpXAEeHNETO BKMOYBA:

1. N3aBneHune, Ye yCbBBbPLUEHCTBAHUTE UMW KBaANMAUUMPaHM €NEeKTPOHHU noanucu, nedartu,
BPEMEBU NeYaTh Ha CbOTBETHUTE €-A0KYMEHTU U CbOTBETHUTE YyOOCTOBEPEHUA ca Bunu BanMaHu no
BpEME Ha yOoCToBepsiBAHETO C BpeMeBM nevaT Ha YCITYTATA v npu BanuanpaHe crneg TAXHOTO
npuemaHe B Apxumsa.

2. XewWbT Ha e-00KYMEHT, UMeTOo 1 ngeHtudukaTopa Ha AGoHaTa.

3. MN3sBneHue, ye OafeH e-A0KYMEHT MMa OafeHUs Xell, Taka 4Ye TOW € VAEHTUYEH Ha e-
AOKYMEHT CbC CbLLUMSA XeLl, npeacTaBeH oT AGoHaTa.

4, BpemeTo Ha npuemMmaHe Ha e-O40KyMeHTa B apxuBa.

YCNYTATA nsgasa MNoTBbpXKAEHUETO KaTo e-A0KYMEHT C YCbBbPLUEHCTBaH eNEeKTPOHEH Nognuc
UM Ha xapTueH HocuTen. [NoTBbpPXKOEHNETO Ce Cb3daBa OT AJSTBXKHOCTHO nuue, OTroBapsLwo 3a
n3gaBaHeTo Ha [NoTBbpXKAEHUSA Ha ApXMBa, a B Criyvar Ha enekTPoHHO [NoTBbpXKaeHue NocTaBs CBOS
YCbBbPLUEHCTBAH €MEKTPOHEH NOAMNUC U KBanuduumpaH BpEMEBM NeYar; B CryYyan Ha nsgaBaHe Ha
MoTBBLPXKOEHMETO HA XapTUEH HOCUTEN M0 YAOCTOBEPSIBA C HErOBUS CaMOPBbYEH Nognuc.

N3pnaeaHeTo Ha MNoTBbpxaeHMe MOXe Aa GbAe NoMCKaHO OT YMbIHOMOLLEH NpeacTaBuTen Ha
AbBoHaTa, ako npeasapuTenHo NpeacTaBy HOTapUanHo 3aBepeHO MbIHOMOLLHO.

6.7.4 BwusyanusupaHe (Display) Ha cbXxpaHsABaH e-40KYMEeHT

YCIIYTATA npepoctaBa Ha AbBoHaTta Bb3MOXHOCT Aa Bu3yanu3npa CBOW e-AO0KYMEHTU
CbXpaHsABaHW B apxvBa Ha nNpeABapuTenHo onpeaeneHa gata n MACTo.
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6.7.5 MWaTpuBaHe (Delete) Ha cbxpaHABaH e-AOKYMEHT

YCNYTATA npegocTtaBsa no mckaHe Ha aboHaTta CENEKTUBHO U3TpMBAHE Ha €-AOKYMEHTU U
BCUYKM CbOTBETCTBALLM ABMATOCPOUHN MaTepuanu 3a BanugupaHe (4okasaTenictBa), CbXxpaHaBaHu
B ApxuBa,. 3annyaBaHeTo 03Ha4YaBa (PU3NYECKOTO U3TPUBAHE HA CbXPaHSBaH e-A0KYMEHT MO TakbB
Ha4uH, Ye He MOXe Aa 6be Bb3CTaHOBEH NO-KbCHO (NN CamMO C HePeanuCTUYHO BUCOKM (DMHAHCOBU
pasxoau). 3annyaBaHETO Ce WM3BbpLBa BbPXy Uuanata cuctema Ha [ocTaBumka KkaTo CbC
3anvM4yaBaHeTO Ce YHULL0XaBa BCAKO 3ana3eHo Konve oT e-A0KyMeHTa.

6.8 [pekpataBaHe Ha [loroBopa 3a YCJIYTATA

Mpn npekpaTtaeaHe Ha [orosopa 3a YCJIYIATA, [JocTaBYMKbT NPedoCcTaBs €-AOKYMEHTUTE U
MaTtepuanute 3a AbNrOCPOYHO BanuaupaHe, kouto ABoHaTa e nopbyvan ga ObaaT 3anaseHu 3a
naternsHe (Download) oT Hero unu oT Apyro onpasBoMoLleHO nuue. Crnea npekpaTsBaHeTo Ha
aoroBopa, [JoctaBunkbT TpsAbBa Aa 3anuum AOKYMEHTUTE U ObIITOCPOYHUS BanMaaunoHeH MaTtepuan
Ha AGoHaTa, YnnTo [loroBop e npekpaTeH.

6.9 WUHTepchencu n npoToKonu
HocTtaBunkbT onepupa n nogabpka YCJTYTATA kaTo yeb-cepBuC, KOUTO ce JOCTbMNBa Ypes:

o OASIS DSS unHTepderic;
o GUI untepdeiic.

M pBata wHTepdpenica um3non3BaT 3aliMTEH KOMYHWKALMOHEH KaHan, noAAbpiKall
aBTeHTUMKaums Ha 3aasutens/MNoTpebuTten Ha YCITYTATA.

YCNYTATA ce aBTeHTudmumpa npen 3assutens/lotpebutensa (JoBepsBawarta ce crtpaHa)
ype3 KBanuuumupaHo yOOCTOBEPEHMEe 3a aBTEHTUYHOCT Ha yebcanT, msgageHo Ha HewHarta
cbpBbpHa komnoHeHTa (SPS_Server) o1 YO (CA) Ha B-Trust Ha OKYY,BEOPUKA® ALl

6.9.1 OASIS DSS uHTepcenc

SVS_Client npunoxenue goctbnea YCITYTATA upes OASIS DSS UHTepeiic, konTo ageduHnpa
Habop oT XML-komangu (Requests/Responses) Ha npoTokona Ha YCITYTATA.

MpotokonbT Ha OASIS DSS wuHTepdenca manonseat 3a TpaHcnopT SOAP-npoToKon, KOWTO
npeHaca XML-komangute (Requests/Responses) Ha YCITYTATA.

6.9.2 GUI nHrepdemnc

YCIYT'ATA ce poctbnea ot 3aasutens/lMotpebutens (JosepsiBawa ce cTpaHa) NOCPeaACTBOM
yeb-npunoxenune, koeto paboTu ¢ Heroeus Gpay3bp 1 nonaea rpadmyeH nHTepdenc. Nocpeacreom
Hero NoTpebuTtensa nanbnHaBa npoueaypute/dyHKUunTE OT T. 6.7 Ha JOKYMEHTa.

Tosun nnteppenc nsnonassa HTTP(S) POST npoTtokon 3a TpaHcnopT/obmeH.

6.10 BbHIWHM U3TOYHMLM HA AOKa3aTencTBeH MmaTtepuman 3a CbXxpaHAiBaHe

B onpegenexun cniyyaun, Hanpumep, cbbupaHe Ha OKa3aTerNCTBEH BanMaaunoHeH Matepuman 3a
CbxpaHsiBaHe Ha nognucu/nedaTtun, YCITYTATA nancksa gocTbn 4O BbHLUIHM N3TOYHULM, CBBP3aHKM C
npoueca Ha BanuaupaHe Ha nognuca/neyaTta KbM nognucan/nognevateH JOKYMEHT, KOUTO NOASEXN
Ha ObJSITOCPOYHO CbXpaHsiBaHe B ApxuBa Ha YcnyraTa. TakmBa BbHLUHM Yy4aCTHULUM BbB NPOLIEC Ha
OBbIITOCPOYHO ChXpaHsiBaHe ca:

e XpaHunuia Ha ygoctoBepeHus, nogabpxkanu ot OKYY — MNy6nuunn pernctpu, CRL/OCSP
natouHmum; TSA/ygoctoBepsBally opraHn Ha BpeMe (BpeMeBu nevatu);
e HauuoHaneH [loBeputeneH CNCHbK, BbHLLHKW (Ha CTpaHu-4neHkn) Joseputennun cnncobum (TL);

YCNYTATA un3nonssa CcTaHgapTU3UPaHU NporpamMmHu UHTepdencn 3a 4OCTbM 4O TE3M BbHLUHM
M3TOYHMUM, 3a [a AOCTaBWM [JoKasaTeNcTBeH BanuauMoHeH mMaTepuan npu CbXpaHsdBaHe Ha
nognucu/neyatn B Apxuea.
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7 TEXHUYECKWU MEPKU 3A CUTYPHOCT

7.1 TlapaHuUWK 3a CUTYPHOCT

HocTtaBunkbT Ha YCIYTATA nsnonssa HagexaHW CUCTEMU U NPOAYKTU, KOUTO ca 3alliUTEeHU
cpelly HernpaBoMepHO MoauduumnpaHe. [JOCTaBUMKLT CbXpaHsiBa apXUBUPAHNTE €-A0KYMEHTU BbB
hn3nyeckn 3almnTeHa cpega B CbOTBETCTBME C (PUBNYECKUTE N NPOLLEAYPHUTE U3MCKBAHUS, ONMUCAHN
B Pasgen 5 Ha gokymeHTa B-Trust CPS-eIDAS (obwaTta lMpaktuka Ha OKYY ,BOPUKA® Al) u e
rapaHTupaHa oT MONMUTUKUTE 3a BbTPELUHA CUTYPHOCT U PeAOBHUTE OOAMTM 3a BbTPELLUHA U BbHLUHA
CUIYPHOCT.

JlOCTaBUMKBT KpUNTUPa ENEKTPOHHUTE AOKYMEHTU BMHArum ¢ anropuMTbM, KOMTO ce cuyuTa 3a
curypeH/6e3onaceH npv OafeHo CbCTOsIHME Ha TEXHONOrMsiTa M CbXpaHsiBa e-A0KYMEHTUTE 4Ype3
KpUNTUPaHMW.

7.2 TMpepnasHM MepKU 3a KOMMKOTbLPHA CUTYPHOCT

JocTaBunkbT nsnonsesa HagexaHu VT cuctemu n pelleHnd, TeXHONOrmm U pesepBupaHoCcT B
cuctemute Ha YCIYTATA. KpUtnyHmute KOMMNOHEHTM HA cucTemMaTa ca pesepBupaHu. 3nonsea He
cuctema ot 3awuTHu ctenm (Firewalls) B UT-nHdpactpykTtypaTta Ha YCITYTATA.

7.3 TexHu4ecku npeana3HN MepKu, CBbpP3aHn C XKUSHEHUA UKD

M3nonsegaT ce cuctemHun enemeHTn 3a YCJIYTATA kaTo ce oTuumTaT cbobpaxeHusTa 3a
CUTYPHOCT, CBbP3aHU C XKU3HEHMS LUUKbBIT HA KOMMOHEHTUTE.

7.4 PerynapeH Oant/Ceptucpnumpatre

HoctaBunkbT Ha YCJIYTATA e OKYY n genHoctta My nognexm Ha perynapeH Oaut B
cboTBeTCcTBUE C PernameHT 910/2014. N3gageH w/unu nogHoBeH cepTudukaT Ha [ocTaB4ymka Ha
YCNYTATA ygoctoBepsiBat cbotBeTcTBue Ha YCJTYTATA ¢ 1031 OOKyMeHT. Bk T. 8 Ha QOKYMeEHT
.[1paKkTuKa npu npegoctaBsHe Ha KBanuduumpaHn yogocToBEPEHNsT U yOOCTOBEPUTENHM YCyrn 3a
Tax ot ,6OPUKA* ALl (B-Trust CPS-eIDAS)".

7.5 MoBTopHO KpunTupaHe (MpekpuntupaHe) Ha ApxmBa

[loCcTaBUMKBLT rapaHTMpa, 4e apxvMBMpaHUTE e-AOKYMEHTM ca KpUMTUpaHu C anropuTbM 3a
KpUnTmpaHe, KOWTO € CUrypeH/HaaexaeH no BCAko Bpeme. ToBa nauncksaHe obycnass noTpebHOCT oT
npekpuntMpaHe Ha ApxuBa B ObAelle, KOrato WM3NON3BaHWS KPUNTO-anroputbm ce npuema 3a
cnab/HecurypeH.

7.6 (HenpeKkbCcHaT) MOHUTOPUHI Ha TeXHONoOrnMuTe

HoctaBunkbT Ha YCJIYTATA HenpekbcHato HabniwogaBa pasBUTMETO Ha TEXHOMOrMUTE,
CBbP3aHU C eNEKTPOHHNA nognuc n kpuntorpaduarta. B cnyyan, ye TexHudecka cneundvkaumnsa nnm
HOpPMaTMBEH [OOKYMEHT 00saBM Kpuntorpadpckm anroputbM C AdadeH napaMeTbp 3a PUCKOB
(HepgocTaTbYHO curypeH), [loctaBunkbT Npeanpvema CbOTBETHM MEPKU Oa OTCTPaHW €BEeHTyaneH
PUCK.

7.7 WN360p Ha BbHLWHX AOCTaBYMLM
O6xeatbT Ha YCJTYTATA agpecupa (3acera) camo Notpebutenute Ha B-Trust. Ts He n3nonaea
BbHLUHWN M3TOYHULM 3a CbOMpaHe Ha JokasaTerncTBEH BanugaunMoHeH MaTtepuman 3a nognucu/nevartu.

7.8 MopaptbXka Ha onepaTMBHa CbBMECTUMOCT Ha nognuc/nevyaTu

CvovrnacHo lMonutukata Ha YCIIYTATA, [docTaBuMKbT CbxpaHsiBa camo nognucu/nedaTtn (e-
OOKYMEHTM) C MeXayHapoaHO YTBbPAEHM NMpodunn U HMBaA Ha noanucBaHe, ¢ orneg Ha obaella
onepaTtvMBHa CbBMECTMMOCT C ApYrn NogobHM yCcnyrn 3a cbxpaHsiBaHe.
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8 OLEHKA HA PUCKA

OTuynTtamkm ycrtaHoBeHM OU3HEC M TexHUYeckn npobremm npu [OCTaBka, OnepupaHe wu
nogapwvxka Ha YCITYTATA, HocTaBumKkbT M3BbLPLUBA OLEHKA Ha pucka 3a ga uaeHTuduumpa,
aHanuaupa 1 OLUeHU CBbp3aHUTE C TOBA PUCKOBE.

M3bupaTt ce noaxoasiliym MepKU 3a M3bsresaHe Ha MaeHTUULMPaAHM PUCKOBE KaTo ce oTdyuTaT
pe3yntatute OT oueHkaTa Ha pucka. [puemaHuTe Mepku rapaHTUpaTr HMBO Ha CUIYpPHOCT,
CbU3MEPUMO CbC CTEMNEHTA HA MAEHTUMULNPAHUTE PUCKOBE.

[ocTtaBunkbT AokymeHTMpa u4pe3 [lpaktvkata u [lonuTtukaTa, BKMIOYEHW KaTo 4actu OT
HaCTOALNA AOKYMEHT, U3UCKBaHUATA KbM CUIYPHOCTTa 1 onepaTuBHUTE NpoLenypu, Heobxoanmm 3a
n3bsreaHe Ha ngeHtTndnumnpann puckoee 3a YCITYTATA.

lMepnognyHo ce wu3NbNHABA npernej M OUeHKa Ha pucka C uen npeofonsiBaHe Ha
naeHTUUUMpaHn puckoBm haktTopu.

MeHMOXMBHTBT Ha [locTaBunka ogobpsiBa pesyntatute OT OLeHKaTa Ha pucka, npeanucaHnTe
MEpPKU 3a NPEOAONABAHE HAa OEHTUMMLMPAHN PUCKOBU (DaKTOPU 1 NMpUeMa YCTaHOBEHMSI OCTaTbyeH
puck oTHocHo YCJTYTATA.

Bwk pokymeHT [llpakTvka npu npegoctaBdAHe Ha KBanuduuupaHu yOOCTOBEPEHUS U
yaocTtoBeputenHu ycnyru 3a tax ot ,6OPUKA® ALl (B-Trust CPS-eIDAS).

9 MPAKTUKA

MocoyeHnTe B TO3M [AOKYMEHT Mpouenypu, MEXaHU3MM MO KOHTPON M TEeXHUYECKM
xapaktepuctukm Ha YCJTYTATA ca gonbfiHeHME KbM CbOTBETHUTE YacTu B AOKyMeHTa ,llpakTuka
npy npegocTaBsHe Ha KBanvduuupaHu yAOCTOBEPEHWUS U yOOCTOBEPUTENHU yCryrn 3a TaX OT
.DOPUKA* ALl (B-Trust CPS-eIDAS), kouTo pernameHtMpatr obwmte ycrnoBusi, OEWHOCTU W
npouenypu Ha ,BOPUKA” ALl kato KYY no npegoctaBsHe Ha KBanuguuupaHu yoocTtoBepuTenHu
ycnyru.

9.1 CnyxebHu yanoctoBepeHus Ha YCITYTATA
YCIYTATA nma gse ny6nvyHn yaocToBepeHus:

L] KBaJ'II/I(bVILI,VIpaHO yaoocTtoBepeHne 3a yCbBbpPLUEHCTBAH €1eKTPOHEH ne4ar,
e YCbBbpPLIEHCTBAHO yOOCTOBEPEHNE 3a aBTEHTUYHOCT Ha ye6-ca|?1T.

YpoctoBepeHuneTo 3a e-neyat Ha B-Trust Qualified LTPS e kBanuduuupaHo ygoctoBepeHue 3a
YCbBbPLUEHCTBAH ENEKTPOHEH NeYvaT 1 € eNeKTPOHHO nogneyvyaTeHo ¢ YacTeH kntoy Ha OnepaTnBHUSA
yoocTtoBepsBaly, opraH B-Trust Operational Qualified CA Ha [JoctaByuka. C 4acTHMS KIOY Ha
YCIYTATA, cboTBeTCcTBaL, Ha Ny6nNnyHUSA TakbB B TOBa yAOCTOBEpPeHMe, [JOCTaBUMKBT €NeKTPOHHO
nogneyvatea [MOTBbpXKOEHMETO 3@ OBITOCPOYHO CbXpaHsABaHe Ha nognuca/nedata (e-4oKymMeHTa),
KONTO ce npenocTaes Ha [NoTpebuten/[JoBepsiBala ce cTpaHa.

ToBa ypoctoBepeHue aBTeHTUdUUMpa YCITYTATA KaTto W3TOMHUK Ha reHepupaHoTo
MoTBbpPXAEHUE 3a CbXpaHsABaHe Ha eNeKTPOHHO noAanucaH/nogneyaTeH e-40OKYMEHT M yTBbpXaaBa
LenocTTa Ha gaHHuTe B [NoTBbpPXKOEHUETO.

YpocTtoBepeHueTo 3a yeb-cant Ha B-Trust Qualified LTPS e ycbBbpLUEHCTBAHO YAOCTOBEPEHME
3a yeb-canT 1 e enekTPOHHO NoAnevaTaHo ¢ YyacTeH knoYv Ha OnepaTuBHMA yAOCTOBEpSBALL, OpraH
B-Trust Operational Advanced CA Ha [JoctaBunka. ToBa ygOCTOBEPEHME OHMAWH aBTEHTUdULMPA
canta Ha YCNYIATA npen AboHata/lloTpebutens un obcnyxsa 3awmteHa SSL/TLS cecusa c
MoTtpebutens.

MpodmnbT Ha kKBanNMMUMPAHOTO YOOCTOBEPEHME 3a YCHBBPLUEHCTBAH e-nevat Ha YCIYTATA
€ CbrnacHo gokymeHta llonutuka npu npeactaBdHe Ha KBanuduumpaHu yooCTOBEpPEHUs 3a
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Mpud C1 (3a 06O NnonsBaHe)

YCbBbpPLUEHCTBAH enekTpoHeH nognuc n nevat (B-Trust QCP-eIDAS AES/AESeal) Ha ,BOPUKA® ALl

M e Nnoco4eH no-gony:

Mone ATpubyTtn 3HauyeHune/CTomHOCT
Version - V3
Serial number - 29 b9 2a 56
Signature algorithm - Sha256RSA
Signature hash algorithm |- Sha256
Issuer CN = B-Trust Operational Advanced CA
Oou = B-Trust
= BORICA AD
Organizationldentifier(2.5.4.97) |NTRBG-201230426
C= BG
Validity from - 2019-02-27T14:34:27Z
Validity to - 2022-02-26T14:34:27Z
Subject CN = B-Trust Qualified Long-Terms Preservation Service
O= BORICA AD
Organizationldentifier(2.5.4.97) |[NTRBG-201230426
C= BG
Public key - RSA(2048 Bits)
Subject Key Identifier 87 b3 81 c2 a2 78 1d dd 3f d6 18 53 1f 58 c6 ae 84 ce ab 6f
Authority Key Identifier  |KeyID = 07 dc aa 30 76 98 b7 85 4b 6d 03 18 c8 e3 cd a7 7b 36 82 ef
Issuer Alternative Name |URL= http://www.b-trust.org
Basic Constraints Subject Type = End Entity
Path length Constraint = None

Certificate Policy

[1]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.7.1.3
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.b-trust.org/documents/cps
[2]Certificate Policy:
Policy Identifier=0.4.0.194112.1.1

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-
TrustOperationalACA.crl

"BOPUKA" ALl, 1 Anpun 2019 .

Authority - [1]Authority Info Access
Information Access Access Method=On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2]Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustOperationalACA.cer
Key Usage(critical) - Digital Signature
Enhanced Key Usage - Client Authentication, Secure Email
Qualified Statement Qualified Certificate Statement: |id-qcs- id-etsi-qcs-Semanticsld-Legal
pkixQCSyntax-v2 |(0id=0.4.0.194121.1.2)
(0id=1.3.6.1.5.5.7.1
1.2)
id-etsi-qcs-QcCompliance
(0id=0.4.0.1862.1.1)
id-etsi-qcs-QcPDS |PdsLocations
(0id=0.4.0.1862.1.5
)
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Mpud C1 (3a 06O NnonsBaHe)

PdsLocation=https://www.b-
trust.org/documents/pds/qltps_pds_en.p

df

language=en
Thumbprint (Shal) 4f 4a 4c fc 6e 52 20 c3 96 d2 a7 79 8a 01 2¢ f9 db f5 8a a2
Thumbprint (Sha256) a9 b9 16 b4 7e 21 fe 32 05 04 d5 17 4a c4 ee b8 1b b9 32 bf

44 18 a0 86 f9 80 16 bl c2 f4 a5 53

MpochbmnbT Ha YCLBBLPLUIEHCTBAHOTO YAOCTOBEPEHME 3a aBTEHTUYHOCT
(opranusaums) Ha VYCJIYTATA e cbrnacHo [OKYMeHTa

Ha yeb-canT
,[1ONIMTUKa npu npeacTaBsHe Ha

KBanuduumpaHm yaocToBepeHnst 3a aBTEHTUYHOCT Ha yeb-cant (B-Trust QCP-eIDAS Web SSL/TLS)
Ha ,BOPUKA® A[] 1 e noco4eH no-gony:

Mone ATpubyTn 3HaueHune/CTonHOCT
Version - V3
Serial number - 29 b9 2a 55
Signature - Sha256RSA
algorithm
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Operational Advanced CA
Oou = B-Trust
o= BORICA AD
Organizationldentifier(2.5.4.9 [NTRBG-201230426
7) =
C= BG
Validity from - 2019-02-27T11:52:427
Validity to - 2021-06-01T12:52:42Z
Subject CN = gltps.b-trust.org
o= BORICA AD
2.5.4.97= NTRBG-201230426
(organizationldentifier)
ou OV SSL
C= BG
Public key - RSA(2048 bits)
SubjectAlternativeName https://qltps.b-trust.org
Subject Key Identifier - 8b 07 4f 9d fc 60 23 1c da be 68 a2 dd 1d fe 90 c3 fO cc 67
Authority Key Identifier  |KeyID = 07 dc aa 30 76 98 b7 85 4b 6d 03 18 c8 e3 cd a7 7b 36 82 ef
Issuer Alternative Name |URL = http://www.b-trust.org
Basic Constraints Subject Type = End Entity
Path length Constraint = None

Certificate Policy

[1]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.7.1.6
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.b-trust.org/documents/cps
[2]Certificate Policy:
Policy Identifier=2.23.140.1.2.2
[3]Certificate Policy:
Policy Identifier=0.4.0.2042.1.7

Enhanced Key Usage

Server Authentication, Client Authentication

CRL Distribution Points

[1] CRL Distribution Point

Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-
TrustOperationalACA.crl

Authority Information

Access

[1] Authority Info Access
Access Method=0n-line Certificate Status Protocol
Alternative Name:
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URL=http://ocsp.b-trust.org
[2] Authority Info Access

Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)

Alternative Name:

URL=http://ca.b-trust.org/repository/B-
TrustOperational ACAOCSP.cer

Key Usage (critical) - Digital Signature, Key Encipherment
Qualified Statement Qualified Certificate |id-qcs-pkixQCSyntax-v2 |id-etsi-qcs-Semanticsld-Legal
Statement: (0id=1.3.6.1.5.5.7.11.2) |(0id=0.4.0.194121.1.2)
id-etsi-qcs-QcType id-etsi-qct-web (0id=0.4.0.1862.1.6.3)
(0id=0.4.0.1862.1.6)
id-etsi-qcs-QcPDS PdsLocations
(0id=0.4.0.1862.1.5) PdsLocation=https://www.b-
trust.org/documents/pds/qltps_pds_en
.pdf
language=en
Thumbprint (Shal) ed 1485aac93844c0117a27c201dldlb044 4e cO 6f
Thumbprint (Sha256) 33 ea 95 fc f1 7f d2 bc fa c4 f3 af 06 25 bd 8f 8f d1 Oe b0 c7 dd fb

7a c4 al 0a 0b 24 31 b3 c6

B-Trust nsnonsea cnegHuTe anroputMu 3a eneKTpoHeH Noanuc/nedar u 3alumTa Ha JaHHUTE:

HaumeHoBaHue Anroputbm

Xel-anropuTmu: SHA 256

AcumeTpuyHK anroputmun: | RSA

CuMeTpurYeH anropuTbm AES

9.2 CpepacTtBa, ynpasneHue u onepatuBeH KoHTpors Ha YCITYTATA

9.2.1 BwbTpelwHa opraHusaumsa npu [loctaBumka

,DOPUKA* AL, pernctpupad OKYY no cmucvbna Ha Pernament 910/2014 n 3akoHa 3a
€EKTPOHHUS OOKYMEHT 1 ygoctoBeputenHute yenyrm (SEAEYY) e [loctaBuuk Ha YCJTYTATA. Tasu
KBanudurumpaHa ygoctoBeputenHa ycnyra pabotu n ce nogaobpxa 4ypes3 mHdpacTpykTypaTa Ha
nyGnn4yHm kno4vose B-Trust® , koAaTo € opraHmsaumnoHHo 3BeHO Ha [locTaBumka. [JJokymeHT , [NpakTuka
npu npegocTaBsHe Ha KBanuduuupaHu YAOCTOBEPEHWUS U yOOCTOBEPUTENHU YCryrn 3a Tax OT
,DOPUKA* Al (B-Trust CPS-eIDAS)“ 0THOCHO BbTpeLLHaTa opraHm3aunsa Ha Tasm MHAPacTpyKTypa
W NpefocTaBaHUTE 4Ype3 Hes KBanuduumpaHn yaooCTOBEPUTENHM YCNYru, € MPUNoXuM U KbM
YCNYTATA.

9.2.2 nMepcoHan

Xapaktepuctukata Ha nepcoHana Ha [OKYY, oTroeapsi, 3a onepupaHe U noaapbXka Ha
YCITIYITATA v HasHayeHuTe [ONBbXKHOCTM Ca B CbOTBETCTBME C [OKyMeHTa , [lpaktuka npu
npefocTaBsHe Ha KBanuduuupaHu YyOOCTOBEPEHUA W YAOCTOBEPUTENHW Yycrnyrn 3a TAX OT
,DOPUKA®" Al (B-Trust CPS-elDAS)".

9.2.3 YnpaBneHue Ha aKkTUBU

YnpaBneHneTo Ha akTMBUTe Ha nHdpacTpyktypaTa B-Trust® Ha OKYY ,EOPUKA* Al cbrnacHo
AOoKymeHTa [MpakTuka npu npegoctaBsHe Ha kBanuduumpaHn yaoCcTOBEPEHUS U yOOCTOBEPUTENHN
ycnyrm 3a 1ax o7 ,6OPUKA* ALl (B-Trust CPS- elDAS)* e npunoxnmo 3a YCITYTATA.

9.2.4 YnpaBneHue Ha gocTbna

Bcrykn KOMMOHEHTU, M3MUCKBALLW PU3NYECKa M NOrMyecka 3allmnTta OTHOCHO KPUTUYHU OaHHU U
nHopmMaLma (CbpBbPU, KOMYHUKALMOHHO OBOpyABaHe, KMo4voBe, XpaHwnuwia/apxveu, Ap.) ca
0060c00€eHN B MOMELLEHNSI U 30HW C BUCOKA 3allMTa Ha AocTbna. PU3NYECKUAT N NOTMYECKN KOHTPO
Ha gocTbna 4o cpefata/MHppacTpykTypata Ha B-Trust® Ha KYY e B cbOTBETCTBME C JOKYMEHTA
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.l IpaKkTuKa npu npegoctaBsHe Ha KBanuduumpaHn yooCTOBEPEHMS U YOOCTOBEPUTENHU YCIyrn 3a
Tax ot ,6OPUKA* ALl (B-Trust CPS-eIDAS)" u e npunoxum kem YCITYTATA.

9.2.5 KpunTtorpacpcka curypHocT — yrpaBfeHue Ha Krno4yoBe

9.2.5.1 TleHepupaHe Ha gBOMKaTa KIo4oBe

[Bonkata RSA kntoyoBe KbM KBanMuumMpaHoTO yAOCTOBEPEHUE 3a YCbBbPLUEHCTBAH e-neyat
N 32 aBTEHTUYHOCT Ha yeb-canT Ha YCITYTATA ce reHepupa B codpTyepHa cpeaa ¢ BUCOKa CTeneH
Ha curypHocT (PKCS#12) ot nepcoHan Ha [JocTaByuka, KOMUTO MMa NpaBo Aa U3nbrHABa Tasu pons.
'eHepupaHuTe aBoliku RSA krtovoBe ca ¢ AbimkuHa 2048 6uTta.

OnucaHMeTo W ponsTa Ha TO3W NepcoHan ca MNocodYeHn B AoKyMeHTa [llpakTuka npw
npefocTaBsHe Ha KBanu@UUMPaHU YOOCTOBEPEHUSS U YOOCTOBEPUTENHM YCryrm 3a TaX OT
.DOPUKA* ALl (B-Trust CPS-elDAS)".

CpepaTta 3a reHepupaHe Ha gBovikuTe krtovoBe Ha YCJTYTATA e onucaHa B CbLUNSA JOKYMEHT.

Mpouenypnte No reHepupaHe Ha Te3nW OBOWKW KIOYOBE € B CbOTBETCTBME C OOKYMEHTU
,[1IONIMTUKa nNpu npegocTaBsaHe Ha KBanuuuMpaHn yOOCTOBEPEHUS 3a YCbBbPLUEHCTBAH
enekTpoHeH nognuc/neyat ot ,BOPUKA® ALl (B-Trust QCP-eIDAS AES/AESeal)” n ,MonuTtuka npu
npegocTtaBsiHe Ha KBanuduuMpaHn yooCcToBEPEHMS 3a aBTEHTUYHOCT Ha yeb-cant ot ,BOPUKA® ALl
(B-Trust QCP-elDAS Web SSL/TLS)".

9.2.5.2 3awmTa Ha YacTeH Knrou

"eHepupaHnTe YacTHU kntovose Ha YCITYTATA ce cbxpaHdaBa vpes kpuntorpadckm gann cbe
cTpyktypa PKCS#12, 3awmteH ¢ HagexaHa napona. B cneunaneH celid, ce cbxpaHsaBa Konue Ha
KpunTtorpadcknsa dpann 3a Bb3CTaHOBUTESNHU LIESN.

9.2.5.3 PasnpocTtpaHeHue Ha NyONMYHUA KITHoY

My6bnnyHute «knovoBe Ha YCIIYTATA ca ygocToBepeHuM 4pes yOoCcTOBepeHusTa 3a
YCBHbBBPLUEHCTBAH NevaT M aBTEHTUYHOCT Ha yebcanT, usgageHun OT CboTBeTHUTE OnepaTtyBHU
YpoctosepaBawm OpraHu B B-Trust-epapxmnsarta Ha [loctaBumka.

[ocTaBunkbT Ny6rvMKyBa YOAOCTOBEPEHMETO 3a aBTEHTMYHOCT Ha yeb-canT Ha YCITYTATA Ha
WHTEPHeT CTpaHuLa Ha cainTa cu.

3a pga aBteHTMdMumpa YCITYTATA, 3aasuten/MotpebuTten (JoBepsiBawa ce cTpaHa) cneasa
Aa e 3apegun Ha CBOS CMCTeMa onepaTUBHOTO yaocToBepeHne Ha YaoctosepsiBalw, OpraH B-Trust
Operational Advanced CA (4acTt oT ygoctoBepuTenHute Bepurn Ha B-Trust, cbLuo nybnnkyBaHu Ha
CTpaHuua Ha canTa Ha [JocTtaBuuka).

9.2.5.4 TMpoabmkaBaHe Ha cpoka u/vnu npensgaBaHe HA YAOCTOBEPEHUETO

MeprnogbT Ha BanuAHOCT Ha yaoctoBepeHuaTa Ha YCJTIYTATA e 5 roguHun. Cneq nstuyaHe Ha
TO3W NepuoA, CPOKBbT Ha BanMAHOCT Ha YAOCTOBEPEHMETO Ce NpoabikaBa 3a nepnog ot 3 roguHu.
Cnien 1031 nepuog ce reHepupa HoBa ABOMKA KMO4YOBE 3@ CbOTBETHOTO YAOCTOBEPEHME, YACTHUAT
KN4 OT KOATO Ce CbxpaHsaBa B HOB kpuntorpadcku cdann PKCS#12, a nybnnyHuAT K4 ce
yOoocToBepsiBa, Ype3 u3gaBaHe Ha HoBO ypoctoBepeHue Ha YCJIYTATA. [BovikaTa knio4yoBe C
N3TeKb Nepnoa Ha BanuaHOCT Ce CbXpaHsiBa, KaKTo creaBsa:

e YaCTEeH KIo4Y — CbXpaHABa ce 3a nepunopa ot 10 roguHu;
[ ny6r|w-|eH KN4 — CbXpaHAaBa ce 3a nepuop ot 10 rogumHn.

9.2.6 ®du3snyecka n oKonHa cpega

MpunoxeHnTe MepkuTe W CpeacTBaTa OTHOCHO dum3Myeckata W OKOnMHa cpeda  KbM
MHpacTpykTypaTta B-Trust® Ha [JocTaBumka cbrnacHo gokymeHTa ,[1pakTuka npu npeaoctaBsiHe Ha
KBanudnumpaHn yogoctoBepeHus n yaoctoseputenHu ycnyru 3a tax ot ,6OPUKA* ALl (B-Trust CPS-
elDAS)* (1.5.1.) ca B cuna v ce nsnbnHseaTt 3a YCJTYTATA.
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9.2.7 OnepauvoHHa CUTYPHOCT

OnepaumoHHaTta curypHocT Ha nnatdgopmata Ha YCJIYTATA oTroBaps Ha W3UCKBaHWATa 3a
CUFYPHOCTTa Ha KOMMIOTbPHUTE cuctemMm B MHGpacTpykTypaTa Ha B-Trust cbrnacHo gokymeHTa
.l IpaKkTuKa npu npegoctaBsHe Ha KBanuuuMpaHn yooCcTOBEPEHUS U YOOCTOBEPUTENHU YCIyrn 3a
Tax oT ,6OPUKA" ALl (B-Trust CPS-eIDAS)“ (T.T. 6.6, 6.7, 6.8).

9.2.8 MpexoBa CUrypHocT

Bux ,lMpakTnuka npu npegoctaBsHe Ha KBanuduumpaHu yoOCTOBEPEHMS U YAOCTOBEPUTENHU
ycnyrm 3a 1ax oT ,6OPUKA* ALl (B-Trust CPS-eIDAS)” (1. 6.9).

9.2.9 YnpaBneHue Ha XypHanu

CobrnacHo gokymeHTta ,[lpakTtuka npwu npegocTaBsaHe Ha KBanuuumpaHu yaoCTOBEPEHUs Wt
ypocTtoBeputenHu ycnyru 3a 1ax ot ,6OPUKA® Al (B-Trust CPS-eIDAS)“ (1. 5.4).

9.2.10 HenpekbcBaemocT

CobrnacHo npunaraHute oT [locTaBumka OOLWM MepKW, rapaHTupaliM HenpekbCBaeMOCT Ha
dyHKUMOHMpPaHeTo Ha B-Trust wHdpacTpykTypata, B TOBa 4MCNO, Ha KBanuduumnmpaHu
yOoOCTOBEPUTENHM ycnyri, Gasupawm ce Ha pe3epBMPaHOCT Ha KPUTUYHUTE KOMMOHEHTUM Ha

WHpacTpyKTypaTa.
9.2.11 MNpeKkpaTtaBaHe Ha ycnyraTa

B cnyuan Ha npekpaTtsaBaHe Ha YCJITYTATA ce nanbnHsiBaT CbOTBETHUTE Npouenypw, CbrmacHo
AOKymeHTa [MpakTuka npu npegoctaBsHe Ha KBanuduumpaHn yaoCcToOBEPEHUS U yOOCTOBEPUTENHN
ycnyrm 3a 1ax o7 ,6OPUKA* ALl (B-Trust CPS-eIDAS)” (1. 5.9).

9.3 WUHdopmaumoHHa CUTYPHOCT
,DOPUKA® A[] He nybnukyBa otaenHa MNMonntnka Ha nHdopmaunoHHa curypHocT 3a YCITYTATA.

HocTaBunkbT onepupa, nogabpxa w npegoctaBa YCJIYTATA kato u3snonsea obuwarta
WHpacTpykTypa Ha nybnuyHm kniodvoBe B-Trust®, uypes koATo npegoctaBs kBanuduumpaHu
yOOCTOBEPUTENHN ycrnyrn (kBanudumumpaHn ygocToBepeHus Ha nognuc/medat u KkBanuduumpaHu
BpeMeBM ne4yaTtun) cbrnacHo PernameHT 910/2014.

MHdopMmaumoHHaTa CUrypHoCcT Ha KOMMoHeHTUTe Ha B-Trust uHgpacTpykTypaTa € 4yact oT
obwara MNonuTtuka Ha uHdopmMaumoHHa curypHoct Ha ,BOPUKA® All, yTBbpAeHa OT pbKOBOACTBOTO
Ha pupmaTa. Tasm nonuTUKa ycTaHOBSABA OpraHM3aUMOHHUTE MEPKM U npouenypu rno yrpasreHve
Ha CUIYpHOCTTa Ha CUCTEMUTE N MHPOPMALMOHHUTE aKTUBWU, YPE3 KOMTO Ce NPesocTaBsaT yCnyrure.
MepcoHan®bT, MMaL, NPSAKO OTHOLLEHUSI KbM T€3U CUCTEMM M aKTUBW € 3arno3HaT C U U3NbIHABa Tasu
Monuntnka. Buwx gokymeHT ,[pakTuka npu npefocrtaBsHe Ha KBanuuumpaHn yaocToOBepeHusa u
ygocToBepuTenHm yenyrm 3a 1sax ot ,60PUKA* ALl (B-Trust CPS-elDAS).

ObnrocpoyHo cbxpaHaBaHu B ApxuBa nognucu/nedatn (e-OOKYMEHTW) moraT fa cbabpxar
NMHopMaLMs, KOSTO ia Ce cunTa 3a NNYHKU faHHKU. B cboTBETCTBUE C HOpMaTuBHaTa ypeaba OTHOCHO
TakbB TMn gaHHu, ,BOPUKA® AL kato OKYY, pecnektmBHo kato [docTtaBumk Ha YCJIYTATA, e
pernctpupaHna ot K3J1[ kaTo agMMHNCTpaTOp Ha JIMYHWN SAHHU.

[ObNrocpoyHo CbxpaHaBaHUTE e-A0KyMeHTU B ApxuBa ca kpuntupaHu. Camo oTopuampaHm nuua
OT nepcoHana Ha JoctaByuka Ha YCJTYTATA usnbnHasat oyHKUMS No AeKpunTupaHe, pecrnekTUBHO
NMOBTOPHO KPUMNTMPaHE Ha CbXpaHsBaHMUTe noanucu/nevatu (e-goKyMmeHTn) B ApxuBea.

10 APYI' BU3HEC YCJ1IOBUA U NMPABHU ACINEKTHU
CbrnacHo 1. 9 Ha OOKYMeEHTa ,,rlpaKTl/IKa npn npegoctaBdaHe Ha KBaJ'IVICbI/ILI,I/IpaHVI yaocTtoBepeHusa

n ygoctoBepuTernHu ycnyrm 3a tax ot ,6OPUKA® ALl (B-Trust CPS-elDAS)".

MpunoxeHune 1. NMpodunun Ha e-nognuc/neyvaT n HUBa Ha NoanNMcBaHe
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MonuTtuka u NpakTuka

(e-nokymeHT), gonyctumm 3a YCJIYTATA
1. O6wa cTpykTypa Ha E-nognuc/nevar

MognucaHu

HenognucaHu

Moanuc/nevat o

E-JlokymeHT aTPUBYTH

2. basos e-nognuc/nedat (BASELINE_B)

NMoanucaHu

E-JlokymeHT aTpnbyTy Noanuc/nevat Henoanucau

aTpubytn

3. lMpodcmn BASELINE_T (c ygocTtoBepeHo BpeMe Ha nognuca/nedara)

NMoanucaHu HenognucaHu
E-lokymeHT aTpnbyty MNoanuc/nevat aTpnbyty

4. TMpodun BASELINE_LT (c yaocToBepeHO Bpeme + cTaTyCc Ha YyAOCTOBEPEHME)
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pucp C1 (3a obOwo nonssaHe)
MonuTtuka u NpakTuka

MNognucaHu HenognucaHu
E-loKymeHT aTpnbyt Moanuc/nevat aTpnbyt

5. lMpodcwmn BASELINE_LTA (Bpeme + cTtatyc + JONBbIIHUTENHN CTaTyC + BpeEME)

MoanwucaHu
HenognwucaHu atpmnbyTtu

E-[lokymeHT aTpubyTy Moanuc/nevar

BIN — BpemeBu nevat
CY — ctaTtyc Ha ygocToBepeHue
OB — nonbnHUTENHWM JaHHM 3a Banuaauus
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