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XpoHonorms Ha U3aMeHeHusITa Ha AOKYMEeHTa

Bepcus | AsTop (u) Hata CbcrosiHue | KomeHTap

3.2 Oumntbp Hukonos | 13.01.2017 YTBbpaOeH M3meHeHnsa Ha OOKyMEHTa,
CBbp3aHu C NnpunaraHe Ha
PernameHt 910/2014.

4.0 Oumntbp Hukonos | 01.06.2017 YTBbpAEH PasgensHe Ha [OKymMeHTa
Ha ofwa npakTuka npu
npegocTaBsiHe Ha
KBanuduumnpaHm

YyAOCTOBEPUTENHN YCNyrn U
CbOTBETHU MOMUTUKMN.

[obaBsHe Ha obua
npakTuka npu
npegocTtaBsiHe Ha
Keanndguumparm
yAOCTOBEPEHWS 3a
KBanuguumpaH efiekTpoOHeH
nevar.

[JobassiHe Ha obua
npakTuka npwv
npegocTtaBsiHe Ha
Keanndguumparm

yOoCTOBepeHUs 3a obnadeH
KBanuuumpaH enekTpoHeH

noanuc.
[JobaBsiHe Ha obua
npakTuka 3a
KBanuduumpaHa ycnyra 3a
BanvavpaHe Ha
KBanuduumpaHm
€EeKTPOHHM
nognucu/nevaru.

5.0 Oumntbp Hukonos | 01.04.2019 YTBbpPAEH Hob6aBeHun
~KBannpuumpaHa ycnyra 3a
BanugupaHe Ha
KBanuduumnpaHm
€MeKTPOHHM  nognucn  n
neyatn* wu Ycnyra 3a

KBanuduumpaHo
CbXxpaHsBaHe Ha
KBanuduumpaHm
€MNeKTPOHHM  nognucu  ”
neyaTu
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CBKPALLEHVA HA BEBITTAPCKU E3NK
CBbKPALLEHNA HA AHTTIMNCKU E3NK

CbAbPXAHUE

CbOTBETCTBUE VN YMOTPEBA......................
BBBEOEHUE ...

1

11
1.2
13
1.4
141
14.2
143
1.4.4
1.45
1.4.6
1.4.7
1.4.8
15
151
15.2
153
154
155
1.6

2

21
2.2
2.3
2.4
2.5

3

3.1
3.11
3.1.2
3.1.3
3.14
3.15
3.1.6
3.2
3.2.1
3.2.2
3.2.3
3.24
3.25
3.3
3.4
3.5
3.6

4.1
41.1
4.2
421
4.2.2
423
4.3
431
4.3.2
4.4
4.5
45.1

OCHOBHU MOJTIOXKEHUA. ..ot
[ocTtaByrk Ha KBanMduLUMpaHn ya4OCTOBEPUTENHUN YCNyrn
Perynaums N KOHTPOI ....oeieiiiiie e rieee et
NAEHTUPMKATOPU B AOKYMEHTA ...cvveeiveeeeiireee e

YyacTHMUM B MH(ppacTpykTypaTta Ha B-Trust®
YOOCTOBEPABALLN OPTAHM ...eeitieeeitiieeautteee sttt e e aatseeesaste e e e sabe e e e aatb e e e e s be e e e aabe e e o4k b e e e e st et e e aanb e e e e ah b e e e e anbb e e e nnnneeeennbeeeean
e oay o) oL 1T o) o] - L T PRSPPSO

OpraH 3a uzgaBaHe Ha kBanuduumpaH enekTpoHHN BpEMEBW NnevaTu
KBanuduumpaHa ycnyra 3a BanuavpaHe Ha KBanuuumpaHu eneKTPOHHN NOAMUCU/MEYATM ......ceeevvveeeerieereenneen
Ycnyra 3a kBanuumuupaHo cbxpaHsaBaHe Ha KBanuduumpaHn enekTpoHHN noanucu/neyaru
[ L @30T =Y o] = 1 Y o J S
MoTpebuten.........cceveeneee.

[osepsBaluym ce cTpaHu
YpoctoBepeHus 1 ynotpeba...................
ONPEnENEHUNE ......cocvvviiiiiie e
YpoctoBepeHus Ha [locTaBuumka
YDocToBeEpeHUS Ha ApYyry onepaTyMBHU OpraHu
Ksanuduumpanu ygoctoBepeHus 3a MNotpebuteny n npunoxmmoct
MpenHasHaveHne Ha KBannUUMpaHUTE yooCTOBEPEHUS 3a MOTPEBUTENN ....oovveiieiiiiee e
YnpasneHuve Ha lNpaktukata Ha [JocTaBunka
SAOBIMKEHNE 3A NMYBINKYBAHE Y BOOEHE HA PETUICTDBP ...ooiiiiee e e e aee e
Y a Lo eI oo o Y O PO PP PP PPPRP
[TyBrNYHO XPAHWITMLLE HA JOKYMEHTM ..eeeiuiiiieiiiiieeiiteeeesttteesaateeessmbeeaestbeeesantneeesnneeesnsneeesantneeenannes

My6rvkyBaHe Ha MHOPMALINS 38 YOOCTOBEPEHMATA ...c..vveeeeurrieeinreeeeatreeesatreeesneeeesanneeesansneessnees

UECTOTA HA MYBITUKYBAHE .....vvieiiiiiieeieiiee s aiteeeeaittee e stteee s stbee e e antbeeesate e e e snbeeeeanbbeeesanbeeeesnbreeeatbeeenans

[ocTbn 00 PErncTbpa Y IO XPAHUIIUALLLETO ....eveieeieiieeseieeeeaseeeeesnseeeesseeeesaneeeeesnneeeeasneeesanseeessnneeens
VMOEHTUNOUKALINA U ABTEHTUDUKALINA ...t

UIMEHYBAHE ......ooeiiiiiiiiriie et

ManonssaHe Ha umeHa
I3non3saHe Ha NCEBAOHUM ....................
3HaYMMOCT Ha MMeHaTa nNpuv BNUCBaHe
MpaBuNa 3a MHTEPMPETALMA HA MMEHAT@ .. ceeeiurrieeritreeeiiteeeaautreeesteeaeaatseeesastetessnsteeesasteeesansaeeesneeeesasbeeesansneeesnees
YHVKanHoCT Ha nMeHaTa
Mpu3HaBaHe, aBTEHTUYHOCT Y POSISt HA TBPTOBCKUTE MAPKU ... ..eeeiueeeeeieeeeearneeeeesueeeeassteeeeasneeesnnseeesanseeessnsneeesnneees
MbpBOHaYanHa NAEHTUMOUKALNS N YCTAHOBABAHE HA MAEHTUUHOCT .....vvieeeieereesteeeeasnteeeeaneneeesneeaesanseeeessnneesnneens
[lokasBaHe AbPKAHETO HA HACTHUS KITHOU ...eeeurriieirreeesireeesssseeeesineeeessnesesmneeesssneeesasneeennnnneeennnneens
YcTaHoBsABaHe Ha MOEHTUYHOCT Ha IOPUANYECKO NULIE UNN €OHOMNYEH THPTOBELL......vvervreeeeineee
YcTaHoBABaHE CaMOMNUYHOCTTA HA (OUBUYECKO JINLLE ... .ceveiiriieeiiiieeeiereeesieeeessineeeeanineeennneaeennnneens

OCOBEHN @TPUDYTU ...ttt ettt ettt ettt s e e ekt e e eat bt e e s st e e s bbbt e e anb bt e e snbe e e e snnbeeeatbeeenans

[ Lo (o a =y Y oY a o o T o o o) o Y E= T 1
MoeHTudmkaums n yctaHoBsBaHE Ha MOEHTUYHOCT MPU MOOHOBSBAHE ....ccevuvvieeriieeesiiiieesaaeeeeesnnees
MoeHTndurkauma n aBTEHTUOUKALMNSA MPU CIIMPAHE ... eeeeeeee e e e e s s s s e e s s s e s s s e s s e
MoeHTudmkaums n aBTeHTUdMKaLMSA Npy NpekpaTsiBaHe
NaeHTndmrKaumsa n aBTEHTUMUKALMS CIEA NMPEKPATABAHE .......vviiireeeeiirireesirreeesnreeesstreeesarneeesnneeesssreeesanneeennneas
OMNEPATVBHWN U3NCKBAHWA N NMPOLIEOYPA
WckaHe 3a nsgaBaHe Ha yAOCTOBEPEHME .........c.evvenneee.

TTDOLIEC HA BAABABAHE ......eevtieeiiee e ettt e e e ettt e e e e ettt e e e e ookttt e e a4 okt e ettt e e oo s e e e et e e e e e e ass e b e et e e e e e e st rnneneeeneas
[TPOLIEAYPA HA MBIABAHE ......eeiiiiieeiieiiiteet e e e e ettt e e e e ettt e e e e ook ettt e e e oot e ettt e e e e e s e e et e e e e e e e st b e et e e e e e e st rnneneeeneas
PyHKUMY NO NOAEHTUMDUKALUNSA N aBTEHTUMDUKALNS ...ooveeriiiinieeeeeiis
MoTBbPXKOABaAHE UMM OTXBBPIISHE HA UCKaHe 3a U3JaBaHe ...............
Cpok 3a 06paboTka Ha 1ckaHe 3a u3gaBaHe Ha y4oCTOBEPEHMNE
M30aBaHE HA YOOCTOBEPEHME ... .eeveeieeeeeaiieeeeaneeeeesneeeesanteeesanseeeesnnees
[encTtBre Ha YOOCTOBEPABALLUMS OPTaH . .....eiuueevieieaeeeainiieeeeaeeeaanneneeens
MsBecTtaBaHe Ha MoTpebuntensa Ha yAOCTOBEPEHNE OT JOCTABUMKE .......vvveeurrieeiireeeisiriee e st e e snnee e ee s s e e nnnees
MpuemaHe 1 NyOrMKYBaHE HA YAOCTOBEPEHMETO .....uveeeiirireritreeeiitteeeaatteeesastnteessseeesasbeeesantseeesneeeesasbeeesantneeesnneas
Ynotpeba Ha ABoWKkaTa KI40oBe N HA YOOCTOBEPEHNETO
(O S I [0 5 o T=T ok =Y 1 = PSPPI
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4.5.2 OT [OBEPSIBALLA CE CTPAHA.....cccuutrieeieeeeiiiutrreteeeeeaiitreeeeaeeaaiitaaseeaaesaiatsssseaaeassaatsssseeaesssaassssseeeeessassssseseeessanssssseees
4.6 [TOAHOBSIBAHE HA YOOCTOBEPEHME. ... ... teeieeeeeaiuitteteaaeaaaatteeeeaaeeeaaataeeeeeaeaeaansaeeeeeaaaeaaanmsbaeeaaaeaaannsbseeeaaeaeaansssneaaaeaann
4.6.1 YcnoBus 3a NOAHOBSIBAHE Ha yOOCTOBEPEHME..................

4.6.2 Koii MOxe ga 3asBv NOOHOBSIBaHE Ha YAOCTOBEPEHUE
4.6.3 Tlpouenypa No NOAHOBABAHE HA YAOCTOBEPEHME .....ceeiuvrireriieeesiireeeaaineeesineeesninneens
4.6.4 WsBecTsiBaHe Ha NoTpebuTen cnen NnogHOBSABaHE Ha yooOCTOBEPEHMWE
4.6.5 Ty6nukyBaHe Ha MOOHOBEHO YAOCTOBEPEHME .......uvveeeruirieeriieeessireeeaanineeesnieeeesnineeens
4.7 Moamsina Ha aBoWka KpunTorpadckn Krno4voBe B yAOCTOBEPEHME
4.8 [TPOMSAHA B YAOCTOBEPEHME ......eeeeeeeiiiiiiiieaeeeeaeiiiieeee e e e e eibeeeeaa e e e eaees
4.9 MpekpaTtaBaHe 1 cnMpaHe Ha ygoCToBEpeHuEe
4.9.1 YcnoBus 3a NPEKPATABAHE HA YAOCTOBEPEHME ......vveeiiireierireeesiireeesatreeessteeesssnseesassesesasneeesssneeesabneeensnnneesnnnneeeas
4.9.2 Tpouenypa 3a NPEKPATABAHE HA YOOCTOBEPEHME ....ccccutriierutrtetiiteeeaatteeesautetessasseesatseeesanseeessabeeeeabaeeesansneesannneeeas
4.9.3 [patuceH nepvog npeav npekpaTsiBaHe Ha yooCTOBEpeHME
4.9.4 Bpewme, 3a k0eTO YOoCTOBEpSABaLL, OpraH TpsibBa 4a U3MbITHWN UCKAHE 32 NMPEKPATABAHE..........eeeeriieeerereeensiveeenns 51
4.9.5 WNancksaHna kbM [loBepsaBaLuy ce CTpaHU 3a NpoBepKa Ha MPeKPaTEHO YAOCTOBEPEHUE .........covvveveeeeeeeiiineneeen 51
4.9.6 YectoTa Ha nybnukyBaHe Ha akTyaneH Cnncek Ha NpekpaTeHn yooCTOBEPEHUS
4.9.7 Ty6nukyBaHe Ha akTyaneH CnMCbK Ha NPeKPaTEHN YAOCTOBEPEHNS .......c.uveeennneen..

4.9.8 Bb3MOXHOCT 3a NpoBepKa Ha CTaTyC Ha yAOCTOBEPEHNE B pearHo BPeEME..............

4.9.9 WN3ancksaHMs 3a NON3BAHE HA OCSP ... e e e
4.9.10 CovrnacyBaHe Ha uHdopmMauusaTa B Cnucbk Ha npekpaTeru yaoctoBepeHua n OCSP
4.9.11 YCrnoBMWS 38 CMIMPAHE HA YOOCTOBEPEHUE .......uuveie i ittteeauttetesttetesaiteeeaaatteeesseeeesssbeeeeaabbeeesnte e e s aabbeeeanbbeeennbneesnnnneeeas
4.9.12 Ko Moxe ga 3asBu UCKaHe 3a CrupaHe Ha y4oCToBepeHue
4.9.13 lNpoueaypa 3a CNpaHe Ha YAOCTOBEPEHME .........ouvveveeeeeeiiiiiiieeaeeenns

4.9.14 OrpaHu4eHne Ha Nepuoaa Ha CMNPAHE HA YIAOCTOBEPEHME. ........uuueeeiteeeeaueeeeasnteeaeaasaeeesanseeesansseeeansneeesaseeessnseeeenn
4.9.15 Bb30o6HOBSABaHE AEACTBMETO HA CMPSIHO YAOCTOBEPEHMIE .....eeieeeieeeiniieeeeueeeessnneeeeaaseeeesanseeesannseeeanseeeesanseeessnseeeenn
4.9.16 lNpouenypa 3a Bb306HOBABaHE Ha AENCTBMETO Ha yAOCTOBEPEHME ..
4.10  CTATYC HA YAOCTOBEPEHWIE ....uuveieiireeeeauiretestteeasasneteaaatseeessee e e s asse e e s et st e e e st et e e aa s e e e e e s e et e aasee e e e nan e e e e anbne e e nnnn e e e nnnneeeas
4.11 TlpekpaTaBaHe Ha JOrOBOP 38 YOOCTOBEPUTEITHU YCITYTU ....uuvvieiiiieeeiuitieesiteeessiseeeeatbeeessneeesnanseeeanbbeeesnnneeessnnneeeas
4.12 Bb3CTAHOBABAHE HA KIHOUOBE. ... .cuvuieeeeesiiiiirieeeeessiinereeseesssssnnneesaessns
5 CPEOCTBA, YMNPABJIEHVE N OMEPATUBEH KOHTPOI................
51 DUBNYECKN KOHTPOI ..evvrrieeeeeieeiiirieeeeeeeesiiveereeeeeasnsveeeas

5.1.1 TlomeLleHNs N KOHCTPYKLMS Ha NOMeLLeHnsaTa
ST V2 17 Fc TV TS T<Yor (7 Ma (e Yoa i =) 1 DT

5.1.3 EnReKkTpMYECKO 3aXPaHBAHE U KIIUMATUUHM YCTIOBUS ...cceeeiuiueiieaeeasauittteeaaaeeaaasntteeaeaaesaanbbeeeeaasasanbbeseeeeeeeaannnnneeeeas
LT o P T= oY [ 1= = SRR
5.1.5 T[lpepoTepaTtsaBaHe Ha NoXap 1 3alumTa oT noxap
5.1.6 CbXPAHEHNE HA HOCUTEIMM HA LLBHHM .....uviieiiiiieeiiteee ettt e e sttt e e sttt e e st e e aase e e e ek b e e e aabe e e e aabb e e e e kb e e e e anbe e e e snnbeeesbbeeennes
5.1.7 Cpok Ha ynoTpeta Ha TEXHUYECKN KOMIMOHEHTU .....eeiiutrieertteeesaiteeesautteeessseeesasbeeesantneeesnseeeesabbeeesanbneeesnnneeesnbeeennes
5.1.8 [ybnupaHe Ha TEXHNYECKUTE KOMMOHEHTH
5.2 TTDOLIEOYPEH KOHTDOIT . eieeiiuiittteteeeeaaittt ettt e e e e et e e e e e e e e s s bt e et e e oo 4o a bbb e e et e oo 4o n kb et e et e e e 42 s bbb et e e e e e e e nnbb e et e e e e e e annbbbneeeeeneaan
B5.2.1 [JITBXKHOCTU N LEMHOCTM ..uueeeeeeiiiiieeeeeeeeetttaeaeeeeseesataaaeeeeseesaaataeeessessaaanaeesseessaannaaeesessssannnseessssssannsasesessssssnnsaneeeneres
5.2.2 bBpoi Ha crnyXuTenu 3a onpegeneHa 3agava................

5.2.3 VoeHTMUKALUUSA HA OITBKHOCT ..eeeereeeiaiiiiieeeae e

5.2.4 WN3unckBaHWA 3a pasgensiHe Ha OTTOBOPHOCTUTE
5.3  Keanudwmkaumsa n obyyeHne Ha NepCOHaN ...........c.eennee

54 M3roTBaHe 1 noaabpXXaHe Ha XYPHAMN .........cccvvveeeeennn.

5.4.1 3aMNNCK HA BHAUMMU CBOMTUIN ....eeeiiiieeeiiiiieeitieee s atteeeeauteteesaateaesabbeeeaaatseeesaseeee e b beeeeambeeeesabbeeeabbeeesanbneeennnbeeeanbbeeenanes
Y 1= Ton Ko =3 b= Wea o5 Ta = = = Lo [ P= T T= 5 [ [
5.4.3 Tllepuoa Ha cbxpaHeHue Ha 3anucu
oY A T VTN 1 = W R = I Y= L1 1o =
5.4.5 TIOAABPKAHE HA PEBEPBHM KOTIUS ....eeeeurriierutteeesasreeesastseeesssseeesasseeeaastseeeasse e e e s s be e e e aasee e e sane e e e s s beeeaantneeensnneeesnreeenanee
5.4.6 YBegomsBaHe crief aHanm3 Ha 3anucu B XXypHana ......
55 APXMB 1 MOAABPKAHE HA @PXMBA.....ccvveeeeeiirreieeeeeanains
5.5.1 Bwupaose apxuBMH.................

5.5.2 Tllepuoa Ha cbxpaHeHue
5.5.3 3awwuTta Ha apxmMBHa MHGOpPMaLMs
5.5.4 Bwb3cTaHoBsIBaHE Ha apXMBHA MHAOPMALNS.................
5.5.5 W3uckBaHe 3a ygocToBepsiBaHe Ha aTa M Ha yac........
5.5.6 CbXpPaHABAHE HA @PXMBA ....ccccvvvrerireeearireeeesirenesnienee s
5.5.7 TpupobreaHe n npoBepka Ha UHOpPMaLWsa B apxvBa
5.6 TTDOMEIHA HA KITHOU ...ttt ettt e e o4 ettt e e o4 4okttt e o442k e e ettt e o4 e e s e e e et e e e e e e s st b e et e e e e e e st rnneeeeeneas
5.7 KomnpomeTupaHe Ha Kro4oBe 1 Bb3CTaHOBABAHE Crieq aBapum
5.8 KOMMPOMETUPAHE HA HACTEH KITHOU ..ieieieieieeei et e e et e s e e et et e e e e e et e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eaeaeaeaeaeaaaeaeaaaeaeaaaaanaeaeaes
5.8.1 Ha Y AOCTOBEPSABALL OPTAH ..ciieieieieiiieiei ettt et e e e e et e e e e e e et e e e e e e e e e e e e e e e e e e e e e e e e e et e e e e e e e e et e e e e e aeaaaaeeeeaeeeeeaaaaeaeaaaeaeaeaeaeaaaeaaaeaaaeaes
5.8.2 Ha YaCTEH KITHOU HA TTOTPEOMTEI ..c.ee ettt ettt e e e ettt e e e e e e et e e e e e e e e st b e e e e e e e e santbaeseeeeessasnraeeeeas
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5.9 [MpekpaTaBaHe Ha AEMHOCTTA HA LLOCTABUMKA ...cceeeieieie e e e e e e e et e et e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaaaaeaaaeas
6 YMNPABJIEHUVE N KOHTPON HA TEXHUYECKATA CUTYPHOCT

6.1 eHepupaHe 1 nHcTanuMpaHe Ha ABOMKA KITHOUOBE ........oouuvveeeeeaeeninnns

6.2 TTPOLLEAYPA MO FEHEPUPEHE ...ccuuvvieiiieeee ittt e ettt e sttt e e skt e e st e e s e e e ekt e s et et e e s bn e e s abb e e e s anbeeeennees

6.2.1 TleHepupaHe Ha kpunTorpadCcku KMYoBe Ha YOoCcToBepsBaLl opraH Ha [JocTaBuMKa...................

6.2.2 T[eHepupaHe Ha kpuntorpaddcku knoyoBe Ha [NoTpebuten

6.2.3 [JOCTaBKA HA YACTHUS KITHOU ....ccvvuuieeeeereriiieeeeeseessninseeeesesssnnneeeseeennens

6.2.4 [ocTaBka Ha nybnunyHus kntoy npu JoctaB4ymka

6.2.5 [ocTaBka Ha nybnuyHusa kntod Ha [JoctaBumka Ha [loBepsiBaLLm ce CTpaHu

6.2.6 [BIDKMHA HA KITHOUOBE ... ..iiieieeeeeieeeeeeeee e e ee e e e e e e e e s e e s e s s s s e s s s s s e e e s e s e e e e e e e nan

6.2.7 T1apaMETPU HA MYBIINHEH KITHOU .....eveieiiutieeestteeesatseeesastseeessee e e st e e e st e e sase e e e ek be e e e aas et e e sane e e e e s be e e aantn e e e nnnneeeanreeennne
6.2.8  VIBMOTNIBBAHE HA KITHOU@ ...eeeieeiiuititieteeesaaittteeteaessasssttaeteaeesssstssaeeeaeassasssssseeeeesaassstaeeeaaeesaasnsbaaeaaeeeessssssseeeeessnnsnsneneens
6.3 3awuTa Ha YacTeH KoY 1 KOHTPOI Ha KpunTorpaddcknst Moayn

(S 0 R 04 = 1275 -1 o 1 PP PEPRSROPPP
6.3.2 KOHTpOM Ha N3MON3BaHE N CHXPAHEHME HA HACTEH KITHOU .....uviiiieeeiiiiiiiieeeee s sttt et eee e s e st et e ee e s e snbbnn e e e e e e e nnnneneeeeas
6.3.3 CobxpaHeHue 1 apXMBUPAHE HA YACTHUS KITHOY .......eeeeeeeeiiiiireeeeeeeninnns

6.3.4 TpaHcdep Ha YacTeH KoY B U OT KPUNTOTPaICKN MOAYI .....ceeennneee

6.3.5 MeTog Ha aKTMBaUMSA HA YaCTEH KITHOM .....cceeeeeeeeeeeeennnnn

6.3.6 MeToq Ha oe-akTMBaUUS Ha YacCTEH KITHOY......cccceeeeunnnnn.

6.3.7 YHULLOXaBAHE HA YACTEH KIMHOMY ...eieieieieeeieieieeeeeeennnn

6.4  [pyrv acnekTu Ha ynpaBrieHne Ha ABOWKa KIyoBe

6.4.1 APXMBUPAHE HA MYDIIUUHUS KITHOU .o.oeiiiiiiiiiiteeeeeeitiieeeeeeesesataseeeeeeessastassseeeeeesaasasaseeaaeesasasbaasaaeesssastasaseeeeessasnrneeeeas
6.4.2 Tlepuopa Ha BanuaHOCT Ha yAOCTOBEPEHME U ynoTpeba Ha ABovika KIo4YoBe

6.5 L AHHU 38 GKTUBALIMS ....vvuuneeeeeeetiieeeeeeeeesttaeeeeeeseetataaeeeesesssaasaeessssssaaanaeesessssaannsaeesesssaanssaeessesssannsaseessssssnnnsaneeennres
6.5.1 [eHepupaHe U NHCTaNMpPaHe Ha OAHHU 38 GKTUBALINS ......uuuueiieeeeaiaitteieeeeeeaaaatteeeeaaeaaantbeeeeaaeasanbbeseeeeeaesannneneeeens
6.5.2 [eHepupaHe 1 MHCTanMpaHe Ha AaHHW 3a akTuBauus Ha obnayeH KEI

6.5.3 3ALUMTA HA JAHHUN 38 GKTUBALMS....ccceieieeeeeeeeeeeeeeee e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eaeaeeaaaaaeaeaaaeaeaaaeaaaaaaaaaens
6.5.4 [pyrv aCneKTV HA JAHHNTE 38 GKTUBALMS .....vveeiirieeeiutiteeiiteeeaatteeesautseeesssseeesatbeeeaasbee e e ssnseeesabbeeeaaabneeessbreeeabbeeennes
6.6  CuUrypHOCT Ha KOMMIOTBPHUTE CUCTEMM .......evveeenirernnss
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CbKPALWEHWA HA BEBJTTAPCKU E3NK
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KYKE
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KYKETleuvar
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KPC

MTC

MPC
HOMAAYyY

HUAKETI

OKEI
MNWH

MpakTuka

MNonuTtuka
O_KEnN

PernameHnT

PO

YEN
YEevar
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AKUNOHEPHO ApYXeCTBO

[bpxaBeH BECTHUK

[ocTtaBunk Ha kBanuduumpaHu yaocToBepUTENHN YCNyru

EQuvHeH rpaxagaHckn Homep

EnekTpoHeH nognuc

3aKOH 3a eNeKTPOHHUSA JOKYMEHT N eNEKTPOHHUTE YOOCTOBEPUTENHMN YCIyTn
KesanuduuupaH EnektpoHeH MNognuc

KeBanudunumnpaHo yaooctosepeHune

KBanuuunpaHn yaocToBepuTesiHu ycnyrm

KesanuduuupaHo yaooctosepeHue 3a KsanuduumpaH EnektpoHeH MNognuc
KeBanundunumnpaHo yaooctosepeHue 3a YcbBbpLlleHCTBaH EnekTpoHeH MNoannc
KBanuduumnpaHo yaoctosepeHune 3a KsanugpuumpaH EnektpoHeH MNeyat
KBanuduumpaHo yaoctosepeHue 3a YCcbBbpLUeHCTBaH EnekTpoHeH MNeyat
Komucua 3a perynupaHe Ha cbobLeHusaTa

MuHMCTEPCTBO Ha TpaHcnopTa u cbobLieHnaTa

MecTHa peructpuparta cnyxba

HapenGa 3a oOTroBopHOCTTa U 3a MNpekpaTaABaHeTO Ha [elHocTTa Ha
[OCTaBYMLNTE HA YAOCTOBEPUTENHN YCIyru

Hapenba 3a mauckBaHusiTa KbM anroputMuTe 3a Cb3faBaHe WM NpoBepka Ha
KBanuduumpaH enekTpoHeH noanumc

O6nayveH Keanuduumnpan EnektpoHeH Mognuc
lMepcoHaneH naeHTUMKaLUMoHEeH HOMeEp

Mpaktnka npu npepoctaBsHe Ha KY n kBanuduvumpaHu yooCTOBEPUTENHU
ycnyru

Monutrka 3a NnpegocTaBsiHe Ha kKBanMdUUMpaH YAOCTOBEPUTENHUN YCIyTK
O6nayeH KET

Pernament (EC) Ne 910/2014 Ha EBponewnckus napnameHT 1 Ha CbBeTa OT 23
tonn 2014 roguHa  OTHOCHO EnektpoHHaTa naeHTndukauma "
YOocToBepuUTENHUTE YCIyrn Npu enekTpoHHM TpaHCakuMn Ha BbTPELLHWA nasap
1 3a 0TMsaHa Ha anpekTtnea 1999/93/EOPO

Pernctpupauy opraH
YcbBbpLUeHCTBaH EnekTpoHeH Mognuc
YcbBbpLUeHCTBaH EnekTpoHeH Mevat

YpnoctoBepsBall, opraH
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CBKPALLEHWMA HA AHTTIMACKN E3NK

AES
AESeal
BG

Advanced Electronic Signature — YCbBbpLUEHCTBAH eNeKTPOHEH noanuc
Advanced Electronic Seal — YCbBbpLUEHCTBaH €NeKTPOHEH neyar
Bulgaria — Bwnrapus

B-Trust QHSM Keanunduumpan HSM B nnatdgopmara 3a obnadeH KEI, cbe 3awmteH npodun,

CA
CcC

CEN
CENELEC

CP
CPS

CRL
CQES
DSA

DN
ETSI

EU
FIPS

GDPR

HSM
IEC

ISO

OID
OCSP

PKCS

PKI

"BOPUKA" A[l,

OTroBapsLl Ha M3UCKBaHMSATaA 3a HMBO Ha curypHocT EAL 4+ unu no-Bucoko,
cbrnacHo CC unu gpyra cneumdukaums, onpegensiia ekBUBaneHTHN HMBa Ha
CUrypHOCTTa

Certification Authority — YgoctoBepsBaly opraH (YO)

Common Criteria for Information Technology Security Evaluation -
MexayHapoaeH ctaHgapT (ISO/IEC 15408) 3a nHdopmaunmoHHa CUrypHocT

European Committee for Standardization - EBponencku ctaHgapTvM3alMOHEH
KoMuUTeT

European Committee for Electrotechnical Standardization - EBponencku
KOMUTET 3a eNekTpoTeEXHMYecKa cTaHaapTu3auns

Certificate Policy — Nonntuka 3a npegoctaBsHe Ha yAOCTOBEPUTESTHM YCIyrn

Certification Practice Statement — [lpakTvka npu npegocTtaBsHe Ha
YyAOCTOBEPUTENHN yCIyrn

Certificate Revocation List — Cnucbk ¢ npekpaTeHn 1 CNpeHn YOoCTOBEPEHUS
Cloud Qualified Electronic Signature

Digital Signature Algorithm — Bug kpuntorpadckv anroputbm 3a cb3gaBaHe Ha
noanuc

Distinguished Name — YHukanHo ume

European Telecommunications Standards Institute - EBponenckn MHCTUTYT 3a
TeNeKOMYHUKaLMOHHN CTaHaapTH

European Union - EBponewicku cblo3

Federal Information Processing Standard — ®egepaneH ctangapt 3a obpaboTka
Ha nHdopmaums

Pernament (EC) 2016/679 HA EBPOMENCKMA NAPNAMEHT U HA CHBETA
oT 27 anpun 2016 rognHa OTHOCHO 3alumuTaTa Ha pusmnyeckmTe nuua BbB Bpb3ka
c 06paboTBaHETO Ha NINYHM JAHHM U OTHOCHO CBOOOAHOTO ABMXEHME HA TaknBa
AaHHU

Hardware Security Module — cneunanuaupaHa xapgyepHa kpuntocuctema 3a
CbXpaHeHwue 1 paboTa ¢ KpunTorpadycku Krnovose

International Electrotechnical Commission - MexgyHapoaHa
eneKkTpoTexHMm4Yecka Kommcus

International Standardization Organization - MexagyHapogHa opraHusauust 3a
cTaHgapTusaums

Internet Protocol — IHTepHeT npoTokon
Object Identifier — MaeHTndmkaTop Ha 06EKT

On-line Certificate Status Protocol — NpoTokon 3a oHnarH nNpoBepka Ha cTaTyca
Ha yaocToBepeHns

Public Key Cryptography Standards — KpunTtorpadckn ctaHgapt 3a nybnuyeH
KMoy

Public Key Infrastructure — MHdpacTpykTypa Ha nyGnmyHms KoY
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QcC
QES
QESeal
RA
RSA

QSCD

SAD
SAP
SCT
B-Trust SCT
SHA

SSL
S/MIME

TRM
URL
QCP-n-gscd

QCP-l-gscd

QCP-w
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Qualified Certificate — KBanuduumnpaHo ygoctoBepeHme

Qualified Electronic Signature — KsanuduumpaH enekTpoHeH Noanuc
Qualified Electronic Seal — KsanuduunpaH enekTpoHeH neyat
Registration Authority — Permctpupaly, opraH

Rivest — Shamir - Adelman — KpunTtorpadcku anroputbM 3a Cb3gaBaHe Ha
noanmc

Qualified Signature Creation Device — KBannduumnpaHo ycTpoiCcTBO 3a CUIYPHO
cb3daBaHe Ha nognuca

Signature Activation Data — [1aHHK 3a akTMBauuMsi Ha nognuca

Signature Activation Protocol — NMpoTokon 3a akTMBaumnsa Ha nognumca
Signature Creation Token — codTyepeH TokbH (PKCS#12 kpunto-chann)
PKCS#12 — npeHocuMM cTaHOapTeH Kpunto-gpann (copTyepeH TOKbH)

Secure Hash Algorithm — Xew-anropyuteM 3a uM3BfAMYaHEe Ha XeLl-
noeHTudmnkaTop

Secure Socket Layer — CurypeH kaHan 3a npegasaHe Ha JaHHU
Secure/Multipurpose Internet Mail Extensions — [lpoTokon 3a cCurypHo

npegaBaHe Ha enekTpoHHa nouwa npes NHTepHeT
Tamper Resistant Module — XapayepeH moayn HenogaTNMB Ha UHTEPBEHLNS
Uniform Resource Locator — YHucdumumpaH nokaTtop Ha pecypc

certificate policy for EU qualified certificates issued to natural persons with
private key related to the certified public key in a QSCD

Certificate policy for EU qualified certificates issued to legal persons with
private key related to the certified public key in a QSCD
Certificate policy for EU qualified website authentication certificates
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CBbOTBETCTBUE U YINTOTPEBA

Toaun JoKyMeHT:

e paspaboteH ot ,EOPUKA" Al, iopuanyeckoTo nvue, permcTpupaHo B TbproBCKUsSi PErUCTBP
kbM AreHumsaTta no snucsaHusaTa ¢ EVK 201230426;

nogMeHs M3USN0 BCUYKM JocerawHn pefakuun Ha “HapbyHuk Ha [loTpebutena“ w/unu
LI 1oONUTUKa 3a nsgaBaHe Ha kBanuduuMpaHn yOOCTOBEPEHUs 3a KBanuvduumpaH enekTpoHeH
nognuc u MNpaktuka npu npegoctaesHute ot ,6OPUKA® ALl kBanudurumpaHn yaoCTOBEPUTENHN
yenyrun®

BNu3a B cuna Ha 01.04.2019r. ;

CbAbpXa ycrnoBusTa, CbrinacHo Konto JocTaByuk Ha KBanuuumpaHn yaoCcToBepUTENHN yCnyru
(AKYY) ,BOPUKA* AL (OoctaBumk) npepoctaBsa Ha [loTpebutenu cpelly Bb3HarpaxgeHue
kBanudmumnpanm yaooctoeperust (KY) n ygoctoseputenuu ycnyrm (KYY) 3a enekrpoHeH nognuc
(EIT), 3a obnayeH enekTpoHeH noanuc, 3a enekTpoHeH neyat (ElMeyaT) n 3a aBTEHTMYHOCT Ha
yebcant (WEB), kakTo u opyrv MHpOpMauVoHHKU, KpUnTorpaddCkM U KOHCYNTaAHTCKU YCNyru nog
3anaseHaTa TbproBcka Mapka B-Trust, u4pe3 opraHusaumoHHo o60cob6eHO 3BeHO -
YpnoctoBepsaBall opraH B-Trust®, B cbOTBETCTBME C U3NCKBAHUSATA HA 3aKOH 3a eNeKTPOHHUA
OOKYMEHT M eneKTpoHHUTEe yaoctoBeputenHu yenyrm (3EOEYY);

nMa xapaktep Ha obwwn ycrnoBua MO cMmucbna Ha uyn. 16 oT 3akoHa 3a 3agbiKeHusiTa U
porosopute (33[]). Te3n ycrnoBus ca 4acT oT nMcmeH [JOroBop 3a y4oOCTOBEPUTENHM YCIyru,
KOUTO ce ckmouBa mexay [octaBumka u lNMotpebutennte Ha ocHoBaHue 4n.23 ot 3ELEEYY.
[oroBopbT MOXe Aa CbAabpxa cneuuanHu yCnoBud, KOUTO ce MonssBaT C NpeaumcTBO npea
obLWwuTe ycrnoBusi B HAaCTOALWMNSA AOKYMEHT;

BKMOYBa NogpobHO onncaHue Ha npakTukata Ha [JoctaB4ymka npu npegoctassHe Ha KY n KYY 3a
TAX U e nybrnnyeH JOKYMEHT C Len ycTaHOBsBaHe Ha CbOTBETCTBME Ha AeNHOCTTa Ha [JocTaByuka
cbe 3EAEYY n HopmaTuBHaTta ypenba;

e obwoaocTbNeH MO BCAKO BpemMe Ha WHTepHeT-CTpaHuuata Ha [locTaBuvMka Ha apgpec:
https://www.b-trust.bg/documents;

mMoxe Aa 6bae npomeHsiH ot [KYY un Bcsika HOBa pepakuus Ha ce nybnukyBa Ha WHTEPHET-
cTpaHuuaTta Ha [JocTaBuuka;

HacTtoswmar OOKYMEHT € U3rotBeH B CbOTBETCTBUE C:

3aKoH 3a eneKkTpPOHHUSA OOKYMEHT M eneKkTpoHHUTe yaoctoBepuTtendn yenyrm (SEAEYY);
Hapenba 3a OTroBOpHOCTTa WM 3a MpekpaTsaBaHeTO Ha [AeWHOCTTa Ha [AOoCTaByvuUTE Ha
ypooctoBeputentm yenyrm (HOMAAYY);

Hapenba 3a uanckeaHusATa KbM anroputMmutTe 3a Cb3faBaHe W MNpoBepka Ha KBanuduuumpax
enektpoHeH nognuc (HUAKET);

PernameHT (EC) Ne 910/2014 Ha eBpoOnenckms napnameHT U Ha CbBETa OTHOCHO efleKTpOHHaTa
noeHTuduKaumnsa 1 yaoCToBEPUTENHUTE YCIYrM NPU €NeKTPOHHM TPaHCaKuUM Ha BbTPELUHUS
nasap

CbabpXaHneTo 1 CTpyKTypaTa Ha JoKyMeHTa e B cboTBeTcTBME ¢ PernameHT (EC) Ne 910/2014

1 ce No3oBaBa Ha MHopMaLWs, CbabpKalla ce B CrieAHUTE YTBbPAEHN MEXAYHAPOAHM NPENOPBKU,
cneuundukaumnm n cTaHaapTu:

RFC 5280: Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List
(CRL) Profile;

RFC 3739: Internet X.509 Public Key Infrastructure: Qualified Certificates Profile;

RFC 6960: X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP;
RFC 3161: Internet X.509 Public Key Infrastructure: Time-Stamp Protocol (TSP);

RFC 5816: ESSCertIDv2 Update for RFC 3161;

RFC 3279: Algorithms and Identifiers for the Internet X.509 Public Key Infrastructure Certificate
and Certificate Revocation List Profile;
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RFC 4055: Additional Algorithms and Identifiers for RSA Cryptography for use in the Internet
X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile;

ITU-T X.509 | ISO/IEC 9594-8: The Directory: Authentication framework; Public-key and attribute
certificate frameworks;

ETSI EN 319 401: General Policy Requirements for Trust Service Providers;

ETSI EN 319 411-1/2: Policy and security requirements for Trust Service Providers issuing
certificates;

ETSI EN 319 412-1/5: Certificate Profiles;

ETSIEN 319 421: Policy and Security Requirements for Trust Service Providers issuing Electronic
Time-Stamps;

ETSI EN 419 241, part 2 — Trustworthy Systems Supporting Server Signing - Part 2: Protection
profile for QSCD for Server Signing;

ETSI EN 419 241, part 3 — Trustworthy Systems Supporting Server Signing — Part 3: Protection
profile for Signature Activation Data management and Signature Activation Protocol(PP-
SAD+SAP);

ETSI EN 419 221-5 - Protection profiles for TSP Cryptographic modules - Part 5 Cryptographic
Module for Trust Services.

BcskakBa uHgopMaums, cBbp3aHa C TO3M AOKYMEHT, MOXe [a ce nonyyu ot JocTaBymka Ha

agpec:

oyn. ,Llap Bopuc 111" Ne 41

Codomsa 1612

,DOPUKA* A}

TenedgoH: 0700 199 10

umenn agpec: info@b-trust.org

OdwmunanHa cTpaHmua Ha gocTaBymnKa: www.b-trust.org
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BbBEAOEHUE

MpaktukaTa nNpu npegocTtaBsHe Ha KY u KYY 3a tax ot ,BOPUKA® ALl cbabpxa onMcaHue Ha
yyacTHULUMUTE B MHppaCcTpyKkTypaTa Ha NybnnyHm kntovose B-Trust® n Ha HEMHUTE KOMMOHEHTH, Ype3
kouto [ocTaBumka msgaea, nogabpxa, nybnukyesa n ynpasnsisa KY 3a KE[M/YE, obnaveH KE,
KElMe4yat/YEleyaT 1 aBTEHTUYHOCT Ha yebcanT. OnucaHu ca obwuTe onepaTuUBHU NpoLeaypu npu
3asBsaBaHe Ha KY, mgeHTuduumpaHe Ha 3asBuTenu, m3gaBaHe M nybnukyBaHe, OOCTaBAHE U
npuemaHe Ha KY, nogapbXxka v ynpasneHue Ha Te3n YAOCTOBEPEHMWs, KakTo M npoueaypu npu
npegocTaBsiHe OOCTHLN 3a NPOBEPKA HA YAOCTOBEPEHNATA.

lMpakTMkaTa BKMHOYBA OLLE MEPKUTE W CrnegBaHUTE TEXHMYECKM Npouedypu OT CTpaHa Ha
[ocTaBuymka, KOUTO rapaHTUpaT CUTYPHOCTTa N HagexXaHoCTTa Ha npegocTtaBaHuTe KY u KYVY 3a Tax
ypes nHppacTpykTypaTta Ha B-Trust® B cvoTBeTCTBUE cbC SEAEYY 1 HOpmaTuBHaTa ypenba.

[OKyMeHTBLT € pa3paboTeH B CbOTBETCTBME C hbopmanHuUTE M3NCKBaHUSI 3a CbAbpXKaHue,
CTPYKTypa 1 ob6xBaT, NocodeHn B MexayHapoaHaTa npenopbka RFC 3647, AOKOMNKOTO TA OTroBaps
Ha ynpasneHckaTa nonuTtuka Ha [JocTtaBuumka.

[OKyMEHTBLT BKNIOYBA 1 ONBbNHUTENHA MHOpMaUus ¢ ornen Ha n3nckBaHusitTa B HopMmaTuBHaTa
ypenba no 3EAEYY.

1 OCHOBHMU NOJNOXEHUA

1.1 AdocTaBYMK Ha KBanuduumpaHu yaoCTOBEPUTEITHU YCNYTU

1. ,BOPUKA* ALl e ropnanyecko nuue - TbProeel, OCbLUEeCTBsBALWO AeHOCT Ha [OKYY cbrnacHo
3EJEYY n HopmaTuBHaTa ypeaba.

2. PKI Ha ,6OPUKA” ALl e nsrpageHa n ce ynpaensisa CbrfacHoO npaBHata pamka Ha PernameHT
910/2014 v SBEOEYY n B cbOTBETCTBUE C MEXAyHapoaHuUTe crneundurkaumm n ctaHgapti ETSI
EN 319 411-1/5n ETSI EN 319 412.

3. [HocTtaBumkbT mM3nonsea maeHtudukatopu Ha obektn (OID) B B-Trust PKI- nHdpactpyktypaTta,
dopmupaHn Ha 6asa kog 15862, npucsoeH Ha L,BOPUKA® A0 ot IANA B knoHa
iso.org.dod.internet.private.enterprise (1.3.6.1.4.1 - IANA —Registered Private Enterprise) n B
cboTBeTCTBUE CbC cTaHgapTuTe ITU-T Rec. X.660 and the ISO/IEC 9834-1:2005 (Procedures for
the Operation of OSI Registration Authorities: General Procedures and ASN.1 Object Identifier
tree top arcs).

4. B kavecTBOTO cu Ha permctpypad OKYY, ,BOPUKA® ALl ocbliecTBsiBa CrnegHUTE MNpaBHO-
pernameHTupaHn OENHOCTM No:

e un3gasaHe Ha KY:
o MpuemMaHe Ha MCKaHe 3a MbpBOHAYanHoO n3gaBaHe;
O YCTaHOBSIBaHE Ha MAEHTUYHOCT U BanuaHu faHHu 3a MNoTtpebutens;
o npenocTaBsHe Ha ycrnyrn No Cb3gaBaHe Ha ABOMKWM KpUNTOrpadpCcKkm KNovoBe - YacTeH
n ny6nuyeH knio4
o noanuceaHe Ha KY ¢ yCbBbpLUEHCTBAH enekTpoHeH noanuc/neyat Ha OKYY;
o 3anuc Ha nsgageHo KY.
e roagpbXka u ynpasneHue Ha KY:
o noaHoBsiBaHe Ha nagageHo sanuaHo KY;
o npomgdHa B ctatyca Ha BanuaHo KY- cnnpaHe, Bb3o6HOBABaHE 1 NpekpaTaBaHe;
o npoBepka Ha ctaTyca Ha KY;
o npoBepka Ha ctaTyca Ha KY B peanHo Bpeme (OCSP crartyc).
e BOJEHe Ha perncTpu:
o BOAEHe Ha NyGnmyeH perncTbp Ha BCuYkn nsgageHu Ky;
o nybnukyBaHe Ha usgageHo KY B ny6nuuHust perncrop;
© BOJEHEe Ha CrUCbK Ha BCUYKKU npekpaTteHn KY;
o HeszabaBHO NybnvkyBaHe Ha npekpaTeHo KY B cnncbKa ¢ npekpaTeHn yooCcTOBEPEHMS,
(@]

ocurypsisa NOCTOSIHEH 4OCTbMN Ha TpeTu nuua Ao NyGrmyHusA perucTbp M 4O Cnuchbka
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O6woaoCTLNEH JOKYMEHT
NMPAKTUKA NMPU NPEOOCTABAHE HA KBAITM®OULIMPAHU YOOCTOBEPEHUA
N YOOCTOBEPUTEJIHU YCITIYTU OT ,,BOPUKA“ A}

7.

Ha NpeKkpaTeHn yaoCcToBEpPEHUS.
nposepka (Banngaums) Ha eneKTPOHHM NOAMMUCH.

e npepocTtaBsiHe Ha QSCD 3a reHepupaHe U CbXpaHeHuWe Ha KpunTorpadyCcku KnovoBe U 3a
cb3gaBaHe Ha KEI .

e 13[aBaHe Ha KBanMpuuupaHu enekTpoHHU BPEMEBU NeyaTu:

O Ha npeactaBeHO CbAbpXaHWe Ha enekTPoHHO nognucaH/nogneyaTtaH OOKYMEHT
(Bpeme Ha nognuceaHe/nogneyaTeaHe);
O Ha umdpoBO CcbabpXaHWe B OaOEH MOMEHT U HEMPOMEHUMOCT Ha CbAbPXXAHUETO
crnep To3n MOMEHT
o [oKasaTeNncTBeHa NpoBepka Ha usgageHuTe kBanunduumpaHn enekTpoHHU BpeMeBU
neyartu.
JocTtaBunkbT npegoctaBs nocodveHuTe KYY B cboTBeTcTBME C HacToswarta [lpaktuka Ha
YaoocToBepsiBalus opraH n nocodeHarta B yaoctoBepeHuneTo MNonuTuka.
[ocTaBunKbLT MOXe Aa npenocTaBs v Apyr KBanuduumpaHmn yaoctoBepuTesiHu, kpuntorpadycku,
WHOPMALIMOHHM U KOHCYNTAHTCKM YCIYrn, CBbP3aHu C NPUNOXMMOCTTa Ha YOOCTOBEPUTENHUTE
ycnyru, cnegBaniki ooLWonprueTmuTe NPenopbky, cneundnkaumm n ctTangapTu.
[ocTaBunkbT MOXe Aa nybnmkyBa OoTAEeNHO obwim ycnosus 3a 1e3m KYY.

1.2 Perynauusa v KOHTpoOn

1.

2.

3.

No

[MbNHOTO HaMMeHOBaHWE Ha TO3M AOKYMEHT e ,[1pakTuka npu npeaocTaBaHe Ha KBanuduumpaHm

yoocToBepeHus n yooctoseputennm yenyru ot ,bOPUKA® ALl (B-Trust CPS-elDAS)"

.DOPUKA* ALl e yBegomuno KPC 3a 3anouysaHe Ha genHoct kato JKYY no pega Ha 3ELOEYY un

JencTeallaTa HopmaTuBHa ypenba.

Akpeautauusata Ha ,BOPUKA® ALl kato AKYY no 3ELEYY uenn Han-BMCOKO HMBO Ha CUTYPHOCT

Ha npegocTaBaHuTe KYY 1 no-gobpo xapmoHu3npaHe Ha Ta3um EeNHOCT CbC CbOTBETHATa TakaBa

B CTpaHUTe-YreHKn Ha EBponenckms cbioa.

HocTtaBunkbT yBegomsiBa [loTpeOuTennte 3a cBosiTa akpeautTauus npu nNpegocTaBsiHE Ha

nocoyeHnte KYY B TO31 JOKYMEHT.

B oTHoweHuATa ¢ MNoTpebutenute n TpeTn nuua € BanngHa caMo BepcusaTa, KoATO € akTyasnHa

KbM MOMEHTA Ha Mons3BaHeTo Ha ycnyrute Ha ,bOPUKA“AL.

Toan goKyMeHT e NybnmyHO JOCTbNEH Ha agpec: https://www.b-trust.bg/documents.

MpakTukata npu npegocTtaBsHe Ha KYY e npunoxnma 3a cnegHute MNMonutnkn Ha JJoctaByumka:

o [lonutuka npu npegoctaBsHe Ha KBanuduuMpaHu YOOCTOBEPEeHus 3a KeBanuduumpaH
enekTpoHeH noanuc/neyar (B-Trust CP-eIDAS QES/QESeal);

e [lonutnka npym npegocTaBsHE Ha KBanuMUUMpaHM yOOCTOBEPEHMSI 3@ YCbBBPLUEHCTBAH
enekTpoHeH nognuc/nedvar (B-Trust CP-eIDAS AES/AESeal);

o [lonutuka Npun npefoctaBsiHe Ha KBanUMUUMpaHM yOOCTOBEPEHUS! 33 aBTEHTUYHOCT Ha
yebcant (B-Trust QCP-eIDAS QWAC).

Tean nonuMTUKM M3MbIHABAT CneUuMPUUYHUTE W3UCKBAHUS HA YOOCTOBEPUTEITHUTE MOSUTUKM,

nocodeHn B ctaHgapta ETSI EN 319 411-2: QCP-n; QCP-n-gscd, QCP-I, QCP-I-gscd n QCP-w,

Kounto ca 6asnpaHn Ha obwmTe n3mckBaHmst B cboTBeTHUTE nonntnkn NCP n NCP+ noco4yeHnu B

crangapta ETSI EN 319 411-1.

Monntnknte Ha [JocTaBuMKa 3a KOHKPETHMUTE TUMOBE KBanNuUMUUMpPaHU yOOCTOBEPEHUs ca

nyGnvkyBaHn B OTAENHU OOKYMEHTM W ca nybrnmMyHO AOoCTbMHM Ha agpec: https://www.b-

trust.bg/documents.

1.3 WUpeHTucpukaTopu B AOKyMeHTa

1.

2.

O6ektute B B-Trust uHdppactpyktypata Ha ,BOPUKA® A[l 3a usgaBaHe v nogapbxka Ha
KBanudumumpaHnte ygoctoBepeHusitTa ce obosHayaBaT ¢ wmaeHTudpumkatopm (OID - Object
Identifier).

KBanuduuunpaHuTte yooctoBepeHus 3a nNoanuc, neyat u aBTeHTUYHOCT Ha yebcanT KaTto obekTn

"BOPUKA" ALl, 1 Anpwun 2019r. Ctp. 1307183



O6woaoCTLNEH JOKYMEHT

MPAKTUKA NP NPEOOCTABAHE HA KBAITMOULMPAHU YOOCTOBEPEHUA
N YOOCTOBEPUTENHU YCNYT'U OT ,,BOPUKA®” ALl

Ha MH(pPaCTpyKTypaTa ce naeHTUdULMpaH Ype3 aeHTUUKaATOPUTE Ha MONUTUKM 3a TAX, KOUTO

moraT ga 6vaart npoeepeHu B atpnbyta CertificatePolicies Ha Te3n ygoctoBepeHus.
3. WaoeHtndukatopute Ha ob6ektn B B-Trust ca nocoveHn B cnegHata Tabnuua:

Obekt MaeHtugmkatop (OID)
BORICA AD 1.3.6.1.4.1.15862
B-Trust 1.3.6.1.4.1.15862.1

B-Trust Root Qualified CA

1.3.6.1.4.1.15862.1.6

B-Trust Operational Qualified CA

1.3.6.1.4.1.15862.1.6.1

B-Trust Personal qualified certificate QES

1.3.6.1.4.1.15862.1.6.1.1

B-Trust Professional qualified certificate QES

1.3.6.1.4.1.15862.1.6.1.2

B-Trust Organization qualified certificate QESeal

1.3.6.1.4.1.15862.1.6.1.3

B-Trust PDS

1.3.6.1.4.1.15862.1.6.2

B-Trust Qualified Time Stamp Authority

1.3.6.1.4.1.15862.1.6.3

B-Trust Qualified Time Stamp Authority PDS

1.3.6.1.4.1.15862.1.6.4

B-Trust Root Qualified OCSP Authority

1.3.6.1.4.1.15862.1.6.5

B-Trust Qualified OCSP Authority

1.3.6.1.4.1.15862.1.6.5.1

B-Trust Qualified Validation Service

1.3.6.1.4.1.15862.1.6.6

B-Trust Qualified Preservation Service

1.3.6.1.4.1.15862.1.6.7

B-Trust Root Advanced CA

1.3.6.1.4.1.15862.1.7

B-Trust Operational Advanced CA

1.3.6.1.4.1.15862.1.7.1

B-Trust Personal qualified certificate AES

1.3.6.1.4.1.15862.1.7.1.1

B-Trust Professional qualified certificate AES

1.3.6.1.4.1.15862.1.7.1.2

B-Trust Organization qualified certificate AESeal

1.3.6.1.4.1.15862.1.7.1.3

B-Trust Application qualified certificate

1.3.6.1.4.1.15862.1.7.1.4

B-Trust Domain Validation SSL qualified certificate (B-
Trust DVC SSL)

1.3.6.1.4.1.15862.1.7.1.5

B-Trust Organization Validation SSL qualified certificate
(B-Trust OVC SSL)

1.3.6.1.4.1.15862.1.7.1.6

B-Trust Organization qualified certificate AESeal PSD2

1.3.6.1.4.1.15862.1.7.1.7

B-Trust Organization Validation SSL PSD2 qualified
certificate (B-Trust OVC SSL PSD2)

1.3.6.1.4.1.15862.1.7.1.8

B-Trust PSD2 PDS

1.3.6.1.4.1.15862.1.7.1.9

B-Trust Root Advanced OCSP Authority

1.3.6.1.4.1.15862.1.7.2

B-Trust Advanced OCSP Authority

1.3.6.1.4.1.15862.1.7.2.1

4. TlMpakTukaTta Ha [locTaByvka nNpu n3nasaHe v nogabpxaHe Ha KY ce ocbluecTBsiBa NocpeacTsoMm

cnegHnte onepatmeHu YO:

OnepaTtuBen YO

WUaeHtudmkarop (OID)

B-Trust Operational Qualified CA

1.3.6.1.4.1.15862.1.6.1

B-Trust Operational Advanced CA

1.3.6.1.4.1.15862.1.7.1

5. Tonuntuknte Ha docTaBumnka oTHOCHO BuaoseTe KY n npegoctaesaHuTe 3a 19X KYY ce o3Ha4yasart
B nsgaesaHute KY cbc cnegHute naeHTudukaTopm:

KBanudmumpaHo ynoctoBepeHue

MonuTtuka

UpeHTtndukartop Ha nonutuka (OID)

B-Trust Personal qualified certificate
QES
(MepcoHanHo
dusnyecko nuue)
B-Trust Personal Qualified certificate
CQES

(MepcoHanHo KY 3a o6nayeH KEIN
Ha umanyecko nuue)

KYKEN Ha

B-Trust Personal qualified
certificates Policy (QCP-n-gscd)
(Monntuka Ha npegocTaBsHe Ha
KYKEM n KY 3a obnayeH KEI Ha
dusnyecko nuue)

1.3.6.1.4.1.15862.1.6.1.1
(0.4.0.1456.1.1)
(0.4.0.194112.1.2)

B-Trust Professional qualified

B-Trust Professional qualified

1.3.6.1.4.1.15862.1.6.1.2
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certificate QES

(MpodecuonanHo  KYKEI Ha
dusnyecko nvue, acoummpaHo ¢
ropUaNYecKo nuue)

B-Trust Professional qualified
certificate CQES

(MpodrecuoHanHo KY 3a obnaueH
KEN Ha dunanyecko nvue,
acoummpaHo ¢ puanyecko nuue)

certificates Policy (QCP-n-gscd)
(Monutnka Ha npegocTaBsiHe Ha
KYKEI un KY 3a obnayen KEI Ha
dusnyecko nuue, acoummMpaHo ¢
IOPUANYECKO NNLIE)

(0.4.0.1456.1.1)
(0.4.0.194112.1.2)

B-Trust  Organization qualified
certificate QESeal
(KYKEMeuat Ha topuguyecko nuue)

B-Trust  Organization  qualified
certificates Policy (QCP-I-gscd)
(Monntuka Ha npegocTaBsHe Ha
KYKEle4aT Ha ropuamyecko nuue Ha
B-Trust QSCD)

1.3.6.1.4.1.15862.1.6.1.3
(0.4.0.194112.1.3)

B-Trust Personal qualified certificate
AES

B-Trust Personal
certificates Policy (QCP-n)

qualified

1.3.6.1.4.1.15862.1.7.1.1
(0.4.0.1456.1.2)

(MepcoHanHo KYYEN Ha | (Monutuka Ha npepocTtaBsHe Ha | (0.4.0.194112.1.0)
dumsnyecko nuue) KYYEI Ha dmanyecko nuue)

B-Trust Professional qualified | B-Trust Professional qualified | 1.3.6.1.4.1.15862.1.7.1.2
certificate AES certificates Policy (QCP-n) (0.4.0.1456.1.2)
(MpodecnonanHo  KYYEM  Ha | (Monutnka Ha npepocTtaBsHe Ha | (0.4.0.194112.1.0)

duanyecko nuue acouumMpaHo ¢
topuandecko nuue)

KYYEIN Ha dwmsmyecko nuue,
acoummpaHo C lpuanyecko nuue)

B-Trust  Organization
certificate AESeal
(KYYEMeuaT Ha topmamnyecko nuue)

qualified

B-Trust  Organization
certificates Policy (QCP-I)
(Monntuka Ha npepocTaBsHe Ha
KYYENeuat Ha topnanyecko nuue)

qualified

1.3.6.1.4.1.15862.1.7.1.3
(0.4.0.1456.1.2)
(0.4.0.194112.1.1)

B-Trust Domain Validation SSL
qualified certificate (B-Trust DVC
SSL)

(KY 3a aBTeHTUYHOCT Ha yebcanrT -
LOOMEWH)

B-Trust certificate for Domain
Validation Certificate Policy (DVCP)
(Monutuka Ha npegocTaBsHe Ha
YAOCTOBEPEHNS 33 aBTEHTUYHOCT Ha
yebcauT - JOMEVH)

1.3.6.1.4.1.15862.1.7.1.5
(0.4.0.2042.1.6)

B-Trust SSL Organization Validation
qualified certificate (B-Trust OVC

B-Trust certificate for Organization
Validation Certificate Policy (OVCP)

1.3.6.1.4.1.15862.1.7.1.6
(0.4.0.2042.1.7)

SSL) (Monutnka Ha npegocTaBsiHe Ha

(KY 3a aBTEHTMYHOCT Ha yebcalT - | ygoCcToBepeHUsi 3a aBTEHTUYHOCT Ha

opraHusaums) yebcaiT - opraHMsauus)

B-Trust  Organization qualified | B-Trust PSD2 Organization qualified | 1.3.6.1.4.1.15862.1.7.1.7

certificate AESeal PSD2
(KYYENeuaT Ha topyamnyecko nuue —
nnartexHa nHetTutyumusa no PSD2)

certificates Policy (QCP-I)
(Monutuka Ha npegocTaBsHe Ha
KYYEleuaT Ha topuanyecko nuue —
nnatexHa MHCTUTyuusa no PSD2)

(0.4.0.1456.1.2)
(0.4.0.194112.1.1)

B-Trust SSL Organization Validation
qualified certificate PSD2 (B-Trust
OVC SSL)

(KY 3a aBTEHTUYHOCT Ha yeb6canT —
opraHusauus - nnaTtexHa
MHCcTUTYLuuA no PSD2)

B-Trust certificate  for PSD2
Organization Validation Certificate
Policy (OVCP)

(MonuTvka Ha npepocTaBsiHe Ha
YOOCTOBEPEHUs 32 aBTEHTUYHOCT Ha
yebcaiiT — opraHu3auumst — nnaTexHa
NHCTUTYLMSA no PSD2)

1.3.6.1.4.1.15862.1.7.1.8
(0.4.0.2042.1.7)

1.4 YvyacTtHuum B UH(ppacTpykTypaTa Ha B-Trust®

1.4.1 YpocTtoBepsiBawm opraHu

1. ,YpocrtoBepsiBawma opran® Ha B-Trust® Ha OKYY ,EOPUKA* ALl e opraHnsaunoHHo 060cobeHo
3BEHO, KOETO OCbLLECTBSIBA AENHOCT MO nsgasaHe, No NpeaocTaBsHE M Mo nogabpxaHe Ha KY un
Ha KYY 3a 1ax. YO HaAmaT camocToATenHa NpaBoCcybeKkTHOCT 1 BCUYKN OCbLLECTBEHM LENCTBUA U

Ctp. 150183
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4.

aKTOBE Ha CNyXuTenute My Ce M3BbpLUBAT B KAYECTBOTO UM Ha crnyxuTtenu Ha [JoctaBuuka, B
paMKUTe Ha NpefoCTaBeHNTE UM NPaBOMOLLUS.

WHdpacTpykTypaTa Ha B-Trust® nma gBycreneHHa nepapxusa Ha YO 3a nsgasaHe 1 noggpbxka
Ha KYKETI n KYKElevar, kakto cneasa:

e basos YO ,B-Trust Root Qualified CA" - nsgaBa ygoCTOBEPEHMS HA NOOQYUHEHWUTE B
nepapxmyHo oTHowleHne onepatuBHy YO Ha [JocTaBymka 1 TakmBa Ha apyru [JoctaBunum;

e OnepatneeH YO ,,B-Trust Operational Qualified CA" - usgaea KYKEI n KYKEleuar,
cbrnacHo lMNMonutukarta 3a npegocTtaBsHe Ha Te3n KY;

NHdpacTpykTypaTa Ha B-Trust® nma gsycrteneHHa nepapxus Ha YO 3a nsgasaHe 1 noggpbkka

Ha KYYET, KYYEeuaT 1 KY 3a aBTEeHTUYHOCT Ha yebcawnT, KakTo creqga:

e basos YO ,B-Trust Root Advanced CA" - u3gaBa yOOCTOBEPEHUSI Ha MOAYMHEHUTE B
NepapxmyHoO OTHoLLeHMe onepaTuBHK YO Ha [JocTaBumka 1 TakmBa Ha apyru JoctaBunuy;

e OnepatneeH YO ,B-Trust Operational Advanced CA" - msgaBa KYYEI un KYYEleuar,
cbrnacHo lNonutuknte 3a NpegoctaBsHe Ha Te3n KY.

OKYY cu 3anassa npaBoTo ga paswmpu nHdpactpyktypaTa Ha B-Trust® ¢ gpyra nepapxus ot

YO.

1.4.2 Peructpupaly opraH

1.

~No

~PerncTpupawumar opraH" € 3BeHo, KOeTO OCbLLEeCTBABA AENHOCTM Ha [lJocTaB4uuKa, KakTo cneasa:

e puema, NpoBepsiBa, 04o0psiBa UM OTXBbPIS UCKaHUS 3a n3gaBaHe Ha KY;
pernctpupa nogageHu nckanmsa go YO 3a usgaBaHe u BHacs NpomMeHun B ctatyca Ha KY;

e OCblUecTBsBa CbOTBETHM MPOBEPKN 3a YCTAHOBSAABaHE Ha CaMOSIMYHOCTTA Ha dun3nvecknTe
nmua n NOEHTUYHOCTTA Ha OPUANYECKUTE NMUA, KAaKTO U Ha cneumdunyHn gaHHU 3a TsX C
AonycTUMUTE CPeacTea;

o yBepomsiea YO ga mnsgage KY cnep ycnewHa ngeHtndukaums v 3annarteHa ycnyra;

e npenaBa Ha [loTpebuTens wmnu Ha YNbIHOMOLLEHO OT Hero nvue usgageHoTto KY,
CbOTBETCTBALLO Ha reHepupaHa ABOMKa KIHO4OBE;

e [puema UM OTXBBLPIISt PETMCTPUPAHM UCKaHMS 3a NOAAPbBbXKKA 1 ynpaBreHne Ha KY;

e CKIlOYBA [OroBOpM 3a MpedocTaBsHE Ha YOOCTOBEPUTENHM M APYrn Kpuntorpadicku,
WHOPMALMOHHM U KOHCYNTaHTCKKM ycnyru ¢ MNotpebutenute ot umeTo Ha [locTaBymka.

PeructpupawmaTt opraH moxe ga 6bae o060cobeHO 3BEHO B paMKUTE Ha OPUMANYECKO nuue,
pasnuyHo oT [locTaBymka, Ha KOETO ca AenerMpaHu npaea Aa OCbLUECTBsIBA Te3N AEAHOCTU UMK
Ha yacT oT TAX OT MMeTOo Ha [JocTaB4umKa.

Peructpupawumat opran (PO) Ha [JocTaBumka Moxe a NpeocTaBs YAOCTOBEPUTENHUN YCIyru Ha
Motpebutenn upes MectHn Pernctpupawm Cnyxou (MPC).

Korato PO/MPC e camocToaTenHo opnanyecko nvue, NnpaBoOMOLLMETO Aa OCbLUEeCTBsBa Tasun
AeVHOCT MoXe Aa 6bae orpaHMYeHo 3a onpegeneHa TepUTopust, CPOK, YAOCTOBEPUTENHM YCyru
unn 3a onpegeneHa kateropus  [loTpebutenu. lMpaBomowMeTO ce yAocToBepsiBa npeg
3agBuTennTe 1 BCUYKN TPETU NnLa ¢ MMCMEHO U eneKkTpoHHO yaoctoeepeHue 3a PO/MPC.

B cnyyauTte, korato PO e camocToaTenHo opnandecko nuue, MPC kbM TO3U opraH ce paskpusart
camo cref u3pu4Ho ogobpeHne ot cTpaHa Ha [locTaBuumKa.

OtHoweHuaTa mexay foctasunka n PO/MPC no T.4 ce ypexaaT ¢ JOroBop.

[ocTaBunkbT rapaHTupa, 4Ye genHoctta Ha PO/MPC we 6bae cbobpaseHa ¢ ycnosudatra Ha
HacTosaWwmsA [JOKyMEHT.

1.4.3 OpraH 3a usgaBaHe Ha KBanuduumpaHu efnieKTPOHHM BpeMeBMU ne4vyaTtu

1.

,LOpraH 3a u3gaBaHe Ha kBanuduumpaHu €eneKkTpoHHW BpemeBu nedatn" e 060cobeHo u
HeJenvMmo 3BEHO KbM Y4OCTOBEpPSBALLMNA OpraH, KOeTo OCbLUeCTBsABa AeNHOCTM Ha [locTaByuka,
KakTo criefsa:
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2.

e rpuemMa 3asiBKM 3a u3haBaHe Ha KBanuuuUMpaHW EenekTPoOHHU BpeMeBM MevaTn Ha
npeacTaBeHO CbAbpXKaHUe Ha eneKkTPOHeH AOoKYMeHT oT MoTpebutenu nnu JoeepsBalla ce
CTpaHa;

e 13roTBA KBanuduuMpaH enekTpoHeH BpeMeBM nevaT Ha NpeAcTaBeHMs XelU-CTOMHOCT Ha
eNeKTPOHEH [JOKYMEHT;

e oOcurypsiea Bb3MOXHOCT 3a rnocrefsallo (crnep nepuofa Ha BanugHocT Ha KY) gokaseaHe
CNpsAMO Npuemallara cTpaHa Ha pakTa Ha noanuceaHe/nognedaTsaHe Ha U3SBNEHUE UMK Ha
€neKTPOHEH [10KYMEHT.

,B-Trust Qualified Time Stamp Authority " e YO 3a nsgasaHe Ha kBanuduumpaHu eneKkTpOHHM
BpemeBu nevaTtn Ha [locTaByuka.

EnekTpoHHMAT nognuc Ha [JoctaBynka Ha KBanvuunpaHus enekTpoHeH BpeMeBn neyvaT € CbC
cTaTyC Ha KBanuuuupaH enekTpoHeH neyar.

KBanuduuupaHn enekTpoHHM BpeMeBM MeyaTu MoraT Ja ce WHTerpupar B Mpoueca Ha
Cb3gaBaHe unu npuemaHe Ha nognucu/medaTv KbM €NEeKTPOHHU OOKYMEHTU WU eNeKTPOHHU
TpaH3aKuuK, Npy apxmBmpaHe Ha eneKkTPOHHW AaHHW, B €eNEKTPOHHM HoTapuaTtu u apyru.
HocTtaBunkbT paspabotBa wm nybnukysa otaenHa [lonutuka Ha YO 3a u3gaBaHe Ha
KBanuuumpaHm enekTpoHHN BpeMeBU neyaTtu.

1.4.4 KsanucdpmumpaHa ycnyra 3a BanumaupaHe Ha KBanucpuumpaHu eneKTPOHHU

1.

nognucu/neyartun

KBanuduuyupaHaTa ycnyra 3a BanvanpaHe Ha ksanuuumpaHn enekTpoHHM nognucu/neyaTn (B-

Trust QSVS) e o60cobeHo 1 HegenuMo 3BeHO KbM [locTaB4uMKa, KOETO OCbLLECTBABA CNeaHnTe

JENHOCTHU:

e npuvema nognucaHw/nognevataHun dannose/e-4OKYMEHTM C onpeaeneHn dopmatm u
npocunu Ha nognuc/nedar 3a BanuanpaHe;

e Banuaupa nognucaHvTe/nogneyataHu dannose/e-qOKYMEHTN B CbOTBETCTBME C PernameHT
910/2014 (un. 32, 33 n 40);

® W3roTBS M NpegocTaBs nogneyaTaHun oT [JocTaBymnka cTaTyc(M) U OTYET OT BanuaupaHe Ha e-
noanuc(n)/nevat(n) B npuetute hannose/e-qOKyMEHTH;

e ocurypsiBa Bb3MOXHOCT 3a pa3neyaTtBaHe (PDF poopmaT) Ha xapTus Ha aBTOpU3MpaHns otyeT
OT BanuaunpaHe Ha nognuc(ute)/nevat(ute).

Ycnyrata aBTopuaupa crtatyca M oTdeTa oT BanuaumpaHe ¢ keanuduumpaH enekTpoHeH nedyar

nsgageH ot [loctaBymka.

Cratycute Ha BanuaupaHe Ha KsanuduumpaHu e-nognucu/nedatn moraTt ga ce uHterpupart B

npouecuM Ha npuvemMaHe Ha nognucu/nedaTm KbM ENEeKTPOHHW [OKYMEHTU W eNEeKTPOHHMU

TpaH3akuuu, npu CbXpaHeHWe Ha noanuc/neyaTn, KakTo W apxXmBMpaHe Ha enekTPOHHU

OOKYMEHTU, B ENEKTPOHHW HOTapuaTtu 1 ap.

HocTtaBunkbT paspabotBa m nybnukyBa otgenHa [lMonutuka u [NpakTnka Ha ycrnyrata 3a

kBanudpuumpaHo sanngupaHe Ha KEMN/KEMevaTu.

1.45 Ycnyra 3a KkBanuduumpaHo CbXpaHsiBaHe Ha KBanupuumpaHu eneKTPOHHU

1.

nognucu/neyaTtun

Ycnyrata 3a kBanuduumpaHO CbxpaHsaBaHe Ha kBanuduumpaHun e-nognucu/nedaTtn (B-Trust
QSPS) e obocobeHO M Hegenumo 3BeHO kbM [loCcTaB4uMKa, KOETO OCbLLECTBSBA CrnegHuTe
JENHOCTU:

e Npuema e-nognucu/neyaTtu (nognucann/nogneyaTtanu dannose/e-4OKYMEHTIN) C onpeneneHmn
dopmaTtu 1 npodunm Ha nognuc/neyaT 3a CbXpaHEHNE;

e CUrypHO CbXpaHsiBa nognucaHvte/nogneyaraHu dannose/e-AOKYMEHTU B CbOTBETCTBME C
PernameHTt 910/2014 (un. 34 n 40);

e V3roTBA W CbXpaHaABa nognedataHn oT [locTaBuMka [oOKa3aTencTBeHW 3anucu OoT
CbXpaHsaBaHe Ha e-noanuc(u)/nevat(n) B npueTute hannose/e-gOKyMEHTH;
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e UN3roTBSA MO 3asiBKa YBeAOMIEHUS crief YCrneLwHO CbXpaHsaBaHe Ha dannoBe/e-A0KYMEHTU C
nognuc(n)/nevat(n);

e Ocurypsisa Bb3MOXHOCT 3@ aBTOpU3npaH AOCTbMN, YeTeHe, MoauduuupaHe n nsTtpmBaHe Ha
CbXpaHsiBaHW (hannose/e-A0KyMeHTU ¢ nognuc(u)/neyat(un).

Ycnyrata aBTopu3vpa (QoKasaTencTBeHW) 3anncu U yBeLOMSIEHMSI 3a CbXpaHsiBaHe upes
KBanuduumpaH enekTpoHeH neyart ngageH ot [JoctaByuka.

HoctaBunkbT paspabotBa M nybnukyBa otaenHa [lMonuTtmka wm lMpaktuka Ha ycnyraTa 3a
cbxpaHsiBaHe Ha KEI/KElMeyaTw.

1.4.6 OCSP cbpBbp

1.

,LOCSP cbpBbp" € 000c06eH0 N Heagenumo 3BeHO Ha YO, KOETO OCbLUeCcTBsIBA OEMHOCTU Ha
JlocTaBuuMKa KakTo crneasa:

e npuema 3asBku oT MNoTpebuTtenun nnu [loBepsBalla ce cTpaHa 3a NpoBepka B peasniHo Bpeme
Ha cTaTyca Ha NpeacTaBeHo yAOCTOBEPEHNE, U34aaeHo OT [JoCTaBuMKa;

e 13roTBA aBTOMaTW4YHO B peaniHoO BpeMe €eneKTPOHHO noAanucaH OTroBop 3a craTyca Ha
npeacTaBeHo YOOCTOBEPEHME.

OCSP cobpebpute Ha [ocTtaBuymka ca: ,B-Trust Root Qualified OCSP Authority" n ,B-Trust
Qualified OCSP Authority", cbotBeTHO ,B-Trust Root Advanced OCSP Authority" n ,B-Trust
Advanced OCSP Authority".

Bcdaka gosepsiBawaTa ce cTpaHa, korato npvema KY, moxe Aa 3adBu NpoBepka Ha cTaTyca Ha
yOOCTOBEPEHUSITA B pearnHo BpeME.

MpoBepkaTa Ha cTaTyca Ha KY B peanHo BpemMe He € 3aabiikmtenHa 3a [oBepsiBalimTe ce
CTpaHn, Ho [locTaBYMKbT NpenopbyBa Aa Cce M3MNon3Ba Tasn ycryra U HEMHOTO MHTEerpupaHe npu
Ccb3gaBaHe UnNu NnpMeMaHe Ha enekTPOHHO noanucaHu/nognevyaTaHn AOKYMEHTM U NpU NpoBepKa
Ha aBTEHTMYHOCTTA Ha yebcalT B ENEKTPOHHN TpaH3aKLUMMW.

1.4.7 MoTtpebuTten

1.

2.

MoTpebutenute ca hn3n4eCcKnN Unu PUONYECKU nNnua, KOUTO ca No4anu UCKaHe 1 cnep ycnewHo
3aBbpLUBaHe Ha npoueaypaTa, um e 6un nsgageHo keanuguumpaHo yagocrtosepexue. lNpean aa
6bOe u3BbpleHa npoBepka W Aa My 6bae usgageHo kKeanudUUUpaHO YAOCTOBEpPeEHMeE,
MoTpebutenar e camo 3adBuTen 3a kKBanuduumpaHmTe ycnyrm Ha B-Trust.

OtHoweHuaTa mexay ,bOPUKA* ALl kato AKYY wn lNMotpebuten ce ypexaaT ¢ MMCMEH SOroBop.

1.4.7.1 Tutynsap

1.

2.

LTuTYnAp" e MNMotpebuten-cpusnyecko nuue Ha KYKEMN/KYYEN nnun Ha KY 3a o6nayeH KEI, koeTo
Cb3QaBa eNeKTPOHHUSA nognuc.

TuTynsapsT ocbLLECTBABA OT CBOE MME UMM OT MMETO Ha APYro nvue, KoeTo TOW NpeacTaBnsBea,
€NEeKTPOHHU M3SABMEHMUS, KOUTO ENeKTPOHHO Nognucea B CbOTBETCTBME C NMpeaocTaBeHata my
npegcraBuTernHa BracrT.

B KYKEMN/KYYEN n KY 3a obnaveH KEIl moxe ga ce mocounm um nuueto, KoeTo Tutynapsr
npeacTaensiea.

EovHctBeHo Tutynapar Ha KYKETM/KYYED n KY 3a obnaveH KEl, uma npaBo Ha JocTbn Ao
YaCTHUSA KINKOY 32 NOANMCBAHE Ha €NEKTPOHHW U3SBIIEHMS.

1.4.7.2 Cw3paTten

1.

,Cb3naten® e [NoTpebuten-topuanyecko nuue, KOeTo Cb3gaBa €MeKTPOHEH nevaT, AaHHUTEe Ha
koeTo ca ygoctoBepeHu B KY, n3nonsesaHo 3a npoBepka Ha enekTpoHHusa nedvat. Cb3gatenar
Moxe Aa 6bae camo pruanYecKko nuue.

LHOpnandeckn nuua“ no cmuckbna Ha [loroBopa 3a (PyHKUMOHMPAHETO Ha EBponenckus cbio3
(APEC) o3HauyaBa BCcMYkM 0OpasyBaHuNs, yYpeaeHn Unu perfnaMmeHTupaHy CbrnacHo nNpaBoTo Ha
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AbpXXaBa YreHka, He3aBMCMMO OT TAXHaTa npaBHa opma.

EnekTtpoHHMAT lNevaT He e mognuc Ha HPUOUYECKOTO NMLE U CNyXM camo Aa YAOCTOBepwu
N3TOYHMKA U LeNnocTTa Ha nogneyvyaTaH enekTPoHEH 4OKYMEHT UM U3SIBIIEHNE.

Korato topuanyecko nvue u3nonsea efekTpoHeH neyaTt, npenopbyBa ce Aa 6bae yCTaHOBEH
BbTPELLEH KOHTPONIEH MEXaHM3bM MpU IOPUANYECKOTO N1LE, NO3BOMSABALL CaMO Ha PU3NYECKO
nvue, ynbiHOMOLLEHO OT ToBa topuandecko nuue (,Cb3gaTten®) Aa cbagaBa nevarta (Hanpumep,
Aa ,HaTucHe" ByTOH 3a (aBTOMaTU4HO) Cb3aBaHe Ha eNeKkTPOHHU neYyaTn).

B KY 3a enekTpoHeH nedat Moxe [da ce MNocouYnm (PU3NYeckoTo nuue, KoeTo npeacTasrsiBa
,Cb3pgaTtens”“.

EnnHcTBEHO, ToBa hM3MYecko nuLe MMa npaBo Ha AOCTbM A0 YaCTHUS KoY 3a reHepupaHe Ha
nedara.

Korato 3a gageHa TpaHcakuusi ce U3nckBa KBanvduumupaH enekTpoHeH nevaT oT topuanyecko
nviue, KBanUUUMPaHUAT enekTPOHEH MOAMUC Ha YNbIHOMOLWLEHUS npeacTtaBuTen Ha
IOPUAMYECKOTO NMLIE Ce NpUemMa PaBHOCTOMHO.

1.4.8 [oBepsiBaliu ce CTpaHu

1.

1OBEpPSABALLM Ce CTpaHWN" ca agpecaTuTe Ha nognucaHu/nognevartaHn eNeKTPOHHU U3SIBIEHNS U
OOKyMeHTM oT [loTpebutenu, Kouto nputexaeaTt udgageHn ot [ocTtaBumka KY wunu kpanHm
KNUeHTN, KoUTo agpecupat yebcanTtose, 3a KOUTO ca usgageHu yaoctoBepeHus ot [loctaBuumka.
[loBepsiBalwmTe ce CTpaHu cneasa Aa MmaT No3HaHUS U YMEHUS1 OTHOCHO M3non3BaHeTo Ha KY u
ce [oBepsiBaT Ha YOOCTOBEPEHUTE OOBCTOSATENCTBA B TAX CaMO C Orffieg Ha npunoxumara
Monntnka, ocobeHo No OTHOLLEHME Ha HMBOTO Ha CUIYPHOCT npwu npoBepka Ha lNMoTtpebutenute
Ha Te3un KY.

[loBepsBaLmTe ce CTpaHM nMaTt NOCTOSIHEH OOCTbMN 40 pernctTpmute Ha [loctaByumka 3a NpoBepka
Ha BanugHoctTa Ha KY, 3a ycraHoBsBaHe Ha cboTBeTHUTE [loTpebutenn unu Ha apyru
obcToaTencTea u aHHW, OTPa3eHU B yOOCTOBEPEHMSTA UMK BNUCAHU B TE3U PErUCTPMU.

1.5 YpoctoBepeHus u ynoTpeba

1.5.1 OnpepeneHue

1.

~KBanuduumpaHo ygoctoBepeHme 3a nydnunyeH kno4" e nognedaraH ot [locTaBumka enekTpoHeH
OOKYMEHT, CbabpXKall, onpeneneHn pekB1M3nTU, yaocToBepsiBalLM Bpb3kaTa Mmexay NMotpebutens
n nybnuyHmna my knod B KY, cboTBETCTBALL HA YaCTHUS KNkoY Ha To3u [oTpebuTen n cnyxm 3a
npoBepka Ha noAanuca/nevata B eNEKTPOHHUM OOKYMEHTM M 0BeKkTM unu 3a npoBepka Ha
aBTEHTUYHOCTTA Ha yebcanrT.

KY moraT ga ce nsnonaeat 3a 4ENHOCTU, KOUTO U3NCKBAT NOANMCBAHE HAa eNTEKTPOHHN AOKYMEHTH,
aBTeHTUukauua Ha [loTpebuten wnu yebcaWT, KaKTO W 3a KpunNTUpaHe Ha OaHHW npu
€MEeKTPOHHU TPaH3aKLnn, N3NCKBALLM Hal-BUCOKO UMK 3HAYUTENHO HUBO HA CUTYPHOCT.

Camo ygocToBepeHusiTa C 0O3HA4YEHUTE B TO3N AOKYMEHT NOJSIMTUKKN, KOUTO n3gaea [OCTaBUMKLT,
nmart xapakrep Ha KY.

1.5.2 YpoctoBepeHusi Ha [locTaBuYMKa

1.

ba3oBo yoocroBsepeHue

BasoBo ypocTtoBepeHne Ha [locTaBuvka € camMov3fgaZeHo M eNeKTPOHHO camonoanedataHo C
©a3oBus YacTeH kntod Ha [loctaBuuka KY 3a HeroBus 6a3oB nybnnyeH knod. C 6a3oBus YacTeH
kntod [JocTaBYMKBLT eNeKTPOHHO noAnevyaTBa yAOCTOBEPEHUs 3a NyONUYHM KMo4oBE Ha CBOU
onepatmBHn YO, KakTO U yAOCTOBEpPEHUs Ha Apyrn (nog) OOCTaBYMUM Ha YAOCTOBEPUTENHU
ycnyru B H(pacTpykTypaTa Ha B-Trust.

B cvotBetctBne cbc 3ELOEYY wun nepapxuata ot YO B uHGpacTpyktypata Ha B-Trust,
HocTtaBunkbT npegoctaBa Ha KPC BanugHOTO yaoctoBepeHne Ha GasoBua YO. OcCHOBHUTe
pekBun3nTM Ha 6aszoBoTo yaoctoepeHue Ha YO ,B-Trust Root Qualified CA " Ha [JocTtaB4ymka ca
KakTo cnepsa:

B-Trust Root Qualified CA

Mone | ATpubyTn | 3HaueHune/CToMHOCT
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Version - V3
Serial number - 01
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Root Qualified CA
Oou = B-Trust
o= BORICA AD
Organizationldentifier(2.5.4.97) [INTRBG-201230426
C= BG
Validity from - 2017-04-25T18:28:43Z
Validity to - 2037-04-25T18:28:437
Subject CN = B-Trust Root Qualified CA
Oou = B-Trust
O= BORICA AD
Organizationldentifier(2.5.4.97) [INTRBG-201230426
C= BG
Public key - RSA(4096 Bits)
Subject Key Identifier - f2 84 ee 2e 35 fe fO fa d8 50 50 b0 9c 48 89 ea 5a 2f d9 ab
Authority Key Identifier |KeyID = f2 84 ee 2e 35 fe fO fa d8 50 50 b0 9c 48 89 ea 5a 2f d9 ab
Issuer Alternative Name |URL = http://www.b-trust.org
Basic Constraints Subject Type = CA
(critical) Path Length Constraint = None

Certificate Policies

[1] Certificate Policy:
Policy Identifier=All issuance policies
[1,1] Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.b-trust.org/documents/cps

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-TrustRootQCA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustRootQCAOCSP.cer

Key Usage (critical)

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

Thumbprint (Shal)

c04d 7a 42 7f 5a 82 b1 2d a6 f0 94 88 11 66 8e 1a 67 Oa 6

Thumbprint (Sha256)

d3 38 95 el d5 11 23 f9 48 c8 c9 99 7 {7 26 40 fa 05 05 fb d1
5a b0 93 €8 98 db 27 dd 29 14 e8

B-Trust Root Advanced CA

Mone ATpubyTHn 3HayeHne/CToNHOCT

Version - V3
Serial number - 01
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Root Advanced CA

Oou = B-Trust

0= BORICA AD

Organizationldentifier(2.5.4.97) INTRBG-201230426
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BG

Validity from - 2017-04-24T18:55:40Z
Validity to - 2037-04-24T718:55:40Z
Subject CN = B-Trust Root Advanced CA

OouU = B-Trust

= BORICA AD

Organizationldentifier(2.5.4.97) [INTRBG-201230426

C= BG
Public key - RSA(4096 Bits)
Subject Key ldentifier - 88 db 42 ed 89 05 32 0c 72 27 Oc 46 1b el c6 09 5e ec c9 21
Authority Key Identifier |KeylID = 88 db 42 ed 89 05 32 0c 72 27 Oc 46 1b el c6 09 5e ec c9 21
Issuer Alternative Name |URL = http://www.b-trust.org
Basic Constraints Subject Type = CA
(critical) Path Length Constraint = None

Certificate Policies

[1] Certificate Policy:
Policy Identifier=All issuance policies
[1,1] Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.b-trust.org/documents/cps

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-TrustRootACA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustRootQCAOCSP.cer

Key Usage (critical)

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

Thumbprint (Shal)

ba 11 d6 ad 94 b2 4f c9 16 11 3a 6 82 cd 76 2a b3 bf d7 75

Thumbprint (Sha256)

fbo 2c 73 6f 3c f1 ad 7c 89 ec 36 €8 60 ¢c9 Oc d6 be 87 f7 0d 66
09 8e Oa cc d5 4a 49 ea fa 2c a9

3. Ha ocHoBaHue PernameHT 910/2014 enekTpoHHUTE neyatM Ha [locTaBuuka,

KOUTO Ca

npuapy>xeHu ot 6asoBuTte MYy yOOCTOBEpEeHUNd ca KBaJ'II/Id)VILI,VIpaHI/I.

4, [locTaBYuKkbT MOXe [Ja

WHCTanupa u

WHgpacTpyKkTypaTa Ha B-Trust.

nogabpxa Apyrm 6a3oBM  yOOCTOBEPEHUS B

1.

2.

OnepaTtuBHUM yaocToBepeHus Ha [locTaBymka

YpoctoBepeHve Ha onepatmBeH YO Ha [JocTaBumka € KBanMuuupaHoTO YAOCTOBEPEHME 3a
ny6nuyHma kniod Ha onepatuBHua YO, enekTpoOHHO nognevataHo ¢ 6a30BMS YacTeH KoY Ha
[ocTtarunka. C 4YaCTHUAT K04, CbOTBETCTBALL, HAa YOOCTOBEPEHMS MYBIIMYEH KITHOY, OnepaTUBHUS
YO enekTpoHHO nNognevyaTtea usgasanute ot [loctaBumka KY Ha NoTpebutenure.

OcHOBHWTE PEKBU3NTU Ha onepaTUBHOTO ygoctoBepeHue Ha YO ,B-Trust Operational Qualified
CA" Ha [locTaBuuka ca:

B-Trust Operational Qualified CA

Mone ATpunbytn 3HauyeHue/CTonHoOCT

Version -

V3
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Serial number

69 Oe 4f b7 9a ed 13 94

Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Root Qualified CA
Oou = B-Trust
= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Validity from - 2018-06-01T16:44:50Z
Validity to - 2033-05-31T16:44:50Z
Subject CN = B-Trust Operational Qualified CA
ou = B-Trust
= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Public key - RSA(4096 Bits)
Subject Key Identifier - 27 cf 08 43 04 f0 ¢5 83 37 67 81 17 4d fc 05 e6 db 65 8b b0
Authority Key Identifier |[KeyID = f2 84 ee 2e 35 fe fO fa d8 50 50 b0 9c 48 89 ea 5a 2f d9 ab
Issuer Alternative Name |URL = http://www.b-trust.org
Basic Constraints Subject Type = CA
(critical) Path length Constraint = 0

Certificate Policies

[1]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.6.1
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.b-trust.org/documents/cps
[2]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.6.1.1
[3]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.6.1.2
[4]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.6.1.3

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-TrustRootQCA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustRootQCAOCSP.cer

Key Usage (critical)

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

Thumbprint (Shal) - ad 4c 92 43 9a 5b 83 28 13 1e b8 45 65 d1 46 2b fO 3d 3d 55
Thumbprint (Sha256) - 49 9a9c a8 h4 7e e8 44 37 f9 Ob 96 fb 40 41 3e a2 93 f9 b3
94 2a 16 08 37 a0 c6 7b Oe c5 ba Oc
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B-Trust Operational Advanced CA

Mone ATpubyTtn 3HayeHune/CTonHOCT

Version - V3
Serial number - 55 6¢ ¢1 9f 35 f1 95 ca
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Root Advanced CA

OouU = B-Trust

Organizationldentifier(2.5.4.97) INTRBG-201230426

o= BORICA AD

C= BG
Validity from - 2018-06-01T16:29:34Z
Validity to - 2033-05-31T16:29:34Z
Subject CN = B-Trust Operational Advanced CA

ou = B-Trust

o= BORICA AD

Organizationldentifier(2.5.4.97) INTRBG-201230426

C= BG
Public key - RSA(4096 Bits)
Subject Key Identifier - 07 dc aa 30 76 98 b7 85 4b 6d 03 18 c8 e3 cd a7 7b 36 82 ef
Authority Key Identifier |KeyID = 88 db 42 ed 89 05 32 0c 72 27 Oc 46 1b el c6 09 5e ec c9 21
Issuer Alternative Name |URL = http://www.b-trust.org
Basic Constraints Subject Type = CA
(critical) Path length Constraint = 0

Certificate Policies

[1]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.7.1
[1,1]Policy Qualifier Info:
Policy Qualifier Id=CPS
Qualifier:
http://www.b-trust.org/documents/cps
[2]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.7.1.1
[3]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.7.1.2
[4]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.7.1.3
[5]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.7.1.4
[6]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.7.1.5
[7]Certificate Policy:
Policy Identifier=1.3.6.1.4.1.15862.1.7.1.6

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL= http://crl.b-trust.org/repository/B-TrustRootACA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0n-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
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TrustRootQCAOCSP.cer

Key Usage (critical)

Certificate Signing, Off-line CRL Signing, CRL Signing (06)

Thumbprint (Shal)

2d 11 f1 fb 79 b9 46 Oa d5 e7 04 bf 36 18 8d a6 b6 e8 d8 c4

Thumbprint (Sha256)

e7 42 69 82 c0 26 4b 78 6b 94 25 ce 45 3 63 58 7f 34 83 4f a3
4a 6a 7ffd d5 05 67 41 76 ad Od

3. Ha ocHoBaHue PernameHT 910/2014 enekTpoHHUTE neyatM Ha [locTaB4yMKa, KOWUTO ca
NpuapyXeHn oT Te3n ornepaTMBHU YOOCTOBEPEHUS ca KBanuduumpaHu.

4. [locTaBYMKbT MOXe [a MWHCTanupa W nogabpxa ApyrM onepaTuBHW YOOCTOBEPEHUS B
WHpacTpykTypaTa Ha B-Trust.
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YnoctoBepeHust Ha OCSP cbpBbpy Ha [JJocTaByuKka

B-Trust Root Qualified OCSP Authority

Mone ATpubytn 3Ha4veHue/CToHOCT
Version - V3
Serial number - 03
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN= B-Trust Root Qualified CA
ou= B-Trust
o= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Validity from - 2017-04-26T14:27:48Z
Validity to - 2022-04-26T14:27:48Z
Subject CN = B-Trust Root Qualified OCSP Authority
ou = B-Trust
o= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Public key - RSA(2048 bits)
Subject Key Identifier - 34 3184 22 653441 46 e0 0d 03 2a 9f al 0a 29 4a 93 7b 5¢
Authority Key Identifier |KeyID = f2 84 ee 2e 35 fe fO fa d8 50 50 b0 9c 48 89 ea 5a 2f d9 ab
Issuer Alternative Name |URL = http://www.b-trust.org
Subject Alternative URL= http://ocsp.b-trust.org
Name
Basic Constraints Subject Type = End Entity
Path length Constraint = None

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-TrustRootQCA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustRootQCAOCSP.cer

Key Usage (critical)

Digital Signature, Non-repudiation

Enhanced Key Usage

OCSP Signing (1.3.6.1.5.5.7.3.9)

OCSP No Revocation |- 05 00
Checking
Thumbprint (Shal) 64 ed 90 7c af 37 a0 f2 62 39 3a ce 7e 90 el a7 bd 45 af al
Thumbprint (Sha256) 91 18 ce 2d 4b c0 dc d2 c0 b4 32 fc cb f7 04 4e 94 c0 53 e2 8e
92 93 21 88 5¢c d3 43 6b €2 69 d5
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B-Trust Qualified OCSP Authority

Mone ATpubyTtn 3HayeHne/CToNHOCT
Version - V3
Serial number - 23 C3 46 00
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Operational Qualified CA
OouU = B-Trust
o= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Validity from - 2017-04-26T15:26:25Z
Validity to - 2022-04-26T14:35:30Z
Subject CN = B-Trust Qualified OCSP Authority
ou= B-Trust
o= BORICA AD
Organizationldentifier(2.5.4.97) INTRBG-201230426
C= BG
Public key - RSA(2048 bits)
Subject Key Identifier - be e5 83 42 fa 25 a5 58 4a 39 a5 0f 42 ea ef f4 42 05 95 2e
Authority Key Identifier |KeylD = 27 cf 08 43 04 f0 ¢5 83 37 67 81 17 4d fc 05 e6 db 65 8b b0
Issuer Alternative Name |URL = http://www.b-trust.org
Subject Alternative URL= http://ocsp.b-trust.org
Name
Basic Constraints Subject Type = End Entity
Path length Constraint = None

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-
TrustOperationalQCA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustOperational QCAOCSP.cer

Key Usage (critical)

Digital Signature, Non-repudiation

Enhanced Key Usage

OCSP Signing (1.3.6.1.5.5.7.3.9)

OCSP No Revocation |- 05 00
Checking
Thumbprint (Shal) 53 al 58 O0e db 15 6¢ c0 1f 6 f4 al 99 43 8d 5d 59 42 63 90
Thumbprint (Sha256) c7 5f 3b 30 Oc 54 62 ba 78 80 €9 ea 4b €3 96 35 e3 50 df 1a
92 e8 f4 53 5b 07 4a 6d 4a 02 d8 81
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B-Trust Root Advanced OCSP Authority

Mone ATpubyTH 3HavyeHune/CToMHOCT
Version - V3
Serial number - 03
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Root Advanced CA
OouU = B-Trust
= BORICA AD
Organizationldentifier(2.5.4.97) [NTRBG-201230426
C= BG
Validity from - 2017-04-26T14:31:30Z
Validity to - 2022-04-26T14:31:30Z
Subject CN = B-Trust Root Advanced OCSP Authority
OouU = B-Trust
0= BORICA AD
Organizationldentifier(2.5.4.97) [NTRBG-201230426
C= BG
Public key - RSA(2048 bits)
Subject Key Identifier - Oa fe c2 5d 35 50 0a el 00 2a c9 a7 09 2a 0a 4¢ f0 c5 cf 41
Authority Key Identifier |KeyID = 88 db 42 ed 89 05 32 0c 72 27 Oc 46 1b el c6 09 5e ec c9 21

Issuer Alternative Name |URL = http://www.b-trust.org
Subject Alternative URL= http://ocsp.b-trust.org
Name
Basic Constraints Subject Type = End Entity

Path length Constraint = None

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-TrustRootACA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustRootACAOCSP.cer

Key Usage (critical)

Digital Signature, Non-repudiation

Enhanced Key Usage

OCSP Signing (1.3.6.1.5.5.7.3.9)

OCSP No Revocation |- 05 00
Checking
Thumbprint (Shal) 34 0a 07 e7 9a 27 88 3f 55 a6 0a 84 85 02 a7 62 98 96 c2 6a
0186 cl 46 66 50 68 b5 17 81 62 c5 c8 55 9b ab 67 06 6¢ cO
Thumbprint (Sha256) 17 ca 12 5f 00 1e f4 38 f6 90 Ob f3
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B-Trust Advanced OCSP Authority

Mone ATpubyTH 3HavyeHune/CToMHOCT
Version - V3
Serial number - 29 B9 27 00
Signature algorithm - Sha256RSA
Signature hash - Sha256
algorithm
Issuer CN = B-Trust Operational Advanced CA
OouU = B-Trust
= BORICA AD
Organizationldentifier(2.5.4.97) [NTRBG-201230426
C= BG
Validity from - 2017-04-26T14:36:08Z
Validity to - 2022-04-26T14:36:08Z
Subject CN = B-Trust Advanced OCSP Authority
OouU = B-Trust
o= BORICA AD
Organizationldentifier(2.5.4.97) [NTRBG-201230426
C= BG
Public key - RSA(2048 bits)
Subject Key Identifier - 30 9c 5 49 43 6¢ af 46 3d 6f eb 5e ad 2e 55 06 de f6 30 de
Authority Key Identifier |KeyID = 07 dc aa 30 76 98 b7 85 4b 6d 03 18 c8 e3 cd a7 7b 36 82 ef

Issuer Alternative Name |URL = http://www.b-trust.org
Subject Alternative URL= http://ocsp.b-trust.org
Name
Basic Constraints Subject Type = End Entity

Path length Constraint = None

CRL Distribution Points

[1] CRL Distribution Point
Distribution Point Name:
Full Name:
URL=http://crl.b-trust.org/repository/B-TrustRootACA.crl

Authority Information
Access

[1] Authority Info Access
Access Method=0On-line Certificate Status Protocol
(1.3.6.1.5.5.7.48.1)
Alternative Name:
URL=http://ocsp.b-trust.org
[2] Authority Info Access
Access Method=Certification Authority Issuer
(1.3.6.1.5.5.7.48.2)
Alternative Name:
URL=http://ca.b-trust.org/repository/B-
TrustOperationalACAOCSP.cer

Key Usage (critical)

Digital Signature, Non-repudiation

Enhanced Key Usage

OCSP Signing (1.3.6.1.5.5.7.3.9)

OCSP No Revocation |- 05 00

Checking

Thumbprint (Shal) 0c 88 77 18 0e 60 d2 a9 37 5 45 28 35 b2 cf 2f 30 d1 99 01
0d Ob 59 a0 6b 13 8d ca b2 bc 11 d7 b9 e4 09 1e 95 52 01 26

Thumbprint (Sha256) 6e c8 33 a4 7e Oe b0 ¢7 9a f9 e2 4f

1. YpoctoBepeHneto Ha OCSP cbpebpa Ha [ocTasumka ,B-Trust Root Qualified OCSP Authority" e
KY 3a HeroBus nybnuyeH krtod, nognevataHo ¢ 6asoBust yacteH knio4v Ha YO ,B-Trust Root
Qualified CA* Ha OJocTtaBymka. C 4acTHMs Koy Ha gBoukaTta kntodose Ha OCSP cbwpebpa ,B-
Trust Root Qualified OCSP Authority" [JoctaBuMkbT nogneyarBa pesynrara OT npoBepkata B
pearnHo Bpeme Ha ctaTtyca Ha npegctaBsenu KY, nsgagenm ot YO ,B-Trust Root Qualified CA".

2. YpoctoBepeHueTto Ha OCSP cbpBbpa Ha JoctaBuuka ,B-Trust Qualified OCSP Authority" e KY
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Ha HeroBmsa NyGnMYeH KoY, noanedyaTaHo C 4YacTHUS Kod Ha onepatmBHust YO “B-Trust
Operational Qualified CA" Ha [JocTtaBunka. C yacTHMs Kntod Ha gBowikaTta kniodose Ha OCSP
cbpebpa ,B-Trust Qualified OCSP Authority" [OocTaBunkbT noaneyatBa pesynrtata oOT
npoBepkaTa B peanHO BpeMe Ha cratyca Ha npeactaBeHn KY, mspgageHu ot YO “B-Trust
Operational Qualified CA".

YpoctoBepeHneto Ha OCSP cbpBbpa Ha [loctaBunka ,B-Trust Root Advanced OCSP Authority”
e KY 3a Herosusa nybnuyeH kntod, nogneyaTaHo ¢ 6a3oBus yacTeH kntod Ha YO ,B-Trust Root
Advanced CA* Ha [docTtaBumka. C yacTHMs KNoY Ha aBorikaTa knovoBe Ha OCSP cbpebpa ,B-
Trust Root Advanced OCSP Authority” [locTaBuMkbT nognedarBa pesynrata OT NpoBepkarta B
pearnHo Bpeme Ha ctatyca Ha npegctasenmn KY, nsgagenu ot YO ,B-Trust Root Advanced CA”
YnoctoBepeHneTo Ha OCSP cbpBbpa Ha [octaBuuka ,B-Trust Advanced OCSP Authority" e KY
Ha HeroBuMsa NyOGnMYEH KoY, nognedyaTaHo C 4YacTHUS Kod Ha onepatmBHus YO “B-Trust
Operational Advanced CA" Ha [ocTtaBuuka. C 4yacTHMS KMod Ha ABonkaTta knovoBe Ha OCSP
cbpBbpa ,B-Trust Advanced OCSP Authority" [ocTaBumkbT nognevatsa pesynrata oT
npoBepkaTa B peanHO BpeMe Ha cratyca Ha npeactaBenHn KY, msgapgeHn ot YO “B-Trust
Operational Advanced CA".

EnekTpoHHMTE neyaTn Ha [locTaB4ymKa, KOUTO ca NPUAPYKEHM OT CryXebHWUTe yaoCTOBEPEHUSA Ha
OCSP cbpebpuTe Ha [JoctaBumka ca KElevaTn.

1.5.3 YpoctoBepeHUs1 Ha Apyru onepaTtuBHU OpraHu

1.

[ocTaBunkbT MOXe Aa usgasa onepatmBHu KY Ha gpyrm YO B uHdpacTpykTypata Ha B-Trust,
KakTo 1 Ha gpyrn [JoctaBunum, Korato NocCrnegHuTe:

e OCblUecTBABaT [OEWHOCT MW3BbH MpaBHO pernameHTupaHata B 3EOEYY, ¢ wuen
PYHKLMOHMPaHe KaTo JOCTaBYNK;

e B3aMMHO YyOoCTOBepsiBAaT MNyO0nMYHUTE OMepaTMBHU KIOYOBE C Orfed MnoBulaBaHe Ha
AOBEPUETO B NPeAOCTaBAHUTE YAOCTOBEPUTENHN yCrnyrn (Kpoc-cepTudumumpaHe);

e OCblUecTBSABaT NpaBHO pernameHTMpaHa gevHocTt Ha [IKYY cbrnacHo 3EOEYY .

N3naBaHeTo Ha Te3n yAOCTOBEPEHMUS Ce OCblUecTBsiBa Ha 6a3aTa Ha KOHKpeTHa 4OroBOPEeHOCT
CbC CbOTBETHUTE SOCTABYMLM.

YaocTtoBepeHneTto Ha YO ,B-Trust Qualified Time Stamp Authority“ e npeacraseHo B oTaeneH
AokymeHT ,[Monutuka n MNpakTuka 3a npegoctaesHata ot ,6OPUKA® ALl keanuduumpaHa ycnyra
3a usgaBaHe Ha KBanuuumpaHn enekTpoHH BpemMeBy nevaTun Ha To3n opraH.

1.5.4 KBanudwmuupaHu yaoctoBepeHus 3a lNotpedbutenu n npnnoxmmoct

1.5.4.1 KsanuduumpaHm yaoctoBepeHUs 3a KBanudpuumpaH eneKTpoHeH noanuc

1.

HocTtaBunkbT m3gaBa KYKEI u KY 3a obnayenH KEI B 3aBucumocTt ot [loTpebutenute,
NPUITOXXHOTO MOJIE U NpeaHa3HayYeHne Ha eNeKTPOHHMS MOAMMWC, KaKTo crneaga:

MepcoHanHo KYKEIT ,B-Trust Personal Qualified Certificate QES";

MepcoHanHo KY 3a obnayeH KEN ,B-Trust Personal Qualified Certificate CQES”;
MpodecunonanHo KYKEI ,B-Trust Professional Qualified Certificate QES";
MpodecnonanHo KY 3a obnaueH KEI ,B-Trust Professional Qualified Certificate CQES”.

Mpaktnkata n MNonutukaTta Ha [JocTtaB4ymka 3a Te3n KY onpegensaTt npouenypute, dpopmarta u
N3NCKBAHNATA 3a CUTYPHOCT, NPUAOKUMK Npu msgaBaHe u msnonssaHe Ha KYKEM un KY 3a
obnayeH KEI. CvotBeTHuTe Monutukmn n npocpunute Ha KY 3a KEIN un 3a obnayeH KEI ca
e[HaKBW.

HocTtaBunkbT nsgaea KYKEN n KY 3a obnayveH KEIN camo Ha MNoTtpebuTtenu - guaundeckn nuua.
MepconanHo KYKEI ,B-Trust Personal Qualified Certificate QES" n KY 3a obnaveH KEIT ,B-Trust
Personal Qualified Certificate CQES" ce nsgasa nepcoHanHo Ha dmaundecko nuue (Tutynsap).
MpodecnonanHo KYKEI ,B-Trust Professional Qualified Certificate QES" n KY 3a obnadeH KEI
.B-Trust Personal Qualified Certificate CQES" ce usgaBa Ha dusndecko nuue (Tutynsap),
NpeAcTaBnaBaLlo PUANYECKO NULe No cunata Ha 3akoHa Unn ynbiHOMOLLaBaHe.
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6.

MckaHeTo 3a peructpaumsi u nsgaeaHe Ha te3m KYKEI ce npaBu otganeyeHo (Mo enekTpoHeH
cnocob) nnm nokanHo (Ha msActo) B PO/MPC, kato npouegypaTa no uaeHTuduKaums 4vpes
yCTaHOBSABaHE Ha caMosfimyHocTTa Ha loTpebutensa nanckea nNMYHO NPUCHCTBUE UMW U3PUYHO
ynbfiHOMOLWWaBaHe OT cTpaHa Ha [oTpebutens-Tutynsp. MNpoBepsiBa ce U MOEHTUYHOCTTa Ha
NPeAcTaBnsaBaHOTO fuvuUe, PEeCnekTMBHO Ha YMbIIHOMOLLEHOTO (PM3NYEeCKo nuue (ako uma
TakoBa). VoeHTudmkaumoHHaTta npoueaypa v npoueoypute npu reHepupaHe Ha [Bonkarta
KntoyoBe, Npu nsgasaHe n npepoctassHe Ha KYKEI n KY 3a obnadeHn KEI Ha MNoTpebutens
rapaHTupaTt Han-BMCOKO HMBO HA CUTYPHOCT Ha YAOCTOBEPEHUTE AaHHU B YAOCTOBEPEHMETO U
Bpb3KaTa UM C NyOnMYHNS KITHou.

KYKEI ,B-Trust Personal Qualified Certificate QES" n ,B-Trust Professional Qualified Certificate
QES" 1 cbOTBETCTBALLMTE MM YACTHU KIOYOBE Ce reHepupaTt, CbXpaHsiBaT U NpefoCcTaBAT Ha
MoTpebutena-Tutynsp 3agbimkntenHo Ha B-Trust QSCD.

KY 3a obnayen KEI ,B-Trust Personal Qualified Certificate CQES" u ,B-Trust Professional
Qualified Certificate CQES" n cboTBeTCTBALLUTE MM YACTHU KITOMOBE Ce reHepupart, CbxpaHasaT
n nonseat ot [loTpebutens-Tutynap 3agbikutenHo Ha B-Trust QHSM B nnatdopmara 3a
obnauveH KEI Ha docTaBuunka

CpokbT Ha BanugHocT Ha KYKEI e 1(egHa) nnu 3(Tpn) rogmMHun, c4MTaHo OT gaTaTa Ha nsgasaHe
N ce onpenens B gorosopa 3a KYY.

1.5.4.2 KeanudumumpaHm yaoctoBepeHusi 3a yCbBBbPLUEHCTBAH efleKTPOHEeH noanuc

1.

w

8.

HocTtaeunkbT nsgaea aesa enga KYYEN B 3aBucumocT oT NoTpebutennte, NpUnoXHOTO Norne u
npegHasHavyeHne Ha efleKTPOHHMSA NoAMNUC, KakTo creaBsa:

e nepcoHanHo KYYEIT ,B-Trust Personal Qualified Certificate AES";

e npodecuoHanHo KYYEI ,B-Trust Professional Qualified Certificate AES".

Mpaktnkata n MNonutukaTta Ha [JocTtaB4ymka 3a Te3u KY onpegensaTt npouenypute, popmarta u
N3NCKBAHNATA 3@ CUTYPHOCT, NPUAOXKNUMU NPpU nsgaeaHe n nanonssaHe Ha KYYETT.

HoctaBunkbT nsgasa KYYEIN camo Ha Motpebutenu - pusnyeckun nuua.

MepconanHo KYYE ,B-Trust Personal Qualified Certificate AES" ce nsgaea nepcoHanHo Ha
dwmsnyecko nuue (Tutynsp).

MpodecnoHanHo KYYENM ,B-Trust Professional Qualified Certificate AES" ce u3gaBa Ha
duandecko nuue (Tutynap), NpeacTaBnsBaLLO OPUONYECKO NMLE MO cuaTa Ha 3akoHa wunu
ynbiHOMOLLLaBaHE.

NckaHeTo 3a pernctpaums u nsgasaHe Ha tean KYYEI ce npaeu otganeyeHo (Mo enekTpoHeH
cnocob) unu nokanHo (Ha msActo) B PO/MPC, kato npouegypata no uaeHTuukaunsa 4dpes
yCTaHOBSABaHe Ha camosimyHocTTa Ha lMoTpebutensa nanckea nNUMYHO NPUCHCTBUE UMW U3PUYHO
ynbfiHOMOLWaBaHe OT cTpaHa Ha [oTpebutens-TuTtynsp. MNpoBepsiBa ce U MOAEHTUYHOCTTa Ha
NpeAcTaBnsaBaHOTO NMLE, PECNEKTUBHO HA YMbIHOMOLLEHOTO (PU3NYECKO NKLIE (aKo MMa TakoBa).
NaeHTndmkaumoHHata npouenypa v npouegypvte npu reHepypaHe Ha OBoOviKaTa KI4voBe npu
n3gaBaHe u npegocTtasHe Ha KYYEI Ha [MoTpebutens rapaHTupaTt 3HAYMTENHO HMBO Ha
CUI'YPHOCT Ha YOOCTOBEPEHNTE OAHHU B YOOCTOBEPEHMETO M Bpb3Kata MM C NyONUYHMS KoY.
KYVYEI ,B-Trust Personal Qualified Certificate AES" n ,B-Trust Professional Qualified Certificate
AES" n cboTBeTCTBaLUUTE MM YACTHU KITIOYOBE Ce reHepupar vypes cneumannsnpaH, yTBbpaeH ot
[ocTtaBunka codpTyep 1 ce cbxpaHaBaT 1 NnpegocTaBaT Ha [NoTpebutena-Tutynap Ha coTyepeH
TOoKbH B-Trust SCT (PKCS#12 kpuntodpann).

CpokbT Ha BanuaHocT Ha KYYET e 1(egHa) roguMHa, cuMTaHo OT JataTta Ha u3faBaHe.

1.5.4.3 KanudumumpaHo yaoctoBepeHue 3a efieKTPOHEH nevar

1.

JDoctaBunkbT u3gaBa aBa Buga KYEleyar B 3aBUCMMOCT OT MPUIIOXKHOTO Mofe "
npegHasHavyeHne Ha efneKTPOHHMS nevar, KakTo crneaBsa:
o KanuduumpaHo yaoctosepeHue 3a keanuduumpad EMNevat “B-Trust Organization Qualified
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10.

11.

Certificate QESeal” (KYKEIeuvarT);
o KanudwuumpaHo yagocToBepeHne 3a ycbBbpueHctBaH Ellewat ,B-Trust Organization
Qualified Certificate AESeal” (KYYEIlevarT);
MpaktukaTta n MNonutukata Ha [JoctaBumnka 3a Te3n KY onpefensat npouenypute, dopmata u
M3MCKBaHNATA 3a CUTYPHOCT, MPUNOXUMKU NMpu n3gaBaHe v nsnonasaHe Ha KYEleyar.
HocTtaBunkbT n3gasa KYElNeuat camo Ha MNoTtpebuten—topugudecko nuue (Cv3garen).
WckaHeTo 3a peructpauua n nsgasaHe Ha tesm KYEleuart ce npasu otaaneyeHo (Mo enekTpoHeH
cnocob) vnm nokanHo (Ha msacto) B PO/MPC, kaTo npouegypaTta nNo vaeHTUdukaumsa ypes
yCTaHOBSIBaHe Ha camofnn4yHocTTa Ha [loTpebuTtens Msnckea NUYHO NPUCHLCTBUE WU U3PUYHO
ynbAHOMOLLAaBaHe OT cTpaHa Ha [NoTpebutena-Cw3garten. NpoeepsiBa ce U nOeHTUYHOCTTa Ha
IOPUONYECKOTO NULE, PECNEKTUBHO Ha YMBMHOMOLLEHOTO (pmsmyecko nuue (ako uma Takosa).
WpeHTndukaunoHHata npouedypa W npu wmsgaBaHe W npepoctaBsaHe Ha KYEleaTt Ha
MoTpebutena rapaHTMpaT HaW-BMCOKO HMBO HA CUIYPHOCT Ha YAOCTOBEPEHWTE AaHHU B
YyAOCTOBEPEHNETO U Bpb3KaTa UM C NyONNYHUA KITHOM.
Mpouenypata npu reHepupaHe Ha ABorikaTa kntodose 3a KYKElMeuaT nanonsea B-Trust QSCD u
rapaHTupa Hawm-BUCOKO HWMBO Ha CUTYpPHOCT. YacTHUAT KN4 ce CbXxpaHsBa M NpeaoCTaBAaT Ha
Cb3parens 3agbimkmutenHo Ha B-Trust QSCD.
Mpoueaypata nNpu reHepupaHe Ha aBonkaTta kntoyoee 3a KYYEleyaT nsnonaea cneunanmanpax
codpTyep, yTBbpAeH oT [locTaBunka v rapaHTUpa 3HaYUTENHO HUBO Ha CUTYPHOCT. YaCcTHUAT KoY
ce cbxpaHsBa un npegoctasd Ha Cbagartend Ha B-Trust SCT (PKCS#12 kpuntodpann).
KYEleyat HAMa 3Ha4YyeHWeTo Ha eneKkTpOHEH MOAMUC 1 ce M3non3Ba camo fa aBTeHTuduumupa
N3TOYHMKA N MHTErpuTeTa Ha eNeKTPOHHUSA AOKYMEHT UNn U3SBMNEHME.
KYEIlleyat moraT A4a ce u3nonssar oLle Npu 3awmnTeHo U KpUNTUpaHo UsnpatlaHe Ha enekTpoHHU
CbOOLLEHMS N 3alUUTEHN U KPUNTUPAHU KOMYHWKaUWUW, OOCTbM A0 MHGOPMauUna U OHnanH
TPaH3aKL MM U3NCKBALLW Hal-BUCOKO UIN 3HAYUTENHO HMBO Ha CUMYPHOCT.
CpokbT Ha BanugHocT Ha KYKEleuat e 1(egHa) wnu 3(Tpn) rogMHu, cuMtaHO OT dartarta Ha
nsgaBaHe u ce onpegensi B gorosopa 3a KYYVY.
CpokbT Ha BanugHocT Ha KYYElevaT e 1(egHa) roguHa, cuMtaHo OT JataTta Ha u3gaBaHe u ce
onpenens B gorosopa 3a KYYV.
B cvotBetcTBue ¢ PernameHT 910/2014 EC, KYEleuat He cnegBa ga ce ua3nonsea v npunara
KaTo enekTpoHeH nognuc Ha topugudecko nuue. Korato 3a fgageHa TpaHCakuMea ce U3UCKBa
KBanuduumpaH enekTpoHeH neyaT OT PUAMYECKO Nuue, KBanMUUUPAHUAT erneKkTPOHEeH
NOANUC Ha YNbHOMOLLEHNSA NpeACcTaBUTEN Ha IPUAMYECKOTO NuLe ce npruema paBHOCTOWMHO.

1.5.4.4 KBanuduumpaHo yaoctoBepeHue 3a aBTEHTUYHOCT Ha yebcanTt

1.

JocTaBunkbT mM3gaBa KBanuumumMpaHn yooCTOBEPEHUS 3a aBTEHTUYHOCT Ha yebcawnT, KakTo

cnepaga:

o KBanudwuumpaHo ygocToBepeHue 3a aBTEHTMYHOCT Ha yebcanTt (gomenH) ,B-Trust Domain
Validation SSL Certificate” (B-Trust DVC SSL);

e KpanudwuumpaHo yaoocTOBEpPEHME 3a aBTEHTUMYHOCT Ha yebcawmt (opraHmsaums) ,B-Trust
Organization Validation SSL Certificate” (B-Trust OVC SSL).

Monutukata Ha [locTaB4yvka 3a Te3n yOoOCTOBEpPEeHUs onpedens npouenypata, dopmarta u

N3NCKBaAHUATA 32 CUTYPHOCT, NPUNOXUMU MPpU U3[aBaHe u U3non3BaHe Ha yaoCcToBepeHusTa 3a

aBTEHTUYHOCT.

[ocTaBunKbT M3gaBa yooCTOBEPEHUS 3a aBTEHTMYHOCT Ha yebcanT Ha NoTpebuTten—dunsmnyecko

UNN 1OPUONYECKO Nnue.

NckaHeTo 3a peructpaunsa v mn3gaBaHe Ha Te3n yOOCTOBEPEHUSA ce MnpaBu OTAaneyeHo (no

€neKTpoHeH cnoco®) nnm nokanHo (Ha msicto) B PO/MPC, kaTto npoueaypaTta no ngeHTudpmkaumns

ypes yCTaHOBSIBaHe Ha CaMOSIMYHOCTTa Ha (PM3MYECKOTO U/MNKN Ha IOPUANYECKOTO N1LE U3UCKBA

FINYHO MPUCBCTBUE UIN U3PUYHO YMbIIHOMOLLL@BaHe OT cTpaHa Ha lNMoTpebutens. MNposepsga ce

N MOEHTUYHOCTTA Ha IPUANYECKOTO NULE, PECNEKTUBHO Ha YMbITHOMOLLEHOTO (PM3NYECKO nuue
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10.

(ako Mma TakoBa) M Ce M3NbIHABA NpOBEpKa Ha NpeAcTaBeHUTe AaHHM 33 HaMMeHOBaHWe Ha
OOMEWH, N3NCKyeMN efnleMeHTU 3a agpeca 1 pernctpaumoHeH HoMmep (B ny6nuyHuTe perncrpu).
NaoeHTudumkaumoHHata npoueaypa npuv mMsgaBaHe W NpefocTaBsAHE Ha YAOCTOBEpeHue 3a
aBTEHTUYHOCT Ha yebcanT rapaHTMpaT BMCOKO WM 3HAYUTEINTHO HMBO Ha CUIYPHOCT Ha
yOOCTOBEPEHNTE AaHHU B yOOCTOBEPEHNETO U Bpb3KaTta UM C NyOGNNUYHUSA KoY.

Mpouenypata npu reHepupaHe Ha ABorikaTta kntoyose 3a KY B-Trust DVC SSL n B-Trust OVC
SSL um3nonsea cneunanuampaH codTtyep, yTBbpaeH OT [locTaBuMka v rapaHtMpa 3Ha4YuTenHo
HMBO Ha CUIYPHOCT. YacTHUAT KIoY ce CbXxpaHsaBa 1 npegocTass Ha [oTpebutens Ha npeHocum
codptyepeH TokbH (PKCS#12 kpuntodphann).

CpokbT Ha BanuaHocT Ha KY B-Trust DVC SSL n B-Trust OVC SSL e 1(egHa) vnu 825 gHwn,
CYMTaHO OT JaTaTa Ha usgaBaHe u ce onpeaensi B 4OoroBopa 3a yAoCTOBEpEHUsTa.
YpoctoBeperne B-Trust DVC SSL cnyxu ga ngeHtndmumpa nputexarens Ha OMerHa, KOUTo
XocTBa yebcanTa, kaTo rapaHTMpa 3Ha4YNTENHO HUBO HA CUIYPHOCT 3a KnneHTa ¢ 6pay3bpa. ToBa
yaooctoBepeHue Moxe aa cbabpxa ,Wildcard” (*) 3a umeTo Ha xocta (Hanpumep, *.b-trust.bg).
M3paBa ce B cboTBeTcTBME ¢ nonutnuka DVCP B ETSI EN 319 411-1.

YpoctoBepeHne B-Trust OVC SSL cnyxu ga wngeHTudmumnpa nputexaTtens Ha AOMenHa u
akpeauTaumaTa Ha opraHnsaumaTa, KaTto rapaHTMpa 3Ha4YMTENHO HMBO Ha CUTYPHOCT 3a KIMeHTa
c Gpaysbpa, 4Ye canTa KOMTO AOCTbNBA NPUHAAMNEXWN Ha OpraHusaumsitTa, nageHtuduumpaHa B
yOoocToBepeHneTo. ToBa ygocToBepeHne Moxe ga cbaobpxa ,Wildcard” (*) 3a MmeTo Ha xocTta
(Hanpumep, *.b-trust.bg). N3naBa ce B cboTBeTcTBME € nonuTukata OVCP B ETSI EN 319 411-1.

1.5.5 MpepHa3HayeHne Ha KBanudumpaHuTe ygoctoBepeHus 3a lNotpebutenu

1.

N3pagenute ot [JoctaBunka KY Ha NoTpebutenn ce nanonsear no npegHasHadeHne cbobpasHo
cboTBeTHUTE MoNNTMKKM 3a Te3n ygoctoBepeHus. [loctaBunkbT uMa obwa (egHakea) Monutuka
3a KYKEI n 3a KY 3a obnayeH KEIT.

Bcsiko KY cbabpka KaTo pekBU3UT nore 3a npeaHasHaudeHne Ha yaoCTOBEPEHNETO. PeKBU3NUTBLT
ce ngeHtndmumpa kato "Key Usage" B crotBetcTBNE ¢ RFC 5280 n moxe ga ce msnonseaTt C
€[HO NN eQHOBPEMEHHO C HSIKOJIKO OT CreaHUTe npeagHasHa4vYeHns:

e umdpoBo noanuceaHe (digitalSignature) - ga ocurypym BB3MOXHOCT 3a UMGPPOBO
noanvceBaHe/noanevyaTtBaHe Ha eneKTPOHHO M3SIBeHMEe UMM Ha CbAbpXaHue W HeroBaTa
npoBepKa;

e [a aBTeHTUdumumpa loTpebutens kato TuTynap Ha noanuca WNu Aa aBTeHTUdumumpa
n3toyHuka (Cb3gatenst) n MHTerputTeTa Ha nognedyaraHuTe AaHHW U HA U3SIBNEHNETO;

e HeoTmeHuMOCT (nonRepudiation) - ga ocurypyM Bb3MOXHOCT 3a MOCNefBallo goKa3BaHe
cnpsimo NoTpebuTtens Ha dakTa Ha nognuceaHe/nogneyaTBaHe Ha efeKTPOHHO U3SABMEHNE
UIn Ha CbAbpXKaHWe U Ha HEBB3MOXXHOCT 3a 0TKa3 OT MNOMOXEHNA eNeKTPoHeH noanuc/neyar;

e KpunTupaHe Ha knio4voBe (keyEncipherment) - ga kpuntupa w/unu gekpuntvpa Kno4vose,
N3MNon3BaHn Npu WGPOBaHE Ha JAHHW;

e KpunTMpaHe Ha AaHHu (dataEncipherment) - ga kpyntupa n/vnn gekpunTupa gaHHW.

Upes peksusnt ,Extended Key Usage" B crotBeTcTBME ¢ RFC 5280, KOMTO CbLO MOXe Aa ce

cbabpxa B wusgaBaHute oT [ocTtaBumka KY, ce petannumanpa nNpunoXxummocTTa Ha

yOOCTOBEPEHUETO C Oorneq npegHasHavyeHMeTo My.

KYKEI n KY 3a obnaveH KEIl nma 3HayeHMeTO Ha camopbyeH nognuc CnpsiMO BCUYKM MO

cmucbna Ha 4n.13, an.3 Ha 3EOEYY u vaeHtudmumpa Motpebutens kato Tutynap Ha KEIT.

KYKEIN un KY 3a obnadeH KEIl moxe ga ce msnonsea owe Mpu 3aWMTEHO M KPUNTUPaHO

nanpailiaHe Ha €fneKTPOHHM CbOOLLEHNA U 3aWMTEHN N KPUNTUPAHW KOMYHUKaUMM, OOCTbM A0

WHOPMALMS M OHNaH TpaH3aKuMM U3UCKBALLW HAN-BMCOKO HUBO HA CUIYPHOCT

KYYEI Hama 3Ha4eHMETO Ha caMOpbYEH NOANUC CMPSIMO BCUYKM MO CMUCHAA Ha 4n.13, an.3 Ha

3EOEYY, Ho ngeHtuduumpa MNotpebutens kato Tutynap Ha YEI.

KYVYEI morat ga ce u3nonaeart oLle Npu 3almnTEHO U KPUNTUPAHO M3npallaHe Ha enekTPOHHN

CbOOLLEHMA M 3ALUNTEHM M KPUMNTUPAHU KOMYHUKaUMW, AOCTbN A0 MHAOPMAaUUA U OHNamH

TpaH3aKuuM M3NCKBALLM 3HAYUTESNHO HMBO Ha CUTYPHOCT.
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7. B cvotBeTcTtBME ¢ PernameHTt 910/2014 EC, KYEleuaT He crneaBa ga ce vM3nonsea U npunara
KaTo eneKkTpoHeH nognuc Ha topugudecko nuue. KYElMeyaT cnyxu camo ga aBTeHTUdMUMpa

nstoyHnka (Cwagatens)
N3sIBNEHNs.

N uHTEerpuTeta Ha noanedyataHu enekTpoHHU [OOKYMeHTUu Wnn

OcBeH Npu yOOCTOBEPSIBAHETO Ha aBTEHTUYHOCTTA Ha OKYMEHT, U3AafeH OT lopManNYecko nuue,

eNeKTpoOHHNUTE ne4vyaTtn Morat ga ce un3non3eat 3a yaoctoBepsiBaHE Ha aBTEHTUYHOCTTa Ha
Ll,l/ld)pOBI/ITe aKTUBU Ha OpNANYECKO nnue, Kato cod)TyepeH Ko4 nnn CbpBbBPU.

KBaJ'II/I(bVILI,I/IpaHOTO yaooctoBepeHne 3a aBTEHTUYHOCT Ha ye60a17|T daBa Bb3MOXHOCT Oa ce

YCTaHOBWM aBTEHTMYHOCTTA Ha yebcalT, Kato ro CBbp3Ba C (PM3MYECKOTO UMM HOPUONYECKOTO
nuue, Ha koeto OKYY e nsgan yogoctoBepeHNeTO B CbOTBETCTBUE C N3NUCKBaHUATaA Ha PernameHT

(EC) Ne 910/2014.

10. MNpunoxHoTo none Ha usgasaHuTe oT [loctaBymka Tnose KY e kakTo cneasa:

KBanudmumupaHo ygoctoBepeHue

MpunoxHo none

MepconanHo KYKEI Ha dm3nuecko nuue
,B-Trust Personal Qualified Certificate
QES"

MepconanHo KY 3a obnadveH KEI Ha
dunanyecko nuue

,B-Trust Personal Qualified Certificate
CQES"

MepcoHanHa wupeHTU4HOCT Ha [loTpebutens kato Tutynap Ha KEl/o6nayen KEIM B
NPUINOXEHNS, N3UCKBALLM HaN-BUCOKO HMBO Ha CUIYpHOCT - yeb-6a3vpaHy npunoxeHust 3a
€NeKTPOHHAa TbProBusl, €NIEKTPOHHO NOANUCBAHE Ha AOKYMEHTM, ENEKTPOHHO NoanuceaHe Ha
Aorosopwu, 6aHKOBM TpaH3aKLMKM, BOAEHE Ha KOPECMOHAEHLMNS N U3BbPLUBAHE Ha U3SBNEHNS
OT U 40 AbPXaBHU OpraHn U opraHn Ha MECTHOTO caMoyrnpasreHve no cmucbna Ha 3EAEYY.

MNpodecronanHo KYKET Ha douanyecko
nuue B-Trust Professional Qualified
Certificate QES"

MpodpecuoHanHo KY 3a obnayeH KEIM Ha
dusmyecko nuue ,B-Trust Professional
Qualified Certificate CQES"

MpodecuoHanHa naeHTnyHocT Ha [MoTpebutens kato Tutynap Ha KEM/o6nayeH KEIM B
NPUINOXEHNS, U3UCKBALLM HaN-BUCOKO HUBO Ha CUIYpPHOCT - yeb-6a3vpaHy NpunoxeHust 3a
€NeKTPOHHa TbProBus, NeKTPOHHO MOANNCBaHE Ha AOKYMEHTU, eNEKTPOHHO NoAnucBaHe Ha
AoroBopwu, 6aHKOBM TpaH3aKUMKW, BOAEHE Ha KOPECMOHAEHLMS U U3BbPLUBAHE Ha U3SBNEHNS
OT 1 40 AbPXXaBHU OPraHn N OpraHn Ha MeCTHOTO caMoyrnpasneHune no cmucena Ha SEJEYY.

MepcoHanHo KYYEI Ha cduanyecko nuue
.B-Trust Personal Qualified Certificate
AES*

MepcoHanHa wuaeHTMYHOCT Ha [MoTpebutens kato Tutynsp Ha YEI B npunoxenwus,
M3NCKBALLM 3HAYUTENHO HMBO HA CUIYpHOCT - yeb-6asupaHn MpuUoXeHus 3a eneKTpoHHa
TbProBusl, €NeKTPOHHO MOANMCBAHE Ha AOKYMEHTMW, eNEKTPOHHO MOAMMCBaHe Ha JOroBOpM,
6aHKOBM TpaH3aKuuW, BOAEHE Ha KOPECTMOHAEHLMS U M3BbPLUBaAHE HAa W3SIBNEHUS OT U A0
ObpXaBHW OpraHy 1 opraHvM Ha MeCTHOTO camoynpasneHne no cmucbna Ha SEJEYY.

MpodecnonanHo KYYEI Ha dusmyecko
Jlnue ,B-Trust Professional Qualified
Certificate AES"

MpodecnoHanHa naeHTUYHoCT Ha [MoTpebutens kato Tutynap Ha YEM B npunoxenwus,
M3NCKBALLM (OOCTaTb4yHO) BUCOKO HMBO Ha CUrypHOCT - yeG-6asupaHu NpunoxeHuss 3a
€NeKTPOHHa TbProBus, €NeKTPOHHO NOANNCBAHE Ha AOKYMEHTU, eNEKTPOHHO NoANUCcBaHe Ha
AoroBopwu, 6aHKOBM TpaH3aKuMKW, BOAEHE Ha KOPECMOHAEHLMNS U U3BbPLUBaHE Ha U3SBMNEHNS
OT W O AbPXaBHU OpraHn 1 opraHn Ha MECTHOTO caMoyrnpasneHue no cMvcbna Ha 3EJEYY.

KYKEreuat Ha topuamndecko nuue ,B-Trust
Organization Qualified Certificate QESeal”

EnekTpoHHa aBTEHTUDMKALUSA Ha U3TOUHUKA U HA MHTErpUTETa HA ENEKTPOHHU AOKYMEHTM 1
U3SIBNEHUs B Ny6NUYHU U GU3HEC eNeKTPOHHU TPaH3aKLMK (B CMUCHI Ha ,eNeKTPoHeH oduc”
Ha HpUOMYECKU NWLA), USMCKBALLA Hal-BUCOKO HUBO Ha CUIYPHOCT.

OcBeH Mpu yOOCTOBEPSIBAHETO Ha aBTEHTUYHOCTTA Ha JOKYMEHT, U3JafeH OT opuanMyecko
nuue, enekTPOHHUTE NeyaTy MoraT [a ce U3Mos3BaT 3a yA0CTOBepsiBaHe Ha aBTEHTUYHOCTTA
Ha LUMpOBUTE aKTUBM Ha LOPUANYECKO NLE, KaTo COPTYEPEH KOA MU CbPBBPU.

KoraTo 3a pageHa TpaH3akuusi ce M3WUCKBA KBanuUUMpaH €enekTpoHeH noanuc Ha
IopMaMYecko  nuue,  KBanuUUMPaHWSAT — eneKTPOHeH MNoAMUC Ha  YMbIHOMOLLEHMS
npefcTaBuUTesN Ha KPUOMYECKOTO NULE Ce NpUeMa PaBHOCTOMHO.

KYYEleuaT Ha opugnyecko nuue ,B-Trust
Organization Qualified Certificate AESeal”

EnekTpoHHa aBTEHTUMKALMUSA Ha U3TOUHUKA U HA MHTErpUTETa Ha ENEKTPOHHU AOKYMEHTMU 1
U3SBIIEHUs B NyGIMYHM U BU3HEC eNEeKTPOHHM TPaH3aKLmm (B CMUCHI Ha ,,eNEeKTPOHeH odmc)
Ha HPUOMYECKM NLA, UUCKBALLA 3HAYMTESTHO HUBO Ha CUIYPHOCT.

OcBeH NMpu y[OCTOBEPSIBAHETO Ha aBTEHTUYHOCTTA Ha [OKYMEHT, U3JafleH OT opuaMYecKo
nvue, enekTPoOHHUTE NeyaTy MoraT Aa ce U3MoJI3BaT 3a yA0CTOBEpsiBaHe Ha aBTEHTUYHOCTTA
Ha LUMdPOBUTE aKTUBM Ha OPUANYECKO NNLE, KaTo copTyepeH KoL Ui CbPBbPMU.

KoraTo 3a pajeHa TpaH3akuMsi ce M3UCKBA KBanuUUMpaH €enekTpoHeH noanuc Ha
IOpMAMYECKO  nuue,  KBanuMUUMPAHWUSAT — eneKTPOHeH MOAMUC Ha  YMbAHOMOLLEHMS
npeacTaBuUTesN Ha PUOMYECKOTO MULE Ce NpueMa PaBHOCTOMHO.

KY 3a aBTEHTUYHOCT Ha yebcalT (QOMeWH)

MpoeHtTnduvumnpa nputexatens Ha AOMenHa, KOWTO xocTBa yebcawTta, KaTo rapaHTtupa

Validation qualified certificate”

“B-Trust Domain Validation qualified|3HaunTenHo HMBO Ha CUrypHOCT 3a KnneHTa ¢ bpaysbpa.

certificate”

KY 3a aBTeHTM4HOCT Ha yeb6canT|WpeHTudumumpa npuTexatens Ha AOMelHa W akpeauTauusta Ha opraHvM3auusTa, KaTo
(opranusaumsa)  “B-Trust  Organization|rapaHTupa CbC 3Ha4YMTENIHO HMBO Ha CUTYPHOCT 3a KNWMeHTa ¢ Gpay3bpa, Ye canTa KOWTO

[OCTbNBa NPUHAANEXW Ha OpraHM3auusaTa, MAeHTUMLMpaHa B y4OCTOBEPEHUETO.
KpvntupaHe Ha KOMyHWKauusiTa mexay knueHta u yebearta (TSL/SSL npoTtokon).

1.5.5.1 OrpaHuyeHMe Ha yAOCTOBEpPUTENTHOTO AeUCTBUe

1. Axo KY ce nsgasa c orpaHu4eHne Ha yooCTOBEPUTENHOTO AencTaue, MNpaktukaTta Ha [JoctaBymka
AOnycka fa ce BNUCBA B YAOCTOBEPEHNETO OrpaHMUYEHNE NO OTHOLLEHWE Ha Lienn u/Mnm CTOMHOCT
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2.
3.

Ha caenkn mexay lMotpebutenn n [JoBepsaBawm ce CTpaHW NPy MU3MOM3BaHE Ha EIIEKTPOHEH
noanuc.

[locTaBYMKbT 3a4bIKUTENHO n3nonaea pekBuanT "Qualified Statements" B KY.
OrpaHuunTenHoTo gencTene Ha nsgageHun KY no oTHoweHME Ha CTOMHOCTTA Ha CAeNKUTEe, KOUTO
MoTpebutenute cknoyBaT NOCPEACTBOM M3MOSI3BaHE HA ENEKTPOHEH MOAMMWC, Ce Cbrnacyea
Mexay TaX v Bcsika [JoBepsBalla ce CTpaHa U e u3BbH obxBaTa Ha HaCTOALLMS AOKYMEHT.

B cvotBeTcTBUE ¢ PernameHT 910/2014 EC, KYEIleuat He cnegBa ga ce ua3nonssa v npunara
KaTo eneKTpOoHeH noanuc Ha topuamdecko nuue. KYElMeyat cnyxum camo ga aBTeHTudmumpa
N3TOYHMKA M MHTErpUTETa Ha nognevaraHn enekTpoHHN JOKYMEHTU NN n3seneHus (B cMucbna
Ha ,eneKkTpoHeH” ouc/opraHnsaums).

1.5.5.2 YnoTtpe6a Ha yaocTOBepeHuUsi U3BbH NPUITOXKHOTO NoJie U OrpaHUuYeHusTa

1.

Korato [lloTpebuten wnu [oBepsiBalia ce cTpaHa u3nonssaT M ce goBepsiBaT Ha KY c
npegHasHadeHne, pasnMyHo OT ykasaHuTe B pekBusnTn "Key Usage", "Extended Key Usage",
,Certificate Policy" unu ,Qualified Statements", oTroBopHOCTTa € n3uAno TAXHa U He aHraxupa c
OTroBOpHOCT [locTaByMKa NO HUKAKbB HAYMH.

1.6 YnpaBneHue Ha [lpakTukaTta Ha [locTaBumMka

1.

2.

MpakTnkata Ha [JocTaBumMKa Nognexun Ha agMUHUCTPATUBHO yNpaBrieHne U KOHTPOS OT cTpaHa
Ha CbBeTa Ha aupekTtopute Ha ,6EOPUKA” Al

[onyckaT ce npomeHu, pegakumMm u OONbIIHEHMS, KOUTO HE 3acsaAraT npaBaTa M 3agblDKEHUd,
npomMsTn4yaLLm OT TO3M OOKYMEHT U CTaHOapTHUS goroBop mexagy [JoctaBumka u MNoTpebutennte
cnep cbrnacyBaHe u yTBbpXaaBaHe oT CbBeTa Ha gupekTopuTe.

Bcsika npeactaBeHa 1 ogobpeHa HoBa BepCcUS Uy pefakumsa Ha TO3M JOKYMEHT He3abaBHO ce
nybnukyBa Ha carTta Ha [JoctaBumka. KomeHTapu, 3anntBaHusi N pa3sCHEHUS MO TO3M AOKYMEHT
MoraT ga ce oTnpaBsT Ha:

e eNneKkTPOHeH agpec Ha YgocToBepsiBall opraH: info@b-trust.org;

e eneKTpoHeH agpec Ha [JocTtas4uka: info@borica.bg;

e Ten.: 0700199 10
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2 3AAQBINKEHUE 3A NYBJIIUKYBAHE U BOOEHE HA PETUCTDBP

2.1 MybnuyeH peructop

1.

[ocTaBunkbT BoAN enekTpoHeH ybnuyeH pernctbp, B KOWTO NybnukyBa BCUMYKM nsgageHun KY
Ha lMoTpebutenn n aktyaneH Cnucbk Ha npekpaTeHnte KY (CRL), kakTo 1 Ha cBouTe cnyxebHu
yAOCTOBEPEHUS;

My6nnYHNAT perncTbp Ha BCUYKN U3gageHn yaoctoBepeHus u aktyanHute CRL ca nocTosiHHO
OOCTBMNHWU, OCBEH B ClyYyauTe Ha CbObuTus, n3BbH KOHTpona Ha [locTaByMka M Mpy HaACTLAWUMK
dopcmarkopHu obcToAaTencraa.

MoTtpebuten Ha KY, nsgageHo ot [loctaBunka, € ANbXeH Aa NPOBEpPM BEPHOCTTA M NMbfHOTaTa
Ha MHopMauuaTa B ya4OCTOBEPEHMETO, HE3aBUCUMO, Ye TO € NpUeTo.

[ocTaBunkbT npegocTaBs Ha BCAKO TPeTo nuue npu noucksaHe uHoOpmauusaTa kacaela
ctatyca Ha u3gageHo KY. [ocTaBuvkbT npepocTtaBs MHPOpMauuaTa, cbabpXkawa ce B
n30ageHoTo YAOCTOBEpeHue, NpW Hanvyune Ha HOPMAaTMBHO YCTaHOBEHO 3agblbKeHune ada S
nNpeaocTaBsun 1 NpU HAAeXHO UCKaHe OT ONPaBOMOLLIEH OpraH Unu nuue.

AktyanHuaT CRL cbabpxa UHopMaLms 3a BCUYKM NpekpaTeHn u cnpeHn KY 0o MOMeHTa Ha
nybnmkyBaHeTo My B permctbpa. CnpsiHo ygoctoBepeHue ce nogavpxa B CRL 3a nepuog ot
Bpeme, pernameHtmpad ot 3EAEYY wn npeaBugeH B HacTosAWwMs  OOKYMEHT. AKO
yaocToBepeHneto 6bae BbL30OHOBEHO UMM u3Teye perrnaMmeHTupaHus nepuon OoT Bpeme Ha
cnupaHe, To ce oTcTpaHsiBa 1 akTyanuanpanmaT CRL ce nybnukysa 6e3 Hero.

2.2 My6nuyHo xpaHWUNuULLE Ha OOKYMEHTH

1.

[ocTaBunkbT NyOnukyea n nogabpika B €MEeKTPOHHO XpaHUNULLE akTyanHu 1 NpeauLLiHn Bepcumn

Ha:

e O6WwM NonoxeHusa n ycnoeus, cbabpxawm ce B MNonutukute n MNMpaktnkata Ha JoctaBynka

(PDS);

MpakTtnka npu npegoctassHe Ha KY u KYY;

Monutukn npu npegoctaesiHe Ha KY u KYY 3a Tax;

Horosop 3a KYY;

Tapuda Ha npegocTtasaHuTe KYY;

lMpaBuna 3a nagasaHe Ha KY;

Ycnosus n peq 3a usnonssaHe Ha KY, BKMIOYUTENHO U3MCKBAHWATA 3@ CbXpaHsiBaHe Ha

YaCTHMUSA KoY,

o JIOKYMEHTKU, WM3UCKYyEMW NPV NbpBOHaA4yanHO wu3gaBaHe Ha KY, npu nogHoBsBaHe U
cnupaHe/npekpatasaHe Ha KY;

e [lpyrv nokymeHTu, nanckyemu no S3EJEYY n HopmaTtuBHaTa ypenba.

2.3 My6nukyBaHe Ha MHopmauusa 3a yaocToBepeHUusTa

1.

2.

HocTtaBunkbT He3abaBHO nybnukyBa B Perucrbpa vM3gageHo BanugHo yOOCTOBEpeHwe cnef
nsgasaHeTo My oT onepaTuseH YO.

JocTtaBunkbT HesabaBHO nybnukyBa aktyaneH CRL, nognucaH ot onepatuseH YO crnef
npekpaTtsBaHe/cnupaHe Ha BCAKO BanuaHo ypoctoBepeHue. AktyanHuaT CRL BkroyBa u
npekpaTeHoTo n/Mnn CNpsiHoO yaOCTOBEPEHME.

EdekTnBHMAT nepmnoa Ha BanuaHoOCT Ha nybnukyBaHus aktyaneH CRL e 30 gHW, OCBEH ako He
Ce M3BbPLUM aKTyanuaaumsita my.

2.4 YecTtoTa Ha nyb6nukyBaHe

1.

AkTyanusauus Ha nyonuuHms Pernctbp Ha wm3gageHuTe yOooCTOBEPEHUSsI Ce OCbliecTBsiBa
aBTOMaTM4YHO UK He3abaBHO cnen nybnukyBaHe Ha BCAKO HOBOM34AAEHO BanvaHO
yAOCTOBEPEHME.

AkTyanusaumsa Ha Tekywmss CRL ce ocbluecTBABa aBTOMaTMYHO Ha He noBeYe oT 3 (Tpu) Yaca
nnn He3abaBHO crieq NpekpaTaBaHe Unu cnvpaHe/Bb3o06HOBsIBaHE Ha BanvaHO yaOCTOBEPEHME.
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3.

Bbe Bcnuku CRL OKYY ykasea BpemeTo 3a crieaBawoTo m3gaHme Ha CRL.
My6nvkyBaHe Ha HOBa pedakuusi unm Bepcust Ha MonuTtuknte n MNpakTukarta, KakTo U Ha Apyru
cbnbTCcTBaALWM JokyMeHTU no 3EOEYY, ce ocbluecTBsABa He3abaBHO.

2.5 [foctbn go Pernctbpa 1 A0 XpaHUNULLETO

1.

2.

HocTtaBunkbT Boan [lybnunyeH peructbp Ha M3gadeHUTe yOOCTOBEPEHUS,, KOWTO € OHNanH
nyGrnMYHO SOCTBIMEH.

[ocTaBunKbLT He MOXe Ada orpaHumumn goctbna go lNybénunynua pernctbp. C orneq 3awmta Ha
NMYHUTE OaHHKM Ha lMoTpebutenute 4OCTLNBLT Ha TPETU Nuua 3a U3TernaHe Ha nybnukyBaHuTe
YyOOCTOBEPEHUSI € OrpaHW4yeH, OCBEH ako CbOTBETHUAT [loTpebuTten m3puyHO He e nowuckan
JocTbnbT Aa 6bae csoboaeH.

Hsama orpaHuyeHue go Monutuknte m MNMpaktukaTta U Ha CbabpXallnTe ce B TaX ycrnoBus. Bcako
3anHTEPECOBaHO NuLEe MMa NpaBo Ha AOCTbMN A0 Ny6NNKyBaHUTE OOKYMEHTMW.

Hsima orpaHnyeHmne Ha gocTbna 3a TbpCeHE Ha M3gadeHo 1 NyGrvkyBaHO yoOCTOBEPEHUE C Len
npoBepka Ha cTaTyca My. Bcsko 3auHTepecoBaHO nuvue MOXe fa Tbpcu MybrmkyBaHO
yaocToBepeHne (BannaHo Unu € U3TeKbS CPOK Ha BanvaHOCT) N0 onpeaenexHu atpubyTu.

Bcako 3amHTepecoBaHO nuue Mma npaBoO Ha CBOOOAEH AOCTbMN 3a YeTeHe U u3TernsHe no
enekTpoHeH nbT Ha CRL.

Bcsako 3avHTEepecoBaHO nuue uma npaBo Ha cBo6oAEH JOCTHN OO0 CNyXebHUTE yaOoCTOBEPEHMS
Ha [JocTtaBuuka.

[ocTaBunkbT ocurypsisa cBob6ogeH OCTbM A0 BCUYKM 6a30BM 1 OnepaTMBHU YO0OCTOBEPEHNS Ha
CBOMTE aKTUBHW YOOCTOBEPUTENHW OpraHu, Kakto M cBobogeH AOCTbM OO0 Te3M Ha BCUYKK
HEeaKTUBHM TaKvMBa 3a CPOK He MNOo-ManbK OT 2 (4Be) roguHW creg M3TU4aHe Ha Cpoka Ha
BanuMAHOCT Ha Te3n yAOCTOBEPEHWS.
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3

MWOEHTUOUKALUUNA W ABTEHTUDOUKALINA

HocTtaBunkbT, Ypes ceont PO/MPC:

e npuema MUcKaHus 3a nsgasaHe Ha KY;

e OCbllecTBsIBa MpoBepka 3a YCTaHOBABaHe Ha camMonuyHocTTa Ha [loTpebutensa u Ha
cneunuyHN JaHHW 3a Hero ¢ AonyCcTUMN CpeacTBa;

e yTBbpXAaBa crepd ycneliHa npoBepKa UM oTXBbpnsi perncTpupaHmTe NckaHus;

e yBepomsBa YO aa nsgage MCKaHoTO yOOCTOBEPEHME.

PO/MPC cbvbupa wn nonyyaBa Heobxogumata wHopmauus 3a wuaeHtTudukauusa wu

aBTeHTU(pMKaums Ha MNoTpebuTens.

ABTeHTUdMKaumsaTa/mgeHTndmrkaumsata Ha MNotpebutena cneag peructpaumsa u npeam ga 6vae

n3gageHo KY, wmsnckBa HEroBo fMYHO MPUCHCTBUE WMAW MNPUCHCTBME HA YMbIHOMOLLEH

npenctasuten Ha 3aasutensa 8 PO/MPC.

JocTaBunkbT rapaHTupa, 4e U3MYecknTe U1  puaudeckuTe nuua ca npaBUITHO

MOEHTUMUUMPaHN, aBTeHTUdMUMPaAHM U Ye 3asiBKMTe 3a u3gaBaHe Ha KY ca HanbiHo,

BHMMATESTHO N HAAMEeXHO NPOBEPEHN U 0A0BPEHN, BKNIOYNTENHO: NBIHOTO MME/HanMeHoBaHne

W NpaBHUA cTaTyC Ha CbOTBETHOTO hn3NYEeCKo/lopnandecko nuue; Aokasatencrsa 3a Bpb3kaTa

Mexay yaoCTOBEPEHUTE AaHHU U (PU3MYECKOTO U/MNK IOPUANYECKOTO NnLe.

3.1 WUmeHyBaHe

3.1.1 WN3non3BaHe Ha MMeHa

1.

KY ca ¢ dopmart, cboTBeTcTBaWw, Ha craHgapta X.509. PO/MPC, paboTtew, oT mmeTo Ha
[ocTaBunka yTBbpXAaBa, Ye MMeHaTa B 3asdBKUTE 3a YAOCTOBEpeHUs cbbniogaBaT ctaHgapTta
X.509.

MoneTto ,Subject” B yaoCTOBEPEHMETO €MEKTPOHHO MaeHTUdMumpa oTpebuTtens, cBbp3aH C
nyonn4yHms kntou B KY.

NmeTo 1 gpyrm nigmemnayanuaunpaiym 6enesmn Ha MNotpebuTtensa B CbOTBETHUTE NofeTa 3a BCEKU
TMN ygoctoBepeHue ca B cbotBeTcTBue ¢ DN (Distinguished Name), doopmupaluo ce cbobpasHo
craHgapTta X.500 n X.520.

CnyxebHuTe ygoctoBepeHmsa Ha [locTaBumka cbaobpxaT B noneta "Subject" n "Issuer" atpnbyt
DN copmumpall, HEroBOTO YHUKANHOTO UMeE.

[eTtannHa cneundukaumsa Ha wmsgaBaHuTe KY ce cbabpXa B CbOTBETHUTE [LOKYMEHTWU 3a
Monutukn Ha [JocTaBymka 3a T€3n yOOCTOBEPEHUS.

3.1.2 WN3non3BaHe Ha NCeBAOHUM

1.

JocTtaBunkbT MOXe Aa usgasa KY kato msnonsesa ,nceBgoHuMM”, 3a ga umeHysa lNotpebutens
camo crneg kato PO/MPC cbbepe HeobxoanmaTta nHcopmMaLmsa 3a CaMofniMyHoOCTTa My 1 YCMeLIHO
ro ngeHTnduumpa.

He ce ponycka uanonssaHe Ha ,nceBgoHuM” B KY 3a enekTpoHeH nevar, 3a Aa ce UMeHyBa
Cb3paTens Ha neyara.

3.1.3 3HauyMMoCT Ha UMeHaTa Nnpu BNUCBaHe

1.

YaoocTtoBepeHusita Ha YO Ha [locTaBumka CbObpaT YHWKaNHM uMMeHa ¢ obuwopasbupaema
CeMaHTUKa, MO3BOSisiBALLLA OMpedensHeTo Ha MAEHTMYHOCTTa Ha [locTtaBuumka, cybekT Ha
yOOCTOBEPEHUETO.

KY cbabpxaT umMeHa, cbBrnagawiM C aBTEHTUUUMPaAHUTE WAEHTUMUKAUMOHHM MMEHa Ha
MNMoTpebutenute, cybekTn Ha Te3n yaoCTOBEPEHMS.

3a no-yaobHa enekTpoHHa KoMyHukaums ¢ MNotpebuten, [JocTaBUMKbT U3NCKBA U YOOCTOBEPSBA
B KY HeroB umenn agpec. B cny4yai, 4e nocnegHUST He pasnonara ¢ Takbs, [JoCTaBUnKbT MOXe
4a My npegoctasun MMenn agpec B gomenHa B-Trust.
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3.1.4 lpaBuna 3a UHTepnpeTaLua Ha UMeHaTa

1.

JocTtaBunkbT BKNtouBa B KY MHopMaums 3a enekTpoHHa uaeHtudukauus Ha [loTpebutenn,
KOSATO € ycnewHo npoBepeHa u notebpaeHa or PO/MPC, Bb3 ocHOBa Ha npencrtaBeHUTE
OOKYMEHTM 32 CaMOJSTMYHOCT.

BbB BCU4YkM ygocTOBEpeHMs, B KOMTO ce Bnucea [loTpebutens, noneto 3a obuyakiHO ume
(Common Name, CN) cbabpxa nme Ha OU3NYECKOTO WU HOPULOMYECKO NMLE, C KOeTo TO e
obunyanHo ob6o3Ha4yaBaHO B JENHOCTTA CM.

B npocecnoHanHoTo ygoctoBepeHue, atpubyTobT 3a yHukanHo ume (DN) cbabpxa nHgopmauyus
N 3a MOEHTUYHOCTTA Ha NuueTo, KoeTo MNoTpebuTtensa npeacraensea.

B ypoctoBepeHueTo 3a topuandecko nuue, atpubyTtbT 3a yHukanHo ume (DN) cbabpxa
NHopMaLMA 1 3a MAEHTUYHOCTTA Ha YMbITHOMOLLEHUS NpeaCcTaBUTEN Ha PUONYECKOTO NULE.

3.1.5 YHuKanHocT Ha MMeHaTa

1.

2.

EnextpoHHaTa naeHtudmkaums Ha NoTpebuTtens Ha nagageHo ot JocTtaBumka KY e Ha 6asarta
Ha DN.

MoneTto "Subject" B ygoctoBepeHneTo ce popmupa oT nHopmauumsTa 3a Notpedbutens, KoaTo
ce npefocTaBsa OHMarH UNKU Ha xapTuga oT 3asBuUTens UM oT YNbIIHOMOLLEH NpeacTaBuTen npu
pernctpaumsi Ha MbpBOHA4anHO UCKaHe 3a n3gaBaHe Ha YOOCTOBEPEHME N KOATO Ce NpoBepsiBa
B PO/MPC Ha 6asaTa Ha npeacTtaBeHUTe LOKYMEHTW.

JocTaBunkbT rapaHTupa yHukanHoct Ha ,DN" Ha [MoTtpebutena B gomenHa B-Trust uypes
nobaBsHe Ha PEKBU3UT, KOUTO rapaHTMpa TakaBa yHUKAIHOCT.

Motpebuten ¢ yHukaneH DN B gomenHa B-Trust moxe ga mma noBede OT €4HO M34adeHu
pgevcteutenHu KY.

Bcsako nsgageHo yaoctoBepeHne uma yHukaneH cepmeH Homep ("SerialNumber") B o6xBaTa Ha
cboTBeTHUA YO Ha [JoctaBuuka. KombmHaumsita Ha noneta ,Issuer”, "SerialNumber" n ,Validity
from®“ rapaHTnpa yHMKanHocTTa Ha U3nageHoTo yaoCTOBEPEHUE B MyOANYHUS JOMENH.

3.1.6 an/I3HaBaHe, ABTEHTUYHOCT U POJifd Ha TbProBCKUTE Mapku

1.

2.

MoTpebutenar HAMa NpaBo Aa 3asBsABa U3fgaBaHe Ha YOOCTOBEPEHUS C U3MNoN3BaHe Ha MMeHa,
KOUTO HapyLllaBaT Yy>Xan UMYLLECTBEHU UMM HEUMYLLIECTBEHM MpaBa.

MpuTexaTenun Ha TaknBa NpaBa ygoCTOBEPSIBAT TOBA CBOE MpaBOo C oduumaneH OKYMEHT npea
PO/MPC npu nckaHeTo 3a U3gaBaHe Ha YAOCTOBEPEHNETO.

[ocTaBUYMKLT HE HOCKM OTFOBOPHOCT, KOraTo M3MOM3BaHM MMEHA B YAOCTOBEPEHNS HapyllaBat
Yy>KOW NpaBa BbpXy TbProBCKO UME, ThbProBcka Mapka, JOMEWNHN, aBTOPCKM Nnpaea u gp.

B cny4yaii Ha Bb3HMKHan Cnop No OTHOLLEHWE Ha M3MOoM3BaHM uMeHa, [JocTaBYMKbT CU 3anassa
NpaBoTO Aa He nsgane yaoCcTOBEPEHNe 1nn ako TakoBa € n3gageHo, aa ro npekparu.
[ocTaBUMKLT He BKIOYBA TbProBCKM Mapku, 3anaseHun 3Hauu unm gpyr rpaduyeH martepuan B
yOOCTOBEpPEHUsTa, KOMTO n3aaBa.

3.2 MbpBoHavanHa ngeHTU(UKaLmMA M ycTaHOBSIBaHe HAa UAEHTUYHOCT

1.

2.

3a nbpBOHavanHa uaeHTUdmrKaunsa/yctaHoBaBaHe caMonuMyHocTTa Ha [loTtpebutena Ha KY,

[oCTaBUMKBLT M3NCKBA PEMMCTPUPAHO UCKaHe 3a MbpBOHAYallHO M34aBaHe Ha YAOCTOBEPEHMETO.

3agasuten/notpedbuten Ha KY 3a obnadeH KE[ TpsibBa ga uma MOOWMAHO YCTPOMCTBO CbC

3apeneHo mobunHo npunoxeHne B-Trust Mobile 3a Android nnu 3a iOS.

WMckaHeTo 3a nbpBOHa4vanHo nsgasaHe Ha KY npeg PO/MPC Ha [ocTaBumka e npoueaypa, vpes

kosTo [loCTaBYMKBbT U3NCKBA, CbOMpa 1 nony4asa HeobxoaMma nHpopmaums 3a naeHTMguKkaums

Ha [MoTpebutenss B yOOCTOBEPEHMETO KAKTO U WOAEHTUPUKAUMOHHU OaHHWM 32 MOOMMIHOTO

YCTPOMUCTBO/MOBUITHOTO MPUSTOXKEHNE.

Mpouenypata no pernctpaumsi BKIHOYBA:

e [onbriBaHe Ha peructpaunoHHa popma 3a nsgasaHe Ha KY;

e reHepupaHe Ha ABOWKa KIO4OBE;

e oAroTBAHE Ha €eneKkTpOHHA 3asiBKa, CbAbpKalla NybnuyHMA K4, 3a KOWTO ce u3gasa
yOOCTOBEPEHUETO;
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5.

6.

e peacTtaBsiHe Ha n3nckyemuTte gokymeHtn B PO/MPC cbrnacHo NonutukaTta npy nsgaBaHe
Ha KY;

e Bb3MOXHOCT 3a 3asBABaHE Ha ApYrn ycnyrn, CBbp3aHu C U34aBaHOTO YAOCTOBEPEHME.

YcTaHoBsBaHe Ha camonu4yHocTTa Ha lMoTpebutensa cneq peructpauus u nNnpean nsgaBaHe Ha

3aaBeHoTO KY nanckea nmyHoO NpucbCTBUE UK Ha ynblTHOMoLLEH npeacTtasuten 8 PO/MPC.

MbpBOHaYanHaTa naeHTUdUKaUmMs n NOTBbpPXAaBaHe Ha CaMONIMYHOCTTa BKITHOYBA:

e [ObpXaHETO Ha YacTHUSA Kntod oT NoTpebuTtens nnm ot N3pMYHO YyNbIHOMOLLEHO OT HEro Nuue,
CbOTBETCTBALY, Ha nybnuuHMa KoY, npeactaBeH Ha [locTaBuvMka 3a M3gaBaHe Ha
yOOCTOBEPEHNETO;

e MpPUHAONEXHOCT Ha MOOWNHOTO YCTPONCTBO/MOBUNHOTO NpUNoXxeHne oT
3aasutens/lMorpebuten nnm ot M3PMYHO YNBIIHOMOLLEHO OT HEro nmue

e rMpoBepka W nNOTBbpXAaBaHe Ha camonuyHocTTa Ha [loTpebutens Ha w3gaBaHOTO
yAOCTOBEPEHNE.

Cnep ycnewHa npoBepka Ha camMonuyHocTTa Ha [loTpebuTtens, oTopusMpaHusaT onepatop B

PO/MPC:

e npegnara goroBop 3a KYY nognucaH oT MMeTo Ha [JocTaBuMKka M CbXpaHsiBa BCUYKM
npeacTaBeHn JOKYMEHTU KbM AOroBoOpa;

e MOTBbPXAaBa WMCKaHETO 3a u3gaBaHe W u3npalwa enekTpoHHa 3asiBka 3a u3gaBaHe Ha
yooctoBepeHue o onepaTtusHna YO Ha [locTaBuunka;

e MOXe Aa 3anvwe usgageHoto ygoctoBepeHune Ha B-Trust QSCD (3a KET/KElMeyvaT) 1 ga ro
npegage Ha MotpebuTtensa nnm Ha ynbHOMOLLEHOTO Nuue;

o MOXe fa 3anue nsgageHoto ygocrtoBepenune (3a YENM/YEMeyvaT) Ha B-Trust STC (PKCS#12
Kpuntodarnn) kato m3nonsea yTebpaeH oT [docTtaBumka codptyep (CSP/Crypto Service
Provider).

N3pageHo KY 3a obnadeH KEI He ce npepaBa Ha MoTpebutens. [JocTaBunkbT ro nybnvkyea B

B-Trust Ny6nuyHmns pernctbp Ha y4OCTOBEPEHMATA U TO CbXpaHsiBa B NOTPEOUTENCKMSA akayHT B

nnatgopmata 3a obnadeH KEI, acouuupaH cbC MOBUMNHOTO YCTPOMUCTBO/MOBUITHOTO

npunoxeHne Ha NMotpebutensa u ¢ reHepupaHaTa fBolka KrtodoBe B B-Trust QHSM 3a Herosus
obnayeH KE.

3.2.1 [okasBaHe AbpXKaHETO Ha YaCTHUS KnkoY

1.

2.

PO/MPC wusBbpLUBa NpoBepka 3a CbOTBETCTBME Ha NpeacTaBeHus NyOnuyeH KoY, KOMTOo ce
yOoCTOBEPsiBa B M34aBaHOTO YAOCTOBEPEHNE OT [JocTaBumKa C YacTHUA KoY Ha [NoTpebuTens.
EnexkTpoHHaTa 3asiBka ¢ Ny6riMyHUSA KoY, KOATO Ce reHepupa 3a usgasaHe Ha KY ot 3assutens,
cnegBa fga 6bae nognmMcaHa € 4acTHWUA K4, KOWTO KopecrnoHaupa c¢ nybnuuHus Knwod B
3asBkaTa. EnektpoHHaTa 3asiBka cnegBa ga e BbB popmaT, KOMTO NO3BosSisiBa Ha [locTaB4umka,
ype3 PO/MPC, ga npoBepu ObpXXaHETO Ha YaCTHUS KIHOU.

OHnanH nckaHuaTa 3a agMUMHUCTPUPAHE Ha yOoOCTOBEpPEHMs cnefsa ga 6baaTt nognucBaHu ot
3agaBuTENS C YACTHMSA KoY, KOpecnoHampaly ¢ Ny6rmyHna KNy B yA0CTOBEPEHNETO, OBEKT Ha
3aaBkaTta. [loctaBumkbT, Ypes PO/MPC, npoBepsiBa NONOXEHUS eNEKTPOHEH noanuc.

PO/MPC npeanprvema SOMbIIHUTENHU CTbMKM 3@ aBTEHTUUKALNA Ha ObpXaTens Ha 4YacTHUSA
Kniod 1 (pakta Ha AbpXKaHETO Ha Khw4a, B 3aBUCUMMOCT OT 3asdBEHUs TUN YOOCTOBEpeHue
cbrnacHo npunaranata lNMonuTuka.

ABTeHTMdMKaALUMA Ha ObpXaTens Ha 4acTHus knod 3a KY Ha obnaveH KEIM gonbnHuTenHo
BkrtouBa TOTP-cxema, 6asvpaHa Ha MOOMMHOTO nNpunoxeHue B MOOWMHO YCTPOWCTBO U
acoLMnpaHnaT NoTpebMTENCKN akayHT, 3a KOMTO Ce reHepupa ABoviKaTta KIoyoBe.

JlBorkata Kro4oBe, CbOTBETCTBAllA Ha m3gaBaHoTo oT [octaBumka KY, 3agbmkuTenHo ce
reHepupa B QSCD (3a KEI n KElNeyvat) nnu B ytBbpAeH ot [loctaBunka codptyep (Crypto Service
Provider/CSP).

[BorkaTa knwo4yoBe, CbOTBeTCTBalLla Ha u3gaBaHo oT [ocTtaBumka KY 3a obnadveH KEIM,
3agbimkuTenHo ce reHepmpa B QHSM (CC EAL 4+) Ha nnatdopmaTta 3a obnadveH KEI n ce
CbXxpaHsiBa Ha ©0asa yTBbpAEHU BbLTPELWHU KPUMNTO-CXEMU 3a MEepPCOHaneH KOHTpPon B
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cvoTteeTcTBME ¢ SAD/DAP (Signature Activation Data/Signature Activation Protocol) Ha ETSI EN
419 241 (part 2/3) n 3awuTeH npocun (PP) cbrnacHo EN 419 221-5.
8. KoHTponbT Ha gocTbna 4o YacTHUs Kntod (sole control) ce abpxn camo ot MNoTpebuTtens Ha KY.

3.2.2 YcTtaHOBSIBaHe Ha WAEHTUYHOCT Ha HPUAUNYECKO nuue WU eaHONMYeH
Tbprosey

1. YpocTtoBepsiBaHe Ha MOAEHTMYHOCTTA M aBTEHTUYHOCTTA Ha IOPUONYECKO NULE MMa OBE Lenu:

e [a ce [JoKaxe, Ye Mo BpeMe Ha pasrnexgaHe Ha 3asiBkaTa IopuaMyeckoTo nmue CbLeCcTBYBa;
e [a ce [OKaxe, ye NpeacTaBMTENHOTO nuue, KOeTO KaHAuMAaTCcTBa 3a yOoOCTOBEpeHue e
Nony4yurio paspeLleHne oT IpuandeckoTo NuuUe Aa ro npeacTaensiea

2. YcTaHOBsIBaHE W MpoBepKaTa Ha MAOEHTMYHOCTTA Ha OpPUONYECKOTO NULUE WNU eOHONMYEH
TbproBsel ce ocbllectBsaBa ot PO/MPC Ha [ocTaBumka cbrnacHo cboTBeTHarta [lonuTtuka npum
n3gaBaHe Ha yOOCTOBEPEHME U APYrUTe BbTPELUHN JOKYMEHTN Ha [locTaB4mKa.

3. YCTaHOBSIBAHETO Ha MOEHTUYHOCTTA Ha KPUANYECKO NMLE UM €OHONMYEH ThProBew, JaHHUTe
3a koeTo ce Bnncea B KY, naucksa 8 PO/MPC fga ce si1BM ynblIHOMOLLEH NPeACTaBUTEeN Ha NMLETO
W na npeacraBu U3MCKyeMUTe AOKYMEHTU, OoKa3BalUM NpaBHUSA My cTaTyc.

4. YCTaHOBSIBAHETO Ha WOEHTUYHOCTTA Ha OBLMrapcko pMONYECKO NMLE Ce OCbLeCTBsABa OT
PO/MPC Ha [ocTtaBuuka, 4pe3 npoBepka B CbOTBETHUTE pernctpu no npepocrtaBeH EWVIK,
cboTBeTHO BYJICTAT no peaa Ha 3EY. Cnyxuten Ha PO/MPC moxe aa npoBepu peructpaumsita
NocpeacTBOM BCUYKM AOCTBMHM MYyBNIMYHN yCnyrM cbrnacHo 6bNrapckoTo 3akoHoA4aTeNCTBO.

5. 3a Obnrapckute tOpugnMyecku nuua, KOUTO He ca TbProBUM, KaKTO M 3a YyXXOECTpaHHUTe
IOpUOMYECKN NMLA, 3a KOUTO HE MOXE A Ce U3BbPLUM OHMaWH (M aBToMaTuanpaHa) npoeepka
ce NpeacTaBArT:

o CbaebHo pelleHne unu gpyr OOKYMEHT, YAOCTOBEPSABALLM Bb3HUKBAHETO HA HOPUANYECKOTO
nuiue;

o JlokyMeHT, yoocToBepsBall, akTyanHoOTO CbCTOSHUE Ha NIMLETO;

e YHMKaneH HaumoHaneH naeHtTudunkaTop.

6. Cnucbk C M3nMCKyemMmn OOKyMeHTU e nybrnvkyBaH Ha B-Trust canta Ha [OKYY. Cnen KonvpaHe Ha
BCUYKM U3NCKYEMWN OOKYMEHTM, CbC CbINacneTo Ha NMLUEeTO Nogano UckaHe, konusiTa octasar B
apxusa Ha [ocTaBuuka.

7. KoraTo BMECTO lOpMAMYECKO §NLE Ce sBsIBa HEroB YMbSIHOMOLLUEH MpeacTaBuUTen,
yOOCTOBEPSIBAHETO HA MHpOpMaLMATA, KOSITO Ce CbabpXa B NPeACTaBEHUTE OOKYMEHTU CTaBa
ypes:

o 3aBepka ,BApHo ¢ opurmHan” n camopbyeH NOANUC BbPXY AOKYMEHTUTE Nped CnyXuTen Ha
PO/MPC;

e HoTapmanHo 3aBepeHn AOKYMEHTH;
MognnceaHe Ha NPUNIOXEHUTE ENEKTPOHHU dopMaTM Ha [OOKYMEHTUTE C BanugHo
yOoCTOBEpPEHUE 3a KBanuuumupaH enekTpoHeH noanuc.

3.2.3 YcTaHOBsiBaHe caMOJIMYHOCTTa Ha PU3NYECKO numue

1. YcraHoBsiBaHe 1 NpoBepka Ha CaMOSIMYHOCTTA Ha pmnandeckoTo nuue kaTto Motpebuten Ha KY
WIN KaTo NPEeACTaBUTEN HA APYro NMLe, KaKTo 1 OBNacTsBaHETO My, ce ocbLiecTesisa oT PO/MPC
Ha [locTaBuvka Npu crneaBaHe Ha NpoueaypHUTE npaBuia U CTbIKW, MOCOYEHM B CbOTBETHATA
MonuTuka n gpyrute BbTPELLUHN JOKYMEHTU Ha [JocTaBymka.

2. YCTaHOBSIBAHETO Ha CaMOJIMYHOCTTA M3NcKBa PU3NYECKOTO nuue kaTo [oTpedbuten mnm kato
YyNbIIHOMOLLEH NpeAcTaBuTeNn Ha Apyro msMyecko nuue unu Ha pUAMYECcKO nuue Aa
npenctasu B PO/MPC cnegHuTe JOKYMEHTH:

HaumeHoBaHue Ha KY HeobxoavMmmu gOoKyMeHTH

MepcoHanHo KYKEN [JokymeHTH, Jokassalim CaMOoJSIMYHOCTTa Ha
,B-Trust Personal Qualified Certificate QES" MoTpebutens - Npn NMYHO SABSIBaHE.

MepcoHanHo KY 3a obnauyeH KEIN [okymeHTH, nokasBalim caMoSIM4yHoCTTa Ha
,B-Trust Personal Qualified Certificate CQES" YMbJIHOMOLLEHOTO SIMLE M MbIHOMOLLHO — NpU siBiBaHe
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Ha YMbIIHOMOLLEHO NULE.
YTBbpOeHO OT [ocTaByuMka MOOWMHO MpUNoOXeHVe B
MOBUIHO YCTPOWCTBO (3a obnayeH KEM).

MpodecuonanHo KYKEN

,B-Trust Professional Qualified Certificate QES"
MpodecuonanHo KY 3a obnauen KEIN

.B-Trust Professional Qualified Certificate CQES"

[lokymeHTH, [AoKasBalum CaMOJIMYHOCTTa Ha
MoTpebutens, MOeHTUYHOCTTA Ha OPUANYECKOTO NnLe
W NpeacTaBuTenHaTa BnacT Ha MNoTpebutens cnpsimo
IOPUANYECKOTO NnLe.

YTBBbpAeHo oT [locTaBumka MOOWMHO MpPUMOXEHWe B
Mo6uIHo ycTpowncTBo (3a obnadveH KEIN).

MepcoHanHo KYYEN
,B-Trust Personal Advanced Certificate AES"

[lokymeHTH, [JoKasBalm camosnnyHocTTa Ha
MoTpebutens - Npu NUYHO AiBABaHe.
[lokymeHTH, [JoKasBalm camonnyHocTTa Ha

YNbITHOMOLLEHOTO NMLE U MbHOMOLLHO — NpY sIBSIBaHe
Ha YNMbIIHOMOLLEHO Nnue

MpodecnoHanHo KYYEN
,B-Trust Professional Advanced Certificate AES"

[okymeHTH, JokasBalyu CaMOomnnyHoCcTTa Ha
MoTpebutens, nOEHTUYHOCTTa Ha OPUMANYECKOTO nNuue
W npeactaBuTenHata BnacT Ha [loTpebutens cnpsamo
OPUONYECKOTO NNLE.

KYKEMNeuaT
KYKElMeuvat Ha topugnyecko nuue ,B-Trust Organization
Qualified Certificate QESeal”

[okymeHTH, [okassalim caMOnnYHocTTa Ha
MoTpebutens, NOEHTUYHOCTTA Ha OPUANYECKOTO Nule
W npepctaBuTenHaTa Bract Ha [MoTpebutens cnpsimo
HOPNONYECKOTO NNLE.

KYYENeuart
KYYENeuaT Ha topuauyecko nuue ,B-Trust Organization
Qualified Certificate AESeal”

[okymeHTH, AokKasBalliun CaMOJTMYHOCTTa Ha
nOTpeﬁVlTeJ'lﬂ, WAEHTUYHOCTTa Ha HpuUan4YeckoTo nuue

M npegcraBuTenHaTta BnacT Ha nOTpeGMTeJ’IH cnpamo
ropnany4eckoTo nmue.

KY 3a aBTeHTM4YHOCT Ha yeGcaiT [lokymeHTH, [JoKasBalm camonnyHocTTa Ha
MoTpebutens - Npu NUYHO AiBABaHe.
LlokymeHTH, [Jokassalm camonn4HoCTTa Ha

YMBAHOMOLLEHOTO NULE Y MbIHOMOLLHO — Npu siBSIBaHE
Ha YNbIIHOMOLLLEHO NuLe.

3.2.4 OcobeHu aTpubyTtm

1.

2.

JocTaBuMKLT MOXe Aa BKMNHOYBA B M30aBAHOTO YAOCTOBEPEHNE O0COBEHN aTpUBYTH, CBBP3AHN C
MoTpebutens, ako yooCTOBEPEHNETO CE M34aBa 3a KOHKPETHA LieN No CbOTBETHATa NOMNTUKA.
Tasun nHpopmauus noanexu Ha nposepka ot PO/MPC.

3.2.5 HenotBbpaeHa uHcpopmauus

HeI'IOTB'bpﬂ,eHa I/IHd)OpMaLI,I/IFI € BCdKa VIHd)OpMaLI,I/IFI, n3BbH obxBaTa Ha nposepsBaHaTa

1.
3agbIPKUTENHA MHAOPMaUnS, KOATO crnedsa Aa 6bae BKIYeHa B yOCTOBEPEHNETO.

2. [ocTaBumKbT MOXe da BKMOYBaA B M34aBaHOTO YAOCTOBEPEHME M HENOTBbPAEHA MHOpMauuns
3a Tutynsaps, KoATo He noanexu Ha nposepka ot PO/MPC.

3.

[ocTaBuYMKbT HE HOCK HMKAKBa OTrOBOPHOCT 3a BKIOYEHaTa B YA4OCTOBEPEHMETO HEMOTBbPAEHA
MHdopmaLum4.

3.3 Mp,eHTVId)VIKaLWIﬂ n ycraHoBsiBaHe Ha MOAGHTUYHOCT npu nogHoBsiBaHe

1.

"BOPUKA" A[l,

JocTtaBumkbT Moxe ga nogHosu BanuaHo KYKETI, KY 3a obnaden KEI nnn KYKEle4yaT, koeTto
He e npekpaTeHo B CpoKa My Ha BanvaHOCT, NO ABa Ha4vHa:

e KaTo 3amnasu reHepupaHaTa BOWKa KMo4YoBe 3a TeKyLoTo ygoctoBepeHme (Renew);

e KaTo reHepupa HoBa fBouka kntovose (Re-key).

MopoHoesiBaHe Ha KYYEN wu KYYEleyatr He ce ponycka. Mo uckaHe Ha [lotpebutens,
HoctaBunkbT wusgaBa HoBo KYYEN wnu KYYEleyaT kaTto wu3nbnHaABa NbpBOHavanHa
naeHTudunkaumnsa n yctaHoBsiBaHe Ha CaMOSIMYHOCTTa My.

YpaocTtoBepeHue ce NO4HOBSIBA 3a CbhlyaTa ABOWKA acUMeTPUYHN krtodose (Renew) Ha TekyLLOTO
KY, ako mHdopmaumsita B yOOCTOBEPEHMETO, KOETO Ce MOAHOBSBA, € WAEHTMYHA C Tasn B
TekywoTto. Camo nepnoabT Ha BanNUMOHOCT B NOAHOBEHOTO YAOCTOBEPEHME € pasnnyeH OT TO3M B
TEKyLLOTO.

[ocTaBunkbT gonycka MHOrokpaTtHo nogHoBsiBaHe Ha KY, kato 3anasBa Tekywliata OBoOMKa
kntoyoBe (Renew), HO NpenopbyBa Ta3u NpakTuka ga ce orpaHuyaBa C Len ga ce Hamanm pucka
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10.

OT KOMIMPOMETUPAHE Ha YAaCTHUS KITHOM.

[ocTaBunkbT We nogHoBM Tekywo KY ¢ HoBa fgBonka kntodvoBe (Re-key), camo ako MNMotpebutens
3asBM MCKaHe 3a TOBa M [feknapupa, Y€ HAmMa HacTbnuiM nNpoMeHuM B YOOCTOBepeHaTta
WHOpMaLMs B TeKywoTo ygocTtoBepeHue. [1ogHOBEHOTO YAOCTOBEpPEHMWE MMa pasfivyeH
nyénnyeH K4, HOB Mepuvog Ha BanMOHOCT U HOB CEpUEH HOMeEp, KaTto yAoCToBepeHaTta
WHopMaLMs ce 3anasBa.

Cnen nogHoBsiBaHe TEKYLLOTO YAOCTOBEPEHME He Ce NpeKpaTsiBa U ocTaBa BanuaHO B Cpoka My
Ha BanngHoCT.

3a ugeHTnrKaums, yCTaHOBsIBAHE HA MAEHTUYHOCT M CaMOSIMYHOCT Ha [loTpebuTtens Ha
yOOCTOBEPEHUE, KOETO Ce NOAHOBSIBA, HE CE U3UCKBA TAXHOTO NMYHO npuckcteue B PO/MPC Ha
[ocTtaBuuka.

Mpn HacTbNUNKM NpomeHn B nHopmauuaTa 3a MNMotpebutensa Ha KY, TekywoTo yaoctoBepeHme
He ce nogHoBsaBa. [locTaBuYMKbT U3gasa HOBO KY, kaTo crnegsa nbpBOHavanHa ngeHtudukauma
W yCTaHOBSIBaHEe Ha CaMOMNUYHOCTTa My U NpekpaTsBa He3abaBHO TEKYLLOTO YOOCTOBEPEHUE.
MopHoBsiBaHe Ha ypocTtoBepeHue Ha YO Ha [HoctaBumka ,BEOPUKA” ALl He ce gonycka. lNpwu
BCUYKM 0BCTOATENCTBA, KOUTO HanaraT NoagMsiHAa Ha yA4OCTOBEPEHMETO, BUHAINM Ce n3gasa HOBO
yaocTtoBepeHue Ha YO.

JocTaBunkbT cbbniogaBa cnegHUTE BPEMEBM OrpaHMYEHUst U M3NCKBAHUS 3a naeHTudukaumus
npu nogHossaBaHe Ha KY:

HsiMa NpoMsiHa B y4OCTOBepeHaTa B
Hero nHgopmaums

BpemeBu nHtepBan NogHoBsABaHe U3ncksaHe
o 30 gHu npeaun nstnyaHe cpoka |- Yped Renew 1. da Hama npomsHa B ,DN" Ha yaocTtoBepeHueTo
Ha BanuaHOCT Ha yoocToBepeHue, |- upe3 Re-key 2. YpocTtoBepeHueTo aa e 6uno usgageHo Ha QSCD
KOETO He e NpeKkpaTeHo 1 KOeTo 3. BasaBKkaTa 3a nogHoBsiBaHe MOXe Aa 6bae ussbpLueHa
HAIMa NpomsiHa B yaocToBepeHaTa B oTganeyeHo
Hero nHgopmaums
o 30 gHu cnen nstnyaHe cpoka Ha |- ypes Renew 1. da Hama npomsHa B ,DN" Ha yaocTtoBepeHueTo
BanuvaHOCT Ha yAoCTOBEpPeHMe, - ype3 Re-key 2. YpocTtoBepeHueTo aa e 6uno nsgageHo Ha QSCD
KOETO He e NpeKkpaTeHo 1 KOeTo 3. 3asiBkaTa 3a nogHoBsiBaHe ce nogasa Ha msicto (PO/MPC)

MoBeue ot 30 gHW cnepn cpoka Ha He ce nogHoBsiBa
BanMOHOCT Ha yOoCTOBEpEeHWe

3.4 WpeHTudmkKauusa u aBTeHTUOUKaALUA NPy cCnupaHe

1.

2.

3.

[ocTtaBunkbT e anbxeH, ype3s PO/MPC, ga cnpe genctBneTo Ha BanngHo yAOCTOBEpPEHME Mpu
NOCTBLMNNINO UCKaHe 3a CrMpaHe, HO He 3a NoBeYe OT 24 vaca.

HocTtaBunkbT, Ypes PO/MPC, He n3pbpliBa naeHTudmkaums n asTeHTMdurkaumsa Ha 3aseutens u
cnvpa He3abaBHO OECTBMETO Ha YOOCTOBEPEHME.

HoctaBunkbT, 4pes PO/MPC, Bb300OHOBABa [OENCTBMETO Ha CrpPsSHO YOOCTOBEpPeHWe B
CbOTBETCTBME C un. 26, an. 6 Ha SEAEYY.

3.5 WpeHTudunkauusa m aBTeHTUUKaLMA NpU NpeKkpaTaBaHe

1.

2.

HoctaBunkbT, upes PO/MPC, npekpaTaBa [EWCTBMETO Ha BanugHO YAOOCTOBEPEHME MNpwU
NOCTBLNNNO UCKaHe 3a NpeKkpaTsiBaHe B CbOTBETCTBME C un. 27 Ha 3EJEYY.

HocTtaBunkbT, ypes PO/MPC HesabaBHO crnvpa OeNCTBMETO Ha yOOCTOBEPEHMETO U U3BbLPLUBA
nocrnegsawia ngeHTnmkaums u aBTeHTudmnkaumna Ha 3aasutens.

HoctaBumkbT, ype3 PO/MPC, cnegsa ga v3BbpLIM MOAEHTUMKAUMATA U aBTEHTUdMUKaUMS Ha
3asBuTenst B paMKuTe Ha JONYCTUMMSA CPOK 3a CrMpaHe Ha OeNCTBMETO Ha yAOCTOBEPEHUETO,
KOWTO e 24 vaca.

. JocTtaBumkbT, Ypes PO/MPC, npekpaTtsBa eNCTBMETO Ha YOAOCTOBEPEHME CaMO cnep ycneliHa

naeHTUdMKaUmnS 1 aBTEHTUGMKALMSA Ha 3asiBUTENS M YTOYHEHA NpuYMHa 3a npekpaTtsisaHe. B
NPOTMBEH CryYaii Y4OCTOBEPEHMETO ce Bb30OHOBSsIBA.

"BOPUKA" ALl, 1 Anpwun 2019r. Ctp. 42 o1 83




O6woaoCTLNEH JOKYMEHT
NMPAKTUKA NMPU NPEOOCTABAHE HA KBAITM®OULIMPAHU YOOCTOBEPEHUA
N YOOCTOBEPUTEJIHU YCITIYTU OT ,,BOPUKA“ A}

3.6 WUpeHTUdMKauma n aBteHTUhDMKaUUA cren npekparsaBaHe

1. He ce ponycka nogHoBsiBaHe Ha ypgoctoBepeHue u4pe3 ,Renew" unm ,Re-key“ cneg
npekpaTsiBaHETO My.
2. MNoTpebuten Ha NpekpaTeHO yoOCTOBEPEHNE MOXeE Aa 3asBU U3haBaHe Ha HOBO Y4OCTOBEPEHME.
3. JoctaBuukbT, 4ype3 PO/MPC um3nbnHsBa nNbpBOHAYanHa WOeHTUMUKAUWUA, YyCTaHOBSIBAHE Ha
naeHTUYHoCT Ha MNoTpebuTtens, ako TON 3asiBU HOBO YAOCTOBEPEHME.
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4 ONEPATUBHU UBNCKBAHUA U NMPOLIEAYPU

1.

HocTtaeunkbT, Ypes PO/MPC, B pamknTe Ha ckntoveH [orosop 3a KYY, npegocrtaesa crnegHute
onepauunoHHn npoueaypu 3a KYY, npunoxmmm kbm KY:

e perucTpaums Ha uckaHe 3a usgaBaHe;

o6paboTka Ha uckaHe 3a usgaBaHe;

n3gaBaHe;

npegaeaHe Ha n3ganeHo;

ynotpeba Ha gBovikaTta kntodose u KY;

nogHoBsiBaHe 4pe3 “Renew”;

nogHossaBaHe ypes “Re-key”;

cnMpaHe/Bb30OHOBSIBaHE;

npekpaTsiBaHe;

e cTaTyc Ha KY.

HocTtaBunkbT, Ypes PO/MPC, gonycka MNoTtpebuten ga npekpatu [JoroBopa 3a yaoCTOBEPUTENHN
ycnyrn mexay TsxX.

4.1 WckaHe 3a usgaBaHe Ha yAOCTOBepeHue

1.

2.

M3paBaHeTO Ha yOoCTOBEpeHMEe ce npeaxoxga OT perucTpypaHe Ha MckaHe OT cTpaHa Ha
3aasutens npeg PO/MPC Ha JocTaB4unka.

MckaHe 3a wm3gaBaHe Ha yOOCTOBEPEHME MOXE [ga HanpaBu JMYHO OT [loTpebuten wnu
YMbAHOMOLLIEHO NnLE.

. WckaHneTo 3a 3aaBaABaHe Ha KY 3a obnadveH KEI1 ce npeaxoxga oT MHCTannpaHe Ha MOBUITHOTO

npunoxeHue 3a obnaveH KEIN B mobunHoTo yctponcTteo Ha 3aseutens/Motpeburens.

. 3asBUTENST perncTpyMpa UckaHe 3a M3haBaHe Ha YOOCTOBEPEHME B OHMAWH pPexvMm unm 4vpes

onepartop B PO/MPC Ha [JocTtaBuuka.

. Onepatop Ha PO/MPC, kaTo oTopuaupaH npeacTtaButen Ha [JocTaBuymka, MOxe Aa U3MbIHABA

pons Ha 3adBuTen, KaTto perucTpypa OHMaWH WCKaHe 3a M3gaBaHe Ha YOOCTOBEpPEHUE B
npucbcTBueTo Ha lNoTtpeburtens.

4.1.1 Tlpouec Ha 3asBsAIBaHe

1.

WMckaHeTo 3a nsgasaHe BKIOYBa UanaTta nanckyema nHgopmaums no 3EAEYY 3a Motpebutensa
n TMNa Ha yAOCTOBEPEHNETO, KOETO Ce 3asiBABA. VIckaHeTO MOXe Aa BKMOYBA U OOMbIHUTESNHA,
HenpoBepsieMa nHopMaLms, 4acT OT KOATO Ce yOOCTOBEpPsIBA, a Apyra 4acT yreCHsBa KOHTaKTa
Ha [JocTtaBuuka c nmueTo.

MpouechbT Ha 3asiBABaHe NpeaocTaBs Bb3MOXHOCT Ha onepaTop Ha PO/MPC vnu Ha MoTtpebuten
Aa reHepupa ABonkaTta KpuntorpadpCckm KnoyoBe 1 Aa BKYM NyGNMYHNS KoY B UHGpopMaumsTa
3a M3gaBaHe Ha yO4oCTOBEPEHUNETO.

[BonkaTta kpuntorpadckn knodose 3a m3gasaHe Ha KYKEI u KYKElevaT 3agbrkutenHo ce
reHepupa B B-Trust QSCD, oTroBapLo Ha n3MckBaHMATa 3a HUBO Ha CUTYPHOCT 3a Cb3gaBaHe
noanuca/neyara.

[Bowvikata kpuntorpadckm knovose 3a m3gasaHe Ha KY 3a obnauveH KEI 3agbmkutenHo ce
reHepupa npu [loctaBumka B B-Trust QHSM Ha nnatdopmara 3a obnaveHn KEI.

[BonkaTta kpuntorpadpckn knwoyose 3a msgaBaHe Ha KYYEIN un KYYElewaTt ce reHepupa
cobTyepHo vpes yTBbpaeH ot Joctasunka codptyep (Crypto Service Provider/CSP), oTroBapsiy
Ha W3NCKBaHMATA 3a [JOMNYCTUMOTO HUMBO HA CUINYpPHOCT/OCUTYpPEHOCT 3a Cb3gaBaHe
YyCbBbpLUEHCTBAH nognuc/neyar.

EnekTpoHHMAT hopmMaTt Ha MCKaHETO 3a U3gaBaHe Ha yAO0CTOBEepeHne ¢ MHopMaunaTa, KOAaTo
LLle Ce BKIIOYKU B YAOCTOBEPEHNETO € CTPYKTYpa, NOANMCAHa C YaCcTHUS KN4 OT reHepupaHaTa
[JBOMKa KITH04O0Be.

B cnyyaute, korato e Heobxogmmo, PO/MPC npepoctaBs Ha [lotpebutens unm Ha
YMbAHOMOLLEHO OT HEro Nuue B 3alunTeH BMA MHopMauunsa/kod 3a JOCTLMN A0 YACTHUS KO,
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8.

9.

Ako 3asButenar He nputexasa QSCD, koraTo npeacTass UckaHe 3a usgasaHe Ha KY Ha PO/MPC
Ha [locTaBuyMka, TOM CaMO BbBexaa MHdopMauusita 3a ugeHtuduumpaHe Ha lMNoTpebutens,
KakKTo 1 gpyra gonbrHUTENHa TakaBa, 6e3 ga reHepupa kpuntorpadckata ABOWKa Kr4yoBe 3a
uckaHoTo ygoctoBepeHue. Kpuntorpadyckata gBownka kniodose ce reHepupa npu PO/MPC Ha
JoctaBuyuka.

KomyHukaumnte wmexgy [loTpebutenute M 3awuTeHn VIHTEpHET CTpaHUuM Ha canlta Ha
HoctaBunka ce 6asupat Ha HTTPS npoTokon.

10. OpoGpeHnTe 3asiBKM 3a U3gaBaHe U ynpaeneHne Ha KY ca nognucanu ot [loctaBumka.

4.2 Tpouenypa Ha uspaBaHe

4.2.1 ®PyHKUMM no naeHTUdpMKauma n aBTeHTUMKauma

1.

2.

PO/MPC wu3pbpwBa uaeHTMdUKauus M aBTeHTMdMKauus Ha 3asBUTENs Ha WCKaHETO 3a

nsgaesaHe Ha ygocTtoBepeHue - [MoTpebuTten unu ynbnHOMOLLEHO OT Hero nuue.

Cnen nbpBOHavanHa waeHTUUKaUMA WM cnopeq YTBbPAEHW BbTPELHM Mpoueaypu Ha

HocTaBunka, Ha Ga3a MOCTLNWMO WMCKaHe 3a u3gaBaHe Ha YOOCTOBEpPEHME W NpeacTaBeHu

nokymeHTtn, PO/MPC npoBepsiBa n notebpxxagasa nped [JocTaB4umka:

e camonu4yHocTTa Ha [NoTpebnTens unm ynbIHOMOLLEHOTO NULE;

e pefctaBuTenHata Bnact Ha U3NYECKOTO CNPAMO  HOPUOMYECKOTO JfvMue U Ha
YMbSIHOMOLLLEHOTO NNLE;

e rpoBepsiBa yMb/IHOMOLLABAHETO;

ObpXKaHETO Ha YacCTHUS KoY, CbOTBETCTBALL, Ha NYONIMYHUSA KItoY;

e YCMELWHO WHUUManmM3anpaHe Ha MOOMMHOTO MpUNoXeHne B MOOWUNHOTO YCTPOWCTBO WU
peructpupaHe (T.e., acouMMpaHeTo My C NOTPeBUTENCKUS akayHT, 4Ype3 cKaHupaHe Ha
nanpateH QR-koa) ot JocTtaBuuka (3a obnayen KEMM);

e MPUHAASIEXHOCT HA MOOMWMHOTO YCTPONCTBO C MOBUITHOTO NpunoxeHue 3a obnadveH KEIM ot
3aasutens/MNoTpebuten ypes TOTP-mexaHusbm/cxema (3a obnadeH KENM);

e JonbnHWUTENHa WHOPMaLMs, 3asiBEHA 3a BKMYBaHE B YOOCTOBEPEHMETO, KaKTo W
AonycTnma HenoTBbpaeHa Takasa;

e rnognuceaHe Ha [loroBop 3a yAOCTOBEPUTENHMW YCNYrN U Cbrfiacue C YCnoBuaTa B HaCTOALWNS
OOKYMEHT.

AKo [OBovkaTa Kn4voBe e reHepupaHa npu [NoTtpebutens, PO/MPC cnegea ga npoBepwu

npegocTaBeHaTa ernekTpoHHa 3asiBKa M M3UCKBaHUATa 3a HMBOTO HA CUIYPHOCT Ha ABoOWkKaTa

KrnoyoBe.

4.2.2 MNotBbpxAaBaHe UNN OTXBBLPIIsIHE HA UCKaHe 3a u3aaBaHe

1.

Cnep ycnelwHo HanpasBeHUTE NPOBEPKM U 3annailaHe ot cTpaHa Ha 3assutens/[oTpebuTen,
otopusmpaH onepartop Ha PO/MPC ytebpxaaBa npea [JocTaBymka MCKAaHETO 3a M3fgaBaHe Ha
yAOCTOBEPEHNE.

PO/MPC oTxBbpna MCKaHeTO 3a M3gaBaHe Ha yOOCTOBEpPEHMEe, ako MOTBbpXKOaBaHETo e
HeyCneLLHO Uy He € U3NbITHEHO 3ansallaHe B 5-aHEBEH CPOK OT 3asiBEHOTO UCKaHe 3a u3gaBaHe
Ha KY 3a obnaveH KET.

PO/MPC He3abaBHO yBegomsBa 3asBUTens 1 Nocoysa NpUYMHUTE 3a OTXBBbPIISHE.

3asBuTen C OTXBbPSIEHO UCKaHe 3a u3gaBaHe Ha YAOCTOBEpPEHWE MOXe OTHOBO [a Harnpasu
nckaHe, cnea KaTo € OTCTPaHUI NOCOYEHUTE NMPUYMHM 3a OTXBBbPIISHE.

PO/MPC HagnexHO CbxpaHsiBa M apxvsBupa MpeAcTaBeHUTe AOKYMEHTUM W noTBbpaeHaTta
erneKkTpoHHa 3asiBKa 3a usgaBaHe Ha yaoCTOBEpeHue.

PO/MPC koHTponupa v yTebpxaasa npeq [JoctaBumka BEpHOCTTa M TOMHOCTTA Ha BKIloYeHaTa
NHopMaLmsa B yAOCTOBEPEHNETO CaMO KbM MOMEHTA Ha U34aBaHETO My.

Motpebuten Ha KY uma 3agbrkeHneTo He3abaBHO ga nHdopmMupa [ocTaBumka 3a HacTbNUAN
NpOMeHM B yaocToBepeHaTa nHopmMauusa cneg nsgaBaHeTo my.
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4.2.3 Cpok 3a obpaboTka Ha MUCKaHe 3a nusgaBaHe Ha yaoCToBepeHue

1.

PO/MPC Ha [octaBuuka Hes3abaBHO, B npucbcTBMeTo Ha 3assutens/[loTpebuten wnm
YMb/HOMOLLEHO OT HEro nuue, M3MbIIHABA BCUMYKM (PYHKUUKM MO MpoBepkKa, creq kaTo Tou e
npeacTtaBun HeobxoaumuTe 3a TOBa AOKYMEHTM W YyTBbpXAaBa NpeacTtaBeHaTta MHdopmaums
Yypes HanpaBeHOTO UCKaHe 3a M3fgaBaHe Ha Y4OCTOBEPEHME.

Honycka ce 5-gHeBeH cpok 3a 06paboTka Ha nckaHe 3a n3gaesaHe Ha KY 3a obnadeH KEI, npes
konTo lNoTpebuTenaT moxe Aa 3annaTn OHNawmH 3asBEHOTO yaocToBepeHue. Crnen To3u CpoK,
MOOMMNHOTO NpuUnoXxeHne 6rnokMpa nsnon3eaHeTo Ha obnadrHms KEIN. AKO TO31 CPOK HE € U3TeKb
unun 3aaekarta e notebpAaeHa (cnea 3annawade) ot PO/MPC, MOBGMNHOTO NpunoXxeHne n3nckea
MoTtpebutenar ga sbeege NUH-kog 3a obnayHusa KEI.

YO Ha [docTtaBumka usgaBa He3abaBHO ygoCTOBEpeHMETO cnepq yTebpxxaasaHe oT PO/MPC Ha
eNeKkTpoHHaTa 3asiBKka 3a U3gaBaHe.

4.3 WN3paBaHe Ha yaocTtoBepeHue

4.3.1 [OencrtBue Ha YaocToBepsBallus opraH
1. YO Ha [ocTtaBuuka enekTpoHHo nageHTudmnumpa PO/MPC, yTBbpaun enekTpoHHaTa 3asiBka 3a

n3sgaBaHe Ha KY.

2. YO reHepupa 3aaBeHoTo KY cbrnacHo nsbpaHuma npodun, noannucea ro ¢ enekTpoHHNA noanuc

Ha [loctaBunka 1 ro nybnukysa HesabasBHO B [yGNnyYHNSA cn perncTbp.

4.3.2 WUsBectABaHe Ha [oTpebutensa Ha ygoctoBepeHue oT [locTaBumKa

1.

2.

HocTaBunkbT, Ypes CnyxbaTa 3a nssectaBaHe Ha [oTtpebuTtenu Ha KYY, He3abaBHO M3BecTsBa
MoTpebutensa Ha n3gageHoTo u NyGnmnkKyBaHo yooCTOBEPEHME.

CnyxbaTa 3a usBectaBaHe uanpatwla go Notpebutens enekTpoHHO U3BectTMe no  WUMEenn unu
push-HOTU(MKaUMs 00 MOBUITHOTO NpunoxeHune ¢ nHdopmauusa 3a msgageHoto KY, HeroBus
CepueH HoMep 1 nepuoaa My Ha BanvaHOCT, OCBEH B CriyvyauTe, KoraTo nuncea umenn agpec.
[ocTaBunkbT OoCTaBA M3gadeHOTO yAocToBepeHue Ha [lotpebutensi, pecnekTMBHO Ha
YMbIHOMOLLEHOTO OT Hero nuue, Ype3 PO/MPC.

OtopusumpaH onepatop Ha PO/MPC 3anucea KY Ha B-Trust QSCD wnm Ha B-Trust SCT
(PKCS#12 «kpunTtodhanmn), B 3aBUCMMOCT OT ToBa kbae e Owuna reHepupaHa ABoKkaTa
KpuntorpadCcku KroyoBe 3a ToBa YOOCTOBEPEHUE, KOraTo TOBa € Bb3MOXHO.

HocTtaBunkbT, Ypes PO/MPC goctaBs  u3gageHOTO  yOooOCTOBEpPEHME Ha MoTtpeburtens,
PEeCneKkTUBHO Ha YNMbIHOMOLLEHOTO OT HEero nuue.

B cnyuyas, korato lNoTpebuten e reHepupan ABOMKaTa KOYOBE M YACTHUSA KIHOY € Ha HEeroB
KOMMIOTHbP, TOM crneaBa Aa goctaswu/3apeaun m3gageHoTo KY Ha To3u KOMMTbP OT MNOCOYEHMUS
agpec (URL) B umenna.

eHepupaHeTo Ha 3awmTeH npeHocum codptyepeH TokbH (PKCS#12 dhann) e 3agbrmkeHne Ha
MoTpebutena wnu Ha yNbNHOMOLWEHO -nuvue crned kato [[ocrtaBuM um3gageHoto KY u
yaocToBepeHusita Ha [locTaBuumka.

4.4 TlpuemaHe 1 Ny6fIMKyBaHe Ha yAOCTOBEepPEeHNeTo

1.

2.

[ocTtaBunkbT, Ypes3 onepatuBHua YO nybnunkyBa He3abaBHO U30adeHOTO YOOCTOBEpPEHUe B
My6nnyHna perncTbp Ha U3pageHnTe yaoCTOBEPEHUS.

MoTpebutenaT moxe Aa Bb3pasn npen [JoctaBunka, ako M3gafeHoTo yaOCTOBEPEHNE Cbhabpxa
rPELUKM U HEMbITHOTK, B 3(TpW) OHEBEH CPOK OT Ny6nukysaHeTo My B [1y6nnyHms pernctop. Te
ce oTcTpaHaBaT He3abasBHO OT [locTaBuMka 4pe3 mM3gaBaHe Ha HOBO yaocToBepeHue 6e3
3annaljaHe Ha Bb3HarpaxieHue, OCBEH ako ce AbIKaT Ha NpefoCcTaBsHe Ha HEBEPHU AaHHM.
Mpun nunca Ha Bb3paxeHue oT cTpaHa Ha lNoTpebutens B N0OCOYEHUSA NO-rope CPoK ce CMATa, Ye
CbObPXaHWETO Ha yOOCTOBEPEHNETO € NPUETO.
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4.5 YnoTtpeba Ha AoBOMKaTa KNn4YoBe U Ha YyAOCTOBEPEHUETOo

45.1 Ot loTpebutens

1.

2.

YacTHUAT KoY, CbOTBETCTBALL HA YAOCTOBEPEHUSI MyONMYeH KoY e nog KOHTpona camo Ha

Motpebutensa. OTroBOpHOCTTa 3a M3MNON3BaHETO Ha YacTHUS KItod e Ha MoTpebutens.

MoTpebuten ynotpebsaBa yOooOCTOBEPEHMETO W CbOTBETCTBALlaTa [BOWKa Kr4oBe Ha

yAOCTOBEPEHNETO, KaKTO crieaBa:

e B CbOTBETCTBME C O3Ha4YeHaTa B ygoctoBepeHueTo NonuTtuka "Certificate Policy" n cernacHo
aTpubytute ,keyUsage" n ,extendedKeyUsage";

e 33 roraraHe Ha €eneKkTPOHEH MOAMUC WNN eNeKTPOHEeH neyaT B paMKUTE Ha Cpoka Ha
BanvaHOCT Ha YAOCTOBEPEHMETO;

e poBepKa Ha NOSIOXKEH €MNEeKTPOHEH NOAMUC NN eNEeKTPOHEH Neyar,

e 10 MOMEHTa Ha npekpaTsiBaHe Ha YAOCTOBEPEHNETO;

e KOrato yOOCTOBEPEHWETO € CMpsSHO, He M3MNOoNn3Ba YacTHUSA KIY 3a Cb3daBaHe Ha
€MeKTPOHEH NoANUC UM Ha eNEKTPOHEH neyar;

e cbrnacHo [loroBopa 3a yaoCTOBEPUTENHM YCIyrn Mexay Hero u [JoctaByuka.

4.5.2 OT poBepsBaLla ce cTpaHa

1.

2.

My6nuuHunat kntoy B KY, cboTBETCTBAL, HA AbpXXaHUA OT MNoTpebuTtensa YacTeH Kntod, e nyenmyHo

AOCTBINEH 32 BCUYKM.

Bcska gosepsiBawa ce ctpaHa, BkiountenHo onepatop B PO/MPC cneasa ga uanonssa KY u

nyGnnyHma kniod Ha MNMotpebuten, Kakto cneaea:

e B CbOTBETCTBME C O3Ha4eHaTa B ygoctoBepeHueTo nonutuka "Certificate Policy" n cbrnacHo
aTpubyTtute ,keyUsage" n ,extendedKeyUsage;

e CaMo cnej nNpoBepka Ha cTaTyca Ha yOOCTOBEPEHMETO U NPOBEpPKa Ha YyCbBBbPLUEHCTBAHMUSA
eneKkTpoHeH neyat Ha [JocTaBymka;

e [0 npekpaTtsBaHe Ha yOOCTOBEPEHMNETO;

e KOraTo yAOCTOBEPEHMNETO e CNpsAHO, NYGNMYHUAT KNtoY He Tpsibea ga ce uanonsea.

4.6 lMopHoBsiIBaHe Ha yAOCTOBEpeHue

1.

2.

MopgHoBsiBaHeTO Ha KY 3anasBa wHdOpmauuaTa OT TeKylWoTO YAOCTOBEpPEHMEe, KaTo B
NOOHOBEHOTO YAOCTOBEPEHME CE NPOMEHS Nepmnoaa Ha BarnmaHocCT.

KYYEI n KYYEleuart He ce nogHoBsiBa. [MoTpebutenat moxe Aa 3asBu n3gaesaHe Ha HoBo KY 3a
noanuc n 3a neyar.

MopHoBsiBaHETO Ha KY ce npeoxoxga OT perucTtpupaHe Ha McKaHe 3a NogHOBsIBAHE Mpen
PO/MPC.

MogHoBsiBaHe Ha KY, koeTo He e GMno npekpaTeHo B Nepuoga My Ha BanuOHOCT, MOXe [a ce
M3NBbITHM N0 ABa HaYuHa:

e 3anasBa Ce reHepupaHarta ABOMKa KITH04OBE 3a TEKYLLOTO yaocToBepeHune (Renew);

e reHepupa ce HoBa ABowika kno4voBe (Re-key).

MckaHeTo 3a nogHOBsIBaHE Ha yOOCTOBEPEHUE Ce perucrTpmpa oHnauH, korato lNotpebutenar
nma BanuaHo KYKEI unu BanuaHo KY 3a obnadeH KEI1, koeTo TpsibBa Aa NnoaHoOBMW.

KoraTo yooCTOBEpPEHMETO € C U3TEKBLST CPOK Ha BanMOHOCT M UCKAHETO 3a MOAHOBSIBAHE €
CbIMacHO MOCOYEHNTE BPEMEBM OrpaHWYEHUs W  U3NCKBAHWUS 3a MWAEHTUMKaLMs npu
nogHossaeaHe, lMNoTpebutenaT nnu ynbNHOMOLLEHO OT Hero nuue Tpsbea NMYHO Aa noceTwu
PO/MPC Ha [JocTaB4uka.

MoTpebuten unm ynbiaHOMOLLEHO OT HEro fvue MOXe ga NMOAHOBM MHOrokpatHo ceoe KY npwu
cbbntogaBaHe Ha NOCOYEHUTE NMO-A0MY YCNOBUA 3a NOAHOBSBAHE.

[ocTaBunkbT He Jornycka M3non3BaHe Ha [BOWKA KNOYOBE 3a nepuopg, no-ronsam ot 3 (Tpu)
roauHW.

[ocTaBuMKbT He npenopbyBa MHOrOKpaTHOTO NogHoBsBaHe Ha KY ypes ,Renew" ¢ uen ga ce
Hamarnu pucka oT KOMNPOMETUPAHE Ha YaCTHUS KITHOY.
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10. JocTarumkbT Npenopbyea Ha NoTpebutensa ga NogHOBM CBOE yoocToBepeHue ypes ,Re-key”.

4.6.1 YcnoBus 3a nogHOBsIBaHe Ha yaoCcToOBepeHue

1.

PO/MPC we nogHoBu egHo KY upes ,Renew" npu cbbnogaBaHe Ha cnegHuTe yCroBus:

e yOOCTOBEPEHNETO HE e NpeKpaTeHo B Nepuoaa My Ha BanuaHoCT;

e [loTpebuten wnu ynbAHOMOLWEHO OT HEro nuue Aeknapupa, 4Ye HsaAMa npoMsiHa B
yaocToBepeHaTa MHopMauus B TEKYLLOTO MY YAOCTOBEPEHWE;

e VCKaHe 3a nogHoBsiBaHe e HanpaBeHo 0o 30 AHM npeau unu cneg u3TnyaHe Ha nepuoga Ha
BanMAHOCT Ha Y4OCTOBEPEHMETO;

e CTPOro M3nbfHABa WAEHTUUKAUMATA W YCTaHOBSABA MAEHTUYHOCTTA Ha 3asButens u
cbbntogaBa NOCOMEHNTE BPEMEBM OrpaHUYEHNst NPU NOAHOBSIBaAHE.

PO/MPC we nogHoBu egHo KY upes ,Re-key" npu cvbniogaBaHe Ha criegHUTE yCNoBUS:

e yOOCTOBEPEHNETO HE e NMpeKpaTeHo B CPOKa My Ha BanuaHoCT;

e [loTpebuten wunu ynbAaHOMOLWEHO OT HEro nuue Aeknapupa, 4Ye HsmMa npoMsiHa B
yaocToBepeHaTa MHopMauus B TEKYLLOTO My YAOCTOBEPEHWE;

e VCKaHe 3a nogHoBsiBaHe e HanpaseHa o 30 gHM npeau unu cnep u3Tn4aHe Ha cpoka Ha
BanMAaHOCT Ha Y4OCTOBEPEHMETO;

e CTPOro M3nbiHSABa MAeHTUMKAUNSATA U yCTAaHOBABAHE Ha MAEHTMYHOCTTA Ha 3aaBuTens u
cbbntogaBa NOCOMEHNTE BPEMEBM OrpaHUYeHNst NPU NOAHOBSIBAHE;

BbB BCMYKM crny4dau, koraTo MMa NpoMsiHa B YAOCTOBepeHaTa MHgopmauums 3a Notpebutens Ha

TEKyLLOTO YAOCTOBEpPEHME, NOCNEeQHOTO HEe NOANEXN Ha NogHoBsiBaHe, a [JOCTaBYMKbT u3gasa

HOBO YAOCTOBEPEHME.

4.6.2 Kou moxe aa 3asBM NOQHOBSAIBaHE Ha yAOCTOBEpeHMue

1.

MoTpeGuten wnM YNbIHOMOLWEHO OT HEero nuue Moxe [nOa 3asiBuM MOoAHOBsBaHe Ha
YAOCTOBEPEHMETO NpU CbONOAaBaHe Ha BPEMEBUTE OrpaHUYEHUsi, 3UCKBAHUSA U YCroBUS 3a
nogHoBgABaHe.

4.6.3 Tlpouenypa no nogHoBsAABaHe Ha yAOCTOBepeHMne

1.

2.

6.

MopHoBsiBaHETO Ha KY ce npegxoxga OT perucTtpupaHe Ha uckaHe 3a NogHOBsSIBAHE Mpen
PO/MPC Ha JocTtaBuuka.

VckaHeTo 3a nogHOBsABaHe Ha YAOCTOBEPEHME Ypes enekTpoHHa 3asaBka ce ygoctoBepsiBa ¢ KET
unu obnaden KEI. B cnyyan, Ye yooCTOBEPEHNETO, KOETO Ce MOAHOBSIBA € C U3TEKbLIT CPOK Ha
BanugHocT, [NoTpebuTtenaT nnmn ynbiHOMOLLEHO OT Hero nvue Tpsibea aa nocetn nuyHo PO/MPC
Ha JoocTtaBuuka. PO/MPC cTtporo cnefBa M3McKkBaHusaTa 3a MaeHTuukaums n yctaHoBsiBaHe Ha
WMOEHTUYHOCT Ha 3asiBUTENS U Ha YCNoBuATa 3a NOAHOBSABAHE.

Cnen ycnewHa wuvageHTuduMKaumMs M MpoBepka Ha ycroBusta 3a nogHoesiBaHe, PO/MPC
NnoTBbPXAaBa MCKAHETO 3a NogHOBsABaHe nped onepatmeHma YO Ha [locTaBumka.

Cnen ycnewHa enekTpoHHa asTeHTUdwMkauma Ha PO/MPC upes oTopusupaHusa onepaTop,
onepatmBHua YO n3nbnHaBa NOTBbPAEHOTO MCKaHe 3a NO4HOBSIBAHE Ha YAOCTOBEPEHMETO.
Mpn HeycnewHa wngeHTUdUKaAUMA M NpoBepka Ha ycnosusTa 3a nogHoesisaHe, PO/MPC
OTXBBbPMISl UICKAHETO 3a MNOAHOBSBAHE Ha y4OCTOBEPEHMETO U He3abaBHO n3BecTsiBa 3aaBuUTens
3a npuymnHara.

3asaBuTEN C OTXBBbPIIEHO UCKaHe 3a NOOHOBSIBAHE, MOXe Aa 3asiBu n3gaBaHe Ha Hoeo KY.

4.6.4 WUsBectaABaHe Ha [oTpebuten cneg nogHoBsiBaHe Ha yAOCTOBEpeHue

1.

2.

HocTaBunkbT, Ypes Cnyxbarta 3a nssectaBaHe Ha [NoTpebutenu Ha yooCTOBEPUTENHM YCNyru,
He3abaBHO n3BecTsABa [oTpebuTensa Ha NOgQHOBEHOTO U NYONMKYBaHO y4OCTOBEPEHME.
CnyxbaTa 3a u3BecTaBaHe m3npaiwia ao otpebutensa enekTpoHHO M3BECTUE MO UMENN unu
push-HOTU(MKaUMss HA MOBUNHOTO MPUNOXEHUe ¢ MHGopMaumsa 3a msgageHoto KY, HeroBus
CepveH HoMep 1 nepuoga Ha BanuaHOCT Ha NOAHOBEHOTO yaocTtoBepeHue u agpeca (URL), ot
KOWTO MOXe [a [OCTaBW NOLHOBEHOTO YAOCTOBEPEHME.

Korato 3asiButenaTt 3a nogHoBsiBaHe Ha yaocTtoBepeHume nocewasa PO/MPC, lMoTtpebuten
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nony4aBa NOAHOBEHOTO yAOCTOBEPEHNE OT OTOPU3NPAHUS OnepaTop, KOUTO Npu HeobxoaumocT
ro sanucea Ha B-Trust QSCD, B koeTo e reHepvpaHa gBovkata Kpuntorpadckm krnoyose 3a
yOOCTOBEPEHUETO.

MopHoBeHo KY 3a mobuneH KEI He ce poctaea Ha [loTpebutensi, camo ce 3anuceBa B
noTpedbuTenckns  akayHT, CbOTBETCTBAll, Ha  acouuMpaHoTo C  Hero  MoburnHo
NPUNOXeHNe/MOBUHO YCTPONCTBO.

4.6.5 MNyb6nukyBaHe Ha NOAHOBEHO yAOCTOBEPEHMUE

1.

HocTaBunkbT, Ypes onepatuBHua YO nybnukyBa He3abGaBHO MOAHOBEHOTO YAOCTOBEPEHME B
My6nunyHna perncrsp.

4.7 TMopmsiHa Ha ABoOMKa KpunTorpad)cku Kno4yoBe B yAOCTOBepeHue

1.

[ocTtaBunkbT gonycka nogmsaHa Ha kpuntorpadcka geonka kniodose B KYKEI upes ,Re-key",
camo Npu cnasBaHe Ha U3MCKBAHUATA N Ha YCNOBUATA 3a NOAHOBABAHE Ha YOOCTOBEPEHUE UNU
KaTo nsgage HoBO yOOCTOBEPEHME.

4.8 TlpomsiHa B yaocToBepeHue

1.

2.

3.

[ocTaBYnKbT JoNycka NPOMEHM B CbAbPXXaHMETO Ha MHopMauusa B n3gageHo u nybnukyBaHo
KY camo npu cnasBaHe Ha U3NCKBaHMATa U Ha YCNOBMSATA 3a U3gaBaHe Ha HOBO yAOCTOBEPEHNE.
[ocTtaBumKbT He gonycka npomsiHa B npoduna Ha KY, cneundpuumpad B lNonutnkata 3a ToBa
yAOCTOBEPEHME.

HoctaBunkbT He npegnara ycnyrata "Mogudukauma Ha yaoctoBepeHue" (Certificate
Madification).

4.9 TpekpaTsaABaHe U cnupaHe Ha yAOCTOBepeHue

1.

2.

Ha npekpaTtaBaHe noanexart caMo BanuaHu yaooCTOBEPEHUS, T.e. YAOCTOBEPEHWS, YUNTO CPOK Ha
BanuOHOCT He € U3TEKbI.

Mpw npekpaTaBaHe Ha yoocToBepeHUeTo Ha onepaTueHUs YO 3a nsgasaHe v nogabpxaHe Ha
KY, oenicTBmeTo Ha BCUYKN U3gageHn OT Hero 1 BanuaHn yaocToBEepeHUs ce npekpaTtssa.

Camo onepatmBHuAT YO, u3gan yaocTOBEpeHWe, MOXe Aa npekpatu OeWCTBMETO Ha ToBa
yAOCTOBEpPEHME.

AKO npekpaTsaBaHeTO e CreAcTBMe OT onepaTopcka rpeLuka unm cnegcrTene ot KOMNpoMeTupaHe
Ha onepaTtuBeH YacTeH KoY Ha [locTaBynka, JoBENW A0 NpekpaTaBaHe Ha YAOCTOBEPEHMETO Ha
onepatmeHua YO, [JoCTaBYMKbLT LUe M3gaie 3a CBOS CMeTKa eKBUBANEHTHO yAOCTOBEPEHME.
Ycnyrute no ynpasneHne Ha npekpaTsiBaHe u cnvpaHe Ha AerCTBMETO Ha YAOCTOBEepeHne ca Ha
pasnorioXXeHne OEHOHOLWHO, 7 AHW B ceamuuarta. 3a CnewHo cnupaHe Ha AenCTBMETO Ha
ypoctoBepeHue (Hanpumep, narybeHo/otkpagHato QSCD yCcTpOWCTBO UK MOBUITHO YCTPONCTBO
C MOBUITHO NpUNoXeHNe) e HeobxoauMo TOBa Aa ce 3asBu Ha TenedoH: 0700 199 10.

Mpwn cpuB B cuctemaTa, ycnyrute unm gpyrn oaktopu, KOMTO ca M3BbLH kKOHTpona Ha YO, OKYY
nonara MakCcMMmariHu ycunus, 3a ga rapaHtupa, Yye ycnyrata He nuncea 3a nepuog, no-gbnsr ot
MaKcumarnHus nepuopg ot Bpeme, KOMUTo B criyyas e 3 (Tpu) vaca.

BpemeTo B cuctemute, CBbp3aHM CbC CnvMpaHe W npekpaTaABaHe Ha YyOOCTOBEpPEHWUs ce
cuHxpoHusnpa cnpsamo UTC noHe BeaHBbX Ha 24 yaca.

4.9.1 YcnoBusa 3a npekpaTsiBaHe Ha yaocToBepeHue

1.

[locTaBunKbT NpekpaTaBa n3gageHo ot Hero KY npu:

e CMbPT WM NocTaBsiHE Nof 3anpelleHne Ha oTpebuten ¢ npekpaTsiBaHe Ha HOPUAMNYECKO
nvue Ha lMNMoTtpebutens;

e npekpaTsiBaHe Ha npefcTaBuTenHaTta BnacTt Ha MoTpebuTtensa cnpamo puanyeckoTo nuue,
KOeTO NpeacTaBnsiBa;

e YCTaHOBSIBAHE Ha HEBEPHW AaHHW MpWU n3gaBaHe Ha YOOCTOBEPEHMETO;
CTaHana BnocrneacTeMe HeBApHa yaocToBepeHa MHAOpMaLus;

e Mpu NpOMsiHa B yAOCTOBEpEeHa Beve nHgpopmaunsa Ha MNotpebutens;
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e KOMMpoOMeTnpaHe Ha YaCTHUA KIoY;

e 3aryba Ha B-Trust QSCD unm mobunHo ycTporUCcTBO C MHULMANU3npaHo/akTMBMpaHo MobunHo
npunoxeHue unu 3anvyaesaHe (delete) Ha MOBMNHOTO NpUNOXeHne B MOBUNHOTO YCTPOWCTBO;

e 3abaBa B 3annawjaHeTo Ha AbIDKMMO Bb3HarpaxaeHue;

e VCKaHe 3a npekpaTsaBaHe, crnej Kato ce yBepu B CaMONIMYHOCTTa W B NpeacTaBuTenHarta
BnacT Ha [NoTpebuTens.

[ocTtaBumKbT Npeanpmema HezabaBHO NpekpaTsaBaHe Ha AencTBMeTo Ha nagageHoto KYKEI nnu

KY 3a obnauyen KEI npu BCSKO €QHO OT MOCOYEHUTE MO-rope 0b6CTOATENCTBA.

[ocTaBunKbLT NpekpaTaBa nsgageHuTe oT Hero yaoCTOBEPEHUS, ako NpekpaTh genHocTTa cun 6es

4a 9 NpexBbpnnn Ha opyr AOCTaBYMK.

[ocTaBunkbT MOXe Aa cnpe u npekpaTtn ygoctosepeHne Ha YO OT MHpacTpykTypaTa, ako ca

Hanuue OCHoBaTeNHN CbMHEHUS 32 KOMNPOMETMPaHEe Ha YaCTHUA KITHY Ha TO3W OpraH.

4.9.2 MMpoueaypa 3a npeKkpaTtaiBaHe Ha yAoCTOBeEpeHUe

1.

2.

10.

11.

12.

13.

MpekpaTaBaHe OENCTBMETO Ha yOOCTOBEpPEHUE ce npeaxoxaa oT permctpupaHe Ha MUckaHe 3a
npekpatseaHe npeg PO/MPC Ha JocTtaBuuka.

MckaHeTo 3a npekpaTsiBaHE Ha yOOCTOBEPEHME MOXE Oa Ce pernmcrtpvpa enekrpoHHO, camMo
korato [loTpebutens mma (4pyro) BanMaHO M AOCTBLMHO 3a MOMn3BaHe YyaocToBepeHue. B
NPOTUBEH Clly4an ce NpaBu UCKaHe Ha MACTO nped oTopusnpaH onepatop 8 MPC.
lMpekpaTaBaHETO Ha yOOCTOBEPEHME YpPE3 UCKAHE MO ENeKTPOHEH cnocob ce yoocToBepsiBa C
nonaraHe Ha BanugeH KEl, cboTBeTCTBaAL, HA BanngHo yaoctoBepeHne Ha MNMotpebutens.
Otopusupanunar onepatop B PO/MPC He3abaBHo, 6e3 aa ngeHtudouumnpa Notpedburtens, cnupa
OENCTBMETO Ha YOOCTOBEPEHMNETO 3a He NnoBeYe OT 24 yaca.

BbB BCuuku criydaun, MoTpedntenart nnm ynbiHOMOLLEHO OT Hero nuue Tpsibea ga NnoceTu JIMYHO
PO/MPC Ha [ocTtaBuvMka 3a nocnefBalia nMpoBepka Ha WOEHTUYHOCTTA, PECMNEKTMBHO
CaMOJIMYHOCTTa MY.

PO/MPC ctporo cnepBa M3MCKBaHUsATa 3a MOAEHTUUKAUNA U YCTaHOBSIBAHE HA MOEHTUYHOCT,
pecnekTMBHO CaMONNYHOCT Ha [oTpebuTens n NpUYNHUTE 3a NpekpaTsBaHe.

Cnen ycnelwHa enekTpoHHa aBTeHTUdukauma Ha PO/MPC upes oTopusmpaHua onepaTop,
onepaTtueHnsa YO nanbrHsiBa NOTBbpAEHaTa 3asiBKa 3a NpekpaTsBaHe Ha yOOCTOBEPEHMUETO.
Mpn HeycnewHa wugeHTMdUKaAUMA U MpoBepka Ha ycnosumdata 3a npekpatsasaHe, PO/MPC
OTXBbpfsl MCKAHETO 3a MnpekpaTsiBaHe Ha YAOCTOBEpPEHMETO U He3abaBHO Wu3BecTsBa
MoTpebutensa 3a NnpuynHUTE 3a ToBa.

MoTpebuTten, ¢ OTXBBPMEHO UCKaHE 3a NpekpaTaBaHe Ha yOOCTOBEPEHME, MOXE Aa Nogaae HOBO
NCKaHe 3a MnpekpaTsiBaHe Ha YOOCTOBEPEHNEeTO, crnen KaTto OTCTpaHW NOCOYEHUTE NPUYMHK 3a
oTKasa.

Cnep npekpaTtsiBaHe Ha yaocToBepeHMeTo, [locTaBunKbT, Ypes cBod onepatnseH YO, He3abaBHO
nybnukyBa npekpaTeHoTo ygoctoBepeHme B CRL, kaTo n3gaBa HOB CMMCHK.

Cnen npekpaTtsiBaHe Ha ypoctoBepeHueTo, [ocTaBumkbT, ypes CnyxbaTa 3a msBecTaBaHe
He3abaBHO yBegomsaBa [loTpebutena 4ypes e-menn wunm push-HoTUdMKauMs Ha MOBUNHOTO
YCTPONCTBO/MOBUITHOTO NPUITOXKEHME Ha NPEKPATEHOTO YAOCTOBEPEHME.

MpekpaTeHo ypocTtoBepeHve Ha [loTpebuten He nognexum Ha Bb30OHOBsBaAHE WNU Ha
noaHoBsIBaHe.

[ocTbn OO0 MCKaHEeTO 3a npekpaTsBaHe U OTYETUTE OT M3MBbISIHEHMETO Ha NpeKkpaTsiBaHe Ha
yOOCTOBEPEHUE MMaT OTOPM3MpaHM nmua oT nepcoHana Ha [JoctaBuuka.

4.9.3 lpaTtuceH nepuop npeau npekpartsBaHe Ha yaoCcToBepeHue

1.

2.

Mpeaon ga npekpatn gencrtBneto Ha BanugHo KY, [octaBumkbT 4vpes ceoss PO/MPC cnumpa
OEenCTBNETO Ha yOOCTOBEPEHMETO 3a HE noBeYye OT 24 vaca.

B pamkuTe Ha TO3M rpaTuceH nepuopg [octaBuuksT, Ypes ceosa PO/MPC, tpsabea ga nssbpLum
BCUYKM MPOBEPKN 3a yCTaHOBSIBAHE Ha MOEHTUYHOCTTA Ha [MoTpebutensa n Ha npuyuHUTE 3a
npekpaTtsiBaHe.

Mpn HeycnewHa npoBepka WNU Ccrieg uM3TU4aHe Ha rpaTtucHus nepuod, [oCTaByYMKbT
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Bb306HOBABA AENCTBMETO Ha YOOCTOBEPEHUNETO.
4. [ocTaByvMKbT Bb30OHOBSIBA [AEWCTBMETO Ha YOOCTOBEPEHMETO MO M3PUYHO WUCKaHE Ha
MoTpebuTens nnm ynbIHOMOLLEHO OT HErO N1LE NPeaun Aa u3teye rpaTUcHUS nepuoa.

4.9.4 Bpeme, 3a KoeTo YOocToBepsiBal, opraH TpsA6Ba Aa M3NbLIIHU MUCKaHe 3a
npekpaTABaHe

1. [ocTtaBumkbT TpsiGBa Aa M3NMbIHWU UCKaHe 3a MpekpaTsiBaHe Ha yAOCTOBepeHue 3a nepuog ot
BpEMe, He MOo-TofsiM OT MOCOYMEHUSI rpaTUCEH MNEPUOL M camO crnef YChewHo 3aBbplueHa
npoBepKa Ha yCcroBuaTa U Ha NPUYNHUTE 3a NpeKkpaTsiBaHe.

4.9.5 WU3uckBaHMa KbM [loBepsiBallM ce CTpaHU 3a MNpoBepKa Ha MnpeKpaTeHo
yaAocToBepeHue

1. Bcska [oBepsiBawa ce cTpaHa npvema usgageHo ot [octaBumka KY camo cnep ycnewHa
npoBepKa Ha cTaTyca Ha yA0CTOBEPEHMETO Ype3 akTyanHnst CRL nnuv 4ypes npoBepka Ha TEKyLLUS
cTaTyc Ha yaoCTOBepPeHNeTo B pearnHo Bpeme vpe3 OCSP cbpebpa Ha [locTaBumka.

2. [oCTaB4YMKBbT HE HOCWM OTrOBOPHOCT 3a HAacCTbMWWM BPean M NOCneacTBUsA OT HEU3MbIIHEHNE Ha
NMOCOYEHUTE U3NCKBAHUS.

4.9.6 YecTtoTa Ha NnyGnMKyBaHe Ha aktyaneH CnucbK Ha nNpekpaTeHn yaoCToOBepeHus

1. [JocTaB4mkbT, Ypes cBod onepatmeeH YO, nybnvkyBa He3abaBHO HOB akTyaneH CRL, Bceku nbT
KoraTo ce npekpaTu AercTBueTo Ha BanuaHo KY, nsgageHo ot To3u opraH.

2. [ocTtaB4nkbT, Ypes cBosa onepaTtuseH YO, nybnukyea nepmoanyHo aktyaneH HoB CRL cbc cpok
Ha BanugHocT 1 mecel,.

3. CpokbT Ha BanuaHoOCT 1 MeceL, Baxun 3a BCekn nybnvkyBaH HoB akTyaneH CRL Ha onepatuBHus
YO.

4.9.7 NMybnukyBaHe Ha akTyaneH CnucbK Ha NpeKkpaTeHn yaocToBepeHus

1. [OoctaBumkbT cBoOeBpeMeHHO nybnukyBa aktyaneH CRL crneg aBTtomMaTuyeH 3anuc Ha
npeKkpaTeHo UNn CnpsHO YAOCTOBEPEHME.
2. [lybnukyBaHeTo Ha akTyanHua CRL e aBTomaTU4HO.

4.9.8 Bb3MOXHOCT 3a NpoBepKa Ha CTaTyC Ha yaoCTOBepeHue B peariHo Bpeme

1. [JdocTaB4uMKkbT NpedocTaBs OHMNawmH npoBepka B peanHo Bpeme no OCSP npoTtokon Ha cTtatyca Ha
nsgagexHute KY.

4.9.9 WUN3suckBaHuga 3a non3BaHe Ha OCSP

1. Tlposepka Ha ctatyc Ha KY B peanHo Bpeme (no OCSP npoTtokon) m3uckea ga ce M3nonssa
HeobxogumaTta TexHuMKa M TEXHONMOrnW, KakTo M OHNavH Joctbn npe3 WHtepHetr go OCSP
CcbpBbpa Ha [locTaByukKa.

2. [lpoeepka Ha cTaTyc Ha KY B peanHo Bpeme (no OCSP npoTtokon) moxe ga ce nanbiHu 1 npes
NHTepHeT cTpaHuuaTa Ha [locTaBumka.

4.9.10 CbrnacyBaHe Ha uHcgpopmaumaTa B CNUCHK Ha NpeKkpaTeHn yaoCTOBEepPeHUs U
OCSP

1. TvnkaTo [JocTaBYMKbT Nogabpka ABa METOAA 3a NPOBEpPKa Ha cTaTyc Ha ygoctoBepeHme (OCSP
n CRL) cblecTByBaT Npoueaypv 3a nogabp’kaHe Ha e0HaKBOCT Ha UHpopmaLmaTa 3a cTaTyc.
2. WHdopmauusa 3a ctatyca Ha yaocToBepeHue ce aktyanusupa Han-Hanpeg no OCSP, crieg koeTo
Ce CUHXpPOHM3Mpa M CboTBETHMS CnUCBbK Ha npekpaTteHn ypocToBepeHusi. Pasnukata B
WHopMaLMaTa 3a cTaTyca Ha yOoCTOBEPEHUE MMa Nepuos Ha yeaHakBsiBaHe B 3aBUCUMOCT OT
YpoctoBepsiBalms opraH, nsgasall, CboTBeTHUS CNUCHK Ha NpeKpaTeHn yaOCTOBEPEHMS, KaKTO
cneaBa:
o 3a B-Trust Root Qualified CA n B-Trust Root Advanced CA — nepuog 8o 2 yaca;
o 3a B-Trust Operational Qualified CA n B-Trust Operational Advanced CA — nepuog go 2
MUHYTW.
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4.9.11 YcnoBus 3a cnMpaHe Ha yaocToBepeHue

1.

2.
3.

[ocTaBunkbT, Ypes cBos onepaTtuBeH YO, cnvpa OeACTBMETO Ha BanvaHo KY npu onpeaenexun
YyCnoBuA U 3a CpoK 0 24 vaca.

[ocTaBunkbT NnpegnpuemMa HesabaBHU OENCTBUS NO UCKAHETO 3a CMpaHe Ha yAOCTOBEPEHME.
3a BpemeTo, Nnpe3 KOeTo YAOCTOBEPEHUETO € CMPSHO, TO Ce CYUTa 3a HeBanuaHO U BCUYKM
€IeKTPOHHWN NOANUCHU, NPOBEPSBaHN C TOBA YAOCTOBEPEHNE Ca HEAEWCTBUTENHN (HEBaNUaHW).

4.9.12 Kon moxe na 3asiBM UCKaHe 3a cnupaHe Ha yaocTtoBepeHue

1.

[ocTaBunKbLT cnvpa M3gageHo OT Hero BanvaHo yaoCTOBEPEHME akKo:

e MOCTBbMM UcKaHe Ha lNMoTpebuten unu ymbAaHOMOLLEHO OT Hero nuue, 6e3 aa e onbxeH aa ce
yBEpU B MAEHTUYHOCTTA UM B NpeAcTaBUTENHaTa My BRacT;

e OCTBbMM UCKaHe Ha nuue, 3a KOeTo cnoped obcTosTencTeara € BUgHo, Ye MoXe Ada 3Hae 3a
HapyLleHNs Ha CUIYPHOCTTA Ha YacCTHUS KITHOY, KaTo NpeacTtaBuTen, CbAPYXKHUK, CIY>KUTen,
ap.;

e nocTbnu nckaHe Ha KPC;

e uMa pelweHue Ha npeacepartend Ha KPC, korato e Hanuvue HenocpencTBeHa OMacHOCT 3a
WHTEepecuTe Ha TPETU Nuua UNKU NpU HanuuMe Ha OCTaTbyHO [aHHM 3a HapylleHue Ha
SEAEYY.

4.9.13Mpouenypa 3a cnupaHe Ha yaocTtoBepeHue

1.

2.

No

CnuvpaHe 4elCTBMETO Ha YAOCTOBEPEHME Ce Npeaxoxaa OT permcTpupaHe Ha uckaHe 3a cnupaHe
npeg PO/MPC.

WMckaHeTo 3a cnvpaHe Ha yaoCTOBEpPEeHNe MOXe a ce pernctpupa 4Ypes enekTpoHHa 3asiBka nnm
ce npaBu UckaHe npepg otopuampan onepaTtop B MPC Ha [JocTtaBuuka.

3. WckaHeTo 3a cnupaHe Ha yooCTOBEPEHME Ypes eNnlekTpOoHHa 3asBka ce yaoctosepsasa ¢ KEI
(vnm YEN) unun obnayven KET.

4. Otopusumpanuat onepatop B PO/MPC HesabaBHo, 6e3 ga maeHTuduumpa Notpebutens,
cnupa AencTBMeTo Ha yaocTtoBepeHneTo. CnmpaHeTo Ha yOoCTOBEPEHMETO Ce M3BbpPLUBA Ype3
BPEMEHHOTO MY BMMCBaHE B CMMCBbKA Ha NpeKpaTeHUTe yAOCTOBEPEHUS, CbINacHo Y. 26, an. 5
ot SEAIEYY.

Cnen ycnewHa enekTpoHHa aBTeHTUdUKaUMs Ha oTopusmpaHua onepatop B PO/MPC,
onepatmBHua YO n3nbnHaBa NOTBbpAeHaTa 3asiBKa 3a CnnpaHe Ha yaoCTOBEPEHMETO.

PO/MPC He moxe fa OTXBbpIisi UCKaHETO 3a crvpaHe.

Cnep cnupaHe Ha yaocTtoBepeHuneTo, [ocTaBumKkbT 4pe3 cBos onepatmBeH YO He3abaBHO
nybnukyBa cnpsiHoTo ygoctoBepeHue B CRL upes nsgasaHe Ha HoB CRL.

Cnen cnupaHe Ha ygoctoBepeHueTo, [ocTaBumkbT 4ype3 cBosita Cnyxba 3a msBecTsaABaHe
He3abaBHO yBepomsaBa [loTpebutena 4vpes e-menn nnu push-HoTMdUKAUUA HA MOBUITHOTO
YCTPOWCTBO Ha CNpsiHOTO y4OCTOBEPEHME.

4.9.14 OrpaHuM4yeHMe Ha nepuoaa Ha cnMpaHe Ha yaocToBepeHue

1.

2.

[ocTtaBumkbT cnnpa gencreneto Ha KY 3a nepuoa Ao 24 4yaca OT noflydyaBaHe Ha MCKaHeTo 3a
cnupaHe.

JocTaBunkbT BpeMeHHO cnupa Ao 24 vyaca [encTBMeTo Ha yaocToBepeHue, npeau
npekpaTsiBaHETO MY.

4.9.15 Bb3o6HOBsIBaHe AeMCTBMETO Ha CNPSAHO yAOCTOBEpPEHUE

1.

[ocTaBunkbT Bb30OHOBSABA AENCTBMETO Ha cripsiHo KY:

e [0 24 vaca crnef HeroBoTo CrMpaHe;

e Crej KaTo u3Teye cpoka 3a cnupaHe (24 yaca) U He e NOCTBLNUIIO UCKaHe 3a npekpaTaBaHe;

e Cnej KaTto oTnagaHe OCHOBaHMETO 3a cnvpaHe, Npeaun ga natede nepuoga Ha cnvpaHe;

e 10 nckaHe Ha lNMoTtpebutens, cneq kato [octaBunkbT, cboTBeTHO KPC ce yBepu, ve Ton e
y3Han npuynHaTa 3a CnMpaHeTo, KaKTO M 4Ye UCKaHeTO 3a Bb30OHOBsABaHe € HarnpaBeHo
BCreAcTBME Ha y3HaBaHETO.
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2.

Cnen Bb30OHOBSIBaHE Ha YAOCTOBEPEHWE, NOCINEAHOTO Ce cyYNTa 3a AeNCTBUTENHO.

4.9.16 NMpoueaypa 3a Bb30O6HOBsIBaHe Ha AeUCTBUETO Ha yAOCTOBEepeHue

1.

2.

PO/MPC Bb306HOBsIBa cnpsiHO KY crieq KaTo nony4yn nckaHe 3a Bb3obHoBsBaHe oT [oTpebutens
1 cnep ycnewHa npoBepka 3a uaeHTudmkaums.

PO/MPC Bb306HOBSsIBa CpsIHO yAOCTOBEPEHME Cref KaTo Nofy4M MMCMEHO pasnopexaaHe unm
nucmeHa 3anoeeq ot KPC, cbotBeTHO Ha npeacepatensa Ha KPC 3a Bb3oOHOBsIBaHE Ha
yOOCTOBEPEHNETO.

PO/MPC He3abaBHO Bb30OHOBsIBa CMpSIHO YAOCTOBEPEHME crief KaTo M3Tevye HOpMaTUMBHUS
nepuog Ha cnupaHe (24 yaca).

BbB BCMYkM cnydaum, npouegypaTa no Bb30OHOBSIBaHe M3Baxada CNpAHOTO yOOCTOBEPEHWe OT
Tekywms CRL v ny6nukysa HoB CRL.

4.10 CtaTtyc Ha yaocToBepeHue

1.
2.

Beunukn gencteutenHmn KY, kouto [JocTaBYMKbT n3gaea ce nyonukyear B [Ty6nuyHns permcrop.

Bcsako nybnukysaHo yooctoBepeHue B Pernctbpa e:

e CbC CTaTyC ,BanuaHo" - NnepnoabT Ha BanNUOHOCT, MOCOYEH B yAOCTOBEPEHNETO HE € N3TEKbI
KbM MOMEHTa Ha NpOBepKa Ha cTaTyca;

e CbC CTaTyC ,HeBanNMAHO" - NepMOABLT Ha BaNMOHOCT, NOCOYEH B yOOCTOBEPEHUETO € U3TEKbI
KbM MOMEHTa Ha NpoBepKa Ha cTaTyca.

Bcunukn npekpaTeHn ygoctoBepeHus ce BkntoyBat B CRL, konTo ce nybnunkyBa nepmoanyHo unm

He3abaBHO cnep NpoMsaHa Ha CTaTyC Ha y4OCTOBEpPEHME.

EnemeHTbT B CRL, cboTBETCTBALL HA CNpsiHO/MPEKpaTeEHO yAOCTOBEPEHME CbabpKa aTpuoyT,

KOWTO yKasBa npuvyuHaTta 3a npekpatsasaHe Ha ygocTtoBepeHuneTo (,CRL Reason").

CnpsaHo ygocTtoBepeHune ce BkntouBa B CRL go HeroeoTto Bb3oOHOBsIBaHE M aTpubyTteT ,CRL

Reason" B cboTBeTCTBALWMA My enemMeHT oT Cnucbka e cbe 3HadeHue ,certificate Hold".

CraTyc Ha ygocTtoBepeHue, npoeepsieaH yYpe3 CRL-mexaHm3bm (4pe3 Cnuchk Ha NpekpaTeHu

yOOCTOBEPEHUS), Ce onpeaens oT 3HadeHneTo Ha atpubyTa ,CRL Reason".

Cratyc Ha ygoctoBepeHue, npoBepsiBaH Ype3 OCSP-mexaHusbvm (4pe3s OCSP npoTtokon), ce

onpegend OT 3HadeHneTo response Status" B otroBopa, nonydyeH ot OCSP cbpBbpa, KakTo

cnepga:

e ,good"- yoocTOBEpPEHMETO He e ChnpsiHo/MpekpaTeHo, HO He YyTBbpXAaBa, Ye BPeEMeTO Ha
OTroBOpa € B paMKuTe Ha nepuoga Ha BanngHoCT Ha TOBa yOOCTOBEPEHUE;
.revoked"- yqoCTOBEPEHMETO € NPeKpaTEHO NN BPEMEHHO cnpsiHO (on hold);

e ,unknown"- OCSP cbpBbpa HAMa WMH(popmauma 3a ToBa yoocToBepeHue (Han-BepOATHO
yOOCTOBEPEHUETO € u3gageHo ot apyr JocTaByuk).

4.11 MpeKkpaTsAABaHe Ha AOrOBOP 3a YAOCTOBEPUTESNTHU YCIyTrU

1.

[loroBopbT 3a yaocTtoBepuTenHu ycnyrn mexay [loctasumka u MoTpeGutens ce npekpaTsea cneg
N3T4YaHe Ha Cpoka Ha BanuAHOCT Ha NocneaHoTo U3aafAeHo YAOCTOBEPEHMe, NpekpaTaBaHe Ha
BCMYKM BanuaHW yOOCTOBEPEHWUs Mo TO3W [OroBop, WM Ha OpPYro OCHOBaHWE, MOCOYEHO B
Aoroeopa.

4.12 Bb3cTtaHOBSABaHe Ha Kn4oBe

1.

[ocTaBunkbT He npegnara ycnyrata "EckopTMpaHe Ha Koy U Bb3CTaHOBsIBaHe Ha kntoy" (Key
Escrow and Key Recovery).
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5 CPEOCTBA, YINPABJIEHUE U ONEPATUBEH KOHTPOI

5.1 ®Pusnyecku KOHTpon

1.

2.

[ocTaBunkbT ocurypsisa conanyecka 3awmrta U KOHTPOS Ha AOCTbMa Ha MOMELLEHUSTa, KbAeTo
nMa MHCTanNMpaHu KPUTUYHN KOMMNOHEHTM Ha MHpacTpykTypaTa Ha B-Trust.

KpUTMYHM KOMNOHEHTM Ha MHdpacTpykTypaTa B-Trust Ha [JocTaB4uka ca:

e bBbasoB YO ,B-Trust Root Qualified CA";

BaszoB YO ,B-Trust Root Advanced CA”;

OnepatumeeH YO ,B-Trust Operational Qualified CA";

OnepatueeH YO ,B-Trust Operational Advanced CA”

Pernctpupaly opran;

MMy6rnyeH perncrsbp;

OpraH 3a nsgaBaHe Ha kBanuduuMpaHu enekTpoHHM BpemeBu nedaTun ,B-Trust Qualified
Time Stamp Authority";

OCSP cbpBbp ,B-Trust Root Qualified OCSP Authority";

OCSP cbpBbp ,B-Trust Qualified OCSP Authority";

OCSP cbpBbp ,B-Trust Root Advanced OCSP Authority";

o OCSP cbpBbp ,B-Trust Advanced OCSP Authority".

NHdpactpyktypata B-Trust Ha [ocTaBumka e cumandeckm n normdeckm obocobeHa n He ce
n3nonaea npu apyru genHoctn, konto ,60PUKA” ALl ocbLiecTBsiBa.

5.1.1 lMomeweHUA N KOHCTPYKLUA Ha NOMeLeHUsaTa

1.

[ocTaBuMkbT pasnonara CbC CheuuanHo KOHCTpyupaHo W obopyaBaHO MOMELLEHNEe C
eNeKkTpoMarHMTHa 3allumMTa U Ha-BUCoKa CTEMNeH Ha KOHTPOI Ha (oM3NYeCKN AOCTLM, B KOETO ce
nomewasat YO Ha [locTaBuMka 1 BCUYKUTE LEHTPanHM KOMMNOHEHTU Ha MHdpacTpykTypaTa — ,B-
Trust Root Qualified CA*, ,B-Trust Operational Qualified CA”, ,B-Trust Root Advanced CA®, ,B-
Trust Operational Advanced CA”.

5.1.2 ®dusnyeckum gocrtbn

1.

2.

®dU3NYECKUAT AOCTHLN A0 CNeUmnanmM3npaHoTo NOMeLLLEHME Ce KOHTPONMPa OT CUCTEMM 38 KOHTPOI
Ha gocTbna, BuaeoHabnaeHme, CUrHanHo-U3BeCTUTENHN CUCTEMM U Op.

CuctemMuTe 3a KOHTPOI Ha (PM3NYECKUa OOCTHbMN Ce UHCMEKTMpaT NepuoanyHo 1 ce noaabpxat
HeobXoauMUTe XypHarnu.

OBnacteHnTe nuua oT nepcoHana Ha [locTaByMka CTPOro crassaT U criegBaT paspaboTeHu
BbTPELLHM NpoLeaypu 3a OCTbN A0 Pa3NMYHUTE 30HM Ha NMOMELLEHMNETO C OrpaHnYeH husnyecku
JOCTbI.

Bcsiko nuue oT nepcoHana Ha [locTaBunka e NepcoHNULNPaHO B CUCTEMUTE 3a KOHTPONMpaHe
Ha gocTbna A0 NOMELLEHNETO U Ce U3NCKBA CTpora Bepudukaums.

5.1.3 EneKTpM‘-IeCKO 3axpaHBaHe U KnnMmaTu4iHu ycnoBus

1.

EnekTtposaxpaHBaHETO Ha BCUYKM KPUTUYHU KOMMOHEHTM Ha WHGpacTpyktypaTa B-Trust Ha
[ocTaBuunka ca 3almTeHn cpeLly NnpeKkbcBaHe Ha enekTpocHabasBaHeTo. EnekrposaxpaHBaHeTo
Ha NomeLleHNeTo e C BUCOKa CTeMNeH Ha 3aluTa U e eKpaHnpaHo CpeLly BbHLUHU MHTEPBEHLNUN.
BeHTunaumvoHHaTta cuctema e cneuuwariHo npegHasHadeHa 3a TakbB Krnac NomeLleHus, KaTto He
Jonycka KoMnpomMeTrpaHe Ha (hmusmyeckaTa 1 enekTpoMmarHuTHaTa 3almTa Ha ToBa NnomMeLleHue,
KakTo 1 HopManHaTa paboTta Ha UHCTannpaHUTe KOMMOTBHPHN KOMMOHEHTH.

5.1.4 HaBogHeHwue
1. MNpeaBnaeHn ca cneynanHn Mepkn cpeLly HaBoAHEHWE Ha MOMELLEHMETO.

5.1.5 lpepoTBpaTsiBaHe Ha NoXxap M 3awuTa oT noxap
1. ﬂ,OCTaBLII/IK'bT cna3sa BbBeOeHuUTe HOpMaTuUBHMU W CTaHOAPTU3AUMOHHM NPOTUBONOXAapPHU
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M3NCKBAHNA 3a TaKbB Kiac nomMeLleHuns.

5.1.6 CbxpaHeHMe HAa HOCUTENN Ha AaHHU

1. B nomeLLeHNeTO ca pasnonoxeHn cendoBe ¢ pasnnyHa cteneH Ha omamyecka 3awmuTta cpelly
OTBapsHe, B KOUTO Ce CbXpaHsaBa MHdopMaundaTa, kKsanuuumpaHa kaTto KoHpmaeHumnanHa.

5.1.7 Cpok Ha ynoTpeba Ha TeXHUYECKU KOMMOHEHTH

1. EkcnnoaTauuoHHUAT CPOK Ha (U3MYeckuTe enemMeHTM B CbCTaBa Ha BCUYKU KPUTUYHU
KOMMOHEHTN Ha nHdpacTpykTypaTa Ha B-Trust ce cvbniogaea v cneg npeaBuaeHns Nepruos Ha
paboTa, Te ce ussexaar oT ynotpeba.

5.1.8 [y6nupaHe Ha TeXHUYECKUTE KOMMOHEHTH

1. BCWYKM KPUTUYHU KOMMOHEHTU B MH(ppacTpykTypaTa B-Trust Ha [JocTaBumka ca aybnvpanu.
2. KomnoHeHTUTE B UH(ppacTpyKTypaTa, KOUTO NPeaoCcTaBAT YCnyrn B peanHo BpeMe, CBbP3aHn C
n3gageHnTe yaoCToBEepeHWsi, Ca U3MbIHEHU MO CXemMa 3a HeNpPeKbCBaAeMOCT Ha ycrnyruTe.

5.2 TpoueanypeH KOHTpon

1. OnepatnBHUTE NpoLeaypy B HACTOSALLNA OOKYMEHT, OTHOCHO MH(ppacTpyKkTypaTa Ha B-Trust, ce
N3NbJIHABAT B MbJIHO CbOTBETCTBMUE C pa3paboTeHn BbTPELLHM NpaBuna, ykasaHusa u Monutuka
3a curypHocTt Ha [JocTaB4uka.

5.2.1 ONBbXHOCTU U AENHOCTU

1. [JocTaBuvKkbT noaabpxa KBanuduumpaHu CRYXUTENW Ha OIbXHOCTU, KOUTO ocurypsisat
N3NBITHEHNETO Ha 3adblPKEHMSATA MY BbB BCEKM MOMEHT MpPU OCbLUECTBSBAHETO Ha OeMHOCTTa
no nsgaeaHe, noggpwbxka n ynpaeneHune Ha KYKE, B cboTBETCTBME C HOpMaTMBHAaTa ypeaba.

2. [ocTaBumKbT ocurypsia 4eNHOCTTa CM CbC CODCTBEH NepcoHarn.

3. 3a onpegeneHun oenHocTu, [JocTaBUMKbT MOXeE Aa NPUBMMYA U BbHLUHK Nnua.

5.2.2 Bpow Ha cnyxuTenu 3a onpeaeneHa 3agada

1. 3a Bcsika OT NOCOYEHUTE AENHOCTM B HopMaTMBHaTa ypeaba, [locTaBUMKbT noaabpka noHe no
e0HO Nnuue, KOeTo Aa U3MbIHSABA NocTaBeHUTe 3aJauun.

5.2.3 UpeHTUduUKaumsa Ha ANBXHOCT

1. [ocTaB4unKbT e pa3paboTun ONbXHOCTHU XapakTepPUCTUKN 3a BCSKa edHa OT ANTbXHOCTUTE Ha
nepcoHana, KOMTo U3NbIIHSABa AENHOCTTa My.
2. [nbxHOCTUTEe OT NepcoHana Ha [JocTtaB4ymka BKOYBAT MOHE criegHnTe 4EeNHOCTU:
e TreHepupaHe 1 nogobpaHe Ha MH(pacTpyKkTypaTa Ha NybnuuHMA KoYy Ha OOCTaBYMKa Ha
yOOCTOBEPUTENHU YCIyTu;
e aAMMHUCTPUpPAHE N OCUTypPsiBAHE CUTYPHOCT Ha CUCTEMUTE;
e Cb3aBaHe W yrnpaBneHue Ha KY, BKMOYNTENHO Cb3gaBaHe Ha ABOMKA KIHO4YOBE - YacTeH 1
ny6nuyen 3a KY;
e CbXpaHeHue Ha JaHHW N apXuBUPaHe.

5.2.4 WN3ucksBaHuA 3a pas3gensiHe Ha OTFTOBOPHOCTUTE
1. ﬂ,eVIHOCTVITe Ha nepcoHarsa Ha ﬂ,OCTaB‘-IVIKa Ce N3NbJ1HABAT OT pa3findHu nnua.

5.3 KBanudmkauuma n oby4yeHue Ha nepcoHarn

1. MNepcoHanbT Ha [locTaBuMka npuTexaBa HeobxogumaTta KBanudukaums, NpodecrmoHanHm
NO3HaHMS U ONWUT B criegHuTe obracTu: TEeXHONorMu 3a CurypHocT, kpuntorpacus, PKI -
TEXHONOIMS, TEXHUYECKM HOPMM 3a OLUEHKa Ha CUrypHOCTTa, MHMOPMAaUMOHHM CUCTEMMU,
KOMYHMKaLMKN 1 Op.

2. Jlvuata oT nepcoHana Ha [JocTaBuyMka npemMuHaBaT HaYarHo 1 nocneasallo KBanumgukaumoHHo
oby4yeHre Mo ekcnnoaTaumsi Ha KOMNOHEHTUTE Ha MHdpacTpykTypaTta B-Trust.

3. WanckBaHuATa 3a AoNbNHUTENHA KBanuuKauusi, ONPECHUTENHW M OPYrM MeponpusaTus ca
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pasnucaHu BbB BbTPELUHM JOKYMEHTU Ha [locTaBymka.
4. [ocTaByMKbT NOATOTBSA U aKTyanuaupa BbTPEeLLHM UHCTPYKLMK 3a paboTa, KOUTo NpeaocTaBs Ha
nepcoHana 3a uenute Ha camooby4yeHune 1 NnoBuLIaBaHe Ha KBanudukaumaTa npu padora.

5.4 W3roTBsiHe 1 noaabpXKaHe Ha XypHanu

5.4.1 3anucu Ha 3HaYNMU CHLOUTUA

1. [docTaB4YMKbT CbXpaHsiBa 3anmcu, Cb3gaBaHU OT ONepauuoHHUTE CUCTEMU Ha KOMMIOTbpPHUTE
nnatdopmm B UHpacTpykTypata B-Trust, kakto cnefga:
® MpPWU MHCTanNMpaHe Ha HOB U/MNN JoNbIHUTENEH codTyep;
e MpW CNMpaHe 1 cTapTUpaHe Ha CUCTEMUTE U NPUIOXEHNATa B TaX (gaTa, Bpeme);
e [pW YCMELLUHM N HEYCMNELLHM ONUTK 3a CTapTMpaHe Ha M AOCTbN 4O XapAyepHu u codpTyepHn
PKI-KOMMOHEHTN HA CUCTEMUTE;
e MpU CUCTEMHM COMPTYEpPHU M XapAyepHu CPMBOBE HaA cUCTEMUTE W ApPYrM aHoOManuu B
nnarcpopmuTe.
2. [JocTaBuMKBT CbXpaHsiBa 3anmcu, Cb3gaBaHWM OT KOMMOHEHTUTE (codpTyep W Xxapayep) B
WHpacTpykTypaTa Ha B-Trust oTHOCHO:
e reHepupaHe v ynpasrieHne Ha OBOWKMTE KroyoBe 1 ygoctoBepeHus 3a YO 1 KOMMOHEHTH B
WHpacTpyKTypaTa Ha B-Trust;
ynpaeneHne Ha HSM Ha ,B-Trust Root Qualified CA” n ,B-Trust Operational Qualified CA®;
ynpaeneHne Ha HSM Ha ,B-Trust Root Advanced CA” n ,B-Trust Operational Advanced CA*;
CbObpKaHue Ha n3gageHuTe y4oCTOBEPEHMS;
reHepupaHe v ynpasneHve Ha OBOVKUTE KMOYOBE M yAOCTOBepeHus Ha MoTpebutenute;
ycnewHa unmM HeycnewHa obpaboTka Ha 3asBKM 3a msgaBaHe W/MnM nogapbXka Ha
yOOCTOBEPEHUS;
reHepupaHe Ha CRL,;
nybnukyBaHe Ha nsgageHu BanuaHun ygoctosepeHus B [Ny6nvyHns perncop;
KOHdUrypupaHe Ha Nnpodunm Ha yaoCTOBEPEHUS;
cTaTyc Ha yAOCTOBEPEHNE B pearHo BpeMe;
n3gaBaHe Ha KBanuduumnpaH enekTpoHeH BpeMeBM nevaTt Ha NpeacTaBeHo ChabpXKaHue.
3. Hoctbn Oo wuHdopmauuaTa Ha 3anMcute umaT caMO OBfacTeHu nvua OT nepcoHana no
noaapbXKa Ha cucTemuTe.
4. [locTaB4MKbLT CbXxpaHsiBa 3anucu, kouto ce cb3gasaTt B PO/MPC OTHOCHO:
e MOCTBLNWUAM AOKYMEHTU 3a permcTpupaHe ¢ Len yctaHoBsABaHe Ha MAEHTUYHOCT U Ha UCKaHUSA
3a usgasaHe, NoAHOBSABaHe, CnnpaHe/Bb306HOBSBAHE M NpeKkpaTaBaHe Ha yOOCTOBEPEHUS;
e BbTPELUHN Npouenypu 3a ngeHTndukaums n perncTpaums.
5. CwbxpaHsBsaT ce 3anucu, cb3gageHn OT KOMYHUKALMOHHUTE KOMMOHEHTU B UHADpACTPyKTypaTa.
6. CobxpaHsiBaT ce 3anncu B JOKYMEHTanHUs apxue - CTapy M akTyanHu Bepcum Ha ,[lonuTuka 3a
n3gaBaHe Ha KBanuduumMpaHu yOOCTOBEPEHMS 3a KBanuduuupaH enekTpoHeH noanuc u
MpakTuka npu npegoctaesHuTe ot ,BOPUKA® ALl kBanuduumpaHm yaoctoBeputenHu ycnyrm,
3a8BKN-OPMYINAPU, MHCTPYKLMK 3a paboTa un ap.

5.4.2 YecTOoTa Ha cb3gaBaHe Ha 3anucu

1. WHdopmaumdaTta 3a enekTpoHHUTE XXYpHanu ce reHeprpa asToMaTUyHo.

2. 3anucute n noroseTe nepnoanyHo ce aHanm3npart OT OBJTaCTEHU CIYXXUTESNN Ha D,OCTaBLWIKa.
5.4.3 MNepuopn Ha cbXpaHeHMe Ha 3anucu

1. XKypHanute ce cbxpaHaBaT 3a nepuoa ot 7 (cegem) roavHu.

5.4.4 3awwuTta Ha 3anucuTte

1. WHdopmauusta oT 3anucute B NoroBete NepuoavMyHO ce 3anucBa Ha (U3NYecku HocUTenwu,
KOUTO Ce CbXpaHsiBaT B crieuuaneH cend, Hamupal, ce B NMOMELLEHNE C BUCOKa CTENeH Ha
dmanyecka 3aLmTa U KOHTPON Ha AOCTbNa.
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2. Camo kBanuuLmpaH oBrnacTeHn nuua oT nepcoHana Ha [loctaBymka MMaT nNpaBo Ha AOCTbN U
paboTa c Te3u 3anucu 1 norose.

5.4.5 MopAabpxaHe Ha pe3epBHU KoNus

1. MopabpxaT ce pe3epBHU KOMUA OT 3anucute B NIOrOBETE Ha CUCTEMUTE, KOUTO Ce CbhXpaHsasaT
HaaexaHo.

5.4.6 YBegomsiBaHe criefl aHanu3 Ha 3anucu B XypHana

1. TepuoanyHo ce aHanuaMpaT 3anucuTe B XXypHara no OTHOLIEHUE Ha YS3BUMOCT M HaaeXaHOCT
Ha cUCTeMUTE 1 ce yBeoMABaT KOMNETEHTHUTE opraHy Ha [locTaByMKa 3a B3eMaHe Ha MepKu Nno
ynpaBreHne Ha CUrypHoOCTTa, ako e Heobxoaumo.

5.5 ApxuB 1 nopgabpxKaHe Ha apxuBa

1. NHdopmaumaTta 3a 3HauumMm cbontna ce apxmeupa B eNIEKTPOHEH BUA NEPUOANYHO.

2. Ha xapTueH HocuTen nnu B eNeKTPOHEH BUA Ce apxueupa un usnaTta nHpopmaums, cBbp3aHa CbC
UCKaHETO 3a u3gaBaHe, MOAHOBsIBaHe, ChvMpaHe/Bb3oOHOBABaHE W npekpaTsBaHe Ha
yOOCTOBEPEHUS N MbIIHNA AOKYMEHTO0O0opoT Mmexay [JoctaBumka u NoTpebutenure.

3. [ocTaBuMKbT CbxpaHsiBa apxuvBa BbB (popmMaTt, nNO3BOMSABALY, Bb3NpoOU3BEXOaHe U
Bb3CTaHOBSIBaHe.

5.5.1 BupoBe apxuBu
1. ,D,OCTaBHI/IK'bT nogabpiKa XapTueHn n eneKTpoHHU apXmBu.

5.5.2 lepuop Ha cbxpaHeHUue
1. ApxuBBT ce cbxpaHsiBa 3a cpok oT 10 (geceT) roguHu.

5.5.3 3awmTa Ha apxmBHa MHhopmaLms

1. CwurypHocTTa Ha apxuBa ce obesneydaBa, KakTo criega:
e apxuBHUTEe dannoBe B €MEKTPOHHA dhopMa ca eNeKTPOHHO NOANUCAHN;
e cneunduyHNTe CbOUTUA M OaHHW, KOMTO CE 3anucBaT B apxuBa ca OnpedernieHn u
DOKYMEeHTMpaHu oT [JocTaB4umKa;
e CbXpaHsiBa Ce Ha HadeXOHW €eneKTPOHHM HOCUTENU, KOUMTO He moraT ga ObaaT necHo
YHULLIOXKEHWN UK U3TPUTKU Npes neproa Ha CbXpaHeHne Ha apXxmBa;
e YO eneKkTpOHHO MOAMNUCBA BCUYKN YOOCTOBEPEHUSI U CMMCBUM HA MPEKPATEHN U CMPEHU
YOOCTOBEPEHMS;
e CaMO OBMacTeHu nvua oT nepcoHana no noaapbXka Ha cMcTeMuTe paboTAT Cbe 3aluuTeHaTa
apxuBHa nHdopmaums;
® ENEeKTPOHHUTE KOMYHMKaLMM MeXOy IoKanHUTe KOMMOHEHTU Ha MWH@pacTpykTypaTa ca
3awmTeHn Ha 6asa crangapTta PKIX;
e OTAaneyYeHuTe enekTPOHHM KOMyHUKauuKn ca 3awmTeHn u ca 6asmpandn Ha ctangapta PKIX;
2. [ocTaBuMkbT npeueHaBa MW3MOM3BAHETO Ha MOLWLEHCKA U Kypuepcku ycnyrm un dakc ¢
MoTpebutenute.

5.5.4 Bb3cTtaHoBsiBaHe Ha apxuBHa UHopmauus
1. [Mpun HeobxogumocT [JoCTaBUMKBT Bb3CTAHOBSABA MHGOPMaLNA OT apxuea.

5.5.5 WU3uckeaHe 3a yaocToBepsiBaHe Ha AaTa U Ha 4ac
1. OT,EI,eJ'IHI/ITe apxumBu ce obes3neyvyaBaT C yaocTtoBepsdaBaHe Ha TOYHOTO BpeMe Ha nognncBaHETO UM.

5.5.6 CbxpaHsiBaHe Ha apxuBa

1. BbTpewHa (kKypHanHa) v BbHLUHA (JOKyMeHTanHa) MHopMauna ce CbXpaHsiBa HaAMeXHo B
cneuunaneH cend B NOMELLEHNE C BUCOKA CTEMEH Ha oM3nyecka 3awmTa.
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5.5.7 MpupobuBaHe 1 npoBepKa Ha MHopMauus B apxmBa

1.

3.

My6nnyHaTa apxuBHa nHdopmauusa Ha [JoctaBumka ce nyonukyea n € goctbnHa B MyGnnyHus
pernctbp U CRL n B gokymeHTanHus pernctbp. [pyra uHgopmaums, kosaTo ce cbbupa npu
NCkaHe 3a nsgaBaHe Unu ynpasneHue Ha yaAoCTOBEepeHMe e JOCThbMHA camMo 3a NnuuaTta, noganm
NUCKaHEeTOo UMM 3a CbOTBETHO YNBNHOMOLLEHM OT TAX nuua.

L[1oNnTNKa 3a nsgaBaHe Ha KBanuduuUMpaHn yOOCTOBEPEHUS 3a KBanuduumpaH eneKkTpoHeH
nognuc n MNpaktuka npu npegoctaeaHute ot ,6OPUKA® ALl kBanudurumpaHn yaoCTOBEPUTENHN
yenyrn® u [JoroBopbT 3a yOOCTOBEPUTENHW yCryrn ca ny6riMyHO AOCTBHAHW B OOKYMEHTanHuUs
pernctbp Ha [ocTaBumka u mMorat ga ce nonydat u usternat oT WMHTepHeT cTpaHuuaTta Ha
JocTtaBuyuka.

[ocTaBunkbT ocurypsea nybnuyHata apxueHa nHdopmauus B YeTuM BUA.

5.6 [pomsiHa Ha KrtoY

1.

2.

[ocTaBuUMKLT MOXe Aa NPOMEHM Kitova, CbOTBETCTBALL Ha M3gageHo KY, camo kaTo usgage HoBo
yOOCTOBEPEHUE UMM MOAHOBM TEKYLLOTO C ,Re-Key”.

lMpomsiHa Ha kntova, cboTBeTcTBaL Ha KYYET, obnaveH KEIN n KYYEIlevat ce nsanbnHsea camo
KaTo ce u3gaae HOBO YAOCTOBEPEHNE.

57 KomnpomeTMpaHe Ha Kn4yoBe n Bb3CTaHOBsAABaHe crieq aBapuun

1.

[ocTaBunKbT Nonara gbfmkumMara rpuxa, 3a ga nogabpka HenpekbCBaeMOCT M LUANOCTHOCT Ha
yOOCTOBEPUTENHUTE YCIyrn, CBbp3aHM C YOOCTOBEpeHusiTa, KOUTO u3gaBa, nogabpxa u
ynpasnsBsa.

[ocTaBunMKbLT nonara MakCuManHm rpyxn B paMkuTe Ha Bb3MOXHOCTUTE U pecypcuTe cu, da
MUHMMU3MPA pUCKa OT KOMMpOMeTupaHe Ha knwo4voBeTe Ha YO BcrneactBue OT NPUPOSHU
6encTeua Ny aBapun.

B cnyyain Ha cpvBOBe B KOMMIOTbPEH pPecypc, B codpTyep unm B MHopmMmauusaTa, JocTaBumkbT
yBegomsaBa [loTpebutennte, Bb3CTAHOBABA KOMMOHEHTUTE Ha MHQpPacTpykTypata u
nprvopuTETHO Bb306HOBSIBa AocTbna Ao MybnuyHma pernctop n CRL.

Mpn KOoMNpomeTupaHe Ha M3MNON3BaH KpunTtorpadckn anroputbM, [OCTaBYMKBT MHMpOpMUpa
Motpebutenute n [loBepsABalmTe ce CTpaHn CbC CbobLieHne Ha odmumantmna cu yeb cant.

5.8 KomnpomeTupaHe Ha 4YacTeH KoY

5.8.1 Ha YpocTtoBepsiBaly opraH

1.

[ocTaBunkbT npegnpuema crnegHuTe OeNCTBUSA MNPy KOMMNPOMETMPAHE Ha YaCTHWUA K4 Ha
onepaTtuBHus YO:

e npekpaTaBa He3abaBHO YOOCTOBEPEHMETO Ha ONepaTUBHUA OpraH;

n3gaea u nyonukysa HoB CRL ot 6a3oBus opraH;

yBegomsiea lNotpebutenute n [lJosepsaBawmrte ce CTpaHu;

cnupa onepatusHua YO,

yBegomsea KPC;

n3BbpLUBa He3abaBeH aHaNU3 1 U3roTes 4OKNag 3a NnpMynHaTa 3a KOMNPOMETUPAHETO;
WHVMUMMpa npoueaypa no reHepyvpaHe Ha HOBa ABOMKA OnepaTuBHU KIOYOBE;

n3gaBa HOBO yOOCTOBEPEHME Ha opraHa oT basoBusi opraH.

[ocTaBunkbT npegnpuema crnegHutTe OAeNCTBUA MpUM KOMNPOMETMPaAHE Ha YaCTHUS KIoY Ha
6a3oBusa YO:

e MpekpaTsBa He3abaBHO y4OCTOBEPEHMETO HA Ba30BUSA OpraH;

e crefBa BCUYKKM CTBLMNKM NO NpeaxogHaTa TouKa;

o yBepomsea KPC u akpeautupa/perncrpmpa HoBM yOOCTOBEPSABALLM OpraHu.

5.8.2 Ha vyacteH kntou4 Ha lNoTpebuten

1.

Mpy KOMNPOMETUPAHE Ha YacTeH Koy Ha MoTpebuten, nocnegHUsT e 3aabikeH HesabaBHO Aa
yBefomu [locTaBumMKa, 3a a MHMLMMpPa npoLeaypa no npekpatsiBaHe Ha Y4OCTOBEPEHMETO.
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5.9 [lpekpaTtaBaHe Ha AeMHOCTTa Ha [locTaBYMKa

1. [enHoctTa Ha [JocTaBuuka ce npekpartsiea no pega Ha HOMAAYY.
2. [llpu npekpaTtaBaHeToO Ha AenHocTTa cy [JOCTaBYMKBLT:

yBegomsaea KPC 3a HamepeHMeTO CU, He MNOo-KbCHO OT 4 Meceua npeau gatata Ha
npekpaTsiBaHe;

He3aBMCUMO OT M3UCKBAHETO NO NpeaxogHaTa Touka, [loctaBunkbT yBegomara KPC B cnyyan
Ha MCK 3a 00sIBSIBaHE Ha APY>XECTBOTO B HECHCTOSATENHOCT, 3a 00sBABaHE Ha APYXeCTBOTO
3a HeJeNCTBUTEMNHO MUK 3a OPYro UCKaHe 3a NpekpaTsBaHe Un 3a 3ano4vsaHe Ha npoleaypa
no NIMKBUAOALUS;

noriara BCUYKM YCUNMA U TPWXKK, 3a [a nNpoabibku AOEeNCTBMETO Ha wusgageHuTe
yOOCTOBEPEHUS;

yBegomsaea nucmeHo KPC u Motpebutenute ganu gerMHoctTa Ha [loctaByuka ce noema ot
OpYyr pernctpypaH AoCTaB4MK, KakKTO M OTHOCHO MMETO MYy, Hal-KbCHO KbM MOMEHTa Ha
npekpaTsiBaHe Ha OEeWHOCTTa. YBegoMIeHue ce nybrnvkyBa u B VIHTEpHET cTpaHuuaTta Ha
JlocTaBuuka;

yBegomsiea [loTpebutenute OTHOCHO YycnoBusiTa NO NOAAPBLXKA Ha MNPEXBbPIIEHUTE
yaoocToBepeHusi KbM [JocTaBYMKa-NpUEMHUK;

OKYY npomeHss cTaTyca Ha cCBouTEe YOOCTOBEpPEeHUs W HagnexHo npefasa usnaTa
OOKyMeHTauus, cBbp3aHa C AeWHOCTTa My Ha npuvemalwinsa [JocTaByuuK, 3aedHO C BCUYKU
apXUBW, KAKTO M BCUYKN U3gafeHn yoocToBEPEHUS (BanuaHu, NpekpaTteHn n CnpeHn);
n3BbpLIBa HEOOXOOMMUTE OENCTBUS 3a NPEXBBPIISHE Ha 3adbiHKEHNATa 3a NOAAPbXKKA Ha
MHdopMaumsaTa KbM npruemalumsi [JocTaB4umK, BKITIOYMTENHO apXmB Ha CbONTUATa 3a NnpomsiHa
Ha cTaTyCc Ha msgageHuTe yOOCTOBEpPEeHUs 3a CbOTBETHUA nepuod. Tasm mHdopmauma ce
npegasa Ha npuvemalims [JocTaBunK NpU CbLUUTE YCIOBKMS, KAaTo Te3M ONUCaHWN B HacTosLaTa
NOMNUTUKA;

yrnpaBfneHneTo Ha Beve u3gageHuTe ygoCTOBEPEHMS 3a KpalHW KIMEHTUM NpemMuHaBa KbM
npuemallus [octaBuuk;

B cny4an, 4Ye [JOCTaBYMKBLT He ycree ga MPexBbpfiM AENHOCTTa CU Ha Opyr perncrtpupax
OOCTaBYMK, TOM NpekpaTsBa OEACTBMETO Ha BCUYKM U3OAAEHW YOOCTOBEPEHUA U npegasa
uanaTta gokymeHtauusa Ha KPC;

KPC nopgaobpxa permctbp cbe CRL.
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6 YMNPABJIEHUE U KOHTPOJ1 HA TEXHUYECKATA CUI'YPHOCT

6.1 leHepupaHe U MHCTanupaHe Ha ABOMKA KINO4YoBe

1.

2.

Kpuntorpadpcknte OBOMKM KAOYOBE 3a CnyxebHute yaoctoBepeHus Ha [locTtaBumka ce

reHepupaTt 1 MHCTanMpaT CbriacHO UHCTPYKUMNTE U NpoLeaypuTe B TO3N JOKYMEHT.

[ocTaBunKbT M3NON3Ba CBOUTE YACTHW KIOYOBE CaMO 3a LenuTe Ha OEeWHOCTTa CU, KakTo

cneaBa:

e [a noanucea um3gageHun cnyxebHu yOoCTOBEPEHWA Ha OnepaTMBHU OpraHM B CBOSATA
WHPACTPYKTYPA;

e [anognucea usgasaHuTe n nybnukysaHm CRL;

e [a nognucea BCUMYKM nsgaBaHu n nyonvkyesanu KY Ha MNoTpebutenure.

Kpuntorpadgpcknte (RSA) gsownkn knioyoBe Ha umagasaHuTe KYKEI B mHbpacTpykTypaTa Ha

[ocTaBuunka ce reHepupart, KakTo crnefga:

o o7 NoTpebutens - ¢ xapayep 1 coptyep unm camo ¢ yTebpaeH oT [locTaBuymka codptyep
(Crypto Service Provider/CSP), kKoTo e noJ HeroB KOHTPO-;

e oT PO/MPC Ha [JocTaB4uka - ¢ xapgyep 1 codpTyep unm camo ¢ yTBbpAeH oT [JocTaBymka
codptyep (Crypto Service Provider/CSP), kOWTO € nog KOHTPON& Ha onepaTtop Ha
[ocTaBuuka.

Kpuntorpadcknte (RSA) aBoriku kntovose Ha nsgasaHu KY 3a obnadeH KEI ce reHepupart Ha B-
Trust QHSM Ha nnatdopmaTa 3a obnaveH KEIM npu [ocTtaBumka C M3MCKYEMOTO HMBO Ha
curypHocT (CC EAL 4+ n no-B1coko).

JocTaBunkbT Moxe Ha ©asaTa Ha AOroBOPHM OTHOLLEHMSA Aa npegocTtaBu Ha lMoTpebutenute
0000peHN OT HEro TEXHWYECKU CpencTBa, KOUTO OTroBapsiT Ha M3UCKBaHMATA 3a HUBO Ha
CUTYpHOCT.

CamMo enekTpoHHW MOoAMMCU M nevaTu, Cb34adeHM C 4YacTeH K4 Ha ABOMKa Kio4voBe
reHepupaHn B QSCD n QHSM Ha nnaTtdopmaTta 3a obnadveH KEI nmat xapakrepa Ha KYKKETT,
KElMeyvat 1 o6nayeH KEIN n KYKEMevar.

MoTpebutenar ce 3agbikaBa Aa n3nonaea yTBbpaeH oT [loctaByunka codpTyep unm nuueHsnpaH
TakbB 3a paboTa ¢ KY n ¢ acoummpaH (cbotBeTeH) ¢ TX TokbH (QSCD mnu SCT/PKCS#12 cann).

6.2 [lpoueaypa no reHepupaHe

6.2.1 MeHepupaHe Ha KpunTorpadgpcku Knw4oBe Ha YpocToBepsiBal, opraH Ha

JdocTtaBuunka

[ocTaBunkbT reHepupa gBonkn kpuntorpadckm (RSA) kntodoBe Ha 6a3oBMS M Ha onepaTuBEH
YO kato nanonassa HSM ¢ ygoctoBepeHo HMBO Ha curypHocT FIPS 140-2 Level 3 nnm no-Bncoko,
cboTtBeTHO CC EAL 4+ nnu no-BUCOKO.

OTopusmpaHM nuua OT nepcoHana Ha [locTaBuMka W3MbIHSBAT CTbMAKMTE MO reHepupaxe,
WHCTanupaHe M CbXxpaHsiBaHe Ha [BOWKuTe KniovoBe Ha basosute n Ha OnepaTtusHute YO,
cbotBeTHO ,B-Trust Root Qualified CA", ,B-Trust Operational Qualified CA" wun ,B-Trust Root
Advanced CA", ,B-Trust Operational Advanced CA", cbrmacHo OOKyMeHTUpaHa BbTpelluHa
npoueaypa, cbrnacysaHa 1 yTBbpAeHa OT pbKOBOACTBOTO Ha [JocTaBumka.

MpouenypaTta ce M3NbIHsBa B NPUCHLCTBUME Ha NpeacTaBMTEN Ha BUCLLETO PbKOBOACTBO Ha
,DOPUKA” Al n Ha HoTapuyc.

[Bowika kntoyoBe Ha YO Ha [locTaBuMKka ce reHepupa camo crej nHumanus3aumus Ha CbOTBETHUS
CNOT B XapAyepHarta kpuntocucrtema, obcnyxsatia To3n OpraH.

Mpy MHMUManNUu3auus Ha BCEKUM CMNOT ce BbBeXaaT npeasBapuTenHo NoAroTBEHW KoAoBe 3a
KOHTPON Ha gocTbna A0 YacTHUS Kntod Ha OpraHa B TO3M CIOT.

KogoBeTe 3a 4OCTHM 40 YACTHUS KoY ca HE3AaBUCKMMO MOAENEHN MeXAy NMOHE ABEe OTOPU3NpaHn
nuua oT nepcoHana Ha [loctaB4uuka, ¢ ornen Ha HEBb3MOXHOCT 3a NepCcoHanHa akTueauus Ha
AoCTbNa A0 CbOTBETHUSA YAaCTEH KITHOM.

Cob3gapeHuTe vacTHu krtodoBe Ha YO ce cbxpaHsiBaT pasgeniHo BbpXxy otaenHn QSCD, Bcsiko
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OT KOUTO € NoA KOHTpOma Ha NnoBeve OT eQHO OTOPU3NPaHOo N1ue OT NepcoHana Ha [locTtaBuumka.
PasgenHoTo CbxpaHeHne Ha 4YacTHUTE KIHYOBE M MHAMBMAYAIHMS KOHTPON Ha AOCTbn Ao
CbXpaHsiBaHMUTE 4acTW Ha 4dacTHu knovoBe Ha YO B otaenHute QSCD He nossonsaBa Te3u
KnoyoBe fa Obaar KOMMNPOMETUMPAHU W/WMAW HEepernameHTUpaHo penpoayumpaHn U3BbH
JocTtaBuuka.

6.2.2 leHepupaHe Ha KpunTtorpadcku krnoyoBe Ha lNoTpedbuTten

1.

2.

[BonkaTta kno4voBe Ha lNMoTpebuten ce reHepupa ¢ U3NOM3BaHE Ha YTBbPAEH crneumnanuanpan
copTyep, KOUTO € U3LAMO NOA HErOB KOHTPOJT.

B cnyuan, korato [JocTtaBuMKbT reHepupa [ABorkaTa krntodoBe Ha [loTpebutens, Ton M3nonsea
cneumanuanpaH u yTebpaeH codTyep, NpoBepeH 3a ycnewHa paboTa npes nHrepdencute Ha
WHgpacTpyKkTypaTa Ha B-Trust.

[BowikaTa krtodoBe Ha [NoTpebuTten ce reHepupa B ogodpeH ot [ocTtaBumka QSCD ¢ npoBepeHo
HUBO Ha CUIYPHOCT UNnn Ypes yTBbpAeH oT Hero codtyep (Crypto Service Provider/CSP). Korato
aBonkaTta kntovoe 3a KEI/KElMeuat ce reHepupa npu [JoctaB4umka, BUHaru ce nanonsea B-Trust
QSCD. YacTHuAT kNtoY Ha reHepupaHaTa ABoWKa KnoyoBe He MoXe Aa 6bae nasegeH ot QSCD.
[eovikaTta kntodoBe Ha lMoTpedbuten Ha obnayveH KEI BuHaru ce reHepupa B B-Trust QHSM Ha
nnatdopmata 3a obnadeH KEIN Ha [JocTaBumka M ce CbxpaHsBa OT HEro 4ypes3 yTBbpAeHa
KpUNTO-CXema, rapaHTupalla nepcoHaneH KOHTPOST Ha YaCcTHMSA KMNtoY B CbOTBETCTBME C 3aLUUTEH
npocun Ha SAD/SAP cbrnacHo ETSI EN 419 241 (part 2/3).

KOHTpONBbT Ha YacTHUS KN4 € Ype3 Ko4 3a AOCTbM, a Ab/bkMHaTa Ha RSA knova e noHe 2048
outa. MNoTpebutenat nsnonsesa YacTHUA KoY 3a Aa Cb3dage nognuca, Kato BbBexda koga 3a
OO0CTbN O Hero.

Korato pgBovkata knwo4oBe ce reHepupa npu [loTpebuten, [ocTaBuukbT npenopbyBa
nocrnegHMaT ga wuanon3ea opobpeHo B uHpacTpykTypata Ha B-Trust pewenue wnu
eKBMBaneHTHO TakoBa.

3a uenute Ha nonaraHe Ha KEI/KEMNeuat [ocTaBumMkbT npenopbyBa [loTpebutensar na
nsnonssa B-Trust QSCD wvnn gpyro QSCD, cbBMecTuMo B MHpacTpykTypaTta Ha B-Trust.

3a uenute Ha nonaraHe Ha obnayeH KEI [JocTtaBunkbT JOCTaBs YTBBbPOAEHO OT HEFr0 MOBUITHO
npunoxeHme  3a  CMapTdOH, koeto [loTpebutensat cnegBa ga  WMHCTanupa,
HUUManuampa/permcrTpmpa n nsnonasa.

3a uenute Ha nonaraHe Ha YEM/YEMeuwatr [doctaBumkbT npenopbuBa [lMoTtpebutenar pa
nanonaea B-Trust SCT (PKCS#12 c¢ain) unm gpyro SCD, cbBMeCTUMO B MH(ppacTpyKTypaTa Ha
B-Trust.

6.2.3 [locTaBKa Ha YaCTHUA KN4

1.

Korato asonkata kntoyoBe 3a KEIN/KEleyvat ce reHepupa npu JocTtaBuuka, MNotpebutensart nnu
W3PUYHO YMBIHOMOLLEHO OT Hero nuue nonydasa ot PO/MPC Ha [locTtaBuMka 4aCTHUA KITOY U
nsgageHoTo yaocrtoBeperme Bbpxy QSCD.

KoraTto gBorikaTa kntodoBe 3a YEI/YEleuat ce reHepupa npu [JoctaBuuka, [NotpebutenaT nnm
N3PUYHO YMbIIHOMOLLEHO OT Hero nuue nonyyasa ot PO/MPC Ha [JocTaB4yMKka YaCTHUS KN4 U
nsgageHoto yaoctoeepeHue vpes B-Trust STC (PKCS#12 kpunTtodainn).

Mpwn n3gaeaHe Ha KYKET/KYKENeuaT yacTHMA KoY 1 u3gageHoTo YAOCTOBEPEHME ce npegasat
Bbpxy B-Trust QSCD, kbgeTto e reHepupaH 4YactHus knod. QSCD rapaHTupa Han-BUCOKO HMBO
Ha CUIYPHOCT U 3alumMTa Ha YaCTHUS KoY U ce NpeaocTaBda 3aeHO C HavaneH Ko 3a JOCTbI.
Mpu n3gasaHe Ha KY 3a obnaven KEIN yacTHUAT KMoy, CbOTBETCTBALL Ha Y4OCTOBEPEH NybnunyeH
KN4 B YOOCTOBEPEHMETO, Ce CbxpaHsBa npu [JocTaBumka ype3 yTBbpAEeHa KPUMNTO-CXema,
rapaHTMpalla nepcoHaneH KOHTPOS Ha 4YaCTHUS KoY B CbOTBETCTBME C 3alMTEH Npodumn Ha
SAD/SAP cbrnacHo ETSI EN 419 241 (part 2/3).

MoTpebutenar e 3agbimKkeH Oa CMEHWU NpedoCTaBEHNs] HaYaneH ko4 3a 4OCTbM U BbBeAEe CBOW
NUYeH.

Korato NoTpebuten reHepupa gBorkaTta Kno4voBe npu cebe cu, Ton HOCK usinaTa OTrOBOPHOCT
3a rapaHTMpaHe Ha ObpXXaHeTo Ha YaCTHUS KIToY OT Hero.
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7. Korato [loTpebuTten reHepupa QOBovikata Kw4oBe npu cebe cu, ToW peknapupa npea
[ocTaBunka, Ye OBOWKaTa KMNIOYOBE HaAMbIIHO OTroBaps Ha W3WCKBaHWATa 3a MoraraHe Ha
eneKTPoHeH nognuc/nedat B CbOTBETCTBME C PernameHTa.

6.2.4 [octaBka Ha nybnu4Hua kno4 npu [loctaBumka

1. ManbnHsia ce camo ot lNoTpebuten, npu KOWTO ce reHepupa ABOWKa KIOYOBE M KOWTO credBa
Aa pgocraeBu cBosi nybnuyeH kntod Ha [locTaBuMka 3a HyXOWTe Ha npoueca Ha msgaBaHe Ha
yOOCTOBEPEHUETO.

2. MNotpebutenat pgoctassa ype3 PO/MPC Ha [docTtaBumka nyOnuvyHMSA KW OT reHepupaHaTta
[JBOWKa KIoyoBe.

3. lMoTpebutenar Moxe Oa NpeaocTaBu eriekTPOHHaTa 3asiBka Ha Hocuten, nmyHo B PO/MPC,
3aeHOo C Opyrnte OOKYMeHTU cbrnacHo lNMonutuknte Ha [ocTtaBuvka 3a usgasaHe Ha KY, npes
MHTepHeT-cTpaHuuaTta Ha [JocTaBuymKa Unv no Apyr NOAXOASIL, HAYMH.

4. PO/MPC Ha [JocTaBuMka 3agbimDKMTESTHO NpaBu NPOBEPKA Ha AbPXAHETO Ha YaCTHMUS KITOY OT
MoTpeburtens.

6.2.5 [ocTaBka Ha Nny6nu4HuaA KNy Ha [loctaBumnka Ha [loBepsiBalum ce CTpaHu

1. TMy6nuyHute knovoBe Ha [ocTaBumka ca nybGrnMyHO [OCTbMHM B WHTepHeT cTpaHuuarta
[ocTtaruunka, kbaeTo ca NybnukyBaHn HEroBUTE CNYXeOHN yOOCTOBEPEHMUSI.

2. Bcska [JoBepsiBalla ce cTpaHa m3rpaxkga gosepue kbM [JocTaB4umka, KaTo npueme 1 3apeau B
cucTemMuTe Nof HEMH KOHTPOI cnyxebHuTe yooctoBepeHus Ha [JJocTaByuka.

6.2.6 [ObMmKMHA Ha KnN4yoBe

1. OwmkuHaTa Ha 6a3oBuTe RSA-kntoyoBe Ha [loctaBymka e 4096 duTa.

2. OvmxkuHaTa Ha gBorikaTa RSA-kntouoBe Ha onepatmBHuTe YO ,B-Trust Operational Qualified CA"
n “B-Trust Operational Advanced CA" e 4096 6uta.

3. OvmkmHaTa Ha gBovikata RSA-kntodoBe Ha onepaTtnBHMTE opranu ,B-Trust Root Qualified OCSP
Authority", ,B-Trust Qualified OCSP Authority" n “B-Trust Root Advanced OCSP Authority", ,B-
Trust Advanced OCSP Authority" e He no-manka ot 2048 6uTa.

4. OvnxunHaTta Ha asonka knodvoBe (RSA) 3a KEl/KEleuaT, obnaven KEI n YEI/YElNevaT Ha
MoTpebuTten, reHepupaHa Ype3 UHdpacTpykTyparta Ha [loctaBumka e noHe 2048 6uTta.

5. OvmkmHata Ha gBovika knovoBe (RSA) 3a KElM/KElMeuat n YEIM/YEMeuat Ha lMotpeburten,
reHepupaHa n3BbH UHApacTpykTypaTa Ha [JoctaBumka e noHe 2048 6uTa.

6. HesaBucuMmo kbae e reHepupaHa ABoWKaTa Kno4voBe 3a u3gasaHe Ha KY, knoubT Tpsabea aa e ¢
ObIDKMHA Han-manko ot 1024 6uta 3a anroputmn RSA.

6.2.7 lMapameTpu Ha NyGnNuU4eH Koy

1. MapameTpuTe Ha NyGIUYHUSA KIOY Ca NMOCOYEHW U YOOCTOBEPEHU B YOAOCTOBEPEHNETO, KOETO
J[locTaBUMKbLT M3aaBa 3a TO3M NyGMYEH KIoY, CbOTBETCTBALL, Ha YaCTHMS KoY.

6.2.8 U3non3BaHe Ha Knwo4va

1. TNapameTpuTe Ha M3nNon3BaHe Ha ABOWKaTa KI4YoBE, CbOTBETHO HA YaCTHWS KIoY, Ce CbabpXaT
B YOOCTOBEpPEHMETO, KOeTO m3gaBa [locTaBumka upe3d atpubytute "keyUsage" n ,extended
keyUsage".

6.3 3awmTa Ha YacTeH KIHo4Y U KOHTPOJ Ha Kpuntorpadckua moayn

6.3.1 Crtanpaptu

1. KnroyoBuTe KOMNOHEHTU B MH(ppacTpykTypaTa Ha B-Trust ,B-Trust Root Qualified CA", ,B-Trust
Operational Qualified CA", ,B-Trust Root Advanced CA", ,B-Trust Operational Advanced CA",
Mnatdopma 3a obnaveH KEIMN n OCSP cvpebpute nanonsesatr HSM ¢ yooctoBepeHO HMBO Ha
curypHocT FIPS 140-2 Level 3(cvotBeTHO CC EAL 4+ unu no-BUCOKO), KOATO yOoOBReTBOpPSiBA
HOPMAaTMBHUTE U3UCKBAHMS.

2. B-Trust QSCD, B KOeTO ce reHepupa 1 CbXxpaHsiBa 4acTHUS Koy Ha [oTpebuTtens e ¢ HMBO Ha
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curypHocT CC EAL 4+/FIPS 140-1 Level 2.

CodhTyepbT 3a reHepupaHe Ha gsovika kntodose (Crypto Service Provider/CSP) e yTBbpAeH oT
[ocTtaBunka 1 npoBepeH 3a paboTa B MHpacTpykTypaTa Ha B-Trust.

Bcunukn QSCD un3BbH MHpacTpykTypaTa Ha B-Trust, kouTto MoTpebutenat moxe ga nonsea, 3a
a reHepvpa ABOKKa KMo4voBe U a cbXxpaHsea 4YactHus kntod 3a KEM/KEMeuaT, Tpsbea ga ca
ceptudmumpanmn 3a HMBo Ha curypHoct CC EAL 4 1 no-BMCOKO eKBUBaANEHTHO.

6.3.2 KoHTposn Ha nanonsBaHe U CbXpaHEeHWe Ha YacTeH KoYy

1.

YactHute knodoBe Ha YO Ha [JoctaBumka ce wmanons3eat camo B HSM u ca gocTbnHM
NocpeacTBOM KOOOBE 3a AOCTbM, pasdeNnieHn Ha HSAKOMKO 4acTu, KOMTO ca WM3BECTHU Ha
OTOpM3MpaHM Nnua oT NnepcoHarna Ha [loctaBuuka.

EnoHoBpemMeHHO € reHepupaHe Ha ABonka kno4voBe Ha YO ce u3nbnHABa M npouegypata no
CbXpaHsiBaHE Ha YaCTHUS KoY B CbOTBETCTBUE C YTBbPAEHA BbTPELLHA NpoLleaypa.

YactHuat kmod Ha KYKET/KYKEleyaT Ha MNoTpebuTen ce nanonaea camo B B-Trust QSCD unu
B QSCD c ekBMBanNeHTHO HUBO Ha CUIYPHOCT U € AOCTbMNEH NOCPEACTBOM NIMYEH KOA 3a JOCTHI.
B T0O31 cnyyan egHOBpEMEHHO C reHepupaHe Ha ABOMKa KIYOBE Ce M3MblHsIBA CbXpaHsBaHe
Ha yacTHuA kntoy B QSCD.

YacTtHuat knod Ha obnadveH KEIN Ha [Motpebuten ce wuanonsea camo B B-Trust QHSM B
nnatdopmata 3a obnadveH KEIN n e goctbneH nocpeacrsom SAP/DAP cxema n nNuyeH kop 3a
poctbn B cbotBetcTBMe ¢ ETSI EN 419 241 (part 2/3). B 1031 cnyyan e€QHOBPEMEHHO C
reHepupaHe Ha [OBOWKa KIHOYOBE Ce U3MbIIHSABA CbXpaHsBaHE Ha 4acTHuUs Knod Ha Gasa
yTBbpAeHa kpuntocxema oT [ocTaBumka, ocurypsiBalla 3awuTta M NepcoHaneH KOHTPOM Ha
Knroya.

YactHuart kv Ha KYYET/KYYElNeuvat Ha [MoTpebuten ce m3nonsea camo C NULEH3UPaH
codbtyep ypes B-Trust SCT (PKCS#12 kpuntocpann) n € 4ocTbneH NOCPeAcTBOM NMYEH Ko 3a
OOCTbIM.

6.3.3 CbxpaHeHMe U apXuBUpPaHe Ha YaCTHUA KoY

1.

YactHute kniovoBe Ha YO ce cbxpaHsiBaT Ha YacTu pasgenHo Bbpxy otaenHn QSCD cbe
3awmteH npodun CC EAL 4+ nnmn no-BMCOK, KaTo 4OCTbMbT A0 BCsko QSCD ce koHTponupa vpes
KOA 3a [OCTbMN OT CbOTBETHOTO OTOPU3NPAHO NMLEe OT NepcoHana Ha [loctaBynka.

KoabT 3a goctbn Ao Bcako QSCD e nuyeH 3a BCAKO OTAENHO OTOPM3NPAHO n1ue OT nepcoHana
Ha [JocTtaBuuka.

PasgenHoTo cbxpaHeHne Ha YacTHUTe kntovose Ha YO BbpXy Hskorko QSCD 1 nn4HMs KOHTpon
Ha poctbn Ao Te3an QSCD He nosBonsiBa knw4voBeTe Aa O6baoar KOMNPOMETUpaHu Wnu
HepernameHTupaHo penpoayuupaHy n3sbH [JoctaBymka.

PenpogyumpaHeTto Ha 4acTHM knoyoBe Ha [locTaBuMka Bbpxy pesepBeH HSM cnep
pedekTnpaHe Ha onepaTMBHATa TakaBa, Ce WU3NbMIHABA CaMO B MPUCLCTBME Ha MOHe 2
OTOPM3MpPaHKN Nnua, BCAKO OT KOMTO KOHTpOonupa goctbna Ao Herosoto QSCD.

YacTtHuat kntod Ha KYKET/KYKENeyaT Ha MNoTpebuTten ce cbxpaHsiBa camo Ha QSCD n He moxe
Aa ce penpogyumpa Ha gpyro QSCD. Npu gedektupane Ha QSCD, MNMoTpebutenar Tpsabea ga ro
NoAMEHW 1 Aa 3asiBM U3gaBaHe Ha HOBO y4OCTOBEPEHME.

YacTtHuat knod Ha obnadveH KEI Ha lNoTpebuten ce cbxpaHsBa camo Ha nnaTtdopmarta 3a
obrnayeH KEI wn He mMoxe fga ce penpogyuupa Ha Apyra TakaBa nnatdopma. B-Trust
nnatcopmaTta 3a obnayeH KEI1 e pesepBuMpaHa OTHOCHO KPUTUMYHWUTE KOMMOHEHTUM B Hes,
BkrtountenHo 1 QHSM mopayna.

YactHuat kntod Ha KYYEN/KYYENeuat Ha MoTtpebuten ce cbxpaHsaBa copTyepHO 1 MoXxe fa ce
penpogyumMpa Ha gpyra cuctema camo nof KoHtpon [loTpebutens. lNpu gedektnpaHe Ha
YyacTHua Koy, MNoTpebuTtenat Tpabea Aa kaTo 3asiBU n3gaBaHe Ha HOBO YAOCTOBEPEHME.
JocTaBuMKbT NO HWKaKbB HaYMH He CbXpaHsaBa M HE apxvBupa YacTeH Ky 3a
KYKET/KYKEleuaT Ha MNoTpebuten, He3aBUCUMO KbAgE U KaK ce reHepupa gBoikaTta Kio4oBe.
[ocTaBUMKBLT CbXpaHsiBa YacTeH krtod Ha obnadveH KEIN camo Ha 6a3a yTBbpAeHn Kpuntorpamm
3a 3almTa 1 rapaHTUpaH nepcoHaneH KOHTPON BbPXY KMko4va OT cTpaHa Ha [NoTpebuTens.
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6.3.4 TpaHcdep Ha YacTeH KN4 B 1 OT KpunTtorpadckn moayn

1.

TpaHcdep Ha yacTeH kntod Ha YO Ha [ocTtaBumka oT HSM ¢ uen cbxpaHeHne 1 Bb3CTaHOBSIBAHE
B pe3epBHa TakaBa ce U3NbIHsBa No U3KNoYnMTeneH KOHTPos 1 camo npu [loctaB4ymka CbriacHo
OOKYMEHTMpPaHUTE U YTBbPOEHU BBTPELUHW MpOoLenypu 3a reHepupaHe M CbXpaHeHue n 3a
Bb3CTaHOBsABaHe Ha knto4voseTe Ha YO.

TpaHcdep Ha YacTeH knitod Ha [NoTpebuTten kbMm 1 oT [locTaBymka C Lien CbOTBETHO CbXpaHeHNe
n Bb3cTaHoBsaBaHe B Apyro QSCD/QHSM vnu B codhTyep ce nogabpxa.

YactHuat kntod Ha KYKET/KYKEevaT Ha MoTpebuten ce cbxpaHsaBa camo Ha QSCD, B koeTo
ce reHepvpa fBoWikaTa Krno4oBe U He MOXe Aa ce TpaHcdepupa/penpoayumpa Ha Apyro MACTO.
YactHuat kntod Ha KYYEN/KYYElNeyaTt Ha MoTpebuten ce cbxpaHsiBa coOPTYEPHO 1 MOXe fa ce
penpogyumpa Ha gpyra cuctema camo nog koHtpon lNotpebutens.

6.3.5 MeToa Ha aKTUBaLMSA Ha YaCTeH KoY

1.

YacTteH kntod Ha [locTaBuMka ce akTUBMpa MOCPeacTBOM MOAENEH CUCTEMEH Kop 3a OOCTb,
OTAENHUTE YacTM Ha KOWTO Ca U3BECTHU Ha NOBEYE OT €4HO OTOPM3MPaHO N1LE OT NepcoHana Ha
[ocTtaBuuka.

Camo B NpucbCTBME HA Te3M Nuua, creq BbBeXAaHe Ha BCUYKM YacTW Ha Koda 3a OOCTbM, ce
paspeluaBa goCcTbNbT 40 cnoTta B HSM n ce akTuBmMpa 4acTHUS KoY.

YacTeH knto4 Ha NoTpebuTten ce akTmBmpa, Ypes3 BbBeXaaHe Ha NoTpebuTenckms Koa 3a 4oCTbM
00 MSICTOTO, KbAETO 3alUMTEHO Ce CbXpaHdBa Krya WNu ce uanonasa Apyr crnocob Ha
naeHTnuKaums.

YacTteH kntod Ha obnaveH KEI Ha lMoTtpebuten ce aktuempa, Ype3 U3NbIHEHWE HA CXeMa 3a
TOTP-aBTeHTMdMKaUUA 3a NPUHALMNEXHOCT Ha cMapTdoHa U BbBEXOaHe Ha NnoTpebuTenckms
Kon 3a goctbn nnatdopmara 3a obnayveH KEIMN ¢ QHSM, kbaeTo 3almnTeHO Ce CbXpaHsiBa Knioua,
B cboTBeTCcTBME CbC SAD/SAP Ha ETSI EN 419 241 (part 2/3). YacTHuAT kntoy 3a obnadeH KEI
Ce aKkTMBMpa CaMO ako CbliecTByBaT nognucaHun VickaHe 3a usgasaHe Ha O6nadveH KEI un
[oroBop 3a ygoctoseputenHu ycnyru ot MNotpebutens. NognuceaHeTo Ha T3 JOKYMEHTU MOXe
[Ja cTaHe cnepg u3gaBaHe Ha yaocToBepeHune 3a ObnaveH KEI.

6.3.6 MeToAa Ha Oe-akTUBaUMA HA YacTeH Knou

1.

YacteH kntod Ha [ocTtaBumka B Kpuntocuctemata Ha YO ce geaktmBupa (npekpaTsdBa ce
Bb3MOXHOCTTa 3a W3Mon3BaHe) MocpeacTBOM MpPeyCTaHOBSABAHE Ha NOrMyecknst AoCTbn [0
CbOTBETHUSA KITHOY B Hesl.

YacTteH kntod Ha [NoTpebuTten ce geaktvBupa (NpekpaTtsiBa ce Bb3MOXHOCTTa 3a U3MNon3BaHe)
NMoCpPeacTBOM MpeyCcTaHOBsIBAHE Ha OrMyeckMst 4OCTbM A0 MSACTOTO, KbAETO 3alUUTEHO ce
CbXpaHsBa Knto4a.

6.3.7 YHuLOXaBaHe HA YacTeH Knou

1.

YacTeH kntod Ha [locTaBumka B Kpuntocuctemarta Ha YO ce yHULoxxaBa NocpeacTBOM N3TPUBaHE
Ha KIoYa unm cboTBeTHUS cnoT. NMpu Heo6XxoaUMOCT ce U3TpMBaT M CbXpaHsBaHUTE B apxvBa
HOCUTENW 32 Bb3CTaHOBSIBAHE.

YacteH kntoy Ha KYKET/KYKElNeyat Ha MoTpebuTen ce yHuULoxaBa NnoCpeaCcTBOM U3TPUBAHETO
My oT QSCD wmnu usnoctHoTo nstpmeaHe Ha QSCD.

YacTteH kntodv Ha obnayveH KEIM Ha MNoTpebuTten ce yHuWwoXaBa NoCpeacTBOM U3TPUBAHETO MY
(Ha kpunTOrpamara 3a Hero) ot noTpebutencknst akayHT 3a obnadeH KEr.

YacrteH kntod Ha KYYET/KYYElNeuaT Ha [NoTpebuTen ce yHuLoXaBa NoCpeaAcTBOM N3TPUBAHETO
My OT MACTOTO, KbETO 3aLUUTEHO Ce CbXpaHsaBa Knio4a.

6.4 [pyrun acnekTu Ha ynpaBrieHMe Ha ABOMKa KIo4yoBe

6.4.1 ApxuBupaHe Ha Ny6rnnYHUA KoY

1.

My6nunynnte kntovyoBe Ha YO ce cbabpxaT B M3JadeHWUTe CryXebHM yaoCTOBEpeHWsi Ha
[locTaBumka 1 ce cbXxpaHsiBaT BbB BbTpeLleH pernctbp. Cblute ca nybrnmyHo AOCTBIHU Ypes
ny6nukyBaHe Ha yoocToBepeHusiTa Ha [JocTaBumka.
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My6nnuHnte knovoBe Ha YO ce apxuBumpaTt M CbxpaHsaBaT 3a nepuog ot 10 roguHu cneq
n3TMyaHe Ha nepuoda Ha BanuAHOCT UMW NpeKkpaTsaBaHEeTO Ha CbOTBETHUTE YAOCTOBEPEHMS.
My6nnyHuTe kntovose Ha lMoTpebutenu ce cbabpXaT B uU3gageHuTe 3a TAX YOOCTOBEPEHUS,
KouTo ca ny6nukysaHu B [My6nuyeH pernctbp 1 ce CbxpaHaBaT BbB BbTPELLEH PErUCTbP.
My6nuuHute kniovoBe Ha [loTpebutenn ce cbxpaHABaT WM apxuBuMpaTt 4pe3 NepuoguyHo
apxmBMpaHe Ha BbTPELLUHUS PErncTbp.

6.4.2 Mepuoa Ha BanMQHOCT Ha yAOCTOBepeHue U ynotpeba Ha ABOMKa KINO4oBe

1.

KY nmat cnegHuTe cpokoBe Ha AencTeue:

e Ha 6asosus YO ,B-Trust Root Qualified CA" n ,B-Trust Root Advanced CA" - 20 (aBagecer)
roauHW;

e Ha onepatmsHute YO ,B-Trust Operational Qualified CA" n ,B-Trust Operational Advanced
CA" - 15 (neTHageceT) roanHu;

e Ha OCSP cbpBbpr — 5 (NET) roanHu;

e Ha lNoTpebuten — cbrnacHo gorosopa Mexay [octaBunka n MNotpebutensd, HO He NnoBeye OT
3 (Tpwn) roamHu.

KoraTo ce nsnonsea knoya 3a nognvceaHe/nogneyaTsaHe crnef U3tekbn Nepuoa Ha BanuaHocCT

Ha yOgoOCTOBEPEHMETO, MOANUCHT/MeYaTbT € HeBanuaeH U CbOTBETHUSA nognucaH/mognedartaH

06eKT nnu nsaeneHve cneasa ga ce cynTaT HeeNCTBUTENHM.

LLlecT meceua npeaun M3TMYaAHETO Ha Nepuoga Ha BanuaHocT Ha YO, [locTaBYMKbT reHepupa HoBa

ABOMKa KIHO4YOBE M npunara BCUYKM HEOOXoaMMKU OeNCTBUA 3a HEHapyllaBaHe Ha paboTaTta Ha

[loBepsiBalmMTe ce CTpaHW, KOMTO pas3yuTaT Ha cTapaTa ABoMKa krwo4voBe. HoBaTa ABoWka

kntovoBe Ha YO ce reHepupa 1 nybnvyHaTa 1 4acT ce pasnpoCcTpaHsaBa CbrnacHo nonuvtukaTa B

TO3UN JOKYMEHT.

6.5 [aHHM 3a aKTMBauus

6.5.1 FeHepMpaHe N UHCTanNupaHe Ha AaHHU 3a aKTUuBaLuus

1.

2.

Mpwu reHepupaHe Ha gBonka kno4dose oT MNoTpebuten, nocnegHus cam cb3gasa U ynpasnsiBa
AaHHM 3a aKTUBaUMS.

Mpwn reHepupaHe Ha fBouika KrtoyoBe Ha NoTpebutensa ot [loctaBumka, nocnegHust npeaasa Ha
MoTpebutena kKOHTpoOna Ha AaHHM 3@ aKTMBaUUs 3aefHO C YaCTHUS KITHoM.

Mpn NbpBOHaYanHoO n3gaBaHe Ha ygocTtoBepeHue Bbpxy B-Trust QSCD, npeau reHepupaHe Ha
OBovika krtoyoBe, B-Trust QSCD ce nHnuyuanmampa un ce cb3gaBaT CriegHUTe KOAoBe 3a AOCTbN:
Motpebutenckun ("User") n AomuumnctpatuseeH ("SO") n cboTBETHO, 3@ NepCoHaneH 4OCTbMN A0
YyactHua kntod B QSCD v 3a gebnokmpaHe Ha 6nokmpaHo QSCD.

HauanHuat MNMotpebutenckn n AOMUHUCTPATUBEH KOA 3a AOCTbN M 3a gebnokMpaHe Ha B-Trust
QSCD ce npegoctaBaTt Ha [NoTpebuTens unm Ha ymbiIHOMOLLEHOTO OT HEro NUuE B 3arnevyaTeH,
Henpo3payeH XapTUeH MVK.

MoTpebutensT e 3aabimKeH Ha CMeHN NbpBoHaYanHua MNMotpebutenckm koA 3a gocTsbn Ao B-Trust
QSCD nocpeactsom codTyepa, KOUTO ce NpedocTaBs C Hero.

[octaBumkbT npenopbyBa [loTpebutenar ga cMeHsa nepuoanyHo ceosi [oTpebuTtencku ko 3a
poctbn o B-Trust QSCD.

MoTpebutensaT cnegBa Aa vM3nonssa NpeaoCcTaBeHUaT AOMUHUCTPATUBEH KOA 3a AOCTbN C uen
nebnokmpaHe 6rnokmpaHo B-Trust QSCD.

6.5.2 NeHepupaHe U MHCTanMpaHe Ha AaHHU 3a akTuBauusi Ha ob6nayveH KEI

1.

2.

[BonkaTa kntouvose 3a obnaveH KEI ce reHepupa B B-Trust QHSM Ha nnatdopmarta 3a obnadeH
KEIT kaTo 4aCTHUAT KoY 3alLUMTEHO Ce CbXxpaHsaBa npu [ocTtaBuuka.

Mpn nbpBOHa4anHo usgaeaHe Ha KY 3a obnaven KEI, npegu reHepupaHe Ha ABOWKa KO4oBe,
MoTpebutenar cneasa ga 3apeav M MHMUManuanpa u permctpupa MobunHoTo NpuroxeHue 3a
obnaveH KEI B cmapTdoHa.

WMHnumnanusauusaTa n peructpauunsata/akTuBupaHeTo Ha MOBUITHOTO NMPUITOXKEHUSI CE U3MbIIHABA
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CbBMECTHO C nnatdgopmara 3a obnaveH KEIN Ha JocTaB4ymka 1 BKIHOYBA:

¢ Cb3gaBaHe Ha napona;

o Peructpauus (acoummpaHe) Ha NpUNoXeHNeTo/MOBMNHOTO YCTPOMCTBO B NnatdgopmaTa 3a
obnayeH KEI (Bb3aaBaHe Ha noTpebuTenckun akayHT, oomeH Ha obuy (shared) kntoyv 3a TOTP-
cxemMa Ha aBTeHTUMKaums, KoY 3a 3awuTa Ha MNMH-a);

e CurypHo cbxpaHsiBaHe Ha ABaTa Krtoya B MOBUTHOTO YCTPOMCTBO /MPUNOXKEHNETO — €AUHUAT
ce usnonsea 3a TOTP-aBTeHTU(MKaLMS (MPUHALNEXHOCT Ha MOOUNHOTO YCTPOMCTBO OT
Motpebutena, apyruaT — 3a 3awmTa Ha MNMNH-a 3a 4ocTbN 4O YaCTHUA KkoY);

e Cnep BbBexagaHe Ha MNH 4pe3 mobunHoTo npunoxeHue ot [NoTpebuten, ce reHepupa
ABOMKa KIMOYOBE; YaCTHUSA KoY Ce 3aliMTaBa Ypes YTBbpAeHa KpUnTocxema, rapaHtupatia
nepcoHarneH KOHTPOST 40 YAaCTHMUS KITHOY U Ce CbXPaHsBa;

[aHHuTe 3a aktmBauma Ha obrnadyHu KEM (obw, kntov 3a TOTP-aBTeHTMdMKauus, napona 3a

npunoxeHneto 1 3a NWH) ca nog koHTpona Ha MNoTpebuTens.

TOTP-aBTEHTUDUKALMOHHMS MEXAHM3bM U KPUNTOCXeMaTa 3a 3almTta Ha 4YacTHUSA KoY Ha

obnaveH KEI BbBexagaTt n rapaHTupaH nepcoHaneH KoHTposn Ha [oTpebuTtens Ao 3awuTeHus

YyacTeH KN4y Ha obnadHna KET.

6.5.3 3awmTa Ha AaHHU 3a aKTMBauusa

1.

MoTpebuTenaT e 3aabiMKeH Aa CbXpaHsiBa U Nasu OT KOMMNPOMETMpPaHe KoAoBeTe 3a AOCTbM A0
MSCTOTO, KbJETO 3aLUUTEHO Ce CbXPaHABa YaCTHUSA KoY.

6.5.4 [Opyrvn acnekTu Ha AaHHUTe 3a aKTUBaLuUs

1.

2.

Cnepn onpeneneH 6Gpor HeyCneLHN ONUTY 3a BbBEXaHe Ha KOPEKTEH Ko 3a AOCTbIM 40 YaCTHNS
kntod Ha MoTpebutensa, B-Trust QSCD ce 6nokupa.

Cnep onpegeneH 6pon HeycneLHN ONTK 3a BbBEXAAaHEe Ha KOPEKTEH Ko 3a 4OCTbM 40 YaCTHUS
kntod Ha obnadeH KEI Ha MNoTpebuTtens, kpuntorpamarta C YaCcTHUS KN4 B NOTpeouTenckus
akayHT ce bnokupa.

MoTpebutensT TpsibBa ga nanonsea NpeaocTaBeHnaT My AAMUHUCTPATUBEH KOA 3a AOCTbM, 3a
ha nebnokupa 6noknpaHo B-Trust QSCD.

Motpebutenar Ha obnadeH KEIM TpsaAbBa ga w3nons3sa NpedocTaBeH My AOMbIHUTENEH
(agMuHMCTpPaTMBEH) KOA, 3a Aa gebnoknpa kpuntorpaMmarta CbAbpiKallia YacTHUS KITHoY.

6.6 CUrypHOCT Ha KOMMNIOTHLPHUTE CUCTEMMU

6.6.1 WU3nckBaHuA 3a CUrypHoOCT

1.

KomnoTbpHUTEe nnatopmn, Ha KOMTO paboTAT BCUYKM  KPUTUYHU  KOMMOHEHTU Ha
WHpacTpykTypata Ha B-Trust, ca obopyaBaHu n KOHUrypMpaHM CbC CpeacTBa 3a JlokasnHa
3almTa Ha JocTbrna Ao codpTyepa u nHopMaumaTa.

JocTaBunkbT ocurypsiea MeToau 1 n3nonaea npouenypu 3a agMUHUCTpUpaHe 1 ynpasneHne Ha
CUrypHOCTTa Ha UuanaTta uHdpacTpyktypa Ha B-Trust, B cboTBeTcTBUME C obwonpuetn B
MexayHapoaHaTa npakTvka cTaHgapTv 3a ynpasreHne Ha MHopMaLuoHHaTa CUrypHocT.
HapgexgHocTTa Ha u3non3BaHWTE CUCTEMMU, TeXHUYeckaTa W KpunTorpadgcka CUrypHoOCT Ha
OCBbLLEeCTBABaHUTE Ypes TAX NpoLecu, ce ocurypsea 4Ypes3 TeCTOBE M NPOBEPKN Ha TEXHNUYECKOTO
obopyaBaHe 1 TEXHONOrMnTE ChbrnacHo MeToAMKa 3a OLeHKa Ha CUrypHocTTa.

lMpoBepkn U TecToBe Ce MU3BBbPLUBAT NEPUOANYHO, KAKTO M MpU BCAKA NPOMSHa, KOATO 3acsara
CUrYpPHOCTTAa Ha UHpaACTpyKTypaTa.

6.6.2 CTeneH Ha cCUrypHocCT

1.

CTteneHTa Ha CUrypHOCT Ha U3MNon3BaHNTE cMCcTeMMU B MHpacTpykTypaTa Ha B-Trust otroBapsi Ha
HOPMAaTMBHUTE U3NCKBAHUA 3a U3NbIIHEHME Ha AeMHOCTTa Ha [locTaBumka n ce onpeaens vpes
AokymMeHTa MonuTuka 3a curypHocT Ha [loctaBumka.
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6.7 Pa3Bou u ekcnnoatauusa ()KU3HEH LUKbI)

6.7.1 Pa3Bom

1. PasBoAT Ha NpoayKTM U yOOCTOBEPUTENHWM YCNyru, CBbpP3aHW C M3gaBaHUTE U NoaabpXaHu
yooctoBepeHus oT [locTaB4ynka, ce OCbLUEeCTBSBa Ha OTAENMHU CUCTEMU, HAaNbITHO He3aBUCUMU
OT Te3un B peJjOBHa eKcrnnoaTtauus.

2. TllpoaykTun, codTyep n ycnyrm, KoMTo ce npegnarat ot [loctaB4yuka, ce TecTBaT NbpPBOHAaYasnHo Ha
pa3BoMHUTE CUCTEMWU, Npean Aa 6baaT BbBEAEHM B ekcrnoatauns.

3. HoBuTe npoayktn 1 yaoctoBepuTenHu ycnyru, kouto JoctaBunkbT nNpeanara, ce cbnposoxaat
OT Npoueaypu No ekcnsioartauus 1 MHCTPYKUUK 3a nNon3BaHe.

6.7.2 Ekcnnoarauus

1. BbBedeHuTe B eKkcnnoaTauusi yOooCTOBEpUTENHM ycnyru U npoayktu oT [ocTaBuvka ce

nogabpXat nocpeacTeoM o60cobeHUTe 3a Tasu Len ekcnrioaTauMoHHU KOMMIOTbPHNU CUCTEMM.
2. Ypes ekcnnoaTauMoHHUTE cucTeMu [JoCcTaBuUMKbLT NPeaoCTaBst BCUYKM YOOCTOBEPUTENHM YCIYTH.
3. MpoaykTtuTe 1 ycnyrute Ha [locTaByMKa ca TeCTBaHM B YCNOBMS Ha peanHa paboTa.

6.8 [JonbnHUTEenHW TecToBe

1. [ocTaBuMKbT NpeaocTaBsi Bb3MOXHOCT 3a M3BbLPLUBAHE Ha TecToBe 3a paboTOCNOCOOHOCT Ha
n3pgageHunTe KBaJ'IVId)I/IU,I/IpaHVI yOOCTOBEPEHUA Ha Od)VILI,I/IaJ'IHaTa Cu CTpaHuua.

6.9 MpexoBa cUrypHocT

1. [JocTaB4YMKbLT M3MOM3Ba CbBPEMEHHM TEXHUYECKN CPeaCcTBa 3a OOMEH 1 3almuTa Ha MHopMauns
B MH(pacTpykTypaTta Ha B-Trust, 3a fa rapaHTMpa mpexoBaTta CUrypHOCT Ha CUCTEMUTE cpeLly
BbHLLUHN NHTEPBEHUUN U 3aniiaxn.

6.10 YpocToBepsiBaHe Ha Bpeme

1. [ocTtaBumkbT Ny6nunkyBa B oTAeNeH 4OKyMeHT MNonuTtukata u npaktukata Ha OpraHa 3a nsgaBsaHe
Ha KBanuuumpaHn enekTpOHHN BPEMEBU NeYvaTu.
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~

OLIEHKA HA PUCKA

OTunTankn ycTaHoBEHM GU3HEC U TEXHUYECKM NPOBieMun Npu OCTaBKa, onepupaHe 1 nogapbxkka
Ha yaocToBepuTenHUTE ycnyru, [locTaBuMKbT M3BBPLUBA OLIEHKa Ha pUcka 3a fa uaeHtuduumpa,
aHanusmpa u oueHu CBbp3aHuTe C TOBa pUCKOBE.

N3bupaT ce noaxoasim Mepku 3a usbsreaHe Ha WAEHTUMMUMPAHM pUCKOBE KaTo ce oTyuTar
pesyntaTute OT OLEeHKaTa Ha pucka. MpuemMaHuTe Mepku rapaHTUpaT HUMBO Ha CUIYPHOCT,
CbM3MEPUMO CbC CTEMNeHTa Ha OEHTUPULMPAHUTE PUCKOBE.

J[locTaBuMKbT AOKYMeHTMpa 4pe3 [MpakTukata U cboTBETHUTE [MONUTMKM Ha NpedocTaBsHUTE
YOOCTOBEPUTENHM YCNYrM W3UCKBAHUSITA KbM CUTYPHOCTTA W OnNepaTUBHWUTE MNpoLeaypwu,
HeobXoaMMK 3a N3bsrsaHe Ha MaeHTUMULMPAHU PUCKOBE.

MNMepuoamMyHo ce u3NbNHABaA npernes W OueHKa Ha pucka C Uen npeofonsiseaHe Ha
NOEHTUULNPAHN PUCKOBU haKTOpM.

MeHUmKMBHTBT Ha [JocTaBunka ofobpsiBa pesyntatute OT oLeHKaTa Ha pucka, npeanucaHuTe
MEpKM 3a npeogornsiBaHe Ha WAEHTUUUMPAHM PUCKOBU (PAKTOPU M MpUEMa YCTaHOBEHUTE
ocTaTb4HU pUCKOBE.

"BOPUKA" ALl, 1 Anpwun 2019r. Ctp. 68 o1 83



O6woaoCTLNEH JOKYMEHT
NMPAKTUKA NMPU NPEOOCTABAHE HA KBAITM®OULIMPAHU YOOCTOBEPEHUA
N YOOCTOBEPUTEJIHU YCITIYTU OT ,,BOPUKA“ A}

8 MNMPO®UIIN HA KBAITUDULIMPAHU YOOCTOBEPEHUA, HA CRL
U HA OCSP

8.1 MNPO®UN HA KBAITMOULMPAHU YOLOCTOBEPEHUA

1. lMbnHOTO cbabpxkaHne (npodun) Ha KY ce cbabpka B NyOGnvKyBaHWUTE OOKYMEHTUTE 3a
cboTBeTHUTE MNMonuTtnkn Ha [locTaBymka.

8.1.1 Homep Ha Bepcus

1. [octaBunkbT nsgasa KY sbB bopmat X.509, v3.
2. BepcusaTa ce Bnucea B nsgasaHoto KY.

8.1.2 [donycTumu paswmpeHusi BbLB (popMmaTta Ha yaoCcToBepeHue

1. Atpmbyt ,Subject Key Identifier"- ¢opmupa ce oT nybnuuHms knwo4v, YOOCTOBEPEH B
YyAOCTOBEPEHNETO KaTO XEL-CTOMHOCT Ha Ny6nnYHMA Koy,

2. Atpubyt ,Authority Key Identifier"- dpopmupa ce kato Xeww-CTOMHOCT Ha NyOnM4YHMA KITOY Ha
onepatnBHusa YO Ha [JocTaBuumka.

3. ATpubyt ,ssuer Alternative Name"- cbabpka URL-CTpUHr kato antepHaTUBHO MMe Ha
[ocTtaBuuka.

4. AtpubyTt ,Basic Constrains"- onpegens Tmna Ha ygocToBepeHneTo n uma ctomHoct ,End entity"
B y4oCTOBEpeHMETO Ha NoTpebutens.

5. Atpubyrt ,Certificate Policy" - onpegens nogeHtudpukatopa Ha lNonutunkata 3a KY.

6. ATpubyTt ,Key Usage" - aTpnbyT, KOnTO onpenens ynotpebdara n orpaHn4eHusita B ynotpeba Ha
yOOCTOBEPEHUETO.

7. Atpubyt ,Extehanced Key Usage" - gonbnea 3HavyeHueTo Ha aTpubyT "Key Usage" n ykasBa
AOMbIHUTENHUTE N CNEeUUdUYHN NPUMOXKEHNSA HA YOOCTOBEPEHNETO.

8. ATtpubyt ,CRL Distribution Point" - cbabpxa nuHk kbM aktyanHmss CRL Ha onepaTtuBHuga YO Ha
[ocTtaBuuka.

9. Atpubyt ,Authority Information Access" - cbaobpxa URL-agpeca Ha OCSP cbpBbpa 3a
Banvaaums Ha ygoCTOBEPEHMETO.

10. AtpmnbyT ,Qualified Statements" - atpmbyTbT cbObpXa YkasaHue, 4Ye YOOCTOBEPEHUETO €
KBannuduumMpaHo 1 ganu 4acTHUS KoY e reHepupaH 1 ce cbxpaHsasa Bbpxy QSCD.

8.1.3 UpeHTUdpukaTopu Ha anropuTMmUTEe Ha €NeKTPOHEeH noanuc

1. AtpubytbT ,Signature algorithm" ngeHtnduumpa anroputmmnte (KpuntorpadckTe MexaHnsamm),
KOUTO Ce 13nonaeart.

8.1.4 ®opmMu Ha UMeHyBaHe
Bwx cekums ,MmeHyBaHe" OT TO31 JOKYMEHT.

8.1.5 OrpaHuyeHus Ha UMeHaTa
Bwx cekuns ,MmeHyBaHe" OT TO31 JOKYMEHT.

8.1.6 UpeHnTucpukatop Ha MNonutuka

1. KY ce usgasart cbrnacHo lNonutuka Ha [JoctaBumka, ngeHtndumkatopsT (OID) Ha koaTo ce Bnncea
B aTpubyta ,Certificate Policy" Ha ypocTtoBepeHueTto. Tasu [Nonutuka Ha [ocTaBunka e B
CbOTBETCTBME C MEXAYHAPOAHO YyCTAaHOBEHUTE NONUTUKK, cbrnacHo ETSI/ITU-T B AOKYMeHTU
EN 319 411-1/2. Bux Tabnuua B T.1.3 Ha OOKyMeHTa.

8.1.7 O3HayeHue Ha KBanuchuumnpaHoOTO yaoCTOBEpPEHUE

1. [OoctaBumkbT nsnonsea B KY ¢ npodun no craHgapta X.509 v.3 atpubyTta ,Qualified Statements"
Cc unpeHTudukatopu: ,id-etsi-qcs-QcCompliance” (O1D=0.4.0.1862.1.1), ,id-etsi-qcs-QcSSCD*
(OID=0.4.0.1862.1.4) n ,id-etsi-qcs-QcType“ (0OID=0.4.0.1862.1.6) cbC cTomHOCT ,id-etsi-qct-
esign“ (0id=0.4.0.1862.1.6.1) n ,id-etsi-qct-eseal” (0id=0.4.0.1862.1.6.2) n ,id-etsi-qcs-QcPDS*
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(0id=0.4.0.1862.1.6.5).

8.2 Mpodwmn Ha CnucbKka Ha NpeKkpaTeHN yAOCTOBEpPEeHUA

8.2.1 Bepcus

1. [HoctaBumkbT, ypes ceouTe YO wusgasa, nybnukyBa u nogabpxa Cnvcbum Ha npekpaTteHu
yoocTtoBepeHus (CRL) BbB popmaTa X.509 v.2.
2. Bepcusta ce Bnucea B nsgageHuns CRL.

8.2.2 ®opmar

1. [OoctaBumkbT msgaea, nybnukyea m nogabpxa CRL, uunto dopmaT € B CLOTBETCTBUE C
n3nckBaHmaTa B MexayHapoaHarta npenopbka RFC 5280.
2. YO Ha JdocTaBuuka usgasart, nybnukyeaT n nogabpXxart camoctosaTenHu nbaHn CRL-u kaTo B TaX
3anucBaT camo NpeKkpaTeHu yOoCTOBEPEHUS!, KOUTO ca u3gagaeHu oT cboTBeTHUs YO.
3. [ocTaBumKbT HE M3gaBa M He nNogabpXka cxema Ha ,dactudeH" (delta) CRL, Ho 3ana3Ba npaBo
npun HeobxoaAMMOCT Aa BbBeAe TakaBa cxema.
4. OcHoBHUTEe CRL-atpnbyTun ca:
e Version"- Bepcus;
e ,Issuer Name" - ngeHtndpuumpa YO, nsgan n nognucan Cnmucoka;
o  Effective Date"/"This update" - Bpeme Ha nsgasaHe Ha Cnmcbka;
¢ ,Next Update"- BpemeTo Ha BanugHocT Ha Cnncbka. Cneg noco4veHoTo Bpeme, YO nsgasa
nepvoguydHo Hoe Cnucbk. Npes3 nepmnoga Ha BanuAHOCT, B CNyyan Ha npekpaTsaBaHe/cnvpaHe
Ha ygocTtoBepeHue, YO nsgasa HesabasHo HOB CRL;
e "Signature algorithm" - o3Ha4yaBa kpunTorpadckna MexaHu3bM/anropuTbma 3a efeKTPOHEH
noanuc Ha CRL;
e "Signature hash algorithm" - xeww-gyHKUNATa B MEXaHM3MaA HA ENEKTPOHHUS Noanuc.
5. HonbnHutenHu CRL-aTpnbytn ca:
o Authority Key ldentifier"- ngeHtncpukatopa Ha YO, konto mnsgasa n nognucea Cnmcbka.
Cobabpxa 3HaveHueTo Ha ,subjectKeyldentifier" ot ynoctoBepeHnneTo Ha YO, konTto nognvicea
Cnucbka.

8.2.3 ®dopmart Ha enemeHT B CRL

1. CRL Ha YO cbabpxa eneMeHTu 3a BCUYKM NpekpaTeHn ygoctoBepeHus ot YO. Tesn enemeHTn
ca nocTosiHHM B Cnucbka.
2. CRL Ha YO cbabpxa enemMeHT 3a BCHAKO cnpaHO ygoctoBepeHue oT YO. TakbB enieMeHT e

BpeMeHeH B Cnncbka 4O MOMEHTa Ha Bb30OHOBSABaHE Ha yAOCTOBEPEHNETO.

3. ATtpubyTtute Ha enemeHT B CRL ca:

e "Serial number" - cepuiHUAT HOMep Ha npekpaTeHo/cnpsiHO yaocToBepeHue; "Revocation
date"- BpeMe Ha npekpaTsBaHe/cnupaHe Ha yagOCTOBEPEHME;

e "CRL Reason Code" — kog, ngeHtnduumpall npuynHaTta Ha npekpatsasaHe/cnvpaHe.

4. 3HayeHuATa Ha NpyyMHaTa 3a nNpekpaTsBaHe/crnMpaHe Ha YAOCTOBEPEHME Ca KaKTO creaBa:

¢ "keyCompromise" - KOMNPOMETMpPAH YacTeH kntod Ha NoTpebutens;

e "CACompromise" - kKoMnpoMeTupaH YacTeH Krtod Ha onepatmeeH YO Ha [locTaB4uka;

o "affiliationChange" - npomeHeH ctatyc Ha [loTpebuTen cnpsmMo Apyro nvue - NpoMmsiHa B
npegcrtaBuTenHata BnacT, OTHEMaHe Ha MpeAcTaBuUTEeNnHaTa BRacT, MpekpaTsBaHe Ha
TPY4OBO NPaBOOTHOLUEHNE U T.H.;

e "superseded" - ygocTOBEpPEHUETO € 3aMEeCTEHO C APYro;

e ‘"certificateHold" - gencTBneTo Ha ygOCTOBEPEHMETO BPEMEHHO € CMpPSIHO.

8.3 Mpodwmn Ha OCSP

1. OCSP cbpsbpa Ha JocTtaByuka pabotm 1 npegoctassa ycnyrata ,,OHnanH npoBepka Ha cTaTyc Ha
yOOCTOBEPEHME B peasniHo BpeMe" B CbOTBETCTBME C MEXAYHApPOAHO yTBbpAeHaTa npenopbka
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IETF RFC 6960.
2. WHdopmauus 3a npodumna Ha 3asiBka 1 Ha oTtroBop npu pabota ¢ OCSP cbpBbpa ce cbabpka
B ropenocoyeHaTta TexHm4yecka npenopbka, NnyénuyHo goctbnHa ot canta Ha IETF.
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9 MNPOBEPKA U KOHTPON HA JEMHOCTTA HA OJOCTABYUKA

9.1 MNepuoaunyHa u o6CcTOATENICTBEHA NPOBEpPKA

1.

4.

5.

KoHTpon Ha npaBHO-pernameHTMpaHaTa genHoCT Ha [locTaByuka, CBbp3aHa C yAoCTOBEpPEHUATa
3a eneKkTpPoOHEH NoAnnc 1 HemHata cbobpasHOCT ¢ uanckBaHnata Ha 3ELEYY n HopmatnBHaTta
ypenba ce ocbuectBsiBa OT KomucusaTa 3a perynmpaHe Ha CboOLLEHNSTA, B paMKUTE HA HEMHUTE
KOMMeTeHunn.

BbTpelueH KOHTPON Ha AenHoCTTa Ha [locTaB4ynka ce HasHavyaBa OT ONepaTUBHOTO PHLKOBOACTBO
n/unm CbBeTa Ha ANPEKTOPUTE Ha IOPUOMYECKOTO Nuue Ha [locTaBuMKka KaTo peabT 1 06XBaTbT
Ha NpoBepPKUTE € CboBpaseH C BbTPELLUHN JOKYMEHTM Ha IOPUONYECKOTO NnLE.

PbkoBoacTBoTO Ha [locTaBuMKka OCbLECTBSBA MOCTOSIHEH OrnepaTtvBeH KOHTPOM 3a TOYHOTO
N3NbIHEHNE Ha NHCTPYKUMUTE Npu paboTa oT nepcoHana Ha [locTaBymka.

PbkoeogctBoto Ha ,BOPUKA® AL HasHayaBa NepuUoOAMYHU TMPOBEPKN 3a CLOTBETCTBME Ha
TeKyllaTa AeNHOCT ¢ yTBbpaeHuTe NpakTnka un MNonmMTukn OTHOCHO AerMHOCTTa Ha [locTaBymka.
[ocTaBUMKBLT M3NBIHABA NOCTOSIHEH KOHTPON BbpXY AenHocTTa Ha PO/MPC.

9.2 KBanudukauua Ha npoBepsaBaLiMTe nuua

1.

2.

MpoBepsBawm nuua morat ga 6vaat camo nuua, KOMTO MMaT NpaBo Aa M3NbiHSABAT TakMBa
yHKUMM B CLOTBETCTBME C BBL3MNPUETN B MeXAyHapoAHaTa NpakTuka U3MCKBaHMS U OKYMEHTMW.
MpoBepsBawMTEe nuua credBa Aa Ca akpeauTupaHu OT MeXAayHapoAaHa akpeauTauMoHHa
opraHv3auus aa nsanbiHABaT TakMBa NPOBEPKM.

BbTpelwwHnTe npoBepkn Ha pabdotata Ha PO/MPC ce nanbnHsaBaT oT criyxuTtenu Ha [locTaBumka,
KOWUTO Ca OTOpPU3MpPaHN 3a Ta3n OENHOCT.

MpoBepsBaLLM Nvua He MoraT ga ynbfHOMOLWaBaTt Apyry nuua ga u3BbpLuBaTt YacT unum uanaTta
npoBepKa, OCBEH C U3PUYHOTO Cbrniacue Ha [locTaByuka.

MpoBepsiBaWMTE nMUa HOCAT OTFOBOPHOCT 3a npoBepeHuTe ¢akTn u obcTosTencrea,
He3aBMCUMO Janu ca NPEBBH3NOXUN YacT Unn uanaTa NpoBepka Ha Apyry nmua CbC CbrnacneTo
Ha [locTaBuuka.

9.3 OTHOLWEHMA Ha NpoBepsaBawuTe nNuua c [loctaBymka

1.

2.

MpoBepsiBalLuMTe NULUa TpsbBa Aa 6baaT He3aBMCUMK, Aa He ca NPSKO UMM KOCBEHO CBbP3aHn U
Aa HAMAaT KOHMNUKT Ha nHTepecu ¢ [locTtaBymka.
OTHowweHusATa Mexay [JocTaB4YMKa 1 NPOBEPSBALLO BLHLLHO NULE Ce ypexaaT ¢ A40oroBop.

9.4 O6xBaT Ha npoBepKaTa

1.

lMpoBepkaTa oT cTpaHa Ha OpraHu 3a oueHsiBaHe Ha cboTBeTcTBMETO ¢ PernameHt 910/2014
00xBalla HOPMaTMBHO perfnameHTUpaHnTe U3UCKBaHUS KbM AEAHOCTTA Ha [locTaB4vMKa CbIMacHo
3ELEYY .
BbTpeluHaTa npoBepka Moxe Aa obxBalla BCAKO 0OCTOATENCTBO NN AENHOCT, MOCOYEHN B TO3M
OOKYMEHT, KaKTO WU:
e CbMNOCTaBKa Ha MPaKTMKU U Npoueaypu NOCOYEHN B TO3M AOKYMEHT C TAXHATa npakTuyecka
peanusauusi Npu n3nbiiHEHNE Ha OeNHOCTTA Ha [locTaB4mka;
e rpoBepKa Ha AeHOCTTa Ha NOAM3NbIAHUTENN - BbHWHU PO/MPC;
apyrm obcroaTencrea, haktu u OerMHOCTU, CBbp3aHu C WMHpacTpykTypata B-Trust, no
npeueHka Ha PbkoBoacTBOTO Ha [JocTaBumka.

9.5 O6cbXxaaHe Ha pe3ynTaTuTe U AEUCTBUSA C ornej U3BbpLUeHaTa NpoBepka

1.

2.

3.

Bb3 ocHOBa Ha HanpaBeHWUTe OLIEHKM U Aoknajda oT npoeepkata, PbkoBoacTBo Ha [locTaBumka
HabensiaBa MepKM U CPOKOBE 3a OTCTPaHsIBaHe Ha KOHCTaTUPaHUTE NPOMYCKU U HECHOTBETCTBMS.
MepcoHanbT Ha [locTaBuMka npeanpuemMa KOHKPETHU AEWCTBUS 3a TSXHOTO OTCTpaHsiBaHe B
MOCOYEHUTE CPOKOBE.

PesyntaTtuTe OoT U3BbpLUEHaATa NPOBEPKA Ce CbXpaHsABaT HaANeXHOo B apxmBa Ha [locTaByuka.
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10 APYI' BU3HEC YCINOBUA U NMPABHU ACNEKTH

10.1 LleHu n Takcu

1.

P w

5.
6.

[ocTtaBuvkbT nogabpka [[OKyMeHT "Tapuda 3a npefocTaBsHUTE  YOOCTOBEPUTESTHU,
MHOPMALMOHHM, KPUNTOrpadCKM 1 KOHCYNTaHTCKN ycryrin®.

[locTaBYMKbT MMa nNpaBo Aa NPOMEHS1 egHOCTpPaHHO TapudaTta no BCAKO Bpeme OT AENCTBUETO
Ha [oroBopa, kato yBegomsBa 3a ToBa [loTpebutenute nocpeacTtBOM nNybnvkyBaHe Ha
NpomMeHuTe Ha VMIHTEpHET cTpaHuuaTa.

MpomsaHaTa nma agencteue cnpsmo MNoTpebuten oT geHs, crnefBaly AeHa Ha nybnukaumaTa.

B 5 (neT) AHeBeH CpoOK OT AaTtarta Ha NpoMsiHaTa M AOKOMKOTO € Hanuvue yBenuyeHne Ha LeHuTe,
MoTpebutensat uma npaBo Aa nNpekpaTtv eQHOCTPaHHO AOroBopa C OTNpaBsHe Ha MUCMEHO
nssectne [0 [ocTaBuvka, CUMTaAHO OT AaTata Ha M3TUYaHEe Ha Cpoka Ha MocnegHoTo
yaocToBepeHue. B To3m criyyam JOroBopbT Ce cunTa npekpaTeH OT AataTa Ha NnpoMsaHaTa, Kato
nnateHuTe nNO [JOoroBopa Bb3HArpaxgeHus 3a Mnons3BaHe Ha YCrnyrm He noanexart Ha
Bb3CTaHOBSBaHe.

Mpw nunca Ha u3BecTue 3a NpekpaTaBaHe ce cunTa, Ye [oTpebuTenaT e cbrnaceH ¢ npomMsHaTa.
lNMpomsaHaTa Ha Bb3HarpaxgeHusaTa He MOXe Aa 3acerHe Beye 3annaTeHy Bb3HarpaxaeHus.

10.1.1 Bb3HarpaxaeHus

1.

CToMHOCTTa Ha JoroBopa BKIOYBA €4HO MW HAKOSKO OT CreHUTEe Bb3HarpaKaeHust:

e Bb3HarpaxaeHue 3a usgasaHe n nogabpkaHe Ha KY;

e Bb3HarpaxgeHwe 3a nogHoesBaHe Ha KY;

e Bb3HarpaxgeHwe 3a U3BbpLUEHM MO NckaHe Ha lNMoTpebutensa KoHCyNnTauum n TEXHONOrM4Ha
noMmoLL,;

e LleHa 3a 3aKyneHo nnu npegoctaBeHo nog Haem ot [loctaBymka obopyaBaHe;

e Bb3HarpaxgeHue 3a nepcoHanuanpaHe Ha PU3N4ecKn HocuTen.

ObmxkymMmnTe Bb3HarpaxgeHna M cymy ce 3annawaT Ha [JocTaBumka B pasmepu, CbrnacHo

Tapudata 3a npepgoctaBsHute ot ,BOPUKA® ALl kBanuduumpaHu yOooCTOBEPUTEITHM,

NHPOPMALMOHHN, KpUNTOrpaddCKM U KOHCYNTAHTCKM YCIyrM U B CPOKOBE M MO HAYMHK, NOCOYEHU

B [loroBopa 1 NpunoxeHnsita KbM Hero.

[lOKONKOTO MMa yroBOpeHO aBaHCOBO UM abOHaMeHTHO Bb3HarpaxgeHwe 3a U3nonssaHe Ha

ycnyra, CbLWOTO He MNoANeXM Ha Bb3CTaHOBSABaHE, ako [loTpebuTtensaTt He e KoHcymwupan

npegoctaBsHaTa ycnyra npe3 CbOTBETHUA CPOK, 3a KOWTO Ce OTHacd aBaHCOBOTO WU

aboHaMEHTHOTO Bb3HarpaxaeHue.

LleHaTa He BKMtoYBa HAYUCEHUTE OT TENEKOMYHMKALVMOHHUTE KOMMaHUM CyMW BbB Bpb3Ka C

nonasaHu ot [NoTpebuTtens ycnyru ot TAxX 3a LenuTe Ha NnpegocTaBaHuUTe yenyrn ot [locTaBymka.

Te ce pgbmkat m3usno ot [loTpebutensa Ha cboTBETHATa TENEKOMYHUKaUMOHHA KOMMaHus.

[ocTaBuYMKbT HE ABITKM U HE HOCY OTFOBOPHOCT 3a 3annalaHeTo Ha Te3n Cymu.

Becmukn pasxogm u Takcy 3a npeBexgaHe Ha AbIMKMMUTE CyMM MO CcMeTkaTa Ha [locTaBuuka,

BKMIOYMTEMHO U Te3n KOPECNOHAEHTCKN BaHKM, ca 3a cMmeTka Ha [oTpebuTens.

10.1.2 Bb3HarpaxaeHusa 3a yaocToBepuTenHU, Kpuntorpadcku, uHpopMauuoHHU U

KOHCYNTAHTCKM yCIyru

3a ycnyrute no npegocrtaBsHe u muanonssaHe Ha KY u cBbp3aHuTe C TAX ycnyru ce 3anfawa
ObMKMMa cyma npu 3asiBaBaHe Ha ycnyrata. B octaHanute crnydau nnawaHeTo ce n3BbpLuBa B
10-AHeBEH CPOK OT rnorny4yaBaHe Ha gpakTypaTa Urm CbriacHo CKIToYeHUs JOroBop.

Ycnyrute CBbp3aHM C OCbLIECTBABAHE Ha TEXHOMOMMYHA MNOMOLW, M MpeocTaBsiHE Ha
KOHCynTaumm 3a wuarpaxpgaHe W nogabpXaHe Ha UWHGpaAcTpykTypa UM pelleHus 3a
MHOpMAaLMOHHA CUTYPHOCT ca Ha 6a3a "JoBekovac" u ce 3annawart Bb3 OCHOBA Ha ABYCTPaHHO
noanucaH npoToKon 3a u3BbpleHa pabota. LleHnTe Ha yacoBaTa cTaBka B NpunoxeHarta
Tapuda ca BanugHW B paMKUTE Ha yCTaHOBEHOTO paboTHO Bpeme. [Mpn paboTa B U3BLH
YyCTAHOBEHOTO paboOTHO Bpeme, LeHUTe ce yBenuyaBaT CbC CbOTBETEH MPOLEHT, CbrNacHoO
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Tapudara.

3a ycnyra ,M13agaBaHe Ha kBanuduumpaHn enekTPoHHN BpeEMEBM nevaTn” npu cbrnacysBaHo HUBO
Ha obcnyxBaHe (SLA, Service Level Agreement) ce 3annawa cbriacHoO AOrOBOPHUTE YCOBUSA
3a JoCTaBKa W nonssaHe Ha ycnyraTa.

LlenaTa Ha 3akyneHO unu npegocTaBeHo nod Haem ot [JoctaBumka obopyaBaHe ce yroBaps u ce
ObIMKM  CbrNacHo ycnoBusiTa Ha pgoroeopa. [lpaBooTHoweHusiTa Mexay [docTaBunka w
MNMoTpebutens ce ypexaaT cbrnacHo obwwWTe npaBuna Ha goroBopa 3a npopaxba, pecn.
AoroBopa 3a Haewm.

Mpun 3abaBsAHe Ha nnawaHusaTa cnen 4OroBopeHust cpok MNotpebutenaT abmkm Ha [JocTaB4ymka
3aKoHOBaTa nvxea 3a nepuoga 40 OKOHYATENHOTO U3nnawaHe Ha AbIDKUMUTE CYMMN.
Mon3BaHeTo Ha Ny6nNuKyBaHM OKYyMeHTN B IHTepHeT cTpaHuuaTta Ha [JoctaBumka e 6e3nnaTHo.
3a 3anuc n npegocTtaBAHE Ha Te3n AOKYMEHTUM BbpXy (PU3MYECKM HOCUTen ce 3annaiia
cebecToMHOCTTa Ha TO3N HOCUTEN U KYPUEPCKUTE Pa3HOCKM.

10.1.3 ®daktypupaHe

1.
2.

3.

[ocTtaBunkbT nsgaea Ha MoTtpebutensa daktypa 3a NnpeaocTaBaHUTE YChyru.

Henony4aBaHeTo Ha dakTypa He ocBoboXxaaBa [oTpebuTens oT 3aabimKeHNeTO My Aa 3annaTtu
ObIMKUMUTE Bb3HArpaXKaeHus B yroBOPEHNTE CPOKOBE.

Bemukun gbrknmun no gorosopa cymu ce 3annawat ot lNotpebutena B 6pon mnv no 6aHKoOB MbT.
MnawaHeTo nNo 6aHKOB MbT CE CYMTA U3BBPLUEHO CbC 3aBepsiBaHETO Ha GaHKoBaTa cMeTKa Ha
[ocTaBunka ¢ MbHWS pasMep Ha ObIPKUMUTE CYMW.

Bcunykmn 6aHKOBM KOMUCUOHHUW, TAKCKU 1 Ppa3HOCKM BbB Bpb3ka ¢ baHKOBUTE NPEBOAN Ca 3a CMEeTKa
Ha NoTpebutens.

10.1.4 BpblaHe Ha yaocToBepeHMe U Bb3CTaHOBAABaHe Ha nraijaHe

1.

2.

MoTpebuten Moxe Oa Bb3pa3n OTHOCHO HETOYHOCT WM HenbfHOTa B CbAbPXaHMETO Ha
nsgageHo KY B 3-gHeBeH cpok crned nybnvkyBaHeTo My B My6rMyHua perncrop.

AKO npuymMHa 3a HEBAPHOTO CbAbpXKaHue Ha ypoctoBepeHneto e B PO/MPC, [ocTaBumKbT
npekpaTsiBa y4OCTOBEPEHMETO W M3JaBa HOBO C BAPHO CbAbpXaHMEe 3a CBOSi CMEeTKa WUnu
Bb3CTAHOBSBA HanpaBeHOTO MnaiwiaHe 3a npekpaTeHOTO YAOCTOBEPEHME C HEeBSAPHO
CbAbpXaHue.

AKO MpyYMHA 3a HEBAPHOTO CbAbpXaHWE Ha yOOCTOBEPEHMETO € no BuHA Ha [MoTpebutens,
[ocTaBunkbT npekpaTaBa yOOCTOBEPEHMETO M He Bb3CTAHOBSBA HaNpaBeHOTO MrallaHe.
[ocTaBunkbLT MOXe Aa u3gage HOBO C BAPHO CbabpKaHue 3a cmeTka Ha lNMoTpebutens.
MoTpebutenar moxe ga oTkaxe usgageHo KY ¢ BAPHO cbabpxaHue, KoeTo [OCTaBUYUKBLT Lie
npekpatn HeszabaBHO 6e3 [ga Bb3CTAHOBM HaMNpaBeHOTO nfallaHe 3a npekpaTeHOTOo
yOOCTOBEPEHME.

10.1.5 beannaTtHu ycnyru

1.

HocTtaBunkbT npegoctaBs 6e3nnaTtHO PermcTbpHU U MHAPOPMALMNOHHM YCIyrn, CBbP3aHU C
nonssaHe Ha MybnuyHMa perncTbp, KakTo cnepga:

e poBepka Ha nybnunkyBaHo B peructbpa KY Ha NoTpebuten;

e MpoBepkKa 3a BanuaHOCT Ha n3gageHo yaoctoBepeHune B [NyGnmyHmus pernctbp; npoBepka Ha
cTaTyC Ha YAOCTOBEpPEHME B peariHo BPEME;

yOOCTOBEPEHME 3a BPEME Ha NPeACTaBEHO CbAbpKaHMe/eNneKTPoOHHO nsssneHne 6e3 SLA;
naternsiHe Ha aktyaneH CRL n goctbn oo apxmea cbc CRL-y;

n3TernsHe Ha cnyxebHuTe ygoctoBepeHus Ha [JoctaBymka;

n3TernsHe Ha nyonnyHn JOKyMeHTH Ha [JocTaBumka; Apyrn yCryru.

10.2 ®nHaHCOBU OTFOBOPHOCTHU

10.2.1 3acTpaxoBKa Ha AeUHOCTTa

1.

[ocTaBUMKbLT CKNoYBa 3afbiPKUTENHA 3acTpaxoBka Ha AeNHOCTTa cu Kato pernctpupad OKYY
ot KPC;
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3agbmkuTenHaTta 3acTpaxoBKka € C HEMPEKbCBAEM CPOK U Ce NOOHOBSABA NEPUOLNYHO.

lMpeameT Ha 3acTpaxoBkaTa € OTrOBOPHOCTTA Ha [locTaBuMKka 3a OCbLUECTBsIBaHaTa OT HEro
OEeNHOCT cbrnacHo nanckeaHusata Ha 3EAEYY n HOMAAYY.

JocTaBunKbLT MMa 3aabIDKMTENHA 3aCTpaxoBKa B pa3Mep Ha 3acTpaxoBaTernHn CyMu NOCOYEHU B
HOomnanyy.

3agbmkuTenHaTa 3acTpaxoBka MOKpMBa OTrOBOPHOCTTa Ha [ocTtaBumka kbM [loTpebutenn,
CbOTBeTHO [loBepsABaLLM ce CTpaHW 3a MPUYUHEHN UMYLLIECTBEHU U HEMMYLLECTBEHU Bpeau A0
rpaHnuuTe onpegenexdn B 3EOQEYY v HOMOAYY.

Cnen HacTbnBaHe Ha cbbuTMe, KOETO MOXE Aa MNO3BOMM MNpeasiBsiBaHe Ha MCK MOKPUT OT
3acTpaxoBkaTa, 3acerHatoTo nuue Tpabsa ga ysegomm nucmeHo [loctaBunka u 3actpaxosartens
B CPOK OT 7 OHU crnef KaTto CbObnTneTo My CTaHe M3BECTHO.

10.2.2 3acTpaxoBaTesiHO NOKpUTUe

1.

2.

3acTpaxoBaTeNIHOTO MOKPUTUE 3a HAHECEHW HEUMYLLECTBEHUM WU/MNN MMYLLECTBEHN Bpeau Ha

MoTpebuten He HaoxBBLPNSA pa3mepa ycTtaHoBeH oT HOMAOYY.

3acTpaxoBkaTa He NOKpuMBa criydamTe No 0TKas Ha OTFOBOPHOCT, B YACTHOCT 3a Bpeau NpUYMHEHU

OoT:

e HecnasBaHe Ha 3aabibkeHusTa Ha lNoTpebuTen;
KomnpomeTmpaHe mnmn 3aryba Ha yacTteH knod Ha lMNoTtpebuten nopagum He nonaraHe Ha
ObIKnMara rpyka 3a onassaHe npu U3nosn3BaHe;

e HecnasBaHe Ha M3MCKBaHMSATA 3a NPOBEPKA Ha BanNMOHOCTTA HA E€MNEKTPOHHUS NOAMNUC 1 Ha
yOocToBepeHueTo oT [loBepsBalla ce CTpaHa,;

e (hopcmaxopHu n apyrm o6CToATENCTBA, U3BBLH KOHTPOsa Ha [JocTaByuka.

10.3 KoHdmaeHumanHocT Ha 6u3Hec nHopmaums

10.3.1 O6xBaT Ha KoHdMaeHUManHaTa nHopmaums

1.

NHudopmauna 3a MNoTpebuTten, KOATO He e BKIYeHa B nsgageHute ygoctosepeHus n B CRL
CbCTaBMsBa NMYHM JaHHKU NO CMUCHA Ha 3akoHa 3a 3alumTa Ha nndHuTe gaHHu (33J114), ce cumta
3a KoHdmaeHunanHa.

MHdopmauuaTa no npeaoxogHata Todka ce cbbupa oT [JocTaBuMKa camMO [OOKOMKOTO €

HeobxoaMma 3a HyXXauTe Ha usgasaHe 1 Nogabp)KaHe Ha YOAOCTOBEPEHNATA.

CunTtaHata 3a KoHmnageHumanHa nHgpopMaumsa He Moxe aa 6bae npegocTaBsHa Ha TPeTU Nuua,

0e3 M3pMYHO cbrnacue Ha NpefoCTaBUUTE A NUUA C U3KMIOYEHME Ha cryvauTe, Mpu KOUTO

[locTaBYMKbLT € 3aa4bITKEH NO cunarta Ha 3akoH, B TOBa YNCIO NPW:

e [lpoBepkn Ha Komucmsara 3a 3awmra Ha NUYHU OaHHWY;

e [lpoBEpKM Ha BBHLUHW M BbTPELLUHN OOUTOPWU 3a QOKa3BaHE CLOTBETCTBME KbM CTaHAapTw,
3aKOHW, Hapeabu, NpaBUITHALM U OPYTM PErynaTtopHU U3NCKBAHUS, U3PUYHO HEOGXoaMMK 3a
peanuampaHeTo Ha 6uaHec npouecuTe Ha [locTaB4MKa;

o [lpenocTtaBsHe Ha AbpXaBHWM MHCTUTYLUMU, KOraTo TOBA € 3aKOHOCHOOPAa3HO U U3PUYHO ce
M3NCKBa.

KoHdmgeHumanHata nHpopmaumsa ce CbxpaHsaBa Ha MSICTO, OOCTbMbT A0 KOETO € OrpaHuyeH

camo 3a nuua oT nepcoHana Ha [JocTaB4nka, OBNacTeHn aa onepupar ¢ AaHHUTE 1 ce paskpuBa

caMO cneg M3puU4HO cbrnacue Ha [loTpebuTensa c M3KNYeHMe Ha crnyvauTe, Npu KOUTO

JlocTaBUYMKBT € 3ag4bIMKEH MO cunaTta Ha 3aKoH.

Hukon ocseH MNoTpebuTen, BkoumMTenHO 1 [locTaB4vmka, HAMa NpaBo Aa M3nonssa YaCTHUS KIHoY

3a cb3daBaHe Ha enekTpoHeH noanuc. [JocTaBymMkbT NpenopbyBa lNMoTpebutensa ga He manara

notpebutenckusa Kog 3a OOCTbN 40 YacTHMS KItod Ha KY, gopu ako Ton e windposaH.

Bcumukn yacTHM KNKOYOBE Ha NULA OT NepcoHana v 3BeHa B MHpacTpykTypaTa Ha [lJocTaByuka ca

HaOEeXaHO 3aLLMTEHM CPELLY KOMNPOMETMPAHE U pasnpocTpaHeHune.

3anucu B KypHanuTe UK foroBete OT cuctemuTe Ha [ocTaBuuka ce pasrnexgart KaTto

KOHuAeHUManHa nHgopmaums 1 ca 3alnMTeHn oT HenpaBoOMEpPEH JOCTbMN N Bb3ENCTBUE.
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10.3.2 HekoHdmaeHumanHa nHdopmaums

1.

O6bwopocTbnHa e Bcsika nHdopmauus, cbabpkalwa ce B [MybnnyHusa permctbp no OTHOLIEHWE
Ha msgageHuTe ygocTtoBepeHusi, (ocBeH ako lMoTpebutenatr e nocouun onuus ,3abpaHa Ha
aoctbna®) Kakto un B nydnukysaHuns aktyaneH CRL 1 B apxvBHUTE KOMUSA Ha TO3M CMINCHK.

10.3.3 3awumTa Ha KoHmAaeHUManHaTa uHcpopmaumsa

1.

[ocTtaBunkbT u [loTpebutenatT HAMaT npaBo ga pasnpocTpaHaBaT WAM ga  gonyckar
pa3npocTpaHsiBaHe Ha MHOpMaUWsi, CTaHana UM M3BECTHA MPU UIK MO NOBOA M3MbIHEHWE Ha
3agbmkeHusita um no [oroBopa, BKIOYMTENHO OTHOCHO nnawaHusi, 6e3 npeaBapuTesiHO
N3PUYHO NMMCMEHO paspeLleHne OT gpyraTta cTpaHa.

10.4 NoBepUTENHOCT Ha SIMYHU AAHHU

1.
2.

[ocTaBUMKBLT € permcTpmpaH KaTo agMMHUCTPaTOP Ha NUYHM AaHHKU no pega Ha 33J10.

B kauyecTtBOTO cM Ha AOMUHMCTPATOP Ha NUYHU OaHHKW, [JOCTaBYMKBLT CTporo cbbniogasa

N3NCKBaHWNSATA 3a NOBEPUTENHOCT M HEpPa3npoCTpaHEHNE Ha NUYHUTE AaHHW Ha [oTpebutenu,

cTaHanu My M3BeCcTHU Npu U3NbIIHEHWE Ha AeNHOoCTTa cu kaTto JKYY.

JInyHnte gaHHu, Konto [JocTaBumkbT cbOMpa, cbrnacHo 1.10.3.1, ce cbxpaHsBaT u obpaborear

€[VHCTBEHO U cCaMO 3a LenuTe Ha npegocTtaBsHUTe oT [locTaBuMKka yoOCTOBEPUTENHU YCNYru B

CbOTBETCTBUE C U3MCKBaHUATA Ha 3EAEYY, gencreawata HopmaTtueHa ypegbda n GDPR

CovrnacHo yTtBbpgeHute lMonmntnkm Ha KY, enemeHTM Ha WMHpopmauusaTa B TsaX Morat ga

cbabpXaT NUYHM gaHHu. C ornej oCbLUEeCcTBABAHETO Ha LEVWHOCTTa CUM M Ha onpeneneHu

M3NCKBaAHWSA Ha nybnuyHUTE €enekTPOHHM YCRyrn KbM ygoCTOBepeHaTa MHdopMauums,

[ocTaBunKbLT g NpaBu AOCTLMHA 3a TPeTU Nuua Ypes usgageHnTe yaocToBepeHUsi, OCBEH ako B

NCKaHeTo 3a u3gaBaHe Ha y4OCTOBEPEHME HE € MoCcoYeHa onumusaTa ,3abpaHa Ha goctbna".

MoTpebutendar, B Ka4eCTBOTO CU Ha CYHEKT Ha NUYHM AaHHW MMa NPaBoToO:

e [la nsucksa ot [loctaBuynka ga kopurupa, unm orpaHmym obpaboTBaHeTo Ha HEFOBUTE NIUYHU
AaHHM UK Ja HanpaBu Bb3paxeHue cpeLly TAXHOTO obpaboTBaHe;

o [la m3ncksa ot [docTaBumka ga mstpme 6e3 HeHyXHO 3abaBsiHe HEroBuTe NUYHU LaHHM,
KOeTo LLe ce n3BbpLlin oT [JocTaBumka, ako ca Npunoxumm ycrnoeusaTa Ha un.17 ot GDPR,;

e [la nonyym cBOMTE NMNYHU JaHHM NPU NOUCKBAHE NO CbOTBETHUSA ped, onucaH B T.10.11.

e Ha npeHocuMmocT 3a nu4HM gaHHu, npu ycnoeusTta Hac Yn.20 ot GDPR u HopmaTuBHa a
ypenba B cTpaHaTa.

e [la 6bae yBe4OMEH 3a M3BbpPLUEHUTE KOPEKLMW, HanpaBeHO U3TpMBaHE M OrpaHu4aBaHe B
obpaboTkaTa Ha HEroBUTE NIMYHM AaHHU, aKO U3PUYHO MOMCKa TOBA.

e [la nopasa xanba 0o Haa3opHusa opraH — Komucuarta 3a 3awmuta Ha NNMYHUTE AaHHKM, Mo
OTHOLLEHNE Ha HEroBUTE NNYHM AaHHW, KOUTO ca NpedocTaBeHn Ha [locTaBunka

10.5 NpaBa BbpXy MHTENeKTyanHa coocTBeHOCT

1.

PasnuyHn gaHHKW, BKNIOYEHW B M34aBaHW YOOCTOBEPEHUst unu nyonukysBauu B [ly6nuyHuma
perncTbp ca obGeKkT Ha npaBa BbpXy WHTEneKTyanHata COBCTBEHOCT M APYrn MMYLLECTBEHU U
HEeMMyLLLECTBEHM NpaBa.

OTHoweHuATa NO noBog Ha Te3nm npaBa mMexay [ocTaBumMka W ApyrvTe y4acTHUMUM B
MHpacTpykTypaTta Ha B-Trust, kato BbHWHM PO, MPC 1 ap. ce ypexaaTt ¢ 4oroeop.

Bewnukn nsgageHmn ygoctosepeHus ot [loctaBumka ca 06eKT Ha aBTOPCKO NpaBo Ha [JocTtaBumka.
Becnukn npaBa Bbpxy uanona3saHu oT [ocTtaBuvka 6usHec mapku (Hanp., B-Trust®), kakto u
CbObpKallm ce B yAOCTOBEPEHNSATA TbProBCKM HauMeHoBaHusA n3nonasaxm ot MNoTtpebutenu, ce
3anassaT OT cobCTBeHMUMTE MM W Ce U3Non3BaT CamMoO 3a HyXauTe Ha npefocTaBaHUTE
yOOCTOBEPUTESTHM YCIYTn.

[BonknTE KMOYOBE, KOPECMNoHAMpallM Ha yaocTtoBepeHusaTa Ha [octaBumka m Ha [pyrute
yyacTHUUM B MH(ppacTpykTypaTa Ha B-Trust KakTo 1 CbOTBETHMA CeKkpeTeH maTepuarn, ca 0b6exT
Ha npaBa Ha [locTaBuMKka U HA CbOTBETHUTE y4YaCTHMLM, HE3ABUCMMO OT COOCTBEHOCTTA BbPXY
PU3NYECKNA HOCUTES Ha KITHOYOBETE.
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10.6 OTroBOPHOCT U rapaHuumn

10.6.1 OTroBOpHOCT 1 rapaHuum Ha [locTaBuYMKa

1. [JdocTaBYMKbLT OTFOBOPS WM rapaHTMpa, 4e crnasBa TOYHO YCMNOBUSATA B HACTOALLMS OOKYMEHT,
naunckeaHnata Ha 3ELEYY n Ha HopmaTuBHaTa ypeaba npu OCbLUECTBABAHE HAa OEWMHOCTTA Ha
peructpupaH OKYY.

2. [locTaBuuMKbT OcbLUecTBABaA AENHOCTTA Ha perucTtpupan AKYY kaTo:

n3non3ea TeXHUYeCcKo obopyaBaHe W TEXHOMOrMW, KOUTO OcurypsiBaT HadeXOHOCT Ha
CUCTEMM M TEXHMYECKATA N Kpuntorpadycka CUrypHOCT Npu OCbLLECTBABAHE Ha NpoLecuTe, B
TOBA YMCIO U CUTYPEH 1 3alLUMTEH MEXAHN3bM/YCTPONCTBO 3a FrEeHEpMpaHe Ha KIo4yoBe U 3a
Cb3[aBaHe Ha efeKTPOHEH NoANuc B CBOSITA UHPPACTPYKTYPA;

nsgaesa KY cneg kato npoBepu € OONyCTUMM OT 3aKOHa cpeacTBa NpeacTaBeHaTa
MHdopmaums;

CbXxpaHsiBa M nogaobpxa uHGOpMauus, CBbp3aHa C W3gaBaHUTE YAOOCTOBEPEHUS W
onepaTtuBHaTa paboTa Ha CUCTEMUTE;

crnasBa yCTaHOBEHUTe Mpouedypu 3a paboTa u npaBuna 3a TEXHUYECKM U PU3NYeckn
KOHTPOS, B CbOTBETCTBUE C YCNOBUATA B TO3M JOKYMEHT;

npy wuckaHe wusgaBa CbOTBETHUTE TUMNOBE YOOCTOBEPEHMS, Cra3Balky YCroBusTa M
npouenypute B TO3U SJOKYMEHT N CbOTBETHUTE [1onnUTUKY;

yBegomsiea NMNoTtpebutenute 3a akta Ha akpeguTaumsTa cu;

Cb3[aBa Bb3MOXHOCT 3a He3abaBHO cnMpaHe 1 npekpaTaBaHe Ha gencteneto Ha KY;
npekpaTtsBa W cnupa OEeWCTBMETO Ha YAOOCTOBEPEHWA MpWU YycrnoBudATa M NO pefa Ha
cboTBeTHaTa [Nonntuka;

yBegomsiBa He3abaBHO criefl cnupaHe Ha ygoctoBepeHue MNoTtpebuten;

ocurypsiea YyCrnoBusi 3a TOYHO OnNpedensiHe Ha BpeMeTo Ha u3gaBaHe, Cnupade,
Bb300OHOBSAABAHE U NpekpaTsBaHe Ha OENCTBUETO Ha YOAOCTOBEPEHUATA;

ocurypsiea MepKm cpeLly noanpaBsHe Ha yooCTOBEpPEeHUsTa 1 NOBEPUTESNTHOCTTA Ha JaHHUTE,
00 KOMTO MMa AOCTbI B NpoLeca Ha cb3gaBaHeTo Ha NoANuca;

n3nons3Ba HagexagHW CUCTEMM 3a CbXpaHABaHeE U ynpaBneHne Ha yAOCTOBEPEHUATA;
ocurypsesa caMo Haas1exXHo OBflaCTeHU CRYXUTenun aa uMaTt 4oCTbM 3a BHAcsHE Ha MPOMEHMN,
yCTaHOBSABaHE Ha aBTEHTUYHOCTTA U BanngHOCTTa Ha YAOCTOBEPEHUATA;

npy Bb3HUKBAHE Ha TexHMYecku npobriemMn BLB Bpb3Ka CbC CUIYPHOCTTA, TOBa [a cTaBa
He3abaBHO JOCTOsIHME Ha 0BGCNyXXBaLUUs NepcoHart;

C M3TUYaHe Ha cpoka Ha BanugHoCT Ha KY ga oTMeHu BanngHoCTTa My;

nHopmupa lMoTpebutenute n TpeTn OOBEpPSBALLM CE CTPaHW 3a TEXHUTE 3a4biDKEeHUs u
ObIoKnMarta rpyka Ha noBedeHue npu M3non3eBaHeTo M AOBEepsiBAHETO Ha NpenoCTaBAHUTE
oT [ocTtaBunka yOoOCTOBEPUTENHWU YCNYrM, KakToO W OTHOCHO MPaBUMHOTO W CUMYPHO
n3nons3saHe Ha u3gageHuTe yaoCTOBEPEHNSA N YOOCTOBEPUTESTHUTE YCIYTN, CBbP3aHN C TSX;
N3Mnon3ea u CbxpaHsaBa cbbpaHaTa nMyHa 1 gpyra nHdopmaumns camo 3a Lenute Ha cBosiTa
OENHOCT no npefocTaBsHE Ha yOoOCTOBEpUTENHW ycnyrn no cmucbna Ha 3EOEYY u B
CbOTBETCTBME C pasnopenbute Ha 33J1[ n gpyrute OTHOCMMM NPABHU HOPMU;

He CbXxpaHsiBa UK HE KOonupa AaHHM 3a Cb3daBaHe Ha YacTHU KI4YoBe;

nogaobpka pasnonaraemMu CpeacTtBa, KOMTO OCUrypsiBaT Bb3MOXHOCT 32 W3BbpPLUBAHE Ha
OenHocTTa My,

3acTpaxoBa 3a BpEMETO Ha CBOsSITa AEMHOCT 3a BpeauTe OT HEU3NbITHEHME Ha 3aab/IKEHNATa
My no SELEYY, B cboTBETCTBUE CbC 3acTpaxoBaTenHarta NnonmTuKa;

nogobpxa nepcoHan, npuTexasal, HeobxoouMmTe eKCNEepPTHM  3HaHUSA, OnuUT U
kBanudumkaumns 3a n3BbpLuiBaHe Ha AENHOCTTA;

nyGnvkyBa 1 ocurypsiea 4OoCTbn 40 YTBLPAEHO MOBUITHO npunoxeHne 3a obnaveH KEIT;
nogobpxa Peructbp, B konTo nybnukysa wusgageHute KY, aktyaneH CRL, pgpyru
obcToaTencTea U enekKTPOHHN JOKYMEHTW, CbrnacHo To3n JokymeHT n SEJEYY;
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ocurypsiea goctbn oo Pernctbpa No enekTpoHeH NbT 24 Yaca B AEHOHOLWMETO;

ocurypsiea 3alura cpelly BHacsHe Ha [MpoMeHn B nogabpxaHua Pernctbp oT
HepernaMmeHTUpaH 1 HenpaBoMepeH AOCTbIM UK Nopaan CnyyYamHo cbbuTne;

nyénukysa B nybnuuHmns Peructbp Ha KY HesabaBHO wu3gageHuTe U nognucaHu
yOOCTOBEpPEHUS;

Cb3[aBa YyCNoBWUSA Ha BCHAKa [OBepsBalla ce CTpaHa [a NpoBepu cTaTyca Ha u3gageHo u
ny6nukyBaHo yaoctoBepeHue B Ny6nuyHma Pernctbp Ha yoocToBepeHus:;

npy mM3BbpwBaHe Ha obuyanHata genHocT Ha BOPUKA no npegoctaBsaHe Ha BCUYKM
yOOCTOBEPUTENHM YCnyrn oT noptdonnoto Ha bopuka ALl, LOCTABYMKBT HE OMCKPUMUHMUPA
MO HNKaKbB HAYMH CBOUTE KITMEHTU U CNYXUTENN.

3. [octaBuukbT oTroBapsi npeAd Notpedbuten n [loBepsiBawa ce cTpaHa 3a:

3aadbJDKeHNATa CU No npeagxogHata TOYKa,
HeBEPHU UInn nuncealln gaHHM B yAOCTOBEPEHUE NO HEroBa BMHA;
nponyckn B yCtTaHoBABaHe Ha NOEHTUYHOCTTA Ha 3agasutensi.

10.6.2 OTroBopHOCT U rapaHuuu Ha PO/MPC

1. [HoctaBumkbT rapaHtupa, Ye PO/MPC umsnbnHsBa CBOMTE (PYHKUUU M 3a0bIDKEHMS B MbIHO
CbOTBETCTBUE C YCMOBUATa B TO3U JOKYMEHT, C U3UCKBaHUATA 1 npouenypute B MNonutnkute u
n3gageHuTe BbTPELLHM OnepaTUBHN UHCTPYKLMK.

2. [HocTtaBumkbT oTroBap4 3a gencteuatra Ha PO/MPC B nHdppactpyktypata Ha B-Trust.

10.6.3 OTroBopHoOCT Ha lNoTpeburtens
1. lMoTtpebutenar Tpsbea aa:

crnasBa TOYHO YCroBusaTa W Npoueaypvute Ha Tasu JOKYMEHT U cboTBeTHaTa lMonuTtuka npu
UCKaHe 3a n3gaBaHe Ha yOOCTOBEPEeHUS 1 NON3BaHEeTo Ha ApYrnTe yaoCTOBEPUTESTHU YCNYTK;
3annawa OBbIMKUMOTO Bb3HarpaxageHue KbM HocTtaBumka CbrnacHo
[oroBopa © NpuNoXxeHUATa KbM HeEro;

MMa OCHOBHM NO3HAHWA OTHOCHO N3MON3BaHETO Ha YAOCTOBEPEHNS 38 €MEKTPOHEH NoANUC 1
PKI TexHonormu;

npegoctaBs BsipHa, TOYMHA UM MbiiHA MHAopMaums, KoAaTo [JoCTaBYMKLT M3UCKBA CbINacHO
3aKoHa M TO3M [JOKYMEHT Mpu fnojaBaHe Ha MWCKaHe 3a u3gaBaHe W yrnpaBreHue Ha
yOOCTOBEPEHUE;

ocurypsiea curypHa u HagexaHa cpefa v npoueaypa (HagexaHu TeXHUYeCKU cpeacrtsa u
cobTyep), koraTo reHepupa gBonkaTa Knio4oBe U3BbH MHppacTpykTypaTta Ha [locTaBumka, C
ornep onassaHe TarMHaTa Ha YacTHUS KNHoY;

n3nonaea anroputMn, cbobpasHo nanckeaHmsita Ha HAAKEI npu reHepupaHe Ha ABolikaTa
KntovoBe;

yBegomMu HezabaBHO [locTaBumka, B Crydal Ha KOMMPOMETUPAHE WM CbMHEHMS 3a
KOMMNPOMETMPAHE Ha YacCTHUS KIY KaTo u3npatu 3asiBka 3a CnvpaHe unu npekpartsasaHe
OencTBMeTOo Ha YAOCTOBEPEHNETO;

CbXpaHsiBa 1 3alMTaBa HageXxaHo CBOS YAaCTEeH KoY Npes UanoTo BpeMe Ha BanngHoCT Ha
yOOCTOBEPEHUETO cpeLly 3aryba n komnpoMeTupaHe B CbOTBETCTBME Ha U3UCKBaHMATA Ha
cboTBeTHaTa NonuTtuka. Beako nsnonssaHe Ha YacTHUS KoY ce npuemMa KaTto U3BbpLUEHO OT
MoTpebutena gencreue;

npueme u3gadeHo yOOCTOBEpPEHME 3a €efleKTPOHEH Moanuc Hes3abaBHO cried HEroBoTO
npencraBsiHe OT CTpaHa Ha [JocTaByuka;

npoBepu MbfHOTaTa U BEPHOCTTA Ha CbObPXKaHUETO Ha yAOCTOBepeHne B Cpok oT 3 (Tpwu)
OHM  OT nybnukyBaHeTo My. B cnyya Ha HecbOTBETCTBME Mexay npeacTaBeHaTta
WMHOpMALMs NO cunaTta Ha 4oroBopa M CbAbPXaHMETO Ha YAOCTOBEPEHMETO, Aa YBEAOMMU
He3abaBHo [locTaB4uKa;

M3BECTU 3a HACTbNUNAa NPOMAHA B yAOCTOBEpeHaTa MHopMaLuns 1 a noucka npekpaTaBaHe
Ha yOOCTOBEPEHNETO;
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e yBegoMu [locTaBymKa 3a BCAKa NPOMsHA B MUHOpMaLMsATa, KOSATO HE € BKINKYeHa B U3gageHo
HEeroBo YOOCTOBEPEHME, HO KOATO € npedocTaBeHa B npoueca Ha wuw3gaBaHe Ha
yOOCTOBEPEHUETO;

e CMEHM CBOSA MbpBOHA4YaneH Kog 3a AoCTbn A0 YacTHuA kntod B QSCD, npean aa nanonsea
yOOCTOBEPEHMNETO;

e 13MON3Ba U3gageHnuTe My yaoCTOBEpPEHUSa caMo C NULEeH3npaH Kpuntorpadcku codryep;

e M3MoONn3Ba M3ganeHO YOOCTOBEpPEeHMEe camMo B CbOTBETCTBME C OTOENA3aHOTO B HEro
npeaHasHadeHne n cbrinacHo npunoxmnmara MNonuTmka, KakTo K ¢ orneq orpaHndeHusTa npum
KOWUTO € U3aadeHo;

e He U3NoM3Ba YacTHUA KoY 3a Cb3[aBaHe Ha efeKTPOHEH NoAnuc cneg u3tuyaHe cpoka Ha
BaNMOHOCT Ha yOOCTOBEPEHWE UMK Crnef cnnpaHe nnun npekpaTtsiBaHe ENCTBUETO My,

e uvHdoOpmMpa Bcska [loBepsiBawla ce CTpaHa OTHOCHO HenHaTta rpuxka M OTrOBOPHOCT Mpu
poBepsiBaHe Ha KY;

e [puema YCrnoBusiTa 3a rpmxarta M OTFOBOPHOCTTa Npu goBepsiBaHe Ha KY, B cnydam 4ye
Jenctea kaTo [loBepsaBalla ce cTpaHa.

MoTpebutenaTt e otroBopeH ako e npuen KY, m3gageHo oT [docTtaBumMka Bb3 OCHOBA Ha

npeaocTaBeHn OT HEro HeBEPHU AaHHU, CbOTBETHO Bb3 OCHOBA Ha NpeMblv4aHn Unm nunceawim

OaHHW.

[ocTtaBumkbT We perpecupa cnpsmo [loTpebutena npeTteHumsa 3a BCUYKM NPETbPreHn Bpeau,

BCreacTeBMe OT peanu3npaHa OTroBOPHOCT Ha [locTaBuumka, nopagun HeusnbiHEHWE Ha

NpPon3TMYaLLM OT TO3N JOKYMEHT UM A0roBopa 3a4b/PKEHNS, KoraTo:

e € 13nonaean anropnTbM, KOMTO HE OTroBapsa Ha nanckeaHusTa Ha HAAKETT,

e He M3MbHSBA TOYHO M3UCKBaHMATA 3a CUTYPHOCT, onpegenexun ot [loctaByuka;

e He noucka npekparaBaHe AeNCTBUETO Ha YOAOCTOBEPEHME, KOraTo € y3Harl, Ye YacTHUAT KoY
e OuMn M3nonsBaH HenpaBOMEPHO WM CbLIECTBYBA OMACHOCT OT HEMNPaBOMEPHOTO My
N3non3BaHe;

e € npuven yaoCTOBEPEHWETO MNpuU HEroBoTO u3gaBaHe, korato [loTpebutenat He e 6un
OBfacTeH Oa ObPXW 4YacTHUA KoY, CbOTBETCTBALL Ha MOCOYEHMS B YOOCTOBEPEHMUETO
nyGnnYyeH KInou;

e e npuven ygocToBEPEHNETO MpU HErOBOTO M3daBaHe, KaTo € HanpaBuil HEBEPHU U3SIBIIEHMNS
npen JocTtaByunka, MMaLln OTHOLEHME KbM CbAbPXXaHNETO Ha yOOCTOBEPEHMNETO;

e e npuen yaocToBepeHneTo, korato Notpebuten He e 6un oBnacTeH Aa Nnoucka nsgaBaHeTo
Ha yOOCTOBEPEHUNETO.

10.6.4 'puxxa u oTroBOpHOCT Ha [loBepsiBalla ce cTpaHa

1.

Jlnuara, kouto ce poeepsBaT Ha KY TpsaAbBa ga nputexaBaT OCHOBHWM MO3HAHUS OTHOCHO
NPUHUMNNTE HA U3NON3BaHE U NPUMOXMMOCT Ha €NeKTPOHHUS noanuc/nedyaTt M Ha ycnyrute,
CBbp3aHu ¢ ynotpeba Ha yooCTOBEPEHUETO.

[oBepsiBawaTa ce cTpaHa crieaBa Aa nosioxu gbImKMMa rpuka, Kato:

e Ce [oBepsiBa Ha YyOoCTOBepeHuATa camMo C ornegq Ha [lonuTtukata OTHOCHO
npeaHasHa4YeHNEeTO M Ha OrpaHMYeHMATa U YCrOBUSTA, NPY KOUTO € U30aLEHO;

e M3BbLPLIKM MpPOBEpKa Ha cTaTyca Ha YAOCTOBEPEHMETO B nogabpxaHus oT [ocTaBuvka
My6nnyeH pernctbp. lNpoBepkaTta Ha enekTpoHHaTa aBTEHTMYHOCT M Ha UHTerputTeTa Ha
yOoCTOBEPEHUETO U3BBH [ybnuyHmns Permctbp nnu B HeaktyaneH CRL-cnnckk He ocurypsisa
NpoBepKa 3a HeroeaTa BanMAHOCT M BCUYKM HAcTbNUNK Bpeau OT Npeanpuetn OencTBus,
cnepg ocCblUeCcTBsIBaHE €AMHCTBEHO Ha TakaBa NMPOBEpPKAa, ca 3a CMeTka Ha [loBepsiBallaTta
CTpaHa;

e [poBepsiBa BanMAHOCTTa Ha nognuca/mevara, KakTo M BanMOHOCTTa Ha €NnekTPOHHMS
nognuc/nedat Ha [loctaBuMka no Bepurata oT yooCcTOBepPeHUs 40 6a30BOTO y4OCTOBEPEHME;

e Ce YBEpu, Ye MPUIIOXKEHMSTA, C KOUTO Ce U3MNon3Ba y4OCTOBEPEHMETO ca (PYyHKLMOHAITHO
NPUNOXUMN 3a nNpefaHasHadYeHUeTo, 3a KOUTO € U3gadeHo, KakTo M C Oorfed HUBOTO Ha
CUIYpPHOCT, NOCOYEHUN B CboTBETHATa lNMonuTuka.
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Obvmkuma rpwka Ha [loBepsiBawiaTta ce CTpaHa € ga u3nons3ea curypHa (kBanuduumpaHa)

nposepka (Banugaums), KOSTo rapaHTupa, Je:

o NyGRMYHUAT KIHOY, KONTO Ce U3MNoM3Ba 3a NPoBEpKa Ha nognuca/nedara cCboTBETCTBA Ha TO3W,
KOWTO ce npeactass B y4OCTOBEPEHUETO;

e [poBepKaTa 3a M3Mon3BaHe Ha YacCTHUSA KoY e HageXaHO NoTBbpAeHa U pesyrnratute oT
Ta3un NpoBepKa KOPEKTHO ce NpeacTaBaT;

e Mpun HEeoBXOOAMMOCT MOXe fa Ce YCTaHOBU CbAbpXXaHMETO Ha noAanucaHus/mognevartaH
€MeKTPOHEH OOKYMEHT/U3SABMEHME;

e QaBTEHTMYHOCTTAa W  BanNUAHOCTTAa Ha  YOOCTOBEPEHMeTO KbM  MOMEHTa  Ha
noanvceaHeTo/nognevyaTsaHe HagexaHo ce NpoBepsBarT;

e pesynTatuTe OT NPOBEpPKaTa N eniekTpoHHaTa MAEHTUYHOCT Ha NoTpebuTens Ha KY npaBunHo
ce NpeacTaBsrT,;

e BCHAKaKBU NPOMEHU, perieBaHTHU 3a CUrYpHOCTTa ca YyCTaHOBUMU.

[ocTaBunKbLT He HOCKM OTFOBOPHOCT 3a HacTbnNunu Bpeau Ha [oBepsABalwiaTa ce cTpaHa oOT

HemnonaraHe Ha gbJpKMMaTta rpmxa.

10.7 OTKa3 OT OTTOBOPHOCT

1.

2.

C usknioveHMe Ha cnydaute Ha npeTbprneHn Bpeau OT M3non3BaHe u gosepsiBaHe Ha KY,

[ocTaBuMKBLT HE OTroBapsi 3a CBOMTE HEDPEXHW OENCTBUS.

JocTaBunkbT He OTroBapa B ClnyyYyauTe, KOraTto HacTbnNunuTe Bpean ca cneacrteve oT

HeBpPEXHOCT, OTCbCTBME Ha MOMIOXKEHA rpwXa WM nMnca Ha OCHOBHW MO3HAHWUS OTHOCHO

TEXHONOrMNTE Ha eneKkTPoHEeH NOoANUC OT cTpaHa Ha NoTpebuTtensa unu JJosepsaBawm ce CTpaHu.

[oCTaBUMKLT NO HMKAKbB HAYMH HE MOXe [a OTroBaps 3a cinyyauTe, B KOMTO NognucaHun m

nNpuapyXeHn ¢ BanuaHu yoocToBepeHUs n3aBneHns ca bunu oTTerneHu.

[ocTaBunKbLT He OTroBaps B crnyyauTe, KoraTto e nognucaH codrtyep unm MHEPOPMaLMOHHM

00eKTn 1 CcbLMTe Ca NPMYUHUIIM Bpeaun Ha [loBepsiBalla ce cTpaHa.

[ocTaBunKbLT He NpoBepsiBa U He Criean 3a HapyLllaBaHe Ha npaBa Ha TpPeTu nuua o OTHOLLEHWe

Ha TeXHW TbProBCKU MapKW, TbProBCKU HAUMEHOBaHUS WNW OpYrM WUMYLLECTBEHU WK

HenMyLLLeCTBEHW MpaBa, Korato MHopMauus, cbabpXkalla ce B u3gageHn yooCTOBEPEHUS e

JoBena [0 TakmBa HapylweHuda. B crniyyam Ha npeTtbpneHn Bpeau OT cTpaHa Ha [ocTaByuka

nopaauv TakvMBa HapyLUEeHUs, CbLUMAT MOXe Aa v npeteHampa ot Notpebutens.

[ocTaBYMKLT He OTroBOpSA 3a MPEeKU UMM KOCBEHW, NpeaBuauMn unu HenpeaBuanmu Bpeaw,

HacTbLNUNKW BCNEACTBME OT M3MOM3BaHe UM JOBEPsSIBAHE Ha CMPEHU, NPeKpaTEeHN UM C U3TEKDBI

CPOK Ha BanuaHOCT YAOCTOBEPEHUSI.

M3BBLH criydyanTe no npeaxogHuTe Touku, [JoCcTaBYMKBT HE HOCU OTTOBOPHOCT 3a:

e TOYHOCTTA, aBTEHTUYHOCTTA, MbIIHOTATa WM CbOTBETCTBMETO Ha MHAOPMAaUUS, KOATO €
BKIOYEHA B TECTOBU, BE3NMaTHU UMM AEMOHCTPAUMOHHN YOOCTOBEPEHMS;

® KayecTBOTO, (YHKUUUTE WU TEXHOMOrMsATa Ha COPTYEepHUTE NPOLYKTM U XapAyepHu
YyCTPOWCTBA B MHppacTpyKTypaTa Ha B-Trust, nanonasanu ot MNoTtpebutenu nnn Josepssaiym
ce CTpaHu;

® 3a CBOEBPEMEHHO npekpaTaBaHe U CNupaHe Ha yOOCTOBEpPEHUs u/unu nposepka Ha ctaTyca
Ha yooCTOBepeHust nopagu NpuYMHU, KOMTO Ca U3BBLH HEroBMA KOHTPOI (Hanp. HenonaraHe
Ha AbIDKMMa rpyxa oT cTpaHa Ha [loBepsiBawa ce ctpaHa, HegobpoCcbBECTHU OENCTBUS OT
cTpaHa Ha NoTpebuTen, TENEKOMYyHUKALNOHHN U €HEPTUNHN CMYLLEHNS 1 Op.

[ocTaBunkbT He OTroBaps 3a Bpeau, MpUYUHEHU OT uanonssaHe Ha KY u3BbH obxBaTa Ha

BMYCAHUTE B HErO OrpaHnUYeHnsa N npeaHasHavyeHus:.

10.8 OrpaHu4eHne Ha OTTOBOPHOCT Ha [locTaBuYMKa

1.

2.

3a nsgasaHn KYKET/KYKEMNeuvaT, [JocTaBunKbT OTroBapst B paMKUTE Ha MakCUMareH MMMuT Ha
otroBopHocT 40000 ..

lNocoyeHnTte NMMUTM Ha OTFOBOPHOCT Ce cyMTaT 3a OrpaHn4yeHmss Ha OTroBOPHOCTTa Ha
[ocTtaBuuka.
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10.9 KomneHcauum 3a [loctaBuYMKa

1. 3a BCWYKM cnyyanm Ha HeM3MbIIHEHME Ha 3adbibKeHusiTa OT cTpaHa Ha [loTpebuTtens,
J[loCcTaBUMKBT LU aHraxupa oTroBopHocTTa Ha lMoTpebuTtens 3a Bpeau U We Uma npaBoTo Aa
npekpaTn He3abaBHO M3aaAeHO yaOCTOBEPEHME.

10.10 Cpok u npekpaTsiBaHe

1. Pasnopegbute B HacToAWMSA [OOKYMEHT, KakTo M acouuupaHute c Hero [Monutukm Ha
npepoctaBsiHe Ha KY u ygoctoBepuTenHu ycnyri ot [locTaByMka ca BanvaHu 0O nsgaBaHe U
nyGnvKyBaHe Ha cnefBalla TaxHa Bepcusa/pefakumns B XpaHUNuLLETO 3a AOKYMEHTU Ha calTa Ha
JocTtaBuuka.

2. [oroBopbT 3a ygocTtoBeputenHu ycnyrm mexay Hdoctasuvka u lNMotpebuten e cbC CpoOK Tpu
roguHU UNn 0O N3TUYaHe Ha Cpoka Ha BanuAHOCT Ha NOCNeaHOTO M3dadeHo YAOCTOBEPEHME MO
Jorosopa.

3. C npekpaTsiBaHe Ha genHocTTa Ha [locTaB4ymKa ce npekpaTaBaTt pasnopenburte, lNpaktukara m
MonnTnkMTe accoummpaHmn ¢ TO31 JOKYMEHT.

4. B cnyyan Ha HeJeNCTBUTENHOCT Ha oTAenHa Knaysa OT TO3M JOKYMEHT, BannaHoCTTa Ha Lenus
OOKYMEHT ce 3ana3Ba 1 He ce HapyllaBa gorosopa c Notpebutensa. HegencreutenHara knaysa
ce 3amecTBa OT NOBENUTENHUTE HOPMU Ha 3aKoHa.

5. [HoroBopbT 3a ygoctoBepuTenHu ycnyrm mexay [doctasumka u Notpebuten ce npekpaTasa C
n3TU4aHe Ha CpoKa Ha BanuAHOCT Ha NocnegHoOTo U3gafgeHo yaocToBepeHue no Aorosopa unm ¢
npekpaTsiBaHe Ha BCUYKM U34adeHn yOOCTOBEPEHMS NO AOroBopa.

6. [ocTaBuMKbT CbXxpaHsiBa HALMEXHO N CUTYPHO BCUYKM NPEeaULLIHM BEPCUN HA TO3U OOKYMEHT U
acounmpaHute c Hero MNonuTtukn.

10.11 YBeaomsiBaHe U KOMyHUKaLIUA MeXAy CTpaHUTe

1. [ocTaBumMKbT M3non3ea usserneHuda, nucma n cbobueHna Ha PO/MPC Kakto n enekTpoHHM
yBe4OMIEeHMs, KOMTO Ny6nnkyBa Ha cBosATa VIHTepHeT-CTpaHuua.
2. KnueHtute Ha B-Trust morat ga manpawaTt cbobLleHNd, nMcma, NPenopbKky, BbMPOCKU U Xanbwu
0o [JoctaBumka KaTo M3non3eaT criegHus agpec 3a KOHTaKTU:
nowieHckn agpec: Coduma 1612, 6yn. ,Llap Bopwuc lII" 41
TenedoH: 0700 199 10
umenn agpec: info@b-trust.org
OdomumanHa cTpaHuua Ha gocTtaBumka: https://www.b-trust.bg
3. B cnyyan Ha nony4yaBaHe Ha xanba, [JocTaB4MKbT U3BbpPLUBA HeE3abaBHa NpoBepKa 1 uanpatlia
OTroBop 40 xanbonogaTens B CPOK OT 2 paboTHU OHW.

10.12 NMpomeHun B [lokymeHTa

1. [JdocTaBYMKbLT MOXe Aa npaBu pedakuMOHHUM MPOMEHW B TO3M AOKYMEHT, KOUTO He 3acarat
CbAbPXXaHNETO Ha NpasaTta U 3aQbiHKEHMATA B HErO.

2. [lpomeHun, KoUTO BOOAT OO HOBa Bepcus/pedakumsa Ha OOKYMeHTa ce nybnukyeat Ha VHTepHeT

CTpaHuuarta Ha [JoctaBuyuka.

MpomeHuTe ce cbobwaraT Ha KPC u 3auHTepecyBaHuTe nuua.

Bcako nuue moxe ga oTnpass NpeanoXeHus 3a NpOMEHN U OTCTpaHABaHe Ha OMYCHATU IPeLLKH,

KaTo M3Mor3Ba NOCOYEHUTE NO-rope KOHTaKTh ¢ [JocTaBumka.

hw

10.13 PewaBaHe Ha criopoBe U MACTO (MOACBHAHOCT)

1. Bcuuku Bb3HUKHANM CNOPOBE MeEXAy CTpaHWTe Mo 4oroBopa 3a YAOCTOBEPUTENHU YCnyru ce
ypexaaT no criopasyMeHve Mexzay CTpaHute, Ypes pa3bupaTenctso 1 B Ayx Ha Aobpa Bornsi, a
ako TakoBa He Gbe MOCTUrHaTo, Ce peLlaBaT OT KOMNETEHTHUSA BbNrapcku CbAa.

10.14 NMpunoxunmo npaBo
1. 3a BcuykM BbMNpPOCU, HeypedeHNU B HacCToAWMA OOKYMEHT Ce npwurnarart pa3nopep,6me Ha

"BOPUKA" ALl, 1 Anpwun 2019r. Ctp. 82 o1 83


mailto:info@b-trust.org

O6woaoCTLNEH JOKYMEHT
NMPAKTUKA NMPU NPEOOCTABAHE HA KBAITM®OULIMPAHU YOOCTOBEPEHUA
N YOOCTOBEPUTEJIHU YCITIYTU OT ,,BOPUKA“ A}

Obnra PCKOTO 3aKoHOOAaTEeN1ICTBO.

10.15 CboTBeTCTBUE C NPUNTOXKUMOTO NpPaBo

1. HactosawmaT OokyMeHT e paspaboTeH B cboTBeTcTBME cbe 3EAEYY u gencTBallata HopmaTuMBHa
ypenba.
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