BSecure DSS Lite — TexHu4yecka cneundukaums

BSecure DSS Lite e Spring REST Web Service, korito nsnonssanku umnnemeHtupara Digital Signature Services 6ubnunoteka Ha
EBponenckusa cbio3, ocurypssa hyHKLMOHANHOCTA 3a Cb3faBaHe Ha eNeKTPOHHO NOoAMMCcaHu JOKYMEHTU B CTaHZapTusupaHn dopmati,
cbrrnacHo PernameHT 910/2014 (elDAS). OcBeH ToBa no3BornsiBa yaoctoBepsiBaHe Ha Bpeme Ha PDF gokymeHT, paswwupsBaHe Ha copmatuTe
Ha eNeKTPOHHO MOoAMNUCaHN AOKYMEHTU, MPOBEpPKA Ha ENEKTPOHHO NOAMNUCaHN AOKYMEHTU, KAKTO M OCBEXaBaHe Ha Te3n AOKYMEHTU C Len
OBNrocpoyHO cbxpaHeHue. [logabpkat crnegHuTe dopmaTti ¢ HMBA M TUM HA NOAMNUCBAHE:

dopmaTn 3a eneKkTPOHHM NoANnCK

CAdES (CMS Advanced Electronic Signatures) — doopmaTt, KOUTO U3MbIIHSABA U3MCKBaAHUSATa B eBpOMenckn ctaHaapT. Haarpaxaa
na3nonseaHusa oo momeHta copmat CMS/PKCS7 ype3 cmecBaHeTO Ha NOAMNMCaHM M HenognucaHn atpubyTh, KOeTo no3sonsBa
pasnuyHn HMBA Ha NognuceaHe, Ypes KOMTO Ja ce NOCTUTHE AbMArOCPOYHO CbXpaHeHUe Ha nognucaHutTe JOoKyMeHTU. dopmaTtbT
Jonycka enekTpoHHO NoAnucBaHe Ha NPou3BonHU arnose. PaswmpeHnarta Ha nognucaHute dannose ca nosHatute ".p7m" 3a Tmn Ha
nognuca “ENVELOPING” un ".p7s" 3a tvn Ha nognuca “DETACHED”.
PAdES (PDF Advanced Electronic Signatures) - nanbnHsiea usnckBaHusiTa Ha eBponenckn ctaHgaptTv n Hagrpaxaga nanonssaHuaTt o
MomeHTa PDF cdopmMaT 3a eneKkTpoHHO nognuceaHe (cneumdunumpann B ), Ype3 CMECBAHETO Ha NOAMUCAHU U HEMOAMMUCAHW aTpmbyTu,
nos3sonsBarku nognodHo Ha dopmata CAJES ga ce NocTUrHe ObNTOCPOYHO CbhxpaHeHue Ha nognucaHute PDF gokymeHTn. dopmaThT
Jorycka efiekTpoHHO noanuceaHe eanHcTBeHo Ha PDF dhannose. 3a Tvn Ha nognuca ce nogabpxa eguHcteeHo “ENVELOPED”.
PaswunpenneTo Ha danna cnep nonaraHeTo Ha nognuca e ".pdf".
XAdES (XML Advanced Electronic Signatures) - nsanbnHasa U3MckBaHMsTa Ha €BPONENCcKM cTaHgapt n Haarpaxgat gocerawHna XML
dopmMaT 3a nonaraHe Ha efiekTPoOHeH NoANuC Ype3 CMeCcBaHeTo Ha NognucaHu u HenognucaHu atpubyTn, KOeTo NO3BosBa
OBNroCPOYHO ChXpaHeHWe Ha nognucaHuTe AoKymeHTU. PopMaTbT Qonycka enekTpoHHO noanucBaHe eguHcTBeHo Ha XML dpannose.
3a Tnnoee Ha nognuca ce noaabpxaT “ENVELOPED”, “ENVELOPING” n “DETACHED”. Paswu1peHneTo Ha noanucaH dann e ".xml".

HuBa Ha nognucesaHe

e BASELINE_B - umdpoB nognuc - 6a3oBo HUBO Ha eNneKkTpoHHUSA nognuc. Ocurypsiea LANOCT Ha NognMcaHns JOKYMEHT U

HEOTMEHMMOCT Ha MONOXEHUSA eNeKTPOHEH NoAnuc.
e BASELINE_T - undpos noanuc ¢ Timestamp. Kbm 6a30B0TO HMBO Ha nognuc e gobaseHo ygoctoBepeHo Bpeme (Time stamp) Ha

noanmnceaHe, Kato AOoKa3aTernicCTBO 3a CbLEeCTBYyBaHETO Ha noannca KbM TO3U MOMEHT.
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BASELINE LT - umdpoB nognuc ¢ Timestamp un ctatyc (OCSP/CRL). Kbm 6a30B0OTO HMBO Ha noanuc ¢ ygoctoBepeHo Bpeme (Time
stamp), ca go6aseHu atpmbytn (CRL n OCSP), ocurypsiBalin BanuaHoCcTTa Ha nognuca, Ypes nposepka eaAnHCTBEHO Ha nognucaHus
danin, 6e3 ga ce nanckeaTt AOMbIHUTENHM NPOBEPKM KaTo cTaTyc Ha yaoctoBepeHneTo 3a KEI nnu tbpceHe Ha cepTuUdmMKaumoHHaTa
Bepura Ha ygoctoBepeHuneTto 3a KEI. Llenta Ha ToBa HMBO e a ocurypu uHdopmaums 3a BanuaHoOCTTa Ha nognuca npu 4bArocpoyHo

CbXxpaHeHWe Ha nognucaHusa dann.
BASELINE_LTA — undpoe nognuc ¢ Timestamp, ctatyc (OCSP/CRL) ¢ Bb3MOXHOCT 3a BanugupaHe cnep 40CTaTbyHO AbMbl Nepmnos

ot Bpeme. OCBeH ygocToBepeHo BpeMe 1 gombnHutenHu peksusntn (Time stamp, CRL n OCSP) no3sonsiBawm camocTosiTernHa
npoBepKa Ha noanvca, no3BosisiBa NEPUOANYHO akTyanmsupaHe Ha yAOCTOBEPEHOTO BpeMe M BanmmgauusiTa Ha noganvca Obiro
BpeMe crieq cb3gaBaHeTo My. Llenta Ha ToBa HMBO € Aa ocurypu USnocT Ha MHopmauusita 3a BanMaHoCTTa Ha rnognuca npu

OOCTaTb4HO AbJTbl NEPMOA Ha CbXpaHeHue Ha noanncaHuA cbaﬁn.

Twvn Ha nognuceaHe

ENVELOPED (OnakoBaH noanuc) - NogMMCaHNAT LOKYMEHT CbAbpXXanognuca, T.e. NMogMUCHT e Mo efleMeHT B NnoanMcaHng

AoKkymeHT. NMponoxum kbMm popmatn PAJES, XAdES.
ENVELOPING (OnakoBaly nognuc) - NoAMMCHT CbAbpXKa NOAMMCAHUAT AOKYMEHT, T.e. Lenusa nogniceaH obekT ce Hamupa B

pamkuTe Ha nognmca. Mpunoxunm kbm bopmatn CAJES, XAdES.
DETACHED (O6oco6eH noanuc) - noanMcbT U AOKYMEHTa ce Hamupar B otaeneHu davnose. MNpunoxum kbm gpopmatn CAdES,

XAdES.

BSecure DSSLite no3sonsiBa UHTErpaumns ¢ ycnyru 3a yaocropepsiaHe Ha Bpeme (Qualified TimeStamp), npoBepka 3a ctatyc Ha
enektpoHeH nognuc (OCSP) n gocTtbn 40 CNNChLUMTE C BPEMEHHO CMPEHU U NpekpaTeHn enekTpoHHu nognucn (CRL) 3a ygoctoBepsiBaHe
MOMEHTa Ha NoANMCcBaHe BbB BPEMETO, KakTo M NpOBepKa BanuaHOCTTa Ha yOOCTOBEPEHMETO 3a enekTpoHeH nognuc. Ycnyrute no Qualified
TimeStamp, OCSP u CRL ca ycnyru, HeM3MeHHa 4yacT OT MHdpacTpykTypaTa Ha Ksanudumumpanute [JocTaBumMuM Ha yoOCTOBEPUTENHU

ycryruka.

BSecure DSSLite nsrpaxaga Bepura Ha AoBepue Ha yOOCTOBEPEHMATA 32 ENEKTPOHEH NOAMMUC, CbINAacHO EBPONENCKUAT CMUCHK C
KBanudmumpaHn goctasumum Ha yagoctoseputenHu yenyrmn (TSL — Trusted Service List), ¢ koeTo no3BonsiBa M3nNon3BaHETO Ha YAOCTOBEPEHUS

3a eJIeKTPOHEH noAanuc oT BCUYKN TaKmnBa eBpOHGVICKM AocTtaB4nuin.

Mpun pabotata cn BSecure DSSLite ocurypsia Bb3MOXHOCTU 3a :

NsuncnseaHe Ha gaHHM 3a nognvcBaHe Ha nofgageH aokymeHT (ToBeSign) cnopen cneundmkaummte Ha EU DSS 6mbnnoTeka;
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MsuncnasaHe Ha gaHHM 3a No4nNMCBaHe Npu nofgaBaHe Ha KOHTPOriHa cyMa u pedepeHLUmns KbM BbHLLEH hann CbC CbObpXaHUETO 3a
nognuceaHe (ToBeSign) cnopea cneundmkaunnte Ha EU DSS 6ubnuoteka;

Cb3paBaHe Ha noanuncaH AOKYMEHT CbIfacHO eguMHHUTE eBpOnenckn opMaTi 3a nonaraHe Ha enekTPOHEH NOAMUC B CUHXPOH C
PernamenTt (EC) 910/2014 npu nogaBaHe Ha BBHLUHO U34nCrieH UMdpoB Nognuc;

Cb3gaBaHe Ha noanucaH AOKYMEHT CbriacHoO eguHHUTE eBponenckn hopMaTi 3a nonaraHe Ha enekTpoHeH NoAnuc B CUHXPOH C
PernamenTt (EC) 910/2014 npn nogaBaHe Ha BBbHLUHO uauncrieH umdpos nognuc (PKCS1) n pedepeHumss KbM BbHLUEH dhalin CcbC
CbObpXaHWETO 3a NOAMUCBAHE;

PaswunpsaBaHe Ha HMBO Ha nognuceaHe Ha nognucaH gokymeHT (BASELINE_B -> BASELINE _LTA, BASELINE_T -> BASELINE_LTA,
BASELINE_LT -> BASELINE_LTA);

YaooctoBepsiBaHe Ha BpeMe (Timestamp) Ha PDF gokymeHT;

lMpoBepka Ha eNeKTPOHHO MOAMNUCAHN OOKYMEHTU (HekBanuduumpaHa ycnyra).

CTPYKTYPA

BSecure DSSLite ce npenoctasa kato kato WAR dhann 3a web application container (Tomcat nnu gpyr) unum kato spring boot jar dann,
KOWUTO Ce cTapTvpaT W U3non3BaT B MHAPACTPyKTypaTa Ha KIMeHTa.

1. MNapameTpu — KOHUrypupaTt ce npes gannose application.properties n application-prod.properties n npn npegoctaBsiHe ca CbC
criefHuUTe CTOMHOCTW Mo noapasbupaHe:

e spring.servlet.multipart. max-file-size=10Mb — makcnmanHa ronemuHa Ha cpannoseTe, KOUTO Ce U3nNpawaT KbM ycnyrata
e spring.servlet.multipart. max-request-size=10MB — makcumarnHa rorieMuHa Ha 3anuMTBaHUATa, KOUTO Ce u3npallaT KbM ycryraTa
e tsa.service.address=http://tsa.b-trust.org — agpec Ha Timestamp cbpBBLP

e tsa.service.user.name, tsa.service.password — noTpebuten n napona 3a goctbn Ao Timestamp cbpBbP (B Cnyyan, vye ctatuyeH
IP agpec Ha cbpBbpa He e onucaH 3a goctbn Ao Timestamp ycnyraTta)

e tsa.service.timeout=10000 - timoeout B mununcekyHagn sa otrosop ot Timestamp ycnyrata
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e proxy.host, proxy.port, proxy.user, proxy.password — HaCTPOMKM 3a Proxy 3a uaxoAsi AoCTbN KbM MIHTEPHET (B crnyyawn, Ye ce
N3ronsea proxy)

JloroBe — n3nonsea ce ctaHgapTteH log4j2. NapameTpu — BBLB harn log4j2.xml

M3nckBaHnsa KbM MHGpACTPyKTypa

e Tomcat (8.5 nnu no Bucoka Bepcusi) ¢ Java 8 — ako ce nsnonssa WAR

e Java 8 — ako ce nsnonssa JAR

e [loCcTbn A0 MHTEPHET (MOXe M Npe3 proxy)

Swagger - BSecure DSSLite npegoctassa swagger onvcaHve Ha yHKUMUTE CbC CbOTBETHUTE MapameTpu.

Health check (Actuator) - BSecure DSSLite npegoctaBa Bb3MOXHOCT 3a m3npallaHe Ha health check npoBepku 3a HanMYHOCT Ha
ycnyraTa.
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