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Acrobat Reader @ File Edit View Sign

About Adobe Acrobat Reader DC
About Adobe Plug-Ins...

Preferences...
Accessibility

Services

Hide Adobe Acrobat Reader DC
Hide Others

Quit Adobe Acrobat Reader DC

Categories: Security (Enhanced)

Preferences

Categories:
Adobe Online Services

Email Accounts
Forms
Identity

Internet
Enhanced Security
JavaScript

E Enable Enhanced Security I
Language

Measuring (2D) Privileged Locations

If your workflows are negatively impacted by security settings, use Privileged Locations to
selectively trust files, folders, and hosts to bypass those security setting restrictions.
Measuring (Geo) Privileged Locations allows you to work securely while granting trust to items in your
workflow.

| Automatically trust documents with valid certification I

Measuring (3D)

Multimedia (legacy)
Multimedia & 3D

Multimedia Trust (legacy)

Reading
| Reviewing
Search
! Security
Security (Enhanced)
] Signatures ]
Spelling

‘ Add File Add Folder Path Add Host
| Tracker

Trust Manager What is Enhanced Security? = What are Privileged Locations?

Cancel (oK
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Creation and Appearance Preferences

Categories:
Adobe Online Serv

Creation

Default Signing Method: | Adobe Default Security

Email Accounts

Default Signing Format: | CAdES-Equivalent

Forms When Signing:

Identity Show reasons

Internet Show location and contact information
JavaScript Include signature's revocation status
Language View documents in Preview Mode

Measuring (2D) Enable Review of Document Warnings: ~ When certifying a document (2]

Measuring (3D) Prevent Signing Until Warnings Are Reviewed: = When certifying a document

| Use modern user interface for signing and Digital ID configuration I

Enable CryptoTokenKit framework support

Measuring (Geo)

Multimedia (legacy
Multimedia & 3D
Multimedia Trust (I Appearances

Reading

Reviewing _—
Search

Security

Security (Enhancet

o ]

Cancel

Categories: Signatures Y Verification B Iz Is Mateé

Signature Verification Preferences

More...

More...

More...

sancel OK

Verify signatures when the document is opened

When document has valid but untrusted signatures, prompt to review and trust signers

Verification Behavior
When Verifying:
Use the document-specified method; prompt if unavailable

© Use the document-specified method:; if unavailable, use default method

Always use the default method:

Adobe Default Security

Require certificate revocation checking to succeed whenever possible during signature verification

Use expired timestamps

Ignore document validation information

Verification Time Verification Information

Verify Signatures Using:
X . . PDF:
© Time at which the signature was created

Secure time (timestamp) embedded

in the signature Always

Current time Never

Help

Automatically add verification information when saving signed

© Ask when verification information is too big

Cancel
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Categories:

Adobe Online Services
Email Accounts
Forms

Identity

Internet

JavaScript
Language
Measuring (2D)
Measuring (3D)
Measuring (Geo)
Multimedia (legacy)
Multimedia & 3D

Multimedia Trust (legacy)

Reading
Reviewing
Search
Security

Security (Enhanced)

E Signatures j

& o OO YOfls

®
Digital IDs

Roaming ID Accounts
Digital ID Files

Keychain Digital IDs

PHCS#11 Modules and Tokens

Trusted Certificates

Preferences

Digital Signatures

Creation & Appearance

+ Control options for signature creation
+ Set the appearance of signatures within a document

Verification

- Control how and when signatures are verified

More...

More...

Identities & Trusted Certificates

+ Create and manage identities for signing
» Manage credentials used to trust documents

}_ More...

Document Timestamping

+ Configure timestamp server settings

More...

Cancel m
d
dz0 PG Szl IMtsdulels 1amd ok
Digital ID and Trusted Certificate Settings
¥a /7  [PcertficateDetalls f® Export &Y Refresh  © Remove ID
Name ~ |Issuer Storage Mechani... Expires
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v, DighaliDs Attach Module |  Detach Module iy Refresh
Roaming ID Accounts Module Manuf...~ Library Path
Digital ID Files
Keychain Digital IDs

PKCS#11 Modules and Tokens

Trusted Certificates

Locate a PKCS#11 Module
Library Path || |

J
Cancel G load additional modules to gain access to
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/Library/Frameworks/eToken.framework/Versions/A/libIDPrimePKCS11.dylib i L O fr]tsWSAGZE
/Library/Gemalto/libidprimepkcsll.dylib 7 L © s WGsimgjtds
OLO BMOdROdd B PtedsdH 59 |

/Library/CV Cryptovision/libcvpll.dylib
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a Oigital 10 and Trusted Certificate Settings
Coghal O3 Aftach Module  Detach Module &y Refresh
Roarming 10 Accourts Module Manwlac.. Litwary Path  ~
D P Gemato Alrary. Ndytd
Kayoran Digts Os
PICEAT T Mosubes and Tobans

Trusted Certicaes

Module Manufacturer ID: Gemalio
Module Description: Gemalto PKCS 1
Library Version: 2.3
Cryptoki Version: 2.20
Library Path: /Library'Gemalso/libidprimepkes 11 dylib
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L ] Digital ID and Trusted Certificate Settings
2 el Change Password| Login  [Looout iy Refresh
Firirg I Accownts Token Label Status
e | Card #..0BA79F  Logged out

Card #_F [Digtal Logged oul
Karychain Digital IDs

PRCS#11 Modules and Tokem

b Geenali PHCS11 |

Trusten Carficmes.

Token Label: Cand SCR006FBIFO06ATIF
Module Manufacturer ID: Gemalto
Model: 1D Prime MD
Serial Number: CROOSFBOPWGATOF
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Token Label: Card #C8096FBOFO06A79F

Password: l’i'r - 7|
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