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BANK SERVICES MANUAL
FOR SET UP AND SIGNING
with Adobe Acrobat DC for Windows

Pe

Manual for set up and signing
with Adobe Acrobat DC
for Windows operational systems

If there is not installed Adobe Acrobat DC on your device, you can download it from here.

1. Settings:
From menu Adobe choose Preferences - Categories: Security (Enhanced)
Preferences X
Categories: Sandbox Protections
Commenting []Enable Protected Mode at startup Run in AppContainer
Documents
Full Screen Protected View (®) Off
General (D) Files from potentially unsafe locations
Page Display
O All files
Accessibility
Adobe Online Services Enhanced Security
Email A t
F:ﬂrra'r:S ceounts [1Enable Enhanced Security [ Cross domain log file View
Identity
Internet Privileged Locations
JavaScript If your workflows are negatively impacted by security settings, use Privileged Locations to
Language selectively trust files, folders, and hosts to bypass those security setting restrictions.
Measuring (2D) Privileged Locations allows you to work securely while granting trust to items in your
Measuring (307) waorkflow.

Measuring (Geo)

Ily trust documents with valid certification
Multimedia & 3D <
Multimedia (legacy)

II).r trust sites from my Win OS security zone:
Multimedia Trust (legacy)
Reading

View Windows Trusted Sites

Reviewing
Search
Seciuity
| Security (Enhanced])
IgnataTe

Spelling
Tracker

Trust Manager
Units

Add File Add Folder Path Add Host Remove

What is Protected View?  What is Enhanced Security?  What are Privileged Locations?
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Categories: Signatures — Creation & Appearance select More...

Creation and Appearance Preferences X
Categories: Creation
Digital

Commenting .
Documants r Default Signing Method: -
Full Screen

Default Signing Format: | CAES-Equivalent v
General
Page Display When Signing:
Accessibility Vel [ Show reasens

Adobe Online Services
Email Accounts

Forms [ Include signature's revocation status
Identity
Internet Ide
JavaScript

[[1Show lacation and contact information
More...

[ View decuments in Preview Mode
Enable Review of Document Warnings: | When certifying a document ~
Language
Measuring (20)
Measuring (30)
Measuring (Geo) Do‘ se medemn user interface for signing and Digital ID configuration ,
Multimedia & 3D
Multimedia (legacy)
Multimedia Trust (legacy)
Reading

More...

Prevent Signing Until Warnings Are Reviewed: | When certifying a document

More...

Appearances
Reviewing

Search Wkapos
Security

e TR T T

Tracker

New...

> Edit...

Duplicate
Trust Manager
Units Delete

Cancel oK

Categories: Signatures — Verification select More...

Verify signatures when the document is opened

When document has valid but untrusted signatures, prompt to review and trust signers

Verification Behavior
When Verifying:

() Use the document-specified method; prompt if unavailable

@ Use the document-specified method; if unavailable, use default method

(O Always use the default method: Adobe Default Security =

Require certificate revocation checking to succeed whenever possible during signature verification
Use expired timestamps

[]Ignore document validation information

Verification Time Verification Information

Verify Signatures Using: Automatically add verification information when saving
signed PDF:
@ Time at which the signature was created

. . (® Ask when verification information is too big
Secure time (timestamp) embedded

in the signature O Always
(O Current time ) Never
Windows Integration

Trust ALL root certificates in the Windows Certificate Store for:

Validating Signatures

Validating Certified Documents

Selecting either of these options may result in arbitrary material being treated as trusted content.
Take care before enabling these features.
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2. Document signing with integrated function in Acrobat Reader DC.

a. Open the document you wish to sign and click on Tools and then select Certificates:
Tools - Certificates:

Home Tools WHerpykuws 2a nog...

Q

&

Comment Fill & Sign Edit PDF Export PDF Create PDF

| Open |~ | | Cpen | = | | Open | = | | Open | = | | Open |- |

Combine Files Share Stamp Measure Certificates

| Add | = | | Open | = | | Open | = | | Open | = | | Open | = |

b. Select option Digitally Sign:

Home [slel3 Whcrpykuna 3a noa... %

w B8 Qoo O oo

Certificates Q‘Q Digitally Sign l:hG) Time Stamp

c. Make a square by holding the left button on your mouse and mark out the field where you

wish to digitally sign:

d. After the signing field has been created you should see the following screen. It is
recommended to add the certificate to trusted (only for new certificates, when signing for the
very first time).

- You can add it by choosing View Details
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Sign with a Digital ID

Choose the Digital ID that you want to use for signing:

) ] Shkarov (Windows Digital 1D)
B issued by: B-Trust Operational Qualified CA, Expires: 2024.02.08

Configure New

- Select “Show all certification paths found”. = -

From tabs select Trust and then Add to Trusted

Certificates..., the following settings are the same
for each one of the visible certificates on the left side
of the screen. If the button Trust is not visible for
some of the certificates, it means the setup had
already been made.

Certificate Viewer

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to

the selected entry.

| A Show all certification paths found I

D B-Trust Root Qualified C/

[»B-Trust Operational C
=pahkarov <mshkar

< >

Summary Details Revn(atmuhmas Legal Notice

Source of Trust obtained from the Windows trusted certificate store,
Trust Settings
This certificate is trusted to:
«”  Sign documents or data

«#  Certify documents

#  Execute dynamic content that is embedded in a certified
document

3¢ Execute high privilege JavaScripts that are embedded in a
certified dacument

3 Perform privileged system operations (networking,
printing, file access, etc.)

Add to Trusted Certificates...

@ The selected certificate path is valid.

The path validation and revocation checks were done as of 2022/06/03 10:26:47 +03'00"

Validation Model: Shell

0K

Refresh

Details

Digital ID Cancel Continue

In the pop up window Acrobat Security, confirm

with OK.

Acrobat Security x
i If you change the trust settings, you will need to revalidate any signatures to see the
\ change.

By directly trusting the signer's identity you are overriding all inherited trust settings.
Areyou sure you want to do this?

Then in Import Contact Settings it is compulsory

to tick all the following:

Import Contact Settings x

Certificate Details
Subject: Shkarov <mshkarov@borica.bg>
Issuer:  B-Trust Operational Qualified CA

Usage: Digital Signature, Non-Repudiation, Encrypt Keys

Expiration: 8.2.2024 r. 3:00:00
Trust
A certificate used to sign a document must either be designated as a trust anchor or

chain up te a trust anchor in order for signature validation to succeed. Revocation
checking is not perfformed on or above a trust anchor.

| Use this certificate as a trusted root |

If signature validation succeeds, trust this certificate for:

Signed documents or data

Certified documents

[#] Dynamic content

Embedded high privilege JavaScript

égt”:“:leged system operations (networking, printing, file ac:ess,;

and

Confirm the closing of the windows twice with OK
then it returns to the previous screen.

e. Mark the needed certificate and press Continue.
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Sign with a Digital ID

Choose the Digital ID that you want to use for signing: Refresh

@ Shkarov (Windows Digital 1D) View Details

Issued by: B-Trust Operational Qualified CA, Expires: 2024.02.08

Configure New Digital ID Cancel Continue

f.  The certificate is visualized and for signing you should press Sign.
g. Then choose where to save the signed document and click Save.
h. Your PC will ask for PIN, at the last step. Please, enter and confirm your PIN.

i. The signed document should look like this:

@ Signed and all signatures are v@
Date:
20220418 Shkarov
'13:04:43 +03'00

At the top left side on your document, you should see that the document has been successfully
signed and verified.

The settings are completed!

3. For validation of electronically signed documents, please follow the link:
B-TRUST | Qualified Signature Validation Service

B-trust contact details:

T: 0700 199 10

M: *9910

e-mail: support@borica.bg

Page 5 of 5


https://www.b-trust.bg/services/dss-verify
mailto:support@borica.bg

