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Manual for set up and signing
with Adobe Acrobat DC for macOS
If there is not installed Adobe Acrobat DC on your device, you can download it from here.
Note, you must load your electronic signature in your device and after that start Adobe Acrobat DC.
1. Settings:

From menu in Adobe Reader select Preferences...

Acrobat Reader @ File Edit View Sign

About Adobe Acrobat Reader DC
About Adobe Plug-Ins...

Preferences...
Accessibility

Services

Hide Adobe Acrobat Reader DC
Hide Others

Quit Adobe Acrobat Reader DC

Categories: Security (Enhanced)

Preferences

Categories:
Adobe Online Services

Email Accounts
Forms
Identity

Internet
Enhanced Security
JavaScript

E Enable Enhanced Security I
Language

Measuring (2D) Privileged Locations

If your workflows are negatively impacted by security settings, use Privileged Locations to
selectively trust files, folders, and hosts to bypass those security setting restrictions.
Measuring (Geo) Privileged Locations allows you to work securely while granting trust to items in your
workflow.

| Automatically trust documents with valid certification I

Measuring (3D)

Multimedia (legacy)
Multimedia & 3D

Multimedia Trust (legacy)

Reading
| Reviewing
Search
! Security
Security (Enhanced)
] Signatures ]
Spelling

‘ Add File Add Folder Path Add Host
| Tracker

Trust Manager What is Enhanced Security? = What are Privileged Locations?

Cancel (oK
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Categories: Signatures — Creation & Appearance select More...

Creation
Categories:
Adobe Online Serv Default Signing Method: | Adobe Default Security 8
Email Accounts Default Signing Format: ECAGES-Equ]vaIent @
Forms When Signing:
Identity Show reasons
Internet Show location and contact information
JavaScript Include signature's revocation status
Language View documents in Preview Mode More...
Measuring (2D) Enable Review of Document Warnings: = When certifying a document (2]
Measuring (3D) Prevent Signing Until Warnings Are Reviewed: ~ When certifying a document &
Measuring (Geo) | Use modern user interface for signing and Digital ID con'igu@ ora

Multimedie (leggl8 Enable CryptoTokenKit framework support

Multimedia & 3D

Multimedia Trust (I Appearances

it More...
Reviewing _—

Search

Security

Security (Enhancet

o ]

sancel OK

Categories: Signatures — Verification select More...

Signature Verification Preferences

Verify signatures when the document is opened

When document has valid but untrusted signatures, prompt to review and trust signers

Verification Behavior
When Verifying:
Use the document-specified method; prompt if unavailable
© Use the document-specified method:; if unavailable, use default method
Always use the default method: Adobe Default Security
Require certificate revocation checking to succeed whenever possible during signature verification
Use expired timestamps

Ignore document validation information

Verification Time Verification Information
Verify Signatures Using: Automatically add verification information when saving signed
PDF:

© Time at which the signature was created

© Ask when verification information is too big

Secure time (timestamp) embedded
in the signature Always

Current time Never

Help Cancel
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Categories: Signatures — ldentities & Trust Certificates select More...

r B
Preferences

Categories:
Adobe Online Services Pl A P2

. Creation & Appearance
Email Accounts >

Forms + Control options for signature creation More...
Identity + Set the appearance of signatures within a document
Internet
Verification
JavaScript
Language - Control how and when signatures are verified More...
Measuring (2D)
Measuring (3D) Identities & Trusted Certificates
Measuring (Geo) p—
+ Create and manage identities for signing More...
Multimedia (legacy) » Manage credentials used to trust documents b

Multimedia & 3D

Multimedia Trust (legacy) ZoclEN RS RIS

Reading

+ Configure timestamp server settings More...
| Reviewing

Search
Security

Security (Enhanced)
| E Signatures j
| cancel (IR

d
At the left side of the menu select PKCS#11 Modules and Tokens:
® Digital ID and Trusted Certificate Settings
v DigitaliDs ¥a /7  [PcertficateDetalls f® Export &Y Refresh  © Remove ID
Roaming ID Accounts Name »~ |Issuer Storage Mechani... Expires
Digital ID Files

Keychain Digital IDs

PHCS#11 Modules and Tokens

Trusted Certificates
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Select Attach Module:

v Digital IDs
Roaming ID Accounts
Digital ID Files
Keychain Digital IDs
PKCS#11 Modules and Tokens

Trusted Certificates

Attach Module

Detach Module e Refresh

Module Manuf...~ Library Path

Locate a PKCS#11 Module

| Library Path ﬂ |

—— an load additional modules to gain access to

Cancel

In the Library Path you should copy one of the following paths, depending on the type of smart card you use.

For Gemalto smart card you should copy:

/Library/Frameworks/eToken.framework/Versions/A/libIDPrimePKCS11.dylib — for SAC E software

/Library/Gemalto/libidprimepkcs11.dylib — for Gemalto software

Any other smart cards models:

/Library/CV Cryptovision/libcvpll.dylib

Once the path has been loaded you should see the following screen:

Oigital 10 and Trusted Certificate Settings
Aftach Module  Detach Module &8 Refresh
MoO e Mo . Litwary Path -

Gemaio Altrary. M dytd

Module Manufacturer [D: Gemalto
Module Description: Gemalto PKCS 1
Library Version: 2.3
Cryptoki Version: 2.20
Library Path: /Library'Gemalso/libidprimepkes 11 dylib
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To import all needed certificates in Acrobat Reader, you should enter the PIN Code of your smart card electronic
signature.

To visualize the smart card please, click on the left arrow next to PKCS#11 Modules and Tokens. Click on the left
button of your mouse and select Gemalto PKCS then at the right side of the screen select Login, as shown:

L ] Digital ID and Trusted Certificate Settings
W Kighted Ry Change Password| Login  |Logout em
Aoy 10 Asecunty Token Label Status
e | Cord #..0BATOF  Logged out
Card #_F [Digtal Logged oul
Karychain Dighsl 1Da

PRCS#11 Modules and Tokem

b Geenali PHCS11 |

Trusten Carficmes.

Token Label: Cand SCR006FBIFO06ATIF
Module Manufacturer ID: Gemalto
Model: 1D Prime MD
Serial Number: CROOSFBOPWGATOF

Please, enter your PIN code in the dialog window:

Token Label: Card #C8096FBOFO06A79F

Password: 1 ouo] |

Cancel [ ORI
After your PIN code has been entered and confirmed with OK, the screen should look like this:
2] Digital ID and Trusted Certificate Settings
v Digital IDs Change Password Logn  Logout c Refresh
Roaming ID Accounts Token Label Status
Ol 1D Fade [ Card#.06A79F  Loggedin

Card #...F (Digital Logged out
Keychain Digital IDs

v PKCS#11 Modules and Tokens
v Gemalto PKCS11

Card #C8096FBIFI0BA7IF

Token Label: Card #C8096FB9F906A79F
Module Manufacturer ID: Gemalto
Model: ID Prime MD
Serial Number: C8096FB9F906A79F

Card #C8096FBIF908A7IF (Digital
Trusted Certificates E
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You should consider the first token label, only. Its Status must be Logged in.

Please, press Close to close the window and then OK, to close the Preferences.

2. Document signing with integrated function in Acrobat Reader DC.

a. Open the document you wish to sign and click on Tools and then select Certificates:
Tools = Certificates:

Home Tools WHerpykums 2a nog...

Q

&

Comment Fill & Sign Edit PDF Export PDF Create PDF

| Open |~ | | Open |~ | | Open |~ | | Open |~ | | Open |~ |

Combine Files Share Stamp Measure Certificates

| Add | - | | Cpen | = | | Open | = | | Open | = | | Open |- |

b. Select option Digitally Sign:

Home Tools WHCTPYKUMA 23 NOA... X

B Qoo o (UNCINC

Certificates ﬁ}‘g Digitally Sign Time Stamp

c. Make a square by holding the left button on your mouse and mark out the field where you wish
to digitally sign.
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a. After the signing field has been created you should see the following screen. It is
recommended to add the certificate to trusted (only for new certificates, when signing for the
very first time).

- You can add it by choosing View Details

Sign with a Digital ID

Choose the Digital ID that you want to use for signing: Refresh

[ ® | Shkarov (Digital ID) View Details
B issued by: B-Trust Operational Qualified CA, Expires: 2024.02.08

Configure New Digital ID Cancel Continue

- Select “Show all certification paths found”. - In the pop up window Acrobat Security, confirm
From tabs select Trust and then Add to Trusted  with OK.

Certificates..., the following settings are the same Aerobat secuty *
for each one of the visible certificates on the left side A s the st setings. you il need 0 eveldc any sgneures o see the
Of the screen. |f the button Trust is not Visible for By directly trusting the signer's identity you are overriding all inherited trust settings.

Areyou sure you want to do this?

some of the certificates, it means the setup had
already been made. Cancel

- B Import Contact Settings ce mapkupam
3a0b/IKUMESIHO MOCOYEeHUMe nNo3uyuu:

Certificate Viewer x

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to

T e Import Contact Settings X

| [7] Show all certification paths found | Bl

I:> B-Trust Root Qualified C/  Summary Details Re\rn:atmnlmes Legal Notice Subject: Shkarov <mshkarov@borica.bg>

:>E-Trust Operational C X
Issuer: B-Trust Operational Qualified CA
y¥Shkarov <mshkar, Source of Trust obtained from the Windows trusted certificate store.
Usage: Digital Signature, Non-Repudiation, Encrypt Keys
Trust Settings oo LB L e ot

This certificate is trusted to: Expiration:  8.2.2024 r. 3:00:00

Sign documents or data

A E Trust

7 Certify documents

A certificate used to sign a document must either be designated as a trust anchor or

#  Execute dynamic content that is embedded in 3 certified chain up to a trust anchor in order for signature validation to succeed. Revocation
document checking is not performed on or above a trust anchor.

9 Exccute high privilege JavaScripts that are embedded in 2 | b Use this certificate a5 a trusted root |

certified document

If signature validation succeeds, trust this certificate for:

3 Perform privileged system operations (networking,
printing, file access, etc.) Signed documents or data

[ Certified documents

[ Dynamic content
Add to Trusted Certificates...
Embedded high privilege JavaScript

égtr\(\.r)l\eged system operations (nerworking, printing, file access,

< >

@ The selected certificate path is valid.
The path validation and revocation checks were done as of 2022/06/03 10:26:47 +03'00'
Validation Model: Shell

0K

- Confirm the closing of the windows twice with OK
and then it returns to the previous screen.
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Sign with a Digital ID

Choose the Digital ID that you want to use for signing: Refresh

) Shkarov (Digital ID) View Details
L1

Issued by: B-Trust Operational Qualified CA, Expires: 2024.02.08

Configure New Digital ID Cancel Continue

b. Mark the needed certificate and press Continue.

c. The certificates are visualized and for signing you should press Sign.
When entering the PIN the following screen might show:

d. Then choose where to save the signed document and click Save.

e. The signed document should look like this::

@ Signed and all signatures are v@
Date:
20220418 Shkarov
'13:04:43 +03'00

At the top left side on your document, you should see that the document has been successfully
signed and verified.

The settings are completed!

3. For validation of electronically signed documents, please follow the link:
B-TRUST | Qualified Signature Validation Service

B-trust contact details:

T: 0700 199 10

M: *9910

e-mail: support@borica.bg
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