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YnpasneHue Ha AOKYMeHTa

MoaroteeH ot Bnagumnp Metoanes
MpernepaH ot Bnagumnp Metoanes
OpobpeH ot OnmuTtbp Hnkonos

NMPOMEHU HA BEPCUATA

Bepcua MpomsaHa Hata/U3Bbpwmnten
1.00 HavanHo cb3aaBaHe 26.08.2016/BU
1.01
1.02 [JobaseHo 03.10.2016/BU
e Onuwmu 3a cBanAHe 1 BamraHe 3awmnrtara Ha MS
Edge
e (CBansHe 3awmTata Ha MS Edge cnep,
WMHCTaNaums
1.03 JobaseHo 07.10.2016/BU
e [lognuncaHn enemeHTu B JSON
1.04 [obaseHo 10.10.2016/BU
e [lpoBepKa Ha nognucaHute enemeHTn B JSON
1.09 [ob6aseHo 01.03.2017/BM
e [oanuceaHe 6e3 M3BMKBaHe Ha GetSigner
1.12 [OobaseHo 13.04.2017/BC

e Timeout 15 mnHyTH 3a BbBEXAaHe Ha MNMNH
e [lapameTpu3MpaHo e CbobLLLEHMETO 3a
NoTBbPXKAABAHE Ha NOANUCAHUTE AAHHM
e 3afABKa 3a CMMpPaHe Ha NPUIOKEHNETO
1.13 [obaseHo 06.06.2017/BC
e 3afABKa 3a cTaTyca Ha NoAnNUCcBaHUTe
OOKYMEHTU OT MacuBs
e CmeHeHo /1010 Ha dpupmarta no Bpeme Ha 12.07.2017/C. Cnasos
MHCTanauma
e  CKpuT BYTOH 3a cMAiHA Ha cepTudUKaT
e CmeHeH npo3opel, 3a 3bop Ha cepTudukaT
npu MSCapi
e [lobaBeHM CbobLIEHNA 3@ PAa3AUYHKN CLOUTUA
no Bpeme Ha nognuceaHe

1.14 JobaseHo: 18.09.2017/C. CnhaBos
e PasnucBaHe C pa3nYyHM BUAOBE KapTH
e [lponbpTh daiin 3a M3bMpaHe Ha KapTa U
HenHuAaT dll dainn
e [po3opel, 3a nsbupaHe Ha dll B cnyyai, ye
KapTaTa He MPUCHCTBA B NpOoNbpTh danna
e [IpemaxHaT e npo3opeLa 3a n3bop Ha Buga
KapTta npu PKCS11 noanuc
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Mpu nHcTannpaHe Ha BISS 3a Windows ce
WHCTaAnpaT 1 y40CTOBEPUTENTHUTE BEPUTU HA
Bbopwuka

CmeHeHa Java Bepcma ot 1.8.0_121 Ha
1.8.0_144

JobaseH K06 M3BMKBaALL, BepcuaTa Ha BISS
npes 15 muHytn

OnpaseH Npoba1em Npu NPOYUTAHETO Ha
cepTUPUKATUTE KOraTo MMA BKJIOMEHM NOBEYE
OT efiHa KapTa

OnpaseH selector 3a ¢punTpupaHe Ha
cepTUdMKaTH

Mpu nHcTanayma Ha Windows nHcTanaTopa
n3kntousa BISS ako Mma BKAOYeH

JobaseH napametbp charset=utf-8 B xeabpa
Ha pecnoHca

CmeHeHa Java Bepcma Ha 1.8.0_202

Bepcus nycHaTa 3a KAMeHTUTe

BISS BpbLa cbobLEeHNA 33 BCUUYKM BYTOHU MO
Ul-a

ByToHa ,,3a nporpamarta“ e npemecTteH Ha
npegnocaenHa NosnLma otTaeneH ot
oCTaHanuTe

B 3asBKaTa 3a noagnuceaHe e gobaseH
napametbp ,additionalConfirmText” Ha 6a3a,
Ha KOWTO ce NMOKa3Ba AOMb/AHUTEIHA
nHbopmauma B Npo3opeL,a 3a NOTBbPKAEHME
Ha xeLwa

MapameTbpa “showAllCerts” e npenmeHyBaH

Ha “showValidCerts”, 3aW,0To ¢ A4pyroTo nme He

6elle MHoro ficHo npeasua ¢akTa, ye false
BpbLLALLE BCUYKM, a true camMo BanngHuTe
BanmgmpaHe Ha 3aAaBKaTa 3a noanuceaHe BISS
Le BPbLUA rpeLlKka B 3aBMCMMOCT OT TOBa Aann
€ HeBa/NMAeH noanuca unm ceptudumKkarta
ABTOMaTHYEH bNAEUT

[JobassaHe Ha HoB ATR

SIEMENS KapTtuTe pabotat c bubnmoteka-
LINUX/Mac:cvP11

WINDOWS: cmP11

MNpoBepkKaTa 3a HoBa Bepcua Ha BISS ce npasu
Ha BCEKM 2 Yaca OT CTapTUPAHETO Ha
NPUAOXKEHNETO

AKO nma oTBOpeH nposopeL, CbC c1:o6u.|,eHme 3a

HOBa BepcuA Ha BISS -He ce oTBapAa HOB

AKO He MOXKe fa ce usrpaam trusted sepura Ha
KAMEHTCKUA cepTUdUKaT Ce BpbLLA CbobLLeHne
3a rpewKa

31.01.2019/C. Cnasos

18.02.2019/C. Cnasos
26.06.2019/ C.Cnasos

01.02.2020/T.BaxneKkosa

01.02.2020/T.
baxnekoBa
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MNpomeHeHa Bepcus Ha logdj—2.17.1
OpenSDK

MNopobpeHun B UHTepdelica npu paboTa c BISS
ypes eKpaHeH YeTeLl. 3a Xopa CbC 3aTPyAHEHO
3peHune

OTcTpaHeH npobaem npu notTpebuten Ha
onepaunoHHaTa CMCTEMA YMETO UME He € Ha
NaTMHMLA

Self-signed SSL cepTudmKaT 3a U3rparkaaHe Ha
HTTPS

21.02.2022/B.MeTtoamnes
27.01.2025/B.MeTtoaunes
28.10.2025/E. NayToB
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CNEUMDUKALMA
Ha codTyep 3a eNeKTPOHHO NoAMMCBaHe

1. OnucaHue.

MpunoxeHnsa codpTyep 3a eNIeKTPOHHO NOAMNMUCBAHE U3Mb/IHABA TEXHONOIUA, KOATO
No3B0/1ABA IOKA/IHO MONAraHe Ha eNeKTPOHEH nognuc 6e3 M3noa3BaHe HAa aKTMBHA KOMMNOHEHTA B
NHTepHeT 6pay3bp npu KnneHta. To ce 6a3mnpa Ha cneundmkauma Signature Creation Service 1.0.1
(June 30, 2015), KosiTO € AONb/IHEHA C HeEOBXOAMMMUTE GYHKUMM C LLEN rapaHTMpaHe Ha
paboTocnocobHOCTTa Ha OCHOBHOTO Yeb-6a3npaHo NpuIoKeHMe.

MpunoxkHusa codTyep e peanmsmpaH Kato nokaneH Web cbpBbp, KOWTO NO3BOASBA 40OCTHN 40
Cb3aasalia noanuncy GpyHKLUMOHANHOCT NOCPEACTBOM M3M0A3BaHE Ha 3alLMTeH NpoTokoa (HTTPS).

Mpu nHMUMpaHe Ha HTTPS ce n3nonssa npucbcTBall, B MHcTanauuaATa self-signed SSL/TSL
cepTudumKar.

Mpw cTapTUpaHe Ha JloKanHaTa ycnyra 3a eNekTpoHeH nognuc (BISS) ce npoBepsaBa NbpBUAT
cBoboAeH NopT OT c/ieaHuTe noprtose : 53952, 53953, 53954 1 53955. CnegosatenHo HTML
NPUNOXKEHNETO CbLLO TPAOBA Aa CKaHWPa Te3n NopToBa 3a HamuMpaHe Ha BISS.

2. CUCTEMHW U3NCKBAHMA.

BISS moke aa paboTu Ha cnefHUTE OnepaLnuoHHN CUCTEMU:

e Windows 8/10/11, 32/64 bit;
e Linux Ubuntu 18.04 LTS, 20.04 LTS » no-B1COKa
e MacOS 13,14,15n 26



https://eevertti.vrk.fi/documents/2634109/2858578/SCS-signatures_v1.0.1.pdf/e53a601f-a646-4de5-8857-3e5c31d1a9df
https://eevertti.vrk.fi/documents/2634109/2858578/SCS-signatures_v1.0.1.pdf/e53a601f-a646-4de5-8857-3e5c31d1a9df
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3. [lpouec no nonaraHe Ha eieKTPOHEH NoAnunc

Mo — gony e gageHa anarpamarta onNMcBaLLa NpoLeca No noJsiaraHe Ha efekTpoHeH nognuc. Cxemata
e cbecpefoTouyeHa Bbpxy uHTepdeiica mexay HTML npunoxkeHuneto m BISS.

paysbp aIss

1. OTBapsiHe Ha Web cTpaHuua

2. GET https://webPageUrl.com/ HTTP/1.1

3. HTML/JavaScript npunoxeHue
4. OPTIONS for CORS
5. CORS options

6. POST https://localhost:53952/sign HTTP/1.1

[ 7. V360p Ha cepTudUKat }
[

{ 8. MWH kopg 3a gocTbn A0 KapTa }

9. Moanwuc n napameTpwn

[ 10. HTML o6paboTka Ha nognuca ]

MoTpebuTtenat BbeeXaa B 6paysbpa URL agpeca Ha HTML npunoxkeHuneto.

Bpay3bpa npasu 3awmnTEHA 3aABKA KbM CbpBbpa Ha HTML npunokeHueTo.

Bbpay3bpa 3apexaa HTML npunoxeHneTo oT cCbpBbpa.

Bpaysbpa npasu OPTION 3aaBKa Kbm BISS 3a aa nposepu ganm CORS 3aaBKuTe ca
NO3BONEHMU.

BISS Bpbua CORS napameTpun No3BonsBalikK 3asiBKaTa Aa 6bae HanpaBeHa OT TEKYLLOTO
HTML npunoxkenune (naeHtndunumpaHo Ypes Origin napameTbpa).

HTML npunoxkeHueTo cb3aaBa 3aABKa 3a Cb3JaBaHe Ha noanuc.

MoTpebuTtenat nsbupa ceptudukat 3a nognucseaHe.

Motpebutenart Bbeexaa NMUH Kog 3a 4ocTbn 40 CMapT KapTaTa.

BISS BpbLa otrosop Ha HTML npunoxeHueTto. OTrOBOPBT CbAbPMKa NOANUCA, aNTOPUTbMA
Ha nognuceaHe N cepTUPUKALMOHHATA BEpUTa.

10. HTML npunokeHueTto obpaboTsa (Banmanpa, cb3gaBaHe Ha KOHTelHep) nognuca.

b Pwne

L PN


https://localhost:53952/sign
https://webpageurl.com/
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4. JloKkanHa ycsyra 3a eNekTpoHHO nognuceaHe BISS

4.1 Cross-Origin Resource Sharing (CORS) nposepkKa

Bpay3bpute, Komto nogbpxat CORS we HanpasAT nposepkKa ganm CORS 3aaBKMTe ca N03BONEHM A3
6baaT M3npalaHm Kbm BISS. Toea ce npasu KaTto ce usnpaua OPTION 3asBKa Kbm BISS yka3Balia
Origin aTpnbyTa Ha HTML npunoxeHMeTo, KakTo 1 No3BoJsieHnTe metogu u Header atpubyTu.

MpumepHa 3aABKa e NoKasaHa rno A0y:

Request URL: https://localhost:53952/sign
Request method: OPTIONS
Remote address: 127.9.8.1:53952
Status code: @ 280 OK
Version: HTTP/1.1
Filter headers
Response headers (0,322 KB)

Request headers (0,404 KE)

Host: "localhost:53952"

User-Agent: "Mozilla/5.0 (Windows NT 10,0 WOWES: re47.0) Gecko,/ 20100107 Firefox/47.0"
Accept "text/html application/xhtml+xml application/xml;g=0.9%*q=0.2"
Accept-Language: "en-U5,en;q=0.5"

Accept-Encoding: "gzip, deflate, br"

Access-Control-Request-Method: "POST"

Access-Control-Request-Headers: "content-type"

Origin: "http://b-trust:2228"

Connection: "keep-alive"

B pe3synTaT Ha OPTION 3asBKata BISS Tpa6bBa aa sBbpHe HTTP oTroBop cbe yKasaHuM CORS aTpubyTu.
Mpumep Ha TaKbB OTFOBOP € NOKa3aH No A0Ay:

Request URL: https://localhost:53952/sign
Regquest method: OPTIONS

Remote address: 127 .8.8.1:53952

Status code: @ 288 0K

Version: HTTP/1.1

Response headers (0,322 KE)

& fHn
'

Accept: "application/json,
Access-Control-Allow-Headers: "Accept, Content-Type"
Access-Control-Allow-Methods: "GET, POST"
Access-Control-Allow-Origin: "http://b-trust: 3828"
Cache-Control: "no-cache”

Connection: "keep-alive"

Content-Length: "0"

Content-Type: "application/json”

Date: "Thu, 27 Jul 2016 06:40:37 GMT"
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4.2 NpoBepKa Ha BepcHATa

4.2.1 3anutBaHe
HTML npunoXKeHMeTo MoXKe ga n3npaTtu 3anmMTBaHe 3a BepcuATa Ha BISS. 3anuTBaHeTo 3a
BepcusaTa Ha BISS morke aa 6bae M3noa3BaHO OT KAMEHTCKOTO NPUNOXKEHMEe 3a OTKpUBaHe Ha BISS n
NOTBBPXKAEHME, Ye e CTAapTUPaHO.

HTTP napameTtpu:

o HTTP meTton: GET
. Request-URI: /version
° Opyrn HTTP napameTpwu ce AobasaT oT bpaysbpa no cneundukauymata Ha HTTP/1.1 m

CORS.
MprMMepHO 3anuTBaHe:

Request URL: https://localhost:53952/version
Request method: GET

Remote address: 127.8.8.1:53952

Status code: @ 208 0K

Version: HTTP/1.1

Response headers (0,275 KEB)
Request headers (0,294 KE)

Chnc

Host: "localhost:53952"

User-Agent: "Mogzilla/5.0 (Windows NT 10.0; WOWEL: red7.0) Gecko,/ 20100101 Firefox/47.0"
Accept: "text/html application/xhtml+xml application/eml:q=0.9%*g=0.2"
Accept-Language: "en-U5 en;q=0.5"

Accept-Encoding: "gzip, deflate, br"

Connection: "keep-alive"

4.2.2 Otrosop
BISS otrosapa Ha HTML npunoxeHuneTo cbe cnegHute HTTP napameTpu:

. Status-Code: 200
. Content-Type: application/json; charset=utf-8
° Opyrn HTTP napameTpu ce fo6aBAT oT 6paysbpa KaKTo e no cneunduKkaumata Ha

HTTP/1.1 n CORS.

KakTto n cbe cnegHuAat JSON oTtrosop:

o version (string, 3agbaxuteneH): sepcuaTta, KoaTo BISS nogabpia.

° httpMethods (string, 3agbaxkuteneH): nossoneHute HTTP meToam 3a nsnpatlaHe Ha
3asBKa 3a NoAnunceaHe.

. contentTypes (string, 3agb/KMUTENEH): NOAbPKAHUTE TUNOBE AAHHU, KOUTO MOraT 4a

6bAaT n3npaTteHn Kbm BISS.
. signatureTypes (string, 3agbaKuTeneH): nogbpKaHMTe TUNOBE NoANMCcBaHe oT BISS.
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. selectorAvailable (Boolean, sagbnkuteneH): ykassa ganu BISS nogbprka ¢puatbp npu
nsbopa Ha cepTndmKar.
. hashAlgorithms (string, 3agbiKuTeneH): nogbpKaHUTE XeLW anropuUTMMU.

4.3 M360p Ha cepTudmKaT 32 NOANNCBaHE
MNpeau nognuceaHeto, HTML npunoxeHneTo nsnpalla 3asBKa 3a M3bop Ha cepTudukar

4.3.1 3anuTtBaHe
HTML napameTpu Ha 3aaBKaTa:

e HTTP metopa: POST

e Request-URI: /getsigner

e Content-Type: application/json

e [lpyrn HTTP napameTpu ce go6asaT oT bpaysbpa, Kakto e no cneuuduKkauma Ha HTTP/1.1 n
CORS.

POST napameTpu Ha 3aABKaTa:

e Selector (Object, no nsbop): cbabpKa napameTpuTe 3a GUNTPUPaHE Ha cepTUDUKATH:

o Issuers (array, no nsbop): CNUCbK Ha NO3BONIEHWN AOCTaBYMLM HA YA0CTOBEPUTETHU
yeayrm (AYY). Moneto ,Issuer” 3aabakutenHo Tpsabsa Aa CbOTBETCTBA Ha €UH OT
nossonexute AYY. MpenopbuntenHo e ga ce GUATPUPAT KANEHTCKUTE CEPTUDUKATH
nocpeacTBoOM CeNeKTUBHUA GUnTbp ,,akis” BmecTo “Issuers”. FonemmnHata Ha byksuTe
MMa 3Ha4YeHue.

o akis (array, no usbop): cnucwk ot ,,authority key identifiers” Ha nossoneHute 1YY B
base64 ¢opmat. FlonemmnHaTa Ha BYKBUTE MMA 3HAYEHME.

o keyUsages (array, no nsbop): cnucbk Ha NO3BONEHM CTOMHOCTM Ha aTpubyTa ,key

)n u

Usage” oT KnneHTcKna ceptnudukar (“digitalSignature”, “nonRepudation”,

nou n ou

“dataEncipherment”, “decipherOnly”, “encipherOnly”, “keyAgreement”,
“keyEncipherment”, “keyCertSign”, “crlSign”). AKo Mma yKasaHu CTOMHOCTH, TO
KNWEHTCKUA cepTudmMKaT TpAbBa 4a rm MMa BCUYKN.
o showValidCerts (boolean, no n36op): He 3aabAKUTENEH NapaMeTbp YKa3Ball 4a/u Aa ce
NOKa3BaT UM He HeBanuaHuTe ceptuduraTtn. Mpw false nokassa BcuukU(BanMAHU n
HeBannAHW), Npy true NoKassa camo BaAnAHUTe. AKo He ce Nnoaaae CTOMHOCTTa No

noapasbupane e false
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MpumepHa 3aABKa 3a 360p Ha cepTUdUKaT:

Request URL: https://localhost:53952/getsigner
Request method: POST

Remote address: 127.0.0.1:53952

Status code: @ 200 OK

Version: HTTP/1.1

Response headers (0,327 KB)

Request headers (0,410 KB)
Host: "localhost:53952"
User-Agent: "Mozilla/5.0 (Windows NT 10.0; W....0) Gecko/20100101 Firefox/47.0"
Accept: "application/json, text/javascript, */*; q=0.01"
Accept-Language: "en-US,en;q=0.5"
Accept-Encoding: "gzip, deflate, br"
Content-Type: "application/json”
Referer: "http://localhost:8888/tester/index.html
Content-Length: "58"
Origin: "http://localhost:8888"
Connection: "keep-alive"
JSON
selector: Object

issuers: Array

0: "CN=B-Trust Operational CA QES'

4.3.2 OTrosop
BISS BpbLa oTroBop cbe cnegHute HTTP napameTpu:

e Status-code: 200
e Content-Type: application/json; charset=utf-8

e [Npyrn HTTP napameTtpu ce 4o6aBAT OT Bpay3bpa, KakTo e no cneundukaumata Ha HTTP/1.1 n
CORS.

JonbnHUTENHW NapameTpu Ha OTroBOpa:

o status (string, 3agb/mKknUTeNeH): NoKka3Ba A4aan NOANUCBAHETO e YCMNeLHO.
Moaabp:kaHUTe CTOMHOCTHM ca “ok” n “failed”.

o reasonCode (string, 3aab/XKuUTeNEH): CbAbprKa KoJla CbOTBETCTBALL, Ha CTaTyca Ha
oTrosopa. Bcnykm Kogose ca onucaHu B cekuma 1.4.

° reasonText (string, 3aabnkuteneH): Cbabprka TEKCTOBO ONMUCaHMeE Ha cTaTyca Ha
oTrosopa.

° chain (array, no n36op): cbabpKa cepTUdMKaLMOHHATa BepuMra Ha noanucaallmn

ceptudukar. Mognucealma ceptudumKaTt e Ha nosnuma 0. Bcnukm ceptudmkati ca base64 koampaHu.
HanunueH e ako noanuceaHeTo e ycnewHo. CepTUdMKaLMOHHaATa BEPMIa MOKe A3 He e MbJ/iHa U A3
CbAbPrKA CaMOo MOANUCBALLMA CEPTUDMKAT.
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Request URL: https://localhost:53952/getsigner
Request method: POST
Remote address: 127.0.0.1:53952
Status code: @ 200 OK
Version: HTTP/1.1
A Filter headers
¥ Response headers (0,327 KB)
ACCESS-CONTROL-ALLOW-ORIGIN: "http://localhost:8888"
Accept: "application/json, */*"
Access-Control-Allow-Headers: "Accept, Content-Type"
Access-Control-Allow-Methods: "GET, POST"
Cache-Control: "no-cache"
Connection: "keep-alive"
Content-Length: "7967"
Content-Type: "application/json"
Date: "Tue, 02 Aug 2016 12:29:19 GMT"
» Request headers (0,410 KB)
¥ JSON
status: "ok"
reasonCode: 200
reasonText: "Signer certificate is choosen”
¥ chain: Array
0: "MIIHejCCBWKgAwIBAgIEAJOoINDANB...5rqs1qom6xGNzAIKbfFDSSYB20g=="
1: "MIIlYzCCBkugAwlBAgIBAJANBgkgh...eNCiOycik3cPODHGPz8ZAvuQKNC2"
2: "MIIHGDCCBQCgAwIBAgIBATANBgkq...eYfmndTtegoOgsXTt+ENAgqn3bl="

4.4 Cv3gaBaHe Ha noanmc
HTML npunoxkeHneTo Moe Aa Cb3AaBa NoANUC Ypes ulnpallaHe Ha 3asABKa 3a NoANMCBaHE KbM
BISS. B cayyai, ye nognumcBalumaT cepTMPUKAT € Ha/IMYeH NpeaBapuUTENIHO, MOXe [a Ce U3BMKa
MeToZa 3a noanuceaHe 6e3 Aa ce M3BMKBA meToaa /getsigner (3a n3bop Ha NoAnUcBaLL cepTudUKaT).

4.4.1 3anutBaHe
HTTP napameTpu Ha 3asaBKaTa:

° HTTP metoa: POST

. Request-URI: /sign

o Content-Type: application/json

. Opyrn HTTP napameTpwm ce fo6asaAT oT 6pay3bpa, KaKTo e no cneyudmKaumsTa Ha

HTTP/1.1 n CORS.
POST napameTpu Ha 3aaBKaTa:

> version (string, no nsbop): cbabpka BepcuaTa, KoATo ce noagbpika oT HTML npunoxeHneTo u
ce o4aksa ot BISS.

» contents (array, 3agb/KuTENEH): CbAbPKa baseb4 KoanpaHu JaHHM, KOMTO TPAbBa Aa 6baat
NnoAnuCaHu.



CNEUNDUKALNSA
Ha codTyep 3a eNeKTPOHHO NoAMMUCBaHe

lMpumep: Ako Tpabea aa ce nognuue string "TestData" - Base64 koanpaHua string e VGVzdERhdGE-=.
Base64 koampaHusa string ce nogasa B none "contents": [ "VGVzdERhdGE="] Ha 3asaBKaTa Kbm BISS.

> signedContents (array, sagbixuteneH):. Tyk ce nogasa Base64 KogmpaH NoAnuc Ha XelwsbT
Ha gaHHUTe. XewWbT e reHepupaH ¢ aaropntbm SHA-256 1 ce nognuncea ¢ 4aCTHMUA KAKOY Ha
CbpPBbPHUA CepTUPUKAT Ha yCayraTa B KOATO KAMEHTa Nosara nognuc. M3sbpLuBa ce
SHA256WithRSA noanuceaHe.hashAlgorithm. NMoanuncsT Ha Xelwa ce M3BbPLIBA CbC
CbOTBETHMA YACTEH KJIIOY Ha CbPBbPHUA cepTUdMKaT.

Mpumep: Ako Tpsbea aa ce nognuue string , TestData“, To c YacTHMA KAOY HA CbPBBPHUA
ceptnuoumkar (yrasaH B atpmbyt signedContentsCert) ce nognucea To3u string, B 3aBUCUMOCT OT
n36paHus B atpnbyT hashAlgorithm anroputom. Toect npu nsbpaH xew anroputem SHA-256 ce
n3BbpBa SHA256WithRSA nognucsaHe Ha string “TestData”:
signedContents=rsaSha256Sign("TestData")=encrypt(sha256("TestData"))

serverPrivateKey serverPrivateKey

> signedContentsCert (array, 3aab/KuTeneH): cbabpka base64 koanpaH ceptuduKkaT Ha
ycayrata B KOATO KAMEHTa noJsara nognuc. Cbe To3n cepTUdMKaT e NoANncaH CbOTBETHUAT
enemeHT oT aTpnbyTa signedContents. Ceptudukart TpsabBa ga e oT AoBepeHa
cepTudUKaLMoHHa Bepura. (3a MS Windows nsgaTensa Ha To3u cepTuduKaT TpsbBa aa
npucbeTea B Trusted Root Certification Authorities nunm Intermediate Certification Authorities
). He morat aa ce nsnonseart Self-Signed Certificates 3a nognucsaHe. Tbli KaTo Npwu
WHCTanauma Ha BISS, ce MHcTanupaT cepTMdMKaLMOHHUTE Bepurn Ha B-Trust, npenopbusa ce
M3M0/13BaHETO Ha CbpBbpeH ceptndukart (OV/DV SSL cepTndmKar) ot To3m aoctasumK. Chlio
TaKa 3a NOANMCBaHETO MOXeE Aa Ce M3M0A3Ba AOMeNH cepTudUKaTa Ha cTpaHuuaTa/ycayraTa,
KOATO ce 06pbLua Kbm BISS.

» contentType (string): cbabprKa TMNA Ha AaHHMTE 3a NoAanuceaHe.. lNoaasa ce
cToMHocT“data”, KoiTo nNokasBa, Ye NnapameTbpa “contents” cbabprKa MHPOPMaLMATA, KOATO
we 6bae xewmnpaHa (¢ ykasaHaTa cToiHocT B napameTbpa hashAlgorithm) npean aa ce
noanuiue.

> hashAlgorithm (string, no n36op): cbabpska anropuTbma, KoTo TpAbBa Aa 6bae M3N0A3BaH
3a noanuceaHe. MNo nogpasbupaHe ctoiHocTTa e “SHA256”. NMoaabpXKaHUTe CTOMHOCTM ca
“SHA256" n “SHA512".

> signatureType (string, no n3bop): cbabpka popmata Ha nognuceaHe. Noaasa ce CTOMHOCT,
nonozapasbupaHe cToMHOCTTa e “signature”.

» signerCertificateB64 (string, 3agbxuTeneH): Base64 kogmpaHa nybamMyHaTta YyacT Ha
N36PaAHUAT KIMEHTCKM cepTUdMKAT 3a MOANMUCBAHE.

» confirmText (array, HesagbkuTeneH): Ynpasnsasa 4anu ga ce ussexKaa Ananorosus
nposoped, 3a NOTBbPKAaBaHe Ha NMOANMCBAHE HA CbAbPMKAHMETO N KaKbB TEKCT A3
BM3ya/iM3Mpa B HEro

o0 AKo He e nofaaeHa CTOMHOCT, NaN0roBmUA NPo3opeL, 3a NOTBbPKAaBaHe Ha
NnoAnNMcBaHeTo He ce BU3yannsmnpa



CNELNPUKALMA
Ha codTyep 3a eNeKTPOHHO NoANMCBaHe

o AKo e nogaaeH “hash” KaTo NbpBM e1eMeHT OT MacuBa ce BM3yansmnpa yact
OT Xelll Ha CbAbPXaHMETO, KOETO e 6bAe NoAnmcaHo.

AKoO ce nogane Npou3BOJIEH CTPUHT KaTo NbPBU eNeMeHT OT MacuBa ce BU3yanusmpa noaneHus
TEKCT.

HauuH 32 nognunceaHe Ha 3aABKaTa C M3MN0A3BaH e3ukK Java 1.8

//BaiToB Macue Ha AOKyMeHTa, koiWTo we Ovae nognucaw

byte[] doc = "Test".getBytes();

//Koavpame 8 Base64 dopmar u ro nocrasame 8 contents

java.lang.String docBase64 = java.util.Base64.getEncoder().encodeToString(doc);
System.out.println(docBase64);

//B3emame xewa Ha AOKYMEHTa, 33 NOANMCBAHE Ha 2aABKaTa (akTyanuu anropurmm ca SHA-256 u SHA-512
java.security.MessageDigest md = java.security.MessageDigest.getInstance("SHA-256");
byte[] result = md.digest(doc);

//3a nognuceaHe Ha Xewa H¥ € HyXeH HaCTHMAT KAKY NO 40Ny € NOKA33HO KaK MOXe A3 ce ezeme
java.lang.String keyStorePass = "xxxx";
PrivateKey privateKey = null;

// Tyx nocTasame NLTAT A0 .pfx XpaWwauwe 3a €1eKTPOHEH NOANMUC
java.io.FileInputStream fileInputStream = new java.io.FileInputStream("D:/Documents/SignRequest.pfx");
java.security.KeyStore ks = java.security.KeyStore.getInstance("pkcs12");
ks.load(fileInputStream, keyStorePass.toCharArray());
java.util.Enumeration<String> aliases = ks.aliases();
java.lang.String alias = null;
while (aliases.hasMoreElements()) {
alias = aliases.nextElement();

if (ks.isKeyEntry(alias)) {
privateKey = (PrivateKey) ks.getKey(alias, keyStorePass.toCharArray());
/*V
* C ABarta pepa no Aony B3emame cepru¢uKaYa, KOWNTO e noanucan s3anABKarTa
* u ro noctaeame B8 signedContentsCert napameTbpa Ha 33ABKATAa 33 NoANUCBaHe
2
java.security.cert.X509Certificate cert = (java.security.cert.X509Certificate) ks.getCertificate(alias);
java.lang.String certBase64 = java.util.Base64.getEncoder().encodeToString(cert.getEncoded());
System.err.println(certBase6d);

}
/ll
* B razu vacr craea NOANMCBAHETO Ha 3aABKaTa anopuTbMa 8 getInstance MeTona Cce 2aaasa cnopea
* hashAlgorithm nonero or zasskara (SHA256withRSA wnu SHAS12withRSA
* nonyyMeHvAT pesynTaTt oTF nognuca ce koavpa B Base64 QopmaT u ce noctaea B signedContents
®/
java.security.Signature signature = java.security.Signature.getInstance("SHA256withRSA");
signature.initSign(privateKey);
signature.update(result);
java.lang.String signedResult = java.util.Base64.getEncoder().encodeToString(signature.sign());
System.out.println(signedResult);

HauuH Ha nognuceaHe Ha 3aABKaTa Ha PHP
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<?php
$contentType="data";
$contentToSign="test";

$CexpeTHMAT KDY, C KOMTC Ce MNONMMCBa 3aABKaTa XmM BISS
$pkFile="cert/srv-private.key";

$§Ceprrduxara, XM NOOMMCE, C KOMTO e NONNMCaHa 3aAsBxara 3a BISS
$certFile="cert/srv-certificate.crt";

#Ceprudmuxara Ha KIMEHTA

s$userCertFile="C:/tmp/l.cex";

$fp = fopen ( $pkFile, 'r' );

$pk = fread ( $fp, filesize ( $pkFile ) );

fclose ( $£p );

$privKey = openssl_pkey get private($pk);
$serverCert = implode ( '', file ( $certFile, FILE_ IGNORE_NEW_LINES ) );
$userCert=implode ( '', file ( $userCertFile, FILE IGNORE_NEW_LINES ) );

$signedHash="";
$contentToSignHash = hash ( strtolower ( "shalZSé" ), $contentToSign, true );
openssl_sign ( $contentToSignHash, $signedHash, $privKey, OPENSSL_ALGO_SHA256);

$strippedCert = str_replace ( array |

"\r',

), "', $serxverCert );
$strippedUserCert = str_replace ( array |(

"\r',

), '', $userxCert );

$requestCbj=new StdClass();
$requestObj->version="1.0";
$requestObj->signatureType="signature”;
$requestCbj->hashAlgorithm="SHAZSE";

if ($contentType=="data"){
$requestObj->contentType="data";
$requestObj->contents=array (base64_encode ($contentToSign));
telse{
$requestObj->contentType="digest";
$requestCbj->contents=array (base64_encode ($contentToSign));
}

$requestObj->signedContents=array (base64_encode($signedHash));
$requestObj->signedContentsCert=array($strippedCert);
$requestCbj->signerCertificateBé4=$strippedUserCert;
$requestObj->confirmText=array("hash");

echo json_encode ($requestObj);
2>
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Request URL: https://localhost:53952/sign
Request method: POST
Remote address: 127.0.0.1:53952
Status code: @ 2@ OK
Version: HTTP/1.1
A Filter headers
» Response headers (0,326 KB)

¥ Request headers (0,406 KB)
Host: "localhost:53952"
User-Agent: "Mozilla/5.0 (Windows NT 10.0; WOW64; n:49.0) Gecko/20100101 Firefox/49.0"
Accept: "application/json, text/javascript, */*; q=0.01"
Accept-Language: "en-US,en;q=0.5"
Accept-Encoding: “gzip, deflate, br"
Referer: "http://localhost:8080/WSP/singleUpload"
Content-Type: "application/json”
Content-Length: "6491"
Origin: "http://localhost:8080"
Connection: "keep-alive"
¥ JSON
contentType: “digest”
¥ contents: Array
0: "MYIB+TAYBgkqhkiGOwOBCQMxCwYJKoZlh...ECszNTkgMiASIDIXNSAXMDACBACcE)Y="
hashAlgorithm: "SHA256"
signatureType: "signature”
¥ signedContents: Array
0: "WfqLj29hlkt)/nMzTnB12G+sVI4ZozjeCIM...05e8uQ7yB1dFw3ofaYzC49v7krtvMRO3g=="
¥ signedContentsCert: Array
0: "MIIH7jCCBdagAwIBAgIDHpHYMAOGCSGG...1XBCe1WbrHd4QhsTRpwym6Q0y3Y98N0"
signerCertificateB64: "MIIHgzCCBWugAwlIBAgIEAJzqNjA...Cs/+yujggivoy2tO9XTUtb1rw=="
version: "1.0"

4.4.2 OTrosop

>
>
>

BISS BpbLa oTroBop cbe cnegHute HTTP napameTpu:

Status-Code: 200

Content-Type: application/json; charset=utf-8

Opyrn HTTP napameTpu ce Ao6aeaT oT 6pay3bpa, KakTo e no cneundukaumaTta Ha HTTP/1.1m
CORS.

JonbnHUTeNHM NapameTpu Ha OTroBopa:

status (string, 3aab/KkUTeNeH): NoKka3Ba Aaan NOANMCBAHETO e ycnewHo. NogabpXaHuTe
cTolHOCTM ca “ok” n “failed”.

reasonCode (string, 3aab/KMUTeNeH): CbAbPrKa KoAa CbOTBETCTBALL, Ha CTaTyca Ha OTroBopa.
BcuuKn Kogose ca onucaHu B cekuma 1.4,

reasonText (string, 3aab/kuteneH): CbAbprKa TEKCTOBO ONMCaHMe Ha CTaTyca Ha OTroBopa.
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> signatures (array, no n3bop): cbabprKa base64 kogmpaH noanuc. HaanyeH e ako
NoAMMUCBaHETO € YCMeLHO.

> signatureType (string, no u36op): Cbabp:Ka TMNa Ha noanuca. MoaLbpPsKaHUTE CTOMHOCTM Ca
“signature”. HannueH e ako NoanMcBaHETOo e yCheLlHo.

Request URL: https://localhost:53952/sign

Request method: POST

Remote address: 127.0.0.1:53952

Status code: @ 2@ OK

Version: HTTP/1.1

Q Filter headers

¥ Response headers (0,326 KB)
ACCESS-CONTROL-ALLOW-ORIGIN: "http://localhost:8888"
Accept: “application/json, */*"
Access-Control-Allow-Headers: "Accept, Content-Type"
Access-Control-Allow-Methods: "GET, POST"
Cache-Control: "no-cache"
Connection: "keep-alive"
Content-Length: "824"
Content-Type: "application/json"
Date: "Tue, 02 Aug 2016 12:40:15 GMT"

P Request headers (0,407 KB)

¥ JSON
status: "ok"
reasonCode: 200
reasonText: "Signature generated"

¥ signatures: Array

0: "JRySnt1qDJp5SkvINQxoobhhPpjKvHVQr...ExXVQpiqsFXVOLZCLRjF)t2/Ghrrg=="
1: "JRy9nt1qDJp5kvNQxoobhhPpjKvHVQr...ExVQpiqsFXVOLZCLRjFJt2/Ghrrg=="

signatureType: "signature”

4.5 CraTyC Kogose
CTaTyc KoA0BeTE, ONUCBALLM NPOLLECca Ha NOANUCBAHe, B OTFOBOPA OT BISS ca KakTo cneaga:

e  2XxX—MOKa3Ba ycnewHo noanmceaHe

e 4xx— MNoKas3ga, Ye NoAMNUCBAHETO e NPEeKbCHA/0 NOPaAN HAKAKBa NPUUYMHA

e 5xx —nokasBa, ye BISS He paboTh NpaBUAHO AN He NoaAbpKa 3aABeHaTa GYHKLUMOHAIHOCT.
Bb3MOXHUTE KOAOBE Ca ONWUCAHM B CeHaTa Tabanua:

200 Ycnex lNoanuceaHeTo e ycnewHo
400 Jlowa 3anBKa JNowa 3aaBKa, Hanpumep:

e HenosHat agpec (Request-URI)



401

403

413

441

500

501
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Heno3soneH

3abpaHeH

3aABKaTa e
TBbpAE roNsama

BbTpewHa
rpeLKka
BbTpewHa
rpeLka

He ce noabprka

e Jlowo ¢opmaTtmpaHe Ha JSON

e JIUNcBalm 3a4b/KUTENHM NapaMeTpU Ha 3aAaBKaTa

e [lapameTbpa CbAbprKa He NOAABbPXKAHA CTOMHOCT
MopgnuceaHeTo e 0TKa3aHo OT NoTpebutens:

e He e nsbpaH cepTMdMKaT 32 NOANUCBAHE
o [loTpebUTeNcKUAT cepTUdPUKAT HAMA 3anaBeHUTe “key
Usage” aTpmnbytu (rpeweH NUH, BaoknpaH MUH)
o [loTpebutena HAMa cepTUdMKaATN OTTOBAPALLN Ha
¢nnTbpa B 3aABKaTa
3anBKaTa Aa noanuceaHe e 0TKasaHa, 3apaau:

e [lpyra 3asBKa € B NPOLEHT HAa 06paboTKa
e 3anBKaTa 3a NOAMNMCBAHE e HanpaBeHa OT HenosHat
M3TOYHMK (He e nsnonssaH HTTPS npoToko 3a
oTBapsAHe Ha HTML NpuaoKeHNETO M3MCKBALLO NoAnuCc)
Pasmepa Ha 3asBKaTa e TBbpAe ronama

YpoctoBepuTenHaTa Bepura Ha AOCTaBYMKA HA cepTudmKaTa He
€ HamepeHa.

BISS He paboTu NpaBmAHO. Bb3MOXKHaA NpMyKnHa e
HenpaBUIHOTO KOHPUIypupaHe

3anBeHaTa GYHKLMOHANHOCT He Ce NoAAbPXKa UK He e
HannYHa
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4.6 3aABKa 3a cnMpaHe Ha NPUIOKEHMETO
3aABKaTa ce U3Mno,3Ba 3a CnnrpaHe Ha NPUNOXKEHUNETO.

Request URL: https://localhost:53952/close

Request Method: POST

Status Code: [l 200 7 OK

< Request Headers

Accept: application/json, text/javascript, */*; g=0.01

Accept-Encoding: gzip, deflate

Accept-Language: bg, en-US; g=0.7, en; g=0.3

Cache-Control: no-cache

Connection: Keep-Alive

Content-Length: O

Host: localhost:53952

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW®64; Trident/7.0; n:11.0) like Gecko
“4 Response Headers

Accept: application/json, */*

Access-Control-Allow-Headers: Accept, Content-Type
Access-Control-Allow-Methods: GET, POST

Access-Control-Allow-Origin: *
Cache-Control: no-cache
Connection: keep-alive
Content-Length: 38

Content-Type: application/json

Date: Mon, 12 Jun 2017 14:01:01 GMT

4.7 3aABKa 3a CTaTyCa Ha NOAMNMCBAHUTE LOKYMEHTM OT MacuKB
3aABKaTta CNYyXW 3a chepeHe Ha TeKywuna CTaTtyC Ha noAnnCBaHNUTE OOKYMEHTU OT MaCuUB

4.7.1 3anuTBaHe
HTTP napameTtpu:

° HTTP meTtoa: GET
) Request-URI: /status
o Opyrn HTTP napameTpwu ce Ao6asaT oT bpay3sbpa no cneundukaumata Ha HTTP/1.1 u

CORS.

MpumepHO 3anuTBaHe:



CNELNPUKALMA
Ha codTyep 3a eNeKTPOHHO NoANMCBaHe

""" Request URL: https://localhost:53952/status?_=1497337337282
Request Method: GET
Status Code: [l 200/ OK

4 Request Headers

Accept: application/json, text/javascript, */*; q=0.01
Accept-Encoding: gzip, deflate

Accept-Language: bg, en-US; g=0.7, en; q=0.3
Connection: Keep-Alive

Host: localhost:53952

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW®64; Trident/7.0; n:11.0) like Gecko
4 Response Headers

Accept: application/json, */*
Access-Control-Allow-Headers: Accept, Content-Type
Access-Control-Allow-Methods: GET, POST
Access-Control-Allow-Origin: *

Cache-Control: no-cache

Connection: keep-alive

Content-Length: 73

Content-Type: application/json

Date: Tue, 13 Jun 2017 07:02:57 GMT

4.7.2 0Otrosop
OtrosopsT e B JSON dopmat, nogobeH Ha npumepa NoKasaH No-gony:
{"status":100,"statusCode":"PROCESSING","totalCount":20,"currentCount":1}, kbaeTto

Status Onucaxue statusCode \
- 100 lpeLKa ERROR
0 He e 3anouHano | NOT STARTED
U3MNbAHEHWE
100 B npouec Ha PROCESSING
U3MbAHEHWE
200 Obpabotkatae  DONE
NpUKOYMIA

e totalCount: obwma 6poit enemeHTN OT MacuBa 3a NoANUcBaHe
e currentCount: 6poii NnoANMCaHM 40 MOMEHTA e/IeMEHTU OT Mac1Ba
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5. N3BMKBaHe Ha /1I0Ka/IHaTa yC/yra 3a e/IeKTPOHHO NoANMCBaHe

5.2 Javascript Koa 3a n3bupaHe Ha cepTudMKaT 3a NnoanNMCBaHe

function chooseSignerCertificate() {
var port = $("#port").val();

var request = {
selector: {}

};
console.log(request) ;

if (keyusage!=null) {
request.selector.keyusages = new Array();
request.selector.keyusages.push (keyusage) ;
}

if (issuer!=null) {
request.selector.issuers = new Array();
request.selector.issuers.push(issuer);

}

if (thumbprint!=null) {
request.selector.thumbprint=thumbprint;

}

var payload = null;

var querystr = "'";

if (method=="POST") {

payload = JSON.stringify(request) ;

} else {

querystr = "?version="+4request.version;

}

var url = "https://localhost:" 4+ port +"/getsigner" + querystr;
S.ajax ({

url: url,

type: method,

crossDomain: true,

data: payload,

contentType: "application/json",

dataType: "Json'

}

.done (function (response) {
console.log(response) ;

if (response.status=="ok") {

var div = $("#result");
S("#signerCertificate™).html (response.chain[0])
for (var i=0;i<response.chain.length;i++)
div.append("<p><pre>Certificate#"+i+":\n"+rowlize (response.chain[i])+"</pre

></p>");

response.content = data;
response.contentType = type;
validate (response) ;

} else

S("#result") . .html ("<p><span class='label label-
danger'>"+response.reasonCode+"</span> "+response.reasonText+"</p>");
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$("#sign") .removeAttr ("disabled");
b

.fail (function () {
console.log("failed");
S("#result") .html ("<p><b>Failed!</b> Most likely the SCS server is not
running or browser's configuration policy does not allow cross origin
requests. For instance, IE 10 and 11 do not allow requests to localhost
unless the origin server is listed as trusted: see IE Settings > Internet
Options > Security tab > click Trusted sites > click Sites buttons.</p>");
S("#sign") .removeAttr ("disabled");

H;

}

5.3 Javascript Koz, 3a n3bupaHe Ha cepTUdMKaT 3a NoANUCBaHE

3a n3BMKBaHe Ha BISS ce nsnonssat nokasaHuTe no - oy JavaScript kogose.

function sign(datas,sigalg) {

var port = $("#port").val();
S("#sign") .attr("disabled","disabled");

var request = {

signerCertificateB64: $("#signerCertificate™).html(),
contents: datas,

contentType: type,

hashAlgorithm: sigalg,

signatureType: "signature',

version: "1.0"

};
console.log(request) ;

/*

request.selector.validate = validation;

if (keyusage!=null) {
request.selector.keyusages = new Arravy();
request.selector.keyusages.push (keyusage) ;
}

if (issuer!=null) {
request.selector.issuers = new Array();
request.selector.issuers.push (issuer) ;

}

if (thumbprint!=null) {
request.selector.thumbprint=thumbprint;

}

*/

var payload = null;

var querystr = "'";

if (method=="POST") {

payload = JSON.stringify(request);

} else {

querystr = "?version="+4request.version;
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querystr += "&contentType="+escape (request.contentType) ;
querystr += "ghashAlgorithm="+escape (request.hashAlgorithm) ;

querystr += "&signatureType='"+escape (request.signatureType) ;
querystr += "&content="+escape (request.content);

}

var url = "https://localhost:" 4+ port +"/sign" + querystr;
$.ajax ({

url: url,

type: method,

crossDomain: true,

data: payload,

contentType: "application/json",

dataType: "json”

b

.done (function (response) {

console.log(response) ;

if (response.status=="ok'") {

var div = $("#result");

div.html ("<p><b>"+response.reasonText+"</b> <font
id=\"signature result\"><span class='label label-warning'>validating
signature on server...</span></font></p>");

for (step = 0; step < response.signatures.length; step++) {
div.append("<p><pre>Signature

("+response.signatureAlgorithm+") : \n"+rowlize (response.signatures[step])+"<
/pre></p>");

}

//for (var 1=0;i<response.chain.length;i++)

//

div.append ("<p><pre>Certificate#"+i+":\n"+rowlize (response.chain[i])+"</pre
></p>") ;

response.content = data;

response.contentType = type;

validate (response) ;

} else

S("#result") . .html ("<p><span class='label label-
danger'>"+response.reasonCode+"</span> "+response.reasonText+"</p>");
S("#sign") .removeAttr ("disabled");

hH

.fail (function () {

console.log("failed");

S("#result").html ("<p><b>Failed!</b> Most likely the SCS server is not
running or browser's configuration policy does not allow cross origin
requests. For instance, IE 10 and 11 do not allow requests to localhost
unless the origin server is listed as trusted: see IE Settings > Internet
Options > Security tab > click Trusted sites > click Sites buttons.</p>");
S("#sign") .removeAttr ("disabled") ;

H

}



