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B-Trust mail configuration for Outlook 2016

l. Outlook configuration

1. Start the application of Outlook 2016
2. Open “File” menu and go to “Account Settings”:

©

Info

Open & Export

Save As

Save Attachments

Account Settings

Print Change settings for this account or set up more
Qo= connections.,
o B Access this account on the web.
Office Account o
‘ @ | Account Settings...
|82% Add and remove accounts or
freo change existing connection settings.

@@ Delegate Access

Exit Z,
Q™ Give others nermiscion to receive

3. In the next window select “E-Mail” and then select “New...”

Account Settings X

-fhail Accounts
u can add or remove an account, You can select an account and change its settings,

L i
E-mail  DataFiles RSSFeeds SharePointLists Internet Calendars Published Calendars Address Books

H’New W Repair... 5 Change... @@ Setas Default X Remove # &

Mame Type
@ egineva@borica.bg Microsoft Exchange (send from this account by def...

Selected account delivers new messages to the following location:

egineva@borica.bgilnbox

Close
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4. Fill all required information in the next window and select “Manual setup or additional server
types” and select “Next”:

Add Account x

Auto Account Setup
Outlook can automatically configure many email accounts.

Your Mame: Vasheto ime

Example: Ellen Adams

E-mail Address: egineva@b-trust.org

Example: ellen@contoso.com

Password: it

Retype Password: e

Type the password your Internet service provider has given you.

! ;Manual setup or additional server types

5. On the following window select “POP or IMAP” option and then “Next”:

Add Account it

Choose Service

O Outlook.com or Exchange ActiveSync compatible service
Connect to a service such as Outlook.com to access email, calendars, contacts, and tasks

= Back Cancel
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6. Fill the required information and choose “More settings”:

Add Account X

POP and IMAP Account Settings
Enter the mail server settings for your account.

User Information Test Account Settings

Your Name: Vasheto ime We recommend that you test your account to ensure that
. the entries are correct.
Email Address: egineva@b-trust.org

Server Information
Test Account Settings ...
Account Type: IMAP w

Incoming mail server: mail.b-trust.org ;cl“uctlc(:ergatically test account settings when Next is

QOutgoing mail server (SMTP): mail.b-trust.org

Logon Information

User Name: egineva@b-trust.org
CresTE: Mail to keep offline:  All '
[¢]Remember password

[JRequire logon using Secure Password Authentication (SPA)

More Settings ...

< Back Cancel

7. Open “Outgoing server” tab and select “My outgoing server (SMTP) requires authentication”:

Internet E-mail Settings x

Cutgoing Server

EI’\-'Iy gutgoing server [SMTP) requires authentication: I
(®) Use same settings as my incoming mail server

General Advanced

CII_.og an using

User Mame:
Pazsward:

Eemember password
Require Secure Password Authentication (SP4)

O Log on to incoming mail server before sending mail
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8. Open the “Advanced” tab and fill as follows:
- Incoming server (IMAP) — 993
- Qutgoing server (SMTP) — 587

Internet E-mail Settings X

General Outgoing Server Advanced

Server Port Mumbers

Incaming server (IMAP): Use Defaults
Use the following type of encrypted connection:j | 55L b
Qutgoing server (SMTP]:

Use the following type of encrypted connection:fj | TLS bt

Server Timeouts

Short ¥ Long 1 minute

Folders

Root folder path:

Sent tems

[ ]Do not save copies of sent items

Deleted tems

|:| Mark items for deletion but do not move them automatically

ltems marked for deletion will be permanently deleted when the
items in the mailbox are purged.

Purge items when switching folders while online

- If you want to set up the account with POP3 protocol, please do the following
settings (it is not mandatory to do these settings if you already completed the ones
above):

Incoming server (POP3) — 995
- Outgoing server (SMTP) — 587
- Select ,Leave a copy of messages on the server “and confirm with ,, OK “:
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Internet E-mail Settings X

General Qutgoing Server Advanced

Server Port Numbers

Incoming server (POPBJ:- Use Defaults

is server requires an encrypted connection (S5L)
Outgaing server (SMTP):

Use the following type of encrypted connection:

Server Timeouts

Short ~® Long 1 minute

Delivary

Leave a copy of messages on the server

Y

[ |Remove from server after |14 |3 days

[ ]Remove from server when deleted from 'Deleted Items'

9. Select “Next” on the “Add Account” tab:

Add Account *

POP and IMAP Account Settings
Enter the mail server settings for your account.

User Information Test Account Settings

Your Name: Vasheto Ime ‘We recommend that you test your account to ensure that
_ the entries are correct.
Email Address: egineva @b-trust.org

Server Information
Test Account Settings ...

Account Type: POP3

Incoming mail server: mail.b-trust.org ;:u;?ﬂ:;ica”ytﬁt account settings when MNext
Qutgaing mail server (SMTFE: | mail,b-trust.org Deliver new messages to:

Logon Information (®) New Qutlook Data File

User Name: egineva@b-trust.org OEgisting Outlook Data File

Passwaord: ARREERERE Browse

Eemember password

|:| Reguire logon using Secure Password Authentication
(5PA)

< Back
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10. You will receive the following message for successful configuration of the e-mail:

Test Account Settings

Congratulations! All tests completed successfully. Click Close to Stop

continue.
Close

Tasks Errors

Tasks Status
\/Lng onto incoming mail server [POP3] Completed
\./Svend test e-mail message Completed

Select “Close” and “Finish”:

Add Account X

You're all set!

‘We have all the information we need to set up your account.

Add another account...

e
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Il. Mail signing configuration

1. Tosign e-mails you should set up your certificate for the signature in Outlook.
From the main window select “File” and then “Options”:

©

Accou

Open & Export

cf_l egineva@b
l-"') Microsoft E

+ Add Account
Save Attachments
Print :*

Account
Settings =

Sawve As

Office Account

Options

Exit

2. Go to “Trust Center” and select “Trust Center Settings”:

Outlock Options

G |

ener @ Help keep your documents safe and your computer secure and healthy.
Mail
Calendar Security & more
People Visit Office.com to learn more about protecting your privacy and security,
Tasks Microseft Trustworthy Computing
Search

Microsoft Outlook Trust Center

Language

The Trust Center contains security and privacy settings. These settings help keep your
Advanced computer secure, We recornmend that you do not change these settings. Trust Center Settings...
Customize Ribbon
Quick Access Toolbar

Add-ins
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3. Open ,Email Security“ and select ,Settings*”:

Trust Center 7 s

Trusted Publish
rusted Publishers T

Privacy Options
% [] Encrypt contents and attachments for outgoing messages
iy [_] Add digital signature to outgoing messages

Attachment Handling Send clear text signed message when sending signed messages

Autematic Download [_] Request 5/MIME receipt for all 5/MIME signed messages
Macro Settings Default Setting: | My 5/MIME Settings (egineva@borica.bg) ~ ‘ I Settings... I
Programmatic Access Digital IDs (Certificates)

=] Digital IDs or Certificates are documents that allow you to prove your identity in electronic transactions.
| Publish to GAL... | | Import/Export... | | Get a Digital ID... ‘

Read as Plain Text

["] Read all standard mail in plain text

Script in Folders

[] Allow script in shared folders
] Allow script in Public Folders

4. Select ,Choose® to add your certificate:

Change Security Settings *

Security Setting Preferences

Security Settings Name:

| Iy S/MIME Settings (egineva@borica.bg) e

Cryptography Format: | 5/MIME ~

Default Security Setting for this cryptographic message format
Default Security Setting for all cryptographic messages

|5ecgri't1rLabels...| | HNew | | Delete |

Certificates and Algorithms

Signing Certificate: | | | Choose.., |
Hash &lgarithm; ~
Encryption Certificate: | | | Choose... |
Encryption &lgarithm: e

S5end these certificates with signed messages

[ ok | cance
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5. On the prompt window that requires you to select certificate choose “OK”:

Windows Security >

Select a Certificate

ime Lamunua Mognue B-Trust Token,
Z23c3cbad

Issuer: B-Trust Operational Qualified CA
Valid From: 14.2.2019 to 14.2.2020

Click here to view certificate properties

More choices

I oK I Cancel

6. On ,Change Security Settings” select again ,,OK":

Change Security Settings x

Security Setting Preferences

Security Settings Mame:

| My 5/MIME Settings (egineva@baorica.bg) e

Cryptography Format: | 5/MIME
Default Security Setting for this cryptographic message format
Default Security Setting for all cryptographic messages

Security Labels... Hew Delete

Certificates and Algorithms

Signing Certificate: Elitsa Slavova Gineva, B-Trust Toks

Hash Algorithm: SHAT W
Encryption Certificate: |Elitsa Slavova Gineva, B-Trust Tok: Choose...
Encryption Algorithm: | 3DES e

S5end these certificates with signed messages

Cance
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&5

7. Select “OK” on any following window until you finish.

8. Tosend signed message open new e-mail. Select “Options” and then “Sign”

H © 0 s

File Message Insert Format Text Review ¢ Tell me what you want to do...

- Colors - j 2 0-2 . .
n & i Encrypt <] [| Request a Del R t
S Wi guest a Delivery Receip

Fonts - dmme (-] [l

Themes Page Bee Permission Use Vating ] Request a Read Receipt ';

- Effects~ Cqlor~ - Buttons -
Themes Show Fields Permission Tracking M
From - egineva@borica.bg
To... | support;
Send
||
Subject test
Test

9. Choose “Send”. After the prompt window for PIN the e-mail should be sent:

&  Token Dialog [B-Trust Token] ¥

Sign

Pleaze enter your " zer Pin' for this token.

I ] | | Cancel |

10



