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B-Trust mail configuration
for Mozilla Thunderbird v.60

. Configuration email account.

1. Start Mozilla Thunderbird.
2. Select “Set up an account: Email”:

Home
LA Get Messages v # Write Vv QChat aAddress Book ) Tag v Y Quick Filter
Thunderbird
Accounts

(=g Setup an account:

= Email | ) Chat ') Newsgroups |2 Feeds

—
|z Create a new calendar

3. Type your name, e-mail address, password and select “Continue”:

Set Up an Existing Email Account X

Your name: | Elitsa Gineva Your name, as shown to others

Email address: | egineva@b-trust.org Your existing email address

Password: | eeseeesse

Remember password

Get a new email address... Cancel
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Select “Manual config”:

Set Up an Existing Email Account X

Your name: | Elitsa Gineva Your name, as shown to others

Email address: | egineva@b-trust.org Your existing email address

Password: | esesceeses

Remember password

Configuration found by trying common server names

Incoming:  POP3, mail.b-trust.org, STARTTLS
Outgoing:  SMTP, mail.b-trust.org, STARTTLS

Username:  egineva

Manual config Done Cancel

Configure the information as follows:

In: IMAP / name of the server (mail.b-trust.org) / Port 993 / SSL/ TLS / authentication:

normal password

Out: SMTP / name of the server (mail.b-trust.org) / Port 587/ STARTTLS /

authentication: normal password.
On account name type the whole e-mail address and select “Done”.

HacTpoiika Ha CblecTsyBalL a4pec Ha en. nowa

BaweTo mume: | Elitsa Gineva | BawweTo nMe, KaKTo LWe ro BUAAT ApYruTe

Aapec Ha en. nowa: | operators@b-trust.org | BawwmAT CbluecTByBaLy aapec Ha en. nowa

Mapona: | sssscsssse |

3anomHAHe Ha naponata

Wime Ha cupebpa Mopt SSL YaocToeepsaeaHe
Bxoaauwi: | POP3 b | mail.b-trust.org | 995 b SSL/TLS ~ | OBMKHOBEHa napona
Wzxopaw;: SMTP mail.b—trust.org| ~ | | 587 ~ | | STARTTLS ~ | OBWKHOBEHa Napona
MoTtpebutencko vme: Bxoaauy | operators@b-trust.org | Waxoasaw: operators@b-trust.org
Quie HacTpOWKKM TecT oTHOBO TotoBO OTkaz
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3.1 If you want to set the account using POP3 protocol, you should do the following settings:

In: POP3 / name of the server (mail.b-trust.org) / Port 995 / SSL/ TLS / authentication:
normal password

Out: SMTP / name of the server (mail.b-trust.org) / Port 587/ STARTTLS / authentication:
normal password.

On account name type the whole e-mail address and select “Done”.

4. Toforbid Thunderbird saving you received e-mails locally on your PC go to
“Tools”/“Account Settings”:

ents and Tasks  Tools Help

Address Book Ctrl+Shift+B

Saved Files
Add-ons

Ctrl+)

Add-on Options >
Activity Manager
Chat status >

Join Chat...

Message Filters
=y Set Run Filters on Folder

Run Filters on Message
=] bl Feeds
Run Junk Mail Controls on Folder

Delete Mail Marked as Junk in Folder
Import...

Developer Tools >
Clear Recent History... Ctrl+Shift+Del

I Account Settings

‘Options

In the next window select “Server Settings” and mark “Leave messages on server” and “Until
| delete them”. Select ,OK*:
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v~ egineva@b-trustorg

Server Settings
I Server Settings I

Copres & Foiders Server Type:  POP Mad Server ;
Composition & Addressing | 347V Neme: ‘ mailb-trust.org J Po: | 1105 Default 110
Junik Settings User lame | egneva
Dtk Space Security S
R
- Connection secyrdty: STARTTLS v

Security

v B Local Folders Authentication method:  Normal p d v
P S Server Settings
Dk Spec 4 Check for new messages at startup

4 Outgoing Server (SMTP)

{7 Check for new messages every | 105 minutes
4 Automatically downlosd new messages
L1 Eptoh hoadars mob

For at most 1855 days
£ Vatil | delete them

Message Storage

[ Empty Trash on Egt Adyanced...
Message Store Type  File per Tolder (mben)

Local directory:

C\Users\durde\AppData\Roaming\ Thunderbird\Profiles Browse_.

Account Actions .

I. Mail signing configuration.

1. Open menu “Tools”/“Options”/“Advanced”/“Certificates”/“Security Devices"”:

0 €@ ¢F & ® &4 8 E S

General Display Composition Chat Privacy Security Attachments Calendar Advanced

General Data Choices Network & Disk Space Update

When a server requests my personal certificat

(O Select one automatically  (@)iAsk me every tlm

[ Query OCSP responder servers to confirm the current validity of certificates

Manage Certificates Security Devices ‘
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On the following window select “Load”:

& Device Manager = O X

Security Modules and Devices Details Value Log In
v NSS Internal PKCS #11 Module
Log Out

Generic Crypto Services
Software Security Device Change Password

v Builtin Roots Module
Builtin Object Token

Unload
Enable FIPS
From the next window select “Browse”:
i 0{2.\1'}1’3%?"536’ —= O
|
Security Modules and Devices Details Value LogIn
v NSS Internal PKCS #11 Module
Log Out
Generic Crypto Services
S S Ch P d

Softwarelsecdity Bevice & Load PKCS#11 Device Driver STy

v Builtin Roots Module
Builtin Object Token Enter the information for the module you want to add. =

A el INew PKCS#11 Module) Unload

Module filename I Browse... I Enable FIPS

The location for the library is:
C/Windows/System32/ - for 32 bit OS
C/Windows/SysWOW64/ - for 64 bit OS

The different smart cards have different libraries:
- For Charismathics - cmP11.dll
- For CV Cryptovision - cvP11.dll

- For Gemalto - idprimepkcs11.dll
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& Choose a PKCS#11 device driver to load

<« v A > ThisPC > Local Disk (C:) » Windows > SysWOW64 v O Search SysWOW64 el
Organize ¥ New folder == v [ o
R
B This PC 2 Name Date modified Type Size e
—;. 3D Objects u cvCSP.dll 5.11.2010 22:30 Application extens 2320KB
B Deskt 2| cvMD.dlI 1%2015 9:55 Aﬁ:lication extens 3 279 KB
AR 4] awP11.dll 15.12.20102:53 Application extens 3204 KB
S ey
(], Pocutrients BRI 02012 11150 APpiication extens 503 K5
¥ Downloads [ d3de.dn 12.4.2018 2:34 Application extens 706 KB
D Music 4] d3dsthk.dil 12.4.2018 2:34 Application extens 13KB
[&] Pictures d3d9.dll 20.5.2018 21:14 Application extens 1456 KB
B Videos |%] d3d9ont2.dil 1242018 2:34 Application extens 575KB
: @ 249018 2:34 < 02
2 Local Disk (C) |£] d3d10.dll 12.4.2018 2:34 Application extens 1025KB
[] d3d10_1.d1l 12.4.2018 2:34 Application extens 152 KB
== HelpDesk (H:) = S -
|Z] d3d10_1core.dll 12.4.2018 2:34 Application extens 353 KB
2 1500} [ d3di0coredll 1242018 2:34 Application extens 318 KB
== Aupexuns Mapx D d3d10leveld.dIl 12.4.2018 2:34 Application extens 332 KB
== Public (U:) [5] d3d1owarp.dil 8.6.2018 13:38 Application extens 5686 KB
= Marketing (V:) [4] d3d1t1.dn 8.6.201813:37 Application extens 2362 KB
. v 9 p3p12di 8.6.2018 13:34 Application extens 1269 KB v
File name: | cvP11.dl v | [AnFiles 9 |
e
Find the library, select it and thank select “Open”
0 Device Manage — O
Security Modules and Devices Details Value Log In
v NSS Internal PKCS #11 Module Log Out
Generic Crypto Services —
- > Change Password
Saftesieeciijty Device & Load PKCS#11 Device Driver 2
v Builtin Roots Module
Builtin Object Token Enter the information for the module you want to add. =
“New PKCS#11 Module Module Name | New PKCS#11 Module | Yniasd
B-Trust Token Module filename | C:\Windows\SysWOWl| | Browse... | Enable FIPS
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2. For the next step you should download the certification chains from our website

www.b-trust.bg
Load the following link in Internet Explorer : https://www.b-
trust.bg/en/services/certification-chains-installation or go to www.b-trust.bg / Services

and queries / Certification Chains

You should select “Root Certificates“ and download the “DER” file from B-Trust Root
Qualified CA:

ROOT CERTIFICATES

The Root certificates are published by the Communications Regulation Commission in the Register of the providers of id

By the use of the root certificates are signed the other official certificates, as well as the relevant Certificate Revocation L

B-Trust Root Qualified CA DER

Repeat the same step for Operational Certificates — B-Trust Operational Qualified CA:

OPERATIONAL CERTIFICATES

By the use of the Operational certificates are signed all signatures issued by B-Trust, as well as the relevant Certificate Revt

B-Trust Operational Qualified CA DER

3. When you are ready with the download, open Thunderbird again and go to
“Tools”/*Options”/“Advanced”/“Certificates”:


http://www.b-trust.bg/
https://www.b-trust.bg/en/services/certification-chains-installation
https://www.b-trust.bg/en/services/certification-chains-installation
http://www.b-trust.bg/
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Security Attachments Calendar Advanced

>

General Display Composition Chat Privacy

General Data Choices Network & Disk Space Update

When a server requests my personal certificate:

(O Select one automatically (@) Ask me every time

Query OCSP responder servers to confirm the current validity of certificates

| Manage Certificates Security Devices ‘

Password Required X

@. Please enter the master password for the B-Trust Token.

If Thunderbird requires you to enter password, enter your PIN for the certificate.

On the following window select “Authorities”/“Import...”

&§ Certificate Manager L O X
Your Certificates People Servers

You have certificates on file that identify these certificate authorities

Certificate Name Security Device 5

v AC Camerfirma SA CIF A82743287 %
Camerfirma Chambers of Commerce Root Builtin Object Token
Camerfirma Global Chambersign Root Builtin Object Token

vACCV
ACCVRAIZ1 Builtin Object Token

v Actalis S.p.A./03358520967
Actalis Authentication Root CA Builtin Object Token

v AddTrust AB -

]

View... Edit Trust... Import... Export... Delete or Distrust...
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Load both files one by one:

&§ Select File containing CA certificate(s) to import

&« v A > ThisPC > Desktop > BTrust v O Search BTrust yel
Organize v New folder = ™ @

[ This PC ™ Name Date medified Type Size

_J 3D Objects IQ B-TrustOEerationaIQCA DER.cer 4.7.2019 14:14 Se_cuntv Cer’[lfl(a-ti 2 KB]

[ Desktop 5] B-TrustRootQCA_DER.cer 4.7.2019 14:14 Security Certificate 2KB

@ Documents
‘ Downloads
) Music

| Pictures

B videos

is Local Disk (C:)
== HelpDesk (H:)
== 150 (1)

== Jupexuna Mapk
== Public (U:)

== Marketing (V:)

v

File name: v| Certificate Files (*.p7b;*.crt;*.ce v

B o

On the following window select both options and “OK”:

Your Certificate
Downloading Certificate
You have ce
You have been asked to trust a new Certificate Authority (CA).
Certificate N 5
VAC Camerfl Do you want to trust “B-Trust Operational Qualified CA” for the following purposes? &
Camerfitl B Trust this CA to identify websites.
Camery Trust this CA to identify email users.
vACCV
ACCVRA|  Before trusting this CA for any purpose, you should examine its certificate and its policy and
v Actalis S.p. procedures (if available).
Actalis A )
v AddTrust A View Examine CA certificate
v

When you are ready repeat the same step for the next file.
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4. Toadd your signature in already configured account open “Tools”/“Account
Settings”/“Security”:

Account Settings X

Server Settings
y To send and receive signed or encrypted messages, you should specify both a
Coptes & Fofders digital signing certificate and an encryption certificate.
Composition & Addressing e o
Digital Signing
Junk Settings . = _ :
Use this certificate to digitally sign message
Disk Space
’ | | Clear
Return Receipts
Digitally sign messages (by default)
v M| Local Folders
3 Encryption
Junk Settings ) =
. Use this certificate to encrypt & decrypt messages sent to you:
Disk Space .
45 Outgoing Server (SMTP) | | et Clear

Default encryption setting when sending messages:

Never (do not use encryption)

Required (can't send message unless all recipients have certificates)

Certificates

Manage Certificates | | Security Devices :

Type your PIN for the certificate:

Password Required X

Q. Please enter the master password for the B-Trust Token.

0K Cancel

On following windows select “OK”:

10
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Select Certificate X

Certificate: | B-Trust Token:Elitsa Slavova Gineva's B-Trust Operational Qualified CA Certificate VGh1IEp1biAXNCAxMjoONDozMyBFRVNUIDIwMTg= [23:C4:3C:64]

Details of selected certificate:

Issued to: C=BG,CN=I Name **** =PNOBG- givenName=Elitsa, SN=Gineva,E=egineva@b-trust.org
23:C4:3C:64
Valid from 23 anpun 2019, 9:23:57 to 22 anpun 2020, 9:23:57
Signing,Non-repudiation,Key Encipherment
Email: egineva@b-trust.org
Issued by: CN=B-Trust Operational Qualified CA OU=B-Trust,0=BORICA AD,0ID.2.5.4.97=NTRBG-201230426,C=BG
Stored in: B-Trust Token

5. Tosign an e-mail open “New Mail” go to “Options” and select “Digitally Sign This
Message”:

&) Write: (no subject) - Thunderbird
File Edit View |Insert Format m Tools Help

A send | Ay Spelling v @@ Check Spelling... Ctrl+Shift+P [UJ Attach |v
~  Spellcheck As You Type
From: Elitsa Gineva - Quote Message org v
v To:

Return Receipt
Delivery Status Notification

Text Enceding >

Subject: Delivery Format >

. . Priority >

Paragraph v  Variable Wldthn Send s CopyiTo ~

Customize From Address...

Encrypt This Message
I Digitally Sign This Message

After selecting the “Send” button it will require you to enter “PIN”:

Password Required X

Q Please enter the master password for the B-Trust Token.

0K Cancel
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