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BAHKOBW YCNYTH MHCTPYKUUA
3A UHCTAJIMPAHE N HACTPOWUKU
HA MOZILLA FIREFOX 3A LINUX OS
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3a uHcTanupaHe n pabota ¢ Linux OS Ha Balwwusi enekTpoHeH nognuc € HeobxoaMmo ga M3NbiHUTE
crnegHUTe CTbIKU:

3apexpgarte https://www.b-trust.bg/client-center/signature-installation, kbaeTo B noneto na3nuceate email Ha
cepTudukaTa u 3apexagare copTyep 3a kapTa OT CbOTBETHUSA MoAern.

Mupeo: OT IPANBEPU 3A KAPTOYETLIM TpsabBa Aa uHcTanupaTe Aparisepa 3a Bawums yeteu;:
a) npu mogen CCR7115:

nnn

TpsibBa ga m3ternute gpamBep oT COMITEX CCR LINUX u ga ro wHctanupate. Cneq 3aBbplUBaHe Ha
WHCTanauusaTta, npaB1Te 3aAbIDKUTENEeH pecTapT Ha KOMMITbpa UK pectapTupare service pcscd:

(U, R) sudo service pcscd restart unu systemctl restart pcscd.service

Ako PC/SC He e nHcTanupaH, KoeTto ce cpelua npu Debian 6asmpann guctpubyumm Tpsabea 3aabrmkUTenHo
Aa ro HanpasuTe:

V) sudo apt install pcscd
MpoBepka ganu e akTMBEH MOXE Aa HanpaBuTe, Ype3 KOMaHauTe:
(U, R) sudo service pcscd status nnm systemctl status pcscd.service

PesyntatbT TpsabBa fa nokassa, Ye € akTUBEH Service:
pcscd.service - PC/SC Smart Card Daemon
Loaded: loaded (/lib/systemd/system/pcscd.service;

Active: since Wed 2023-01-11 10:3
TriggeredBy: pcscd.socket

AKTUBMpPaHe MOXe [a Ce U3BBLPLLM, YPEes:
(U, R) sudo service pcscd start unu systemctl enable pcscd.service

©) apyr mogen yetew Hanpumep: Gemalto

U1 No cTap e A4oCTaTbyHO Aa umaTe nHctanupaH libccid, konto no-noapasbupaHe Tpsabea Aa ro uma:
V) sudo apt install libccid

BaxHo: Hakou auctpmbyumm Ha Linux He paboTaT KopekTHO ¢ YeTun Omnikey!
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Bmopo: N3ternate codpTyep 3a BawaTta kapTa 3a Linux un ro nictanupate: LINUX INSTALLER

Tpemo: Hactporiku Ha Firefox Web Browser (Firefox Snap He moxe da 3apedu PKCS mModyn u cbomeemHo
Hama da Moaam Oa ce U3MbJIHAm Hacmpoukume rno-0oiy):

3a Bepcun Ha Firefox 90+ nbpBo Tpsabsa ga ce msknodm “OS Client Cert Module®:

Details Value

Module 0OS Client Cert Module

Path Jusr/lib/firefox/libosclientcerts.so

3a uenta B agpecHatTa JfeHTa Ha Opaysbpa ce 3apexga about:config HaTucka ce
“Accept the Risk and Continue® n B noneto Search preference name ce BbBexaa:

security.osclientcerts.autoload

£8 Advanced Preferences

&« C @ #) Firefox about:config

security.osclientcerts.autoload

security.osclientcerts.autoload

1 ce 3agaBa cTonHocT “false” n ce npemnHaBa KbM crnegpallarta CTbrKa.
- Heobxogumo e oa 3apeaute bubnuortekaTta Ha ceptudukata cm BbB Firefox:

Preferences/Settings (Hactpowkn) -> Privacy§Security (MoBeputenHocTt u 3awmTta) -> Security
Devices... (YcTponcTBa no 6e3onacHocTTa)

@ Firefox Web Browser v
B-TRUST | Unctanupake X (83 Settings B+

¢« > C B ® Firefox about:preferences#privacy

€83 General

(o) Home ¥ Block dangerous and deceptive content

Deceptive Content and Dangerous Software Protection

Q Search ¥ Block dangerous downloads

® Warn you about unwanted and uncommon software

Q Sync

Certificates

Query OCSP responder servers to confirm the current validity ~ View Certificates...

of certificates
Security Devices...

HTTPS-Only Mode

HTTPS provides a secure, encrypted connection between Firefox and the websites you
visit. Most websites support HTTPS, and if HTTPS-Only Mode is enabled, then Firefox will
upgrade all connections to HTTPS
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Load (3apexpaHe) -> 3agaBa ce MMe Ha HOB MoAayn Mo XenaHue -> Browse (PasrnexagaHe)

] veb B

B-TRUST | MncTanupane 3 Settings X+

« > C B # Firefox about:preferences#privacy

Device Manager

Details

Load PKCS#11 Device Driver
Enter the information for the module you want to add.
~ Gemalto PKCS#11 Module
Module Name | New PKCS#11 Module

Module filename Browse.

Cancel oK

+ Builtin Roots Module

n3bupa ce NbT KbM 6MbnuoTekaTa 3a kapta Gemalto:

V) {usr/lib/pkcs11/libeTPkes11.so

(R) lusr/lib64/pkcs11/libeTPkecs11.so

nnm

V) {usr/local/lib64/libcvP11.s0 — 3a ocTaHanuTe BUOOBE KapTW.
MoTBbpXKAABaT ce HacTporkute. Nog MMeTo Ha HOBOCb3AaAeHMa Moayn TpsabBa Aa ce 3apeam NnocTaBeHus
yeTeu. B noneta ,Details” n ,,Value” TpsabBa ga ce 3apendar gaHHu B Label, Manufacturer — ‘mogen Ha
kapTtaTa’ n Serial Number.

Device Manager

v NSS Internal PKCS #11 Module Status Not Logged In

Generic Crypto Services Description Gemalto USB Shell Token V2

Software Security Device Manufacturer Unknown Change Password
 Builtin Roots Module HW Version 0.0

NSS Builtin Objects FW Version 0.0 Losd
v PKCS#11 Module Label Card # APPIEESER oy

Gemalto USB Shell Token V2 Manufacturer Gemalto

Serial Number

HW Version 0.0

FW Version 00
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- 3anuulete JfioKasfiHo Ha MallnHaTta cnegHuTe CepTVIqJI/IKaTI/IZ

http://ca.b-trust.org/repository/B-TrustRootOCA DER.crt

http://ca.b-trust.org/repository/B-TrustRootACA DER.crt

http://ca.b-trust.org/repository/ca5/RootCA5 DER.crt

http://ca.b-trust.org/repository/B-TrustOperationalQOCA DER.crt

http://ca.b-trust.org/repository/B-TrustOperationalACA DER.crt

http://ca.b-trust.org/repository/cas5/OperCA50ES DER.cer

http://ca.b-trust.org/repository/ca5/OperCAS5AES DER.cer

Tpsibea oa rv nobasuTe BLB Firefox.

Preferences/Settings (Hactpomnku) -> Privacy§Security (MoBeputenHocTt u 3awmrta) -> View
Certificates... (Mpernea ceptucgumkaTn)

Activities ©) Firefox Web Browser ~
B-TRUST | MiHcTanupane X | i3 Settings x  +

<« C @ # Firefox  about:preferences#privacy

@ General

(@ Home ™ Block dangerous and deceptive content

Deceptive Content and Dangerous Software Protection

Q Search ® Block dangerous downloads

® Warn you about unwanted and uncommon software

Q Sync

Certificates

4 Query OCSP responder servers to confirm the current validity  View Certificates...

] =
of certificates
Security Devices...

HTTPS-Only Mode

HTTPS provides a secure, encrypted connection between Firefox and the websites you
visit. Most websites support HTTPS, and if HTTPS-Only Mode is enabled, then Firefox will
upgrade all connections to HTTPS.

LLle nanese 3anuteaHe Ha Bawwwna PIN:
Password Required - Mozilla Firefox X

’ Please enter the password for the PKCS#11 token B-Trust Token.

Cancel
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Ot Certificate Manager nséupare Authorities (YaoctoBepurtenu)

Certificate Manager

Your Certificates Authentication Decisions People Servers Authorities

You have certificates on file that identify these certificate authorities

v AC Camerfirma S.A.
Chambers of Commerce Root - 2008 Builtin Object Token
Global Chambersign Root - 2008 Builtin Object Token
v AC Camerfirma SA CIF AB2743287
Camerfirma Chambers of Commerce Root Builtin Object Token
Camerfirma Global Chambersign Root Builtin Object Token

Import...

Import (BHacsHe):

cancel Select File containing CA certificate(s) to import

Downleads  »

OperCASQES_DER.cer 2,2kB  X.509 Certificate 18 Map
OperCASAES_DER.cer 2,0kB X.509 Certificate 18 map
ROOLCAS_DER.crt 1,8kB  X.509 Certificate 18 Map
B-TrustRootQCA_DER.crt 1,8kB  X.509 Certificate 10 Hoe 2020
{ Downloads B-TrustRootACA DER.crt 1,8kB  X.509 Certificate 10 Hoe 2020
B-TrustOperationalQCA_DER.crt 1,8kB  X.509 Certificate 10 Hoe 2020
B-TrustOperationalACA_DER.crt 1,9kB  X.509 Certificate 10 Hoe 2020

[ Desktop

[E Documents

11 Music
[] Pictures

& Videos

+ Other Locations

Bcekn eanH cepTudukat ce usbupa eavH no eavH. MNpy MMnopTUpaHeTo e Heobxoaumo Oa paspelunTe
BCWYKW Mpaea:

Certificate Manager

Edit CA certificate trust settings

The certificate “B-Trust Root Qualified CA" represents a Certificate Authority.

Edit trust settings:
& | This certificate can identify websites.

&/ This certificate can identify mail users.

Cancel

View... Edit Trust... Import... Export... Delete or Distrust...
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B ,Your certificates” Tpsabsa aa ce nosisu BawmsT ceptudumkar.

BHUMAHME: Bcuukm 6yToHm B npo3opeua Certificate Manager paboTsat AMPEKTHO BbpXY CMapT KapTara.
Hanpumep ,Delete” we n3tpme grandeckn oT CMapT KapTaTa enekTpoHHusa Bu nognuc.

HacTtpowknte ca 3aBbpLueHu!
OnutanTte ga paboTnte CbC cepTMdUKaTa B MHCTUTYLMUTE, KbAETO XenaeTe.

AKO BCe oOLle nmaTe 3aTpygHeHusl, MoXeTe da Ce CBbpXKeTe C Hac, Ype3 AocTbn ¢ Teamviewer OT crieaHust
nuHk: https://download.teamviewer.com/download/version_11x/teamviewer gs.tar.gz (pasapxuBupanTte u
cTapTupanTe ,teamviewer” ot cbllaTa nanka)
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